5G15GC

SGHO0SALIOO services/5gc. yml 00000000000 59¢_nf O0OOOOOOONFOOOOOOCOO
NFO000000C00000000CO0ON FOOOONFODOo0O

il

OmniCore(J00000059c_nf O000000005GC NFOIOO0OONFOOOOOOOOONFOODOCOOOOO
O00nf_package JO000Debian[dsystemd)inja20000000000C0000CO0CDO0OCO0OC0
OONFOOOOOO

- name: Setup AMF
hosts: amf
roles:
- {role: 5gc nf, nf package: omniamf, become: yes}

Juo

OONFOD000000000sy stemd 0000000
[Jroles/5gc nf/templates/<nf package>.j2[]]



NF nf_package [0 0000 ad

N000000  omninrf nrf omninrf.j2 0000 / NF@e[
0000000  omniamf amf omniamf.j2 N1/N20000000000
RN omniausf ausf omniausf.j2  5G-AKA / EAP-AKA'T
000000 omnibsf bsf omnibsf.j2 PDUOOOPCFOO
dod0 omnichf chf omnichf.j2 00000/0000
HO0000 omnissf nssf omnissf.j2 NSSAI /0000
000000 omnipcf pcf omnipcf.j2  [00QoS{O

000000 omniscp scp omniscp.j2 SBIO000 / 0000
o000 omnismf smf omnismf.j2 PDUOOOUPFON4QOOO
000000 omniudm udm omniudm.j2 doooosucligon
000000 omniudr udr omniudr.j2 UDM/PCFI00000

sgc_nTHHHUO

UOODONFOOO00000000O

1. (J0group_vars_omnicore [ <inventory>/group_vars/[J0000000000O0O0O0
0]

2. 000000000000 Uicense server api urls[]license server 0000
Ohttps://<host>:8443/api[]]

3. 0000000 Usb-release[Jcurl[JgpgJunzipdlibglul-mesa[]libsctpl[]
4. JOmnitouch APTIIOINFOO0000000000C nf_version 00000 0



5. 000000000000000 templates/<nf_package>. j2 [0

[1]/etc/<nf package>/runtime-<deb version>.exs[]

6. 000 runtime.exs — (J00000000CO00COOO0
[/opt/<nf package>/releases/* 000

7. JONFOOO000D0O0000000O

NN

0000Debian000000 runtime-<deb version>.exs [ runtime.exs 000000000000
OO00O00000CCODOOO0000CROO0OOO

- {role: 5gc nf, nf package: omniamf, nf version: "1.2.2-1",
become: yes}

OO0nf _versionJ00O00O0O

UDM HNET[JSUCI

UDM[nf_package: omniudmO00000000SUCIOOOOTS 33.501 §6.12000000VENOOO
O0000sucinnosuPInooonusIMonnoooooooooooooog

» J0000Ansible0000group vars/hnet udm/[0J000<curve>-<id>.key JPEMOO0
O<curve>[]curve25519JProfile A, X25519(]] secp256rl1 [JProfile B,

prime256v1{[<id>0€9€00000000
* [00000000000000 curve25519- 1. key O000O00O000000O0000OOO0000CCCO

* 0000 curve25519-*. key J0000032000000000000000 . pub 0O0OOOUSIMO

00 - pub 00000000000 * - key OOOOOUDM /etc/omniudm/hnet/ [0 0600 ]
root[][]

00000000000OCO00O0000DOoUSIMOpDosUCisOnnoon - pub 0OOOOOUSIMODOOO
000000000O0SIMOOHNETOO00000C0O0O

Ho00o0o0oooa O



Juod

y - 00000000000
- JOCSOOBSCOMSCSS7(]
- JONFOOOOOHENETOO

- 000000000
OmniCore[][] - NFIO
0o0oon


https://docs.omnitouch.com.au/docs/repos/OmniCore

OmniCore IP

il

000000 OmniCore (0000 1P 0O0OOOOCCO DOCCOO DOCOOOO0OOOOOOOCCOODOO00O
gd

IP 1000
0000000 /24 00

00 OmniCore O0000000CO0000CCO0

1. 0000000 - 0oa 724
2. (J000 - 00O /24

3. IMS [J000 - 000 /24
4. IMS (000 - 000 /24

Jo0o0oototototon

00000C00000000 ©mniCore 000 0OOCOO0O0OCOOD OOOOOO

* [0000OOOOOOOOOOODOOOOOoOOOODOoUOO0 Do

* [00000O000DO00D0D0OCOD0O0000DOD00D000 MMEDDOOD HSSOOOO

« (0000000000000000¢ €€ 00000000000

* 000000 rPO0000000DO0ORFC 1918000000000O00O0O0 IPO0CO00O00OOOO

0O00D000000OCO Oodbtobitobiobidtibiobidtiitibiitibtobdooootoo0oon
00000000DO00O0O e O00



juoad

1. (000000 (OO0 /24)
000 0000000000000

0o

OmniMME (000000
OmniSGW (0000)
OmniPGW-C (PDN 00000

OmniUPF/PGW-U (000000 / PDN O00000)

000 10.179.1.0/24

mme :
hosts:
customer-mmeOl:
ansible host: 10.179.1.15
gateway: 10.179.1.1
host vm network: "v400-omni-packet-core"

2. (J000 (00O /24)

000 Diameter 0000000000000
0o

e OmniHSS (O000000)
« OmniCharge OCS (O00000)

e OmniHSS PCRF (00000000

« OmniDRA DRA (Diameter [000)

 DNS [00000/0000 BNS - [ IMS 0000000000 BNS 00000000000
e TAP3/CDR 00

. J0/OAM



SIP [0

0oooon
RAN [0

Omnitouch 0000 CBC (000000) - 00000

(il 10.179.2.0/24

hss:
hosts:
omni-site-hss01:
ansible host: 10.179.2.140
gateway: 10.179.2.1
host vm network: "v401l-omni-signalling"”

3. IMS (000 (000 /24)
000 'MS 0000000000 SIP 000

0o

* OmniCSCF S-CSCF (J000000000)
* OmniCSCF I-CSCF (JO0OO0O000m)

« OmniTAS (J00000OC / DOCOO)
e OmniMessage (OOOO0OOSMPPIMS)

00 10.179.3.0/24

scscf:
hosts:
omni-site-scscfOl:
ansible host: 10.179.3.45
gateway: 10.179.3.1
host vm network: "v402-omni-ims-internal"



4. IMS 000 (000 /24)
000 00000 MS 00000000 DNS 00 SS7/0000

ooo

« OmniCSCF P-CSCF (0000000000)

« XCAP 00

* (00000000

« [0 DNS

« OMNiSS7 STP (SS7 O0000)

« OMNiSS7 HLR (OO000000) - 00 2G/3G
¢ OMNiSS7 IP-SM-GW (MAP SMSc)

« OMNiSS7 CAMEL [

 MSC (O00000)

000 SS7/HLR 0000O0OCOO00O00ROO00000OC SIGTRAN/M3UA (I00 2G/3G 00000
0000000 IMS SIP[]

000 10.179.4.0/24

pcscft:
hosts:
omni-site-pcscfOl:
ansible host: 10.179.4.165
gateway: 10.179.4.1
host vm network: "v403-omni-ims-public"

Juoa

OmniCore (0000000OCOO000O0O



00 1000/000000000000C0

00000000000 NIC 0oooooioioooobiioooibiioooobioooootiooa v4ee - omni -

packet-core[Jv401l-omni-signalling[]v402-omni-ims-internal[]Jv403-omni-

ims-public (0000000C000000OOCO000CO vmbre OOOOOOO

0o

# 0000 - v400-omni-packet-core
mme:
hosts:
omni-site-mme0Ol:
ansible host: 10.179.1.15
gateway: 10.179.1.1
host vm network: "v400-omni-packet-core"

# 00 - v401-omni-signalling
hss:
hosts:
omni-site-hss01:
ansible host: 10.179.2.140
gateway: 10.179.2.1
host vm network: "v40l-omni-signalling"

# IMS [0 - v402-omni-ims-internal
icscf:
hosts:
omni-site-icscfOl:
ansible host: 10.179.3.55
gateway: 10.179.3.1
host vm network: "v402-omni-ims-internal"

# IMS [0 - v403-omni-ims-public
pcscft:
hosts:
omni-site-pcscfOl:
ansible host: 10.179.4.165
gateway: 10.179.4.1
host vm network: "v403-omni-ims-public"



00 2000 VLAN (00
00000000000 VLAN 000000000000000000000 NIC 0000

ooo

# 000000000 (evsbrl)OOOOOOOOO VLAN (OO0
# applicationserver (TAS) [0 IMS 000 -> VLAN 402 / 10.178.3.x
applicationserver:
hosts:
omni-site-sbcO1l:
ansible host: 10.178.3.213
gateway: 10.178.3.1
host vm network: "ovsbrl"
vlianid: "402"

# dra [] dns [OO00 -> VLAN 401 / 10.178.2.x

dra:
hosts:
omni-site-dra0@l:
ansible host: 10.178.2.211
gateway: 10.178.2.1
host vm network: "ovsbrl"
vlanid: "401"
dns:
hosts:
omni-site-dnsOl:
ansible host: 10.178.2.178
gateway: 10.178.2.1
host vm network: "ovsbrl"
vlanid: "401"
00000

* (00000000 VLAN
* [00000000000o000a
+ [00/00000 VLAN 0000

00 VLAN (00



VLAN 400: 10.x.1.0/24 (QO0000)

VLAN 401: 10.x.2.0/24 (00)

VLAN 402: 10.x.3.0/24 (IMS [J0)

VLAN 403: 10.x.4.0/24 (IMS [J0)
il

00 OmniCore (00000000000 1P OOOCCOOOOOOOO

« DRA - [[J00000000CO0OO

00 SGW/PGW - 0000000 GTP 00
ePDG - [J{J WiFi 00000 VE 0O IPsec OO0
SMSC (IO - 00000 SMS 0000 sMPP 0
P-CSCFJ000000 - DOOO UE SIP OO0

jooooo e

00 1P 00000000 1P 0000000000 00000000 ansible host 0000000 IP 0O00OOCOOO
0ooooon

0000ooo 1P 000 SGW/PGW



sgw:
hosts:
# 00 S6W 000000
customer-site-sgw01l:
ansible host: 10.4.1.25
gateway: 10.4.1.1
host vm network: "v400-omni-packet-core"

# (000 IP OO0 SGW

customer-site-roaming-sgwO1l:
ansible host: 203.0.113.10
gateway: 203.0.113.9
netmask: 255.255.255.248 # /29 [0
host vm network: "498-public-servers"
in pool: False
cdrs _enabled: True

smf: # PGWs
hosts:

# 0000 IP (OO PGW

customer-site-roaming-pgw0O1l:
ansible host: 203.0.113.20
gateway: 203.0.113.17
netmask: 255.255.255.240 # /28 [
host vm network: "497-public-services-LTE"
in pool: False
ip pools:

- '100.64.24.0/22'

0oo00od 1P [ DRA

dra:
hosts:
customer-site-dra0l:
ansible host: 198.51.100.50
gateway: 198.51.100.49
netmask: 255.255.255.240 # /28 [0
host vm network: "497-public-services-LTE"

0000000 1P [0 ePDG



epdg:
hosts:
customer-site-epdg01l:
ansible host: 198.51.100.51
gateway: 198.51.100.49
netmask: 255.255.255.240 # /28 0
host vm network: "497-public-services-LTE"

Joooooo e
N000000000000000 1P 000000000

* (00000000 sGwW O GTP
+ J000CO0000000CO0000 SGW
* (00 PGW-C 000000000 SGW

OmniCore (0000000000 - 0O00OOOOCOOOO 1P 00000



Omnitouch

il

Ansible

Omnitouch (00000 Ansible 0O0000000CCOO000OCOO0000COO0000CO00000CO0
04G/5GH0000000000000 Ansible 0000000000000

000 Ansible(]

Ansible 000000000CCO00OC

* [oo0

* 0000

+ 000000000

* [O0000OOOoOOO

Ansible 000000 - 000000 OOCO0Ansible 0000000000

Omnitouch [[][][] Ansible

SSH_— SSH-
-~ f

¢ _ '
MME [0 HSS [0
Ha00

1. (0000000

Ansible 0000
SéH
v
IMS 00

~S5H

00aa

T—_5SH

o0




00 0000 Do0ot0ooobodooioootoooon0

+ 000000000
000 1P OO0
* [oo0

* 000000

Oo00o0o00o0oCOo0a
0o

2. [0

00 00 DO0O0OCOoOOooOoOo0Oa

* 0000000000

+ J00000000O

+ [O0000O0OOOOOO
* 000000000

OmniCore 0000000 omnihss [Jomnisgwc [Jomnipgwc [Jomnidra [J

ONS [I000000000000DODODDO00D0D0ODOD0D000OD0D00C000O

3.0

00 00 0 000 Do0oo

- name: [JJ Omnicore MME
hosts: mme
roles:
- omnimme

Oo0oo0odotooOoon

O00000000000CO000000000C0000000 services/epc.yml OO000000
import playbook (000 common.yml 00000000000



- name: (00000
import playbook: common.yml

- name: [J[J MME [][J
import playbook: omnimme.yml

4. 00

00 H00UOo0o0OoOODObUOooOtOoooooooo0a

0o

Juoa

0000 \

0od Ansible [ SSH 00 0oao 0o

v

Juod

1. 000000

0o000000000ODO000

00000 H0o0otOo0oooa 0000000000OP fooi0otooooOo

Proxmox [J[J0J 000 Proxmox 0000000 000000 VM/ODO0oo0o

ooo [



mme :
hosts:
customer-mme01l:
ansible host: 10.10.1.15
mme code: 1

2. 0000

[0 group_vars [(000000OOO

plmn_id:
mcc: '001'
mnc: '01'

customer name short: customer
#1000 - U00000000000000o00a

3. J0od

0000

ansible-playbook -i hosts/customer/host files/production.yml
services/epc.yml

4. 0000

Ansible [][]

* /0000000000 Proxmox/VMware [0
0ooa

0 APT 000000

Ooooooon

0o00o0o00o

0ooa

0ooa



Juoooonod

OmniCore[14G/5G 00000

e OmniHSS - 000000
OmniSGW - [I000000000
OmniPGW - [I000000000
OmniUPF - 00000
OmniDRA - Diameter (000
OmniTWAG - [JJ WLAN 000

0o

OmnicCallfjioo00o0

e OmniCall CSCF - JJ0000000P-CSCFI-CSCFS-CSCF[
OmniTAS - IMS [J0000VoLTE/VoNR 000
OmniMessage - [[JJ00SMS-C[

OmniMessage SMPP - SMPP 000

OmniSS7 - SS7 0000STPOHLROCAMEL[
VisualVoicemail - [J000

0o

OmniCharge/OmniCRM
- CRM [10 - 00000000000000

0o

joad

e DNS - [J0 DNS [0

* (00000 - 00000
e [ - Prometheus[]Grafana


https://docs.omnitouch.com.au/docs/repos/OmniCore
https://docs.omnitouch.com.au/docs/repos/OmniCall
https://docs.omnitouch.com.au/docs/repos/OmniCharge

ooo

juoad

Ho0000000000o0

0ooo APT OO0

[0 Omnitouch [JJ[] Debian 00 .deb 000000

* (000 CI/CD Ooood
* 000000
* J000000Oa

APT (000
0000000

1. 00 APT [J0 - 0000OOOOCOO000D0CO
2. 000 - D000 ©Omnitouch 00000000

0000000 omnicore .deb (] packaging/ [OOO0000000000CCOOO000O000

0o

Juoad

00 Omnitouch O000000CO0000CCO00000CO000

+ (0000000000000
* 0000000/0000
* [O0000oOOCOOOOOn

ooo



Juonoon

Lo
000 Ansible J0€<€90000

* 00000
* 000a
* (000
* 000a

i
0000000000000000000000000

joad
000000000 Git (000

* 000000
* 00000
* 0000000

NN

000000 group_vars JOOO00O00OOOOCOOO

joad

JO00o0OCO00NOo0ODOO0OD0OO



il
0000

000 Ansible OO000000CO000000CO0000 v OO0 Python 00000 00 uv(
1. ] uv

000000 uiidooOoOooUooootooooooa aooo

pipx install uv # 00 pipx
curl -LsSf https://astral.sh/uv/install.sh | sh # 00000

2. (0000

0o0oooooa

uv sync

000000000 . venv/ 000 Ansible 00 Omnitouch J000000000 Python OO0 uv. lock
0000

3. 0000

00000000000 Ansible 0000000000

source .venv/bin/activate # Windows: .venv\Scripts\activate

4. (] Ansible [][]

00000000 Ansible 00000 requirements.yml

ansible-galaxy collection install -r requirements.yml

5. [J[] Ansible [][]


https://docs.astral.sh/uv/
https://docs.astral.sh/uv/getting-started/installation/

00000000000000 Ansible 000

ansible --version

000 0000000 deactivate (00000

joad
1. 00 00000000000
2..00 (1 000000
3.00 00000000

4.00 Oo00o0otOo0oon
5. 000

Jud
. - 100000000 e o
. - 00000000000
. - J000000
. - 0000000
. - 000000
. - (0e@e0000

- 00000000R0O0000a



APT

il

Omnitouch APT [J00000CO00000COO000OC00O0O

1. APT 000000 apt install [JJ Debian 000
2. J000000D000D00000COOPrometheus OO0000O0

APT [00000000COO00C0 O0OCOOmniCore(] 00000 omnicore 000000
/pool/main/o/omnicore/ (00000000 Ansible DO0ODOO000OCOO000OCOO0O00OO

0o0oooooa

1. Q0000000000 Omnitouch APT 00000000000 apt.<region>.omnitou.ch[]
2. 0000000000000 Omnitouch OO00000000OCOOCO0/C0000

il

OO000Omnitouwch 00000

Omnitouch APT OO0
00 443 (HTTPS)

D000 000 + 00 0o + 00 0m + 00

mal nan ' 0000
L ] ¥ L
00 APT [0
18080 o 1 0 2 O 3
000 + OO 000 + OO [0 + [0
L L 4 L

oo 4 oo 5 0o &



juoad

APT [I0000O00OOOOCOO

aooo 0d

Omnitouch [ 00000 .deb O000omnihss[]
a0 omnimme [J[]

OmniCore [] omnicore [JO0000O0 Ansible [0
a0 O0000000000000000

Ubuntu 00 0000000000 Ubuntu 000

O000000000Prometheus(]

GitHub ] .
Grafana[JVolPmonitor [][]
Web [(0000000000CGrateS_ulf
Hooooo speedtest[]
OO000D Galera[JFRR[JInfluxDB[JKeyDB

[

Juoa

0d

/dists/<distro>/

/pool/main/o/omnicore/

/<distro>/pool/main/

/releases/<org>/<repo>/

/repos/

/releases/<vendor>/

apt_repo [JI0000O0000CO0 ODOODOODCODOODOOOOOOOOCODOOOOOODODOOD URLOO

Oo0oooo0



Huoooo

[ aooo
apt_repo aoao
remote apt * roles/common/defaults/main.yml

apt download base roles/common/tasks/facts.yml

0d

Hooo0odoooon
0 APT 0000

[l apt repo []
(00 apt _repo
000000000
apt.us-
fl.omnitou.ch
/ 443 [ https[]

0000000000000
00000 URLOOO
APT (1€
0o00o0000000O
0000000000

00000000000000 apt_repo (JOOOOOCOD OO0 apt_repo OOOCOOOM

remote apt *[]

U0000000000 apt_cache servers [J0UI00000000O00O00 remote apt * [JUUUO
000 apt_repo OO0 00000 remote_apt * O00000000 L7 Omnitouch 000000

O 0d



Hooon

000000000000 443 - https (000000 - http[OO0 apt_repo.apt_repo_port [I]

(000 OO0 443 (HTTPS)
0000 000 8sese (HTTP)

0000
APT
- - (apt_download base)
use apt cache: http://<cache>:8080/... http://<cache>:8080/. ..
true (0O0) (OO0O00) (00000
use apt cache: https://<user>: https://<user>:
false (00) <pass>@<server>/... <pass>@<server>:443/...

00 100000

00000C000000C000000 Omnitouch APT 000000000

joad

0 1P 00000000 1P 00000 Omnitouch APT O000000000COO0000COO00000O
OmnitouchO0000000000

« 000 00000 HTTP 000000
e APT 000 FQDN{ apt.<region>.omnitou.ch[]

0000000000000 Omnitouch 1P 00000000



0d 0o

IPv4d  144.79.167.0/24

IPv4  160.22.43.0/24

IPv6 2001:df3:decO::/48

ASN  AS152894

0000 Omnitouch 00000000

0d ad 0d ad

APT OO0 443 TCP 00000OHTTPSO

APTOOQ 53  TCP/UDP APT FQDN [] DNS [IJ

jooooo - 123 UDP 000000 NTP 0000

ooooog 53 TCP/UDP  [JO00O0OO DNS OO0

0000 HTTPS (TCP/443)ONTP (UDP/123) ] DNS (TCP+UDP/53) 0000 Omnitouch IP
0o



il

all:
vars:
use apt cache: false

# [00000C000000COremote_apt *00
# apt download base URL 00000 - 000OO

# 000000
apt repo:
apt _server: "apt.<region>.omnitou.ch" # Omnitouch {00 FQDN
apt repo username: "your-username"
apt repo password: "your-password"
# apt repo port: 443 # 00000 443
(HTTPS)

il

APT 000 (apt_repo)

ad ad B 1l 0d
d
apt_repo.apt server - o - APT 0000000 1P OO0
[
apt repo.apt repo _username . 0 - HTTP J0000000O
d
apt repo.apt repo password : 0 - HTTP 00000000
apt repo.apt repo port oo 0O 443 e

HTTPSOOO0OO0 HTTPOO

00000 ( remote_apt_*)



0000 apt_repo O00COO000000COOOCCOO0 DOOOOOOOOOOOOCCOOOOOOOOOOOCOC 200
0oob00ooioooo0

ad aooo 0d

apt.us-
remote apt server apt repo.apt server .
fl.omnitou.ch

remote apt port apt repo.apt repo port 443
remote apt protocol 000443 — https[] https
remote apt user apt repo.apt repo_username

remote apt password apt repo.apt repo password

0o
ao oo 00 00 0o
use apt cache g o - 00000000 false
URL 000000

APT 0000000 /etc/apt/sources.list.d/omnitouch.list ]

deb [trusted=yes] https://{username}:{password}@{apt server}/
noble main

0000000 Ansible get url 000 apt download base 0000

https://{username}:
{password}@{apt_server}/releases/prometheus/node exporter/node export
1.8.1.linux-amd64.tar.gz



URL 000000 443000 HTTPS OO000CDO0OOCOD =<port> O00OOOOOOO HTTPOOOOO
4437

OO0
fetcfaptfsources.list.d/omnitouch.list
P g 1
?;;EEEEFED remote_apt *
I:IIIII:]'I {rolesfcommon/defaults/main.ymil)
) . apt_download_base | 00m
(roles/common/tasks/facts.yml) " lreleases], frepos

00000 HTTP 00000 APT O000000000000000Ubuntu 0000000 Omnitouch ]
0000000000000000000 Ubuntu 000

J00000GPG[

Omnitouch APT J000000000000000O /omnitouch.gpg OO000000OO0OOO0OCOO
common [0000000000C000O0O0 /etc/apt/trusted.gpg.d/omnitouch.gpg JO0O0
apt-get update [J0J000000COO No_PUBKEY JUOODOUCOCCOUCOCCOOOCO

000000000 GPG 00D00000000000O [trusted=yes] 000000CO 200

10 20000000

0000000000000000000000 APT 0000 Omnitouch 0000000



il

aooo
(00000)

il

OO000000000000000000000000 remote_apt_* OOO0O00O0CO0O000O00 OO
Omnitouch 000

apt cache servers:
hosts:
example-apt-cache:
ansible host: 192.168.1.100
gateway: 192.168.1.1
vars:

remote apt server: "apt.<region>.omnitou.ch"
remote apt port:

remote apt protocol: "https"
remote apt user: "your-username"
remote apt password: "your-password"

all:
vars:

0oooo



 0J00000192.168.1.16000000 remote apt * (OO0 HTTPS 000 Omnitouch OO000
aoo

* 00000000000 apt_repo.apt_server: "192.168.1.100" [U0000000O0O0OCO
00000 8ese (]

1l
APT J00 (apt_repo)
0 0O
0] 0 0 (] 0
0 0000000 PO000000000C0
apt repo.apt server 0 0 0000 00 apt cache servers []
0 aoda
0
apt repo.apt repo username [ [ - HOO00000NO0OOoo0n
0
0
apt repo.apt repo password [ [0 - JO000000O00000OOO
0
apt repo.apt repo port 0 0 8080 O0000000000000000000
O 000 apt _cache port[Q

0000000 ( remote_apt_*)

00000000000000 ©mnitouch O0000000C0O00000 remote apt_* (JOOO



ad 00 00 0d ad

remote apt server oogo 0 - 00 Omnitouch APT [0

remote apt port 00 0 443 00 Omnitouch APT Q0000

remote apt protocol (00 O https  [O0O0000OC

remote apt user 000 0O - 0 Omnitouch 00000
remote apt password [00 [ - [] Omnitouch 0000
(]
0 I
ao 0 0 ao a0

0 apt cache servers Q00000000

O
use apt cache 0 0 true "
rue

odd apt_cache port [UUU0000000OCOO0 apt repo.apt repo port [JUUUU
0000 sese

URL [J0000000

APT 0000000 /etc/apt/sources.list.d/omnitouch. list[][]
deb [trusted=yes] http://192.168.1.100:8080/noble noble main

0000000 apt download base [0

http://192.168.1.100:8080/releases/prometheus/node exporter/node expc
1.8.1.linux-amd64.tar.gz

0000000000000 [trusted=yes] APT (00



I
1. 00000000000000 50+ GB 000 LXC 000

2. 00000000

ansible-playbook -i hosts/customer/production.yml
services/apt cache.yml

3. 0000 http://192.168.1.100:8080/ 000

Huood
00000 Omnitouch APT 0000 00O0000000000000000

e APT [J0/dists/ + /pool/ [ Omnitouch [] Ubuntu[][] curl []J] Debian []
0000000000000 Release JUUUUOOOOOOUUOO Packages.gz JUOOOOOOOOOOO

[I/SHA256/00000000000 SHA256 000000000000000¢ <€ 000000000000
SHA256 [J[]

* 000000000000/ releases/ [0/ repos/ 000 Debian 00000000000 wget - -
recursive --timestamping 000000000 Last-Modified 00000

wget --recursive -- wget --recursive --
timestamping timestamping

Oo0oooo0

curl + index/SHA256 curl + index/SHA256 curl + index/SHA256




ad 0o

/dists/<distro>/ APT 0000000000000

/pool/main/ Omnitouch 00 .deb 000
/<distro>/pool/main/  Ubuntu 00000000
/releases/ GitHub [JJJPrometheus[]Grafana[]Zabbix [][]

/repos/ O000000ErlangElixirJCGrateS_Ul 00

OodOoooNObbotootObbotooboo0ooon

Hooo

anon

(0000

7 T

Omnitouch 000D . f,x*"'

Omnitouch APT [00 - om - APT [N | 00om Y OO

(O0oo0o) (apt_cache_servers) oo

oo

o ] B

000000 HTTP 000000DO0CO0CODO0OCCOAPT 00000 curl O Debian OO000Release +
Packages. gz 000000 SHA256 0000000000D000000OD0OOCOO / releases/ [
/repos/ [JU00 wget --recursive --timestampingJO000000O00CO00000CO000
a0

Juo

00000000 apt_cache_servers (00000000



1. 0000000 use apt cache: trueJ000O000O0
2. 000000000 ansible host IP [J[] apt repo.apt server

Huooon

apt cache servers:
hosts:
apt-cache-01:
ansible host: 192.168.1.100
gateway: 192.168.1.1
vars:

# 00000000 Omnitouch OOOOOO
remote apt server: "apt.<region>.omnitou.ch"
remote apt user: "your-username"
remote apt password: "your-password"

0oo0oooo

* (000O0000CO000C0 use_apt_cache: true
* O00000000O0O00OOO apt repo.apt server: "192.168.1.100"

0000000000000 http://192.168.1.100:8080/ [

e UO0OO https://your-username:your-password@apt.
<region>.omnitou.ch/ 0000

Hooood

N0000€ €€ 0000000000000

all:
vars:

use_apt_cache: false # [IIO0OCOOCOOOOOO0

apt repo:
apt server: "apt.<region>.omnitou.ch"
apt _repo _username: "user"
apt repo password: "pass"



Hond
00 100000 APT 00000000

0000000 APT 0000OD00CO00000 apt_repo[lremote_apt * [O0O000O0

all:
vars:
use apt cache: false

# APT [JIIO0O0O0OOOCOO

apt repo:
apt server: "apt.<region>.omnitou.ch"
apt repo username: "user"
apt repo password: "pass"

OO0 000000 deb [trusted=yes] https://user:pass@apt.
<region>.omnitou.ch/ noble main

00 2000000000 APT [JU0000U0CO

00000C000000000 Ansible (J0/000



apt cache servers:
hosts:
cache-server:
ansible host: 192.168.1.100
gateway: 192.168.1.1
vars:

# U0UO0OCOOOO0O0OROO0O0

remote apt server: "apt.<region>.omnitou.ch"
remote apt port: 443

remote apt protocol: "https"
remote apt user: "“user"

remote apt password: "pass"

# [0 all: vars 00000000
# 0000 apt cache servers 0000

0o

 UO0O0OO https://user:pass@apt.<region>.omnitou.ch/ [[]

e IO000O00O0 deb [trusted=yes] http://192.168.1.100:8080/noble noble
main (0000

00 3000 APT 000000000000

000000000000000000000000 Ansible 0000

all:
vars:
use apt cache: true

# (0000000000000

apt_repo:
apt _server: "192.168.1.100" # 0000000 IP
apt repo port: 8080 # 000000 86086 [0

# 00 apt _cache servers []
# 000 remote_apt *[0000000000C



000 000000 deb [trusted=yes] http://192.168.1.100:8080/noble noble
main 0000

1

000C000o000otO0oobo0oboooo0o0o0



# APT (00000
apt cache servers:

hosts:
example-apt-cache:
ansible host: 10.179.1.114
gateway: 10.179.1.1
host vm network: "vmbr@"
num cpus: 4
memory mb: 16384
proxmoxLxcDiskSizeGb: 120
vars:
# [00000000O0ODOOOOO0OOn
remote apt server: "apt.<region>.omnitou.ch"
remote apt port: 443
remote apt protocol: "https"
remote apt user: "customer-username"
remote apt password: "customer-secure-token"

# (0000
hss:

hosts:
customer-hss01l:
ansible host: 10.179.2.140
gateway: 10.179.2.1

mme :
hosts:
customer-mme0Q1:
ansible host: 10.179.1.15
gateway: 10.179.1.1
dns:
hosts:
customer-dns01l:
ansible host: 10.179.2.177
gateway: 10.179.2.1
# 0000
all:
vars:

# (000000000000



# - use apt cache: true[]] apt cache servers 0000000
# - apt _repo.apt server: "10.179.1.114"00000000000

0000000000
1. 000000 1e.179.1.114 [

o (00 vars: 0000 remote apt *

o [] https://customer-username:customer-secure-token@apt.
<region>.omnitou.ch/ 000000

o [0 nginx ] 8080 0000000

2. 0000 customer-hss01[] customer-mme0Ol[]customer-dns01[]]

o (U000 apt_cache servers [0

0000 use apt cache: true

0000 apt repo.apt server: "10.179.1.114"

[J00deb [trusted=yes] http://10.179.1.114:8080/noble noble main

OO00o0oO0oOCOo0OOn

o

(o]

(o]

[e]

Juo

Oo00o0o00o0

ansible-playbook -i hosts/customer/production.yml
services/apt cache.yml

00000000 Omnitouch APT 000000000

e [0 Omnitouch 0000
00 Ubuntu 0000000
e [0 GitHub [

e 000 tarball



U000OCOO0APT 00000 SHA256 000 Debian 000000000000 Release O000OCOOOO
0000 /releases/ [J /repos/ [ wget --timestamping (00000000CO0000CCO00OO

000 Omnitouch APT O0000000000000000Omnitouch OO00000C0COC0000O00O
services/apt cache.yml J00000000000

jond
APT 0000401 00

0o

0000 https://10.179.1.115/noble/dists/noble/main/binary-
amd64/Packages 401 [0

0ooood

e apt repo QU all: vars: JUOUOOO0 apt cache servers: vars: []
OO00O0o0oO0O0O0O0O0oOC0

e apt repo username [] apt repo password [][]

0 IP OO0 Omnitouch APT (00000000

OO00O000000000000

0000

1. 0000000000000 apt_repo [J apt _cache servers: vars: 0000000 all:
vars: []
2. 00000000RO000000C00000008080 IoUoo0n00nO

3. J0000000000000000 /etc/apt/sources.list.d/omnitouch.list
o UOO0OOOOdeb [trusted=yes] http://10.179.1.114:8080/noble
noble main

o 0000000000000 deb [trusted=yes]
https://user:pass@l0.179.1.115/noble noble main

4. (0000000C0000DOCO



5. 000000 1P 00 Omnitouch OO00000000COOOCCO

N00O000O0Node Exporter(jZabbix [][]

[OO0Ansible playbook [J[] /releases/ 00000000
Oooooa

e apt_repo JO00O00000O0CDOCOO apt_repo OOOOOOOCO
o [IIYeY0]000 remote apt user / remote apt password [

* 00000COO0000O00O 443 00 HTTPSOO000000C HTTPO

0000

1. 000000000 apt repo.apt repo username / apt repo.apt repo password []
[0 Omnitouch [J0J000

2. 00000000000 remote_apt * (000

3. 00000 apt download base OO0O0000/00/00000 ansible-playbook ... -vvv
00000000 get_url 000

Hunoooood
(0000000 playbook OO0OOOD
000000

00000000000
* remote apt * 0000
* (00000 Omnitouch 00000

0ooto

1. 0000000000 443 000000 Omnitouch APT [0
2.0 remote apt * [
3. 00000000000



Juod

. Oo0ooood
. Ooooooa
. 0oooooa

. 000000000 LxC 0ooa



il

OmniCore [[J00000000O0OCCO00000000OOOCCCO Grafana OOOOOOOCCOOO

* Grafana Alloy[JJ0000000000CCO00
* Grafana Loki[JJ000000000CO0000
* Grafana [J0000000000CO0000CO

il



Hond
000000

Loki Server

Grafana

Service (systemd) systemd-journal Grafana Alloy
0ooo
Oooooo
0000 (qoo. oo
000 /loki/api/vl/push
0oooo
LogQL [0
oooo
Service (systemd) systemd-journal Grafana Alloy Loki Server Grafana
OO000000000O0O00O000
0 1l 0]

job 00000000 customer-mme01
hostname 0job 000000000  customer-mme@1
component UUo0o0oooo mme, pcscf, ocs
unit systemd 000 omnimme.service
level O000o info, warning, error

service Syslog (00 omnimme



il

joad
O000000000000000000

1. 00000000 monitoring []
2. (0000<<€000000

Oo00o0o00o0a

joad

monitoring:
hosts:
customer-monitoring01l:
ansible host: 10.10.2.200
gateway: 10.10.2.1

(00 monitoring [0

« (000000 Loki OOOCOOOO0OCOOOO0O AlleyO00OO000OCOOO
* 0000CCOO0 Alley 00000OOOCOOOO Lokid

joad

Loki (0000000C000000C0000000000

0d 0o 0o

0oooooo - 720003 00 00000000COoO

Oo0Of0odoobotooooooa

ad



all:
vars:
loki retention period: "168h" # [0 7 000000000

Alloy 000

[ Loki (00000Aley 000000 (WAL) O0000COO000OCO0000DC000000O

0d 000 0o

WALOODOO 100 001 Do0ooooboood

[ Loki J00000CO00000CO00000CO0

J000 Syslog

OO00000000000000 Alleyd0000O BSD syslog OOOOOOODAloy OOOOOOOOOOOO Loki[]
000 job="network_syslog" NUIOOOOOOOOOOOCOOOOOOCOOO

Service (systemd) systemd-journal Grafana Alloy Loki Server Grafana

Service (systemd) systemd-journal Grafama Alloy Loki Server Grafana

000000000000C0000000000C0000 syslogDAlloy O0O000000COOO00000COCO0000
devices: 00000



H0000000RouterOS OOOOOOOCCOOOOO0OOOOOOOCOOOO [

Grafana [[[][]

UOOO00O000000000000
OO0
adn 1

CSCF [ 00 - CSCF 00
MME [I] 00 - MME [0
SGW [0 0 @Y€ SGW [[]
PGW [0 00 -» PGW [0
HSS 0 0 - HSS [0

OmniMessage []

[

OCS/CGrateS [

CGrateS RPC [][]

0000 Syslog

Hooo

Oo0oooo0

00 -» OmniMessage

0d

[0 = OCS/CGrateS []
0

[0 = CGrateS RPC[]
0

00 - 0000 Syslog

0d

P-CSCF, S-CSCF, I-CSCF
(OmniCSCF) 00

MME [0/0000000

SGW 000000

PGW PDN [OO0000

HSS Diameter 000000

0oooo SMPP 00

00000 JSONRPC [0

00000 RPC O0/00000

MikroTik / 0000 syslogO0ioOoO00O



Oo000000oo0O00oo00
OO00o0O0O00OoOODOO0OD0O
0000000000000P-CSCE, S-CSCF, 1-CSCF(]
Oo000000000ooooO

0000000000010 Oooo

joodo

1. 000 GrafanaJd00 http://<monitoring-host>:3000[]

2.0 000 - 00 - 0000
3. 0 00 000000
4. 000000000

Juo

LogQL [

Loki [0 LogQL 0000000000

{label="value"} |= "search string"

joad

D<€ 0000000000

{hostname="customer-mmeO1"}

00 MME (0000

{component="mme"}

0000 €SCF Joo00



{component=~"pcscf|scscf|icscf"} |~ "(?1i)error"

0 systemd [0

{unit="omnicscf.service"}

0oooon

{component="hss", hostname="customer-hss01"} |= "ULR" |=
"DIAMETER SUCCESS"

Joooo

0o0oo0ooa

sum by (component) (rate({job=~".+"} [5m]))

CSCF 0000

sum(rate({component=~"pcscf|scscf|icscf"} |~ "(?i)error" [5m]))

CGrateS JSONRPC ][]

00 OCS/CGrateS (0000 JSONRPC J00OCO0/000000CO000C000C00O00O

JSONRPC 0000 cgrates Q0000000000 (/var/log/cgrates/jsonrpc.log) [J Alloy
000000 ocs 00 cgrates 0000



il






O0/000d
=N e ] [ ] [ ] [

JSONRPC [J[] (id=1, method=SessionSv1.InitiateSession)

0000000000

JSONRPC [ (id=1, result=...)

00 10 0000000

0000 (response_time - request_time)

000€$€00000000000000
0o0ooo

00000000

Client ‘ CGrateS ‘ ’ Logger ‘ ’ Loki ‘ ‘ Grafana ‘




Hooo

00 CGrateS J00O0000CO

0d 0ooo 0d ad

2012 rpc_json  TCP 00 JSONRPC [JJ TCP

2080 http HTTP  HTTP APIJO0 /metrics [ /health[]

Oo0oo0ooOo

e Prometheus 000 (GET /metrics)
* 000000 (GET /health)
* Gzip 00000000000

joad

JSONRPC 000 /var/log/cgrates/jsonrpc.log OIOOOCOOOO00 0OOOO/0000CO000C
ad

2026-03-01T10:30:45.123456 port=2012 service=rpc_json request id=1
method=SessionSvl.InitiateSession latency ms=2.45 status=ok error=
src=10.10.1.50:45678 dst=10.10.2.100:2012 request=
{"id":1,"method":"SessionSvl.InitiateSession", ...} response=
{"id":1,"result":{...}}



jooo

0d ad

timestamp N000000 1sO 8601 [0

port 000000 CGrateS [0

service 0000000

request id JSONRPC [ ID 00000

method JSONRPC 000

latency ms  [O000000O0

status 0o

error Uo00o0ORO000O0

src 0 1P:0000000

dst 00 1P:[J00CGrateS[]

request 000 JSONRPC [JO00000
JSON[]

response 000 JSONRPC [JO0000OO
JSON[]

Grafana [][][]
OCS / CGrateS [ 0000000 JSONRPC 00000000

0000 JSONRPC [0

0000 JSONRPC [00000O0O00ODO00O000O0O

0d

2026-03-01T10:30:45.123456

2012, 2080

rpc_json, http

1, 42, (0000 null)

SessionSvl.InitiateSession

2.45

ok, error

INSUFFICIENT CREDIT

10.10.1.50:45678

10.10.2.100:2012

{"id":1, "method":"..."}

{"id":1,"result":{...}}



* J00000000O
* J0000000OO0
* 0000000000

OOO0000000ODOOOOO
JSONRPC [
0000 JSONRPC O0/00000000000O0

00O

* 0o0a

* 00

* JO00C0O00OOOOO

0ooood

(0000000 00 O00000CDO JSONRPC O0000ODO00OCOOO
SessionSvl.InitiateSession [JUOOOO0O0000

CGrateS RPC [0
000 CGrateS RPC [0 0000000000000 AP 00000000000000

0o00o0o00o
0000000000 12340000000

1. 00 000 - 00 - CGrateS RPC [I[]
2. ] 00 00000000000 1001234

3. [0 00 000 00 to0tooooo

4. RPC 000 000OoOUOOCODOCOOOL/Oa

00000000000ODODOO0DOODODO00OCGrateS JUOCOOOOOOOOCOOOODO

0000



ad g

0 bO0/o00ooooooog 1234, Account123, INSUFFICIENT CREDIT

[ 00
[] 1 RPC 000000 SessionSvl.InitiateSession,
[ CDRsV1.ProcessEvent
g AREEEEN Ud, 0o, 0o
Hoooo
00000000

[ RPC [II000000OCOO0OO

« [00000000CO0000000=0000=1-9000=10+(]
+ [O000OO0OOOODOOOOOO

* [O000000OO0

0000 RPC 000 DOO0OOCODOOCOOCODOOOO0OODO
RPC I000 D00DO00OOODO00OO0D000D00D00000/00 JSONQ
000 RPC 000 000000000 status=error OOOO

00000 Doooto0otooootooo0

[0 JSONRPC [][]

0ooa

00 JSONRPC [0

{job="cgrates-jsonrpc"}



0ooooo

{job="cgrates-jsonrpc"} |= "method=SessionSvl.InitiateSession"

0000/00000

{job="cgrates-jsonrpc"} |= "Account\":\"12345"

0ooa

{job="cgrates-jsonrpc"} |= "status=error"

0o

Oo00o0o00o0Oo0a

max_over time(

{job="cgrates-jsonrpc"}

|= "method="

| regexp "method=(?P<method>[" ]+) latency ms=(?P<latency>[0-
9.1+)"

| error_ =""

| unwrap latency [$ auto]
) by (method)

00000000 > 100ms(]

{job="cgrates-jsonrpc"}
| regexp "latency ms=(?P<latency>[0-9.]+)"
| latency > 100

e 2

CDR (00



{job="cgrates-jsonrpc"} |= "method=CDRsV1l"

NENEN

{job="cgrates-jsonrpc"} |~ "method=SessionSv1l"
NENEN

{job="cgrates-jsonrpc"} |~ "method=ApierV"
NN

JSONRPC 0000 systemd 00 OCS/CGrateS 00000

0oooooa

systemctl status cgrates-jsonrpc-logger

0oooooa

journalctl -u cgrates-jsonrpc-logger -f

0000

systemctl restart cgrates-jsonrpc-logger

joad

00 JSONRPC (000

OOWSONRPC 0000000000

0ooto



0oo0oooo
ngrep 000
noooood

Alloy (000000

0000

1. 000000000

systemctl status cgrates-jsonrpc-logger
journalctl -u cgrates-jsonrpc-logger -n 50

2. 10 ngrep (0000

which ngrep

3. (000000000000

tail -f /var/log/cgrates/jsonrpc.log

4. [0 Alloy 00000000O

journalctl -u alloy | grep jsonrpc

0o0oo0ooa

OOSONRPC OO000000OC 000"
0000

* (000000000 JSONRPC [
* J00000D0OO00ODOOO

0oooo

1. f0b00Doooooonoa

{job="cgrates-jsonrpc"} |= "method="



2. 000000000 latency ms [0
3. 000000

Oo0oooo0

0OoC00oobo0otOooobodooooa
0oooo

* [O00000OOCOOOOOn
* J00000000O0OODOa
* (000000000 16 000

0oooo

1. 0000000000 60 OoooooO
2. [J00000 CGrateS Q000000
3. 00 CGrateS 00000

Juod

00 systemd 0000Alloy O000000000CO

FreeSWITCH (100000000

ad

/var/log/freeswitch/freeswitch.log

/var/log/omnitas-freeswitch.log

0oda

freeswitch

freeswitch-structured



Nginx [[[[JOmniCRM[]

0d 0ooa 0ooo

/var/log/nginx/access.log nginx access

/var/log/nginx/error.log nginx error
CGrateS JSONRPC[]OCS[]
a0 aoao

/var/log/cgrates/jsonrpc.log cgrates-jsonrpc

OO0
0000 Grafana [

0000 Loki 0O0OCOO0OO
0000

« (000000 Altoy [0

* (0000000 Loki OO

* 00000000OO0O

e Alloy 000000 3100 [0 Loki

0000

1. 0000000 Altey 00O

systemctl status alloy
journalctl -u alloy -f



2. [I0000000 Loki OO0

systemctl status loki
journalctl -u loki -f

3. (0000000000

curl http://<monitoring-ip>:3100/ready
4. J0000000000000C TCP 3100

Alloy (00000
000 /var/Lib/alloy OOOOOOOND
00000

* Loki 0000000000
« WAL 00000

0000

1. 00 Loki 0O0OOOOO

2. [J0 Loki 0000000COO0 WAL O
3. [0 Loki O000000COO000

4. 0 1 J0000O00O0OO00Oa

Loki (000

O00Loki 0O0D00000OCO0000
0000

+ [00000000DO00000000
* Q000000

0oooo

1. 00 Loki 0000000



du -sh /var/lib/loki/

2. 000000000000 Loki OO0
3. (00000000 Loki OOOOOO
4. J00000000OODOO

Huooon

U0000O0O00 component [0 infrastructure JO000OO
o000

* [O000000OO0
* Alloy [000000000O00C

0000

1. J0000000000C00
2. 000 Ansible 00000 Alloy 000

ansible-playbook -i hosts/customer/hosts.yml services/all.yml -

-limit <hostname>

3. 00 Alloy[]

systemctl restart alloy



Juod

0] (] 0] (]
Loki 3100 HTTP  QOO0000 API
Loki 9096  gRPC [0 gRPCOOOOOOD
Alloy 12345 HTTP  Alloy 00 Ul

Grafana 3000 HTTP 00000

1

. : Grafana, Prometheus, 00000
. : Joddao
. : godd

. - 0000oa



(CS)

00000000 (2G/3G 000 SMS) 000 services/cs.yml 0000000000000000 BSCO
OmniMSC 00000 SS7/SIGTRAN 0000

il

cs.yml [000000000O0OOCOOCOO0O

o [ NN 0 0]
: : : BSC, 00000 + 0000 (0o
BSC circuit switched/bsc bsc MGW 2G/3G [O000)

MSC  circuit switched/omnimsc msc omnimsc 0000000000

SS7/SIGTRAN []
SS7 omniss? ss7 omniss? (STP, HLR, SMSC,
CAMEL, O00)

- name: Setup MSC
hosts: msc
roles:
- {role: circuit switched/omnimsc, become: yes}

BSC (circuit_switched/bsc)

0 Omnitouch APT (JOOOO BSC [ 0000 (MGW) 00000C000CO000CO00000000O

* 0000000 BSC O MGW 0000

« 0 MGW 000 systemd (€@€e€¥]000 CPVU 000000 CPUSchedulingPolicy[]
Priority [J AmbientCapabilities 000000000000

* (00000DO0ROOO0O00RO000 00000000 active (16 OO000COO 5 OOOCOOO



MSC (circuit switched/omnimsc)

00 omnimsc [ 5GC NF 000000

e [][] group vars omnicore [J[] license server [
license server api urls[]

0000 runtime.exs.j2 [ /etc/omnimsc/ 00000
omnimsc template config[][J[] group vars/ 00000000

e [0 CDR 000 (omnimsc cdr output dir[00 /var/lib/omnimsc/cdr)[]
e [JWeb Ul /API 00000 TLS 000
« (000000 + runtime.exs OJ00000000CCOOOOCO

SS7 (omniss7)

000000000 omniss?7 00000 SS7 0000 00OCOOOO ss7_role OOOOOOO

ss7_role oo ao

stp stp.j2 00000 (SS7 00)
hir hlr.j2 0000000

smsc ipsmgw.j2  SMSC/IP-SM-GW
camel camel. j2 CAMEL 0000

tester tester.j2 doo0/000n

0oooon

e [0 ss7 protocol: m2pa OO0 m2pa.j2 000 M2PA J000000 tester 000
* [0 ss7_template config[lgroup vars/ 0000000 U0 OO0ODOOOOO0OOOOCO

000 Elixir 0000 omniss7 0000000 + runtime.exs O00000000CO00000

/opt/omniss7/releases/*[]



Juod

. - 000000000000

. - 5G 00000000 59c_nf (0

. - 000000000 ss7 template config[Jomnimsc template config[]

e OmniCore [ - Jodd

000000


https://docs.omnitouch.com.au/docs/repos/OmniCore

il

00000000000000 ©mniCoere OO0COO0O0000OOOOCCOOOO0000COOOCC group_vars []
gd

0o00o0000000o0

¢ OmniCore:
¢« OmnicCall:

e OmniCharge:

Juo

00 OmniCore 000000000000

) . Component )
Hosts File ——=  Ansible Roles |—— > ] ) — Deployed Services
Configuration

OO0Oo0OOOONOCOOOOOOOtOOOODODOOHOO0O0O00OE group_vars (OOOOOOOCOOOO
OmniCRM [0000000000000000000000000004 €€ 000000000000

HOO0o0oORO0OOOODODORONOOOODOOOEONOdOOOOOOOODONOOOOOOO0OO
sql pass: password, omnitouch2024[]] APT JO00O0Oomni/omni 000000000

0000000 group_vars [O00000000COO

Juod

Oo00o0o0Oo0 Oo00o0o00o0

* 000000
* IP 0000
* 000a


https://docs.omnitouch.com.au/docs/repos/OmniCore
https://docs.omnitouch.com.au/docs/repos/OmniCall
https://docs.omnitouch.com.au/docs/repos/OmniCharge

« OOIP 00

Hooood

#[0OO - 000 hosts-file-configuration.md

AN
cdrs _enabled: True # [0 CDR [0
in pool: False # 00000000
populate crm: False # 000000 CRM
dra peer _exclude: True # 0000000000000
gtpc weight: 100 # SGW/PGIW J000000000OMME 000000
gtpc priority: 100 # SGW/PGW 00000000000
000 00 dra peer exclude[]

gtpc_weight [J gtpc_priority [J MME 0000 GTP-C 000000000 sgwe / pgwc 00O
00000000 1ee OO00000CODOOCOOCDOOCOOODOOCOOOOMME 0000 400 gtpe_priority
0000 gtpc_weight OO00000ORFC 278200000000000000C0CO0O00000COC00000
MME 000000000000 MME 0000 relative capacity 000 10600 0-25500

0000 (all:vars)

all:vars [00000000000COOOCCOOO0OO000OOOOCOOODOO00000000OMNICRMO
Grafana SMTPUO00CCO0000000COOOCCOOOO0000OC

NN

0000



ansible connection: ssh

ansible user: root

ansible password: password
ansible become password: password

0000000 SSH 0000000

ansible ssh private key file: '/path/to/key.pem'

0ooa

customer name short: omnitouch
customer legal name: "Customer Lab"
site name: Customer-Site

region: AU

TZ: Australia/Melbourne

PLMN [
plmn_id:
mcc: '001' # 00000003 0000
mnc: '01' # 0000002-3 0000
mnc_longform: '001' # 0000 MNCooo 3 0ooo

diameter realm: epc.mnc{{ plmn id.mnc longform }}.mcc{{
plmn id.mcc }}.3gppnetwork.org

OO00C0O0O00NOo0ODOO0O00a

0ooa

network name short: Omni
network name long: Omnitouch
tac list: [10100,100] # (00 TAC Q00000 MME OO0

0000 UE 00000 > 0000o000oooo0



DNS [1[]

manage resolv _conf: True # 000 False [ Ansible []]
/etc/resolv.conf

0000 manage resolv_conf [0 False [JJAnsible 000000000
/etc/resolv. conf 00000000 DNS OJ00000DO0OO0CDOODOOCDOOOOOCDOOO
all:vars 000000

APT (0000

apt_repo [JUO0I0OOO0D OOOOCOOOOOOCOOO remote_apt_*[ apt_download_base
URL [00000000O0000CODOODO00000

000000000000000 apt_cache_servers [0

e use apt cache U000 TrueOOOOOOO False(]
e apt repo.apt server @@II00000000000 IP

use apt cache: False # (000000O0True = [0 APT 00

apt _repo:
apt_server: "apt.<region>.omnitou.ch" # Omnitouch 00 FQDNOOOO
IP[]

apt repo _username: "your-username" # (00000
apt _repo password: "your-password" # 000000
# apt _repo port: 443 # 000000 4430HTTPSOO

# 000000443 -> httpsO000
http[]

000000000 HTTPS / 443 00000000 HTTP / 8080 (JI0NIONO0COOODOO
Oapt cache servers 000000 remote apt * 00000000000 Omnitouch OO00

0ooa

000000



# 00000000 ~license_server (0000000

# 0000000000 https://<ansible host>:8443/apil]

license server api urls: ["https://10.10.2.150:8443/api"]
license enforced: false # 00000 false
(roles/omnihss/defaults/main.yml)

0000000000 ticense server [0 license server api urls JO0O000O000O00O00OO
HO0000000O

poon e

MME [

MME 0000000000 S-GW 0 P-GW 00000000 emnimme (00000CO00OO00OCOOOO
home/roaming (00000000 dns_lookup ({0 DNS 0000000 random_peer (0000000
ooooa

omnimme:
Sgw:
selection method: random peer # 000og. - -
# selection method:
# home: random peer
# roaming: dns lookup
pgw:
selection method:
home: random peer
roaming: dns_lookup

AMF [

# tac list Q00 AMF [ supported ta list(00000 TAC 000 NG 0000COOO

gNB I0O00O00OCAMF 0000 TAC 10000000000 TAC 1 0 gNB[
tac list: [1, 3]

# OO0 NAS 00000 NEAoOOOOO trueddd omniamf >=20260727 [0 NEAZ200000000

0000 NASOO0000CO000CO000C0 56 0000000000000D NEA2 [0000 UE 0000000
false[JNAS O000ONIA2000000
amf force null ciphering: true



SAEGW [

mtu: 1400 # 0666010

OmniHSS [J[]

OmniHSS JI000000000000000000 dradmmedpgwcscscfdicscfOpcscf [
applicationserver 00000000 packet core dra support /

ims_dra_support[jJexclude_diameter_peers [JI0O0000C00000000CO000CO000O
HSS 00000000000

omnihss:

exclude diameter peers: # 000000 1000000000
- customer-as01l

- customer-as02

e [0 inventory hostname [JJ0000 FQDN [J IP[]
* JHO0000000O0OO00ROOOOO0ROO0O00RO00a
* JOoOdoOoOoOoORODOdoOOdoOoODOdddOdOdoOoODOdodo0O0a

/etc/omnihss/runtime.exs [

* 000 omnihss OO00000000000OOOCOOOOO vars: OOOOC Ansible O00000000CCO
000000000000 omnihss (JOO

* 000000000000 config :hss, ims: [JOJ S-CSCF SIP OO000COO00000000OOO

exclude diameter peers [] omnihss J0000000000 OmniHSS 000000000000
O0000000000000000 0 0000000000

0oooooa

OmniCore [00000000CO0000OCO0000OCO0000OCO00000C0dra_peer_exclude []]
Oo0OfOoOOoiOtOodOooOtOoooOoooo0a

00000 O0000OOODEAQODEA [ dra 0000000OCOO00 OmniDRA O00000C00CO00000C
HOOODEA 000000ROROO000O00ROROO00000000RO000 BDRADOOO DEA 00O
dra peer exclude: True [ DEA OQ00O0O00OO0OO0OOO0OOOOO



0d

0000000000000000 ansible host(]

dra:
hosts:

dra01l:
ansible host: 10.4.2.150

deaO1l:
ansible host: 203.0.113.10
packet core dra support:
ims dra support:
dra peer exclude:



ad

ansible host

dra peer exclude

packet core dra support

ims dra support

0d

—

ad

False

False

False

0d

00000 1P 00000000OD00000000
1P 000

00 True [O000000COOOOOOCOC
000000000000

00 True 00000 DRA OO0000OOC
0S6a0GxO000000000 False OO
00000 HSS 0 PCRF O00000OCO
DEA 0000000 False[OO DEA [

dra module advanced routing

0000

00 True OO0O0OC DRA OO IMS [0
OCxORxOShOOO00O0OO DEA O0C
U000 Falsel[]

000000000000000000 dra 00000000 DRA O00C0000COCOO

00 dra 0000000



ad

omnimme

omnipgwc

omnihss

omniepdg

omnitwag

omniscef

omnisep

omnilcs

cscf

TAS [] SMSC[[[] group _vars[]

0oooo

S6a [] Tea [

Gx [0 Gy 000

S6a]Cx [ Sh OO0

SWm [] S6b [0

S6b (00

T6a [0

Sh 00o

SLg [0 SLth 000

P-CSCF[I-CSCF [J S-CSCF [J Cx[ORx [0 Dx 000

Sh 0 Ro 000

DRA [J000hss [Omme [ pgwc [Jepdg[Jscef[Jtwag[Jocs[Jomnilcs[Jomnimessage[]

pcscfJicscf[]scscf[Ixcap [] applicationserver(]

0o

* [000000OOOOOOOOOOOOOOOO0OO0OOE0
* J0000O0000000COD00C000D000000000000 DRA [0 dra_peers (JOOOOOO

diameter static peers[]

« I000000000000Prometheus 1440 1P 00000000000000000000
* [O0O0OOOOOOODOOOOCOODOOOOOOOCOOOOOOODOOOOO0OET runtime. exs (0000

Oo0oooo0

0oooot0

00000000000 BEAQUOODOOO0OO0OOO



e MME [J PGW-C [JO0 DEA OO0 IP OOg SCTP OO0
e DEA IIO0O0O0O0O0O00O0 allow undefined peers to connect [] False[]
* JH000RO00O00000000

000000000 DEA 00000 dra_peer_exclude: True [O000COCCCCCCCCCCCCCCCOCO
runtime.exs (00000000000 DRAQ

OmniCRM []]]
OmniCRM [J00 00 00000 group_vars [0 hosts/ O00000000000000COCO0O

U0000omnicrm deploy mode: package 0000000 apt repo OOOON omnicrm-api
/ omnicrm-ui 000 crm config.yaml [0 /etc/omnicrm/crm config.yaml [0

deployment assets/[[] systemctl restart omnicrm-api[JQUl 0000 ui: 00000
GET /crm/public/ui-configO0000 OO0 000000 yarn 00€€0 000

crm_env_override[]

00000 omnicrm deploy mode: source[Jdgit 00 + 00 venv + yarn J0000000000

crm_env_override[]

omnicrm deploy mode: package # package ((J) | source

omnicrm package version: "" # (00 apt 0000000 omnicrm-api/ui
crm_config.yaml # API + ui: [J00group varsddOd
deployment assets/ # U000/ 00000

/etc/omnicrm/deployment assets

crm _env override: my-site.env # J0000/00 vI Joooo
cell sites: cellSites.txt # 000OUI 0000000
message templates: constants.js # 0000000000

site data: site data.json # 10000000000

Grafana SMTP []]

0000000 Grafana 000000 grafana smtp user [] grafana smtp password [] [0
0000000000000000 grafana_smtp host 00 in-v3.mailjet.com:587 0000

roles/monitoring/templates/grafana/grafana.ini[]



grafana smtp user: "smtp-user" # U000000O
grafana smtp password: "smtp-password" # (0000000
grafana_smtp _host: "in-v3.mailjet.com:587" # [JO000000

IMS [

ims dra support: False # [0 DRA [J[] IMS
sipcapture client enabled: False # [J SIP/RTP (00 VoIPmonitor [0
Osiptrace [

RAN (000



use nokia monitor: True
use casa monitor: True
install influxdb: True

influxdb user: monitor

influxdb password: "secure-password"
influxdb organisation name: omnitouch
influxdb nokia bucket name: nokia-monitor
influxdb casa bucket name: casa-monitor
influxdb operator token: "generated-token"
influxdb url: http://127.0.0.1:8086

enable pm collection: False
enable alarm collection: False

enable location collection: False

enable ran status collection: True
enable nokia rectifier collection: False
collection interval in seconds: 120

ran_monitor:
sql:

user: ran_monitor

password: "secure-password"

database host: 127.0.0.1
database name: ran monitor
influxdb:

address: 10.10.2.135

port: 8086

nokia:

airscales:

- address: 10.7.15.66
name: site-Lab-Airscale
port: 8080
web password: nemuuser
web username: Nemuadmin

0oooo

0 services/firewall.yml O00000C000000000O0/C0000 000000
allowed oam subnets [J000



firewall:
allowed oam subnets:
'10.0.1.0/24"'

- '10.0.0.0/24"
allowed ran subnets: []
allowed ue voice subnets:

- '10.0.1.0/24"

allowed carrier voice subnets:

- '10.0.1.0/24"
zones:

internal:
ue pools: []

['10.0.0.0/8"']

00 DNS (00

roaming dns servers:
wildcard: ['10.0.99.1']
# 00000 DNSOOO PLMNO
123456:
- '10.10.2.197'
654321:
- '10.10.0.4"

00000SSH 000

local users:
usera:

name: [000 A

# 0000SSHOUIOOOOOO APIO

# S1AP / NGAP / GTP-U / Abis
# (00 UE SIP [JO P-CSCF

# (0000 sIP

# 0000 — 00 docs/firewall.md

# (0000 1

# (0000 2

public key: "ssh-rsa AAAAB3Nza..."

userb:
name: [00 B

public key: "ssh-ed25519 AAAAC3..."



Juoooonod

Proxmox

0000 VM [0 LXC 0000000 deployment type[00 vmd proxmoxServers 00000000
O0000O000OCOODOCDODOCDOOOOODO00O0O0 0

VM [

proxmoxServers:
customer-prxmx0Q1:

# deployment type 00 - 00O "vm"

proxmoxServerAddress: 10.10.0.100

proxmoxServerPort: 8006

proxmoxApiTokenName: AnsibleToken

proxmoxApiTokenSecret: "token-secret"

proxmoxNodeName: pve0l

proxmoxTemplateName: ubuntu-24.04-cloud-init-template

proxmoxTemplateId: 9000

proxmoxTemplateUser: omnitouch # (00 cloud-init 000000
000 local users []

proxmoxTemplatePassword: omnitouch # (00 cloud-init 00000
cloud-init [0

storage: SSD RAIDO # 0000 YM OO0

LXC [0



proxmox lxc nameserver: "1.1.1.1" # 000000000 LXC [

proxmoxServers:
customer-prxmx01:

deployment type: 1xc

proxmoxServerAddress: 10.10.0.100
proxmoxServerPort: 8006

proxmoxApiTokenName: AnsibleToken
proxmoxApiTokenSecret: "token-secret"
proxmoxNodeName: pve0Ol

proxmoxLxcOsTemplate: "local:vztmpl/ubuntu-24.04-

standard 24.04-2 amd64.tar.zst"

proxmoxLxcDefaultStorage: SSD RAIDO # [J0rootfs [

0000000000
dns:
vars:

proxmox interface: vmbro # 00: 00
gateway: 10.10.0.1 # 00

netmask: 255.255.255.0 # [0

vlanid: 100 # 00
proxmoxLxcCores: 2 # 00 (OO LXC)
proxmoxLxcMemoryMb: 4096 # [0 (OO LXC)
proxmoxLxcDiskSizeGb: 30 # 00 (OO0 LXC)

proxmoxLxcRootFsStorageName: SSD RAIDO # [ ([0 LXC)
host vm network: vmbrl # 0000000



VMware vCenter

vcenter ip: "vcenter.example.com"

vcenter username: "administrator@vsphere.local"
vcenter password: "password"

vcenter datacenter: "DC1"

vcenter vm_ template: ubuntu-24.04-model
vcenter vm disk size: 50

vcenter folder: "Omnicore"

host vm network: "Management"

vhosts:
"10.0.0.23":
vcenter cluster ip: 10.0.0.23
vcenter datastore: "datastorel (3)"

netmask: 255.255.255.0

Juoa

. - (00ee@ P 0000
- 00000000

- 00000000 group_vars

. - 00 1P OO0 NIC 00

- 000000

. - 000

- 00000

Juoa

0ooC0ooobOooooO

e OmniCore []]:

e OmnicCall [[:


https://docs.omnitouch.com.au/docs/repos/OmniCore
https://docs.omnitouch.com.au/docs/repos/OmniCall

e OmniCharge/OmniCRM:


https://docs.omnitouch.com.au/docs/repos/OmniCharge

il

H00000omnitouch000000000000C0ANs ble(00000000000OOOCCOO000000O000CO
0004G/5G000

0o 0000000000OPORO0000O0IPOOO

AN
0. 0000000000

(OOProxmoxJ000000000VM/LXC[

# [Proxmox[00VMI/OLXCOOO000OOdeployment type(000000
ansible-playbook -i hosts/Customer/hosts.yml

util playbooks/proxmox.yml

0ooa



1. 00000000000

# (00000000000

mme :
hosts:
customer-mme0l:
ansible host: 10.10.1.15
hss:
hosts:

customer-hssOl:
ansible host: 10.10.2.140

# ... 00000

0ooa

2. J00group_vars[]
group_vars (0000000000000000000000€ €900

000000000000OmniMessage SMScI00OTASOOOS!POO0OCOO00ODIameter(00000
0o

OmniCRMOJ000000000000 group_vars JOGitHub[OAnsibleO00000 delegate to:
localhost [JI000OOOOOODODODOOOOOOOOOOOOOOOOOOO

0ooa

3. JUOOAPTOOO

# (000000000
apt repo:

apt _server: "10.254.10.223" # [JO000IPO0O00repoldd
use apt cache: false # true = J000000false = OO00repo

0ooa



4. 0000

# 0000000000
license server api urls: ["https://10.10.2.150:8443/api"]
license enforced: true

0o

S. 000

O00000000000000 services/twag. yml[Jservices/all. yml 00000000000 - -
limit=myhost[] - - limit=mmee, sgw 100000000

# (00000
ansible-playbook -i hosts/customer/host files/production.yml
services/all.yml

# (000000

ansible-playbook -i hosts/customer/host files/production.yml
services/epc.yml

ansible-playbook -i hosts/customer/host files/production.yml
services/ims.yml

Juod

00000C00OmniCoreJ0000CO0000CCO

JOADOOO0OOOOrepo

000000000000C00ANsible000000C000000 hos ts/ D0DOOO0O00COO00000CO000000
ad

N0BO00OO0omnicore .deb

OmniCore[J0000000000 omnicore Debian(00000000OOaptOOCCOO0000Orepol



e 000000 00000 name: omnicore (000 packaging/nfpm.yaml JO0ANnsible000
[0vendored0000000Python[O00 /opt/omnicore/python [J00000wheelhouse
[ /opt/omnicore 000000 packaging/postinstall. sh 000000+
wheelhouse[J000000venv /opt/omnicore/venv 0000 /usr/local/bin 0000
ansible* 000 PATH OOOOOOOOOOOuv . Lock OO0ANsibleOPythonO000000

Ansible(J0000PythonJ0000000000000009it O rsyncJopenssh-client [J0apt[
00 D0000amd 6419 9JUbuntu 22.04+[Iglibc = 2.35([]]

e 0000000 packaging/build.shJrepol]00 /opt/omnicore [0
hosts/[].git/ 000000000000 requirements . ymt [(O0Ansible000000000+0
OPython[jJ0wheelhouse(00000000C000000CNfpm{0 . deb ]

0000000 .github/workflows/build-deb.yml[JO0000mainJ0Jbuild.sh[]
0.deb00 metadata.jsonJ000000GitHubOOOOOaptOOOO
discover github_debs.py00000000000000CO=2ptlyO000002ptO00

0oooo

# 1. [apt{Ood0
apt-get install omnicore

# 2. 0000000

# 0000000000 - 000/opt/omnicore(dd
vi /etc/omnicore/inventory

# 3. 00000000000
cd /opt/omnicore

ansible-playbook -i /etc/omnicore/inventory services/all.yml

00000 /ete/omnicore/inventory (0000 /opt/omnicore JUOOOOOOUIO00O00OCOO
JO0000000000

Juo

. - 00
. - 000000000
. - 000000

. - JO00oareao



. - 000

. - 00000

. - 00000

. - Grafana[JPrometheus[000000

. - LokiJAlloyOO0OO
O0000000000000

e OmniCore[]4G/5GI0000

o OMniHSS[JOMNISGW[JOMniPGW[]JOMniUPF[JOMniDRAJOMNITWAG
« OmniCall]Io0o0oo
o OmniTAS[JOmniCall CSCF[JOmniMessage[]JOmniSS7[JVisualVoicemail

e OmniCharge/OmniCRMJ000

* 0000


https://docs.omnitouch.com.au/docs/repos/OmniCore
https://docs.omnitouch.com.au/docs/repos/OmniCall
https://docs.omnitouch.com.au/docs/repos/OmniCharge
https://docs.omnitouch.com.au/

000000000000C00 iptables [ ip6tables OUOOOOOC0 DOOOOOOOOOCOOOOOOOOOCOO
JO00R0DO0OUOROO0OD0OROO00 CoObUitiotobioohobibiitiotobdiototoodoooa
0ooooo

* 00000000 O0DOo0oo0a
* [0/00000CSVOOOOOoooOo booo

0O0C00000N0O0DO0oO0000000000000 Doto bootiddotodotbiotoiodotooooto0o0
Oooo0ooobidootoootoooon0

il

Juoa

0O0C00000D000E00O0D00000000D00D Ootidoiioooibidiotooobiddotoooibiooona
ad



Inputs

1N 1N 0o0ooo
Oooooo 0000000000 0000000
HH““aHEH ) -

mo |
0ooooo
,f/ EH'M
f/fx Hx&“ﬁ
i Outputs l
000000 0000 €sv
iptables + ipbtables 000000000

Oo0Of0oNOobooooNoo0OG

00

0000 DOOCOO0 OotObottotobdibtotobdibtotdodobiobootoooooot0o - Dooda
0o000000 0ooa Oo00o0ot0ooooa

- id: '13"
dst: hss
service: diameter

purpose: 'Diameter'’
sources: [{ zone: internal }]



00 10 0 00
id B 0 JU000O0O0O0O0O00O00000000000  ans :<dst>:<id> []
0 (U000000000000000
T B i 0000000000000 «Wl0000000 five g sbi[15G
i JIO0OOOOOOOOOOOOOOOOOO0O00O000OO
. . [ 000000000000 JU0000000000000000000
service [] -
* good
0
1 0 service 00000 €€0000000000000 all [
proto_ports 0 000000000 PORT/proto[Jtcpudpsctp 000
00 LOo-HI 0000000 icmpdespUproto 89[[
[
purpose 0 0 - [Q000000000000 service OOOOO
[
sources B O | - UO00000000000OO0 [

* 000 00 service 00 proto_ports 00000000

Jud

00 sources [O000OOOOCOO0OOCOOCOOOOCOOOOOOOCOODODOOOOODODOOOOODODOOEn
0oooooooa



0d 0o

{ zone: <name> } 000000 CIDRJ firewall. zones.<name>[][]

{ list: <name> } U000000000 allowed oam subnets[]

{ group: <name> }  [IOO0OOOOOCOOCOOOCOOCOO O

{ ue_pools: true _
000 UE /00000 firewall.ue pools [

{ dra peers: true

DRA (000 biameter 000000000CCO0

}

{ net devices: N00000000000all. vars .<vendor>.devices [[€€¥[]
true } mikrotik.devices ][]

{ roaming: true } O00IR.21 / GRX-IPXODOO0000000 [

{ literal: "

) O000000000000O0

Juod

000 DO0OoOOdOoOOtObOOoiObobdotiotobdooootoo0oa
firewall services.yml 0000000000000 cscf OO00DOOCOOOOOCOOOOOOOCOOOOOO

0ooo0ooon

# roles/omnihss/firewall services.yml
firewall services:

hss:
diameter: [3868/tcp, 3868/sctp] # S6a / Cx-Dx / Sh
api oam: 8080/tcp # HSS API (0AM)
api nf: 8443/tcp # HSS API ([J00O NF [0)

postgres: 5432/tcp # HSS 000000000



000000000 firewall services.yml (00000000 service: 0000 dst 000000000
000000 DO000000 hss 0 diameter [OO000 00 O00OCOOOOOOCOOCOOOOOOCOO
firewall services.yml 000000000000

000C000000000000000000 boodotoooobo0o0

ansible-playbook -i hosts/<Deployment>/host files/<Site>.yml \
util playbooks/firewall services audit.yml

Oo00o0o00o0

* (00 - O00O0O00OCOOCDODOOOOO0DOD00O00O00 . firewall services.yml 000000
Oo0ooood

* 000 - DOODO000000o0
000C000o000oDO0ootoOotbootoiodoiiototodotiooo00

000000 0DOOCO0000000CO00OMME 0000000 omnilces OO0O0O0 LCS OOOSBc-AP
29168/sctpSLs 9082/sctp (UI00NODOO0O0OCOO000OCOO
firewall_services.yml [UO0000000OCOOCOOOOOCOOOOOOOCOOOOOOOCOODOOOOCE
0ooa

Juoa

000000000 alt.vars 00000 firewall OO0000CO0OOCOO0COOOOCOOOCOOOOCOOOO
Hooo0oooDo0oo0ooOon

000C0000D000O0ODOODO0oO00O0EO000000000D00R00000000 internal (JOO0COOO
000o0b00ooooiODoooooD IMS Oooooooooa



firewall:

allowed oam subnets: ['10.8.0.0/24"'] # [O00SSH[
vIfooooo APIf]
allowed ran subnets: ['10.20.0.0/16'] # RAN [0
[0SIAP[INGAP[JGTP-U[JAbis[]
allowed ue voice subnets: ['100.64.0.0/16"] # 00 UE SIP
(0 P-CSCF
allowed carrier voice subnets: ['203.0.113.0/24'] # 0000 SIP
zones: # 00000000
doooo
internal: ['10.8.0.0/16"'] # O000ooo
O
mobile core: ['10.8.1.0/24"'] # 000 NF
[EPC + 5GC + CS [0
core svc: ['10.8.2.0/24"'] # O00oao
[JHSSTIDRA[JOCSIIOAM[]
ims: ['10.8.3.0/24"] # IMS [0
[ICSCF[]TAS]]
ue svc: ['10.8.4.0/24"'] # UE 0000
[JP- CSCF[IDNS[]ePDG[]
core v6: ['2001:db8:0:1::/64'] # [0 NF [
IPv6 00 UEN
ue pools: ['100.64.0.0/16', '2001:db8:64::/48'] # UE / 00O
IP [0Ov4 [ veée[l
extra rules: # 00000000
0o

- { proto: tcp, dport: '8443', source: '203.0.113.10/32°',
comment: '0O000 API' }

00 allowed_oam_subnets [0O00OC000O00OOO0COOO0O0OCO0OC [1 0000 RAN 00000
allowed ran_subnets: []1[J00 IPv6 0000000 core v6: [1000 UE O000OO
ue_pools: [][I0000O000CO0O00OCOOOO Required (OO



1l
0 [
a
allowed oam subnets q b
{
allowed ran subnets ] B
allowed ue voice subnets g i
allowed carrier voice subnets g 0
zones . 0
a
ue pools 0 b
I
a
extra rules . [

Hooo

00000000000 CIDR O0000D000O0O00ODO0000OO

ad

[]

[]

[]

[]

[]

ad

00000000 SSHO
OmniWeb UI[]

Prometheus [JJ000 API0
O000000000CO00OCO000
O000000O00000C000O0
0o

RAN 0000000OSTAPO
NGAPGTP-UJAbisOO000
RAN 000000000

00 UE SIP 00 P-CSCF 000
00

00o0o SIP 00000

Oo0Oo0odOoootoo0OG
@O0 O

UE /000 IP 00000000000
0d

Oo00C0o0OoOoOOon
O



0d ad

internal 0oo000ooioootoooo00

00000000000EPCOMME[S/P-GWQOUPFOO5GCOAMFSMF [ SBI

mobile core
- 00000 €S OOOMSC]sS7/SIGTRANIL]

ims IMS [001-CSCF[JS-CSCF[TAS

ue svc UE 000000P-CSCF[IDNS[]ePDGI[]

core svc O000000OHSS[IDRA[JOCS[JOAMI]

core_vb6 IPv6 (000000000000 Pve 000000
Ho0000

extra rules 000000000000 firewall extra rules [JUUOO00OOOO000000OCOO
00 : [0 source [ IPv6[]

0d oo 0o 0o 0d
proto ood 0O - 00000 tepOudpOsctpl]
dport ooo o - ©9o1000000
source oo oo - 0 CIDROOOO : 000000 1Pve(]

comment  [00 [ override [0U0000C0000OC

Juoa

00000 firewall mode [0



0d 0d

00000000000 INPUT 00000 ACCEPT O0OO0OOOCO FW-AUDITO0OOOOOO
0O0C00ooboOotOotoiodotiotoiodotoooon0

monitor

enforce  [00O0000 Fw-DROP [JOOMOMNN INPUT [ FORWARD [ DROP[]

OO000000000OOOO0O enforce (000000 OODOOOOOOOOCDOOOOOOOOODOOOOO0O0OOCO
UO0000000D0O000000OD00000 monitor JUOU0O0OUOON firewall mode: monitor [
000000 enforce OO0O000OOOOOOOOOOOOO

all:
vars:
firewall mode: monitor # 0000000000000 ‘enforce

firewall_mode (00 all.vars O0000000000000000000C00COOCOO0€ € €00

Huoood

O00000000CSCROTASOOmMniMessageJHSS [JOIOCSOINNINOUO00DO0 COODODDOoOO
prod master peers.yml 00000000000 { group: <role> } OUOUIO0O00OO0O0OO0
OO00000000COOOOO0000ORDOOOOO00OCRODOOOO00OCOO0OGOO

Juoa

00000 00000R00000000000000000 ansible_host [0O0UOOD secondary_ips.
<name>.1ip address [0000000000000000O0 NICOUPF 00 n3 00000 N3 GTP-U[
STP 00000000000 SIGTRANOOOOOOODODOUOOOOOODODOCDOUOOOOOODODODOUO0OO0OO
O000000000000000

00 00000 DO0O0 OdobdotObdottotobdobbotobdibtotobdobiooootOodooootoo0oa
0oooooa

0000000OD000O0DOODO00O000000 NICOODooootOnooioiooioooooon N3 GTP-U
000 UPF 0 N6 00000DO000D000DOD0ODO0DO0DOODODOODOODO0DOODO0oo0O0o00



SIGTRAN [0000CCCO00000000O0OCCOO000000C NICOODooooooooittooon

00/ 000

0000000000OOR0OO00OODOOROOOOEDODUOL/DodEOoDoRDODiDO0oooNOo0oo00oa

ansible-playbook -i hosts/<Deployment>/host files/<Site>.yml \
util playbooks/render port matrix.yml

0000 generated/firewall-port-matrix-exploded. csv 000000000000

i 0o
id 00000
service NN
source 00000 CIPR 0000

destination role  [OO000

destination host (000000

destination ip IENENEN

port Ho00000000000000 1EMP [0 ESP 0000

protocol a00

Oo0Of0odOodOCOONObbOooOtObbOtiotoodOoiotoo0oo0G

1

O00000000000000 firewall rollback_guard Q000000
firewall rollback timeout [[[]



iptables NFLOG | ——# ulogd2 — journald ——» Alloy —= .

1. 0000oooa
2. J0000000CO0OOO0OOO0DOOCODo000

3. (00000
4. (000000OOOOCOOOOOODOOOOOOHOOOOOO00OO0 DGO
= N 8 O A M W M

O

a0 oo, O 0o
firewall rollback guard SD 0 true SHOOOOOOOOOOOOOOOOC

firewall rollback timeout [ [ 120 HOO0O0OO0000000000a0

IPv6 (][]

00000 CIDR 000000 ¢ 00 IPved00n ip6tables J€<€<€00000 IPv4 CIDR 0000000
00000000 1Pve 00000 1Pve 000000 IPve 000000000 core v6: [1000000000OIPV6
0 INPUT 00000 DROPOOOCOOOOCOO IPv4 OO0OOOCO IPve O0O000OCOOOOOO IPve O
ad

1

H00000000000CC0O000000 LokidOoooooo



00 00
FW-FLOW / FW-FLOW6 HO00000000CCDOO000000CDDOOOO
FW-AUDIT / FW-AUDIT6  [JI0000000CCOOCOOCDOOCOOCDOOCOOCODOOCCOOOO

FW-DROP / FW-DROP6 0 O O I

joad

0000 NFLOG 0000 ulogd2 NNUIOO0OO0OO0OO0O0 iptables-persistent[JNFLOG
000000000 - OO0 uwlegd2 O00000ICOOODOOOUOUIOROOOOOOUOOCRODOOOUINOROOOOO:
O00000O000COO0OCOOOOOODOOOCDO0OCOO00C0

00000000 Omnitouch apt JJ0000ubuntu packages . networking J0000000000000
JOO0000O000O0000O

Alloy 00000000 unit="ulogd2.service" [J service="ulogd" 0000
job="firewall" [0 - job [00UOO00UOOO0OO wnit OOOOOOCO

00 Loki 000

# [00000000000O0C00O0O0
{unit="ulogd2.service"} |= "FW-AUDIT"

# 0000000000
sum by (hostname) (count over time({unit="ulogd2.service"} |= "FW-

DROP" [5m]))

# 00000
{unit="ulogd2.service", hostname="omni-tampa-sbc0l1l"} |= "FW-DROP"

0o0oooa

journalctl -t ulogd -f | grep FW-AUDIT



Jooood

« (000000000000 00 reaming [ literal JO00000COO0OC0OC (e.6.6.6/60)0000
0000000 CIDR Q000000000

« ICMP [JJ0000CO DOODOOOCOO0 IEMPOO00 ping OO0000CCOOOO

+ [D00000ODO0000OD000000 Do00O0 ForRwARD (JOOOO DROPU000OOCOOO0O UPFQ
PGW [ SGW [JI000000O000OODOD00O00OD0OG

* 00000000 allowed oam_subnets [J0 SSHOUIODOCCD APIDOOOOOOOOOOOOOOOOO
000000 extra_rules 000000000



il

group_vars [JUOO000OCD000CO000C0O00C0000CO

N00000000000000S!P OoObiameter O0O000O0SMS 00000000OO00COO00COO00COOOOO
000000 group_vars [0

000 hosts/{Customer}/group vars/

0000000000000 group_vars_omnicore - group_vars/ 000000000 £<{
inventory dir.rsplit('/', 1)[0] }}/group vars/OOO00OOOOOOOOOO {4
group vars omnicore }} 00000000

Juod

Ansible J00000000CCO0000CCO0000CCO0000C000 group_vars OO000000CCO00O0
0o

00o00o - group_vars (0000000 - 0OOO

00 1000000000OmniMessage(]

000000000 Jinja2 000€ €0

joad

hosts/Customer/
L— group vars/
L— smsc_controller.exs # 00000000



Jooooood

omnimessage:
hosts:
customer-smsc-controller0l:
ansible host: 10.10.3.219
gateway: 10.10.3.1
host vm network: "vmbr3"
smsc_template config: smsc_controller.exs # [] group vars []

Oo000o0o0

0oooon

1. Ansible [J] smsc template config: smsc controller.exs

2.[] hosts/Customer/group vars/smsc _controller.exs [

3. 00 Jinja2 OJO00000000 {{ inventory hostname }}0{{ plmn _id.mcc }} OO

4. 00 /etc/omnimessage/runtime.exs

5. 0000

00 smsc_template config OO0000O0O00O0OO

00000 oo

10 2000000000mniTAS (0000000

0000000000000
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jooo

hosts/Customer/
L— group vars/

— gateways prod/ # SIP 000

| | gateway carrierl.xml
— gateway carrier2.xml
L— gateway emergency.xml

|
|
— gateways lab/ # 00000

| 886— gateway test.xml

— dialplan/ # 000000000
|  }— mo _dialplan.xml # 0000000

|  F— mt dialplan.xml # 0000000

|

L— emergency.xml

L— dialplan lab/ # 1000000

L— mo_dialplan.xml

AN NENEND

applicationserver:
hosts:
customer-tas01l:

ansible host: 10.10.3.60
gateway: 10.10.3.1
host vm network: "vmbr3"
gateways folder: "gateways prod"
dialplan folder: "dialplan"

"dialplan"

0ooood

# [0000000000000OO
# 0 - 0000000000

1. Ansible [J] gateways folder: "gateways prod"

2.[] hosts/Customer/group vars/gateways prod/ JO000000

/etc/freeswitch/sip profiles/

3. [0 hosts/Customer/group vars/dialplan/[] dialplan folder [OO00000000

0000 OmniTAS (000
4. 000000

00000 H0o0ooooooooa



* gateways folder:
e gateways folder:
* gateways folder:
e dialplan folder:
e dialplan folder:

00000 toa

"gateways lab"
"gateways prod"
"gateways customer specific"
"dialplan_lab"
"dialplan prod"

00 3000000000OmMNiHSS(]

Oo00f0o00obooooOoo0a

joad

hosts/Customer/
L— group vars/

L— hss runtime.exs.j2 # 00000 HSS 0000

A NENEND

omnihss:
hosts:

customer-hssOl:
ansible host:

10.10.3.50

gateway: 10.10.3.1
host vm network: "vmbr3"
hss template config: hss runtime.exs.j2  # []J group vars [

0000000

0oooon

1. Ansible [J[] hss_template config: hss runtime.exs.j2

2. hosts/Customer/group vars/hss runtime.exs.j2 000

3. 00Jinja2 0000000000 {{ inventory hostname }}[{{ plmn_id.mcc }} [0


https://docs.omnitouch.com.au/docs/repos/OmniCall

4. 00 /etc/omnihss/runtime.exs

5. 0000
00 hss template config JO0000000O0O0

00000 0o

00 4000000000OmMniMME(]

Jo00o0od0obOtOo0oon

joad

hosts/Customer/
L— group vars/
L— mme runtime.exs.j2 # 00000 MME @660

A NENEND

omnimme:
hosts:
customer-mme0O1l:
ansible host: 10.10.3.51
gateway: 10.10.3.1
host vm network: "vmbr3"
mme_template config: mme runtime.exs.j2 # [] group vars [

0000000

0oooon

1. Ansible [J] mme_template config: mme runtime.exs.j2
2.[] hosts/Customer/group vars/mme runtime.exs.j2 [0
3. 00 Jinja2 000000000 {{ inventory hostname }}[O{{ plmn id.mcc }} 00O

4. 00 /etc/omnimme/runtime.exs

5. (000
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00 mme_template_config (00000000000

0000 0oa

00 S000000000OmMniCRM[]

OmniCRM [1 [J group_vars (00 - J000000O0OCCCOAP! OO00000OOOCCOOO000000000O
Jo00o0000o0O0Oo0a

Jobdodtapt

00 omnicrm deploy mode: package J000000ANsible [J apt repo 00000
omnicrm-api [J omnicrm-ui J00 /etc/omnicrm/ 0000000000 systemctl 00

omnicrm-api Ul 00 00000000000 crm config.yaml 00 ui: 0000 GET
/crm/public/ui-config (000

ao00
hosts/Customer/
L— group vars/
— crm_config.yaml # API + ui: 00000
— deployment assets/ # 00000700 -
/etc/omnicrm/deployment assets
| L— logos/
F—— customer crm.env # 00000 omnicrm deploy mode:
source [J0 UI [
— cellSites.txt # 0000000
— constants.js # 00000000000

L— site data.json # 0000000000
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Jooooood

omnicrm:
hosts:
customer-crmOl:
ansible host: 10.10.3.70
gateway: 10.10.3.1
host vm network: "vmbr3*"

omnicrm deploy mode: package # 0000 source 000
git+yarn

# omnicrm _package version: "20260810...." # 00 apt pin

logo light: logo-light.png # 000

deployment assets/logos/
logo dark: logo-dark.png

login background: login-bg.jpg # -
deployment assets/login/auth-one-bg.jpg (0O00)
login splash: splash.jpg # -

deployment assets/login/login-side.jpg (000000)
ssl fgdn: portal.example.com
# crm_env_override: customer crm.env # 0000000

cell sites: cellSites.txt # [0

message templates: constants.js # (0

site data: site data.json # 00
OO000000ooo

1. Apt 0 omnicrm-api [J omnicrm-uif]

2.0 {{ group_vars_omnicore }}/crm_config.yaml [J000
/etc/omnicrm/crm _config.yaml 0000

3. 00 deployment_assets/ 00000 logo_* / login_*[I]
/etc/omnicrm/deployment assets/[]

4. [0 omnicrm-api[nginx [J /usr/share/omnicrm-ui [ UI[]

0000/000000 GET /crm/public/assets/login/.. QUOOOOUOOOO crm config.yaml
00 ui.branding.login splash / login background 0000000 Ul .debJ0000000
[0splash.jpg = login/login-side.jpg[JAP!I 000000000 login-side.* [0

0oob00oooooonO

1.0 crm config.yaml 000 /etc/omnicrm/OmniCRM-API/[]



2.0 {{ crm_env override }} 0000 Ul .env 0000000000
3. 00 yarn 000000 UIg

000 crm_config.yaml JUUO00O00O0O0OO0 uwi: 0000 ui.assets dir:

‘/etc/omnicrm/deployment assets'[]

00000 oo

00 el0000000OmMNniHSS[]

OmniHSS J0J00services/provision omnihss.yml [ group_vars 0000
omnihss/ 0000000000000

joad

hosts/Customer/
L— group vars/
L— omnihss/
— subscribers.csv # 000000
— apn_identifiers.json
— apn qos profiles.json
— apn profiles.json
— eir rules.json
— ims profiles.json
— epc profiles.json
— roaming rules.json
— roaming profiles.json
— flow information rules.json
— charging rules.json
L— pcrf profiles.json

000000

1. 0000 {{ group vars omnicore }}/omnihss/subscribers.csv 000000000
0

2. 0000 omnihss/ 0000000 JSON O00apn_identifiers.json[]
apn _qgos profiles.json[Japn profiles.json[leir rules.json[]
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ims profiles.json[Jepc profiles.json[]roaming rules.json([]
roaming profiles.json[]flow information rules.json[]
charging rules.json[Jpcrf profiles.json00000000000 APNQO
QoS€©€©IMSEPCOINI00000 PCRF 000

00000 oo

(1 7[1Grafana SMTP [

00000 grafana.ini 000 group_vars [J00 Grafana 000000OSMTPOOO0000000O0CO
00 - D000ODO00Oo0OROoOOobOROo0oo0a

AN NENEND

monitoring:
hosts:
customer-oam0l:
ansible host: 10.10.3.135
gateway: 10.10.3.1
host vm network: "vmbr3"
grafana smtp user: "smtp-user" # [0 - 0oooo
grafana smtp password: "smtp-password" # [0 - 0000
grafana smtp host: "in-v3.mailjet.com:587" # [0 - 000 in-
v3.mailjet.com:587

0ooood

1. grafana smtp user [J grafana smtp password [JO000
/etc/grafana/grafana.ini [] [smtp] [OO00O000O00 - 00000

2. grafana smtp host JOIO0000O0O0O00 in-v3.mailjet.com:587[]

00000 oo
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10 8JUDM SUCI [J[J[1 HNET (]

OmniUDM [ SUCI O0O0TsS 33.501 §6.120000 UE 0000009 <00 SUCI 000 SUPIOOD

00 USIM 00000000 00 DO00000 000000000 group_vars (000 hnet_udm/ 000000
5gc_nf 00000 UDM 0000 /etc/omniudm/hnet/ []

joad

hosts/Customer/
L— group vars/
L— hnet udm/

— curve25519-1.key # X25519 [OOPEMOOOOOO0 ID 10

|— curve25519-1.pub # 10 32 0000000000 - OO0 USIM O

— secp256ri1-2.key # EC[prime256v1[JOPEMOHNET [
ID 2[]

I_ e

00000 <curve>-<id>.key [0 <id> [J UDM [J SUCI 0000000000000 <curve> [
curve25519 [0 A0X25519(]0 secp256r1 00 BOprime256v1[000000000 HNET (O
0 1D 0000000000000 usiM 0o 10 0od

0oooon

1. 0000 {{ group vars omnicore }}/hnet udm/ []J Ansible 000000000 become:
false JUUUOOOOOO000OOCOOOOO00O0OOCO0

2. (000000 *.key 00O

3. 0000000000000 curve25519-1.key [1X25519((010 SUCI 0J00000OOOCODOOO
Ocreates: JUUUUUOOOOOOOO

4. (000 curve25519-*. key (00000 32 0000OCCO . pub 00OOOCCOOO USIM O
00 - pub (000000000 000 DM

5. 00 *.key 000000 UDM [0 /etc/omniudm/hnet/ 00 06606 000000000

omniudm[]

000 00000O0000DO00000O0 00 0oboo usiM 0 sudcifpiooo siM fodotooooooog
.pub 0000000O00COOID 10000 UsIMOOOooD SIM 000000000000000 HNET 0000
0o0oooooa

Ho00o0o00o00a



openssl pkey -in curve25519-1.key -pubout -outform DER | tail -c
32 | xxd -p -c 32

0ooon 0od
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Joooobboon

hosts/Customer/
— host files/
| L— production.yml # 000000 group vars [
L— group vars/

|— smsc_controller.exs # OmniMessage 0000
|— SMSC_Smpp.exs # OmniMessage SMPP (0000
— tas runtime.exs.j2 # TAS 00000

— hss runtime.exs.j2 # HSS 00000

— mme runtime.exs.j2 # MME 00000

— dra_runtime.exs.j2 # DRA 0000

— pgwc runtime.exs.j2 # PGW 00000

— dea runtime.exs.j2 # DEA 0000

— upf _config.yaml # UPF O

— crm_config.yaml # CRM [

— stp.j2 # SS7 STP [0

— hlr.j2 # SS7 HLR [0

— camel.j2 # SS7 CAMEL [

— ipsmgw.j2 # IP-SM-GW [

— omnicore smsc ims.yaml.j2 # SMSC IMS [
— pytap.yaml # TAP3 [0

— sip profiles/ # SIP QOO0O000

| L— gateway otw.xml

— dialplan/ # 10000000000

|  F— mo_dialplan.xml # 0000

|  |— mt_dialplan.xml # 0000

| L— mo_emergency.xml # 0000

— omnihss/ # OmniHSS [O00000000
F— subscribers.csv # 000000

|

| | apn identifiers.json

| F— apn_qos profiles.json

| }— apn profiles.json

86 |— eir rules.json

| |— ims_profiles.json

| |— epc _profiles.json

| }— roaming rules.json

| }— roaming profiles.json

| |— flow _information rules.json
| | charging rules.json

| L— pcrf profiles.json

L— hnet udm/ # UDM SUCI [N0O00O00



— curve25519-1.key # X25519 [JOOHNET [ ID 1[
L— curve25519-1.pub # O00000000OOD USIM OO



U group_vars [

0d 0d 0d

Jinja2 00000000

smsc_template config omnimessage
smsc_controller.exs]|

Jinja2 0000000

smsc_smpp_template config omnimessage_smpp
smsc_smpp.exs[]

_— Oo00ooooo
gateways folder applicationserver
gateways prod[]
dialpl -
dialplan folder applicationserver tonbonioe 1a.p an(]
0000000000 dialplan
Jinja2 0000000
tas runtime template applicationserver tas_runtime.exs.j2]]
- 000000000
tas runtime.exs.j2
inja2
hss template config omnihss Jinja DDDDDDDD
hss runtime.exs.j2[]
: : Jinja2 0000000
mme template config omnimme : :
- mme_runtime.exs.j2[]
inja2
dra template config dra Jinja2 00000000
dra runtime.exs.j2[]
inja2
pgwc template config pgwc Jinja2 0000000

pgwc_ runtime.exs.j2[



0d

frr template config

SS7 00

crm_config.yaml

crm _env_override

cell sites

message templates

site data

grafana smtp user

grafana smtp password

grafana smtp host

0d

omniupf

ss7000000

omnicrm

omnicrm

omnicrm

omnicrm

omnicrm

monitoring

monitoring

monitoring

0d

Jinja2 00000000
frr.conf.j2([]

Jinja2 O00000OCO
stp.j2[0hlr.j2[]
camel.j2[]

API 000 - 00000 {4

group_vars omnicore
}}/crm _config.yaml []
O00000000

Ul.env 0000000

customer crm.env([]-[

dooooooO

0000000000000
cellSites.txt[]

Oo00o0o00o0oo0oa

constants.js[]

Oo00o0oOOoooonoa

site data.json[]

Grafana SMTP [ - 000
000000

Grafana SMTP [J{J - 000
000000

000 Grafana SMTP [ -

god in-
v3.mailjet.com:587



0d 0d 0d

omnihss/ 0000
OmniHSS (] omnihss subscribers.csv + [JL
00 JSON

hnet udm/ Q000000
SUCI 00 <curve>-

HNET O[] 5gc_nfJomniudm[] <id>.key [0 - O000000O
(00000 curve25519-
1.key
0000000000

[0 YAML 0000 upf config.yaml[]

crm config.yaml[]

1N

1. group_vars (0000 - 000000
2. 00000 - 00000 smsc_template config [] gateways folder

3. 0000 Jinja2 - 00 {{ variable name }} [J0O00 Ansible [
4. 00000000 - DOOCOOODO0COOoog
5. 00000000 - OO group_vars 00 Git

0000 group_vars

0 00 group_vars [0

* (00000000
* SIP 0000

(0000000
e Diameter [J0



* J0000000o0Oa
0 0000 group_vars ([

+ J0000OOPOOODO - 000000
* (0000 - 000000000000
« 0000 - De€€000000000000000 group_vars

HO00
. - 000000000
. - 0000000
o OmnicCall [][: - (00000
(]
e OmniCore [J[: - JOdd

0d
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il

000C00000000DO0oo0o00obO0oo0o0ob0o0000

* (0000000

* J00000OOP 0ooo0oa
* J00000DOOOOOOOOOO
* J00000OPLMNODOOCOO

Juod

00000000 hosts/ 00000 ansible.cfg 0000 Ansible 0 inventory 00000000

hosts/
L— Customer Name/
L— host files/
— Production.yml

— Staging.yml
L— Customer Lab.yml

O000000000000000000000000000000 Production.yml[JStaging. yml (0000000
production.yml/staging.yml/lab.yml 00

Junodoo

0ooC0ooobOooooO



# EPC [

mme :
hosts:
customer-mme0@1:
ansible host: 10.10.1.15
gateway: 10.10.1.1
host vm network: "vmbrl"
mme code: 1
network name short: Customer
tac list: [600, 601, 602]
sgw:
hosts:
customer-sgw0l:
ansible host: 10.10.1.25
gateway: 10.10.1.1
cdrs _enabled: true
pgwc:
hosts:
customer-pgw01l:
ansible host: 10.10.1.21
gateway: 10.10.1.1
ip pools:
- '100.64.16.0/24"
# IMS 0
pcscft:
hosts:
customer-pcscf0l:
ansible host: 10.10.4.165
# 1000
license server:
hosts:
customer-licenseserver:
ansible host: 10.10.2.150
# (000
all:
vars:

ansible connection: ssh
ansible password: password



customer name short: customer

plmn_id:
mcc: '001'
mnc: '01'

Jooood

ao00
000000000
pcscft:
hosts:
customer-pcscfOl:

ansible host: 10.10.1.15 # SSH 00 IP O
gateway: 10.10.1.1 # 000
host vm network: "vmbrl" # 000000000 NIC OO

000 00 1P 000000000O0C00C000O 000000 OmniCore 00000000000

Proxmox [JJ0 host_vm_network (00000000 €<€000000000000
O

NN

Ho00o0o0oooa

num cpus: 4 # CPU 00O
memory mb: 8192 # (000 MB 0000
proxmoxLxcDiskSizeGb: 50 # 000000 6B 0000

Honooodo
O00000000000000000

MME:



mme code: 1 # MME [0001-255[]
mme _gid: 1 # MME [J ID
network name short: Customer # 0000000000
network name long: Customer Network

tac list: [600, 601, 602] # 000000
PGW:
ip_pools: # 0000 IP O

- '100.64.16.0/24'
- '100.64.17.0/24'
combined CP UP: false # [0000/0000

Oo00C0oCOoOOCOO00Oa: e

0ooood

online charging enabled: true # [ 0CS [
tas branch: "main" # 00000000
gateways folder: "gateways prod" # SIP [

Hooood

all:vars [00000000CO0OOCO



all:
vars:
# 0000
ansible connection: ssh
ansible password: password
ansible become password: password

# (000

customer name short: customer
customer legal name: "Customer Inc."
site name: "Chicago DC1"

region: US

# PLMNOOOOOOOOO

plmn_id:
mcc: '001° # JU0ooo
mnc: '01° # JU0ooo
mnc_longform: '001' # (0000 MNC
# 0000

network name short: Customer
network name long: Customer Network

# APT 00

# 000000000000 apt_cache servers [0
# use apt cache 00 truellapt repo.apt server

# (000000COOOO 1P
apt_repo:

apt _server: "10.254.10.223"

apt _repo _username: "customer"

apt repo password: "secure-password"
use apt cache: false

# 00
TZ: America/Chicago

Juoad

Ansible 000000000000000



r L] *
mime ] sgw ] ‘ hss 1 pcscf |
; \ , l l
customer-mmel2 customer-sgwil customer-hss0l customer-pcscfill

customer-mmell

000000 mme 0000000000 mme:hosts: (00000000

OO0000000ODOOOO000000O00O0 ocsOcrmdsmscJomnimessage[Jdra[]xcap[]
siptraceJcbc00 5GC [ amfdsmf 0 upf OO

[0 Jinya2 (00000

Ansible [ Jinja2 [0 00000000 group_vars 0000000000000

Jinja2 (0000

El B
—

Hooood
0000000




plmn_id:

mcc: '001°

mnc: 'O1°
customer name short: acme

Jinja2 00000CO0

# mme _config.yml.j2
network:
plmn:
mcc: {{ plmn_id.mcc }}
mnc: {{ plmn_id.mnc }}
operator: {{ customer name short }}
realm: epc.mnc{{ plmn _id.mnc longform }}.mcc{{ plmn _id.mcc
}}.3gppnetwork.org

HO000000
network:
plmn:
mcc: 001
mnc: 01

operator: acme
realm: epc.mnc001l.mcc001.3gppnetwork.org

00 Jinja2 ][]
nOn00nD

{{ plmn_id.mcc }}
{{ apt_repo.apt server }}

0000



% if online charging enabled %}
charging:
enabled: true
ocs ip: {{ ocs ip }}
% endif %}

0o

tracking areas:
{% for tac in tac list %}

- {{ tac }}

{% endfor %}
oo

# 0000 3 O
mnc{{ '%03d' | format(plmn id.mnc|int) }}

U group_vars [][|

OO00C0O0000OO0ODO000000OE group_vars [OO0OOOOCOOO

0ooa

Huoooood

OO00C0oOOD0OoOO0NOo0Oa



# EPC 00

mme :
hosts:
customer-mme01:
ansible host: 10.10.1.15
gateway: 10.10.1.1
host vm network: "vmbrl"
mme_code: 1
mme gid: 1
network name short: Customer
network name long: Customer Network
tac_list: [600, 601, 602, 603]
omnimme:
sgw selection method: "random peer"
pgw selection method: "random peer"
sgw:
hosts:
customer-sgw0l:
ansible host: 10.10.1.25
gateway: 10.10.1.1
host vm network: "vmbrl"
cdrs enabled: true
pgwc:
hosts:
customer-pgw0l:
ansible host: 10.10.1.21
gateway: 10.10.1.1
host vm network: "vmbrl"
ip pools:
- '100.64.16.0/24'
combined CP_UP: false
hss:
hosts:
customer-hss01:
ansible host: 10.10.2.140
gateway: 10.10.2.1
host vm network: "vmbr2"
# IMS [0

pcscft:



hosts:
customer-pcscfOl:
ansible host: 10.10.4.165
gateway: 10.10.4.1
host vm network: "vmbr4"

icscf:
hosts:
customer-icscf0l:
ansible host: 10.10.3.55
gateway: 10.10.3.1
host vm network: "vmbr3"

scscf:
hosts:
customer-scscfOl:
ansible host: 10.10.3.45
gateway: 10.10.3.1
host vm network: "vmbr3"

applicationserver:
hosts:
customer-as01l:

ansible host: 10.10.3.60
gateway: 10.10.3.1
host vm network: "vmbr3"
online charging enabled: false
gateways folder: "gateways prod"

# 0000
license server:

hosts:
customer-licenseserver:
ansible host: 10.10.2.150
gateway: 10.10.2.1
host vm network: "vmbr2"

monitoring:
hosts:
customer-oam0l:
ansible host: 10.10.2.135
gateway: 10.10.2.1
host vm network: "vmbr2"
num cpus: 4



memory mb: 8192

dns:
hosts:
customer-dns01l:
ansible host: 10.10.2.177
gateway: 10.10.2.1
host vm network: "vmbr2"

# (000
all:

vars:
ansible connection: ssh
ansible password: password
ansible become password: password

customer name short: customer

customer legal name: "Customer Network Inc."
site name: "Primary DC"

region: US

TZ: America/Chicago

# PLMN [0

plmn id:
mcc: '001'
mnc: '01'

mnc_longform: '001'
diameter realm: epc.mnc{{ plmn _id.mnc longform }}.mcc{{
plmn_id.mcc }}.3gppnetwork.org

# 1000
network name short: Customer

network name long: Customer Network
tac list: [600, 601]

# APT [0
apt _repo:

apt _server: "10.254.10.223"

apt repo username: "customer"

apt _repo password: "secure-password"
use apt cache: false

# 1000
charging:



data:
online charging:
enabled: false
voice:
online charging:
enabled: true
domain: "mnc{{ plmn _id.mnc longform }}.mcc{{ plmn id.mcc
}}.3gppnetwork.org"

# 00000 — 00000000000 docs/firewall.md
firewall:

allowed oam subnets:
- '10.0.0.0/8'
- '192.168.0.0/16"
allowed ue voice subnets:
- '10.0.0.0/8'
zones:
internal: ['10.0.0.0/8']

# J0000000Proxmox VM [0
proxmoxServers:

customer-prxmx01:
# deployment type 00 - 00O "“vm"
proxmoxServerAddress: 10.10.0.100
proxmoxServerPort: 8006
proxmoxApiTokenName: Customer
proxmoxApiTokenSecret: "token-secret"
proxmoxNodeName: pve01l
proxmoxTemplateName: ubuntu-24.04-cloud-init-template
proxmoxTemplateId: 9000

proxmoxTemplateUser: omnitouch # 000 cloud-init [I]
00000000 local users [1
proxmoxTemplatePassword: omnitouch # 000 cloud-init 00

000 cloud-init [0

# 00 LXC 0000000 proxmoxServers [O000 deployment type: 1xc []
# proxmoxLxcOsTemplate[]

000 Proxamox VIVZLXC [T 000000 Proxmox 0000000000
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OmniCore (][]

OmniCore (][]

OmniHSS - (000000
OmniSGW - [I000000000
OmniPGW - [II0000€ €000
OmniUPF - 00000
OmniDRA - Diameter [J0J00
OmniTWAG - [J0 WLAN 000

OmnicCall [J[[]

OmniCall ]

OmniTAS - IMS [J00000VoLTE/VoNR[]
OmniCall CSCF - 0000000
OmniMessage - [0
OmniMessage SMPP - SMPP 00
OmniSS7 - SS7 (00
VisualVoicemail - [

OmniCharge/OmniCRM[]

OmniCharge [

Juo

- 000000
- 0000000000
- J00000
- 00000 1P 0000
- 00 1P 000000


https://docs.omnitouch.com.au/docs/repos/OmniCore
https://docs.omnitouch.com.au/docs/repos/OmniCall
https://docs.omnitouch.com.au/docs/repos/OmniCharge

. - 000
. - 00000
. - 000000
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- J000000000OOO

- 0000 PLMN 00000

- 00 APT 00000

. (000000 @€

- 000ooa 000
- 00 Ansible 000000
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il

0000000000 Omnitouch OOO000000CODO0000000COCO00O000O

il
1. 00000000

license server:
hosts:
customer-licenseserver:
ansible host: 10.10.2.150
gateway: 10.10.2.1
host vm network: "vmbr2"

all:
vars:
customer legal name: "[OO00O"
license server api urls: ["https://10.10.2.150:8443/api"]

000 license enforced [0 HSS (0000000000O00O0O0 omnihss OO0OO0
[Jroles/omnihss/defaults/main.yml 0000 false Q00O 0000 HLD OO0OOOOOO
O0000000000D000 omnihss 00000000

2. 000000

0 license.json[J] Omnitouch JO0000 hosts/Customer/group vars/ []



3. [0

ansible-playbook -i hosts/Customer/host files/production.yml
services/license server.yml

0000000000000000000000 hosts/Omnicore Customer/ 00000000000000

hosts/0Omnicore Customer/host files/Production.yml[]]

0000000000000000 https://license_server [J

Hooo

0000000000 util playbooks/delete license.yml[]

Hoon
00000

0000000000000000 HTTPSOOD 4430000 Omnitouch 000000000

0da ad
1.time.omnitouch.com.au [J0000000 1
2.time.omnitouch.com.au  [0000000 2
3.time.omnitouch.com.au  [JJ000000 3

Hooooood

e JOOHTTPS (TCP/443)

* (0000000000 BNS 00
* 00000



00 DNS (0000000 PO 0000 FRDNOUODOIOODOODUOODOOOUOOD e DOOOOOOCOO
0000000 1P O0000D0oCO00o0o0ooOna

DNS [][]
0000000000000 DNS 0000 Omnitouch OO00000CO0CDOO

000 DNS 000

* (0000000000000 DNS 000

 [J0 DNS 0000000
o 1.1.1.1[]Cloudflare - [JJ[J[] DNS[]

o 8.8.8.8[]Google [J[] DNS[]
 [0000O0CO0OO00/00 DNS Qo0

000 Omnitouch 0000000000 DNSODoH/DoTOOO000 DNS 000000000 DNSSEC 000
00000000 DNS 000000

Juo
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OmniCore [0000000CC0000CCOO000OCOODO0OCOODO0OCOOD00OC0O000O

SMMP 00 D O i Grafana Alloy
116 9113 SO0 536E, 3090, ] oo
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0d 0d 0o
Prometheus [J000000 9090
Loki dooo 3100
InfluxDB RAN (01 (O0O0) 8086
Grafana 000000 3000
000 0o 9100
SNMP [J00] 0o0ooo 9116
RN ICMP/HTTP 0O 9115

1N

Prometheus

Prometheus [] 1 00000 OmniCore 00000

000 UID: omnicore prometheus

0o

0ooo

30 O 5GB

7 00 50GB

30 ]

000

ao0

0o

000



0ooa

0oooa

MMEs

HSS

SGW-C

PGW-C

UPF [0

CSCF

00000 FreeSWITCH

DRA

OmniMessage

OmniSS7

KeyDB

CGrateS

0oooooa

0o

all

mme

hss

sgw

pgwc

upf

pcscf, scscf, icscf

applicationserver

dra

omnimessage

omniss7?

0Cs

0cCs

0d

9100

9568

9568

9568

9090

9090

9090

9090

9568

9568

8080

9121

2080

0d

00 CPUlD0OnOoon

0000000/0000

0000000000

pooooGTe-C OO

PDN O00OIP OO

0o0oooooa

0oot0

0o0oooooao

0o0oooooa

00ooosSMPP [

SS7/SIGTRAN 0000

0oooooo/a

000000CDR OO0



NN
SNMP (MikroTik)
SNMP (iDRAC)
SNMP (Synology)
SNMP (SAF)
SNMP (Cisco)
00 ICMP
VMware

Proxmox

Loki

ad 0o
000/000 mikrotik.hosts
aoooo idrac.hosts
NAS [0 synology.hosts
0ooo saf.hosts
aod cisco.hosts

0ooo + 8.8.8.8 (I

vCenter []] vcenter ip, vcenter password

PVE [ proxmoxServers

Loki 00000000000 Grafana Alloy 0000000

000 UID: omnicore loki

aoa 000000 Loki/Alloy 000

0ooa



0o 0o 0o

hostname H0000oo customer-mme0l

component [JIJ@®¥ mme, cscf, ocs

unit systemd [J0J0J0 omnimme.service

level 00000 info, error
InfluxDB

InfluxDB [000000C000000C000000C000000C0000000

000 UID: omnicore influxdb
aoa
aoa 0o a0
nokia-monitor 000 RAN 0000 301[]
dra DRA 000 365 []

Omnicharge TAP3 00 TAP 0000 90 []

Grafana (][]

NN

Oo00o0000o0Oo0a



0o

BSS

EPC

IMS

0ooo

RAN

0o

0d

CGrateS[JKeyDBOOOOO

MME[SGW[PGWQQUPFOHSS[IDRA 00

CSCF00OD0OOOmMniMessage 00

O00ooosNMPOOO0O

O00/0mniRAN 00000

0o0000000a

00000 (0o AP

00000 Grafana AP J000000C00000CCO000000O

e [ Grafana Ul []]
* 00 APIO0
* [ Ansible O00000O0OCO



load_grafana_dashboards.py

Ansible Grafana API

Grafana Database

000C0oooO

goJsoN [

y [O000oo)

GET /api/dashboards/uid/{uid}

[ (00oo0]

200 OK

00 (OO0 --force)

(000001

404 Not Found

POST /api/dashboards/db

200 Created

0000/0000

aooco

load_grafana_dashboards.py

Ansible Grafana API

Grafana Database

0oooo

0000 Ansible 000000000CCO0O0OCO




# [] Ansible [0
python3 roles/monitoring/files/load grafana dashboards.py \
--url http://<monitoring-ip>:3000 \
--user admin \
--password <grafana admin password> \
--dashboards-dir roles/monitoring/templates/grafana/dashboards

# (00000000
python3 roles/monitoring/files/load grafana dashboards.py \
--url http://<monitoring-ip>:3000 \
--user admin \
--password <grafana admin password> \
--dashboards-dir roles/monitoring/templates/grafana/dashboards

--force

0ooooo

000 JSON (0000 Ansible 00000



roles/monitoring/templates/grafana/dashboards/

— BSS/

— KeyDB Cluster.json

— cgrates mysql.json
L— cgrates stats.json

m
o
(@)
~

MME Dashboard. json
OmniHSS. json
OmniDRA. json

SGW. json

PGWs. json

FTTTTT

=
=
wn
~

MSc. json
MSc. json

T

Node Exporter Full.json
MikroTik Dashboard. json

T

X
=
=
~

okia Overview.json
okia Detailed.json

1 1T 71
T =

]
| (-
~

CSCF _Logs.json

- =
=
m
—
o
Q
w0
——
w0
o
-}

joodo

000000 Grafana O000000000000OOCCOOO0OO

# [] roles/monitoring [
python3 export grafana.py --customer <CUSTOMER>

0000

* (00000
roles/monitoring/templates/grafana/dashboards/{folder}/*.json ([J]



0a)

* Qooda
hosts/Omnicore {CUSTOMER}/group vars/grafana/alerts/all alert rule

s.json

* Qoo
hosts/Omnicore {CUSTOMER}/group vars/grafana/alerts/contact points
.json

* QOdod
hosts/Omnicore {CUSTOMER}/group vars/grafana/alerts/notification p
olicies.json

Arnisible load_grafana_dashboards.py Grafana APl Grafana Database
0000001 N
O JSON OO
1'—-—':"
loop [0Ooo0]

GET fapi/dashboardsfuid/{uid }

alt [DO00o01
200 OK
O {0 —force)
|
(000l

404 Not Found

&

POST [api/dashboards/db

L J

O]

L J

200 Created

[ 9

00O

%

Ansible load_grafana_dashboards. py Grafana APl Grafana Database

0ooa

* (0000000000000 version [ id OO0OO0
* 00 Grafana 0000000000



* J00000000000000

Hooood

00000000000000 group_vars/grafana/dashboards/ JU000000000CCO0

hosts/customer/group vars/
L— grafana/
L— dashboards/
— Custom Dashboard 1.json
L— Custom Dashboard 2.json



il
00






joad

0000 Grafana API 0000000C00C00000000 YAML O0000COCO0000000
(/etc/grafana/provisioning/alerting/alerts.yaml) 0000000000 UI/API 00O

ad

00000 hosts/Omnicore <CUSTOMER>/group vars/grafana/alerts/ 0000000000
UO000000000000 load grafana from export.py[]

python3 roles/monitoring/files/load grafana from export.py \
--url http://<monitoring-ip>:3000 \
--user admin \
--password <grafana admin password> \
--alerts-dir
hosts/Omnicore <CUSTOMER>/group vars/grafana/alerts \
--dashboards-dir roles/monitoring/templates/grafana/dashboards
\
--force

0000000000000000000000 load_grafana_alerts.py OOO0O0O0 alerts.yaml([]

python3 roles/monitoring/files/load grafana alerts.py \

--url http://<monitoring-ip>:3000 \

--user admin \

--password <grafana admin password> \

--alerts-file
roles/monitoring/templates/grafana/provisioning/alerting/alerts.yaml



Hooood

0]
000000 90%
CPU ] 90%
000000 90%
aoao
MME [0 40%
MME [] 0 0000
IMS 0000 40%
00 MOsS ] 4

eNodeB [

0o0ooon

Hooooo

alerts.yaml 000000

000

0ooa

0ooa

0o

0ooa

EPC

EPC

IMS

IMS

RAN

EPC

0o

00000 > 90%

CPU [J0 > 90%

0000 > 90%

Prometheus 000

000000 40%

000000

P-CSCF 000 40%

0o00on

000 eNB [

P95 (000

0ooa

500

500

5 [0

500

30

5 [0

30 ]

500

100

500



apiVersion: 1

groups:
- orgld: 1
name: [

folder: 000

interval: 1m
rules:
- uid: alert-lowDiskSpace
title: 000000000 90%

condition: C

data:
- refId: A
datasourceUid: omnicore prometheus
model:

expr: |
100 - ((node filesystem avail bytes{job="Node
Exporter",mountpoint="/"} * 100)
/ node filesystem size bytes{job="Node
Exporter",mountpoint="/"})
# ... 00000
noDataState: OK
execErrState: Error
for: 5m
annotations:
summary: 000000000 90%
labels:
type: resource

Hooo

Oo00o0oC0o0oon



# [0 group vars/all.yml 000000000
monitoring data:
contactPoints:
- orgld: 1
name: [
receivers:
# Slack [
- uid: slack-alerts
type: slack
disableResolveMessage: false
settings:
url: "https://hooks.slack.com/services/xxx/yyy/zzz"

# Google Chat [
- uid: gchat-alerts
type: googlechat
disableResolveMessage: false
settings:
url:
"https://chat.googleapis.com/v1l/spaces/xxx/messages?key=yyy"

0000000000 SlackOGoogle ChatJOO0O0O0 PushoverdO0O
roles/monitoring/templates/grafana/contact-points.yaml.j2[JJPushover []

[ notifications.pushover [UOUUOO0 enabled[Japi token [] user key[]]

jooo
OO000000000000000

# templates/grafana/notification-policies.yaml. j2
apiVersion: 1

policies:
- orgld: 1
receiver: [
group by: ['grafana folder', ‘'alertname']

group wait: 30s
group interval: 5m
repeat _interval: 4h



Juod

Prometheus []]

00000000 /etc/prometheus/prometheus.yml[]

1l 1l 00
scrape interval 1m 0000000
evaluation interval 1m  [00000000

scrape timeout 50s [O0000OO

Grafana [

00000000 /etc/grafana/grafana.ini[]

000000000000
ad O ad
allow embedding true (0 iframe [[]
provisioning /etc/grafana/provisioning [0

0000000 grafana.ini [000admin_password [0000000000COO0
grafana_admin_password [O000000COOOCCOO AP 00000000/0000000

0ood (SMTP) [0

D0€<€00000 group_vars 000 SMTP 000000

roles/monitoring/templates/grafana/grafana.ini[]]



a0 0 [ [

SMTP 0000000000
grafana_smtp user o @ O000000000C00000

aaoc

SMTP 0000000000

f t d
grafana smtp passwor O @) 00000000
in-

SMTP :
grafana_smtp_host 0 v3.mailjet.com:587 e
grafana smtp enabled 0 true 0000 SMTP

from address [] from name [JJ[J customer legal name[]J[] alerts+
<customer legal name>@omnitouch.com.au [] Omnitouch Alerts -
<customer legal name>[][]

Loki [][]

0o 000 Loki 0OOODOOOO

InfluxDB []]

00000000 /etc/influxdb/influxdb.conf[]

ada NN 0ooo
nokia-monitor autogen 30 []
dra autogen 365 []

Omnicharge TAP3 autogen 90 (]



Juod

a0 a0 ao ad
Grafana 3000 HTTP  [J0Q Ul [J API

Prometheus 9090 HTTP 0000000

Loki 3100  HTTP 0000000
InfluxDB 8086  HTTP InfluxDB API
00000 9100  HTTP Q00O

SNMP 00 9116 HTTP  SNMP 000

0000 9115  HTTP (00O

Alloy 12345 HTTP Alloy Ul 000

Houn
0000

1. 00 GrafanaJJ0dQ http://<monitoring-ip>:3000
2. 00 000 oo000oooO
3. J0000OD00OCDOOO

Hooo

1. 00 Grafana(000 http://<monitoring-ip>:3000

2. [0 00 000 Loki 000
3. (0 LogQL 000



# 000000000
{hostname="customer-mme01"}

# (00 MME (00000

{component="mme"} |~ "(?i)error"
# 000 IMSI
{component="hss"} |= "123456789012345"
Ho00000
000000000 Grafana Ul OO0/000000000000000 group vars/grafana/alerts/ [0

0ooa Oo00o0otObbOoootooOoo0a

0000000000000

python3 roles/monitoring/files/load grafana from export.py \
--url http://<monitoring-ip>:3000 \
--user admin --password <password> \
--alerts-dir

hosts/Omnicore <CUSTOMER>/group vars/grafana/alerts \

--dashboards-dir roles/monitoring/templates/grafana/dashboards
\

--force

aoao
roles/monitoring/templates/grafana/provisioning/alerting/alerts.yaml []

Oo00o0000o0Oo0a

NN

0 Grafana Ul 000000000CO000



cd roles/monitoring

python3 export grafana.py --customer <CUSTOMER> --url
http://<monitoring-ip>:3000

git add ../../hosts/Omnicore <CUSTOMER>/group vars/grafana/
git commit -m "QO0000OO"

--customer [UOO0O0OOOOCOOOOOOOCOOOOOOOCOE group_vars/grafana/alerts/

OO0000O000COO00COOO00OO00a
roles/monitoring/templates/grafana/dashboards/ [

Juod

Prometheus [
00: 00000 *000" 0000000 DOWN
Oooo:

* 00000000000
* (000000000
* (0000000

aooo:

1. 0000000000000

systemctl status <service>
curl http://localhost:<port>/metrics

2. J0000000C0O0a

curl http://<target>:<port>/metrics

3. 00 Prometheus J000: http://<monitoring-ip>:9090/targets



Hooooo
00: 0000000000000
oono0:

* 0000000
* 000a
* 000JSON OO

aooo:

1. 0 Grafana 000000: 00 = 000 = OO0

2. [0 Grafana [J: journalctl -u grafana-server -f

3. (000000000000

joodo
00: 0000000000
o0n00:

* 00000
* 0000000
* 0000000

aooo:

1. 0 Grafana 0000000 00 - 0000
2. [I0000000000: OO0 - 000 - 00
3. (J000C0oa

Grafana 00000
00: Grafana 000 "0000" 00000

aooo:



¢ Prometheus/Loki/InfluxDB [0

+ [00000000
* 0000000000

oaoo:

1. (000000

systemctl status prometheus loki influxdb

2. 000000000

ss -tlnp | grep -E '9090|3100|8086"

3. j0@e0000

curl http://localhost:9090/api/vl/status/config
curl http://localhost:3100/ready

VIP (0000

VIP 0000CCOO000000O0O00C0O00D MS OO0EPC 00 VE 000000OOOCCOOOO0000C
0oob00ooioooo0
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joad

JO00o0oOOD0UOoDODOo0OOn

0o IMS [0 EPC[[] ad
full i i Oo00o0o00o0Oo0a
voip_only [] O 0 VolP [J00IP 0000000
data_only [] [ 00o000oo0o0ooOoM2MO

oooo-



e full: JIMS JJ0assigned scscf [0 nullJJ EPC 00 last seen mme [0 nullJO0
0
e voip_only: []IMS [J0assigned scscf 0 null00O00O

e data_only: [] EPC [J0J0last seen mme [0 nullgOd00

il
VIP 0000000000000

U0: hosts/<customer>/group vars/vip subscribers.yaml

vip subscriber monitoring:
hss url: "https://10.80.12.140:8443"

# 0000
scrape interval seconds: 30

ping timeout seconds: 2
ping count: 2

# 000000

subscribers:
# 000000 (IMS + EPC)
- imsi: "001010000000001"

label: "QOooo"
type: "full"

- imsi: "001010000000002"

label: "[000000"
type: "full"

# (0000 (0000000 - 000 IMS)
- imsi: "001010000000003"

label: "0OO00On0"
type: "data only"

# [0 VoIP 00 (OO0 IMSOOOOCO)
- imsi: "001010000000004"

label: "IP [IO"
type: "voip only"



0ooa

ad

hss url

scrape_interval seconds

ping timeout seconds

ping count

blackbox exporter url

subscribers

0oooo

0o oo oo 00

imsi god O

label [0 [ IMSI

type oogo 0 full

0 0
- 00 00
0
0 o - OmniHSS REST APl URL (HTTPS)
0
0
- 0 30 [000000000
0 .
] 0 2 UE IP ping 00000
0 .
- O 2 0000 ping OO0O
0 00 ping 0000000000 URL (OO
o 0o - http://pcscf01:9115)00000
i ICMP 0000000 ping(
0
- 0 - 000000000
00

000 MSIE (15 000)

00000000000

odf: fullJvoip only [] data only

[00: MSISDN [0 HSS API 0000000000000



il

000000 9550 0 /metrics 000000

0ooa

ad

vip subscriber service healthy

vip subscriber ims registered

vip subscriber epc registered

vip subscriber ue ip reachable

vip subscriber hss reachable

vip subscriber enabled

0o

0d

0d

Gauge

Gauge

Gauge

Gauge

Gauge

Gauge

ad

000000000O0OO00000O0 1000
0o

00000000 S-CSCRO00 10000
0

00000000 MME (0000 10000
0

00 UE IP 00 ping 00000 10000
0

00 HSS API 00000000 10000
0

00000000 HSS 000000 10000
0

0o 0d

00o IMS 00000

vip subscriber ims registration age seconds  Gauge

00 (-1 DO000)

000 EPC 0000

vip subscriber epc registration age seconds Gauge [JO0O0O0O (-1 OOO

in)



0ooa

ad

vip subscriber info

0o0oooo:

ad ad

imsi oo IMSI

Label 0ooooa

msisdn 000 (OO HSS)

type 0ood

0o 0o

Gauge (00 1000000CO0O0COCO

ad

001010000000002

0ooooo

61400000002

full[Jvoip only[]data only

vip_subscriber_info [J0O000:

1l 0 {0
healthy aoodo 1060
ims IMS (0000 106
epc EPC 0000 100
ping UE IP 000 10
assigned scscf  S-CSCF 00 scscfOl.ims.example.com
last seen _mme MME 00 mme02.epc.example.com
ue 1ip UEOOOIPOO 100.72.83.20

0ooa



# [0 VIP 000000
count(vip subscriber service healthy == 1)

# 000 VIP 000000
count(vip subscriber service healthy == 0)

# VoIP OO0 IMS O00O0O
vip subscriber ims registered{type=~"voip only|full"}

# 00000 EPC 0000
vip subscriber epc registered{type=~"data only|full"}

# IMS 00000000 (=1 00)
vip subscriber ims registration age seconds > 3600

N
IMS VIP [J00 (000000 VIP 000000000000

00: Grafana - IMS - IMS VIP 00

(00 URL: /d/ims-vip-subscribers/

ad



0d 0d
0ooo 00oo0oo0ooooa
0ooon 0ooo0ooo0booon
IMS [0 0000 IMS 0000000
EPC ] 0000 EPC 0000000 €
UE [0 000 ping [0 UE IP 000000
0aa 0o VIP 00000
VIP 0000 000000000000C00

000000000 - DUOodooOoooc

il

0 VIP D000000000000000000

VIP 0000000

00: VIP 00000000 O00: OO0 00O00: 1 00 O0: vip subscriber service healthy ==
0

a0

e [0: VIP OO0 {{ $labels.label }} 0O

* - DOOOOOOOOOOOOO
o VolIP [J[: (00 MSISDN

o [J000: 00O IMSI
o [J00: JOOMSISDN [J IMSI

0oooo:



e IP 0 (voip only) [O000OOMSISDN: 61400000001
e 0000 (data only) OO0OOOIMSI: 001010000000003
* 00000 (full) OODOOCOMSISDN: 61400000002 IMSI: 001010000000002

0ooo viIP 000

1. (000000

# hosts/<customer>/group vars/vip subscribers.yaml
subscribers:
- imsi: "123456789012345"
label: "[J VIP [OQO"
type: "full" # [J voip only, data only

2. (0000000

scp vip subscribers.yaml <monitoring-server>:/tmp/

ssh <monitoring-server> "sudo cp /tmp/vip subscribers.yaml
/etc/prometheus/vip subscribers.yaml && sudo systemctl restart
ims-subscriber-exporter"

3. (J00000000000000

curl -s http://<monitoring-server>:9550/metrics | grep "[J VIP [J
DD n

Juo

. - 000 Loki [ Alloy [
. : 000000
. : 0000



Netplan

il

OmniCore (000 netplan O000COO0000000OOOCCCOO000000OC

* 0000000 (etho)
+ (00000 IPO0000COD000000O
* J000000000Oa

(][] Netplan [][]

00000000 netplan 00000 group_vars 00000000 Jinja2 000 netplan_config 000

dra:
hosts:
<hostname>:
ansible host: 10.0.1.100
gateway: 10.0.1.1
netplan config: netplan.yaml.j2

U000 hosts/<customer>/group vars/netplan.yaml.j2 [0

Juoa

UO00000000 netplan.yaml. j2 000000 hosts/<customer>/group vars/ JOOOO0O
netplan.yaml. 200000000 - OO0OOOODNS OO00OO0ODOCOOOOOOOOODOOOOOOOOOO
OO00O0000ODOOOOO000OCROOOO0O00O00

0000000000 HOodotoodooooto - boOototobdoototoodoon



network:

version: 2
ethernets:
# 0000 - 0000000 ansible host [ gateway
ethO:
addresses:
- "{{ ansible host }}/{{ mask cidr | default(24) }}"
nameservers:
addresses:
{% if 'dns' in group names %}
# (00000 DNS 000000000 DNS 0000000
- 8.8.8.8
{% else %}
# 0000000C ‘dns*' [0 DNS 000
{% for dns host in groups['dns'] | default([]) %}
- {{ hostvars[dns host]['ansible host'] }}
{% endfor %}
{% endif %}
# DNS (000 - O0000OOCOOOOCDOOCO
search:
- customer.example
routes:

- to: "default"
via: "{{ gateway }}"

{% if secondary ips is defined %}
# 000 - 0000000 secondary ips (0
# 00000000 ens19ens206[]ens21...[]18 + loop.index 000
# (000000000000 b0o0”0
{% for nic _name, nic_config in secondary ips.items() %}
ens{{ 18 + loop.index }}:
addresses:
# 00000 NIC O mask cidr0Ood 240
- "{{ nic_config.ip address }}/{{ nic config.mask cidr |
default(24) }}"
% if nic config.routes is defined %}
# 0000000 - 000000000000
routes:
{% for route in nic config.routes %}
- to: "{{ route }}"
via: "{{ nic config.gateway }}"
% endfor %}
% endif %}



% endfor %}
% endif %}

0o

e ansible host [] gateway 00000000

DNS 000000 dns 00000000

DNS search [00000COO0OOOOCOOCOOOCO
000000000000R000 ens19ens20(]...00000
0000 1P 000000000 mask_cidr 0O0O0COOO

Juoddo

0000 (eth0) 00000000000

e ansible host - IP [
e gateway - (000
e mask cidr - 00000000 240

DNS (00000000

* dns Q0000000000 ansible host IP[]
» 000000 DNS 00000000 8.8.8.8

00 MTU (link_mtu)

common JO0000 link mtu 0000000 netplan 000000000 00 MTUOOOOOOO0OOOOCO
000000 netplan drop-in (/etc/netplan/999-link-mtu.yaml) J000000CO000CO
VMware/Proxmox 0000000000000 MTUOO0O jumbo/9000000000000000000
PMTUD 000000 SCTP/SIP 0000

[0 drop-in 000000 999- 0000000 O0Onetplan 00000000 /etc/netplan/*.yaml [0
O0000000DOCO0000DOCO0000D0C00000000 mtu 000000 86-ansible-config.yaml
0 VMware [J00 99-netcfg-vmware.yaml 000000 drop-in 00000000000



all:
vars:
link mtu: 1500 # 0000000 NIC OO0 15600

00000 att.vars O0000000OO0COO0000CO0C tink mtu00000COO MTU OO0

link_mtu [0 mtu[] 00 mtu 000 GTP/O00000 MTUOOO 1400/1430/1300000

packet-core (JO0000C0 OO MTUODOO NIC 00000000CO000000O0 Link_mtu 000
0 MTU

Juo

0000000000000 1POD0O000000000 secondary_ips [JO0

il

secondary ips:
<logical name>:

ip address: <ip address>

mask cidr: <prefix length> # [0 - 00 NIC 0000000 24

gateway: <gateway ip>

host vm network: <proxmox bridge>

vlanid: <vlan id>

nic name: <interface name> # [ - J00000COO

# 000000000000

routes: # [0 - 0000000000
- '<destination cidr>'
- '<destination cidr>'

table routes: # 00 - 00000000
- { to: '<cidr>', via: '<gateway>', table: <table id> }
routing policy: # 00 - 00000000

from: '<source cidr>'

via: '<gateway>'

table: <table id>

priority: <priority> # 000000 1o0

mask_cidr 0000000000CO00000CO00 1P 0000000 (nic_config.mask cidr)[
000000 mask_cidr 00000000 /240



table routes [] routing policy [OI0/I0000C0O00C0OOCOOCOOOOOCOOCOOCOC
0000000000000 netplan.yaml. j2 000000

0oad
0000000000000 - 00000000000

s JID0Ne€Ye00000ens190ens20Jens21[...018 + loop.index 0 OO0
Proxmox (00000000 NIC 00000000000

* J00000000000OC nic_config.nic_nameJUO0O0UOCOOOOOUOCN ens(34 +
loop.index) [

000000 nic_name (JOO00OCOOO IP 00000 nic_name O000000COOOOOOCOOCOOOCOOO
oot



jooo

dra:
hosts:
<hostname>:
ansible host: 10.0.1.100
gateway: 10.0.1.1
host vm network: "ovsbrl"
vlanid: "100"
netplan config: netplan.yaml.j2
secondary_ ips:
public ip:
ip address: 192.0.2.50
mask cidr: 28
gateway: 192.0.2.1
host vm network: "vmbro"
vlanid: "200"
routes:
- '198.51.100.0/24"
- '203.0.113.0/24"
peering ip:
ip address: 172.16.50.10
gateway: 172.16.50.1
host vm network: "ovsbr2"
vlanid: "300"
routes:
- '172.17.0.0/16"

000 Netplan [

000000000000000 ODNS search [0 ens19/ens20 J000000000



network:
version: 2
ethernets:
ethO:
addresses:
- "10.0.1.100/24"
nameservers:
addresses:
- 10.0.1.53
search:
- customer.example
routes:
- to: "default"
via: "10.0.1.1"
ensl9:
addresses:
- "192.0.2.50/28"
routes:
- to: "198.51.100.0/24"
via: "192.0.2.1"
- to: "203.0.113.0/24"
via: "192.0.2.1"
ens20:
addresses:
- "172.16.50.10/24"
routes:
- to: "172.17.0.0/16"
via: "172.16.50.1"

public ip 00000 /28000000000 mask cidr:

Proxmox []]

00 proxmox.yml (00000 NIC 0000000CCOO

1. 00CO0DO0OCOOD00O NIC
2. J000000000 NICOonOoooooooo

Proxmox [J000

2800 peering_ip 0000 /24 0000



* host vm network - [0 NIC 000000
e vlanid - 00 VLAN OO

Juo

1. /etc/netplan 0000 netplan OO000 (*.bak)OO00000000O
2. 000 Jinja2 Q0O0O0 /etc/netplan/0l-netcfg.yaml ] 0600 ]

3. netplan try --timeout 30 JJ00000000000COO
4. wait for connection 00000000

5. netplan apply 0000

Juo

(000 1P [] Diameter Edge Agent (DEA)

<hostname>:
ansible host: 10.0.1.100 # 000 IP
gateway: 10.0.1.1
netplan config: netplan.yaml.j2
secondary ips:
diameter roaming:
ip address: 192.0.2.50 # 0000000000 IP
gateway: 192.0.2.1
host vm network: "vmbrQ"
vlanid: "200"
routes:
- '198.51.100.0/24" # (0000000



00 $5/S8 [ PGW

<hostname>:
ansible host: 10.0.2.20 # [0 IP
gateway: 10.0.2.1
netplan config: netplan.yaml.j2
secondary ips:
s5s8 interface:
ip address: 203.0.113.17 # 00 S5/58 IP
gateway: 203.0.113.1
host vm network: "vmbrQ"
vlanid: "50"

NN A

<hostname>:
ansible host: 10.0.1.100 # 000
gateway: 10.0.1.1
netplan config: netplan.yaml.j2
secondary ips:
data network:
ip address: 10.0.2.100 # 000
gateway: 10.0.2.1
host vm network: "ovsbr2"
vlianid: "200"
backup network:
ip address: 10.0.3.100 # 1000
gateway: 10.0.3.1
host vm network: "ovsbr3"
vlanid: "300"

Jo0oodoo e

000000 Jinja2 000000000000 1P 000



Hooood

000000 1P DO0000000DO00000000000 inventory hostname([]

# 00000000
{{ secondary ips.diameter public ip.ip address }}

# (00 inventory hostname 000000000
{{ hostvars[inventory hostname]['secondary ips"']
['diameter public ip']['ip address'] }}

# 100000
{{ secondary ips.diameter public ip.gateway }}
{{ secondary ips.diameter public ip.vlanid }}

NN

000000 17 00000 1PO0i0000000000000 hestvars (JOOOOOO

# [0 dra 0000000
{{ hostvars[groups['dra'][0]]['secondary ips"']
['diameter public ip']['ip address'] }}

# 0000 DRA O0000OCOCO IP
{% for host in groups['dra'] %}
{% if hostvars[host]['secondary ips'] is defined %}
- {{ hostvars[host]['secondary ips']['diameter public ip']
['ip address'] }}
% endif %}
% endfor %}

JOODRA 0000

0O000000000O00O00OG PO



# [] dra_config.yaml.j2 [0 - OO inventory hostname 00000
peers:
- name: external peer

# (0000000O0CO IP

local ip: {{ hostvars[inventory hostname]['secondary ips']
['diameter public ip']['ip address'] }}

remote ip: 198.51.100.50

port: 3868

0ooo 1P 0ooo
00000000000000000

% if secondary ips is defined and

secondary ips.diameter public ip is defined %}

public ip: {{ secondary ips.diameter public ip.ip address }}
% else %}

public ip: {{ ansible host }}

% endif %}

Hodn
000000

SSH 000000000000

ip link show

Oo00o0bdOobotooooG

: lo: <LOOPBACK,UP,LOWER UP> ...

: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> ...
: ens19: <BROADCAST,MULTICAST,UP,LOWER UP> ...
: ens20: <BROADCAST,MULTICAST,UP,LOWER UP> ...

A W DN -



[l] Netplan [][]

cat /etc/netplan/01l-netcfg.yaml

[0 Netplan

netplan apply

[][] Netplan

netplan --debug apply

joad

ip route show

Juo

. - 000000
. - 00000
. - 000000



Syslog

000000000000000000 Grafana Alloy (00000000 syslogOOOOO00O Alloy 0OOOCO
syslog (0000000000000 LokiDOOOOOOCOO000OCOO0000COO0000CO000000

il

il

00000C000000CO00000CO00000C000000000000 syslogl



o
MikroTik router

10.64.10.1 i
™
“u
) Grafana Alloy )
MikroTik router Loki Grafana
—BSD syslog——» syslog 000 push—e . -
10.64.50.22 514/udp Oog 3100 I Syslog
OO0/ oo —BSD syslog—
00000 BSD syslogOn 000000AlNoy O000000COO00000CANy DO000000
NN
‘ goon Alloy (O0O00) Loki l ‘ Grafana l
syslog 000 (514/udp)
00 RFC 3164 000000
00 1P 000000000
00 RouterOS 0000
00 job="network_syslog"
LogQL [0
O0oooo
‘ goon Alloy (O0OO0) Loki l ‘ Grafana l

Hooood

Alloy J00000000CO00ODO0CANey O000D000DOO devices: 000000000000 device [0
vendor [

Oo00o0o00o0


https://datatracker.ietf.org/doc/html/rfc3164

+ [O00000OOOOOOOOOODOOUOOODOO0O00OOE0
* [0000OD00000000D00 device_ip (JO00CO00COOOOCOOOCOO

Ho0OC0oOOoNOtOOdOototobdOototoodoona

juoad

0000000 roles/common/defaults/main.yml 00000000 all.vars 000000

all:
vars:
network syslog port: 514 # 0000
network syslog protocol: udp # 0000
network syslog vendors: # 000000000
- mikrotik
O 0O
0 i [ 0]
. O0000000000000000
network syslog port 0 0 514 1024 0000000000OO
Oodoo
. 00000000000 udp O
network syslog protocol [] 0 udp P
0 tep 000000000 UDPH

i 00000000 devices: ]
network_syslog_vendors ] 0 [mikrotik]  [O00O syslog 00000000
No00O0D00000

Alloy 000000 altoy OO00000COD 1024 0O0COOO000O network_syslog_port [
1024 00000000 Alley 000000 CAP_NET _BIND SERVICE (00 1024 0000000000

00 common [OUO0O00COOOO



ansible-playbook -i hosts/<Customer>/host files/<Site>.yml

services/common.yml \
--limit <monitoring-host> --tags alloy

00000000000 AlleyI0OCOO000OCOO0000SSH DO00000CO00 Lokifd

Juod

000000 SNMP [0000000000000CO00O000ODO0O00000C0O0000OSNMP O0000000oa

all:
vars:
mikrotik:
devices:
nf-nids-rtr-corefl: 10.64.10.1
nf-flgstf-rtrol: 10.64.50.22
snmp _community: <community-string>
I
ad a ] a0 a
devi 00000 1P 0000000 device (0000000
evices [0 [] -
O0o00oo0do
, 00 , Prometheus SNMP [J][]] SNMP [0
snmp_community [ public

syslog 0000000CO

Juoa

00 syslog [1 job="network syslog" JO0000000OC



0d 0d 0o

job 00 syslog 00000 network syslog
component (0 syslog 00000 network device
device 0o0oooioooAlioy OO0 nf-nids-rtr-corefl
aoao
device ip 00000000 10.64.10.1
vendor UO00000000O0 mikrotik
informational, warning, err,
level Syslog 0000 :
crit
facility Syslog 000 daemon
: 0000000 RouterOS [0 :
topics system,info,account
ad
topic O0000000000000000 system, firewall, dhcp
I
syslog host SEE IR system,info,account

0o

RouterOS [J00000000000CO00000COO0000CO00000C0O0 syslog OOOOO0OCOOOO
topics [J topicJUOUIOOOOOOOOOO systog_host [OIOOOOOON

MikroTik RouterOS

[ RouterOS [JU000000COO0OOOO remote [UI0OCOO0OO0OOCODOODOOOCOOOOCOOO



/system logging action set [find name=remote] target=remote
remote=<monitoring-host> remote-port=514 remote-log-format=bsd-
syslog

/system logging add topics=error action=remote

/system logging add topics=warning action=remote

/system logging add topics=critical action=remote

/system logging add topics=info action=remote

1l 0 0d
target remote 00000000 syslog O0000000COO0OO
remote 000000 syslog 000000
remote-port 514 000000 network syslog port [0
remote-log- bsd- 0000 RouterOS 7000 RFC 316400000000
format syslog oo
src-address Oooooodo HO000D0O0ODORORODODOO0ODOR0Oa

RouterOS 10000

00000 RFC 316400000000000000CO00000000OCO00000000 /system resource
print {0000

0d 0o 0o 0o

(] remote-log-format=bsd-syslog[]

remote- default [0 MikroTik 000 syslog [0
RouterQOS
; log- default [0000000(W¥Y€YRouterOS 6 [] bsd-
format syslog (00000000ODOOO bad
parameter bsd-syslog 000
RouterOS bsd- {0 bsd-syslog=yes [000000000000OOO

6 syslog no N



# RouterQS 7
/system logging action set [find name=remote] remote-log-
format=bsd-syslog

# RouterQS 6
/system logging action set [find name=remote] bsd-syslog=yes

O000000000C00000 tepdump 0000 (invalid) 0JO0000COOOOCOOOOCOOO0OCOOO0OOCO
U0 SYSLOG, Facility local@, Severity infol[]

RouterOS [][]

d ad
critical 00000000000
error 00000000000 DHCP 000000000
warning Ho00000o0o0OC0
info O000000000 account O0O00O0CO0O0COOCOCOO

0 errorfwarning [J critical [0000000C000000CO0000CCO00 info(d

0ooo0ooon

/system logging print
/system logging action print

[0 Syslog [

0000 BSD syslog O000O000000000000CO

1. 0000 BSD syslog RFC 3164 0000000000000 RFC 5424(]



2. 00 UDP 00000000 514 0000000000 network syslog protocol []
network syslog port[]

3. (J00 devices: O000000000CO00COO00COOOOCOOOCOOO
00000000 network_syslog_vendors OO000O000OCO00OCO00COO0

Cisco I0S

logging host <monitoring-host>
logging trap informational
logging source-interface <management-interface>

Linux rsyslog
*.* @<monitoring-host>:514

000 rsyslog OO0 RFC 316400000000000 RSYSLOG SyslogProtocol23Format (000
(0000 RFC 5424(]

00 Web (0000

0000 syslog 000O0OCOO000000000OCD BSD 000000

Jud

U00000000 4b 00 514/udp [0 monitoring 00000 { net devices: true } 00000
00000 all.vars.<vendor>.devices 0000000

0000 enforce JOOCOO0OOIOOCOOOOCOOOCODOOCOODCODOOCODOOCO

ansible-playbook -i hosts/<Customer>/host files/<Site>.yml
services/firewall.yml \
--limit <monitoring-host>

Ho00o0o0oooa 000



Jud

Grafana [J Logs 00000 0000 Syslog (0000

0d 0d
0oooooo0 Ho00o0oooo0Oa
0o00ooo0 OO0000OCODOOOOOCNOOOOOODOo0Oa
00000000000 0o00o0ot0oUoooa
0o0oon Ho00o0oNOobooOo0Oa
0o0oooo0 0000 warning (000
00000000000000 00000000000

000OSPE/BGP [ DHCP I 00000OCOOCO

0d 0o

Site (logs) Loki 000000000

Device 00000000000 Loki OO device O000000000CCO00O AllQ

Search J00000000000OO



Juod

# 0000000000
{job="network syslog", device="nf-nids-rtr-core0l"}

# (000 warning 000000000
{job="network syslog", level=~"emerg|alert|crit|err|warning"}

# (000000
{job="network syslog"} |~ " (?i)(logged in|login failure|changed
by) "

# [J0 Router0S []]
{job="network syslog", topic="firewall"}

# 000000000
sum by (device) (rate({job="network syslog"} [5m]))

# 0000000000000
sum by (device) (count over time({job="network syslog"} [1lh]))

Hond
Loki 0000000

00000 {job="network_syslog"} [OO00000

0000

* Alloy 0000000000
* 0000000OO

* 000000

+ 000000000

0000

1. 00 systemctl status alloy JOO00OOOOOOOO



2.00 ss -lunp | grep 514 [0 Alloy 000000CC
3. [0 tcpdump -n -i any udp port 514 [JI000000CO000CO00CO000CO0O0
4. J000000CODOODODo00O

Alloy 100

000 alloy OOOOOOOOOOOOOCOOOO 514 Q00000

0000

0000 CAP_NET_BIND_ SERVICE[]
* 0000000000000000 rsyslogd [ UDP 0000

0000

1.0 journalctl -u alloy -n 50 0000
2. [0 systemctl cat alloy 0000

3.00 ss -lunp | grep 514 JUOO000OCOO0OOOOO network_syslog port 00000
Ho0000000000o0

000000 Loki 0000000
000 tepdump 00000 514 O0000OLoki OO network syslog [I[]
aooo0

e Q0000 BSD syslogRouterOS 7 (000 remote-1log-format=bsd-syslog[]
RouterOS 6 [J[J[J bsd-syslog=yes|]

* (000 RFC 5424(]

0ooto

1. 00 tcpdump -n -i any -A udp port 514 00000 tcpdump OO0 (invalid) [0
000 syslog 000000000000

2. (00000000COOOD0OO 0
3. J00000000OC BSD OO0 syslog 0000
4. 00 journalctl -u alloy | grep -i syslog 0 Alloy 000000000



Hooood
00000000 device_ip OO0 device OO0
00000

0000000 devices: 0000
* [O0O0O0OOCOOOOOOOCOOOOOn

0oooo

1.0 device ip JINV€Y€0000

2. J000000000 devices: 000000OCO0OCOOO
3. 0 common [0000OCO00COOOOCOOOCCOOOO

Ho0ooooo
00000000000 0000000000000000000000
ooonn

+ [O00DO00OOOODOOOOO
* JO0000O0OO0OOO
* [00000OOOO0OOOOO0OoCO

0000

1. [0 /system logging print 00000000
2. 000 ping 00000
3. J00000C0000000C00



Juod

ad

0a

BSD syslog [

Syslog 00000OOCCOOO0

Ho0oo0o0ooooo

0000000000

Prometheus[]Grafana [J[][]


https://datatracker.ietf.org/doc/html/rfc3164
https://datatracker.ietf.org/doc/html/rfc5424

OmniHSS

OmniHSS (00000000000000AuCHD IMS 0000000 PostgreSQL 0000000
PostgreSQL (000 000 OmniHSS 000000000000 00-000000000000000/0000000
00000CO000DOCO0000000/O00000000000000000D sealCx/Dx O Sh 00000000

000000000000C00000000 ©mniHSS O0000000000000C0000000000000

il

Juoa

00 OmniHSS 0000000 PostgreSQL 0000000 00 00OCUODO OO 0O0OCOOOO0 origin
= none [I000000000CO000CO00OO00 updated at Q0000 OOOOOOOLWWOO




aoa

g 3

site-hss01
PostgreSQL

o

OO0

v

-~ T,
-

- "
— _—

noon site-hss02
PostgreSQL

|

aoa0
gy

dev-hss01
PostgreSQL

0O000000O0O0OR0OO000O00OO00O N 0000000000000 N-1 fi0oo0oodoofoo N-1 000
0o



joodo

a0 ao aood
0/00 : : :
" subscriber, key set (AuC), sim, msisdn UO00000000000

aod subscriber state, pdn session, lte call, UU0000oooo

0 ims subscription updated at []
EDD schema migrations 00 oo0o0

0000 public ON0€ €000 00 schema_migrations O00000000000000000000CO0

00000DOWW 00000000 updated_at 0O000000OCOO

NN

000000OmNiHSS J00000C000000C000000

1. 00 hss 00000000000 477 00/00000000 ©OmniHSS 00000000 hss6l / hss02 [
000000 0 0000 connected_omnihss 00000000000

2. 000000000000 connected_omnihss (OO0 /7 00000000 OMniHSS 000000
00000000000OCODOOD000O0D00000D hss OOOOCO



000000000000000OOO OmniHSS 0000000 omnihss.replication.enabled []
true (0000000 true JOOODOOOOOOCCOO

0000C0000000C0000000000000000 connected_omnihss O0000000000C00CO000C0
noooa

Hooo

Jo00o0odOobotoodoodotooOoo0a

00 a0 000 0000
00 <self> pub 000 0]
00 sub_from <source> 00000000 00000

000 <subscriber> from <source> 000000 O0000000

000 00 D00000000000000000000PestgreSQL OOOD0O00O0000O00O0000O0000000
00000000000OR000000D “iodorioitiiiiiiiiioiooioon

00000 --tamit (00

000000 0000 DO0000000D0000000000 hss O + connected_omnihss [O00O00

* [0 <self>_pub J0O000OCO00OOO0/O00000CO
* [O0OCOOOODOOCOOCOOOOCOODOOOOO0a
* [O000OOOOOOOOOOOOOOOOOOODOO0OO0 DO

000 connected_omnihss [ 00 €€ 0000000000000000000000000000000 hss
OOo00000oooOo0oo0ooO

e --limit 0000 00000 groups['hss'] [0 connected omnihss[ --limit [
000000 47 000000000 --timit hssO1 (0000 hss@1[]d hss61 OO0
hss02/hss03 (0000000000 - -limit 0000000000000

» 00000000 COOODOOCOOODOOtOOODOOCOOODOObOOOOOOoOOOOOOCOOT HssOO
connected omnihss [0



000000000 DU0O00OO00000000O connected_omnihss [U00000000COOOOOOCO
000000000 connected_omnihss (0000000000000

Iy
OO0oonn
OLD.updated at
Hoooooonn > NEW.updated at?
0— 0000

il
0000

000 omnihss.replication.enabled 00000000 falseOUOUOOONO group_vars [
a0

omnihss:
database type: "postgres"
database host: "localhost"
database port: 5432
database name: "omnihss"
database username: "hss"
database password: "password"
replication:

enabled: true



ad

database type

database host

database port

database name

database username

database password

replication.enabled

0d

postgres

localhost

5432

omnihss

hss

password

false

ad

000000000000 postgres(]

{U000OOOOOOOOOOOOOO
[Jlocalhost[][]

PostgreSQL (0000000000
aooo

Oo0000000O0Oo0O0Oo0

0000000000 REPLICATION
00000000000000

O000000000000000000000
0000000000

000000 true [JOPostgreSQL
O000000C00CDO0/000

0 replication.enabled [J true JO00000000O00OO0O PostgreSQL OO0



0d O

wal level logical

max wal senders 10

max replication slots 10

listen addresses &
10GB (][]

max slot wal keep size omnihss.replication.max slot wal keep size
NN

pg_hba. conf O0000O0O00OCOOC IPO /32000 all [ replication 000

000000000 (connected omnihss)

00 OmniHSS 00000000 remote_peers_file O00000000000000000OC

prod master peers.yml[][]



connected omnihss:

- name:
host:
port:

- name:
host:
port:

- name:
host:
port:

name [

host []

port

site-hss01
10.4.2.142
5432
site-hss02
10.4.2.143
5432
dev-hss01
10.4.10.142
5432

[

00

[

[

[

[] 5432

0d

00000 inventory hostname 000000
(sub_from <name> 00000000000 <name>_pub [0
00 DO00000000000000

00000 1P O0000CODOO00O000OoG

00000 PostgreSQL 00000 database port(]

00000C000000C0000000000 connected_omnihss (00000000 OO0 OmniHSS (0000
0O0000000000O00000 hss OOO0OOCOOO

(000 OmniHSS [][]

0O00D000OOUOROOOOOOODOOOOO0D OUotooU Dodoototobdibiotobdioiotoodoon

ad

[



‘ 0oo | ‘ uoo | ‘ 0ooo |

1. 00000 + 0000

2. J00000hss O + connected_omnihss[]

3. 00 omnihss 00000 PGOOO0COOO0

0000/0000000
4. (00CCCOooooo
5. 00000
| aoo ‘ ‘ 0o | ‘ aooo |
0 1 000000
0000 OmniCore NNOOONOOO0OO00OO00D O00000000000000000000000

PostgreSQL 00000 5432 0000000000OCO000

[0 2 0000000000

000000000 host_file 00 hss: [0

hss:
hosts:

site-hssO1:
ansible host: 10.4.2.142
gateway: 10.4.2.1
host vm network: "v40l-omni-signalling"

site-hss03: # 000
ansible host: 10.4.2.144
gateway: 10.4.2.1
host vm network: "v40l-omni-signalling"

00000000000000000 connected_omnihss (OO0 0000 DOOOOO



connected omnihss:
- name: site-hss03
host: 10.4.2.144
port: 5432

# ...0000 ...

0 3 0000 OmniHSS [0

000000 OmniHSS 0990000000 PostgreSQL [ OmniHSSOOO00000000 O 0000000
OOo00000oooOo0oo0ooO

ansible-playbook -i hosts/Customer Name/host files/Production.yml

\
services/omnihss.yml --limit site-hss03

H00oOCO000o0RO000oORO000000000000000000  pe_hba. cont [OOO0OOCO00000
00000C00000000000 ALTER SUBSCRIPTION ... REFRESH PUBLICATION (0000000

ad

0O00C0OCNO00OCOO0OO0 Oo0ooootoo fo dodotobdotiotoodoon

Juoodoo

00000 copy_data = false JUOOOOOOO0 OOO0 DOODOOOCOODOOOOOOCOOOOODCOOCO
0O00C0O0OO0O0OO0 OO0 Oodoototobdoodotoodoon

0oob00oooooonO



s
in EE

joad

000000000 OmniHSS O00000C00000000CO0000000COD00D000DOD0000000000000
0oooon

00 AJ0000DOOOO0OCO

JO000O00ONOOROOOUOODOOOUOOHOOROOOUOODDOOL/dodDoENOdDODoOo0O00O000
0o

1. 0000000000 0000 ©OmniHSS 0000 pg dumpOdd --no-publications --no-
subscriptions [000000000COO00OCOOO

ansible-playbook -i
hosts/Customer Name/host files/Production.yml \
services/backup.yml --limit site-hssO1

000000 backups/<Site Name>/hss dump <hostname> <timestamp>.sql[]



2. 0000000 DO0000 ©mniHSSODD000000000000CCOOO00000000000OOO0000a

ansible-playbook -1
hosts/Customer Name/host files/Production.yml \
util playbooks/restore hss.yml --limit site-hss03

00 -e skip_pre_restore_backup=true (00000000 — 00OO00OCOOOOOOOOCO
JO0OC0OOODOOCOONOOOOtOODOOHOObOCOOdODdOCOO0OD0Oan

000000000 1 0 SQL 0ifoibiobioootiobiiDootooootoooo0

3. (00000000 DOO000000 copy_data = false JO0O000000OCOO0000OCO [0
00000 ot0oNOodotobtobdotiotobditiotobdobbotoodobiotoodoodoo0a

[Jsubscriber state, pdn session, lte call, ims subscription 0000000

Oo0OC0O00o0OCOONOoOOoOOOOo0Oo0Oa

00 BOOUOOOOOROOOO

seed_hss_replication.yml (U000 OO HOOCOOOOOOOOOCOOOOOOOOOOOOOOOOOOGOO
00000 copy_data = false [[JI0000C00000OCO00000OC OO OO subscriber_state []
991000000000 1:1 00000000000000000000000000000000000000000000000
000 AP I Sealiii0000000OCO00O0N00DOD0O000 UPDATELDUIOODODOODOODO0OG

Opdn_session, lte_call{JJ00000 COPY O0000COOOOOOOOCOOOOCO00DODOODO0OO
Jo0000000o0o0000a

00000000 ODo0ODUOtOOtObdOtOotObdotiotobdooootoo0oon

ansible-playbook -i hosts/Customer Name/host files/Production.yml

\
util playbooks/seed hss replication.yml \
--limit site-hss0l,site-hss02

Oo00o0oo0ooOO
1) dev-hss0l (10.4.10.142) - 838 (00O

0oo00odoooO



000 DR000OD000o0ooobO0oo0o0obooo00

ansible-playbook -i hosts/Customer Name/host files/Production.yml
\

util playbooks/seed hss replication.yml \

--limit site-hssO1 \

-e "seed source name=dev-hss0l seed source host=10.4.10.142"

ooo 0000000000000

seed_hss_replication.yml 00000 O00OOOOCOOOOOOCOOOOOOOOOCOOO0OOCOGOO
00000 00 --timit 0000000 — O000CO00000DOOC000ODODOOD00ODOOR0000a - -
limit 0000000000000 --limit O00000CC00000CCO000OCCO000DCCO0000CCOo0g
Oo00o0bObbooootooOoon O

OO000000OO0oC0OOUOOOOOO0OO0OO000OGT  stot_name (OO0 000000000CO000
Ooooooon

- 1. (0000000000000
DROP SUBSCRIPTION IF EXISTS sub from dev hss01;

CREATE SUBSCRIPTION sub from dev hssO1
CONNECTION 'host=10.4.10.142 port=5432 dbname=omnihss user=hss
password=<omnihss.database password>'
PUBLICATION dev hss01l pub
WITH (copy data = false, origin = none,
slot name 'site hss01 from dev hss01');



#
#

2. [00000O00000O0-t 000000
schema migrations, pdn session, lte call - Q000

subscriber state[]

#

H oW B B B H

0000000000C0000

subscriber_state_id [O000000000C00000 API/S6ali000d000000COCOC0OC0
0000000000000

O00000000000000origin=none
0000000000CO0000ODORO00000D0C0000000

0000000 WAL O0000C00COC000000C0C00

00000000C000000000

sudo -u postgres psql -d omnihss -c \

{

"SELECT pg replication origin create('omnihss seed load');"
echo "SELECT

pg replication origin session setup('omnihss seed load');"

PGPASSWORD=<pw> pg dump -h 10.4.10.142 -U hss -d omnihss \
--data-only --inserts --on-conflict-do-nothing --disable-

triggers \

-t subscriber -t subscriber state -t key set -t sim -t msisdn
S A
| sudo -u postgres psql -d omnihss

sudo -u postgres psql -d omnihss -c \

"SELECT pg replication origin drop('omnihss seed load');"

Juoa

0OoC00ootO0ootoOooiooobiooon0

OO00O00000000000

OO00000000000

000OWALODOO100 MB(J
OOOOWALOOD reserved [Jextended (000 Lost [0

000000000000COOmniHSSONNDO00000C00000000000



# 000000 - O0000pidOO0OO
sudo -u postgres psql -d omnihss -c \

"SELECT subname, pid IS NOT NULL AS worker alive FROM
pg stat subscription;”

# 00 - active [0 true(jwal status [] reserved/extended
sudo -u postgres psql -d omnihss -c \
"SELECT slot name, active, wal status, \
pg size pretty(pg wal lsn diff(pg current wal lsn(),
confirmed flush lsn)) AS lag \
FROM pg replication slots WHERE slot type = 'logical';"

0d ad

worker alive =

JO000000ODOOO00ONOG/di0o0oo0

false

active = false[]l[ Oo0OC000Oo0ONOoOOoooNOo0OG
000 lag O000000€ €€ 0000WALOO00000000

000000PostgreSQLONIWALIDUOOOOOOOOCOOO
0o

wal status = lost

Ohealth_check.yml JO000OOHSS Postgres [N0O00C000000000000CCCOO0
00000000000oOWALOODOoOO

Juoad

000000000000 0000000 session_replication_role = replica JOOOOOOOO
FOREIGN KEY [O000RIOO0O000PostgreSQL NOODIOOONOOCOOCOO0O0COOFKOOOOOOL
JooodootAooo0og

0O0CO-00t00tobodotiotobodotooa

 [J0AOOO epc_profile XOOO ON DELETE RESTRICT [000IAO0CUO00COOOOCXO
+ [0BOOOOO0OCOO0DOZ20300X0000000X0000oBa0



* 00000COOFKOOOOOOCOO0O00000000O 203 -~ X* O “X000" CO00000000000F KOO
0oooo

000 subscriber.epc profile id OHSSOOOO0O00OOOOO0OOHSSOOOULR/AIROOO
DIAMETER_ERROR_USER_UNKNOWN (56001) JU00000000UOROD0000ORO00O00OR0000O
000000000000RO0000/O000000000000

I NENEND

OO00O000FKOOOOOOOOOOOOOODOOOO00O00OOOO0OO SECURITY DEFINER [0
omnihss fk orphan count () JO0000OU00O0O00O0O00OOOFKO postgres exporter Q0000
O00000Grafanad0000O00 |00

Oo00o0o00o0

sudo -u postgres psql -d omnihss -tAc "SELECT
omnihss fk orphan count();" # 0 = [

000C0000000OOODOODO0oDEPCOODOOD0NOO

SELECT s.imsi, s.epc profile id

FROM subscriber s

LEFT JOIN epc profile e ON e.id = s.epc profile id
WHERE s.epc profile id IS NOT NULL AND e.id IS NULL;

N000000000000000000 UPDATE J0000000O0O00000000O000

Huooon

N000000000000000000<+ € 00000000000000000000000000000000000000000000
Oo000o00OoboOooOOooooooO

« 000000000 DOOOOCO0O0O00O00OOOOmniHS SOO00000000000000C0000000000
e 00000 0000 omnihss schema max version /
omnihss_schema_migration_count [JJ0000000000C0000000000000O0C0

* 0000000 OO0 omnihss subscription error apply error count /
_sync_error_count [(000000000CO000COOCO000“HSSOOOD/O0000" 0OO



juoad

000000000000000000000 pe_hba. conf [OO0OCO0OOOOCOOOOOOCOOCOOOOOOCOOO
0o

Oo00o0o0Oo0Oa

DROP SUBSCRIPTION IF EXISTS sub from <peer name>;

000 pg_hba. conf O00000000OO00OPOstgreSQL[

sudo -u postgres psql -c 'SELECT pg reload conf();"

000000000000OO00ODO00O00000OD00000000000000  connected omnihss [] hss
Jo00o0o0OoOOtOoOOoOO0Oo0a

Juoad

OmniHSSOOOOOO0OOOPostgreSQLONN

0

| 0 0
(0 hss_dump <host> <ts>.sql[]]

0 U000 hss <host> <ts>.tar.gz

0 services/backup.yml [l/etc/omnihss (][
backups/<Site Name>/ [JO000000
0/000

E util playbooks/restore hss.yml Oo00SQLONL/O0O0000OmniHSST

0 O00000000/O0000000000000000O

0o 000000000/0000000



JoO-00o0o0o0

restore_hss.yml [JHI00000000OCO00OOCOOCOOOOCOODODOOROODOOHOC0OODOD0O
OO0OCOo0OO0——0oiotobdotiotobiiditibditiotibdibiotoodoona

1. 00000000 Oo00O00000000000000 restore_hss . yml (J00000000000CCO0000O0O
noooood

2. J00000DO000D00D000OmniHS SO0 D00000000000000 CREATE
SUBSCRIPTION [JOO000O000O0ODOCOCOOCOOOOCO0CODO0COOODOOCOOCOOO0C00000
ims subscriptionJ00000000000000O0——00000 relation "public.
<table>" does not exist [JUUO00NO0UO00CO0OO00COOUOO0CO00OO0CO0O0O0
00000000040

00ob00oo00-0000

# 1. [00000000000COODO000000OmniHSS + O000000CO0C00C000000O
ansible-playbook -i hosts/<inv>/host files/<site>.yml omnihss.yml

# 2. [000000CO0000OOCOOOO01000000OO

# O00000000000000300000
ansible-playbook -i hosts/<inv>/host files/<site>.yml \

util playbooks/restore hss.yml --limit <site>-hss01

# 3. [000CCCCOOOOO000—O00 - -limitQ

# OO00000D00oOC0OORO0O0CDOORO0OOCO0O0000C 00
ansible-playbook -i hosts/<inv>/host files/<site>.yml \
util playbooks/seed hss replication.yml

000 seed hss replication.yml --limit <peer> [J--limit Q0000000000000
OO0000000O00000000——00000000000 validate _replication. yml OO0O0O0OCOO0
OOO0O0oOoO0O0O0OOoOo 0000000000000

il

JO0OmniHSSOOOO postgres _exporter [JJPostgreSQLONDI0O00IO0O00OPrometheusO0
00000000

O00pg_replication_slots_active [0Gauge 00000000OCO000OOCO0OO OOO



* slot_name [J00000000CCOOOO
O00pg_stat replication * /[0 O00Gauge JO00OOOWALOOOOOOODOOOOOODOOO

0000

# (0000000000000 > 6 0000
count(pg_replication slots active == 0)

# [0000000000OOOOOOODOOboOoOOo0Ooo0DO00a

OmniHSS{[

000000 postgres_exporter 0000000000
[Jroles/omnihss/files/postgres exporter queries.yaml[JJ0OmniHSSOOO000

O0000000Prometheus[JHSS Postgres J00000000000COHSSOOOO0000OO
[Hroles/monitoring/templates/grafana/rules/ ][



0d

omnihss subscription worker alive{subname}

omnihss replication slot active{slot name}

omnihss replication slot wal status code{slot name}

omnihss replication slot lag bytes{slot name}

omnihss subscription error apply error_count{subname}

omnihss subscription error sync error_count{subname}

omnihss integrity fk orphans

omnihss schema max version /
omnihss schema migration count

0o Oo00o0oCoooaO

0o

Gauge

Gauge

Gauge

Gauge

Counter

Counter

Gauge

Gauge

Ooc
0oc

Ooc

aoc

Ooc

aoc

Ooc



Juod

Hooonooooon
O00000000000000000000000000000000000000

0000
* [0000000O0000O000000000000 copy_data = falseOOO0OCO00OOO0O0C
noooa

1. 00000o00o0oo0oa O

Ho0000dan
0000 pg _stat subscription [UOOOO0 pid IS NULL[]
aoooa

 [JO000PostgreSQLON0OOOIOOO/0000O
* J000PO0CO0 pg_hba. conf 0000
e IO00000O00O0OOdatabase username / database password [O0000000

0oooo

1. OOTCPO000000O0 54320
2. J000000000 connected_omnihss (000 hss JO00000O0O0000 pg_hba.conf[]
3. [0 database username/database password 000000000

00000 wal_status = lost
0000000 wal_status [ lostJUUUUUOOOOOO
aooog

+ [000000OOCODOOODOOCODOOWALDODO



0ooto

1. I000O000o00000O00OOO O

NN

000000 copy data = true O000000OOOCOO00OO
0000

* [O0O0OOOOOOOtObOOOtOtOoOoo0a
ooooa

1. 000000000000 copy_data = true(000000000 copy_data = false[]

Hootnoooood

000000000 subscriber_state JU0000000000CO" 000
0000
* [O0000O0O0OOO0G

000000D000000D0O00000D000000000 wpdated_at OO000000OCO0O0OCNTPOCOO
updated_at (0000000



Proxmox VM/LXC

00000000 Proxmox OO0 OmniCore 0000000 util playbooks/proxmox.yml [
deployment type [JJ000 QEMU OO0 LXC O00000O0COOOO proxmoxServers 000
000000000000DORO0000000C0R0000 LXC DO000000000 UPFOOOOOODOCOO

000000 VMware[JHyperV J00Vultr / AWS / GCPOOO0OO

0o

. 0000000000/LXC

LXC [ VM

LXC (00

+ 000000000

Oo0oooo0

oood

Ho0000000000o0

00000 EPC/IMS [

0000 UPFOOOOOOO/TUN OO0

0000KVMI[

« (00000009 @000
Oo000000oo0/ooton
0oooooa

000000

UPF J000

ooo



* [0000000OUPFOODOOOO
¢ LXCO000/O0OOOOOOOO0apt-cacheO00dNs

Hoonod

deployment_type [000000000COO

1. 000 deployment type O00000000O0OOOCOCOO
2. 000 deployment type [J proxmoxServers 0000000000
3. 00 vm 0000O0COO

00000 proxmoxServers [(UU00000000O0 deployment type: xc[UUUOOOOOOCO
OO0000000000000 UPF 0000000000 LXC 0000 UPF OOOOOO0/TUNOOO0OOOO

all:
vars:
proxmoxServers:
pve-node-01:
deployment type: 1xc # 0000 - 0000 LXC
# ...

upf:
hosts:
site-upfOl:
ansible host: 192.168.1.24
deployment_type: vm # 00000 -~ 0000000

(000OD0000oORODOOoObODOooOtOD00000000 LXC fonototiindooioonac

00000000D000DO00ODO00D0000DOD00D000R0000C000000 LXC 000000
deployment_type: vm00000000CCO000CCCOO0 [



Proxmox []]

1. [0 API [

# Proxmox UI: (000 - OO - API [0
# J000: root@pam!<TokenName>

# (000000000000
# 0000 00007 OO

2a. [ Cloud-Init (0000000000000

[ Proxmox 000000000000 Ubuntu O0000CO0000OCOO proxmox. ymt 000000 cloud-
init 000 SSH 00000000000

#!/bin/bash
set -e

TEMPLATE ID=9000

IMAGE URL="https://cloud-images.ubuntu.com/noble/current/noble-
server-cloudimg-amd64.img"
IMAGE="noble-server-cloudimg-amd64.img"

cd /var/lib/vz/template/iso
wget -N "$IMAGE URL"

gm destroy $TEMPLATE ID --purge 2>/dev/null || true

gm create $TEMPLATE ID --name ubuntu-2404-template --memory 2048 -
-cores 2 --net0O virtio,bridge=vmbro

gm importdisk $TEMPLATE ID $IMAGE local-1lvm

gm set $TEMPLATE ID --scsihw virtio-scsi-pci --scsi® local-
lvm:vm-${TEMPLATE ID}-disk-0

gm set $TEMPLATE ID --ide2 local-lvm:cloudinit

gm set $TEMPLATE ID --boot ¢ --bootdisk scsi0

gm set $TEMPLATE ID --vga std

gm set $TEMPLATE ID --agent enabled=1

gm template $TEMPLATE ID



ooo

J000000000O0OO proxmox . ymU 000000 ciuser[Jcipassword [] sshkeys[]
Cloud-init 00000 proxmoxTemplateUserJJ000 proxmoxServers [(000- 00O
local users [[]

Cloud-init JOJ0000 proxmoxTemplatePassword [J[J0] proxmoxServers [J00-
cloud-init 000000000000
SSH 00000 tocal_users.*.public_key [000000000000OCOOOOCOCOO

000000000000 local users 000 cloud-init 00000000 proxmoxTemplateUser
000 proxmoxTemplatePassword 000 proxmoxServers Q0000000000000

--vga std [JJ Proxmox Web (0000000
wget [J -N (0000000000000

000000 1SO 0ooood

0o000000000ODO000

00 1000 Web UI (0000

000000 - 0oo 1D 90000000ubuntu-2404-template
0000000 Ubuntu Server ISO O0O00 1SO
€€0000SCS! Ooogvirtlo scsi
00032GBOgggscsl

CPUO2 OO

0002048 MB

goovirtioggg vmbro

00000000 Ubuntu Server

00 20000000 - DO00O



# [0 cloud-init
sudo apt update
sudo apt install cloud-init gemu-guest-agent -y

# (0000000
sudo cloud-init clean

sudo rm -f /etc/machine-id /var/lib/dbus/machine-id
sudo rm -f /etc/ssh/ssh host *

sudo truncate -s 0 /etc/hostname

sudo truncate -s 0 /etc/hosts

# 00 bash 0000

history -c
sudo poweroff

00 3000 Cloud-Init (00000

00000 - 00 - 00 - Cloudinit 00000000000 local-lvm{
00 - 00 - QEMU 0000 - 00
0000000 - 0oooa

00 000000 cloud-init O0/000 proxmox . yml 0000 proxmoxTemplateUser /
proxmoxTemplatePassword [JO0J0000 local users JOOO00000OO

2b. [0 LXC 00000000 LXC 000

# [] Proxmox [J[J shell []]
pveam update
pveam download local ubuntu-24.04-standard 24.04-2 amd64.tar.zst

000000000 local:vztmpl/ubuntu-24.04-standard 24.04-2 amd64.tar.zst [
QO0000 proxmoxLxcOsTemplate J000



AR
00000

all:
vars:
# deployment type [0 - QOOOO "“vm"
proxmoxServers:
pve-node-01:
proxmoxServerAddress: 192.168.1.100
proxmoxServerPort: 8006
proxmoxApiTokenName: ansible
proxmoxApiTokenSecret: "your-token-secret-uuid"
proxmoxNodeName: pve-node-01
proxmoxTemplateName: ubuntu-2404-template
proxmoxTemplateId: 9000
proxmoxTemplateUser: omnitouch # [0 cloud-init 000
000000 local users [
proxmoxTemplatePassword: omnitouch # [0 cloud-init OO0
00 cloud-init [0
storage: local-lvm # [
pve-node-02:
# ... [00000CO

local users:
admin_user:

name: (0000
public key: "ssh-rsa AAAA..."

mme:
hosts:
site-mme01l:
ansible host: 192.168.1.10
vars:
proxmox interface: vmbroO
gateway: 192.168.1.1
mask cidr: 24 # 0000 24
vlanid: 100 # [



LXC [0

all:
vars:
proxmox lxc nameserver: "1.1.1.1" #00OO 1.1.1.1
proxmoxServers:
pve-node-01:
deployment type: 1xc
proxmoxServerAddress: 192.168.1.100
proxmoxServerPort: 8006
proxmoxApiTokenName: ansible
proxmoxApiTokenSecret: "your-token-secret-uuid"
proxmoxNodeName: pve-node-01
proxmoxLxcOsTemplate: "local:vztmpl/ubuntu-24.04-
standard 24.04-2 amd64.tar.zst"
proxmoxLxcDefaultStorage: local-lvm # [Jrootfs [
pve-node-02:
deployment type: 1xc
# ... OO0

local users:
admin_user:

name: [J0000
public key: "ssh-rsa AAAA..."

dns:
hosts:
site-dnsO1l:
ansible host: 192.168.1.20
vars:
proxmox_interface: vmbroO
gateway: 192.168.1.1

mask cidr: 24 # 0000 24
vlanid: 100 # [0
proxmoxLxcCores: 2 # 0000
proxmoxLxcMemoryMb: 4096 # 0000
proxmoxLxcDiskSizeGb: 30 # 0000

proxmoxLxcRootFsStorageName: local-lvm # 0000000
proxmoxLxcDefaultStorage



il
0000000 LXCO

ansible-playbook -i hosts/Customer/site.yml
util playbooks/proxmox.yml

il

ansible-playbook -i hosts/Customer/site.yml
util playbooks/proxmox delete.yml

000000000000 LXCOO€ € deployment_type 000

Houn
0000

* [00000000000000C0 deployment type: 1xc — OOOCO00000C
* [0000LXC O000000ooOoo- ooo
« [ LXC 000 UPF I - 00000000CO0 UPF Q00000000

i

* 000000000 proxmoxServers [OO0000000000 proxmox_server: (00000000
1l

e [0 Proxmox API 000000000 VMID[]

e 0000 proxmoxTemplateId 0000 cloud-init O0/00/SSH O00cloud-init OO0 = OO
0000000000 proxmoxTemplateUser 000000 local users [dcloud-init 0 =
000000 proxmoxTemplatePassword (000 cloud-init Q000000 scsi® 000000

e LXC[[ proxmoxLxcOsTemplate [Jrootfs [] proxmoxLxcRootFsStorageName
00— proxmoxLxcDefaultStorage [JlI— storage — local-lvm 00000000
ssh-public-keys [0 local users.*.public key[JOOO0O0O00OO



Omn1Touch@ U0 LXC JO000000unprivileged: 100000000 features:
nesting=1[]]

Hooo

0000 LxC f000otOnootooooon

* [000CO0OOVLAN OOOwLxc o ipg
e [0/00
e IO0O0O0O0O scsi® / LXC rootfs[]

* [0 secondary_ips [0 NIC O000000OC0O0000OCOOOO

OmniUPF[] 00000 n300 data/gtp00 secondary ips 0O000 000000 NICO
omniupf 00 N3/N9 + XDP O0000000000000 CPUOO00OO00000000
PFCP/API/SSHOOOOOOO 1P 000

il

0000000000 Ansible 000 + site name([]

Juoad

0000000000 000 proxmoxServers [00000000CO000C LXC OOO0COOOOCOOOOOOOOO
0000 00 proxmoxServers [I0O000000CO

mmeOl - pve-node-01 (0 % 3 = 0)
mme02 - pve-node-02 (1 % 3 = 1)
mmeO3 - pve-node-03 (2 % 3 = 2)
mme04 - pve-node-01 (3 % 3 = 0)

000000000000C0000 DO0000B000 000 proxmoxServers O00000000C0000000
000-0 - 0o-o0o0-1 - 0o-10...00000oii0otOooobo0otioooCo0oo0o0on



Jo0o0ooood

0000 proxmox_server: [00 proxmoxServers LI O0O000OOOOOOOCOOO0OOCOO
000000000000000 proxmoxServers [N00000C000CO000CO0OOCOO0COO0OCO0OOOO

0000

device tester:
hosts:
site-device-tester0l:
ansible host: 10.179.2.50
proxmox server: nicklab-prxmx01l # 000 proxmoxServers [~

aooo
# 000000000000 proxmoxLxcRootFsStorageName [

# JU000000000ODO0O00O0RO0000000
proxmoxLxcRootFsStorageName: local-1lvm

proxmox_server [JI000 vars: O0000C00000000COOCOOOOC

juoad

deployment type[]lproxmox server [JUOO000 0000000 LXC 0
[JproxmoxLxcCores [JproxmoxLxcMemoryMb [JproxmoxLxcDiskSizeGb[]
proxmoxLxcRootFsStorageName[]proxmoxLxcOsTemplate[Jhost vm network ][]

0oob00ooooa

dns:
hosts:
site-dns0O1:

ansible host: 192.168.1.20
deployment type: vm # (000000000
proxmoxLxcDiskSizeGb: 120 # 00000
host vm network: vmbrl # 000000

vars:

proxmox interface: vmbroO
gateway: 192.168.1.1
mask cidr: 24 # 00000 24



000000000 ©OmniCore 0000000 services/ 0000

Hoonod

Oo00f0OCOoOOooOtoo0Oo0a



all.yml

— setup users.yml

F—— apt cache.yml # 0000 apt cache servers [
— dns.yml

— common.yml
— license server.yml

— monitoring.yml

| L— grafana.yml
— device tester.yml
— epc.yml

F— common.yml
— omnimme.yml
— omnisgwc.yml
— omnipgwc.yml
F— upf.yml

— omnihss.yml
L— omnidra.yml
ims.yml

— pcscf.yml

F— icscf.yml

F— scscf.yml

— as.yml

— omnimessage.yml
L— omnisep.yml
omniepdg.yml
omnitwag.yml
omniss7.yml
ocs.yml

crm.yml
ran_monitor.yml
5gc.yml

../util playbooks/health check.yml

rrrrrrr— 0 T

0000000000 000000000 omnimme . ym OO00000€ € 50 00000 all.yml 000000000
0000000000 --limit 00000000



Hond
0000

0d

all.yml

epc.yml

ims.yml

ocs.yml

monitoring.yml

0o

00

0ooa

[/IMS

0d

0ooa

ad
0000000ODNSOO0000O00OEPCOIMS1ePDG]]

TWAG[SS7OCS[ICRMORAN 005G O000O0O0OCO
0000 util playbooks/[]

MME[SGW-COPGW-CUPFJHSS[IDRA

P/I/S-CSCFINO0000O0O0OmMNISEP
(XCAP/Entitlements/BSF)

CGrateS[JKeyDB [JO0OCS [0

Prometheus[]jGrafana[]jexporters



Hooood

0]
common.yml
setup users.yml
dns.yml
license server.yml
does netplan exist.yml
update mtu.yml
firewall.yml

apt cache.yml

0d

000000000O0OONTPOOOOO

0000000 SSH 00

DNS 00000

OmniCore [JO0000

000000000000 netplan

00 netplan 0000000 MTU

iptables/nftables [[]

00 APT 00000000



EPC ]

0
omnimme.yml
omnisgwc.yml
omnipgwc.yml
upf.yml / omniupf.yml
omnihss.yml / hss.yml
omnidra.yml
omnitwag.yml
omniepdg.yml

gtp proxy.yml

0o

OmniMME

OmniSGW-C

OmniPGW-C

OmniUPF

OmniHSS

OmniDRA

OmniTWAG

OmniEPDG

GTP OO

0d

000000 (4G)

0o0oo0o0

PDN 000000

0000000000 SGW-U/PGW-U

0o0oooa

Diameter [J000

0o0oooo0

000000000WiF 000

GTP 0000



IMS ]

ad o ad
pcscf.yml P-CSCF 000000000
icscf.yml I-CSCF 00 CSCF
scscf.yml S-CSCF (] CSCF
as.yml OmniTAS O000000
omnisep.yml OmniSEP XCAP[IN0000BSFOOOOO0D

omnisep.yml [J00000000CO

xcap.yml OmniSEP _
omnisep []]

, 0000 1P OJOOOSMPP [0 IMS SMSCOO
OmniMessage /

omnimessage.yml IMS SMSC [(ch 000 cscf type: smsc ims []

5G (]

00 5gc.yml 0000000000000 5gc_nf O0000COO0O NF O nf_package 0000000000
NF 00000000 UDM HNET/SUCH 00000000000 [



0d

5gc.yml

joad

00 cs.yml 000000 circuit switched/ 0000 BSCOMSC [ SS7 0000000000

0o

5G [

OmniNRF

OmniAMF

OmniAUSF

OmniBSF

OmniCHF

OmniNSSF

OmniPCF

OmniSCP

OmniSMF

OmniUDM

OmniUDR

[

0o

0000 5G 0oooon

0o0oooa

0o0oooooa

00oo0oooo

Ooooon

0ooa

0oo0o0oo

0oooon

0oooon

0ooooo

Ooooon

000000



0o ad

cs.yml 000

BSC
OmniMSC

SS7

joad

1l
ocs.yml
crm.yml

omniss7.yml
voipmonitor.yml

grafana.yml
ran_monitor.yml
omniroam.yml
omnilcs.yml

device tester.yml

ad

Oooocs o

00000 (circuit switched/bsc)

000000 (circuit switched/omnimsc)

SS7/SIGTRAN []] (omniss7 [[])

0d

000000 (CGrateS + KeyDB)

000000 (OmniCRMOO00000 group_vars/ [)

SS7/SIGTRAN [

SIP/RTP 00000 (VolPmonitor) [ siptrace JU0O00O0OOOO
Q000000

Grafana 00000

RAN 000

OmniRoam [0 (TAP3/RAP Ul, Elixir API, generator)

OmniLCS O00000ooO

OmniWeb 00000000 (OOOO)

Proxmox [J[] (proxmox.yml, proxmox delete.yml) [J0 util playbooks/ [

0o

[



il

ad ad
backup.yml 00000000
reboot.yml Q00000
shutdown.yml 0ooo
apt_update.yml 00000

apt refresh metadata.yml 00 APT 0000

speedtest.yml 0000000

joad

0d ad

restore applicationserver.yml 00000 OmniTAS

00000 SMSCOOmniMessage [JOO0SMPP

restore smsc.yml
000 IMS SMSc [

U0 health check.yml[Jrestore hss.yml [] restore ocs.yml [][]

services/ [JO0000 util playbooks/ [OO000 Jall.yml 00
Uo00d .. /util playbooks/health check.yml[]



il
000000

ansible-playbook -i hosts/customer/host files/production.

services/all.yml

NN

# 00000

ansible-playbook -i hosts/customer/host files/production.

services/epc.yml

# [0 IMS/00

ansible-playbook -i hosts/customer/host files/production.

services/ims.yml

Huooon

# [0 MME

ansible-playbook -i hosts/customer/host files/production.

services/omnimme.yml

# (0000

ansible-playbook -i hosts/customer/host files/production.

services/monitoring.yml

yml

yml

yml

yml

yml



Hooood

# 00000000 atl.yml
ansible-playbook -i hosts/customer/host files/production.yml
services/all.yml --limit mmeO1l

# (000000000
ansible-playbook -i hosts/customer/host files/production.yml
services/all.yml --limit "mme@l,hssO1"

# (000000
ansible-playbook -i hosts/customer/host files/production.yml
services/all.yml --limit mme

1

- J000000
- 000000
. - 000

- H0000O00O0000O0
. - Grafana[]JPrometheus[][][]



000000000000 OmniCore O00000000000CO00 util_playbooks/ O0O0OCOOOO0OO
Ho00o0o00o00a



Juod

0d

proxmox.yml

proxmox delete.yml
proxmox restart hung.yml
vmware.yml

vmware delete.yml

health check.yml

restore hss.yml

seed hss replication.yml

audit hss drift.yml
reconcile hss drift.yml

restore ocs.yml

ip plan generator.yml
get ports.yml
getLocalCapture.yml

delete local user.yml

0a

[0 Proxmox [O000000/0 LXC 0000
deployment typel[]

00 Proxmox O000/LXC

[ SSH 0000000 Proxmox API [I000000/LXC

[0 VMware vSphere (00000

00 VMware vSphere 0000

000000000000

00000 HSS 0000/000

000000000000000 ©mniHSS 00000000000
00 OmniHSS O00000000000C000 + 00000000

N00€ 00000000000 OmniHSS 0000000000
0aa

00000 OCS KeyDB[MySQL [0
0000 Mermaid 000000
Jo00000000R00000
O000o0oooooO

0o00o0OoOo0Oo0



0d 0d

00 OmniSS7 / OmniMessage [] Mnesia (00000
0o0oooa

clear mnesia.yml

delete license.yml 0o00o0O0OobOoOo0OO

Juoad

JO00C0000OUODOO0OO0ODOD0000O0O . --wimit (000000000

Oo00o0oo0Oo O

Proxmox
0= util playbooks/proxmox.yml, util playbooks/proxmox delete.yml

proxmox.yml 00000000 LXC O0OCO0OOOO00OO0 LXC 00000 deployment_type [0
000000 - proxmoxServers [][] - [0 vm0000 O

# [0000000/0 LXC 00000 deployment typef]
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox.yml

# 00000
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox.yml --limit mme

# 00000/LXC
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox delete.yml --limit old-host

Proxmox [0

(= util playbooks/proxmox restart hung.yml



0000000 SSH 0000000 Proxmox API O00OOOCCOOO00 LXC 0O0QEMU 000000000
0000LXC 000000000O0000000000 SSH Oooooton

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox restart hung.yml

# (00000000
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox restart hung.yml --limit hss0O1

VMware vSphere
(0= util playbooks/vmware.yml, util playbooks/vmware delete.yml

0000000000 util playbooks/vm/vmware/ 00000000000

[Jcreate _individual vm.yml [] delete individual vm.yml[][]

vmware delete.yml O000000000vmware.yml 0000000 SSHOOOOOOOO netplan OO
000000000 netplan(]

0000+ 0000 Python 0000 uv sync[J[]

0o-

# 00000
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/vmware.yml

# 100000
ansible-playbook -1i hosts/customer/host files/production.yml
util playbooks/vmware.yml --limit mme

# 00000
ansible-playbook -1i hosts/customer/host files/production.yml
util playbooks/vmware delete.yml --limit old-host

0oon-



all:
vars:

vcenter ip: "vcenter.example.com"

vcenter username: "administrator@vsphere.local"

vcenter password: "password"

vcenter datacenter: "Datacenter"

vcenter folder: "OmniCore"

vcenter vm_ template: "ubuntu-2404-template”

vhosts:

esxi-01:

vcenter cluster ip: "192.168.1.10"
vcenter datastore: "datastorel"

Vultr

00: util playbooks/vm/vultr/vmProvisionVultr.yml,
util playbooks/vm/vultr/vmTeardownVultr.yml,
util playbooks/vm/vultr/vmCommonSetup.yml

00 Vultr API [0 Vultr 00000000 vmProvisionVultr.yml 00000
vmTeardownVultr.yml J0000vmCommonSetup.yml JO00000000ODNSOOOOOOOOOO

0000000000000000000 VULTR_API_TOKEN 00000 AP OO0O0000C0CO00OO00 cloud-
config.yaml[J0 util playbooks/vm/vultr/ (0000

export VULTR API TOKEN=<token>
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/vm/vultr/vmProvisionVultr.yml

Juoa

(= util playbooks/health check.yml

O00000000 OmniCore [ OmniCall 00000 HTML 00000

ansible-playbook -1i hosts/customer/host files/production.yml
util playbooks/health check.yml



(s /tmp/health _check YYYY-MM-DD HH:MM:SS.html

joodo
[0 o000
0000 O0000000000000

OmniHSS [JJO000Diameter 000
OmniDRA  Diameter (000000

OmniTAS  [00000000COCPU OO0

OCS KeyDB (000

HSS [

(s util playbooks/restore hss.yml

0000000 ©mniHSSOO0000000000C000000000

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/restore hss.yml



Hooood

{
NENEN 1l

I
a :

. OmniHSS [0 PostgreSQL
0 hss dump <hostname> <timestamp>.sql _
- (pg_dump) 00000 omnihss (]
B hss <hostname> <timestamp>.tar.gz /etc/omnihss 0000

0000000000 HSS 0o0i00on/0nootoooo

il

0d 0d ad
HSS SQL 0000 0 HSS SQL 0000000oD00o000COooOO
HSS[O0targz [0 0O  HSS [0 tar.gz J0I00000OCOOOOCOO0OO

0d 0 00 yes O0OOOOOOCOOCOOO

HSS (1000

(s util playbooks/seed hss replication.yml

00000C0O00-0000000 OmniHSS J00000000000000000000000 copy_data = false
000000000 copy_data = true [UO0CO000CO00CO0O00CO PostgreSQL OO0OIOOOOOO
Oo00o0o00o0

Oo00o0o0Oon

0000000= 00 seed_source * (00J000CCOOO00000CCCOOO00000OCCOOOO00000OOO
O000000D000O0CDO00O0CDOOoO



ansible-playbook -i hosts/customer/host files/production.yml \
util playbooks/seed hss replication.yml \
--limit site-hss0l,site-hss02

Oo00o0oooon
1) dev-hss0l (10.4.10.142) - 838 [0OO

0oo00ooooo

00: 000000000000 Do OoObdotootObdooootoo0a

ansible-playbook -i hosts/customer/host files/production.yml \
util playbooks/seed hss replication.yml \
--limit site-hssQ1 \
-e "seed source name=dev-hss0Ql seed source host=10.4.10.142"

L]
0
1l 0 1l 1l
OO0000000000000C0O
0od
seed source name [] (00O Osub from <name>[][]
000000 <name>_pub [
O0000000a
000000 1P 000ooo
seed source host [J [00OO PostgreSQL 00000000
Oo00000
aad
seed source port [] omnihss.database port SSDDDD PostgresQL [
(5432)

seed source name [] seed source host [I000000000000C0O000COOOOCOOO



il

1. f00000ODOO0O0ooOoOo0OnG

2. J000: 00000000000 hss [0+ connected_omnihss (N00000000000000CO00 OO
00: 0000 yes 0000

3. 000 IP 0000 pg_hba. conf 00000

4. DO00O0O0O000 WITH (copy data = false) (QOO00O0 slot name []
<target>_from_<source>[JJ0000 00 OOOOOOOOOOOO

5. 000000 00 00000000000 pg_dump  --data-only --inserts --on-conflict-
do-nothing --disable-triggers[JJsubscriber state [J 00000000000 FK O

0O000000O0O0OO000000OOO000000 pdn_session[J1te_callll [ 0000
6. J0000000CO00000

00000000: 0000000000000000000 copy O0O000COOCO0OUOOCO0O000COO0OO
000000000000D00000 subscriber_state JUOODOOO0O0OOCOOCOO 1:1000000
000d --on-conflict-do-nothing [H0OO0O0OCOOCOO0OCOOCOOOOCOOOOOOOCO
O000000C00C00000© €€

00: 000000000 - - timit OO0000CO00OOO0OCOO0OO0OODOD0OC0a
O

HSS 1000

0= util playbooks/audit hss drift.yml 0000
roles/omnihss/tasks/audit drift.yml 000000

00 OmniHSS [O0-000000 0000000000000 copy_data = false (000000000COO00OC
00000C000/00000000000000000C000000C000000000 © 000000000 Prometheus (]
0o00o0000o0oo0a

00000000000000 hss O + connected_omnihss [O0000000C000000/000C0000000 O
0000000 md500000 schema_migrations (00 + O000000COO0O00COO
Osubscriber_state[Jpdn_session[]lte_call J00000000000CO000000CO0C00O0
000000000 00000~ orphaned _subscribers  [O000000 subscriber state 0000
I000000000000000000000000000€€€000000 subscriber 000
subscriber_state [I00000000000000COCO0O0000000CODO00000C0ROCO000000
0000 PostgresI00000O0O000COC0000 - -limit 0000



000 HSS 00000000 O emnihss OO0000000000CODOO00O000CODO00000C0OCO OOOO
00000C000000C000000E000000C000000C00D000C0000000 services/all.yml [0
0 free JOO00OOOOCOOCOOOOOOCOOOO0OCO0CO0OO services/deploy nfs.yml [0
00 00 O00000000oOoOOo0a

0d 0d 0d

omnihss audit drift true  [JO0000OOO0

0000000000000 false OO000O00O

omnihss audit fail on drift true
- - - = cron/CI[]

000 00 DODO00000RO000C000000 DO0ROooon cron/ClO0

# 0
ansible-playbook -i hosts/<inv>/host files/<site>.yml
util playbooks/audit hss drift.yml

# 0000000
ansible-playbook -i ... util playbooks/audit hss drift.yml -e

audit fail on drift=false

# 0000000000
ansible-playbook -i ... services/omnihss.yml -e

omnihss audit drift=false

HSS [0

(0= util playbooks/reconcile hss drift.yml

000000000 OO OodOototobdibbitobdobiotobdibiotobdobtotObdoobot oo OO0
00pg dump --data-only --inserts --on-conflict-do-nothing --disable-

triggers[l

* 00000000 INSERT 00000000CO00OCO00COD0ODO0DDO000™ R0 O O0*0ooo0ooo”
OO00o0oO0oOCOo0OOn

* JO00000O0O00O000 Oo000 yes DOO0OOC0OODO0OOCOOOO0OO0OOOC -e
dry run=true (0000 -e assume yes=true [IOOOO0OOO



* 000000000 postgres (JUOOOOOOCOOOO - -disable-triggers JUOOCO000OO0OOC
gd

« 00000000000000000000000 £ D000 0000000 O 00000000000000000000
OO000O00OOooCDOOUOOOoooOOoUooioooiOodoo00

+ (0000000000000 oobdoo to LoObdotobtobdotobtobbotobdoobotoodoo0a

# 000000000000
ansible-playbook -i hosts/<inv>/host files/<site>.yml
util playbooks/reconcile hss drift.yml

# 0000000
ansible-playbook -i ... util playbooks/reconcile hss drift.yml -e
dry run=true

# 0000000CIn
ansible-playbook -i ... util playbooks/reconcile hss drift.yml -e
assume yes=true

0000 audit_hss_drift.yml OU0000CO0000COOCO00O0COOCOOOOCOODOOOOO0OCO
0o 0

OCS ([

(= util playbooks/restore ocs.yml

0000000 OCs (CGrateS)JI000OOCOO0000CCO000DOCO00O0OO KeyDB 000

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/restore ocs.yml

joad

1. 0000 OCS 0000 CGrateS [J KeyDB
2. [0 AOF OI00000CUO0COOO

3. [0 KeyDB RDB [JI000000000 KeyDbBOOOOOM
4. ] MySQL StoreDBI00

5.00 /etc/cgrates 000000



6. 0000000 CGrateS

0 NN
KeyDB [] .
a8 keydb dump <hostname> <timestamp>.rdb
MySQL .
cgrates dump <hostname> <timestamp>.sql
StoreDB
(N cgrates <hostname> <timestamp>.tar.gz
ad g 0d

KeyDB RDB 000 0O  KeyDB RDB 00000000

0d

KeyDB RDB [

cgrates (000
MySQL [0

/etc/cgrates
O000a

MySQLSQLOOOO 0O  CGrateS SQL 00O00O0O0O00OO0 StoreDB(

00 tar.gz [0 0  0000000o000oCOoooooa

IP (00000

(0= util playbooks/ip plan generator.yml

0ooo0ooobooon

[0 IP 0000 NIC 00 NICO
* 00000
* J00000ODiameterGTPOPFCPOSIPOSS7[



ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/ip plan generator.yml

i /2 72 2N

ad [d 0
/tmp/ip plan <customer> <site>.md Markdown 000000
/tmp/ip plan <customer> <site>.html HTML UO0000000oO

Juoa

(= util playbooks/get ports.yml

0000000oD00oo0o0o0

ansible-playbook -1i hosts/customer/host files/production.yml
util playbooks/get ports.yml

joad

0d 0d

/tmp/all_ports.csv  [JOO000IPOOOOO000OCO CSV OO

./open _ports.rst 00 Sphinx (00 reStructuredText []



Hooon

(] 0
NN aoooo
IP 000 ansible host IP [0

PO IPv4 ] IPV6
00 TCP [] UDP
a0 AN

0d 0000

Juoddo

(= util playbooks/getLocalCapture.yml

000000 /ete/localcapture OOO00OOCO0OOCOO0O

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/getLocalCapture.yml

(s ./localCapturePcaps/<hostname>/*.pcap

Juod

(s util playbooks/delete local user.yml

0OoC00oobodotoooon0



ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/delete local user.yml

00= 0000000000000

(111 Mnesia [][][]

(= util playbooks/clear mnesia.yml

00000000 Mnesia 00000000000 ss7 OOOmMniSS700 omnimessage []
JOmniMessage[]0J00

00: D00000OMnesia O0000000CCO0000COO00OC

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/clear mnesia.yml

# 000000000
ansible-playbook -i hosts/customer/host files/production.yml

util playbooks/clear mnesia.yml --limit ss7

juoad

(0= util playbooks/delete license.yml

00 license server [ /etc/license server/license.json UOO0000O00

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/delete license.yml



AR
0000

ansible-playbook -i <inventory file> util playbooks/<playbook>.yml

joad

ad ad
-1 <inventory>  [JO0000
--limit <hosts>  [O0000000O0
-v [ -vv [ -vvv 0ooooa
--check 00000000000000

--diff 0ooooo

il

# 00000000000
ansible-playbook -i hosts/acme/host files/production.yml
util playbooks/health check.yml

# 00000000 HSS
ansible-playbook -i hosts/acme/host files/production.yml
util playbooks/restore hss.yml --limit hssO1

# 0 IP 000000000
ansible-playbook -i hosts/acme/host files/production.yml
util playbooks/ip plan generator.yml -v






