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%{host: "pcrf02.example.com", priority: 10, weight: 50},
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module advanced routing: %{
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enabled: false,

# oo o U Jol fews iU aslgidl annis aiy
rules: [
%{
rule name: "route s6a air to hss",
match: :all,
filters: [
{:application id, 16 777 251},
{:command code, 318}
1,
route: %{
peers: ["hssOl.example.com"]
}
}
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{:application id,
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%{
rule name: "s6a air failover",
match: :all,
filters: [
{:application_id, 16 777 251},
{:command code, 318}
1,
route: %{
peers: [
%{host: "hssOl.example.com", priority: 10},
%{host: "hss-dr.example.com", priority: 20}

]

055 Loiy 1Joss xS hss01 Juad w13 .ad] el JS cady Maio hss01 . wldlall Jaus
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rule name: "gx load balance",
match: :all,
filters: [
{:application id, 16 777 238}
1,
route: %{
peers: [
%{host: "pcrf@l.example.com", priority: 10, weight: 50},
%s{host: "pcrf02.example.com", priority: 10, weight: 50}
]
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rule name: "gx weighted with backup",
match: :all,
filters: [
{:application id, 16 777 238}
1,
route: %{
peers: [
%{host: "pcrf@l.example.com", priority: 10, weight: 70},
%s{host: "pcrf02.example.com", priority: 10, weight: 30},
%{host: "pcrf-dr.example.com", priority: 20, weight: 100}
]
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rule name: "s6a via peer to local hss",

match: :all,
filters: [
{:application_id, 16 777 251},
{:via peer, ["dra@l.example.com", "dra@2.example.com"]},

{:avp, {296, "epc.mncOOl.mcc001.3gppnetwork.org"}}
Il

route: %{
peers: ["hssOl.example.com", "hss02.example.com"]

}
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Joazig Origin-Realm g;Uao)l (AVP 296). axzgill of aixWI aclgall (J| laduy 45T soui JS

> Jooill gollaioll ax>gill IMSI

blail Lle il 85,lg)l Jlgzill &5 4> ayzsi IMSI (User-Name, AVP 1).

o°
-~

rule name: "inbound s6a roaming",
match: :all,
filters: [
{:application_id, 16 777 251},
{:avp, {296, "epc.mncOOl.mcc001.3gppnetwork.org"}},
{:avp, {1, ["505571234567", ~r"999001.*"]1}}
15
route: %{
peers: ["dra0l.example.com", "dra02.example.com"]
}
}
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rule name: "honour destination host",
match: :all,
filters: [
{:avp, {1, [~r"90199.*"]1}}
1,
route: :destination host
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%{

rule name: "drop test subscribers",

match: :all,

filters: [
{:application id, 16 777 251},
{:avp, {1, [~r"999999.*"]}}

1,

route: :drop
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rule name: "rate limit high volume peer",
match: :all,
filters: [
{:via peer, "mme-overloaded-01l.example.com"},
{:application id, 16 777 251}
I
route: {:error, 3004}
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%{
rule name: "block purge requests",
match: :all,
filters: [

{:application id, 16 777 251},
{:command code, 321}

1,
route: {:error, 5012}
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"status": "success",

"response": {
"routing algorithm": "random",
"routing rules": [

{

“rule name": "gx weighted with backup",
"match": "all",
"route": {
"selection": "priority weight",
“peers": [
{ "host": "pcrfOl.example.com", "priority": 10,
"weight": 70 1},
{ "host": "pcrf02.example.com", "priority": 10,
"weight": 30 },
{ "host": "pcrf-dr.example.com", "priority": 20,
"weight": 100 }
]
}
}
1,
“transform rules": []
}
}
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config :dra,
diameter: %{
service name: :omnitouch dra,
listen ip: "127.0.0.2",
listen port: 3868,
host: "dra@l",
realm: "production.omnitouch",
product name: "OmniDRA",
vendor_id: 10415,
request timeout: 5000,
allow undefined peers to connect: false,
log unauthorized peer connection attempts: true,
allow multiple origin host connections: false,
peer selection algorithm: :random,
peers: [
# ol,8Yl olslac]. ..

]
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host: "diameter-benchmark-server.production.omnitouch",
realm: "production.omnitouch",

ip: "127.0.0.3",

port: 3868,

transport: :diameter tcp,

initiate connection: true
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peers: [
%{

# oaoldl bidl I aygn (J aile, L DRA):
host: "hss.partner.example",
realm: "partner.example",
ip: "10.0.0.9",
port: 3868,
transport: :diameter sctp,
initiate connection: true,
# Lgooss udl aygell DRA i Il l3gJd:
origin host: "dra-partner.epc.mnc001.mccO01l.3gppnetwork.org",
origin realm: "epc.mnc00l.mcc@O1l.3gppnetwork.org"
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config :dra,
diameter: %{
service name: :mvno_dra,
listen ip: "10.100.1.10",
listen port: 3868,
host: "dra0@l",
realm: "mvno.example.com",
product name: "OmniDRA",
vendor id: 10415,
request timeout: 5000,
allow undefined peers to connect: false,
log unauthorized peer connection attempts: true,
allow multiple origin host connections: false,
peer selection algorithm: :random,
peers: [
# MME - DRA waits for the MME to connect
%{
host: "mmeOl.operator.example.com",
realm: "operator.example.com",
ip: "10.100.2.15",
port: 3868,
transport: :diameter sctp,
initiate connection: false
¥,
# HSS - DRA initiates the connection from an explicit local
source port
%{
host: "hss0l.mvno.example.com",
realm: "mvno.example.com",
ip: "10.100.3.141",
port: 3868,
source port: 13868,
transport: :diameter tcp,
initiate connection: true

’

}

# PCRF - DRA initiates the connection
{

host: "pcrfO@l.mvno.example.com",
realm: "mvno.example.com",

ip: "10.100.3.22",

port: 3868,

transport: :diameter tcp,

initiate connection: true

o°
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e ggul: Counter

o 0LVl go alsbinll & laall Lilw U JlazYl 532l icdusgll.

wloMall:



aoMall ogll

origin host oel) alns agn.

received from &l Jl Jaw,l s3I il

application id el las sulas (9 500.
cmd_code el Slaall S0Vl o,

application name &l esl,sl) L)l gulaill ewl (3 JioGPP S6a).
cmd name aypuind| 85,8l L)l oYl awl (Jio AIR)

direction request gl response.

Jlall wloMainml

# b Joso AIR _J S6a yo MME Lsoxo
rate(diameter peer message count total{

cmd code="318",

direction="request",

origin host="mme0Ol.example.com"
}I5m])

# gl s L Ll Jaze ooz

sum by (application name)
(rate(diameter peer message count total[5m]))

Uozsdlg zlaidl Voo
alniwVl @ilis oo,

o uwbidoll: diameter peer message result code count total
e ggull: Counter
LI | IS PSSTWE Y PRT Y1 | ROTA CY AT N I PCAY IRV | LA -9 | |



Lo MaJl:

aoMall 0 oll
origin host LoVl JUall.
routed to &Yl Jaw,l sl ool

application id as sulai (9 420,
cmd_code Slasll oIl o,
application name  ulail ouwl.
cmd_name oY1l

result code @wJadIazgdqu,gi@JLuUIaZgJI)oJ

Jladl wloMeinnl:

# oldb]) zlxJl Jo=o S6a AIR
rate(diameter peer message result code count total{
cmd code="318",
result code="2001"

}[5m])

sum by (result code) (
rate(diameter peer message result code count total{
result code!="2001"

}[5m])

ansLidl iliidl jgo,:



ol peny &zl
2001 DIAMETER_SUCCESS
3002 DIAMETER_UNABLE_TO_DELIVER
3003 DIAMETER_REALM_NOT_SERVED
3004 DIAMETER_TOO_BUSY
5001 DIAMETER_AUTHENTICATION_REJECTED
5004 DIAMETER_INVALID_AVP_VALUE
5012 DIAMETER_UNABLE_TO_COMPLY
as LVl yo
aslniamVl sl

o uwbidoll: diameter peer last response delay

e goudl: Gauge
o il Wb alziwl JOQCB x>l ieuogll (DRA - (5,8 —» DRA).

wloMall:
ao Mol o gll
origin host LoVl CJlall.
routed to Y Juwl sl ool

application name  sulail awl.

cmd_name oY1l


https://datatracker.ietf.org/doc/html/rfc6733#section-7.1.1
https://datatracker.ietf.org/doc/html/rfc6733#section-7.1.3
https://datatracker.ietf.org/doc/html/rfc6733#section-7.1.3
https://datatracker.ietf.org/doc/html/rfc6733#section-7.1.3
https://datatracker.ietf.org/doc/html/rfc6733#section-7.1.5
https://datatracker.ietf.org/doc/html/rfc6733#section-7.1.5
https://datatracker.ietf.org/doc/html/rfc6733#section-7.1.5

Jladl wloMriawl:

# oo i lmiwl 45U ool HSS
diameter peer last response delay{routed to="hss0l.example.com"}
# ol 8V e sua> a buwl U Llel Sé6a

max(diameter peer last response delay{application name="3GPP S6a"})

by sudais ¥ 13 L plhzgivmud puw ail .omud JS) sl wosl lasin, gwlis oo
Jio JuiilgSJl histogram quantile.

alooll e wllall
alzall jut wlllall 3as

e ovbluaoll: diameter peer unanswered request count total
e ggul: Counter
o lelw,l il wlllal camgll DRA algall 8,08 JN5> oyl lgdde 55 o oS,

Jladl wloMainnl:

wloMall:

aoMall ol
origin host LoVl LJUall.
routed to ESVIPVIESVIINW 2 /X3
application id as sulai (9 420,
cmd_code Slaall joYl o).
application name  gulail ouwl.
cmd_name oY ol



# i lxedl e olbdbll Jose
rate(diameter peer unanswered request count total[5m])

# al S| ub.'é:yl SR
topk(5, sum by (routed to) (

rate(diameter peer unanswered request count total[5m])
))

ez z ol jue & VLasVI
le: eosoall sxe JLaiVl wVglae

o uuliaoll: diameter peer unauthorized connection count total
* ggull: Counter

o g Too st 0Ll g Jlai¥l wYglw cauagll.
o Mall:
aoMall o gll
origin host o zanll e el doge jall agell.
supported applications g all 8 o dailzell wlaulaill.
peer ip Olsic IP JlasVl aglxad.

JLadl wloMainnl:

# Lo toeod| e JlasVl oYglxe
rate(diameter peer unauthorized connection count total[5m])

# ar Toeadl ut Joesd| ole apuis

diameter peer unauthorized connection count total > 0

oloYl 83> Uamlio Jo> sl Juolas e Jgaxll (slas] Jazall xom waslaxl] lam
nglas (JSugll AVP), sail.



w9 0LVl 8355 §lig slail aorsioll azsill 26lsd lemiis (il @l punlioll 0in o
aball wls aS,all (8 eS| wlly ole Jgaxl.

lbgiull 5ac

e ovbliaoll: diameter advanced routing drop count total
e ggul: Counter

o paiiall azsil £l,2] Llhiwl (Wl Lol ictuooll :drop. Juw . Y DRA sl
a Lzl

wloMall:
ao Mol 0 gll
application id as sulai (9 y20.
cmd_code Slasll 5ol o,
application name  ulail ouwl.
cmd_name ol ol

Jladl wloMeinnl:

# 09| s boiwll Jaze
sum by (cmd name) (
rate(diameter advanced routing drop count total[5m])

)

# 5598i0ll Lol aS,> o Llaz]

sum(rate(diameter advanced routing drop count total[5m]))



* lbg9uw <l ,>] go doriio arzei b2c 8 §ilais.

e Jolxi, DRA alw,JI.

e Juwn ¥ DRA Ll il W k] b

2 Jeomidly Josedl sua

Wosdl oL luwl

o uvbliaoll: diameter advanced routing error count total

* ggull: Counter

o priioll azgill o Ul cl,z] blisl il laxdl wllriw! oo oll.

wloMall:

aoM=ll

result code

application id

cmd code

application name

cmd _name

JLadl wloMrinnl:

ool
Uasl & lrianl (58 Jawrall aplasl] azgiid| o,
Slaall joYl s .
Sukill awl.



# axiidl o, wws Ul ol xiwl
sum by (result code) (
rate(diameter advanced routing error count total[5m])

)

# oL lxsw!| DIAMETER TOO BUSY

rate(diameter advanced routing error count total{
result code="3004"

}[5m])

# 351501 Jiomidl o Jozed | ayoxs @S

diameter advanced routing error count total{

result code="3004"
} > 100

sJgs Losic DRA Uaxdl ol liawl:

o el azmgiill jo) Uas ch] go dodriio apzss 82515 sullais,
* g DRA roxaoll daxyill jo ) go dagpdad a|.
o Ju DRA 4 2Y1 azsi 63lels poiy ¥ .cdllall guuill ] s3] 600 @z,

aoxsimnall asilisdl Uasdl 90,
ol pom] wanall
3002 DIAMETER_UNABLE TO_DELIVER = ayzsill Juiss.
3003  DIAMETER_REALM_NOT SERVED 50 jué Jlrall.
3004 DIAMETER_TOO_BUSY NI diomidl o ula,

5012 DIAMETER UNABLE TO COMPLY  plc Uas.



blail Julxil lgoasim .a0xbio wlalxig lrisiwl wlly asmgall gunlasll 6259 1555
oS sisinall Loy, Q@ Jslro B> s apwliall puuliall jolzi Loy aylasll g 0ll 45>
LTE. a85Laall wlosleo walls pu Loy S6a (AIR) a2y glgsls (AIA).

Jio adlus, Sl adle Jgi> puulioll 03 Joxi IMSI. Ul o3 8356l ciSs U
| ool e JSGiw INfluxDB algll adnss e lgio 25 Y9 /metrics 9 Prometheus.
Juwdw sae (e baslx Iang Prometheus juwlasd] jlxail cuizxivg [590%0.

e9Sill
e lgiugSiu o .o isl S alasoe sa>9ll 9SG config/runtime.exs:
module extended metrics:

enabled: true
attach attempt reporting enabled: true



enabled

attach attempt reporting enabled

JLasl InfluxDB

eoil  wollae  ual,isVl

Boolean Y false

Boolean Y false

| ool e JShin darwgall Huwlas]l 259 wiSs INfluXDB Jlail JW> o INstream
). e Wagll oSy o8 config :dra, DRA.Metrics.InfluxDB.

(

config :dra, DRA.Metrics.InfluxDB,
auth: [username: "example user",

database: "dra",
host: "127.0.0.15",
port udp: 8089,

writer:

Instream.Writer.Line

password: "example password"],

Fael

P8
oY
(S6
AIR


https://hexdocs.pm/instream

aolroll  ggill  wollao ol iV

auth NIy ) -

database awlw @ x -

host abwlw  ox -
dae
port udp y 8089
(==
writer 62> y Instream.Writer.Line

lou,ll WYl QW

0 gll

Slaicl wblls InfluxDB
[username: ...,
password: ...].

wlily 8¢ InfluxDB
o laa]l wlwls.

olsis ol Caviaoll pul |
e InfluxDB.

3éio UDP wlily s, .
| laxdl JoSgig
INfluxDB. 34io pasiw
goio UDP _; o 2l
InfluxDB (8089 JS.u

wlaplaill 420 1 dg=ls

HTTP (8086).

wilS sa>g9 INStream.
Instream.Writer.L

J9Ssion plaxiwl s
Lol

zlo il 83> o)l sl5 AIR/AIA J S6a. ale Wl alg 9,00 I o ailal wlls JS Loy s
azuii o9 wbioYl il pulioll Jox . ikl Ssime e Lilio ouai o .y lasll

HSS.



‘ MME ‘ ‘ OmniDRA ‘ Extended Metrics Module In-Memory Correlation Store ‘ HSS ‘ ‘ InfluxDB ‘
T T T T T
‘ ariosll Lll bladl - cllall al> 4o ‘
b AIR (S6a)
o sl o AIR (318 oYl jo)
alg | alg %o clhriwl IMSIL Origin-Host
&o ol TTL (timeout + 5s)
b azsi 8ls] AIR
saidlly Loyl - 4oyl al> e
J alz] AIA (axuill jo))
o Sl 05 AIA (318 oYl o)
alg Wl aly ie dbawls el
{imsi, origin_host}
il o) 2lpsxiwl
& liS attach_attempt_count (ool jio &)
Lol Jlss] o5
alo| azei sole] AIA
‘ MME ‘ ‘ OmniDRA ‘ Extended Metrics Module In-Memory Correlation Store ‘ HSS ‘ ‘ InfluxDB ‘

ovbell: attach attempt count
Joal:

Jeaxdl o gll

imsi  IMSI o 593lo &) sisinall AVP poxsiell pul.
O PR PY |

aoMall ool
origin_host o Jl b alol sl oy all.
result code  alxiwl o adasll axudl jo, HSS.

awlid a,la8 oo, s pwliall o G| &5iSell @ilidl 90!



2001 DIAMETER_SUCCESS
5001 DIAMETER_AUTHENTICATION_REJECTED

5004 Diameter AVP unsupported
lal sl o0 0 dblS aasls e Jguaxll.

el YV

o oy can> alilell bles axz Wl oy Jl w¥slze i - laudl gl Jame Jal=

¢ S9imw®@O e slos VI oLl IMSI - 3l Gud el S ol 2oz
ool (n9 Jiins o],

o JuoYl e Loyl @Yl blail a6l - aSuiadl shl axsl o (MME/SGSN).

o 8x)loll lay Jl gl wVose Jul - Jlg=udl wMalsu.

o zlol L Jl wYglro Guulio gis S6a AIR/AIA 16777251 sulaill b 420) lais
(318 ,oYl jo,.

o« 0lsi 5 ] aslioYl cllall 833xall algall a2y callall wlily Mo (g,

o Ll Jl §93 Ga Y .dioljio b puulioll axllro.

o Lismilly azsill wlhizg oo Jaiue JSkin 82> o)l Jasi.


https://datatracker.ietf.org/doc/html/rfc6733

e=lLoll Jolos
oaslaill 9,50 &2 50

moll  Gaalaill ol &> ol

MME/SGSN « HSS as,Lasll

16777251 S6a/S6d

PCEF & PCRF awluull 6 oSl

16777238  Gx
il

I-CSCF/S-CSCF © HSS |99
IMS

16777216  Cx

ol Y suladll &z el

318 AIR/AIA (as5baoll wloglzo)  Sb6a

o lUas Mo

o &ledl ansi xic daolin awwlsll juuliall o> /metrics guwin, Prometheus.
e J 8300 adlio| juulio amwgell guulasll 6059 1945 S6a JW> o INFluXDB.
o o, OMNIDRA Juswisidl cadg guaslés Lay] BEAM/Erlang. oi» sisi Y
o liall 03 axaall.
o plhxiwl Lie alriwl .awaS 5 whlasdl gro> rate() ¥ wYsze Gle Jgaxl)
aw L.
o Jio adluy, I adle wlbde lnad drwgoall uylaall 8359 poxiws IMSI. laag
osnlioll )il cuzi.
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alall ol 55Ul

o il azoilly Jlas¥l e WSuito (ausuiss - .
o oYl s3>y punlio Jo> Juolss - (:JSugd! £las] vJazodl 2o caslaxll s
uglas AVP).



i ey O 48w S0 9 83>5)l 03n LSz Diameter Lol LS . JlaiVl sy axzgill Wls
Sie JSuiw Juadiny dais caliio sulai daw (il 018Y1 (] s rell &S5 gisi.

eoi; 0l Jud OMNIDRA wl il Jols salaidl JoSo ol wzy sudai Wl o0l 455> arzsiy
(CER/CEA) lasizy « ol il JSuin -éoazdl (] aind i aiss Jlaiyl 85le] bl 0
al> 8 REOPEN. aJlioll wélall w¥ols jlizy iz b ulaill iy (DWR/DWA). 53z,
bl 0l B0 TW 30000 auwbiall auol ,i0Yl aassll go aul 30 Lu,ss woYolidl 0dn 6,09

wlS o) iz HlauY @@Vin suloi, .aul Gl CER/CEA Jsall caxzi 28,

psiy, OMNIDRA Jxsiy eall wle oubaiall 981 ol £g «osioiall juslil 13n alljL,
OMNIDRA s8ill alyl8g axy o Uaisl 8,08 oo ,awYl cdy .l bimVl cadg o sl
5] azoill L5 st oSIg Waite ubaill 09 LUa¥l 6,19 SN uladl Jlasl sz gulais
poiy 6 iall 03n JN> Juasil OMNIDRA a] o0 455> sl Juw s Yo HUauYl slal,.

RYPACH

955 g,z 09 Oliussg Olylusl peolisal WS idiameter. oy cliso sl pusi pis ol 13]
aellail 5 e 0LSYI azgi.

config :dra,
diameter: %{
# .. aoaxdl ololae] ...
peer settle time ms: 5000,
watchdog timer ms: 30 000
¥


https://datatracker.ietf.org/doc/html/rfc3539

Joleall goidl  wolloo  uol,isVI o)l

il (gl (llo) sl
JUYH ICRUT IR PUEY
ol LO® Lx> Laio
psis DRA aS,> arzsiy

peer settle time ms 2 y 0 azgs 0 .ad| g rall
e dogall . gall e

cla)| iy .50l L
Jasil 15] ,UaiYI

s aall S\ ulail.

s lyall casgal ol
RFC 3539 Tw. & ,i$
LLiws DWR/DWA.
watchdog timer ms 2> y 30000 0l8Yl Colausy Lells
I3n & ] JSty asuall
85,2 oo 2l el
Sl g 0.

ol 25 lglomis O cazy s 6,08 Toanl o el 09SL Y s a8y unis o6
as g pire Jusis 6318] 2%y (o ulai 8355 4355 gl LS . lail] ala> o Jobol.

axsl ol

owliso 9 Juaio jae A el aiwdl 8380 9 ulai @ly diameter peer status (0
= azoill LB = 1 am azgill LB Lt/ Jaio juf). uas wiz Joaie s Ao o ey oy
J 0Sas bo pwbiiall puSsi (JWls -arzsill Wis DRA agizsi.

o] 5 elaw] 030 Jlas¥l aglas gt



JOO ull allu, o

peer connected, settling OlsiwYl 8390 oi.).;_ ool JLaiVl o5 (o
before routable settle time ms).

peer disconnected during

iy o) by O Jib ulaill blaw] oi DRA azsi
settle window; never piy pl satu ol JS kel | i a9

aS,> sl
became routable Setia
destination peer is Ol LYl als o 8 Jlu Y o clb cilog
settling; request not DRA _, DIAMETER UNABLE TO DELIVER
yet routable... (3002) .
no suitable peer to J oS Y DRA & ,sime paf dg>g | cdla)l ar>gs
route request... (esbols JSuin aisgSi o ol 99,20 b slugio put).

1> 6o9io dgzgs adsiall ciigall ,LaiwYl o 0LusY ollasdl & .

&> ,oll

. - él 40 all> aJl Diameter wél o)l cadbog (TW).
. - JoSsig » Diameter _uuslwdl (CER/CEA. DWR/DWA).
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Jlg=ull ax>g9i (SOR)

Jlszil ayz55 (SOR) J qemss HPLMN e sty VPLMN . Jgzioll & jidisoll ay Juaiy s3I
I o Juzmawidl Jiinall Jolx lodic VPLMN pgiy «Jimbo jué DRA cuaxs wlbs ol jicl,
gd9oll S6a (ULR). Las » ULR g0 DIAMETER_ERROR_ROAMING NOT ALLOWED
(5004). Lo s cumis Ixa UE Lz o5 .JLas¥l 85le]g UE VPLMN Bl olS 13| Jiabo.

ouii ol il sleg aslio ut alindall agasdl culS 15] VPLMN mosy «Jiadall it
adWl dglxall o llall samsll.

S olyo= SoR.

wllb dixlleo bos oo 8259)l Josi DRA. lasd 8359)l pusi . pasiall auzgill Jad Jos
&dgall cuaxi wldl S6a (Application-Id 16777251, Command-Code 316). gro> ,oi
Jilw, Diameter Jas 995 L.
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Routing

(aiog9 y0) JoVI alglxall : Juulauill

OmniDRA HSS

UE MME (Non-Preferred VPLMN)

Attach Request
S6a Update-Location-Request

Origin-Realm not in preferred_vplmns

IMSI not seen before - record rejection

Update-Location-Answer (5004)

Attach Reject

’ UE detaches and scans for preferred VPLMN ‘

U E

MME (Non-Preferred VPLMN) OmniDRA HSS

(Lo zoomue) anlidl alglnadl : bl

UE MME {Non-Preferred WVPLMN) OmniDRA H5S

Attach Request

L

S6a Update-Location-Request

>
Origin-Realm not in preferred_vplmins

——

b

[ —

IMSI not seen before - recard rejection

Update-Location-Answer (5004)

&

Attach Reject

-

UE detaches and scans for preferred VPLMMN

UE MME {Non-Preferred WVPLMN) OmniDRA H5S



029, 1] .ol axlles las (9 pariiall azsill Jud Jlsxil axzgi Jozs SOR i ols (Gl
paiiall axzoill ) 15l Juas ¥ alluw L.

B B B

aJa,w|9.| u03-9)-o \fJ)-LMLO ,JS 6.).73.” 3% IMSI. ©.9-9J .CA§39 C"JL’S ua.9).” PR ,I.z_ W ,JS o8y
clgiil o Blali wlzudl Caddnisy 8a>9)1 TTL saxoll.

Juay Loaic IMSI asic (J] guiiall max_rejections Juw e ULR .cdlall sx>¢)l qomus 5]
| B YW ST VAN

sl Loy @) 15] ULR 8396 W5 5T TTL. .ol j@@ sl caldaill 6,95 . Jowdl &>V (ogiss
go 63>5)| Jolsii oi ULR Lusi o $2Y IMSI 5,51 6 40 aiad g gl dglnas.

RYTACH

e 8229l (ueSiy 08 module roaming steering 9 config/runtime.exs.



module roaming steering: %{
# Enable or disable the module
enabled: false,

# Number of rejections before allowing through
max_rejections: 1,

# Time in seconds before a tracked IMSI record expires
rejection ttl seconds: 300,

# Diameter Result-Code returned in the rejection answer
rejection result code: 5004,

# List of Origin-Realm values considered preferred VPLMNs
# ULRs from these realms are always allowed through
preferred vplmns: [
"epc.mncOO1.mccOOLl.3gppnetwork.org",
"epc.mnc002.mccOO1.3gppnetwork.org"



 lodnoll

aolzoll ol wollos (ol 9Vl
9955 Loaic . Jlgxi
enabled Boolean s false 098 Jlozdl
false. Jasi 092
. : O FESWESS
children List y []
[DRA.Router.Mac
s dulat Jow i

couss Ol S s
max_rejections Integer y 1 wad i 1 ol yi9)
Jol 83>5)l ULR (s

J.)_..w cu?)ba ng_'i.i|

I iniuall s9ly o |
rejection ttl seconds Integer Y 300 adglzoll o 82>9]l

5,19 (9 U] dosa)

dxui oy Diamet

. . &o
t 1t cod Int y 5004
rejection result code nteger DIAMETER ERR(
J B9,
preferred vplmns List y [] - B 2z g)l pom
Origin-Realm ou

cl.o.u.l.” p.- 46.\.7'3 © o U’ab_,

wle ik 8355)l jad i .ol ,i8Y] Joludl o 15a VPLMN sle 15] .63>lg 6 50 Jinio it
aazgi bolel 8a>gll pgai «J el ULR (J| HSS.
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module roaming steering:

enabled: true,

max_rejections: 1,

rejection ttl seconds: 300,

rejection result code: 5004,

preferred vplmns: [
"epc.mnc001.mcc310.3gppnetwork.org",
"epc.mnc002.mcc310.3gppnetwork.org"

]

o
-~

Jas tJoms «0xS ULR )0 MME (¢ epc.mnc003.mcc310.3gppnetwork.org. silg
Juasi 5004 azuid| o u s 859l jad i .dliasall doslall (9 Gl UE aSui ¢ g
ousi ] wole 3] .aliaso VPLMN aw>gs solel 80>9ll pgai auli 300 JW> JLasosdl ¢ ULR

i go abiato Jlgmi wlslasl Jauirall ) . owlall Jlgzil aizes tplasiwVl all>
diano 8o,

cl.n.ul.” Jad ol..‘aSJ 02

poii Ol Jsuinall ap Loais an eaxiwl UE ) 2925 0l Jud 833210 wYslxe sl VPLMN

module roaming steering: %{
enabled: true,
max_ rejections: 3,
rejection ttl seconds: 600,
rejection result code: 5004,
preferred vplmns: [

"epc.mnc001.mcc310.3gppnetwork.org"

]

aolxall 8 g0l I iiiall gomss pi colio W I uitall 8375)l jad i tllons 8aS
sioy aml, )l TTL byl alglxall wlyga) asli 600 L.

el 35 alinio aubass 22s5 cu> aadSl aypianll $bliall tplasiwdl all> UE sxs |
lesle Jsuanl) JUasl @Yslxo.



o laoll

vadll

ovbligoll: diameter.roaming steering.reject.count xj (@ gll slac (g gill
DRA 83>9 lgd a9, 8,0 JS 9 olas)l 132 SOR ULR. o lioanidl:

e origin realm - Origin-Realm J VPLMN Laaoll ju¢
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peers: [
%{

host: "hss0l.example.com",

realm: "example.com",

ip: "192.168.1.20", # IP s
(vsllo)

additional ips: ["192.168.1.20", "10.0.0.20"], # guo> IPs
oYlas Yl 5o

port: 3868,

transport: :diameter sctp,

initiate connection: true

}
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config :dra,
diameter: %{
service name: :omnitouch dra,

listen ip: ["192.168.1.10", "10.0.0.10"], # DRA o¥LlaiYl saxis

listen port: 3868,

host: "dra0@l",

realm: "example.com",

product name: "OmniDRA",

vendor id: 10415,

request timeout: 5000,

peer selection algorithm: :random,

allow undefined peers to connect: false,

peers: [
# Jlas | HSS oY las Yl sosiso
%{

host: "hss0l.example.com",

realm: "example.com",

ip: "192.168.1.20",

additional ips: ["192.168.1.20", "10.0.0.20"],
port: 3868,

transport: :diameter sctp,

initiate connection: true
},
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{

host: "mmeOl.example.com",

realm: "example.com",

ip: "192.168.1.30",

port: 3868,

transport: :diameter sctp,

initiate connection: false
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low layer: %{

enabled: true,

action: {:error, 3002},

# joo, AVP 8,0 o ST Lehi Y1 wmy idl (FS.19 3.3.4 cwall)

# 264 = Origin-Host. 296 = Origin-Realm. 283 = Destination-
Realm. 293 = Destination-Host

single instance avps: [264, 296, 283, 293],

# 09Ss ol uxy Session-Id Jsl ¢» AVP (RFC 6733 8.8 cwill)

enforce session id first: true,

# ole & Yl L lu, seims Y1 uxy, Destination-Host (FS.19 ewall
3.3.4)

reject destination host in answers: true,

# AVPS ol o, JSJ auel;JYl (3GPP TS 29.272)

# 1 = User-Name (IMSI). 1407 = Visited-PLMN-Id. 264 = Origin-
Host. 296 = Origin-Realm

mandatory avps: %{

316 => [1, 1407, 264, 296],
318 => [1, 1407, 264, 296]

}

}
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category 1: %{
enabled: true,
action: {:error, 3007},
whitelists: %{
#oJd] boudl T sayasi - oy 8 JSH clawy dos B ULR gAIR Las
(FS.19 3.3.5 ouwall)
"restricted-partner.roaming.com" => %{
16 777 251 => [316, 318]
},
# jolol - aiol 9] slony das B Sba gaoax) Loy goomal| awliall
o3I ol 8Vl
all: %{
# S6a/S6d (FS.19 2 JgoxJIl .3.3.5 owsll)
16 777 251 => [316, 317, 318, 319, 320, 321, 323],
# S13 - a9 o gax ME (FS.19 3.3.5 owsall)
16 777 252 => [324],
# S6C - SMS ,.c¢ HSS (FS.19 3.3.5.1 owsall)
16 777 312 => [8388647, 8388648],
# SGd - SMS ¢ MME (FS.19 3.3.5.2 owsall)
16 777 313 => [8388645, 8388646]

J amiliv sliows aoild S6a/S6d:
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# o] ol oS ]l ool @ ss odeVl gyserall
home imsi prefixes: ["31338", "31339"],
home msisdn prefixes: ["+1313"],

category 2: %{

enabled: true,

action: {:error, 3002},

# ,olol g0, S6a Jyiial| ayod Jaxi sidl (FS.19 .3.3.6 euill
12 Jsaxndl)

protected command codes: [316, 317, 318, 319, 320, 321, 323]
}
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category 3: %{

enabled: true,

# _ 1xl log only suaiidl Jud blasVl aus |0l (FS.19 cuwill
3.3.7)

action: :log only,

#oacludl 9 ol iogl,SUL adgasall acud) ad¥l axJl (FS.19 euwall
3.3.7.2)

max velocity kmh: 1200,

# ons wileidl go oYl xxJl ULRs yai) aalize oYlzo o IMSI

min time between updates seconds: 2

o295l

ISy dpiai 6 Q@ JS isSi 08 LoVl sgimall Gle jlas gla> Hlaz HuSais @8
tliso i oMol &9 pund JS o oSl wlilniso gozl . Jbiwe
module diameter firewall x>ls:

config :dra,
module diameter firewall: %{
enabled: true,
home imsi prefixes: ["31338", "31339"],
home msisdn prefixes: ["+1313"],

low layer: %{ ... }, # aooaxioll asibll §owis ayswmi bl
oM I

category 1: %{ ... }, # oMol 1 asall bl

category 2: %{ ... }, # oMol 2 asall bl

category 3: %{ ... } # oMol 3 asall Ll

}



aolnoll eoull wollos ol 9Vl
9955 Loais . JolSIL
enabled Boolean s false UBSJ_ e - Jolsl
waxd U9 Jilw Jl ¢
o oy il
| 132 usis
children List y [] kel S
[DRA.Router.Mod
s (as udl) Al
bl Jwduww aoils
home imsi prefixes List y [] b b 2o
["31339" ,"3133
home msisdn prefixes  List y [] L et

["1313+"] :Jls .



enabled

action

single instance avps

enforce session id first

eoull

Boolean

sl =]

List

Boolean

wvolloo ol 9Vl

y true

y {:error,
3002}
[264,
296,

y
283,
293]

y true

(a

o

n.

€

- O €

D 0O T 0O

T o

p:

C U0 C



reject destination host in answers

mandatory avps

ol

Boolean

wolloo ol i9VI

y true

P:

T O > C €

\

0O T < Z 0 A

T o



1 asall wlodxo

aol=oll

enabled

action

whitelists

g9l

Boolean

sl =]

wallas

y

Y

ol 9Vl

true

{:error,
3007}

1 asall agias Jalass ol Sas.

Jl.)..? iy boais oi3lxul Gy (S
o cuziny ooVl .1 el Blg
DIAMETER_APPLICATION_UN!

<

ol capao el o dlay > (ol
Lo Tooumall jol jo, / $ulai 9,
tlieo 995 :all 35U .auol 9l ¢
a8o¥ il aslxdl YOI,



2 axall wlodso

enabled

action

protected command codes

g9l wolloe (ol 9V
Boolean Y true

Lol y {:error,
<

ok 3002}
List y []

2 asall.

sl <=2Vl
ol e
Loaic

9 gl

5 o b,
oo Wjie
da, I

olgYl jgo,
ol 5255 (il
d50 wlog=d
I o]l
8sle . jioll
J'S-°J: 0SS Lo
olsl S6a
Joxs il
dgd

I ol



3 aall wlodso

enabled

action

max _velocity kmh

min_ time between updates seconds

goull

Boolean

¢l =]

AR

AR

wolloo ol ,i9VI

Y

Y

false

:log only

1200

S g

£ £

ESTEE ESES



owladl elasl

ores | o gll
[:diameter, :firewall, S Jlgil jas 9 alexll Hlos Caxinsl
:low layer, :block] diaaziall asidall

[:diameter, :firewall, 1 atill Il b anlasdl | "
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module topology hiding: %{

enabled: true,

# adl ;| AVPs Route-Record adslodl ol ) luedl e @iass aJI (FS.19
2.4 owsll)

strip route records: true,

# a LS sole| Origin-Host adslodl sxaelJl ¢ Low | slasy ol LYl 9
(FS.19 3.4 owsll)

rewrite origin host: %{enabled: true, replacement: :self},

# UoLas] olsladl Jedl JSon slas]

rewrite origin realm: %{enabled: false, replacement: :self},

# gripeadl slowl aos BB ol vguaz, Bl 01,8V gao> le gails
RpCrull

external peers: :all

}
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module rate limiter: %{
enabled: true,
# ol Y1 gaox) ol 9Vl axJl (FS.19 3.4 cwall)
default max requests per second: 1000,
default action: {:error, 3004},
#oud S ol sl
peer limits: %{
“high-volume-partner.roaming.com" => %
{max_requests per second: 5000, action: {:error, 3004}},
"restricted-peer.roaming.com" => %{max requests per second:
100, action: :drop}
}
¥
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