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host: "draOl.example.com",
realm: "example.com",
listen ip: "192.168.1.10",
listen port: 3868,
service name: :example dra,
product name: "OmniDRA",
vendor_id: 10415,
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: false,
log unauthorized peer connection attempts: true,
peers: [
# 00000. - .
]

DRA 000

a0 00 oo
host 000 DRA[] 00000000
realm 000 DRA[

product_name (00 0 CER/CEA 000000000

vendor id 00 00 000000 1010415 = 3GPP[]
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listen ip

0o O O

listen port 10 Diameter [JJ[J TCP/SCTP J00003868[]

service name 00 00 Erlang 00000

request_timeout [ 00/0000000000005000 000

Jooooon
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peer selection algorithm

allow undefined peers to connect

log unauthorized peer connection attempts
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peers 0000000000000 Diameter [0
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host: "mmeOl.operator.com",
realm: "operator.com",
ip: "192.168.1.20",

port: 3868,

transport: :diameter tcp,

tls: false,

initiate connection: false
}

Ooooa
1l [ {0

host 000 0000 OFQDN[ - 0000000000000
realm 000 [0O00 Diameter []
ip 000 000000 1P 000000
ips 0] SCTP 0000 IP 0000000000 0
port 00 0000 Diameter 00000 3868([]
transport Hl 00000 :diameter tcp [] :diameter sctp
tls 00 00 TLS 000000 true 0000000 38690

initiate connection 00 true [JDRA 000000 false ODRA OOO0OOO

joad

0000 (initiate_connection: true)

e DRA []J[] Diameter [J[[]
e DRA [J0000O0 TCP/SCTP [

* (000 HSSOPCRF 0000000


https://datatracker.ietf.org/doc/html/rfc6733#section-4.3

+ [00000O0ODRA OO00O0

0000 (initiate_connection: false)

e DRA [][] Diameter [J[[]

 DRA 000000
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e [NY€YeY1]000000 allow undefined peers to connect: true
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host: "draOl.mvno.example.com",

realm: "mvno.example.com",

listen ip: "10.100.1.10",

listen port: 3868,

service name: :mvno dra,

product name: "OmniDRA",

vendor_id: 10415,

request timeout: 5000,

peer selection algorithm: :random,

allow undefined peers to connect: false,

log unauthorized peer connection attempts:

peers: [

# MME - OO0 MME OO

%{
host: "mmeOl.operator.example.com",
realm: "operator.example.com",
ip: "10.100.2.15",
port: 3868,
transport: :diameter sctp,
tls: false,
initiate connection: false

’

}

# HSS - DRA 00O

{

host: "hssOl.mvno.example.com",
realm: "mvno.example.com",

ip: "10.100.3.141",

port: 3868,

transport: :diameter tcp,

tls: false,

initiate connection: true

o

’

}

# PCRF with TLS - DRA 00000

{

host: "pcrfO@l.mvno.example.com",
realm: "mvno.example.com",

ip: "10.100.3.22",

port: 3869,

transport: :diameter tcp,

tls: true,

o®

true,



initiate connection: true

}
]
}

joad

* 0000000 0O0000000000000000 hest OOCUOOOOOCOO
000000000000000 CER/CEA 00000000000

UOOCODRA 0000000 3GPP 0000000 O

0o 1D 10415(13GPP 0000000

0oooooa TTLOOO + 5 00

00000000000000000000 peer_selection_algorithm (00000

joad

0000000 allow undefined peers to connect: false
* [ log unauthorized peer connection attempts: true [JOU0O0OO

* 0000000 Uisten ip [0 listen port OO0
« (00 TLS 00000000

SCTP [

SCTP [000000CCOOODOC P 00CDOOOOOCDOOCOOCODOSCTP 0UoDODDOdooOOoOO
Diameter [J[[]
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192.168.1.10 192.168.1.20

10.0.0.10
10.0.0.20

SCTP J0000000OO
Oo0oo0bOooooOoon
00000000000 Diameter [0
Oo00o0o0Oo

il

DRA 000

000000 1P 0000 DRA OO0

o®
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# [0 IPOOOOOO
listen ip: "192.168.1.10",

# SCTP 000000 IP
listen ip: ["192.168.1.10", "10.0.0.10"],

listen port: 3868,

0o



« TCP 0000OODOOOCOO 1P
« SCTP [0000CO0O0OO 1P
* [0 IP OD00OOCOOOO

0000
000000 1P 0000000000

peers: [
%{
host: "hssOl.example.com",
realm: "example.com",

ip: "192.168.1.20", # [0 IPOOOO
additional ips: ["192.168.1.20", "10.0.0.20"], # 000000
IP
port: 3868,
transport: :diameter sctp,
tls: false,
initiate connection: true
}
]
NN

« ip JO00ODOO€ €00

* ips 0OOO00OOOOOCOOOO ip

* 00 SCTPOOO ips OOOOOC IP

* 00 TCPOOOO ipOTCP 0000000



jooo

config :dra,
diameter: %{
service name: :omnitouch dra,
listen ip: ["192.168.1.10", "10.0.0.10"], # JOO DRA
listen port: 3868,
host: "dra0l",
realm: "example.com",
product name: "OmniDRA",
vendor id: 10415,
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: false,
peers: [
# 000 HSS 00
%{
host: "hss0l.example.com",
realm: "example.com",
ip: "192.168.1.20",
additional ips: ["192.168.1.20", "10.0.0.20"],
port: 3868,
transport: :diameter sctp,
tls: false,
initiate connection: true
¥,
# 00 MMEQOOOOO
{

host: "mmeOl.example.com",
realm: "example.com",
ip: "192.168.1.30",

o°

port: 3868,

transport: :diameter sctp,

tls: false,

initiate connection: false
}
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* [0 IP 0000000D/0000
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00 3GPP [ IDs

o 1D 00 a0
16777251 S6a/S6d  MME/SGSN [] HSS 00000000

16777252 S13/S13' MME J EIR 000000

16777238 Gx PCEF [J PCRF 0000000

16777267 SO 00 PCRF 00 PCRF 00000
16777272 Sy PCRF [ OCS 0000

16777216 Cx I-CSCF/S-CSCF [J HSS [J IMS [
16777217 Sh AS [] HSS [ IMS 0000

16777236 SLg MME/SGSN [] GMLC 0000
16777291  SLh GMLC [J HSS 00000000

16777302 S6m MTC-IWF [J HSS/HLR ] M2M [
16777308  S6C SMS-SC/IP-SM-GW [] HSS [] SMS [0
16777343  S6t SCEF [J HSS 00000

16777334 Rx AF [J PCRF 0000
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1 User-Name

264  Origin-Host

268 Result-Code

283 Destination-Realm
293 Destination-Host
296 Origin-Realm

297 Experimental-Result
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257 CER/CEA  [O0000/OO

258 RAR/RAA  [00000/OO

274 ASR/ASA  [00000/O0

275 STR/STA  [O00000/O0

280 DWR/DWA [00000/00

282 DPR/DPA  [000000/00

316 ULR/ULA  [00000/00 (S6a)
317 CLR/CLA  [00000/O0 (S6a)
318  AIR/AIA 000000/00 (S6a)

321 PUR/PUA 00 VE 00/00 (S6a)
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dra module advanced routing:
enabled: True
rules:

- rule name: <rule identifier>
match: <match scope>
filters: [<filter list>]
route:

peers: [<peer list>]

il

ad ao
enabled 000 True 00000
rule_name  [JO0000000O0

00000000 :all 0000 - DO0000000OO =any OO0O0 - DOOOOOOCOO
000 : none 0000 - 0OOOOOCOO

match

filters Oo0oooooa [

route 0000000 0
L0
route 00000000
000000

route:

peers: [peer0l.example.com, peer02.example.com]

Jo00o0oOU0oiOtOo0Oon

« [ DRA ] Diameter 00000000



* [00000000000000000

+ JO0000O0OOOOCOODOOOOO0a

(00 Destination-Host AVP

route: :destination host

0oooon
0oooo

0ooa

route: :drop

0Oot000obo0otOooo0bo0on

* 0000000
* [0000000
* J000000OO0OOoO

0o

* (00 DRA 00000000
* [O0000OOOoOOO

000000000000 Destination-Host AVPOOOOOO0

e [0 Erlang Diameter :discard [][]

* [J0diameter advanced routing drop count total[]] B

000000

route: {:error, 3004}

00000000000 Diameter O0000CO00000COO000OCOOO0

e 3002 - DIAMETER_UNABLE_TO_DELIVEROOOOOOO
e 3003 - DIAMETER_REALM_NOT_SERVEDOOOOO00
* 3004 - DIAMETER_TOO_BUSY[OOOOOOOOOO
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« 5012 - DIAMETER_UNABLE_TO_COMPLY[JOOO0

0o

 DRA 0000000000000
0000 Origin-Host[JOrigin-Realm[]Session-Id[][] Diameter 0000
000000000000

00 Erlang Diameter {:protocol error, code}[O00 {:answer message,
code}[]

0 diameter advanced routing error count total[

NN

NENEN
[ [ 0dooo
e :application_id - [J[J Diameter [ IDOOQ 0

o (O00{:application id, 16777251} []S6a/S6d[]
o (O00{:application id, [16777251, 16777252]1}[S6a [] S6b

e :command_code - [][] Diameter 000

o [JO00{:command code, 318} [JAIR 000
o [JO00{:command code, [317, 318]1}[JULR [J AIR[

* :avp - [J0 AVP 0000 O

o (U0O0O{:avp, {296, "epc.mncOOl.mccOOl.3gppnetwork.org"}}

o [O0OO{:avp, {1, ~r"999001.*"}}

o OOOO0{:avp, {1, ["505057001313606", ~r"999001.*",
~r"505057.%"1}}

o OO0O00OOCO0O{:avp, {264, :any}}

poooood
ad 0o



* :via_peer - [J000000O00CO
o UOOOO{:via peer, "omnitouch-lab-

dra0l.epc.mnc001l.mcc001.3gppnetwork.org"}

o O0000O{:via peer, ["omnitouch-lab-
dra®l.epc.mnc001l.mcc001.3gppnetwork.org", "omnitouch-lab-
dra02.epc.mnc001.mccO01.3gppnetwork.org"]}

o O0000O{:via peer, :any}

0oooooa
0o 0ooa

* :to_peer - [JINU0OCOOOOOOCOOCO

o (OO0O0A{:to peer, "dra@l.omnitouch.com.au"}

o IOO0OO{:to peer, ["dra@l.omnitouch.com.au",
"dra0@2.omnitouch.com.au"]}

 :from_peer - [JUNO0000CO00OCO00O

o JOO0OOOA{:from peer, "hss-01l.example.com"}

o JOO0OOO{:from peer, ["hss-01l.example.com", "hss-
02.example.com"]}

* :packet_type - J00000O0

o JU0O{:packet type, :request}
o (00{:packet type, :answer}

0oooooa

e AVP 000000000 AVPOUser-Name[JOrigin-Host[JDestination-Realm [J[J

o [0 AVP J000O00OOO
o (000000 000
o U00OO{:avp, {code, value}}

* [00000000D00000000 < packet_type

o Q00000000 & OO



o [JO0{:command code, [317, 3181} 000000 317 0318

* 000a

o

rany - 00000000 AVP 0000

o (00{:avp, {264, :any}} 0000 Origin-Host AVP 00000000

joad

00 100000000

0000000 DRA 00000

dra module advanced routing:
enabled: True
rules:

dra0l.
dra02.

hss01.
hss02.

rule name: temporary until cutover s6a via to local hss
match: ":all"

filters:

- '{:application id, 16777251}

- '"{:via peer, ["omnitouch-lab-
epc.mncOO1.mccOOl.3gppnetwork.org", "omnitouch-lab-
epc.mncOO1.mccOO1.3gppnetwork.org"]}"’

- '{:avp, {296, "epc.mncOOl.mccOO1l.3gppnetwork.org"}}"'
route:

peers: [omnitouch-lab-
epc.mncOO1.mccO01.3gppnetwork.org, omnitouch-lab-
epc.mnc01.mccO01.3gppnetwork.org]

00000 00000 DRA 000000 Sea 0000000 HSS 000

00 20000000000

00 IMSI 000000000



dra module advanced routing:
enabled: True
rules:
- rule name: inbound s6a roaming to dcc
match: ":all"
filters:
- '"{:application id, 16777251}"'
- '"{:avp, {296, "epc.mncOOl.mccOOl.3gppnetwork.org"}}"'
- '"{:avp, {1, ["505571234567", ~r"999001.*"]}}'
route:
peers: [dra@l.omnitouch.com.au, dra02.omnitouch.com.au]

00000 00000 Origin-Realm [ S6a 000000 IMS! €€<€0000000 DRA 0000
00 3000 :destination_host [0

(000000 Destination-Host AVP 00000

dra module advanced routing:
enabled: True
rules:
- rule name: route to specified destination host
match: ":all"
filters:
- '{ravp, {1, [~r"90199.*"1}}' # OO0 IMSI (O
route: :destination host

0000

00000000000 Destination-Host AVP (293) 0000000
« 000 Destination-Host AVPIII0000C000000CO0
* [000000OOOOOOOOO0OO00

00 4000000000

000000 IMSI 000000



dra module advanced routing:
enabled: True
rules:
- rule name: drop test subscribers
match: ":all"
filters:
- '"{:application id, 16777251}' # S6a
- '{ravp, {1, [~r"999999.*"1}}' # (OO0 IMSI Q0
route: :drop

0000

00 IMSI 1 999999 00 Sea [0
Oo00o0o00o00o0
Oo0Oo0odOobotOo0oon

0d 00000

00 SO0000000o0000

0000000000 DIAMETER_TOO_BUSY(]

dra module advanced routing:
enabled: True

rules:
- rule name: rate limit high volume peer
match: ":all"
filters:

- '{:via peer, "mme-overloaded-0l.example.com"}'
- '"{:application id, 16777251}"'
route: {:error, 3004}

0000

* (00000000000 Séa a0
00 DIAMETER_TOO_BUSY (3004) 0000

Oo00o0o00o00on
Ho00o0oooooa
ad 0oooooo



00 6000000000000
0000000oD00oo0o0o0

dra module advanced routing:
enabled: True
rules:
- rule name: block purge requests
match: ":all"

filters:
- '"{:application id, 16777251}' # S6a
- '"{:command code, 321}’ # PUR (Purge-UE-Request)

route: {:error, 5012}

0ooto

* [0 S6a [0 UE 0000
e [0 DIAMETER_UNABLE_TO_COMPLY (5012) [

* J0000000O0OooO
* (0000000000 Diameter [0

Hooood

00000000000000000 Diameter (J0 AVP O0000CCO0000CCOO0000CCOO O

il

0o00o0o00o0a



dra module advanced transform:
enabled: True
rules:
- rule name: <rule identifier>
match: <match scope>
filters: [<filter list>]
transform:
action: <transform action>
avps: [<avp modifications>]

L]
0o ad
enabled 000 True 000CO
rule name 0000000000
teh 00000000 : all 000000 = any 000000 : none 00000 - OO
filters OoCCooooo 0

transform.action L0000 :edit[] : remove [] :overwritel[]

transform.avps 0000 AVP 0000000 i

joad

OO0000Diameter [

* :edit - OO0 AVP[I
o 000000000 AVP

o [0 AVP 000000COCO
e :remove - [J000 AVP

e :overwrite - [J[J AVP [



o (000 Diameter 00 dictionary J00000 :diameter gen 3gpp s6al]

O00000Diameter [

e :remove - [[]0J000 AVP

e :overwrite - [J[J AVP [
o (0 dictionary [

000C000o000otO0oobo0oboooo0o0o0

AVP 100
NENEN
* {:avp, {<code>, <new value>}} -[]AVP 00000

00 AVP[

* {:avp, {<code>, :any}} - [ ID 00 AvPOOOOOOOOOOOO
« 00000 ave_id 00000000 AVP 0000

0o0oooooa

transform: %{

action: :overwrite,

dictionary: :diameter gen 3gpp_sb6a,

avps: [{:avp, {:"sb6ba Supported-Features", {:"sba Supported-
Features", 10415, 1, 3221225470, [1}}}]

}

joad

00 1000000000000

000000000000 Destination-Realm(]



dra module advanced transform:
enabled: True
rules:
- rule name: rewrite s6a destination realm for Operator X
match: ":all"
filters:
- '{:to_peer, ["draOl.omnitouch.com.au",
"dra0@2.omnitouch.com.au"]1}'
- '{:avp, {296, "epc.mncOOl.mccOOl.3gppnetwork.org"}}"'
- '{ravp, {1, [~r"9999999.*"]1}}"
transform:
action: ":edit"
avps:
- '{:avp, {283, "epc.mnc999.mcc999.3gppnetwork.org"}}"

00000 0 Séa 00000000 DRA OO00O00 IMSI OO000O Operator X (00 Destination-
Realm(]

00 200000000000

dra module advanced transform:
enabled: True
rules:
- rule name:
rewrite s6a destination realm for roaming partner ausie
match: ":all"
filters:
- '{:to peer, ["draOl.omnitouch.com.au",
"dra@2.omnitouch.com.au"]1}"'
- '{:avp, {296, "epc.mncO57.mcc505.3gppnetwork.org"}}"
- '"{:avp, {1, [~r"50557.*"]}}"'
transform:
action: ":edit"
avps:
- '{:avp, {283, "epc.mncO030.mcc310.3gppnetwork.org"}}"'

00000 000 IMSI0000000000oCOoooo MS! fi0oodoootooooon ad

00 30MVNO (00



dra module advanced transform:
enabled: True
rules:
- rule name: rewrite s6a destination realm for single sub
match: ":all"
filters:
- '{:to_peer, ["draOl.omnitouch.com.au",
"dra0@2.omnitouch.com.au"]1}'
- '{:avp, {296, "epc.mncOOl.mccOOl.3gppnetwork.org"}}"'
- '{:avp, {1, ["505057000003606"1}}' # OO0 IMSI QO
transform:
action: ":edit"
avps:
- '{:avp, {283, "epc.mncOO1l.mccOO1l.3gppnetwork.org"}}"'

00000 000 MVNO 00000 Destination-Realm O00000COOOO

00 4000000000000000a0

Oo00C0o0OCOoOOon

dra module advanced transform:
enabled: True
rules:
- rule name: Tutorial Rule AIR
match: ":all"
filters:
- '{:application id, 16777251}
- '{:command code, 318}
- '"{:packet type, :request}'
- "{:avp, {1, "999999000000001"}}"
- '{:avp, {264, :any}}' # Origin-Host 000000000
transform:
action: ":edit"
avps:
- '"{:avp, {1, "999999000000002"}}"

0000

* 000 S6a AIR [0 J00O0O0OOCO0OO



[0 User-Name[JAVP 10000 "999999000000001"

00 Origin-HostJAVP 2640000000000
00 User-Name [ "999999000000002"

00 AVP 0000000000

00 5000 AVP

00000000 AVPQ

dra module advanced transform:
enabled: True
rules:
- rule name: remove user _name avp
match: ":all"
filters:
- '{:application id, 16777251}
transform:
action: ":remove"
avps:
- '"{:avp, {1, :any}}' # [OO00000O0 User-Name

00000 000 Séa O000n User-Name AVPON 100000000000

00 6000000000000 AVP

0000000000000000000 AVPO



dra module advanced transform:

enabled: True

rules:

- rule name: add sos apn to ula
"rall”

match:
filters:

- '"{:application id, 16777251}"'
- '"{:command code, 316}

Location Answer)

- '{:packet type,

- '‘{:avp, {296,

Origin-Realm

transform:

action:

dictionary:

avps:

:answer}'

":overwrite"

“:diameter gen 3gpp s6a"

# Sb6a/Sod
# ULA (Update

# 000000
“epc.mncOO01l.mccOO1.3gppnetwork.org"}}"

- '{:avp, {:"sba APN-Configuration-Profile",
{:"s6a APN-Configuration-Profile", 1, O,

(o1, 1}, [1}1,

[1}1,

(1, 01, [1},

(11, [1}, [1}1,

[1}1,

(1, 01, [1},

(11, [1}, [1}1,

[1}1,

{:"sba APN-Configuration", 1, 0, "internet",

[

[{:"s6ba EPS-Subscribed-QoS-Profile", 9,
{:"s6a Allocation-Retention-Priority", 1,

[1],

(1,

[1,

[1],

["0800"],

[{:s6a AMBR, 4200000000, 4200000000,

[1,

[1,

[1,

[1,

[1,

(1, 1,

[1,

{:"sba APN-Configuration", 2, 0,
[{:"s6ba EPS-Subscribed-QoS-Profile", 5,
{:"s6ba Allocation-Retention-Priority", 1,

(01,

(1,

[1,

[1],

["0800"],

[1,

ims",

[{:s6a AMBR, 4200000000, 4200000000,

{:"s6a APN-Configuration", 3, 0, "sos",
[{:"s6ba EPS-Subscribed-QoS-Profile", 5,
{:"sba Allocation-Retention-Priority", 1,

[1],

[1,

[1,

[1],

["0800"],

[{:s6a AMBR, 4200000000, 4200000000,

[1,

[1,

[1,

[1,

[1,

[1,

[1,

[1,

[1,

[1,

#

[1,

(o1,

[1,

(o1,

(01,



(1, r1, 1, 6, 1, 11, 11, 1, 1, 1, 11, [I,
(1, 1, [1}
1, [1}
P

0oooo

* (00000 Origin-Realm [J S6a 000000 (ULA) [0

e [0 :overwrite 000000 APN-Configuration-Profile [JJ AVP

00 dictionary [ 000000000 AVP OO

0000 APN O00“internet” 0000 100"ims” 0000 200“sos” 0000 30
00 APN [J00 QoS NUODOOOOAMBROD PDN (000
00000000000000000000000SOSOAPN

00000000 :overwrite[]

* 0000000000 AVPOO APN-Configuration-Profile[]

* 00000000 3GPP 0000

* [ :edit 000000 AVP OO0OO

e 00000 Diameter OO000000S6a [0 :diameter gen 3gpp s6a [

0ooto

* :overwrite (000 AVPOOOOOOOOOO
* AVP [I0000000O00OO

* [000000OOOOOo0Oo0Oa

* 00000000 - Doh0OooOoOo0oon

il

« MVNO [0000000000000000000
OO00C0o00o0OoOO0Oo0a
OO00o0oOobOooOtOoOOon
Ooo00o00o0ooo

00000000 IMSI O00000C00000000000
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Message

¢

Ye
Ye
Ye

®

Apply Rule 1 Action Apply Rule 2 Action Apply Rule 3 Action -
/ Default Behavior:
Stop Processing Standard Routing

or Passthrough



1. 000000000 0000 Doooooa
2. J00000000 match OO0000O0 :allf:any [J :nonef]
3. (000000000 - DO00ooOoa
4. J00000OCO0OOODOO/E00a

Hooon

match JUO000000000

match: :allj[[[© €

OO00000000CR0O0O0O0
DRA (0O00) HSS (0O00)
192.168.1.10 000 i 192.168.1.20

~ -
10.0.0.10

000

10.0.0.20
oo

00000 3 00000 fitlterl AND filter2 AND filter3 JO0000

match: :any[JJ000

Jo00o0oOU0oiOtOo0Oon



Filter 1

*

Filter 2

Yo o)
Filter 3
Y
Yes
/ No

Rule Matches
Apply Action

Rule Fails



00000 3 00000 filterl OR filter2 OR filter3[JO0O0O0OO0

match: :none[ ]

Oo00f0OCOoOOooOtoo0Oo0a



Incoming Diameter

Message
e OmniCore  OmniCall  OmniRAN  OmniCharge Platform i 0000
-
- 5GC« v - - -
Filters Match?
.-o-"'fff- R
e
_— \“\
.f’f} .
—~ ‘Mo
-~ \
i L
Rule 2
v
Filters Match?
T
- .,
./’"jf h
e AN
Yes yd “No
/ N T
Rule 3
Yes
Filters Match?
"IES/ \Nu
v v , v v
Apply Rule 1 Action Apply Rule 2 Action Apply Rule 3 Action No Rules Match

L -

~— s
T _F,f"# L

— | —

”W

Default Behavior:
Standard Routing
or Passthrough

Stop Processing

00000 3 OOOOONOT filterl AND NOT filter2 AND NOT filter3[000000



0ooto

O000000000000C00000O{ :ave, {1, [“valuel®, "value2"]}} 0000 O OOCOOOOO
0000

Joooooo
00 ~r"pattern” 00000000

e ~r"999001.*" -[00 999001 (O IMSI
e ~r"”310[0-9]1{3}.*" - 000000 MNC OO0 IMSI
e ~r" . *test$" - [J00 "test" 0000

Hooo

1. f000O000OoODOO0o0oO

2. J0000000DO0OO0DOo00OoG

3. (J000000000O00000

4. 100000000 rule_name (OO000CO
5. (000000000000C0O0G

Juooda

N0000000000000000000€ € 00000000 Diameter OO000

il

Oo00o0oo0o0oon

module extended metrics:
enabled: true
attach attempt reporting enabled: true



il

0d 0d

enabled 000 true OOOOOOCOO

attach attempt reporting enabled [0 LTE O00000O00OOOS6a AIR/AIAQ

joad

0oooon

0000000000 (AIR) 000 (AIA) 000000 LTE 000000000

Parse error on line 36: ... style Metrics fill: #f3e5f5 style E ---------------mmeemu-
Expecting 'SOLID_OPEN_ARROW!', 'DOTTED_OPEN_ARROW!, 'SOLID_ARROW!',
'‘BIDIRECTIONAL _SOLID_ARROW!', 'DOTTED_ARROW!',

'‘BIDIRECTIONAL DOTTED_ARROW!', 'SOLID_CROSS', 'DOTTED_CROSS',
'SOLID_POINT', 'DOTTED_POINT', got "TXT"

O00attach attempt count

0od
e imsi - 00 IMSIJOOO User-Name AVP - [[] 0
000

e origin_host - (00000000
* result code - HSS 000 Diameter (000

0000

1. 0000 AIROO0O00O 3180S6a 00 16777251 - [0 to0o0ddon
o [O000/0000000C0 1D
o IMSI[JUser-Name AVP [][] 1[]



o Origin-Host[JAVP (@99 264[]
2. 00000000 ETS 0000 TTL

3. (000000 AIA 00000
o 0000 1D 0000

o JO00000AVP 268 0000000 AVP 297(]
o (000 IMSIJorigin host (0000000

il

* 0000000 - fOootoodooootooda

« IMSI 0000 - 000000000000

« 000000 - 0000OOMME/SGSNOOO00000
* (000 - DOO0OO0Oo0a

il

000000 InfluxDB 00000

DRA.Metrics.InfluxDB.write(%{
measurement: "attach attempt count",
fields: %{imsi: "505057000000001"},
tags: %{origin host: "mme-01l.example.com", result code: 2001}

})

0000000 Diameter 000

e 2001 - JOJODIAMETER_SUCCESS[]

e 5001 - JJOOODIAMETER _AUTHENTICATION_REJECTED[]
e 5004 - Diameter AVP [

00 RFC 6733 (00000000000

joad

* 00000000 S6a AIR/AIA OO0 1D 1677725100000 318
+ (000000000000 + 5 000



+ [00000000COD0OD00000000O
* [000000000oO00O

Juonoon

DRA [IIIOO0OO0OOODOOOOOOHOOOOOOOODOOOOOO0OOD0Oa0

i — [0 GSMA FS.19/FS.21 [JO0000biameter JOO00000OO0OCO
1/2/3 00000000OCO00O000ODODOODO00000O AVP OO0

. — 00000000000 VPLMNOOOOODOODOOOOROODOOO

. — 0000 Biameter 0O00000000CO00000C Ske/SLh OO0O0000COO
gd

Prometheus [][]

DRA 00000 Prometheus (000000 Diameter O0000000000CO00000CO0 /metrics
ooooa

[][] Diameter []]
00000
O00diameter peer status J00Gauge O0000000000100000000 OO0

e origin_host - [JJ0 Diameter [
e ip - {000 IP OO

ooo

# 0000000000
diameter peer status{origin host="hss@l.example.com"}

# (00000000
count(diameter peer status == 0)



0ooa

O00diameter peer message count total [J00Counter Q000000000 Diameter [
00 00d

e origin host - 00 Diameter [

* received from - [JI0U00000O0

e application id - Diameter (0 IDOOO [
e cmd code - Diameter 000000 0

e application name - J0000000000“3GPP_S6a”[]
e cmd_name - (0000000000 AIR™[

e direction - "request" [] "response”

0o

# 0000 MME [0 Sea AIR 00O
rate(diameter peer message count total{

cmd code="318",

direction="request",

origin host="mme0Ol.example.com"
}[5m])

# 00000000
sum by (application name)

(rate(diameter peer message count total[5m]))

000000

O00diameter peer message result code count total [J0Counter 000000000
00 Diameter 0000 00O

* origin host - 00000

e routed to - 0000000

e application id - Diameter [0 ID
e cmd _code - Diameter [[@@ €[]

e application name - 000

e cmd name - [0

e result code - Diameter Q0000000000



ooo

# S6a AIR 00000
rate(diameter peer message result code count total{

cmd code="318",
result code="2001"
}[5m])

# 00000000
sum by (result code) (

rate(diameter peer message result code count total{
result code!="2001"
}[5m])
)

0oooooa

e 2001 - DIAMETER_SUCCESS

* 3002 - DIAMETER_UNABLE_TO_DELIVER

* 3003 - DIAMETER_REALM_NOT_SERVED

e 3004 - DIAMETER_TOO_BUSY

* 5001 - DIAMETER_AUTHENTICATION_REJECTED
* 5004 - DIAMETER_INVALID_AVP_VALUE

e 5012 - DIAMETER_UNABLE_TO_COMPLY

0o

O00diameter peer last response delay [J0Gauge J000000O000O0OO0OODRA - [
00 = DRA[ 000

e origin host - 00000
* routed_to - JUO0OOOOO
e application name - [J00

e cmd name - [0

0o



# [0 HSS 0000000
avg(diameter peer last response delay{routed to="hssOl.example.com"})

# S6a [J P95 OO0
histogram quantile(0.95,

rate(diameter peer last response delay{application name="3GPP S6a")
[5m])

)

0oooon

O00diameter peer unanswered request count total [JJCounter OO00000000
0000000 0o

e origin host - 0000

* routed to - JJ0000O0O

e application id - Diameter ] ID
e cmd code - Diameter 000

e application name - (000

e cmd_name - 0000

0o

# 00000000
rate(diameter peer unanswered request count total[5m])

# 000000
topk(5, sum by (routed to) (

rate(diameter peer unanswered request count total[5m])
))

0oo0oooo

O00diameter peer unauthorized connection count total [JO0Counter O00000
0000000000 0o

e origin_host - (0000000000
e supported applications - J000000000CO



* peer_ip - 0000 IP OO

0o

# 1000000
rate(diameter peer unauthorized connection count total[5m])

# 00000000
diameter peer unauthorized connection count total > 0

Jooooooo

0000

O00diameter advanced routing drop count total [JOJ0Counter 00000000
:drop 0000 €<€00000000 000

application id - Diameter [J[] ID
cmd code - Diameter (000

application name - [J000
cmd name - 000

0o

# (0000000
sum by (cmd name) (

rate(diameter advanced routing drop count total[5m])
)

# 00000
sum(rate(diameter advanced routing drop count total[5m]))

0oooooo

e 0000000 route: :drop
* 0000000
* JO0000O00CO0



* [0 Erlang Diameter :discard [
* 00 00000

0ooa

O00diameter advanced routing error count total [JJ0Counter 00000000
{:error, result code} 000000000 OOO

e result code - [ Diameter Q000
e application id - Diameter [JJ ID
e cmd_code - Diameter 000

e application name - [J000

e cmd name - [0

0o

# 000000000

sum by (result code) (
rate(diameter advanced routing error count total[5m])
)

# DIAMETER TOO BUSY [

rate(diameter advanced routing error count total{
result code="3004"

}[5m])

# 00000000
diameter advanced routing error_count total{

result code="3004"
} > 100

k%



(SoR)

0000 (SoR) OO0 HPLMN 00000000000 VPLMNOOOODOOOOOO VPLMN OO0OODRA 000
S6a 00000 (ULR) OO DIAMETER_ERROR_ROAMING_NOT_ALLOWED (5004)

0000000 VE 00000D00000000000000 VPLMNQ

000000000D0OR000000D0 VPLMNOUOOOOOOOODODOoooO

SoR [] 0 0ooa

Juoa

0000 DRA 0000CCO000000000OCCOO00 Ssea 0oooto (OO 1D 1677725100000 316)0
nooooooobooooooa
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ire OmniCore

OmniCall

OmniRAN  OmniCharge Platform

+ 5LHGCw v v - -
|
56a ULR?
Yes
= Origin-Realm
imjnpreferred_wvplmns?
Yes
MNo
Pass Through IMSI seen before?

No - First attempt Yes - Retry attempt

Reject with
5004\nRecord IMSI

Allow Through\nClear
IMSI record

-

Cantinna telnAduanecad

Xa 0000+



(T R LW LN KW T T AW L SRRV

Routing

HooUbbotooood

UE MME (Non-Preferred VPLMN)

AN

S6a Update-Location-Request

Attach Request

Origin-Realm not in preferred_vplmns

IMSI not seen before - record rejection

Update-Location-Answer (5004)

Attach Reject

’ UE detaches and scans for preferred VPLMN ‘

U E

MME (Non-Preferred VPLMN)

omniDRA HSS

Jo0o0o0oooon

UE MME (Mon-Preferred VPLMN) omniDRA H55

Attach Request

v

S6a Update-Location-Request

-
Origin-Realm not in prefermed_vplmns
b

P —

IMSI not seen before - record rejection

o
- Update-Location-Answer (5004)
" Attach Reject )
UE detaches and scans for preferred VELMN
UE MME {Mon-Preferred VPLMN) omniDRA H5S

Juo

N00000000€ €< 00000000000000 SeR 000000000000000000000



1

00000 IMSI 0000000D00R0000DOR000000D00R0000 TTL Oo00ooooo
0000 IMSI OO max_rejections (0000000 VLR O0000CO0OOCOO0COOOOO

000 TTL 000000000 VLR O00D000OOD0OCO00O000OCO000n IMST 000 ULR 00000000
Oo0oooo0

[

0000 config/runtime.exs [] module roaming steering 00000

module roaming steering: %{

# 000000
enabled: false,

# 0000000000

max_rejections: 1,

# 0000 IMSI 00000000000
rejection ttl seconds: 300,

# 0000000000000
rejection result code: 5004,

# (0000 VPLMN [J Origin-Realm [0
# 0000000 VLR 0O0000OCO
preferred vplmns: [
"epc.mncOO1.mccOOLl.3gppnetwork.org",
"epc.mnc002.mccOO1.3gppnetwork.org"
]
}



il

0d

enabled

max_rejections

rejection ttl seconds

rejection result code

preferred vplmns

joad

Oo0oooooa

ad

false

300

5004

[]

0o

00000000000000 false OO0OOOOO

00000000DO00O000000 10000 ul
0o

0000 IMSI 000000000000000000C
0000000oD00oo0o0oboooo0oa

O00000000000000 5ee4 000
DIAMETER_ERROR_ROAMING_NO

0o O

0000 VPLMN [J Origin-Realm J00C
Origin-Realm [JOO00 ULR J0000O0OC

0000000000 VPLMN 000000000000CO0ULR 0000 HSSO
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module roaming steering: %{
enabled: true,
max_rejections: 1,
rejection ttl seconds: 300,
rejection result code: 5004,
preferred vplmns: [
"epc.mnc001.mcc310.3gppnetwork.org",
"epc.mnc002.mcc310.3gppnetwork.org"
]
}

00000 00 epc.mnc6603.mcc310.3gppnetwork.org 000000000 MME OO0 ULR 0000
00000 50040VE JO000OO0ODO0O0OO 300 JoD00O00boO VPLMNQOULR 000000

000 O00000D000o0oOotO0o00o0o0
0oooooa

0000000 UE 0000000 VPLMN 000000000000

module roaming steering: %{
enabled: true,
max_rejections: 3,
rejection ttl seconds: 600,
rejection result code: 5004,
preferred vplmns: [

"epc.mnc001.mcc310.3gppnetwork.org"

]

}

00000 O0000000000000OD00000OTTL OO0 600 OoiDootoooo0O

000 OR0000DO0oo0o0otODooDO0o00o0o0



il
00

(: diameter.roaming steering.reject.count
00: 0od

00: 00 SoR 0000 ULR 0000

K

e origin realm - [J00 VPLMN [J Origin-Realm
e result_code - 00000000000
e imsi - JOQ0O0O IMSI

00000 VPLMN[

(: diameter.roaming steering.allow.count
00: 0oo

00: 0 ULR 000000000

g

e origin realm - [J00 VPLMN [J Origin-Realm
e reason - [JJ0000000preferred vplmn [J max rejections reached

e imsi - [J00 IMSIOOOOOO max rejections reached (000

joad

(: diameter.roaming steering.error.count
[0 0o

[0: 00000 SoR 0000000000000

a:

result code - 000000

e application id - 0000 IDOOO0
e cmd_code - 000000000

e application name - (000000

e cmd_name - [JO00000



Hond
000000000000000

00: 000 VPLMN 000000000000000000
oooo:

* rejection ttl seconds J00000000O0000000OO
* max_rejections {000 UE 0000000O0COO

aooo:

1.0 rejection ttl seconds [0 UE 00000
2. [0 max_rejections [0 UE O00O0OOOOCOOOOC

00 VPLMN (000000

00: 000000000 VLR 0000000 50040

oaoo:

e [J00 VPLMN [] Origin-Realm [J{J] preferred vplmns
« Origin-Realm O000000000000CO

aooo:

1. 0 DRA O00000C0OC Origin-Realm [O00
2. 0000 Origin-Realm OO00000 preferred vplmns 000

NN

00: 00000 VPLMN [J ULR 000000000
aooo:

e enabled [J[J[] false
(0000000000000



oooo:

1. 000000 enabled: true
2. 000000000000 DRA

il

Ooon

00 00

5004 DIAMETER ERROR_ROAMING_NOT ALLOWED
S6a [[]

000

. 00 00

316 000000/ MME 00000000 HSS 000

(ULR/ULA) 0000000
[0 1D
ID 00 00

16777251 S6a/S6d MME/SGSN [J HSS O00000000O

ad

0oooon
O
VPLMN

g

ad

0d

ad
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Diameter

OmniDRA 000000 Diameter 000000 GSMA FS.19[]Diameter [J[00v10.00[]
GSMA FS.21[00000000v12.0000000000000 Diameter OO0000000COCO

JO00C0OCNOOUOCOODOOOCOODOOHOOOOdOOOOOOtoO0oD0OE
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e OmniCore  OmniCall  OmniRAN
‘ HSS ‘
I MME ‘
0a00 0d

\ OmniDBEA 000
‘ Oonn

/‘ N

I

\

DI]{I;IZI/‘/J

‘ O00o ‘

DI]D{] \DI]DI]\

v

Diameter [0
(FS.19 [10)

/

OO0

|

I~

OmniCharge  Platform

Xa 0000

- -

TN

\“ 00 PLMN / 00000 ‘

00/ 00 ‘

‘ AVP 00 ‘

-

00/ 00 ‘



00—

I]Dé \
/ -

0000 ‘ 00/ 00

joad

00 Diameter (00000C000000CO00000CO00000CO000000O

0o 0o ad 0d

1 0o0od 0o 0ooooo

2 Diameter [J00 [0 FS.19 0000000

3 AVP [0 00 AVP OOO0OO
4 0000 - (] Diameter [][]
5 NN 00 0o0ooo

0

00000C000000CO00000D0O000000000 Biameter (0000000000000



0o a0 Diameter [[]

LSECTOr, [ Diameter [0 5 \METER UNABLE TO DELIVER
3002} 000 B -
LEGIAIT, ODiameter I ) \METER TOO BUSY
3004} 000 -
{:error, [] Diameter [
DIAMETER APPLICATION UNSUPPORTED
3007} 000 B -
:drop UO0000 Hoo0d
:log only 00000000000 N

Diameter [][][]

Diameter (00000 GSMA FS.19 [] 3.3 [J J00000COO0 Fs.21 0 7 [ 00000000000
JO0OC0O0OOOODOOOOOOOtOoOOoOODOo0Oa

Huoooo

GSMA [][J: FS.1903.3.4 ], FS.21 0 7.3.1 ]

JO0OC0OOOOUODOOOOOOOROOOOOOODOOOOCOOtOodOoiOtOodDodOtoo0oan



poooo:

0d FS.19 (I

[3.3.4,

AVP 0 4.8.1

Session-Id ][] []3.3.4]

NN
Destination- [03.3.4]
Host
00 AVP 00 03.3.50

low layer: %{
enabled: true,

action: {:error, 3002},

ad

00000000000 AVP 00000000 Origin-Host,
Origin-RealmJJJ0 AVP 0000000

00 Session-IdJAVP 263000000000 AvPOOO
O

(000 Destination-Host AVP (0000000000000
Oo000000

H00O000000C AVP 0000000 VLR 0000 User-
Name [] Visited-PLMN-Id[J[]

0d

# AVP [000000000O0OCO (FS.19 0 3.3.4 [0)

# 264 = Origin-Host, 296 = Origin-Realm, 283 = Destination-
Realm, 293 = Destination-Host

single instance avps: [264, 296, 283, 293],

# Session-Id 0000 AVP (RFC 6733 [] 8.8 [])

enforce session id first: true,

# 00000000 Destination-Host (FS.19 [J 3.3.4 [])

reject destination host in answers: true,

# 00000000 AVP (3GPP TS 29.272)

# 1 = User-Name (IMSI), 1407 = Visited-PLMN-Id, 264 = Origin-

Host, 296 = Origin-Realm
mandatory avps: %{

316 => [1, 1407, 264, 296],
318 => [1, 1407, 264, 296]

}
}


https://datatracker.ietf.org/doc/html/rfc6733#section-8.8
https://www.3gpp.org/DynaReport/29272.htm
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00 1 — J00000oood

GSMA []J: FS.1903.3.5[], FS.21 0 7.2.1 ]

00 1 00000000000000000 Bbiameter (000 1D OO0CCOOO00000OOOOCCOOOOOOOOC
S6a 00 Sh 00000000000OOCCCOO000000000000

0000000 FS.19 00000000 biameter O0000000000CCO00000O

OO0OCOOOODOOCOODOOOOtOODOOHOOOOCOOdOodOCOO0oo0Oan

category 1: %{

enabled: true,

action: {:error, 3007},

whitelists: %{
# (00000000 - 000000000 ULR O AIR (FS.19 00 3.3.5 (1)
"restricted-partner.roaming.com" => %{

16 777 251 => [316, 318]

}

# 0000 - 00000COCOOOC sea (OO
all: %{
# S6a/S6d (FS.19 [0 3.3.5 [0, 0 2)
16 777 251 => [316, 317, 318, 319, 320, 321, 323],
# S13 — ME 000 (FS.19 [ 3.3.5 [)
16 777 252 => [324],
# S6c — [0 HSS [J SMS (FS.19 [J 3.3.5.1 )
16 777 312 => [8388647, 8388648],
# SGd — OO MME [J SMS (FS.19 [J 3.3.5.2 [])
16 777 313 => [8388645, 8388646]

00 Seéa/séd [J[:



0ooa

0d ad

316 000000/00 MME - HSS

317 000000/00 HSS - MME

318 0o0000/00 MME - HSS

319 [0000000/OO  HSS -» MME

320 [(U000OCO/OO0 -~ HSS -» MME

321 00 UE O0/00 MME - HSS

323 0oo0/00 MME — HSS

00000000000 1p0Fs.19 0 3.3.5 [f:

0odo 1b

16777251

16777252

16777312

16777313

16777255

16777267

ad 0d

S6a/Séd

S13

S6cC

SGd

SLg

S9

00 2 — 000000000

GSMA [J[J: FS.19[]3.3.6 [, FS.21[] 7.2.2 ]

0o
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00 2 0000000000000C000000000000EO000000000000IMSI 0 User-Name AVP T[]

MSISDN [ AVP 701 (000000000O0OD0ODO00O000 — DODOoOooooOoootoooo0ooo00
0000

HOoC00oobodotioootodooiooobiototoootoog

# (0000000000
home imsi prefixes: ["31338", "31339"],

home msisdn prefixes: ["+1313"],

category 2: %{

enabled: true,

action: {:error, 3002},

# S6a [JOO00O0O0OCOO (FS.19 0O 3.3.6 0O, O 12)
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category 3: %{
enabled: true,
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action: :log only,
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max velocity kmh: 1200,
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enabled: true,
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[:diameter, :firewall, :category 3, :block] N0000000 3 ao
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module topology hiding: %{
enabled: true,
# 000000000 Route-Record AVP (FS.19 [J 2.4 [])
strip route records: true,

# 00000 Origin-Host JO00OOOCO (FS.19 01 3.4 Q1)
rewrite origin host: %{enabled: true, replacement: :self},

# (0000000000
rewrite origin realm: %{enabled: false, replacement: :self},

# [I0O000ODOOOO0O00C0OCO
external peers: :all

}
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module rate limiter: %{
enabled: true,
# 0000000000 (FS.19 00 3.4 ()
default max requests per second: 1000,
default action: {:error, 3004},
# 0000000
peer limits: %{
"high-volume-partner.roaming.com" => %
{max_requests per second: 5000, action: {:error, 3004}},
"restricted-peer.roaming.com" => %{max requests per second:
100, action: :drop}
}
}
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module avp sanitizer: %{
enabled: true,
action: {:error, 3002},
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max_avp nesting depth: 10
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module subscriber lookup: %{

# 000000
enabled: false,

# [0000000000000O00
binding ttl seconds: 86400

}
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enabled: true,
binding ttl seconds: 86400

}

0o

false

86400

ad

0O000000000000 fatse OOOOOO
Oo0o00o0Ot0o0Oon

Oo0O00o0Oo0oNOotooooNOo0OG
000 24 00000000 TTL 00000000
60 [

00000 000000000000 MME/PGW/CSCF 00000 24 000SLg O SLh 000000000000

MMENIOO00O0O0OOODDOO00D0OO00

000 000000 (LCES) 0o0b0ooo GMLC 00000000000 MME 0000000000 MMEQ



0000

000C0000D00000D0oDO0o0000o0

module subscriber lookup: %{
enabled: true,
binding ttl seconds: 3600

}
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