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° POVOOOOOOOOY ID &0
° POOOOOOOOOOOOOO (CER/CEA)

o && & 3GPP & IDs
OO
QCOOOOOOOOOOOOOOOO

QOOOOOD: CODOOOOOOOOOOY

OOQ ID OO: SOOODOOODOOOOOOC

OO0 DRA OO0 OOOODOOODOD (OO0 OD)
OOOOOOY: DRA OOQOOOOOOOOO AVP &©
QOOOD: QOVODOOODOOOOOOOOOOC

OOOOOOOOOOOOO0:

¢ OOVOOOOOODOOODOOOOY

¢ DOVOODOOODOOOOOOOD

¢ DOVOOOOOOOOOOOOOOOOOOOOY
¢ OOVOOOOOODOOODOOOY

QOO OOOOOOOOOS REC 6733 & 6.2 &

OO

OOOOOOOOOOOOOODY peer selection algorithm @&
:random - SOVOOOOOOD (D)

:failover - SO OOOOOOOVOOD (OO D)

QOODOD OOV OOV
OOOOOOOOOOOOO

OO

e OOOO AVP & (OODIMSI OO) OO0
¢ OOOOOOOL AVP &©

¢ DOVOOOOOOOOC

¢ OOVOOOOOOY

QORL & 2RRL OOODDOOOOOOOODDOOOOOOOOOOOOY

&> DRA &

DRA OO0 000000000 OO0ODOOODOOODOOODOOODOOOY
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OO0
%{

host: "dra0l.example.com",

realm: "example.com",

listen ip: "192.168.1.10",

listen port: 3868,

service name: :example dra,

product name: "OmniDRA",

vendor id: 10415,

request timeout: 5000,

peer selection algorithm: :random,

allow undefined peers to connect: false,
log unauthorized peer connection attempts: true,

peers: [
# OOOQ. ..
]
}
DRA @000
OO OO OO
host QOO DRA & Q000 (OOOOOR)
realm &O@ODRA ©
product name &< <& CER/CEA OOOOOOOOQOQ
vendor_id &® @@ RFC 6733 & 5.3.3 & 0000 ID (10415 = 3GPP)
OO
OO OO OO
listen ip OOODRA OOOQOOD [P &

listen port OO O TCP/SCTP ©& (&<©: 3868)
service name && <&@ Erlang @000
request timeout & OO/OOOOOOOOOOOOOOOLY: 5000

OOOOOY

&
S O
& OO Q! trandom (OOOY)

& & failover (QOOOOORD)
: O OOOOOROOOOOOOROR (&
allow undefined peers to connect & &: false)

log unauthorized peer connection attempts 2 OOOOOOROOOOOOY

O®

peer selection algorithm


https://datatracker.ietf.org/doc/html/rfc6733#section-4.3
https://datatracker.ietf.org/doc/html/rfc6733#section-4.3
https://datatracker.ietf.org/doc/html/rfc6733#section-5.3.3

OO0

peers SO DOOODOOOOOOOY

[¢)
%{

host: "mmeOl.operator.com",
realm: "operator.com",

ip: "192.168.1.20",

port: 3868,

transport: :diameter tcp,
tls: false,

initiate connection: false

}
OO
O O&
host QOO OO OO (FQDN) - Q000000000000
realm QRO OROOOR
ip QOO QRO IP O
port OO OOROOOR (OO 3868)
transport O OOOY: :diameter tcp & :diameter sctp
tls OO QO TLS & (OO trued>>>>>® 3869)

initiate connection<®<®

OO

OO (initiate _connection: true)

&®®® (initiate_connection: false)

DRA OO0
DRA &< TCP/SCTP &©

OOOOOOOODRA ©OOOQ

DRA 0000000
DRA &0
& MME®SGSNOP-GW &&

OO0

(o)
%{

host: "dra®l.mvno.example.com",

realm: "mvno.example.com",
listen ip: "10.100.1.10",

OO HSSOPCRF &0 0000

OOOOOOOY® allow _undefined peers to connect:

true: DRA ©000OdOfalse: DRA @000

true
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listen port: 3868,
service name: :mvno dra,
product name: "OmniDRA",
vendor_id: 10415,
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: false,
log unauthorized peer connection attempts: true,
peers: [
# MME - ©& MME ©¢©
%{
host: "mmeOl.operator.example.com",
realm: "operator.example.com",
ip: "10.100.2.15",
port: 3868,
transport: :diameter sctp,
tls: false,
initiate connection: false

’

HSS - DRA &&&@
{

host: "hss0l.mvno.example.com",
realm: "mvno.example.com",

ip: "10.100.3.141",

port: 3868,

transport: :diameter tcp,

tls: false,

initiate connection: true

o° FH -

’

PCRF && TLS - DRA 0000 ¢
{

host: "pcrf@l.mvno.example.com",
realm: "mvno.example.com",
ip: "10.100.3.22",

port: 3869,

transport: :diameter tcp,
tls: true,

initiate connection: true

}
]

}

OO

SO QOOVOOOOOOOOOOODOY host COVOOOOOOOOY
QOO OOOOOOOY CER/CEA OO0

OOOY: DRA OO0 3GPP ©& (& & 3GPP &< 1Ds)

&S&O ID 10415: 3GPP 000000

o° FH -



¢ DOV OO TTL (@ + 5 @)
¢ OOV OOOOOOOOOOOO®peer_selection algorithm @& >SS

OOOOOY

OOQOOOP® allow undefined peers to connect: false

&<¢& log unauthorized peer connection attempts: true &SOQOO®
QOO listen _ip & listen port &OO®

OO TLS Q00000

OO
®® 3GPP ©¢ IDs

& ID OO O
16777251 S6a/S6d MME/SGSN & HSS &00000000
16777252S13/S13'MME & EIR &0 &

16777238 Gx PCEF & PCRF OO0 0000
16777267 S9 & PCRF &&<& PCRF &0
16777272 Sy PCRF & OCS &00©
16777216Cx I-CSCF/S-CSCF & HSS IMS &
16777217 Sh AS & HSS IMS 0000

16777236 SLg MME/SGSN & GMLC &
16777291 SLh GMLC & HSS 000000
16777302 S6m MTC-IWF & HSS/HLR & M2M &&
16777308 S6¢C SMS-SC/IP-SM-GW & HSS SMS &®
16777343 S6t SCEF & HSS ©000©

16777334 Rx AF & PCRF &0

> AVP &&

O AVP && O OO

1 Q0@ UTF8String SO (IMSI © 3GPP @)
264 Origin-Host Diameterldentity &&&OOO®

268 Result-Code Unsigned32 OOOOOR

283 Destination-Realm Diameterldentity &&<¢
293 Destination-Host Diameterldentity &< (&)

296 Origin-Realm Diameterldentity <&
297 Experimental-Result Grouped QOOROOOOR
QOO

QCOOOOOOOOOOOOOOOOH AVPO



OO OO0 &
257CER/CEA OO0 /OO

258 RAR/RAA OO0 OOO/OQ

274 ASR/ASA OOOOOO/OO
275STR/STA OOOOOO/OQ

280 DWR/DWA & OO OO0 /OO
282DPR/DPA &OOOOO/OO

316 ULR/ULA &&0000/0O (S6a)
317CLR/CLA &&00000/0® (S6a)
318AIR/AIA OO OOOOOO/OO (Sba)
321 PUR/PUA && UE ©&/&<& (S6a)

OO

QCOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOY

OO CODOOOODOOODOOOOOOOOOOODOOOOOOOOOOOOOOOOOY - &
O OO

O
QCOOOOOOOOOOOOOOY

dra module advanced routing:
enabled: True
rules:

- rule name: <rule identifier>
match: <match scope>
filters: [<filter list>]
route:

peers: [<peer list>]

OO

O OO

enabled OO True OO

rule_name O OO OOOOR

match OO Y: tall (AND O - QOO0 OOO®), tany (OR OO - OO
OOOOOORY), :none (NOR @& - OO0 D)

filters OOV (OO 20Q)

route.peers QOOOVOOVY (FOOY DRA OOOOOOOOOOOR)OOOOOOOD
:destination _host && S OOR

&&: & route.peers SOROOROOOY
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* & DRA OOOOOOOOO
¢ OOVOODOOODOOODOOOY
¢ DOVOOOOOOOOOOOOOOOOOOOOC

OO
OOOOO

O QOO O QOO OOOOO

* :application_id - @O0 ID (& && 1D &)

o &>&&: {:application id, 16777251} (S6a/S56d)
o &>&®: {:application id, [16777251, 16777252]} (S6a & S6b)

* :command_code - SO OOOO

o &&®: {:command code, 318} (AIR &)
o &&®: {:command code, [317, 318]} (ULR ¢ AIR)

* avp - @O AVP & (OO AVP ©00Q)

o O>QY: {:avp, {296, "epc.mncOOl.mccOO1l.3gppnetwork.org"}}

o OOO®: {:avp, {1, ~r"999001.*"}}

o &OO®: {:avp, {1, ["505057001313606", ~r"999001.*",
~r"505057.*"1}}

o OO (OO®®): {:avp, {264, :any}}

OOOOOOO

OO OO

* :via_peer - Q0000 ®

o O>Q@Y: {:via peer, "omnitouch-lab-
dra®l.epc.mnc00l.mccOO1.3gppnetwork.org"}

o &>&&Y: {:via peer, ["omnitouch-lab-
dra0l.epc.mncO01.mcc001.3gppnetwork.org"”, "omnitouch-lab-
dra02.epc.mnc001l.mcc001.3gppnetwork.org"”]}

o O>&OY: {:via peer, :any}

OOOOOOO

& OO
¢ :to_peer - COOOOOOOOOOOOOD

o O>&&Y: {:to peer, "draOl.omnitouch.com.au"}
o O>&OY: {:to _peer, ["draOl.omnitouch.com.au",



"dra02.omnitouch.com.au"]}
* :from_peer - SOOOOOOOROOOOOY

o &>&&Y: {:from peer, "hss-01l.example.com"}
o &>&&Y: {:from peer, ["hss-01l.example.com",
"hss-02.example.com"]}

* :packet_type - SOQOOO®

o &®: {:packet type, :request}
o &®: {:packet type, :answer}

OOOOOOO

* AVP &O&Q: 000000 AVP (&0 0rigin-Host®Destination-Realm <)

o OOVOO AVPOOOOOO®
o QOVOOOOOROY
o &&O&®: {:avp, {code, value}}

¢ DOVVOY: GOVOOOOOOOY packet_typedood

0o QOOOOOOOY OR & OO
o &&: {:command code, [317, 318]} &0 317 & 318

e OO

° rany - SOOOOOOD AVP &
o &&: {:avp, {264, :any}} &< Origin-Host AVP @000

OO

OO 1: SOOOOO

OOOOOOO DRA OO0

dra module advanced routing:
enabled: True
rules:
- rule name: temporary until cutover s6a via to local hss
match: ":all"
filters:

- '{:application id, 16777251}"'

- '{:via peer, ["omnitouch-lab-
dra0l.epc.mnc001.mcc001.3gppnetwork.org", "omnitouch-lab-
dra02.epc.mncOO1.mccO01.3gppnetwork.org"]}"

- '{:avp, {296, "epc.mncOOl.mccOOl.3gppnetwork.org"}}"



route:
peers: [omnitouch-lab-
hss0l.epc.mnc@O1l.mccO0l.3gppnetwork.org, omnitouch-lab-
hss02.epc.mncOO1.mccO01.3gppnetwork.org]

OO OOOOOO DRA &0 OO® Sba &0 OOO HSS 00O
OQ 2: QOOOOOOOO

O& IMSI OO OOOOO

dra module advanced routing:
enabled: True
rules:
- rule name: inbound s6a roaming to dcc
match: ":all"
filters:
- '{:application id, 16777251}'
- '{:avp, {296, "epc.mncOO0l.mccOO1l.3gppnetwork.org"}}"
- '{:avp, {1, ["5065571234567", ~r"999001.*"]}}"'
route:
peers: [dra@l.omnitouch.com.au, dra@2.omnitouch.com.au]

OO OOV Origin-Realm & S6a &OOOOS IMSI QOO0 DRA &0
&O@ 3: & :destination_host & Q&S

QOOOOOOOOY AVP OO0 000

dra module advanced routing:
enabled: True
rules:
- rule name: route to specified destination host
match: ":all"
filters:
- '{:avp, {1, [~r"90199.*"]}}' # && IMSI ©®

route: :destination host

OO0

¢ OOOOOOOOOOOOOOD AVP (293) OO0
¢ OOOOOD AVP OO0 ODOOODOOODOOOD
¢ OOVOODOOODOOODOOOOD




OOOOOO

OOOOOOOOOOOOOOOOOODOO AVPOOOOODOOODOOODOL QOO

&
QODOOOOOOOOD

dra module advanced transform:
enabled: True
rules:
- rule name: <rule identifier>
match: <match scope>
filters: [<filter list>]
transform:
action: <transform action>
avps: [<avp modifications>]

Q&
O O
enabled QOO True QOO
rule name OOOOOOOOOO
match QOOOORY: rall (AND &), :any (OR &), :none (NOR ¢
Q) - &
filters QOOODOD (OO OO R)

transform.action®®&® (:edit, : remove, & :overwrite)
transform.avps <& &S AVP & (& AVP &)

OO
OO (OOOQ)

* :edit - OO AVP &
o SOOOOOOOY AVP
o OO AVP @000
* :remove - SO>SO AVP
e :overwrite - ®®&& AVP &
o OOOOOOROYY dictionary OO :diameter gen 3gpp s6a®

OO (OOOQ)

e :remove - SOOOO> AVP
e :overwrite - ®&&& AVP &
o && dictionary ©&



QO QOODOOOODOOOODOODOOOODOOOC

AVP 0000
SOV

 {:avp, {<code>, <new value>}} - & AVP &&&&&
&> AVP:

e {:avp, {<code>, :any}} -< ID && AVPOOOOOOOOOOOY
o &&: @ avp id SOROOOOR AVP OO0

OOOOOOOD:

transform: %{

action: :overwrite,

dictionary: :diameter gen 3gpp sb6ba,

avps: [{:avp, {:"sb6ba Supported-Features", {:"sba Supported-
Features", 10415, 1, 3221225470, []}}}]

}
OO0

OO 1: OOOOOOO0

QCOOOOOOOOOOOOOOOY

dra module advanced transform:
enabled: True
rules:
- rule name: rewrite s6a destination realm for Operator X
match: ":all"
filters:
- '{:to peer, ["draOl.omnitouch.com.au",
"dra®2.omnitouch.com.au"]}"'
- '{:avp, {296, "epc.mncOOl.mccO01.3gppnetwork.org"}}"
- '"{:avp, {1, [~r"9999999.*"]}}'
transform:
action: ":edit"
avps:
- '{:avp, {283, "epc.mnc999.mcc999.3gppnetwork.org"}}"

OOOY: & Sba SO OOOO DRA OO IMSI &< Operator X OO0
OO



OO 2: QOO0

dra module advanced transform:
enabled: True
rules:
- rule_name:
rewrite s6a destination realm for roaming partner ausie
match: ":all"
filters:
- '{:to_peer, ["draOl.omnitouch.com.au",
"dra02.omnitouch.com.au"]}"
- '{:avp, {296, "epc.mncO57.mcc505.3gppnetwork.org"}}"
- '{:avp, {1, [~r"50557.*"]}}"'
transform:
action: ":edit"
avps:
- '{:avp, {283, "epc.mncO30.mcc310.3gppnetwork.org"}}"

OO0 & IMSI OOOOOY IMSI OO OOOOOOOOOOOOOOOOOOOOOOD
OOOOY

& 3: MVNO ©0@

dra module advanced transform:
enabled: True
rules:
- rule name: rewrite s6a destination realm for single sub
match: ":all"
filters:
- '{:to_peer, ["draOl.omnitouch.com.au",
"dra02.omnitouch.com.au"]}"
- '{:avp, {296, "epc.mncOOl.mccOOl.3gppnetwork.org"}}"
- '"{:avp, {1, ["505057000003606"]}}' # && IMSI &<&
transform:
action: ":edit"
avps:
- '"{:avp, {283, "epc.mncOOl.mccOOl.3gppnetwork.org"}}"

OOOR: OO MVNO OO0 OOOOOOOOOOOY
OQ 4: CODOOOOOOOOOOO

QCOOOOOOOOOOOO

dra module advanced transform:
enabled: True
rules:
- rule name: Tutorial Rule AIR



match: ":all"
filters:

- '{:application id, 16777251}

- '{:command code, 318}"

- '{:packet type, :request}’

- '"{:avp, {1, "999999000000001"}}"

- '"{:avp, {264, :any}}' # Origin-Host & OO OOOOOOY
transform:

action: ":edit"

avps:

- '"{ravp, {1, "999999000000002"}}"

OO0

OO Sb6a AIR QOO ODOOOOY

OO (AVP 1) &< "999999000000001"
&< Origin-Host (AVP 264) Q000000 0Q
QOO "999999000000002"

OO AVP SO0 00O00®

&& 5: & AVP

OOOOOOOO AVPO

dra module advanced transform:
enabled: True
rules:
- rule name: remove user _name_avp
match: ":all"

filters:

- '"{:application id, 16777251}"'
transform:

action: ":remove"

avps:

- '{ravp, {1, :any}}' # OOOOOOOOOO®
OO &Y Sba OOCOOOOD AVP (&1 1) %

OD 6: COOOOOOOO AVP

QOOOOOOOOOOOOOOOD AVPO

dra module advanced transform:
enabled: True
rules:
- rule name: add sos apn to ula
match: ":all"
filters:



- '{:application id, 16777251} # S6a/S6d

- '{:command code, 316} # ULA (OO0 Q)

- '{:packet type, :answer}' # OOOQ

- '{:avp, {296, "epc.mncOOl.mccOOl.3gppnetwork.org"}}' #
Origin-Realm

transform:
action: ":overwrite"
dictionary: ":diameter gen 3gpp s6a"
avps:

- '{:avp, {:"sb6ba APN-Configuration-Profile",
{:"s6a APN-Configuration-Profile", 1, 0, [
{:"s6ba APN-Configuration", 1, 0, "internet", [],
[{:"sba EPS-Subscribed-QoS-Profile", 9,
{:"sba Allocation-Retention-Priority", 1, [0],
(01, [1}, [1}1,
(11, 1, [1, [1]1, ["6800"],
[{:s6ba AMBR, 4200000000, 4200000000, [], [1, [I1}],
Ol 0, D Oy D0y Iy Dy 00y [y Tl L, B, I,
(1, [1},
{:"sba APN-Configuration", 2, 0, "ims", T[],
[{:"sba EPS-Subscribed-QoS-Profile", 5,
{:"s6a Allocation-Retention-Priority", 1, [0O],
(11, [1}, [1}1,
(er, i1, [1, [1], ["6800"],
[{:sba AMBR, 4200000000, 4200000000, [1, [1,

(1, 1, 1, 11, 1, 1, 1, 1, o, 1, 11, [

}

e ——

1}1,
’ []’
(1, [1},
{:"s6a_APN-Configuration", 3, 0, "sos", [],
[{:"sba EPS-Subscribed-QoS-Profile", 5,
{:"sba Allocation-Retention-Priority", 1, [0],

(11, [1}, [1}1,

(11, 1, (1, [1], ["6800"],

[{:s6a AMBR, 4200000000, 4200000000, [], [I, [1}

1,
(1, 1, ri, ti, 11, t1, t1, t1, t1, r1, r1, r1, ri1,

1, [1}
HH

(1, [1}

OO

QOO Y® Origin-Realm ¢ S6a &0 (ULA) ©

& :overwrite €O APN-Configuration-Profile ©<& AVP

&& dictionary && OOOOOOOOOD AVP &&

SOO® APN ©&: "internet" (&< 1)&"ims" (&< 2) & "sos" (&< 3)
& APN && QoS 00000 (AMBR) & PDN &0
QOVOODOOOOOOOOOOOOOOY (S0S) APN &0 &

SO overwrite &G



QOROOOOOOOOY AVPO® APN-Configuration-Profile®
OOOOOOROY 3GPP ©00®

& 1edit QOOOOS AVP OO0 @

OORROOOOROOOPS6a & :diameter gen 3gpp sba @&

SO0

* :overwrite SOOO AVPOOOOOOOOOQ
e AVP OO0 000000

¢ DOVOOOOOOOOOOOOOOO

¢ COVOOVDOD - POVVOVOVVOOVRD

OO

MVNO &&: Q00D OOOO000OOOOOY

QOO GOV DOOOOOOOOY

OO COVOODOOOOOOOOOOOY

QOO COOOOOOOC

OOOOD: OO IMSI OOOOOOOOOODOOOOOO

OO

QOO OO O OO OO

OO
1. SOOODOODOOORROROOOOOY
2. OOOROOOO® match OO OR @ :alld:any & :noned

3. OOOOOODOD - SOOOOOOO
4, QOODOOODOOODOOOD/OOO

OO

match SO OOOOOOOOO

match: :all (AND &)

02020202 OTOTOLOTOLOLOLOTOLOTOLOS
O & 3 &> filterl AND filter2 AND filter3 &0

match: :any (OR &)

QOOOOOOOOOOOOOOOOOD
Q@ &@ 3 00O filterl OR filter2 OR filter3 (OOQQOR)Q



match: :none (NOR &®)

QCOOOOOOOOOOOOOOOOOOOY

O & 3 OO ONOT filterl AND NOT filter2 AND NOT filter3 (&
)&

OO0

QOOVOOOOOOOOOOOOOOY]{tavp, {1, ["valuel", "value2"]}}0O0OC
OR OO0

QOO
Q& ~r"pattern” SOOOOOOOR

e ~r'"999001.*" - &% 999001 ©&<& IMSI
e ~r""310[0-9]{3}.*" - &SO>S MNC &&<& IMSI
o ~r".*test$" - SO "test" OO

OO0

QOO QOVOODOOOOOOOOOY

OO SOOOOOOOOOOOOOOOOOY
OO QOODOOODOOOOO

OO: OOV rule name SOOOOOOY
OO QOODOOOODOOOOO

Al S

OOOOOO

OOOOOOOOOOODOOODOOODOOODOOOOOOOOOOOY

O
QCOOOOOOOOOOOO

module extended metrics:
enabled: true
attach attempt reporting enabled: true

OO

O O
enabled OO true SOOOOOOOY



OO OO
attach attempt reporting enabled®&<& LTE &&&<& (S6a AIR/AIA) OOOOOS

OO0
OO

QOROROOROOOOOY (AIR) @& (AIA) OO ORORD LTE 00000000
&®: attach_attempt count
O
e imsi - & IMSI (& AVP - && AVP &@)
O

* origin_host - OOOOOOOOR
* result code - HSS OOOOOOOOOQ

OO

1. ®&&® AIR (000 QO® 3180S6a & 16777251 - & & IDs) OGO
0o SOOI ID
o IMSI (€& AVP && 1)
o QOrigin-Host (AVP &<& 264)
. OO ® ETS &0 TTL
OOOOOR AIA OO
o QOO ID O
o SOOOOY (AVP 268 000000 AVP 297)
o & IMSI®origin host @& OOOOOR

WN

OO

OOOOVOD - COVOOOOOOOOOOOOOOC
IMSI QOO0 - SOODOOOOOOOD
SOOOOY - OO (MME/SGSN) OO0
QOO - COOOOOOOOOY

O
OO0 InfluxDB OO0

DRA.Metrics.InfluxDB.write (%
measurement: "attach attempt count”,
fields: %{imsi: "505057000000001"},
tags: %{origin host: "mme-0l.example.com", result code: 2001}

})



QODOOOOOOOOD

2001 - & (DIAMETER SUCCESS)

5001 - &> (DIAMETER AUTHENTICATION REJECTED)
5004 - && AVP &0

QOO OOOOOY RFC 6733

OO0

¢ OOOOOOOOY Sba AIR/AIA & (&< ID 167772510000 318)
¢ OOVOOOOOOOOOOD + 5 OO

¢ DOVOOOOOOOOOOOOOOOOOOOOC

¢ DOVOODOOODOOOOY

OO

OO

QOODOOOOOOOY

OO AVP OO0 00000000 OOOOD AVP 00000
OOODOOODOOODOD LOOOOOOY
OOOOOOY match SO OOOO OOV

O QCOOOOOOOOOOOOOOOY

OO

OOODOV - OO
QOOODOOOOOOOO
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