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]
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]
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auth rate limit per ip: 10,
auth rate limit ip block ms: 300 000,
auth rate limit per imsi: 5,
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# > GeoIP (ol 9| JShiu Jbss)
geoip enabled: true,

geoip mode: :whitelist,

geoip countries: ["AU", "NZ"]
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wallosioll

i IKEV2 (ol )

doMw IKEV2 (ol jJl)

PRF IKEV2 (sl 3J])

DH IKEV2 (ool 3J])

Jeiiss ESP (ool ])

aoMaw ESP (ol 1)

EAP-AKA

EAP-AKA'

aro i lol

AES-CBC-128

HMAC-SHA2-256-128

PRF-HMAC-SHA-256

14 acg0=oll (MODP-2048)

AES-CBC-128/256

HMAC-SHA2-256-128

RFC 4187

RFC 5448

all=dl

V p9Eo

V (olisl) posao

7 (ol 581) pye e

v (ol ,idl) pgeao

/ p9Ee

v (iol,i8l) pg o

v syl o

Olgic glgil PDP (giog GTP laas)

o3 OMNIEPDG ¢lgis glgil PDP 3 (8 320 o0 LS aJlill

giog 9 VPN slic javaxi pi owws IPV4 ddxoll acgozoll (o lads,

ggull o gll
> IPv4
IPv4 Jb
> IPv6
IPv6 Jo

IPV4ve  zgoj0 Jolb

Gauii PAA GTPv2-C

olsic IPV4 4 cul,

Olsic + cul 1 &oL Jgbbo IPV6 16 il

olgie + cul 1 abl Jsb IPV6 16 plgic + ol IPV4 4
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s iy OMNIEPDG Lue config/runtime.exs wlugSil oz cl)z] pi . aidl ol usiog
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oSl JSun

config/*.exs

[KEwZ Server VPN Mode Diameter

UDF 500/4500 SCTR/TCP

UE vpn_mode HS55

gtp’ simple
v v
GTP Stack Simple VPN
(PGW tunneling) (IP Pool + TUN)

License Client

9 wlugSil gro> ¢l 2| oy config/runtime.exs. sy e calall oo 5¢l,6 oi

OMNIEPDG wlgls (é shsall wlajoill atdl ol pusio Jlaiwl o,



# config/runtime.exs
config :omniepdg,
# ool ololac] IKEV2
listen ip: {0, 0, 0, 0},
port 500: 500,
port 4500: 4500,

# giog VPN: :simple (sl=e &l a>l) ol :gtp (PGW .c GTP-C)
vpn _mode: :simple,

# gog ololac] VPN bpwJlI
simple vpn: [
pool ipv4: "10.45.0.0/16",
pool ipv6: "2001:db8::/32",
dns servers ipv4: ["8.8.8.8", "8.8.4.4"],
dns servers ipv6: ["2001:4860:4860::8888",
"2001:4860:4860::8844"]
]

# pSoudl dzs] oS
config :control panel,
parent application: :omniepdg,
parent application readable name: "OmniEPDG",
use additional pages: [
{OmniEpdg.Web.DashboardLive, "/", "Dashboard"},
{OmniEpdg.Web.SessionsLive, "/sessions", "Sessions"},
{OmniEpdg.Web.DiameterLive, "/diameter", "Diameter"}

]

# » 955 Diameter (runtime.exs)
config :diameter_ex,
diameter: %{
service name: :omniepdg,
listen ip: "0.0.0.0",
listen port: 3868,
host: "epdg",
realm: "epc.mnc0O0l.mcc001.3gppnetwork.org",
product name: "OmniEPDG",
vendor id: 10415,
applications: [
%{application name: :swx, application id: 16 777 265,



vendor id: 10415},
%{application name: :s6b, application id: 16 777 272,
vendor_id: 10415}
1,

peers: [
%{host: "hss", ip: "127.0.0.1", port: 3868, transport: :tcp}
]

# guz il Juee 0S5 (runtime.exs)

config :license client,
server_url: "https://license.example.com/api",
product: "omniepdg"

0315 wlolzo IKEV2

0315 Jolsi, IKEV2 dg2lg g0 SWU u UES ¢ OMNIEPDG. Glail slgily poiy IPSeC poig
a8>lany EAP-AKA.



listen ip

port 500

port 4500

cert file

eoull

Tuple

Integer

Integer

String

ol iVl

{6, 0, 0, 0}

500

4500

/etc/omniepdg/cert



aolzoll goidl  wollao ol ioV

key file String oR /etc/omniepdg/cert

session inactivity timeout ms Integer Y 300000

adsLooll Hlol wlelro

asai OMNIEPDG . sl ax)l Jouooll (8 aSxilly dosilall 9a)l loxd xio dxoro wlo>
alads 5y e Joanll e,

Jazall suou wleleo



config :omniepdg,
# JSJ Joszod|l o= IP
auth rate limit per ip: 10,
auth rate limit ip window ms: 60 000,
auth rate limit ip block ms: 300 000,

# JSJ Josod| o= IMSI

auth rate limit per imsi: 5,

auth rate limit imsi window ms: 60 000,
auth rate limit imsi block ms: 600 000



auth rate limit per ip

auth rate limit ip window ms

auth rate limit ip block ms

auth rate limit per imsi

auth rate limit imsi window_ms

|

Integer

Integer

Integer

Integer

Integer

wolloo ol a9Vl

y 10

y 60000
y 300000
y 5

Y 60000

IPs

5) duis

uadVl
oYl
a9>Lbao
alilaJl
IMSI
Slaxll.

639U



aolzoll goidl  wollae  wuolidVl iuogl

wEY

IMSI
(ol
awl).

auth rate limit imsi block ms Integer Y 600000

wlolzo GeolP

config :omniepdg,
geoip enabled: false,
geoip database path: "/etc/omniepdg/GeoLite2-Country.mmdb",
geoip mode: :whitelist,
geoip countries: ["AU", "NZ"],
geoip allow unknown: false,
geoip fail open: true



geoip enabled

geoip database path

geoip mode

geoip countries

geoip allow unknown

Boolean

String

Atom

List

Boolean

ol iVl

false

"/etc/omniepdg/GeolLite2-
Country.mmdb"

:whitelist

[]

mode-dependent

vy U

r

_ /~ N N — r.



aolzoll eoidl  wolloo ol iVl

geoip fail open Boolean Y true

aiog ,Lisl VPN

aolaadl g9l  wollas  uolisVI ainll janio o gl

Juind| giog:
:simple
wI=xadl 3L,
agzly e
TUN. :gtp
s Jaisll
PGW juc
GTPv2-
C/GTP-U. g>l,

vpn _mode  Atom Y :simple EPDG_VPN_MODE

ol Jouaxll
d-l-m- . aJJLa—o-

wlolso VPN alosuus

weS aliS oS simple vpn Lawaxi 9 [P gDNS giogl VPN o . lowwd] OMniEPDG



config :omniepdg,
simple vpn: [

pool ipv4: "10.45.0.0/16",

pool ipv6: "2001:db8::/32",

dns servers ipv4: ["8.8.8.8", "8.8.4.4"],

dns servers ipv6: ["2001:4860:4860::8888",
"2001:4860:4860::8844"],

p cscf ipv4: ["10.4.12.165"],

p _cscf ipv6e: [],

mtu: 1400,

nat_enabled: true



pool ipv4

pool ipv6

dns servers ipv4

dns servers ipv6

p cscf ipv4

ggall

String

String

List

List

List

ol 9Vl

"10.45.0.0/16"

"2001:db8::/32"

["8.8.8.8", "8.8.4.4"]

["2001:4860:4860::8888",
"2001:4860:4860::8844"]

[]

IPv6

CIDF

pols:
IPv6

do.
UEs
PCO

o29li
IPv4



aolxall godl  wolloo P JPSV] -

CSsC
Prox
VoW
J do.
UEs

IMS.

ol
IPv6
p cscf ipv6 List y [1 CSC
Prox
VoW

mtu Integer y 1400 peri]

nat enabled Boolean Y true

wlodzo Diameter

PSS oSy Diameter wlg=lg 9 SWx (HSS) ¢S6b (PGW). y6S5 boaic
diameter enabled true. i OMNIEPDG aosS Diameter aigSull o8Il Juaiys.



config :diameter ex,
diameter: %{
service name: :omniepdg,
listen ip: "0.0.0.0",
listen port: 3868,
host: "epdg",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",
product name: "OmniEPDG",
vendor id: 10415,
applications: [
%{application_name: :swx, application id: 16 777 265,
vendor _id: 10415},
%{application name: :s6b, application id: 16 777 272,
vendor_id: 10415}
1,
peers: [
%{host: "hss", ip: "10.74.0.21", port: 3868, transport:
:tep}
]

aoxll wloleo



service name

listen ip

listen port

host

realm

ol

Atom

String

Integer

String

String

Y

O

o

P PTY

:omniepdg

"0.0.0.0"

3868

Ilepdg n

“epc.mncO01.mccOO1.3gppnetwork.org"”



aolzoll godl  wollao ol a8Vl

product name  String y "OmniEPDG"
vendor id Integer Y 10415
09Vl wlolso

dnsls 8 JBo] JS peers ulai Jlasl sax, Diameter (J] 85le HSS).



aol=oll €oull wolloo ol 9Vl

host String oR - HSS HOST

ip String Py - HSS IP

port Integer Y 3868 HSS PORT

transport  Atom y 1tep =
wloulaill wls 4o

Sulaidl 9 noll &ldl 9,0 ag=>lgll

SWx 16777265 10415 ePDG « HSS

S6b 16777272 10415 AAA & PGW

vor yill Jaos (H19i

im0 o ezl Jiat six OMNIEPDG Laws,ill pols Jlio.

config :license client,
server _url: "https://license.example.com/api”,
product: "omniepdg"

o gll

rloi g
Diameter
(Origin-Host).
go Sl Ol
a5 Sl gl

olgic 1P ulaill
JLas¥ TCP/SCTP.

daio Diameter

Jadl JgSgig !
1tep si :sctp.
&= ,oll


https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm

aolzoll eoidl  wollos  uolioVl

server url String s -

product String Y "omniepdg"”

eSoull azgl 9SS

6,1o01s aslyall wlxs cugll e pSxill a>g) L9,

config :control panel,
port: 4000

aolaadl  godl  wgllae ol iVl

LICENSE SERVER URL  ag>ls

port Integer Y 4000 CONTROL_PANEL PORT

duo =l



ownles ()u95 Prometheus

e OMNIEPDG juwlao Prometheus jue HTTP awidly ausl ol

config :omniepdg,
prometheus: %{

port: 9568
}
aolsnoll goull volloe  (sinl,i9VI aindl jasio o gll
aio HTTP
ale alasil
port Integer Y 9568 PROMETHEUS PORT = Luwléo
Prometheus

(/metrics).

aiog pmall gumliall

(oYL acgoare) andl puulio:

epdg ikev2 session initiated count - w¥sli IKE_SA INIT wlay il

e epdg ikev2 session_established count - clis] o5 IKE SAS gzl

* epdg ikev2 session failed count - sbiu| Juiws IKE SA (cuwnd] con>)
* epdg eap identity count - ag» wlll EAP

e epdg eap aka challenge count - wlax EAP-AKA alw .l

* epdg eap aka success count - wlérbas zl EAP-AKA

* epdg eap aka failure count - wlirbas Juws EAP-AKA (cud] cun>)
e epdg eap aka sync failure count - aoljo Juins SQN J EAP-AKA

* epdg diameter swx mar count - wllb Multimedia-Auth (axuill cuus)

* epdg diameter swx sar count - wllb Server-Assignment (cuu>
azull)

* epdg diameter s6b aar count - wllall AA cun>) lgro Jolaidl o5 il

epdg diameter s6b str count - awlxll clg] wllb



* epdg session created count - kjlis] o il wluwd=xll (cuw> vpn_mode)
e epdg session terminated count - (cuuwdl cuns) bsle] o5 il wludxl

* epdg_esp packets in count - pj> ESP lo e s o5 il

* epdg esp packets out count - pj> ESP b i o5 il

e epdg_ip_allocated count - ;yolic IP (goidl cun>) daanaxoll

* epdg ip released count - guglic IP (g5l comz) =i o5 il

(silgi 5 JS rglotiwl piz) gubiadl guulis:

epdg sessions active count - aoidl wluwdxdl Jlo>|

* epdg sessions by state count - db cuu> wlwlxll FSM

e epdg ip pool allocated count - IPs Wb daaaxoll

e epdg ip pool available count - IPs écgoxoll (8 a>lioll

* epdg ip pool utilization ratio - (1.0-0.0) acgoxall ploiw! dawus
* epdg diameter swx pending count - wldl SWx aalsoll

epdg diameter s6b active sessions count - J aauuil wluwd=ll S6b

(V9oSIl gais) ol e gimugll yuulas:

e epdg auth duration ms - ablSJl aésLanll §93 830
* epdg diameter swx mar latency ms - alziwl oo MAR
* epdg diameter swx sar latency ms - alziwl oo SAR

e epdg session duration seconds - auwlxll jac

* vm memory total - &5 (J>] VM

e vm _memory processes - wllasll 8,515

e vm _memory binary - olsldl 8,515

e vm memory ets - Jga> 8,515 ETS

e vm system info process count - &, oldasll
e vm system info port count - a>giasll 39l

e vm statistics run queue - Jgazoll Jusuini aosls

sbogiwl Hu95i Prometheus



scrape configs:

- job name: 'omniepdg'

static configs:
- targets:

algall gz 5o

e Mgo aroz FSM Jguanll alldl eI lewd jlaiis il sanll (a8 03d pSoxis .6 pisise auls ol
aLisls b, Licl Ls o blxiwl wle.

als| 10,000
GTP ms
alz| 10,000
SWm ms
il 10,000
S6b ms

ool

GTP

Lo MS

GTP

['localhost:9568']

O bl

ePDG UE
FSM

ePDG UE
FSM

AAA UE
FSM

aindl ol aiio g po

w9 aid| wl ko 8¢l,9 oy config/runtime.exs o> il wdg 9 davol 9V eudll j9lzg.

o gll

aliwY eV (uasVl axJl GTPV2-
C Create/Delete Session (o PGW.

alxiwY HUasW (uasYl =l
Diameter SWm aJ=1.J| (DER/DEA.
STR/STA).

alawy HUa wwadY| Al
Diameter S6b (ASR/ASA).



@315 IKEV2

o]l

EPDG_LISTEN IP

EPDG PORT 500

EPDG PORT 4500

EPDG_CERT FILE

EPDG KEY FILE

ol iVl

"0.0.0.0"

IISOOII

“4500"

"/etc/omniepdg/certs/epdg.crt”

"/etc/omniepdg/certs/epdg.key"

EPDG SESSION TIMEOUT  "300000"

&iog VPN

EPDG VPN _MODE

wuolioVI o gll

"simple" &iog VPN: "simple" ST "gtp".

o oll

o, olsis
ool5 IKEV2
(S as Ganniis
Jio dosiio
10.0.0.1"").

J9S 959 daio
IKE.

3aio IKE NAT-
Traversal.

Il lua]l

,o.)L> 6.)[.@.&
IKEv2 (PEM).

Il o]l
ool zlissll
o505 IKEV2
(PEM).

pas algo
all) Lo L
awl (lialL.



Diameter

o]l

DIA LISTEN IP

DIA LISTEN PORT

DIA HOST

DIA REALM

"0.0.0.0"

*3868"

Ilepdg n

"epc.mnc001.mccOO1.3gppnetwork.org"

sasiall ol oVl

HSS HOST "hss™"

HSS IP “127.0.0.1"

HSS PORT "3868"

agd Diameter J HSS (Origin-Host).

daio Diameter J HSS.

ol 9Vl

o gll

olgis IP J HSS.

ool

o, olsis
&ai.w..n.”

Diameter.

goiuual | iio

Diameter.

Diameter
Origin-Host
(Olas pg).

Diameter
Origin-
Realm.



ounlially (oSl a>gl 1yous il
aiiall ol a9Vl ol

Ulsie URL oo wlanlni axo v ag>lg)

LICENSE_SERVER URL -
- - (wsllao) paw il

CONTROL_PANEL PORT "4000" Mio HTTP oSl a>g) dg>lgl.

daio HTTP Luwlsos) Prometheus (alass

PROMETHEUS PORT "9568" :
= aleg /metrics).



Jlio: Docker Compose

services:
omniepdg:

image: omniepdg:latest

environment:
# IKEv2
EPDG LISTEN IP: "0.0.0.0"
EPDG_CERT FILE: "/certs/epdg.crt"
EPDG_KEY FILE: "/certs/epdg.key"

# gog9 VPN
EPDG_ VPN MODE: "simple"

# Diameter

DIA HOST: "epdg"

DIA REALM: "epc.mnc@01l.mcc001l.3gppnetwork.org"
HSS HOST: "hss"

HSS IP: "10.74.0.21"

HSS PORT: "3868"

# vaws il
LICENSE _SERVER URL: "https://license.example.com/api"

# aSxdl axgl
CONTROL_PANEL PORT: "4000"

# uuwwlio Prometheus

PROMETHEUS PORT: "9568"
ports:

- "500:500/udp"

- "4500:4500/udp"

- "4000:4000"

- "9568:9568"
volumes:

- ./certs:/certs:ro
cap add:

- NET ADMIN



OMnIEPDG ,oSsull as)

oosais OMNIEPDG ¢l laig wowludxdl al o) cugdl (e aaild oS a>¢) Diameter.
] az | 9o bl abaxmi piy lo,e oSl a59) J9465 . inaxll cdgll 9 plad]l Mg

wbgizell Jg2>

eSoull az9l Al Jososll

siio wle oSl a>g) paif HTTP (4000 (ol Y1) 0eSall:

http://<host>:4000/dashboard

sl mexl buls, Gle sz uilz bay i oSl ao5) 965



S Lol voall ol

/dashboard wlogleoll a>) dzyuw laulg g plail e dole b las
/sessions < bud =l wlwd= a058 UE alauiull
/diameter ¢l lai Diameter ¢l dai Jlasl aJls> Diameter

/logs < Mol | windx]| cdgll 0 Ml e
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wlsbos VIl wlsla,
dnunsi) wlibas] gl ©losleall a>5) sgl:
anlasyl o gll
alowiaidl o Luad=Jl e ludzl) 1 sa2)l UE 555l
aolinumodl UL (UL) s dalimall ol (Jlaz] UES (g5,J1 olxl)
alw joll SLLJI(DL)  J] b poll Wl (Jlaz] UES (Jyjidl olil)
¢l,la; Diameter isSo shlai (laz| / pabaio sl las
awlioll whog)l W] Blal Ul aué gwsi (B. KB, MB, GB).
axy yw loulg,
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Jaxll ool

&io9 VPN S| giogll: GTP ol SIMPLE

J9lis IKEV2 500 :awwlall 38lall (IKE). 4500 (NAT-T)
all> Diameter s, LYl S 15| L Diameter alsas

acgaxo IP (IPv4) CIDR icgaxol IP digSall (ziog VPN lais Lo, @ @)

slalidl eaamall

ad )l olibasYl sl asl JS Bl lowss cuami ologleall a>g) pgis.

olud=dl o ,e
clal> o> olulall goe o UE Jiie JS) dhass wloglis go alausill.

OmniEPDG

Dashboard
Sessions UE Sessions

IMSI UEIP SOURCE STATUS DURATION TRAFFIC
100.64.34.84 10.7.7.650:1 * N /11217 KB

Resources

Configuration 10.410.185, 10.4.10.196
3gppnetwork.org 104.12.165
License 10064.34.84 2026-03-08 21:39:16
107.7.50:14500 2026-03-08 21:41:48
. 4m50s

0x4E54836A

fﬁomnihuCF

awmd =1,



IMSI Jsozall adgall Jiinall e
UE IP olsic IPVA/IPV6 (uzoll

SOURCE olgic 1P U ozl UE saially (0lgic NAT)
APN JlaW Jsosl alasi ol

STATUS (abois ut/aboin) adlxl awd=ll als
DURATION =l sliw] sio cadgll

TRAFFIC alw oll / aslimoll wluWI (UL/DL)

al=dl ol juuéo
daigle wl)l go Al wludl o s
all=Jl sl ool
alowiui ozl Jasig JolSIL aigSe amlzll
JlaiVl > ol awdal slis] o)lz

alasini j1e ool clind ol sl p5 amlall

adpaiil] ologlzall guwsid wluldxll o cio ol wle il
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cardgilly aSusial pand
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Jaxdl
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§aulai wlo Diameter il (o dogcanll
Applications Sl > ill o doge

ac,lall allJI
gl pm sk Sl 19S5 i Y Losis:
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o Mouudl o ¢
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rousll o gll
Timestamp  Jxull sy slin] pi o
Level M jm 8 e ol somvs

Message J=xudl dlw; sgixo

Mol oL gimo
sl can> 0lsIVL Ml o
sgimall gl o gll
debug  wolo,  alais anasuiv wloslie
info Sl | edl adllogls JH,
warning aol  aaw wIb

@

error yorl s Y

S giauoll m@@um
& sl | daslall plaziwl sauid] sginma) sVl 2zl cuns @Vl dyiuais pb:
silell sl
wlbgimoll gao>  debug. info. warning. error
Info+ info. warning. error
Warning+ warning. error

Error Only error
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Slisll o e

& ls oz Wl Jsosll pulrinall g Lo imoso §5Us pavaio $S5Usll yo e 1990 OMNIEPDG
oSzl a>9) o & uivlio.

aduisll ,Lus|

SV s plaiwl asliall 5bg)l wlile oo Lisl:



OPERATIONS.md wlslzly g £33 go wllasll Ju>
README.md shae Yl wlodsig g9 uinall e dole 8 la
architecture.md wld 8ol wladnig plail au
configuration.md JolS (3955 &7 0

control-panel.md o oSl azgl Juo

metrics.md ovwlis g> 40 Prometheus

troubleshooting.md  Jxl| wlglasg asibad] o MShinol

ves Markdown

J o8 pexu 5Ll o i Markdown s 9 Lou:

vl Gauiiy proliall

atluall juoi go azo | wlodsdl JiS
Jelazll

() lzg adsls) laylg JI

JSI wlwlsdly eslgall

.)JIS.AJI UOJS—

olilas] 5,leall o6 o,z BEAM VM Lle Jasi (il lilailly OTP.



olaidl s léo

ovblgoll o gll
8,51l plosuuwl  dawlgs doszimall 8,513 Jle>] BEAM VM
wldec BEAM wldac >ae Erlang/Elixir Josi il

Jrssiaidl 620 Glaill £, 3o byl

uLn.;aJa;&m:).@Ja;OTPainﬂwu:walo.zo“

aall o gll
anus I sulas OMNIEPDG

o Usull e lanlas Erlang/OTP o awwlwYIElixir

ehlaicYly rcaosdl Llaodl s b Loy aluolas o) Gubas le ail.



o298l yo e

dloxoll wlaulailly duinidl widg 2955 Sl Yo e Josn.

JaxJl o gl
azaall J adl azdl Mix (glsl/ puolas)

o] Elixir | lao] Elixir sl

olénlaill aails

wlaulns oz o OTP ua).a.] L:.uJa.-_).o| .L@J'|J|w! &o ilo=oll:

Gubill Caog
SlaoYl wloglse
olslais Yl



oSsull as>gl (19SS
3.0 HTTP

oSl a>g) daio (oS o8 config/runtime.exs:

config :omniepdg, OmniEpdg.Web.Endpoint,
http: [port: 4000]

aolaadl  goidl  ialyisVI o gl

port taeo 22 4000 daio HTTP oSxill ag>lo)

pSmill az gl Julass

elaidl 590 Jail .agllae oS5 o) I5] gyl (x9 cusll dlaii e pasy oSl 4>9) Jilasi oS
Saiail) 3o 02655 wale Jguanll el Lol



ee8i OMNIEPDG uwlao a9 Prometheus auwd=ll sl> 6,909 ad5baosll wladrs aisl ol
wllwlg Diameter, jue puwlioll ouadi piy . plaill axog HTTP cod! dados (S0l
alawlgs Prometheus.

wbgizell Jg2>

L]
L
°
(¢]
(e]
(o]
o
(e]
(o]
o
(¢]
(e]
L
L]
L)

oussliall algs alas;

e9s5 OMNIEPDG xic juwlaos]l 945!
http://<host>:9568/metrics

wPs Guwiiy puwlioll algll dlasi g> 5 Prometheus. go §9lgiall Prometheus
sGrafana s >V asl el wlgsls.



oSl

o puwlioll alg aasi (eSi 8 config/runtime.exs:

config :omniepdg,
prometheus: %{

port: 9568
¥
a.u.n.ll
Joleadl  ggall _ aiadl i ool
aviol oVl
226 siio HTTP alaii
port 9568 PROMETHEUS PORT ,
Tao - alg /metrics
.- . c -
G sliwi] g pumlio IKEV2 dgzls (e SWU.
Metrics
initiated established failed
_ IKE SA INIT —
UE F/——— |1 ePDG

T IKE_AUTH + EAP —_—

ovbgoll: epdg ikev2 session initiated count
slac g gall
OVl WJloz| rctmogll IKE_SA INIT Iay boais 3 .ler 3l o5 il UE saill slwl.



ovbligoll: epdg ikev2 session established count

slac g gall

oz (o gll SAS IKE plaxiwl axz Wl dadsbaall sy 3y .tz §lis] o5 il EAP-
AKA clislg SA (s all.

ovblasll: epdg ikev2 session failed count
slac g gall

sbiws] Juids Y Jloz| (o gll SA IKE

< Lowsll:

* reason - Juwall cuw (Jio auth failed, timeout, invalid proposal)

adsbloo uu.ul.ﬂ.o EAP

a8>las a9 g puylio EAP-AKA J L5s, . a£3 OMNIEPDG Loyl EAP-AKA'
J Esg e sl wle Ely Elalb a8skaos)l 55 ,lis| go NAI L awlzdl UE.


https://datatracker.ietf.org/doc/html/rfc4187
https://datatracker.ietf.org/doc/html/rfc5448

‘ UE | ‘ ePDG |

EAP-lIdentity

EAP-AKA Challenge

EAP-AKA Response

EAP-Success

EAP-Failure

epdg_eap_identity count++

MAR (SWx)

MAA + Auth Vectors

‘ HSS |

epdg_eap_aka_challenge _count++

[Success]

epdg eap_aka_success count++

[Failure]

epdg_eap_aka_failure_count++

‘ UE ‘ | ePDG |

ovbgoll: epdg eap identity count

slae g gall

bl oz :camgll EAP-Identity ¢o aoliwall UES

ovbigoll: epdg eap aka challenge count

slac (g gadl

el oz ttegll EAP-AKA LJ] alw o)l UES

ovbigoll: epdg eap aka success count

slas g gall

izl axz Wl olstasl (Jlaz| ituogll EAP-AKA

‘ HSS ‘




ovbigoll: epdg eap aka failure count

slac g gall

elazxiwl abivla)l wlirladl Jla>| (oo gll EAP-AKA
< Loauidl:

* reason - Juuwsll cuw (Jio res mismatch, invalid identity,
authentication rejected)

ovbgoll: epdg eap aka sync failure count

slac g gall

Judus 03, diolje Juins @Y (Jloz] ictruogll EAP-AKA (SQN). a5, Gullai pas ] suisy
Juiliws USIM/HSS éiol o)l 6@ @ ¢] Cllai, Los.

adslooll glol yuuléo
oSl Juolai e Joaxl) ezl a85banll plol dinlal Luylio.

owlaasll: epdg auth verification failed count

slac 1 gl

ool o Gaxill Juid WY Jloz| (ta09ll AUTH. g6i o dloizoe wlozd ] s
man-in-the-middle sl o slasl ol.

ovbleodl: epdg auth rate limited count

slac 1 gl

Jazoll yox ddawlys agzzall d8sbanll wYglxe WJlez] (oo gll
< Lowsll:

o type - el st 1p (SIS sl ol IP) of imsi (JSI sl jolss IMSI)



# aaio> JSJ & 9g=x=0 oijzo
rate(epdg auth rate limited count[1m])

# eoidl cw> a gmxo
sum by (type) (rate(epdg auth rate limited count[5m]))

ovblasll: epdg auth geoip blocked count

slac g gall

dytua; ddowlgs d9zxxall d8sbasll WYglxo Jlaz] (o gll GeOIP dgall cuns>
< Lowsll:

o country - agxl jo, ISO 3166-1 alpha-2 (Jio CN, RU). ol UNKNOWN );elis)
IP GSlsz lg=dgo 2azi oSoy o) (il

ar>3g0i wloMeiwwl:

# x> GeolIP aa.s,> JSJ
rate(epdg auth geoip blocked count[1m])

# i ommad| Joodl el
topk(10, sum by (country) (epdg auth geoip blocked count))

ovbeoll: epdg esp replay detected count

slac tggudl

o> laz| o9l ESP Ll sole] ColiwiST oy diogd o)l (J 599 RFC 4303). ,uuiw
el o sole] cuws aSuid! (8 ollS.J.Logi Juzsiwidl sole] 95 po ddaize wlozxa J|.

ouwuloo Diameter SWx

ovlaoll: epdg diameter swx mar count

slac g gall

ol Jb>] wawgll Multimedia-Auth (J] alw ,odl HSS asslanll wlg=is gloiw)
< Loauidl:


https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm

* result - cdlal axiii success gl failure

ovlaoll: epdg diameter swx sar count

slac g gall

ollb (Jk>] wawgll Server-Assignment (J| alw ,oll HSS Juzdd| |/ Jazonil)
< Lowsll:

e result - dlall axi: success gl failure

ovbgoll: epdg diameter swx mar latency ms
ez siud (gl

aylxiwl o 1trogll MAR auli (ol

auli e 2500 ,1000 ,500 ,250,100 ,50 :pLus VI

ovlasll: epdg diameter swx sar latency ms
ez siud (gl

ayliwl o 1o gdl SAR aul (Jlall

aul e 2500 ,1000,500,250,100 ,50 :,0Luus VI

ovbaoll: epdg diameter swx pending count

owbso (g gl

wllla) JE ol rcame gl SWX ool ] adladl pusdl i a i HUail (6 aslso]l
HSS JlasVl é o WSiwo ol

ownuleo Diameter S6b

agzls) awlio S6D eals u AAA sPGW 3 J aag . oy 9 laas gulais
GTP.

ovbigoll: epdg diameter s6b aar count
slac 1ggil

ollb Jbk>| o gll AA duwl=ll jasgai) axllzall
< bowuildl:


https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm

* result - cdlal axiir success gl failure

ovlaoll: epdg diameter s6b str count
slac g gall
dx)leod| aud=l clg] wldb (Jl>] (ool

ovlaoll: epdg diameter s6b active sessions count
owliio (ggall
aloiid| ol (R Hasll (oo gdl S6b

d.u.LL’l." ol.a.? 09> wl.ul.ﬂ.o
wlul> slglg sbiw] guis juwlao PDN.

ovbigoll: epdg session created count
slac 1ggil

oslin] e il wladzll oz 1 auogll

< Lowuildl:

* vpn mode - giog VPN: simple 3i gtp

ovbgoll: epdg session terminated count
slac g gall

slei]l i il wlwlzll WJloz] i gll

O PP | &

* reason - slgyl cuww: user request, timeout, error, admin

ovbigoll: epdg sessions active count
owvliio (g gall
0les 5 JS eMaiwdl pi . dlaiuidl wlwlxl) Al sasll famegll.



ovbdoll: epdg sessions by state count
ovbio (ggall

b cuns darezxo wludxll (o gll FSM

O PP | &

* state - awlxll b (Jio init, eap identity, eap aka challenge,
authenticated, established)

ovblasll: epdg auth duration ms

ez siuud (gl

oo oSl d8sLanll (5935 820 (o gll IKE_SA INIT &linioll daund=dl (J]
auli e 10000 ,5000,2500,1000,500,250,100 : pLus VI

ovbeoll: epdg session duration seconds

ez siuud 1ggidl
sl ] sbiwYl o amd=xll joc (a0 gll
(wlebw 4 (] aasds 1 o) auli 14400 ,7200,3600 ,1800,900,300 ,60 :polusVI

o> axllzal Guylio ESP J (Eog

ovbgoll: epdg esp packets in count
slac g gall
o> o] (e gll ESP gl b jueiii 9 oi (il (o oV UE aSuidl J])

ovbgoll: epdg esp packets out count
slac g gall
> bz| (amogll ESP by juain o5 il (J] aSuidl o oY UE)

ovbigoll: epdg esp bytes in total
owlio 1ggill
057 0o o ysaiss A o5 il Sluldl Loz iiangll ESP


https://datatracker.ietf.org/doc/html/rfc4303

ovbligoll: epdg esp bytes out total
owliio (ggall
> 9 b e o il oluWl (J>| (a0 gll ESP

ovbgoll: epdg ip allocated count
slac g gall

pmolie Wloz| (o gll IP danaxoll

< Loauidl:

e type - plgisll ggi: ipv4 3i ipv6

ovbasll: epdg ip released count
slac g gall

polic Jloz| (o gll IP Leic 7 00l

< Lowsll:

* type - ulgisll ggi: ipv4 Si ipv6

ovleoll: epdg ip pool allocated count
owlbio (ggall
rolied W saxll 1o gll IP daaznll

onvbigoll: epdg ip pool available count
olie) W ool icamogdl IP goxil 9 a>lioll

ovblgoll: epdg ip pool utilization ratio

ovbio (gl

goxi plazxiwl (o gdl IP Jlas (J] 1.0 o o isi il el i .1.0 (J] 0.0 (o duunS
goxill Hlas.



al Juylis Erlang/BEAM plaill dxo audlal dol ,i9Y1.

ovlasll: vm memory total

OV 5o 1ggull

OVIRE SN ||

ilawlgs dasazall 5,513l Jlaz] (oo gll VM

onblasdl: vm memory processes

owbbo (g gl

wL :6.)79"

wlles aawlgs doaxinmall 8,513 (a0 gll Erlang

ovwblasdl: vm memory binary

owbso (ggall

wL :6.)79"

(el Ulxo s 9 L) wlili) dooxinws]l 8,513l (o gll

ovbigodl: vm memory ets

owbso (g gl

wL Zé.\:,."

Jolas dawlgs dosximall 8,513l (809l ETS (wMzxudl aumdxll alls)

ovbigoll: vm system info process count
owvliio (g gall
wldoe sac 1amogll Erlang alauiuill

ovbigoll: vm system info port count
owvliio (g gall
(wlalodl jasie 335lall) a>giaall 38lall s2s (o gll



ovbgoll: vm statistics run queue

owliio (ggall

izl lzoll 8059 i ] adlall eusll i . Jgazxoll i oSlgal (JlozYl Jolall (oo gll
a8 rall.

JolSG Prometheus

T | R

k_s'uoiOmniEPDG'_s‘LLag,J!prome‘cheus.ymld.;_uaL:‘»JI:

scrape configs:
- job _name: 'omniepdg'
scrape_interval: 15s
static configs:
- targets: ['epdg-host:9568']
labels:
instance: 'epdg-01'
environment: 'production'

aosdl coluuisl

w9 il wldas) Kubernetes. aoaxdl ColiiST paxiwl



scrape _configs:
- job name: 'omniepdg'
kubernetes sd configs:
- role: pod
relabel configs:
- source labels: [ meta kubernetes pod label appl
action: keep
regex: omniepdg
- source labels:
[ meta kubernetes pod annotation prometheus io port]
action: replace
target label: address
regex: (.+)
replacement: ${1}:9568

a9sLo.ll zlv Joso

# e Lo 5 s e ]l Jaso
sum(rate(epdg eap aka success count[5m]))

/

(sum(rate(epdg eap aka success count[5m])) +
sum(rate(epdg eap aka failure count[5m])))

< luad=d] slini] Jome

# as Ll oo s lined! olusdl
rate(epdg ikev2 session established count[5m])

adsLooll &> @@yl yo, (P95)

histogram quantile(0.95,
sum(rate(epdg auth duration ms bucket[5m])) by (le))



asliawl o HSS (p99)

histogram quantile(0.99,
sum(rate(epdg diameter swx mar latency ms bucket[5m])) by (le))

epdg sessions active count

goxi plosvawl IP

epdg ip pool utilization ratio * 100

# (olgdl) as LIl 9 o b
rate(epdg esp bytes in total[5m])
# (2l W ) as LIl 9 e

rate(epdg esp packets in count[5m]) +
rate(epdg esp packets out count[5m])

coadl s Jusell Jadsu
# Jis EAP e cws
sum by (reason) (rate(epdg eap aka failure count[5m]))

# cowd | wwe olbuddl clgs |
sum by (reason) (rate(epdg session terminated count[5m]))



aniidl 2clgd

J au>390i anii 2£196 Prometheus J OmniEPDG:



groups:
- name: omniepdg
rules:
# JJ ddolan)l Jis Jrzo
- alert: OmniEPDGHighAuthFailureRate
expr: |
sum(rate(epdg eap aka failure count[5m]))
/
(sum(rate(epdg eap aka success count[5m])) +
sum(rate(epdg eap aka failure count[5m])))
> 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "a8o5 loo Jid Joro EAP-AKA gaji ;0"
description: "ga 85 leod| Jiw Joso {{ $value |
humanizePercentage }} & s 5 51 Ju"

# gaxi IP Llaidl o cupd
- alert: OmniEPDGIPPoolLow
expr: epdg ip pool utilization ratio > 0.9
for: 5m
labels:
severity: warning
annotations:
summary: "goxi plaxiwl IP 90 §49%"
description: "gexs IP g {{ $value | humanizePercentage

}} ,o):'t.Lum'

# gani olai IP
- alert: OmniEPDGIPPoolExhausted
expr: epdg ip pool available count ==

for: 1m
labels:

severity: critical
annotations:

summary: “goxs IP sa;"

description: "gpuolic a29i Y IP su0> olulxd a>lin"

# alziwl yoj HSS géijo
- alert: OmniEPDGHSSLatencyHigh
expr: |



histogram quantile(0.95,
sum(rate(epdg diameter swx mar latency ms bucket[5m])) by (le))
> 1000
for: 5m
labels:
severity: warning
annotations:
summary: "a liwl o HSS (SWX) gai 0"
description: "a LawY 95 seioldl godl MAR ¢» {{ $value
}}ms*

# ollb o5y SWx dileall
- alert: OmniEPDGSWxBacklog
expr: epdg diameter swx pending count > 100
for: 2m
labels:
severity: warning
annotations:
summary: "olbdb oS 5 SWx ol "
description: "{{ $value }} oldb SWXx asaleo"

# 6,50 VM d=éijo
- alert: OmniEPDGMemoryHigh
expr: vm_memory total > 2147483648
for: 10m
labels:
severity: warning
annotations:
summary: "&,515 ploxiwl OmMNiEPDG gai ;0"
description: "&,515 ploxiwl VM ¢» {{ $value |
humanizel024 }}"

# giiro Jyamall Jrazi
- alert: OmniEPDGSchedulerOverload
expr: vm_statistics run_queue > 10
for: 5m
labels:
severity: warning
annotations:
summary: "Jgozxe Jukis dos B Job Erlang gai jo"
description: "ga Jusindl dos 8 Job {{ $value }}. Loo
i3S el | axd biadl 6355 i o] i ”

# (oot 5 iloino ilSito) LBz a>gr Y



- alert: OmniEPDGNoSessions

expr: epdg sessions active count == 0 and
epdg _ikev2 session initiated count > 0
for: 10m
labels:
severity: warning
annotations:

summary: "Jlas ¥l oYglso go pédl ole dhis oluds a9 Y
description: "dhiv cludz azes ¥V S cludxdl sou piy”

# (doiro psz0) giirall Jaall xaxi bolis
- alert: OmniEPDGHighRateLimiting
expr: rate(epdg auth rate limited count[5m]) > 10
for: 5m
labels:
severity: warning
annotations:
summary: "a gmxoll @80 laod|l Vgl o g o Jowo"
description: "{{ $value | printf \"%.1f\" }} oV¥s5lxo
i Ll 9 agzmo d90 Lao”

# uUx> (de.i'J/ GeoIP (m.uto dalio oo Ja.a.zo ,05._2@)
- alert: OmniEPDGGeoIPBlockingSpike
expr: |
rate(epdg auth geoip blocked count[5m]) > 5
for: 5m
labels:
severity: warning
annotations:
summary: "w=x> blis GeoIP gai 0"
description: "{{ $value | printf \"S.1f\" }} oY L.66I
dbowl oo a LIl 9 & g=xo GeoIP"

# v sole] wlaxe LiuST ESP
- alert: OmniEPDGReplayAttack
expr: rate(epdg esp replay detected count[5m]) > O
for: 2m
labels:
severity: warning
annotations:
summary: "Jisis sole] oloxa @ lisS| ESP"
description: "{{ $value | printf \"%.1f\" }} oV¥glxo
as Ll o s sole]”



# o gexidl Jis <Y AUTH (g9 o Jaixo poxn MITM)
- alert: OmniEPDGAuthVerificationFailures
expr: rate(epdg auth verification failed count[5m]) > ©
for: 2m
labels:
severity: critical
annotations:
summary: "adgaxJl o @exiJl Jius oYL @ luaS| AUTH"
description: "ggi go Jeize psz» man-in-the-middle Uas ol
NTTHIINY



Yol alaxdl laz 39le sitwsll I3n (o DNS sl agllas)l OMNIEPDG o la)lS)
WiFi.

caiis M ag>gell 39Lall (UE & ePDG)

wYlail slis] o dganall 852V Saii U cai i)l le d>giae 39liall 03b OsSi O iz
o) So WiFi.

sioll  JgSgigydl  olmuVI wo sl
500 UDP 3l Jsls IKEV2 JgVI (IKE_SA_INIT. IKE_AUTH)
4500 UbDP 3lg IKEv2 NAT-Traversal cadsig ESP (w9 UDP

500 52:0l/UDP aioglio o Jolsi, IKEV2 (3LiuST pi 135] .ado¥l NAT o UE  ePDG
(ladSo) s s Jl ong WIFi), 4500 saiall | Elal Jai, JLas¥l ols.

4500 52:0Jl/lUDP wl,Li] o JS Joxs IKEV2 alowles & rasinal] paiawell s blyg ESP
055 Loaie NATT wladSo g p0 a5 5> grax) ol ol 9o 1o . Uasiu WiFi.

ad=>1bhll aSuadl 39Lio (ePDG © Core)

ot Juolgill 39lall 030 pasiuud OMNIEPDG o a>lio 0S5 Ol algomall 6lgidl aSuisg
ePDG wui i)l e a9guiSo 08T O Lz ¥ oSJs.



saiall  JoSaig sl

3868 TCP
3868 TCP
2123 UDP
2152 UDP
o,y 39l

ol=uVI
ol
NERY

o=yl

o=Vl

ol

Diameter SWx (a$>Lasll)

Diameter S6b ( asg4i
dad=l)

GTPV2-C oSl (sgino (S2b)

GTP-U ,O.).Z.uuu.oJI S 9luo (S2b-
U)

6J|.)=y| ul.iu.uj Ln,m_, =9 Ml 44.9|).QJJ 36Liad| oin oAz 2

sioll  J9Sgig I

4000 TCP
443 TCP
9568 TCP

1;14E>4E>|,aljcni4: DNS

el

oSzl asgly anlxll cugll dagzlg (HTTP)

oSl a> ol aolsll cusll agzls (HTTPS, zlsyl)

ouwlio aleg alasi Prometheus

J=uw DNS o liusy ePDG

Salaildl

HSS / DRA

PGW /
AAA

PGW

PGW

dgazall 6 g7Y| CaiuiSs €PDG dramsi ,bzo plaziwl DNS 3 (9 5320 2>50GPP TS

23.003. guuis FQDN go:

epdg.epc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
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