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‘ [KEw2 Server VPN Mode Diameter License Client
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# config/runtime.exs
config :omniepdg,
# IKEvV2 0000
listen ip: {0, 0, 0, 0},
port 500: 500,
port 4500: 4500,

# VPN [J0: :simple (JUOO) O :9tp (OO GTP-C [J PGW)
vpn_mode: :simple,

# [0 VPN 0000
simple vpn: [
pool ipv4: "10.45.0.0/16",
pool ipv6: "2001:db8::/32",
dns servers ipv4: ["8.8.8.8", "8.8.4.4"],
dns servers ipv6: ["2001:4860:4860::8888",
"2001:4860:4860::8844"]
]

# 100000
config :control panel,

parent application: :omniepdg,

parent application readable name: "OmniEPDG",

use additional pages: [
{OmniEpdg.Web.DashboardLive, "/", "Dashboard"},
{OmniEpdg.Web.SessionsLive, "/sessions", "Sessions"},
{OmniEpdg.Web.DiameterLive, "/diameter", "Diameter"}

]

# Diameter [J[] (runtime.exs)
config :diameter_ex,
diameter: %{
service name: :omniepdg,
listen ip: "0.0.0.0",
listen port: 3868,
host: "epdg",
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
product name: "OmniEPDG",
vendor id: 10415,
applications: [
%{application name: :swx, application id: 16 777 265,



vendor id: 10415},
%{application name: :s6b, application id: 16 777 272,
vendor_id: 10415}
1,

peers: [
%{host: "hss", ip: "127.0.0.1", port: 3868, transport: :tcp}
]

# 0000000 (runtime.exs)
config :license client,

server_url: "https://license.example.com/api",
product: "omniepdg"

IKEv2 000

IKEv2 0000 UEs 0 OmniEPDG 00 SWu 000000 IPSec 00000 EAP-AKA 000



ad

listen ip

port 500

port 4500

cert file

(|

ad

{6, 0, 0, 0}

500

4500

/etc/omniepdg/certs/epdg.crt



1l 1l
o 0O
a
key file [ [ /etc/omniepdg/certs/epdg.key

session inactivity timeout ms g [J 300000

Huooon

OmniEPDG [00000000C00000CC00000C000000000 O

0o0oon

config :omniepdg,
# 00 IP 00000
auth rate limit per ip: 10,
auth rate limit ip window ms: 60 000,
auth rate limit ip block ms: 300 000,

# (00 IMSI 00000

auth rate limit per imsi: 5,

auth rate limit imsi window ms: 60 000,
auth rate limit imsi block ms: 600 000
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auth rate limit per ip

auth rate limit ip window ms

auth rate limit ip block ms

auth rate limit per imsi

auth rate limit imsi window ms

auth_rate limit imsi block ms

GeolP []]

config :omniepdg,
geoip enabled: false,

0d

10

60000

300000

60000

600000

0d

0000000 1P Ooooo
0o0oooa

00 1P 000000000
0aa

00000 1P 0000000
05 0000

000oooo MSI 000
000000000

00 IMSI 0000000
0000

00000 IMSI 00000
00010 Oooo

geoip database path: "/etc/omniepdg/GeoLite2-Country.mmdb",

geoip mode: :whitelist,

geoip countries: ["AU", "NZ"],
geoip allow unknown: false,
geoip fail open: true



ad

geoip enabled

geoip database path

geoip mode

geoip countries

geoip allow unknown

geoip fail open

—

ad

false

"/etc/omniepdg/GeolLite2-

Country.mmdb"

:whitelist

[]

0ooao

true

ad

00dd GeolP

000000
MaxMind

Geolite2 [[]
ad

MaxMind
Geolite2 [
IR NEN
OMMDB []

0o

:whitelist
0000000000
0

:blacklist

Oo0o00o0oo

ISO 3166-1
alpha-2 00
00000
["AU",
"“NZ",

"us" 100

0000000000
0 IPO00C0C0
g falsefl
000 truef

[ GeolP ][]
000000000
a0



VPN [0

0d 0d 0ooa ad

00000 = simple 0000

a TUN 000000 1P 000 : gtp
vpn_mode | 0 :simple EPDG VPN MODE [000 GTPv2-C/GTP-U []

PGW (000000000000
[

00 VPN [

simple vpn 0000000 VPN 000 IP 000 DNSOOmnIiEPDG (00 IPv4 [0 1Pv6 000

config :omniepdg,
simple vpn: [

pool ipv4: "10.45.0.0/16",

pool ipv6: "2001:db8::/32",

dns servers ipv4: ["8.8.8.8", "8.8.4.4"],

dns servers ipv6: ["2001:4860:4860::8888",
"2001:4860:4860::8844"],

p cscf ipv4: ["10.4.12.165"],

p _cscf ipv6: [],

mtu: 1400,

nat enabled: true
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pool ipv4

pool ipv6

dns servers ipv4

dns servers ipv6

p_cscf ipv4

p cscf ipv6

mtu

—

-

ad

“10.45.0.0/16"

"2001:db8::/32"

["8.8.8.8", "8.8.4.4"]

["2001:4860:4860::8888",

"2001:4860:4860::8844"]

[]

[]

1400

g

CIDR 0000
IPv4 (0000
0o0oooa
P[]

00ooo CIDR
0ooo 1Pve 1
000

00 PCOoOOD
0ooooooa
UEs [] IPv4

DNS 000

00 PCO 000
UEs [] IPv6

DNS (000

VoWiFi [J
IPv4 P-
CSCFOIMS ]
Oooooooa
UEs 000
IMS [J00

VoW iFi []
IPv6 P-
CSCFJIMS []

0o0oo

ooooo MTU
0ooo0ooon
ooo



oo 1 0 oo 0o
0000000
nat enabled D [ true NATOOO
0 true (00000
000000000

Diameter []]

Diameter 000 SWxOHSSOO S6b[JPGWII00 diameter enabled [J true [
OmniEPDG [J[] Diameter 0000000000000

config :diameter ex,
diameter: %{
service name: :omniepdg,
listen ip: "0.0.0.0",
listen port: 3868,
host: "epdg",
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
product name: "OmniEPDG",
vendor _id: 10415,
applications: [
%{application name: :swx, application id: 16 777 265,
vendor id: 10415},
%{application name: :s6b, application id: 16 777 272,
vendor id: 10415}
1,
peers: [
%s{host: "hss", ip: "10.74.0.21", port: 3868, transport:
:tep}
]
}

0ooa



ad

service name

listen ip

listen port

host

realm

—

—

—

ad

:omniepdg

"0.0.0.0"

3868

Ilepdg n

"epc.mncO01.mccOO1.3gppnetwork.org"

ad

DIA LIST

DIA LIS

DIA HOS’

DIA REAI



ad

product name

vendor id

0000

"OmniEPDG"

10415

ad

peers [O0000000000 Diameter OO00OO000 HSSOO

0o

host

ip

port

transport

0o 1D

0o

0o

0d

0o

ad

0o

3868

:tep

0ooo

HSS HOST

HSS IP

HSS PORT

0a

0000 Diameter O0Origin-
HostNI000O0000O0000

0000 1P 00000 TCP/SCTP 00

0000 Diameter [0

00000 = tep [0 ssctp(]

ad



00 ID 000 1D 00 [
SWx 16777265 10415 ePDG & HSS

Sé6b 16777272 10415 AAA o PGW

Jooooood

00000000 OmniEPDG 00000000000

config :license client,
server url: "https://license.example.com/api”,
product: "omniepdg"

o R 0 Ooao
{
server url [] o - LICENSE SERVER URL
0
0
product 0 i "omniepdg" -
I
OO000
Web O0000000000000

config :control panel,
port: 4000

0d

0000ooo AP
000 URLL

Oo0oo0oooo
0o


https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm

oo 0o 0o 0d aooo

port [O [ 4000  CONTROL PANEL PORT

Prometheus [[][1]

OmniEPDG []J[J HTTP [JJ Prometheus 0000000000

config :omniepdg,
prometheus: %{

port: 9568
}
o 0
1l 0 0 1l aoao

port B U 9568 PROMETHEUS PORT

noooa
Oo00o0o00o0a

ad

0000 Web (000 HTTP 000

0d

Prometheus [J[[]
O/metrics [0 HTTP OO0

* epdg ikev2 session initiated count - 00 IKE_SA_INIT 00
e epdg ikev2 session established count - Q0000 IKE SA
* epdg ikev2 session failed count - IKE SA 00000000

* epdg eap identity count - EAP 0000

e epdg eap aka challenge count - [ EAP-AKA [

e epdg eap aka success count - @€ EAP-AKA [

* epdg eap aka failure count - [0 EAP-AKA 0000000

e epdg eap aka sync failure count - EAP-AKA SQN 000

* epdg diameter swx mar count - Q00000000000

* epdg diameter swx sar count - (0000000000
e epdg diameter s6b aar count - [0 AA 000000



* epdg diameter s6b str count - 000000

e epdg session created count - 000000 vpn_mode[]
* epdg session terminated count - 000000000

* epdg esp packets in count - [J00 ESP OO0

e epdg esp packets out count -] ESP 00

* epdg ip allocated count - [J00 IP OOO0OOOO

* epdg ip released count - 00 IP 0000000

0o0ooo 5 fo0od

* epdg sessions active count - 000

* epdg sessions by state count -[] FSM 0000

e epdg ip pool allocated count - 0700 IP

* epdg ip pool available count - 0000 IP

* epdg ip pool utilization ratio - (JO0000.0-1.0
* epdg diameter swx pending count - 0000 SWx O

epdg diameter s6b active sessions count - [J[ S6b [

Oo00o0o00o0a

e epdg auth duration ms - NoN00000D € @ €
* epdg diameter swx mar latency ms - MAR 000
e epdg diameter swx sar latency ms - SAR [0

* epdg session duration_seconds - [J000O

VM [0

e vm memory total -[JVM [

* vm memory processes - 00

e vm memory binary - 0000

e vm _memory ets - ETS [J00J

* vm _system info process count - 0000000
* vm system info port count - 0000

e vm statistics run queue - 0000000

Prometheus [



scrape _configs:
- job name: 'omniepdg'
static configs:
- targets: ['localhost:9568']

Juo

0000 FSM 00000000000C00000000DODooDODo000oa

0 0 0] NN 0]
GTP[] 10,000 GTP ePDG UE 000000 PGW [J GTPv2-C /000000
0 ms FSM 0oa0
SWm 10,000 0 ePDG UE 000000 Diameter SWm [[]
00 ms FSM (ODER/DEA[STR/STAQOOOO
S6b [0 10,000 GTP AAA UE 0000 Diameter S6b [J[J[JASR/ASA[]
ms FSM aooo

Juooda

00000 config/runtime.exs OOOO00000000€ €0



IKEv2 [

0o

EPDG LISTEN IP

EPDG PORT 500

EPDG PORT 4500

EPDG CERT FILE

EPDG KEY FILE

EPDG SESSION TIMEOUT

VPN (][]

0o

EPDG VPN MODE

ad

"0.0.0.0"

IISOOII

"4500"

"/etc/omniepdg/certs/epdg.crt"

"/etc/omniepdg/certs/epdg.key"

0d

"simple"

*300000"

ad

VPN OO0 "simple" [ "gtp" [

0d

IKEVZ2 (000000
Oo00o0o00o
]"10.0.0.1"

IKE 00000

IKE NAT-
Traversal [0

IKEv2 [00000C
OPEMO0

IKEV2 0000000
OPEMON

0000000o000C
0oo



Diameter
00

DIA LISTEN IP

DIA LISTEN PORT

DIA HOST

DIA REALM

HSS [0

0d

HSS HOST "hss"

0d

"0.0.0.0"

II3868II

Ilepdg n

“epc.mncO01.mccOO1.3gppnetwork.org"

0d

HSS Diameter [J[J[JOrigin-Host[][]

HSS_IP "127.0.0.1"  HSSIP 00

HSS PORT "3868"

HSS Diameter [

0o

Diameter [][]
O00000

Diameter [][]
a0da

Diameter
Origin-Host
O0000onO

Diameter
Origin-
Realm(]



Jooooooooon

0d
LICENSE SERVER URL
CONTROL_PANEL PORT

PROMETHEUS PORT

ad

*4000"

II9568II

0d

000000 APHURLOOOOO

0000 HTTP 000

Prometheus 0 HTTP OO0 /metrics 0000



J0JDocker Compose

services:
omniepdg:

image: omniepdg:latest

environment:
# IKEv2
EPDG LISTEN IP: "0.0.0.0"
EPDG_CERT FILE: "/certs/epdg.crt"
EPDG_KEY FILE: "/certs/epdg.key"

# VPN OO
EPDG_ VPN MODE: "simple"

# Diameter

DIA HOST: "epdg"

DIA REALM: "epc.mnc@O1l.mcc001l.3gppnetwork.org"
HSS HOST: "hss"

HSS IP: "10.74.0.21"

HSS PORT: "3868"

# (00
LICENSE SERVER URL: "https://license.example.com/api"

# 0000
CONTROL_ PANEL PORT: "4000"

# Prometheus [][]

PROMETHEUS PORT: "9568"
ports:

- "500:500/udp"

- "4500:4500/udp"

- "4000:4000"

- "9568:9568"
volumes:

- ./certs:/certs:ro
cap add:

- NET ADMIN
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OmniEPDG [00000000C000000C0O00000BIameter OO0000000COO000OCO00000COO
ad
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Juooda

000000000 HTTP Q00000000 400000

http://<host>:4000/dashboard
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/docs
/resources

/configuration

Jud

0d

ooo

0d

Diameter [
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VPN [ O0000GTP [ SIMPLE
IKEv2 []] 0000500 (IKE), 4500 (NAT-T)
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IP [ (IPv4) 00d P O CIDROOOOO VPN OO0
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Ooooooon
O 0d
IMSI Oo00oodooooa
UE IP 0do 1Pv4a/IPve [0

SOURCE UE 00 IP OOOONAT 000
APN 00000000

STATUS 000000000/0000
DURATION 000000000

TRAFFIC 00/0000000UL/DL

Hooud
O000000000000000
00 0o 00
00 00 00000000000
000 00 00000

oo 00 0oo0oooo
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0ooa
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0o0oooa
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Ood IMsi g
000000003GPP 000
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UE 000 IP OOOONAT €990
PDN 00000000
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DNS 000 UE 0 DNS 000

P-CSCF IMS 00000 CSCF 000
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Last Activity 0000000000

Duration Oo0oo0o00o

0o

0d 0d

Bytes In (UL) [ UE 00000000000
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* 0000000 VE OO0
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Diameter 0000000000 Diameter O000000HSS [0 SWx[JPGW [][] S6b[][]

NN

0o0oooooa

0 0
Peer Diameter [JOJJOrigin-Host[]

Realm Diameter [JJJOrigin-Realm[]

IP ] 00000000 protocol://ip:port
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joodo
00 OO 00
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warning 00 0000

error 0o 0ooo
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00000C000000C0O00000C00000000000 OmniePDG 000

Huo
(o00000000RO0000
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OPERATIONS.md Uo00doo00doooa
README.md 0o0oooooo
architecture.md Oo000oooo
configuration.md 000000
control-panel.md dOo0ooo
metrics.md Prometheus [

troubleshooting.md 00000000



Markdown []]
000000 Markdown 0000000000

* 0000000
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000000 BEAM VM 000000000 OTP 00000
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0d 0d

0oda BEAM VM 000000

BEAM [ (0000 Erlang/Elixir 0000

0ooo 0ooo0oo0ooooo

Hunoooood

0000000 OTP 00000000000

0d 0d

00 OmniEPDG 0000

00 00 Erlang/OTP [ Elixir 0000
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HTTP ([

0 config/runtime.exs 000000000

config :omniepdg, OmniEpdg.Web.Endpoint,
http: [port: 4000]

oo 0o 0o 0d

port [0 4000 [J0000OHTTPQOO

Huooo
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HTTP (0000 Prometheus [J[]
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OmniEPDG 000000000

http://<host>:9568/metrics

(0000 Prometheus 0000000000 Prometheus[]Grafana [JO000000
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0 config/runtime.exs (000000

config :omniepdg,
prometheus: %{
port: 9568

}

oo 00 Ooo aooo

port i 9568 PROMETHEUS PORT

Juoa

IKEv2 00

00 SWu 000 IKEv2 0000000

Metrics

initiated established

__IKE_SA_INIT —
~IKE_AUTH + EAP ———

(: epdg ikev2 session initiated count

0a- 000

00: 000 1KE_SA_INIT 000000 VE 0000000000

ad

/metrics OO0 HTTP Q]

failed

[: epdg ikev2 session established count

00: 0oo

00: 00000 IKE SA 0000000 EAP-AKA [JO00CO SA 000000

ePDG



00: epdg ikev2 session failed count

00: 0oo

00: IKE SA 0000000

ao:

* reason - [J0000000auth failed[]timeout[Jinvalid proposal[]

EAP 0000

0ooa [0 EAP-AKA J000000OmMNIEPDG 00000 0 EAP-AKA'T0O0

00000 UE O NAI QOO

0oooooa

o

EAP-Identity

EAP-AKA Challenge

EAP-AKA Response

EAP-Success

EAP-Failure

‘ UE

epdg_eap_identity_count++

MAR (SWx)

MAA + Auth Vectors

epdg_eap_aka challenge _count++

[Success]

epdg_eap_aka_success count++

[Failure]

epdg_eap_aka_failure_count++
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-

[o:
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[
ao:

0o
[o:
0o

epdg eap identity count
aoa
00 UEs 0000 EAP-Identity (000

epdg eap aka challenge count

0ad
000 UEs 0 EAP-AKA 0000

epdg eap aka success count
aoa
000 EAP-AKA 000000

epdg eap aka failure count
aoa
000 EAP-AKA (00000

reason - 0000000 res mismatch[]Jinvalid identity[]
authentication rejected[]

epdg eap aka sync failure count
aoa
EAP-AKA [00 (SQN) 0000000000 USIM/HSS O0000000000000

A NENEND

OO00o0OCO0NOo0ODOo0OO0a O

a0
0o

epdg auth verification failed count

0o

00: AUTH [J000000000000D0000000DOD0O000



(0: epdg auth rate limited count
0 000

00: D0000000000O0000

[:

* type - 00000 ip 000 IP 000000 imsi 000 IMSIOO000O

oooo:

# 00000000
rate(epdg auth rate limited count[1m])

# 10000
sum by (type) (rate(epdg auth rate limited count[5m]))

(: epdg auth geoip blocked count

00: 0oo
00: 0 GeolP 000C0O000COCOOOO
[o:
e country -1S0 3166-1 alpha-2 00000000 CNJRU 000 UNKNOWN JO000000000
IP
aooo:

# 000 GeoIP [
rate(epdg auth geoip blocked count[1m])

# 00000000
topk (10, sum by (country) (epdg auth geoip blocked count))

[: epdg esp replay detected count
00: 000
00: 0000000000 ESP 00000000 RFC 430300000000000C0C0000O000000C0



Diameter SWx [][]

0o 0 ePDG [J HSS (00 SWx 000000

O0: epdg diameter swx mar count
0a- 000

00: 000 HSS 0000000000000000o0000
0o

e result -[J]success [] failure

[: epdg diameter swx sar count
0d: 000

00: 000 HSS O00000000000000/00
ad:

e result - [0 success [] failure

U: epdg diameter swx mar latency ms
00 000

00: MAR 00000000

0: 50, 100, 250, 500, 1000, 2500 ms

00: epdg diameter swx sar latency ms

00: 0oo
00: SAR 00000000
0: 50, 100, 250, 500, 1000, 2500 ms

(0: epdg diameter swx pending count
a0: 000
00: 000000 SWx 000000000 HSS 00000000


https://www.3gpp.org/DynaReport/29273.htm

Diameter S6b []]

0o 0 AAA 000 PGW [JO0 S6b 0000000000 GTP OO0

00: epdg diameter s6b aar count
0o 000

00: 000 AA 00000000000

0o

e result -[J]success [] failure

[: epdg diameter s6b str count
0d: 000
00: 00000000C00

00: epdg diameter s6b active sessions count
00 000
00: 00000 Sé6b 0000

Huoooodo
00 PON 000000000

(J: epdg session created count
0d: 000

00: 0000000

ad:

e vpn _mode - VPN [J0simple [J gtp

[: epdg session terminated count
00 000

00: 0000000

0o

e reason -[JJ00Juser request[Jtimeout[Jerror[Jadmin


https://www.3gpp.org/DynaReport/29273.htm

(0: epdg sessions active count

00: 0oo
00: O0000000000 5 00o0oa

(: epdg sessions by state count
00: 0oo

00: 0 FSM 0000000

g

* state -[JI00000O0init[Jeap identity[]eap aka challenge(]
authenticated[]Jestablished[]

[: epdg auth duration ms
00: 000

00: 0 IKE_SA_INIT 00000000CO0000000O
: 100, 250, 500, 1000, 2500, 5000, 10000 ms

(0: epdg session duration seconds

00: 0oo
00 D00000000oooO
[: 60, 300, 900, 1800, 3600, 7200, 14400 seconds[]1 (00 4 00O

ESP (00000
i 0 ESP 00000000

00: epdg_esp packets in count
00: 000
00: 00000 ESP 000000OVE - 00000

(0: epdg esp packets out count

0o 000
00: 000 ESP 00000000 - UE 000


https://datatracker.ietf.org/doc/html/rfc4303

O0: epdg esp bytes in total
00: 000
00: 0 ESP 00000000000

00: epdg esp bytes out total
00: 000
O0: 000 ESP 000000000

IP [0
0000 VPN 000 1P 000049000

(0: epdg ip allocated count
00 000

00: 000 1P 0000

ao:

* type -[J0000ipv4 [J ipv6

(: epdg ip released count
00: 0od

00: 000 1P 0000

g

* type - [0000ipv4 O ipvé

(: epdg ip pool allocated count
0d: 000
00: 00000 1P 0000

00: epdg_ip pool available count
00: 000
00: 0000000 1P 0000



00: epdg ip pool utilization ratio
g 0oo
O0: 1P 000000000 0.0 O 1.0000 1.0 0J000D00oon

VM (1]

00000000 Erlang/BEAM 000000

00: vm memory total
0d: 000

[d: 00

00: VM 000000

U0: vm memory processes
0: dod

00: 4o

00: Erlang 000000

U0: vm _memory binary

0d: 000

[d: 00

00 O000000O000000000000

00: vm _memory ets

(0: 000

[d: 00

00: ETS D0000000000CO000

00: vm system info process count

00: 0oo
00: 00000 Erlang 0000



00: vm system info port count
00 000
00: D0000D00000OR0000O

00: vm statistics run queue

0a- 000
00: 00000000000000000 CPU 000

Prometheus [][]

Hooo

[1 OmniEPDG [J0000 Prometheus prometheus.yml[]

scrape _configs:
- job name: 'omniepdg'
scrape interval: 15s
static configs:
- targets: ['epdg-host:9568']
labels:
instance: 'epdg-01'
environment: 'production’

joad

00 Kubernetes 000000000



scrape _configs:
- job name: 'omniepdg'
kubernetes sd configs:
- role: pod
relabel configs:
- source labels: [ meta kubernetes pod label appl
action: keep
regex: omniepdg
- source labels:
[ meta kubernetes pod annotation prometheus io port]
action: replace
target label: address
regex: (.+)
replacement: ${1}:9568

jond
0000000

# 5 0000000
sum(rate(epdg eap aka success count[5m]))

/

(sum(rate(epdg eap aka success count[5m])) +
sum(rate(epdg eap aka failure count[5m])))

Hooo

# 0000000
rate(epdg ikev2 session established count[5m])

000000 (p9S)

histogram quantile(0.95,
sum(rate(epdg auth duration ms bucket[5m])) by (le))



HSS (10 (p99)

histogram quantile(0.99,
sum(rate(epdg diameter swx mar latency ms bucket[5m])) by (le))

joad

epdg sessions active count

IP 000

epdg ip pool utilization ratio * 100

ESP (]

# 00000000
rate(epdg esp bytes in total[5m])

# 1000000000
rate(epdg esp packets in count[5m]) +
rate(epdg esp packets out count[5m])

AN NENEND

# 000000 EAP 00O
sum by (reason) (rate(epdg eap aka failure count[5m]))

# (000000000
sum by (reason) (rate(epdg session terminated count[5m]))
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OmniEPDG []J[] Prometheus [J000



groups:
- name: omniepdg
rules:
# 0000000
- alert: OmniEPDGHighAuthFailureRate
expr: |
sum(rate(epdg eap aka failure count[5m]))
/
(sum(rate(epdg eap aka success count[5m])) +
sum(rate(epdg eap aka failure count[5m])))
> 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "“[J EAP-AKA [J0O0OO0OOO"

description: "0 5 0O00O0O0O0OCOC {{ $value |
humanizePercentage }}"

# IP (JO00OO
- alert: OmniEPDGIPPoolLow

expr: epdg ip pool utilization ratio > 0.9
for: 5m
labels:
severity: warning
annotations:
summary: "IP 00000 96%"
description: "IP 00000 {{ $value | humanizePercentage
P

# IP [0
- alert: OmniEPDGIPPoolExhausted

expr: epdg ip pool available count ==
for: 1m
labels:
severity: critical
annotations:
summary: "IP QO0OO"
description: "[JOOOOOOOO IP pOO"

# HSS 000
- alert: OmniEPDGHSSLatencyHigh
expr: |



histogram quantile(0.95,
sum(rate(epdg diameter swx mar latency ms bucket[5m])) by (le))

> 1000

for: 5m

labels:
severity: warning

annotations:
summary: "HSS (SWx) [Ogo"
description: "95 OO0 MAR OO0 {{ $value }}ms"

# 000 SWx 0000
- alert: OmniEPDGSWxBacklog

expr: epdg diameter swx pending count > 100
for: 2m
labels:
severity: warning
annotations:
summary: "SWx [JOO0O0"
description: "{{ $value }} Q0000 Swx QOO"

# VM 000
- alert: OmniEPDGMemoryHigh

expr: vm _memory total > 2147483648
for: 10m
labels:
severity: warning
annotations:
summary: "OmniEPDG [JO0O00O"
description: "VM O0000 {{ $value | humanizel024 }}"

# (00000
- alert: OmniEPDGSchedulerOverload

expr: vm_statistics run_queue > 10
for: 5m
labels:
severity: warning
annotations:
summary: "Erlang 00000OCOO"
description: "[JOOOOOO {{ $value }}O00 CPU OO"

# (00000000000

- alert: OmniEPDGNoSessions
expr: epdg sessions active count == 0 and
epdg ikev2 session initiated count > 0



for: 10m
labels:
severity: warning
annotations:
summary: "[00000000000000"
description: "[000000000C00O"

# (00000000000
- alert: OmniEPDGHighRateLimiting

expr: rate(epdg auth rate limited count[5m]) > 10
for: 5m
labels:
severity: warning
annotations:
summary: "[0000000000000"
description: "{{ $value | printf \"%.1f\" }} J00O0OOOOOOO

# GeolIP [JNID0DOCOOOOOOCOOO
- alert: OmniEPDGGeoIPBlockingSpike

expr: |
rate(epdg auth geoip blocked count[5m]) > 5
for: 5m
labels:
severity: warning
annotations:
summary: "GeoIP [O00O0OO"
description: "{{ $value | printf \"%.1f\" }} OO0 GeoIP [

oooo*

# 000 ESP (00O
- alert: OmniEPDGReplayAttack

expr: rate(epdg esp replay detected count[5m]) > O
for: 2m
labels:
severity: warning
annotations:

summary: "[0J00 ESP QOOoO"
description: "{{ $value | printf \"Ss.1f\" }} O0O0OOCO"

# AUTH 0000000 MITMO
- alert: OmniEPDGAuthVerificationFailures

expr: rate(epdg auth verification failed count[5m]) > ©
for: 2m



labels:
severity: critical
annotations:
summary: "[00 AUTH Q00O0OOOO"
description: "[0000000C00C00"
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4000 TCP [JOO00OOOO (HTTP)

443 TCP 00000000 (HTTPS, O0)

9568 TCP Prometheus [
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ePDG [][] DNS [

000000 3GPP TS 23.003 0000000 BNS 000000 ePDGOFQDN 0000
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ePDG [] TLS 0000000000000 ePDG FQDN 00000000 (SAN)OO IKEV2 00000OVE OO
0ooood
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 SAN [JO00 ePDG OO0 FQDNOOOO
epdg.epc.mncOO1l.mccOOL.pub.3gppnetwork.org[]

* 000000000 CA 000000000
* [J00 RSA 2048 [J[] ECDSA P-256

Diameter [ DNS

00000 Diameter 0000000 DNS NAPTR/SRV J000000 RFC 6408000000
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0o
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0000

+ UE (0000000 NAIDDOOOOODOO
e Diameter Origin-Realm [] Destination-Realm AVP
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IKE_SA_INIT (UDP 500)

000 NAT

IKE_AUTH (UDP 4500)

WiFi 00000

oooo DNS 000 OmniEPDG
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UDP 500 [J OmniEPDG 000
UDP 4500 J OmniEPDG 0000
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ePDG O IP

000000 SAN O TLS OO0
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« 0 1P 00-01 00000 10 0000 1PO00 5 000
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0000000 VPN 000

config :omniepdg,
vpn _mode: :simple,
simple vpn: [
pool ipv4: "10.45.0.0/16",
dns servers ipv4: ["8.8.8.8", "8.8.4.4"]
]

config :diameter ex,
diameter: %{

host: "epdg",
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
peers: [

%s{host: "hss", ip: "10.74.0.21", port: 3868, transport:
:tep}
]
}

Jooooooo

config :omniepdg,
# [0000000000O00000
auth rate limit per ip: 10,
auth rate limit ip block ms: 300 000,
auth rate limit per imsi: 5,
auth rate limit imsi block ms: 600 000,

# GeoIP [JOOOOOOO
geoip enabled: true,

geoip mode: :whitelist,
geoip countries: ["AU", "NZ"]

Ho00o0o0oooa O
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00 Web 0000 http://<host>:4000/dashboard [0

* (00000

e Diameter [(J0000
* 00000
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Prometheus []]

0 http://<host>:9568/metrics Q0000000

* 000000/000
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ESP 000000

000000000000 O
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config :omniepdg,
# [0 IP 0000
auth rate limit per ip: 10, # 000000000
auth rate limit ip window ms: 60 000, # 00001 QOO
auth rate limit ip block ms: 300 000, # Q000005 OO0

# [0 IMSI Q0000

auth rate limit per imsi: 5, # 000000000
auth rate limit imsi window ms: 60 000, # 00001 OO0
auth rate limit imsi block ms: 600 000 # 000000160 0o

0 1P [
0 O
0d 10 0d 0o
auth rate limit per ip . U 10 Do00o0oo 1P 000oood
[ Ho0o0ooo0
0 0o0a 1P di0od0ooooO
auth rate limit ip window ms U 60000 D000000000000000OO
O
0ooa
IP
auth rate limit ip block ms U 0 300000 bHoion e booooaoa

O 000000000 5 000



[ IMSI ]

0 0O
o 1 0 aa a0
0 O000o0oo MSI OO0
auth rate limit per imsi . O 5 UOO00O000000000

IPO0000000000000

auth rate limit imsi window ms D [ 60000 0000 MST 000a000
O000000000a

0000000 IMSI 0000
0000000000000 10

auth_rate limit imsi block ms . 0 600000
0 0000 1P 000000CoO

000000
Hooooo

OO00000000000000 P/IMS! 00000000000000000000000000000000000000000000
0oad

O00000

OO000000000000000000

config :omniepdg,
auth rate limit per ip: 5,
auth rate limit ip window ms: 120 000, # 2 0000
auth rate limit ip block ms: 900 000, # 15 0000

auth rate limit per imsi: 3,

auth rate limit imsi window ms: 120 000,
auth rate limit imsi block ms: 1 800 000 +# 30 0000

00000 0 2 00000000 e 0oo IMSIO00 5 0o000oooooo 15-30 ood
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Oo00o0o0Oo0Oa

config :omniepdg,
auth rate limit per ip: 50,
auth rate limit ip window ms: 60 000,
auth rate limit ip block ms: 60 000, # 1 0000
auth rate limit per imsi: 20,
auth rate limit imsi window ms: 60 000,
auth rate limit imsi block ms: 120 000 # 2 000

00000 HOo0OHOoOOtObOooootoo0oa

000 0o0000o00a
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MaxMind Geolite2 [][]
GeolP 000 MaxMind Geolite2 0000000000000 P 0000000000000

000 GeolP (]

1.0 Oo00oooo
2. 00 GeoLite2-Country.mmdb QOO0
3. J000000000000000 /etc/omniepdg/GeoLite2 -Country . mmdb ]

4. 000000 GeolP

il

config :omniepdg,
# [J0 GeoIP [
geoip enabled: true,

# MaxMind 00000
geoip database path: "/etc/omniepdg/GeoLite2-Country.mmdb",

# (00000

geoip mode: :whitelist,

# [0000ISO 3166-1 alpha-2 000
geoip countries: ["AU", "NZ"],

# 0000 IP
geoip allow unknown: false,

# 000000000
geoip fail open: true


https://www.maxmind.com/en/geolite2/signup
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geoip enabled

geoip database path

geoip mode

geoip countries

geoip allow unknown

geoip fail open

—

0d

false

"/etc/omniepdg/GeolLite2-

Country.mmdb"

:whitelist
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0o
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0d
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aood
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00000000000
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true O00O0OOC
O0000000C0
false [OOOOOC
000000000
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0000000000 WiFi 000

JO00o0OCO00NOo0ODOO0OD0OO

config :omniepdg,
geoip enabled: true,
geoip mode: :whitelist,
geoip countries: ["AU", "NzZ", "FJ"] # J0000OOCOOO

00000 DO000000000R0000 e 000 UE O00D00D0000OODOOO
000 000 Wik 000000000C0000000

0ooon
O000€ € 000000000000000000

config :omniepdg,
geoip enabled: true,
geoip mode: :blacklist,
geoip countries: ["CN", "RU", "KP", "IR"] # [0000O0U0OCOO

00000 0000000 VE fo0D0oooi0oooobon

000 00UOt0000o0o0oo0a



Hooooo
00 1P 00000000000
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geoip allow unknown 0000000

00  geoip_allow_unknown [I] 00

000  false 00 = 000000 = 000

Ood  true 00 = 000000 = do
IENENEN

config :omniepdg,
geoip mode: :whitelist,
geoip allow unknown: true # 000000000CCOOO IP
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Huoooo
[0: epdg_auth_rate limited count (0: 000 OD: D00O000000000O OD:

* type - J0000ip0IP O00OCO imsiQIMSI 00000

0000

# (00000000

rate(epdg auth rate limited count[1m])

# 00000
sum by (type) (rate(epdg auth rate limited count[5m]))

# (000000000
rate(epdg auth rate limited count[5m]) > 10

GeolP []]
00: epdg auth geoip blocked count [0: 000 00: O GeolP OO0O00OOOO OO:

e country -1S0 3166-1 alpha-2 JJ0000 UNKNOWN [O0O0O0O0O0O0 IP

0oooo

# 0000 GeoIP [
rate(epdg auth geoip blocked count[1m])

# 0000000
topk(10, sum by (country) (epdg auth geoip blocked count))

# 00000000000
increase(epdg auth geoip blocked count{country="XX"}[1h]) > 100
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e Timeout s2b delete session timeout - GTPv2-C 0000000
* Timeout cancel location timeout - 0000000
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e 0000 OmniEPDG [J HSS 00 SCTP ] 3868
0000 dia swx remote ip [] dia swx remote port [
HSS 0000000000

00000000 SCTPO000000000 SCTPO
Origin-Host [J Origin-Realm 0000 CEA 00

0000

1. 000 HSS IP 00000000
2. [0 dia swx remote ip [] dia swx remote port [JHSS O000

3. 0000000000 SCTP 0000 SCTP 00000 dia_swx_proto (00 tcp 0000
4.0 dia swx origin host 00000 FQDNOOO HSS O0OOOO
5. [0 HSS 0000000 CER/CEA 0000000

PGW [0 (S6b)
00000000000 GTP 0000000 PGW (000 S6b AAROIOOO00 S6b peer_up 000

0000

 PGW 000000 OmniEPDG [0 S6b 00

« 0000 OmniEPDG [J S6b (00000 SCTP ] 3868
e PGW 000 dia s6b local ip

e Origin-Host [] Origin-Realm ][]

0oooo

1. 0 PGW 000000 OmnieEPDG [] dia s6b local ip:dia s6b local port
2. 00 s6b 0000000 PGW 0000

3. J000000000O0 Seb 00000 3868 Oiin SCTP
4.0 dia s6b origin host [] dia s6b origin realm [J PGW 0000

Joooooo

000000000000000000000000000 SUSPECT [ DOWN 00



0ooto

* 000000000
* (0000000 dia swx watchdog timer [0 DWR

* [00000000D00ooOoo00000O
0oooo

1. 00 OmniEPDG 000000C0000000C00000
2. 0000000000 dia_swx watchdog config / dia s6b watchdog config
©YO00000 [{okay, 5}, {suspect, 3}1[

3. (00000000000 CPUNDOnOOOO

Huoood

IMSI [ (OO 5001)

O00000000 EAP-AKA OOO00000000 SWx MAA [00000 5001
(DIAMETER_ERROR_USER_UNKNOWN)[J

0000

* 00000 RSS 000
« UE SIM [J HSS 000000 IMSI 000
+ NAI' 00000000 IMSI 0000

0ooto

1. 00000 IMSI 00000 HSS 0000

2. 00000 NAT 0000000000
0&Lt; IMSI>@nai.epc.mnc&lt;MNC>.mcc&lt;MCC>.3gppnetwork.org

3. 00 SIM [0 IMSI [0 HSS 000000

00000 (00 5003)

000C0000D00000000CO00000000000 SWx SAA (JO0000 5003(]



0ooto

« (00000000 Wik 0000
* 00000000 APN
* (0000000

0000

1. 00 HSS 000000ooOoag
2. 00 WiFi 00/ ePDG J0000000000
3. (0000 APN 000000000 APN 000

00000 (0o 5004)
0000000000000000000 SWx MAA [J SAA (00009 50040
00000

* HSS J000000000DOOO
* (000000000 Wik OO

0000

1. 10 HSS 00000000000 HPLMN/VPLMN [0
2. 00000000000 Wik 00

Huooon

0000000000000 10 000000000 Timeout swm der timeout []

state wait auth resp [

0000

« HSS [J 10 00000 SWx MAR

 SWx [J00000000C0
e HSS (1]

0000



1. (10 HSS 00000000
2. 00 SWx 0000000 OKAY 00000 SUSPECT [J DOWN[J

3. [0 dia swx transmit timer 0000000 HSS 00000

EAP-AKA (000
000000000000000 "type_mismatch™ OO0UE 00000000 EAP 000000
0000

 UE (0000 e JEAP-AKANIINO0OOCD EAP-AKATIOOOO
* HSS 000 EAP 000000000

00000 3GPP TS 23.0030NAI 000000CO00O0000O

* [0 0 0 EAP-AKA
e [JO0 6 00 EAP-AKA'

OmniEPDG [ UE J00000000000C000000 Wik 00 VE 0000 e OEAP-AKAQQ

0000

1. 000000 UVE NAI 000000
2. [J0 HSS 00000000oooooag
3. 0 5IM 000000000000o0ooO

EAP-AKA RES [][]]
00000C0000/0000000000 "RES 000" O “res_mismatch® 000

0000

* SIM 0000000
+ UE 000000000000
* HSS 0000000000

0ooto



1. 00 SIM 000000000

2. 00 HSS 0000000000ORANDOAUTNOXRESOCKOIKOOOOO
3. (00000000000 XRES 00000 RES

4. 00000 siMOOo sIM 0 HSS 000 Ki 0 Op/OPc 00000

GTP [J000 (00 GTP [I0)
PGW (00000

0000000000000ODO0D000D GTev2-C O0000OODOOOO

0ooo0ooooo

adoc 0 1l

/8 00000 APN 00 APN 00 PGW J0O00COOCO000OCO
82 ORAT 0000 00 PGW 000000 WikiOO 3GPPOOOOO
84 0000000000 PGW 1P 0000000 €€ 0000

2 O00oooon PGW 000000000 S6b 0000

93 APN 0000 00000000 PGW 000 APN

96 IMSI/IMEI 00 0000 PGW 000000 Séb 00000000
113 APN [ APN 00000000 PGW [0

120 GTP-C 0000 PGW 00000

Huooon

000000000 10 000000000 Timeout create session timeout [J

state wait create session resp [



0ooto

e PGW [] gtpc remote ip:gtpc remote port 0000
e 0000 OmniEPDG [J PGW ][] UDP [0 2123
 PGW [JO0O0O0O GTPv2-C 0

0000

1. 000 PGW [0 UDP [0 2123 000000
2. 0000000000 OmniEPDG 0 PGW 00 UDP 2123

3. 0 PGW 00000 GTPv2-C 000

GTP-U (000000
000000000000000000000000000
00000

* GTP-U 000000

 gtp_u_kmod 00 IP 0000 PGW [0 GTP-U 00000000
* [0 GTP 000OOOOO

e 0000 UDP OO 21520GTP-U

0000

1. 0 Linux 00 GTP 000099000 lsmod | grep gtp[]
2.0 GTP 000000 1ip link show gtpO[]
3.00 gtp_u_kmod 1 ip 000 gtpc_local_ip JOO00OOOCOOOCOCCOCO

4. 00000000000 GTP 0000000
5. 000000000 OmniEPDG [J PGW [0 UDP 2152



00 VPN [0 (0000 VPN [0
TUN 00000

000OmniEPDG (000000 omniepdg® OO0000OOOCCOOOOOOOOCO simple_vpn_route
0ooooooon

0000

 OmniEPDG 000 CAP_NET ADMIN (0000 root OOOO

« TUN/TAP 0000000
* (00000000000 omniepdg® OO

0000

1. 0 TUN 000000000 tsmod | grep tun(]

2. [J0 OmniePDG 00000000000 TUN OO0

3. [J00 omniepdg® OO00O0000O0O0O1ip link show omniepdgO[]
4. 00 log/crash.log NOOO0O0OOO0OOOO

IP (00

000000000000C00000000000 simple_vpn_pool [ 1P 00000
0oooo

+ (00 CIDR 000000CO0OODO00OO
* (0000000 1P 000000
* [O0000O0OOOOO0a

0000

1. 00000 epdg_ue_fsm (00000000OC

2. 000000000000 terminating OOOO0

3. 00000000000 simple_vpn_pool ipv4 (00000 CIDR OO000000000C
4.0 log/crash.log [0 FSM 0000000CCOO IP OO0



Jooooood

000000000OVE OO e Q00000000 TUN 00000
ooooa

* 00 omniepdg® 00000 IP 00000
« OmniEPDG 000000 IP OO

* 00000000 omniepdg® 00000

+ 0000000 NAT/0000000000 1P 00

0oooo

1. 00000000000 ip route show 0000000 /32 0000 omniepdgO(]
2. 00000 1P 000 sysctl net.ipv4.ip forward[]

3. 00 iptables/nftables JO000000 omniepdg® [

4. JJ00000OOO0O00000O0O0O0OO e 00000 NAT/OD00O00O iptables -t nat -A
POSTROUTING -s 10.45.0.0/16 -o <wan-interface> -j MASQUERADE[]

AN NENEND

0000 OmniEPDG 0000000000000 P €€ 0000000000000
0000

 FSM 0000000000
< OmniEPDG J0000000000C0O000

0oooo

1. 00 tog/crash. log OOO000000COOO0O
2. 0000000000 ip route del <subscriber-ip>/32 dev omniepdg@[]

3. 00 OmniEPDG 00000 omniepdg® O000000COOCOO



AR
000000000

00000000000UVE FSM OO dereg_* [ wait_* (00
0oooo

* PGW 00000000
* (0000000 STR O ASR
* [00000ODOO0OO0O

0oooo

1. f000O0ODOODODo00O
2. [0 PGW [J HSS [0

3. 1 10 J00FSM 00000000CO00D0000CO00O0000DOD000000000 Unexpected

call event

000 GTP-U PDP (]
O00000000GTP-U QOCCCCCCCCCD ip Uink show gtpe 0000000 PDP 0000

0000

 FSM OO0 PDP 0000000
* (0000000

0000

1. 00 log/crash.log 0000000000000
2. FSM [J terminate/3 [O000C0 PDP 000000 FSM O000COOOOOOCOOCOOOOOOO
3. 0 OmniEPDG 0000 GTP-U 000000000000



NN
0000000

000OmniEPDG (000000000CCO00000000000
0oooo

+ [O000OOOOOOODOOOOOn
* (0000000000000 gen_socket [
* JO0000OOOOUOoOODOo0OOn

0oooo

1. 00 log/crash.log 0000000

2. [0 gen_socket [J libdir O00000COO000O0
3. 00 config/runtime.exs 0000000000000
4. J00000RO000000000

Hoood
O00Erlang VM 00000000000
ooonn

« UE FSM 000000000000
* 0000000000
* 000000

0ooto

1. 0000000 epdg_ue_fsm [ aaa_ue_fsm (000000000CO00CO000C
2. [0 FSM 000000000CO0000 terminating OOOOO
3. J00€€000000000000000



OmniEPDG

OmniEPDG 000000000000 (ePDG)OOO Wik OO00 (VoWiF)OOOO EAP-AKA 000000
WiFi J00000000000000000 Diameter O000000000C00O00 HSS 0 GTP 0000000
(PGW)[

OmniEPDG [JH000000COOOOO000OT

OmniEPDG 00000000

« GTP 00000 - 00 GTPv2-C [0 GTP-U 00 PGW 000 3GPP 000
* 00 VPN [0 - 0000000 1P 00 Linux TUN 00000 PGW

il

joodo
. - D000000000YE 0000000000000
. - Diameter(]JGTPv2-COGTP-UJOJ0 VPN 0000000000

. - J0000Diameter 000000000 Web 000 U



il

e [/ - 000000000 GeolP OOOO

Jooooon

« ['] - DOODO00DO0O0ODiameter OO000000 Prometheus (]
« UL - D000000oo0ooo0

Juo

000d

UE /00

WiFi

D000 ViF 0
WiFi 010 ‘

IPSec / IKEv2 / EAP-AKA

(000000 (00 GTF O

' OmniEPDG
OmniEPDG Linux 00 GTP-U OO TUNOO+ IPQO
(Erlang/OTP) (00 GTP [0} (0000003
f RN )
; l \ |
Diameter SWx  Diameter S6b  GTPv2-C GTP-U Linux [
(5CTP) (SCTP) (UDF) (UDP) (1))
e
H55 PGW
‘ 000 / o000




GTP [

00000OmniEPDG [0 PGW [0 GTPv2-C 0000000000 GTP-UMOD Linux 000COO0O0OO
0000000000 3GPP O0000O0OO EPC 000OCOOOOOO

00000 UE - IPSec » OmniEPDG - GTPv2-C [JI0 = GTP-U [J[] » PGW - [

0000000 HSSOPGW

00 VPN [

OmniEPDG 000000 IP 000000 Linux TUN 000 tun_epdg 000000000000000000000
PGW [J GTP J0000C000000C Diameter SWx [J HSS (J00

00000 UE = IPSec = OmniEPDG - [J[J IP [JJ = TUN [JJ - Linux [0 - 000
0000000 0 HSSOOOd PGwQ

00000 skip_sar 0000 HSS 0000000/00000CO00OC000CO HSS 000000 ePDG 0000
0000 HSS 00000000D000D0D0ODODOOOOOOOODoo000oO



jooo

00
3GPP [0
00 PGW
00 HSS
IP 00
o000
HSS 000000
HSS [0
PGW 00000
o000

IPv6 / 0

GTP [I[J

[

00 PGW

GTP-U 0000

[OPPR/PPA[]

OORTR/RTA[

00 VPN ]

0000 skip_sar 0000000CO

0oo000oo

000CCIDRO

Linux TUN + [

0000 skip sar([]

000

[ IPv4



Juod

0o 0o oo

IKEV2 /

SWu UDP
IPSec

SWx Diameter SCTP

S6b Diameter SCTP
GTPv2-C/

S2b UDP
GTP-U

il
0000

0d

0o

0d

GTP

GTP

0oa

UE

HSS

PGW

PGW

0d

0000 EAP-
AKA 000

0ooo0ooooO
0a

0o0oooa

0o00ooooa

 EAP-AKA 000 - 00 HSS 00 3GPP EAP-AKA 000000

GTP [0

IPSec 0000 - 00 IKEv2 [0 UE 0 ePDG 0000000
000000 - GTP 000 PGW 00000 VPN 00000

00 VE 000 - D00000€ €9 Erlang FSM 0000000000
0000 - 1Pv4QIPV6 [ IPv4v6e PDP OO000GTP 000

* GTP [J000 - 00 Linux 000000 GTPv2-C 000 GTP-U 0000
« PGW [J0000 - PGW [J0000000OCePDG OOOOOO UE
* 000000 - HSS 00 SWx RTR 00000ePDG 000000

+ (00000 - HSS OO0D00ooOoOoD0ooO

0d


https://www.3gpp.org/DynaReport/33402.htm
https://www.3gpp.org/DynaReport/33402.htm
https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29274.htm
https://www.3gpp.org/DynaReport/29274.htm
https://www.3gpp.org/DynaReport/29273.htm

00 VPN (000

« 00 1P - 00 CIDR [ IPv4 000000 IMSI OO

* TUN 000 - 00 Linux TUN 000 tun_epdg 0000 UE 0000
« DNS []0] - 00 PCO 000 VE 0000 DNS 000

* 00 SAR [0 - 00 HSS 000000000

joad

+ 00000000 - 00 1P 000 IMSI I00000000000000

* GeolP 00 - 00 MaxMind GeoLite2 0000000000000
* 00000 - 000000000000000

 ESP 0000 - 00 RFC 4303 [J 64 00000

HSS [][] (SWx Diameter)

 00000C000/00 (MAR/MAA) - [0 EAP-AKA 000000000000

* 0000000/00 (SAR/SAA) - N0O0000CO APN 0000000000000
* 00000000/00 (PPR/PPA) - [ HSS OO00000000C0OGTP OO0

* J00000/00 (RTR/RTA) - HSS 0000000OGTP OO0

PGW (0000 GTP (0

S6b Diameter:

« AA /00 (AAR/AAA) - (01 PGW 100
» 000000/00 (STR/STA) - 00 PGW [0
» 000000/00 (RAR/RAA) - 00000000
 0000000/00 (ASR/ASA) - 000000

S2b GTPv2-C:

* [00000/00 - 0000 TEID 000 GTP OO
* [00000/0C - 00 GTP OO
* J00000/00 - PGW 0000000



Ho0n
0000

.

000 config/runtime.exs (000000000CO0000ven_mode (00 GTP OO0 VPN 00000
Oo0oo0bOooooOoon [

0000000GTP 000

{0 IP [0 0] 0
OmniEPDG (GTP-U) 10.74.0.11 - GTP-U 0000
OmniEPDG (Diameter S6b) 10.74.0.12 3868 S6b Diameter [J[][]
HSS 10.74.0.21 3868 SWx Diameter [J0J

PGW 10.74.0.23 2123 GTPv2-C[] S6b [



000000000 VPN [0d

00 IP 0
OmnIiEPDG (TUN )  10.44.0.1
UEIP[] 10.45.0.0/16
HSS 10.74.0.21:3868

00 00

EPS AAA []] (SWx, S6b, SWm)
GTPv2-C [] GTP-U

0 3GPP 000000

[ 3GPP (01 €000

Oo0ooood

Cx/Dx DiameterJJ0000

Diameter [J000

EAP-AKA

Juoad

0ooooo

0o

tun_epdg (JO00OCO IP

0000 CIDR 0JOooco e

SWx Diameter 000000000

000

ePDG Diameter 000000

S2b (00000C000GTP OO0

00000 Wik [0 EAP-AKA 0000

00 ePDG 00000

NAI OO0OmMmSI 00

SWx 00000000000

Diameter (00000000000

00 IKEv2 000000000


https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29274.htm
https://www.3gpp.org/DynaReport/33402.htm
https://www.3gpp.org/DynaReport/23402.htm
https://www.3gpp.org/DynaReport/23003.htm
https://www.3gpp.org/DynaReport/29229.htm
https://datatracker.ietf.org/doc/html/rfc6733
https://datatracker.ietf.org/doc/html/rfc4187

1.0
2.00
3. 00
4.00
5. 10

0ooooo

1.00
2.00
3. [0

Ho0000000000C0OO
Oooooan
00000000 GeolP (IO
0000000 Prometheus O[]
0000000

Oo00o0o00o0
0o00ooooa
oot

4. 00000 3GPP O00DOODO0OO



