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vpn _mode: :simple,
simple vpn: [
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]

config :diameter ex,
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peers: [

%{host: "hss", ip: "10.74.0.21", port: 3868, transport:
:tep}
]
}
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# [0000000000O00000
auth rate limit per ip: 10,
auth rate limit ip block ms: 300 000,
auth rate limit per imsi: 5,
auth rate limit imsi block ms: 600 000,

# GeoIP [JOOO0OOO
geoip enabled: true,

geoip mode: :whitelist,
geoip countries: ["AU", "NZ"]
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73 No Resources Available
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config/*.exs
‘ [KEw2 Server VPN Mode Diameter License Client
UDP 500/4500 SCTPR/TCP
L 4 v
‘ UE ‘ vpn_mode ‘ HS55
- P
- .,
v \
//
.-/ -
gtp simple
Il A
v v

GTP Stack Simple VPN
(PGW tunneling) (IP Pool + TUN)

Juo

000000 config/runtime.exs (0000000 OmniEPDG OO0COO0000000000CCOOO0
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# config/runtime.exs
config :omniepdg,
# IKEvV2 0000
listen ip: {0, 0, 0, 0},
port 500: 500,
port 4500: 4500,

# VPN [J0: :simple (JUOO) O :9tp (OO GTP-C [J PGW)
vpn_mode: :simple,

# [0 VPN 0000
simple vpn: [
pool ipv4: "10.45.0.0/16",
pool ipv6: "2001:db8::/32",
dns servers ipv4: ["8.8.8.8", "8.8.4.4"],
dns servers ipv6: ["2001:4860:4860::8888",
"2001:4860:4860::8844"]
]

# 100000
config :control panel,

parent application: :omniepdg,

parent application readable name: "OmniEPDG",

use additional pages: [
{OmniEpdg.Web.DashboardLive, "/", "Dashboard"},
{OmniEpdg.Web.SessionsLive, "/sessions", "Sessions"},
{OmniEpdg.Web.DiameterLive, "/diameter", "Diameter"}

]

# Diameter [J[] (runtime.exs)
config :diameter_ex,
diameter: %{
service name: :omniepdg,
listen ip: "0.0.0.0",
listen port: 3868,
host: "epdg",
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
product name: "OmniEPDG",
vendor id: 10415,
applications: [
%{application name: :swx, application id: 16 777 265,



vendor id: 10415},
%{application name: :s6b, application id: 16 777 272,
vendor_id: 10415}
1,

peers: [
%{host: "hss", ip: "127.0.0.1", port: 3868, transport: :tcp}
]

# 0000000 (runtime.exs)
config :license client,

server_url: "https://license.example.com/api",
product: "omniepdg"

IKEv2 000

IKEv2 0000 UEs 0 OmniEPDG 00 SWu 000000 IPSec 00000 EAP-AKA 000



ad

listen ip

port 500

port 4500

cert file

(|

ad

{6, 0, 0, 0}

500

4500

/etc/omniepdg/certs/epdg.crt



1l 1l
o 0O
a
key file [ [ /etc/omniepdg/certs/epdg.key

session inactivity timeout ms g [J 300000

Huooon

OmniEPDG [00000000C00000CC00000C000000000 O

0o0oon

config :omniepdg,
# 00 IP 00000
auth rate limit per ip: 10,
auth rate limit ip window ms: 60 000,
auth rate limit ip block ms: 300 000,

# (00 IMSI 00000

auth rate limit per imsi: 5,

auth rate limit imsi window ms: 60 000,
auth rate limit imsi block ms: 600 000



ad

auth rate limit per ip

auth rate limit ip window ms

auth rate limit ip block ms

auth rate limit per imsi

auth rate limit imsi window ms

auth_rate limit imsi block ms

GeolP []]

config :omniepdg,
geoip enabled: false,

0d

10

60000

300000

60000

600000

0d

0000000 1P Ooooo
0o0oooa

00 1P 000000000
0aa

00000 1P 0000000
05 0000

000oooo MSI 000
000000000

00 IMSI 0000000
0000

00000 IMSI 00000
00010 Oooo

geoip database path: "/etc/omniepdg/GeoLite2-Country.mmdb",

geoip mode: :whitelist,

geoip countries: ["AU", "NZ"],
geoip allow unknown: false,
geoip fail open: true
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geoip enabled

geoip database path

geoip mode

geoip countries

geoip allow unknown

geoip fail open

—

ad

false

"/etc/omniepdg/GeolLite2-

Country.mmdb"

:whitelist

[]

0ooao

true

ad

0000 GeolP

000000
MaxMind
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ad

MaxMind
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IR NEN
OMMDB []

0o
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0000000000
0

:blacklist

Oo0o00o0oo
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VPN [0

0d 0d 0ooa ad

00000 = simple OO0

a TUN 000000 1P 000 : gtp
vpn_mode | 0 :simple EPDG VPN MODE [O00 GTPv2-C/GTP-U []

PGW (000000000000
[

00 VPN [

simple vpn 0000000 VPN 000 1P 000 DNSOOmnIiEPDG (00 IPv4 [0 1Pv6 000

config :omniepdg,
simple vpn: [

pool ipv4: "10.45.0.0/16",

pool ipv6: "2001:db8::/32",

dns servers ipv4: ["8.8.8.8", "8.8.4.4"],

dns servers ipv6: ["2001:4860:4860::8888",
"2001:4860:4860::8844"],

p cscf ipv4: ["10.4.12.165"],

p _cscf ipv6: [],

mtu: 1400,

nat enabled: true
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pool ipv4

pool ipv6

dns servers ipv4

dns servers ipv6

p_cscf ipv4

p cscf ipv6

mtu

—

-

ad
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[]
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g

CIDR 000
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0ooooooa
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DNS 000
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oo 1 0 oo 0o
0000000
nat enabled D [ true NATOOO
0 true (00000
000000000

Diameter []]

Diameter 0000 SWxOHSSOO S6b[JPGWI000 diameter enabled [J true [
OmniEPDG [J[] Diameter 0000000000000

config :diameter ex,
diameter: %{
service name: :omniepdg,
listen ip: "0.0.0.0",
listen port: 3868,
host: "epdg",
realm: "epc.mncO0l.mcc001.3gppnetwork.org",
product name: "OmniEPDG",
vendor_id: 10415,
applications: [
%{application name: :swx, application id: 16 777 265,
vendor id: 10415},
%{application name: :s6b, application id: 16 777 272,
vendor id: 10415}
1,
peers: [
%s{host: "hss", ip: "10.74.0.21", port: 3868, transport:
:tep}
]
}

0ooa
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service name

listen ip

listen port

host

realm

—

—

—

ad

:omniepdg

"0.0.0.0"

3868

Ilepdg n
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ad

DIA LIST
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DIA HOS’

DIA REAI
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product name

vendor id
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ad
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0o

host

ip

port
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0o 1D
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0o
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0o
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:tep
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HSS HOST

HSS IP
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HostOOOOOOODOO00OoO

0000 1P 00000 TCP/SCTP 00
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00000 = tep [0 ssctp(]
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SWx 16777265 10415 ePDG & HSS
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00000000 ©mniEPDG 00000000000

config :license client,
server url: "https://license.example.com/api”,
product: "omniepdg"

o R 0 Ooao
{
server url [] o - LICENSE SERVER URL
0
0
product 0 i "omniepdg" -
I
OO000
Web 0000000000000

config :control panel,
port: 4000

0d

0000ooo AP
000 URLL

Oo0oo0oooo
0o
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oo 0o 0o 0d aooo

port [O [ 4000  CONTROL PANEL PORT

Prometheus [[][1]

OmniEPDG []J[J HTTP [J] Prometheus 0000000000

config :omniepdg,
prometheus: %{

port: 9568
}
o 0
1l 0 0 1l aoao

port B U 9568 PROMETHEUS PORT

noooa
Oo00o0o00o0a

ad

0000 Web (000 HTTP 000

0d

Prometheus [J[[]
O/metrics [0 HTTP OO0

* epdg ikev2 session initiated count - 000 IKE_SA_INIT 00
e epdg ikev2 session established count - Q0000 IKE SA
* epdg ikev2 session failed count - IKE SA 00000000

* epdg eap identity count - EAP 0000

e epdg eap aka challenge count - [ EAP-AKA [

* epdg eap aka success count - @€ EAP-AKA [

* epdg eap aka failure count - [0 EAP-AKA 0000000

e epdg eap aka sync failure count - EAP-AKA SQN 000

* epdg diameter swx mar count - Q00000000000

* epdg diameter swx sar count - (0000000000
e epdg diameter s6b aar count - [0 AA 000000



* epdg diameter s6b str count - 000000

e epdg session created count - 000000 vpn_mode[]
* epdg session terminated count - 000000000

* epdg esp packets in count - [J00 ESP OO0

e epdg esp packets out count -] ESP [0

* epdg ip allocated count - [J00 IP 0000000

* epdg ip released count - [0 IP 0000000

000ooo 5 0o0od

* epdg sessions active count - 0000

* epdg sessions by state count -[] FSM 0000

e epdg ip pool allocated count - 0700 IP

* epdg ip pool available count - 0000 IP

* epdg ip pool utilization ratio - [JO0000.0-1.00
* epdg diameter swx pending count - 0000 SWx O

epdg diameter s6b active sessions count - [J[ S6b [

Oo00o0o00o0a

* epdg auth duration ms - NON00000D € 9 €
* epdg diameter swx mar latency ms - MAR 000
e epdg diameter swx sar latency ms - SAR [0

* epdg session duration_seconds - [J000O

VM [0

e vm memory total -[JVM [

e vm memory processes - 00

e vm memory binary - 0000

e vm _memory ets - ETS [J00J

* vm_system info process_count - 000000
* vm system info port count - 0000

e vm statistics run queue - 0000000

Prometheus [



scrape _configs:
- job name: 'omniepdg'
static configs:
- targets: ['localhost:9568']

Juo

0000 FSM 00000000000C00000000DODo0DOD0000oa

0 0 0] NN 0]
GTP[] 10,000 GTP ePDG UE 000000 PGW [0 GTPv2-C /000000
0 ms FSM 0oa0
SWm 10,000 0 ePDG UE 000000 Diameter SWm [[]
00 ms FSM (ODER/DEA[STR/STAQOOOO
S6b [0 10,000 GTP AAA UE 0000 Diameter S6b [J[J[JASR/ASA[]
ms FSM aooo
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00000 config/runtime.exs OOO000000000€ €0
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EPDG LISTEN IP

EPDG PORT 500

EPDG PORT 4500

EPDG CERT FILE

EPDG KEY FILE

EPDG SESSION TIMEOUT

VPN (][]

0o

EPDG VPN MODE

ad

"0.0.0.0"

IISOOII

"4500"

"/etc/omniepdg/certs/epdg.crt"

"/etc/omniepdg/certs/epdg.key"
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"simple"

*300000"

ad

VPN OO0 "simple" [0 "gtp" [
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Diameter
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DIA LISTEN IP

DIA LISTEN PORT

DIA HOST

DIA REALM

HSS [J0

0d

HSS HOST "hss"

0d

"0.0.0.0"

II3868II

Ilepdg n

“epc.mncO01.mccOO1.3gppnetwork.org"

0d

HSS Diameter [J[J[JOrigin-Host[][]

HSS_IP "127.0.0.1"  HSSIP 00

HSS PORT "3868"

HSS Diameter [

0o

Diameter [][]
O00000

Diameter [](]
a0da

Diameter
Origin-Host
O0000onO

Diameter
Origin-
Realm(]
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0d
LICENSE SERVER URL
CONTROL_PANEL PORT

PROMETHEUS PORT

ad

"4000"

II9568II

0d

000000 APHURLOOOOO

0000 HTTP 000

Prometheus 0 HTTP OO0 /metrics 0000



J0JDocker Compose

services:
omniepdg:

image: omniepdg:latest

environment:
# IKEv2
EPDG LISTEN IP: "0.0.0.0"
EPDG_CERT FILE: "/certs/epdg.crt"
EPDG_KEY FILE: "/certs/epdg.key"

# VPN OO
EPDG_ VPN MODE: "simple"

# Diameter

DIA HOST: "epdg"

DIA REALM: "epc.mnc@01l.mcc001l.3gppnetwork.org"
HSS HOST: "hss"

HSS IP: "10.74.0.21"

HSS PORT: "3868"

# (00
LICENSE _SERVER URL: "https://license.example.com/api"

# 0000
CONTROL PANEL PORT: "4000"

# Prometheus [][]

PROMETHEUS PORT: "9568"
ports:

- "500:500/udp"

- "4500:4500/udp"

- "4000:4000"

- "9568:9568"
volumes:

- ./certs:/certs:ro
cap add:

- NET ADMIN
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OmniEPDG [00000000C000000C0O00000BIameter OO0000000COO000OCO00000COO
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000000000 HTTP Q00000000 400000
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VPN [ O0000GTP [ SIMPLE
IKEv2 []] 0000500 (IKE), 4500 (NAT-T)
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IP [ (IPv4) 00d P O CIDROOOOO VPN OO0
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0 config/runtime.exs (0€Y€00000

config :omniepdg,
prometheus: %{
port: 9568

}
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epdg_eap_aka_success count++

[Failure]

epdg_eap_aka_failure_count++
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(0: epdg auth rate limited count
0 000

00: D0000000000O0000

[:

* type - 00000 ip 000 IP 000000 imsi 000 IMSIOO00O0O

oooo:

# 00000000
rate(epdg auth rate limited count[1m])

# 10000
sum by (type) (rate(epdg auth rate limited count[5m]))

(: epdg auth geoip blocked count

00: 0oo
00: 0 GeolP 000C0O000COCOOOO
[o:
e country -1S0 3166-1 alpha-2 00000000 CNORU 000 UNKNOWN (JO000000000
IP
aooo:

# 000 GeoIP [
rate(epdg auth geoip blocked count[1m])

# 00000000
topk (10, sum by (country) (epdg auth geoip blocked count))

[: epdg esp replay detected count
00: 000
00: 0000000000 ESP 00000000 RFC 430300000000000C0C0000O000000C0
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(0: epdg ip allocated count
00 000

00: 000 1P 0000

ao:
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00: 0od
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00: vm memory total
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[d: 00

00: VM 000000

U0: vm memory processes
0: dod
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U: vm _memory binary
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[d: 00
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00: 0oo
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00: vm system info port count
00 000
00: D0000D00000OR0000O

00: vm statistics run queue

0a- 000
00: 00000000000000000 CPU 000

Prometheus [][]

Hooo

[1 OmniEPDG [J0000 Prometheus prometheus.yml[]

scrape _configs:
- job name: 'omniepdg'
scrape interval: 15s
static configs:
- targets: ['epdg-host:9568']
labels:
instance: 'epdg-01'
environment: 'production’

joad

00 Kubernetes 000000000



scrape _configs:
- job name: 'omniepdg'
kubernetes sd configs:
- role: pod
relabel configs:
- source labels: [ meta kubernetes pod label appl
action: keep
regex: omniepdg
- source labels:
[ meta kubernetes pod annotation prometheus io port]
action: replace
target label: address
regex: (.+)
replacement: ${1}:9568

jond
0000000

# 5 0000000
sum(rate(epdg eap aka success count[5m]))

/

(sum(rate(epdg eap aka success count[5m])) +
sum(rate(epdg eap aka failure count[5m])))

Hooo

# 0000000
rate(epdg ikev2 session established count[5m])

000000 (p9S)

histogram quantile(0.95,
sum(rate(epdg auth duration ms bucket[5m])) by (le))



HSS (10 (p99)

histogram quantile(0.99,
sum(rate(epdg diameter swx mar latency ms bucket[5m])) by (le))
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epdg sessions active count

IP 000

epdg ip pool utilization ratio * 100

ESP (]

# 00000000
rate(epdg esp bytes in total[5m])

# 1000000000
rate(epdg esp packets in count[5m]) +
rate(epdg esp packets out count[5m])

AN NENEND

# 000000 EAP 00O
sum by (reason) (rate(epdg eap aka failure count[5m]))

# (000000000
sum by (reason) (rate(epdg session terminated count[5m]))
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groups:
- name: omniepdg
rules:
# 0000000
- alert: OmniEPDGHighAuthFailureRate
expr: |
sum(rate(epdg eap aka failure count[5m]))
/
(sum(rate(epdg eap aka success count[5m])) +
sum(rate(epdg eap aka failure count[5m])))
> 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "“[J EAP-AKA [J0O0OO0OOO"

description: "0 5 0O00O0O0O0OCOC {{ $value |
humanizePercentage }}"

# IP (JO00OO
- alert: OmniEPDGIPPoolLow

expr: epdg ip pool utilization ratio > 0.9
for: 5m
labels:
severity: warning
annotations:
summary: "IP 00000 96%"
description: "IP 00000 {{ $value | humanizePercentage
P

# IP [0
- alert: OmniEPDGIPPoolExhausted

expr: epdg ip pool available count ==
for: 1m
labels:
severity: critical
annotations:
summary: "IP QO0OO"
description: "[JOOOOOOOO IP pOO"

# HSS 000
- alert: OmniEPDGHSSLatencyHigh
expr: |



histogram quantile(0.95,
sum(rate(epdg diameter swx mar latency ms bucket[5m])) by (le))

> 1000

for: 5m

labels:
severity: warning

annotations:
summary: "HSS (SWx) [Ogo"
description: "95 OO0 MAR OO0 {{ $value }}ms"

# 000 SWx 0000
- alert: OmniEPDGSWxBacklog

expr: epdg diameter swx pending count > 100
for: 2m
labels:
severity: warning
annotations:
summary: "SWx [JOO0O0"
description: "{{ $value }} Q0000 Swx QOO"

# VM 000
- alert: OmniEPDGMemoryHigh

expr: vm _memory total > 2147483648
for: 10m
labels:
severity: warning
annotations:
summary: "OmniEPDG [JO0O00O"
description: "VM O0000 {{ $value | humanizel024 }}"

# (00000
- alert: OmniEPDGSchedulerOverload

expr: vm_statistics run_queue > 10
for: 5m
labels:
severity: warning
annotations:
summary: "Erlang 00000OCOO"
description: "[JOOOOOO {{ $value }}O00 CPU OO"

# (00000000000

- alert: OmniEPDGNoSessions
expr: epdg sessions active count == 0 and
epdg ikev2 session initiated count > 0



for: 10m
labels:
severity: warning
annotations:
summary: "[00000000000000"
description: "[000000000C00O"

# (00000000000
- alert: OmniEPDGHighRateLimiting

expr: rate(epdg auth rate limited count[5m]) > 10
for: 5m
labels:
severity: warning
annotations:
summary: "[0000000000000"
description: "{{ $value | printf \"%.1f\" }} J00O0OOOOOOO

# GeolIP [JNID0DOCOOOOOOCOOO
- alert: OmniEPDGGeoIPBlockingSpike

expr: |
rate(epdg auth geoip blocked count[5m]) > 5
for: 5m
labels:
severity: warning
annotations:
summary: "GeoIP [O00O0OO"
description: "{{ $value | printf \"%.1f\" }} OO0 GeoIP [

oooo*

# 000 ESP (00O
- alert: OmniEPDGReplayAttack

expr: rate(epdg esp replay detected count[5m]) > O
for: 2m
labels:
severity: warning
annotations:

summary: "[0J00 ESP QOOoO"
description: "{{ $value | printf \"Ss.1f\" }} O0O0OOCO"

# AUTH 0000000 MITMO
- alert: OmniEPDGAuthVerificationFailures

expr: rate(epdg auth verification failed count[5m]) > ©
for: 2m



labels:
severity: critical
annotations:
summary: "[00 AUTH Q00O0OOOO"
description: "[0000000C00C00"
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config :omniepdg,
# [0 IP 0000
auth rate limit per ip: 10, # 000000000
auth rate limit ip window ms: 60 000, # 00001 QOO
auth rate limit ip block ms: 300 000, # Q000005 OO0

# [0 IMSI Q0000

auth rate limit per imsi: 5, # 000000000
auth rate limit imsi window ms: 60 000, # 00001 OO0
auth rate limit imsi block ms: 600 000 # 000000160 0o

0 1P [
0 O
0d 10 0d 0o
auth rate limit per ip . U 10 Do00o0oo 1P 000oood
[ Ho0o0ooo0
0 0o0a 1P di0od0ooooO
auth rate limit ip window ms U 60000 D000000000000000OO
O
0ooa
IP
auth rate limit ip block ms U 0 300000 bHoion e booooaoa

O 000000000 5 000



[ IMSI ]

0 0O
o 1 0 aa a0
0 O000o0oo MSI OO0
auth rate limit per imsi . O 5 UOO00O000000000

IPO0000000000000

auth rate limit imsi window ms D [ 60000 0000 MST 000a000
O000000000a

0000000 IMSI 0000
0000000000000 10

auth_rate limit imsi block ms . 0 600000
0 0000 1P 000000CoO

000000
Hooooo

OO00000000000000 P/IMS! 00000000000000000000000000000000000000000000
0oad

O00000

OO000000000000000000

config :omniepdg,
auth rate limit per ip: 5,
auth rate limit ip window ms: 120 000, # 2 0000
auth rate limit ip block ms: 900 000, # 15 0000

auth rate limit per imsi: 3,

auth rate limit imsi window ms: 120 000,
auth rate limit imsi block ms: 1 800 000 +# 30 0000

00000 0 2 00000000 e 0oo IMSIO00 5 0o000oooooo 15-30 ood
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config :omniepdg,
auth rate limit per ip: 50,
auth rate limit ip window ms: 60 000,
auth rate limit ip block ms: 60 000, # 1 0000
auth rate limit per imsi: 20,
auth rate limit imsi window ms: 60 000,
auth rate limit imsi block ms: 120 000 # 2 000

00000 HOo0OHOoOOtObOooootoo0oa

000 0o0000o00a

GeolP [][1[]

GeolP 00000 1P OOOCOOOOO Wik OODOOO000000OOOOCCOOOOO0000O000000O0
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60 000 000
: 0000 '
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00m o
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MaxMind Geolite2 [][]
GeolP 000 MaxMind Geolite2 0000000000000 P 0000000000000

000 GeolP (]

1.0 Oo00oooo
2. 00 GeoLite2-Country.mmdb QOO0
3. J000000000000000 /etc/omniepdg/GeoLite2 -Country.mmdb ]

4. 000000 GeolP

il

config :omniepdg,
# [J0 GeoIP [
geoip enabled: true,

# MaxMind 00000
geoip database path: "/etc/omniepdg/GeoLite2-Country.mmdb",

# (00000

geoip mode: :whitelist,

# [0000ISO 3166-1 alpha-2 000
geoip countries: ["AU", "NZ"],

# 0000 IP
geoip allow unknown: false,

# 000000000
geoip fail open: true
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geoip enabled

geoip database path

geoip mode

geoip countries

geoip allow unknown

geoip fail open

—
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false

"/etc/omniepdg/GeolLite2-

Country.mmdb"

:whitelist
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Oooooon
GeolP 000000
0l false (0O
[0 1P 00000000
aood

MaxMind
Geolite2 00

0000000000
MMDB[]
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0 :whitelist
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OO000o0000ar
aoo
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alpha-2 0000C
Jooddoon

geoip mode[]
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0 IP 000000
IPO000000C0O0
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true O00O0OOC
O0000000C0
false [OOOOOC
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0000000000 WiFi 000

JO00o0OCO00NOo0ODOO0OD0OO

config :omniepdg,
geoip enabled: true,
geoip mode: :whitelist,
geoip countries: ["AU", "NzZ", "FJ"] # J0000OOCOOO

00000 DO000000000R0000 e 000 UE O00D00D0000OODOOO
000 000 Wik 000000000C0000000

0ooon
O000€ € 000000000000000000

config :omniepdg,
geoip enabled: true,
geoip mode: :blacklist,
geoip countries: ["CN", "RU", "KP", "IR"] # [0000O0U0OCOO

00000 0000000 VE fo0D0oooi0oooobon

000 00UOt0000o0o0oo0a
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00 1P 00000000000

e [0 1P O0010.x.x.x[]192.168.x.x ([
* (000 IP 00000000
« Tor J000OOCO VPN

geoip allow unknown 0000000

00  geoip_allow_unknown [I] 00

000  false 00 = 000000 = 000

Ood  true 00 = 000000 = do
IENENEN

config :omniepdg,
geoip mode: :whitelist,
geoip allow unknown: true # 000000000CCOOO IP
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MaxMind [J00 GeolLite2 00000000

1. 0000 GeoLite2-Country.mmdb [0
2. J000000CO0oO
3. J0000O00OOEO0O0OOOCO0OoO
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IKE_SA_INIT
IKE_SA_INIT 00
IKE_AUTH (IDi)
0000
0000
0000
[ [00000]
AUTHENTICATION_FAILED
000000
[ [IP 0 IMSI 0]
AUTHENTICATION_FAILED
EAP-AKA [
MAR (IMSI)
MAA (0000)
EAP-AKA ]
EAP-AKA [0
[ [oooo!
00000000
IKE_AUTH [0
(0000]
0000
EAP-[I[]
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[0: epdg_auth_rate limited count (0: 000 OD: D000000000000O OD:

* type - J0000ip0IP O0OOCO imsiQIMSI 00000

0000

# (00000000

rate(epdg auth rate limited count[1m])

# 00000
sum by (type) (rate(epdg auth rate limited count[5m]))

# (000000000
rate(epdg auth rate limited count[5m]) > 10

GeolP []]
00: epdg auth geoip blocked count [0: 000 00: O GeolP OO0O000OOO OO:

e country -1S0 3166-1 alpha-2 JJ0000 UNKNOWN [O0O0O0O0O0O0 IP

0oooo

# 0000 GeoIP [
rate(epdg auth geoip blocked count[1m])

# 0000000
topk(10, sum by (country) (epdg auth geoip blocked count))

# 00000000000
increase(epdg auth geoip blocked count{country="XX"}[1h]) > 100
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* (000000000
- [19€0000000000000
* 000000000
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1. 000000 1PAMSI 000
2. J00000000COoa
3. (00000000000000

0o00ooooo
[l: epdg auth rate limited count [JO00
aood:
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+ (0000 VE 000000
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1. (000000 e o000
2. 000000000 e 000000
3. 0000000000000 HSS OO



GeolP []]
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00: 00 GeolP 000 VE OO0
aooo:

* [O000000OO0

* 000000000
e geoip allow unknown: false [JOOUOO0OOO IP

aooo:

1. J0000C000000CD0O0
2. (0000000000000 OOooo
3. J000/00000 geoip allow unknown: true

4. 0000000 GeolP 00000

GeolP (10000

00: 000000000 GeolP 000"
aooo:

* 0000000
* [0000000
+ (000000 MMDB [0

oooo:

1. [NYYYI00001ls -la /etc/omniepdg/GeoLite2-Country.mmdb
2. 00000 chmod 644 /etc/omniepdg/GeolLite2-Country.mmdb

3. 000 MaxMind 00000000000
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3. (J0000000D0O000D000C00a



OmniEPDG
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log/console.log  [JO0000000OOOC — OO000C0OOOO

log/error.log a0 00000000
log/crash. log OTP 0000 00000000
log/erlang. log Erlang 0000 00 Erlang/OTP O
Ooooo0
000000000

* peer_up - 000000C00CO
* peer_down - [J0O000CO

UE FSM 0000

e ue fsm state <name> event=<event> - FSM 000000000
e ue fsm init(&lt;IMSI>) - 00000000 FSM OO0

terminating epdg ue fsm with reason <reason> - FSM [0

0000

* Timeout swm der timeout - SWm DER [

* Timeout create session timeout - GTPv2-C (0000000

e Timeout s2b delete session timeout - GTPv2-C 0000000
* Timeout cancel location timeout - 0000000

Hoonod

HSS 00 (SWx)

000C00000000CO0000000R00000 HSsSO
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e 0000 OmniEPDG [J HSS OO0 SCTP [J] 3868
0000 dia swx remote ip [] dia swx remote port [
HSS 0000000000

00000000 SCTPO000000000 SCTPO
Origin-Host [J Origin-Realm 0000 CEA 00

0000

1. 000 HSS IP 00000000
2. [0 dia swx remote ip [] dia swx remote port [JHSS (000

3. 0000000000 SCTP 0000 SCTP 00000 dia_swx_proto (00 tcp 0000
4.0 dia swx origin host 00000 FQDNOOO HSS O0OOOO
5. [0 HSS 0000000 CER/CEA 0000000

PGW [0 (S6b)
00000000000 GTP 0000000 Seb AAR [J PGW 000000000000 S6b peer_up 00
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 PGW 000000 OmniEPDG [J S6b 000

« 0000 OmniEPDG [ S6b 00000 SCTP [ 3868
e dia s6b local ip [J PGW 0000

e Origin-Host [] Origin-Realm ][]

0oooo

1. 0 PGW 000000 OmniEPDG [] dia s6b local ip:dia s6b local port
2. 00 s6b 0000000 PGW 0000

3. J000000000O0 Seb 00000 3868 Oiin SCTP
4.0 dia s6b origin host [] dia s6b origin realm [J PGW 0000

Joooooo

000000000000000000000000000 SUSPECT [ DOWN 00
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* 000000000
 (O000000 dia swx watchdog timer [0 DWR

* [0000000ODO00O0oOoC000000
0oooo

1. 00 OmniEPDG 000000C0000000C00000
2. 00000000000 dia swx watchdog config / dia s6b watchdog config [0
00 [{okay, 5}, {suspect, 3}1[]

3. (00000000000 CPUNDOnOOOO

Huoood

IMSI [ (OO 5001)

H0000000000O EAP-AKA OOOO00000 SWx MAA 000 5001
(DIAMETER_ERROR_USER_UNKNOWN)[J

0000

* 00000 RSS 000
« UE SIM I HSS 000000 IMSI 000
+ NAI' 00000000 IMSI 0000

0ooto

1. 00000 MSI O HSS (00000

2. 00000 NAT 0000000000
0&Lt; IMSI>@nai.epc.mnc&lt;MNC>.mcc&lt;MCC>.3gppnetwork.org

3. 00 SIM [0 IMSI [0 HSS 000000
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« (00000 Wik 0000000
 APN [00000CO
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1. 00 HSS 000000ooOoag
2. 00 WiFi 00/ ePDG J0000000000
3. (0000 APN 0000000 APN 000

00000 (0o 5004)
000000000000000000000 SWx MAA [J SAA (00949 50047
00000

* HSS JI00000000DOOO
* (000000000 Wik OO

0000

1. 10 HSS 00000000000 HPLMN/VPLMN [0
2. 00000000000 Wik 00

Huooon

0000000000000 10 000000000 Timeout swm der timeout []

state wait auth resp [

0000

« HSS [J 10 00000 SWx MAR

 SWx 0000000000
e HSS (I

0000



1. (10 HSS 00000000
2. 00 SWx 0000000 OKAY 000000 SUSPECT [J DOWN[]

3. [0 dia swx transmit timer 0000000 HSS 00000

EAP-AKA (000
000000000000000 "type_mismatch™ OO0UE 00000000 EAP 000000
0000

 UE (0000 e JEAP-AKANDDNO0OOCD EAP-AKATIOOOO
* HSS 000 EAP 000000000

00000 3GPP TS 23.0030NAI 000000CO00O0000O

* [0 0 0 EAP-AKA
e [JO0 6 00 EAP-AKA'

OmniEPDG [ UE J00000000000C000000 Wik 00 VE 0000 e OEAP-AKAQQ

0000

1. 000000 UVE NAI 000000
2. [J0 HSS 00000000oooooag
3. 0 SIM 00000000000DO00o0oa

EAP-AKA RES [
00000/00000000000000 "RES mismatch” [ "res_mismatch" [0

0000

* SIM 0000000
+ UE 000000000000
* HSS (0000000000

0ooto



1. 00 SIM 0000000

2. 00 HSS 00000000000000RANDOAUTNOXRESOCKIK
3. (00000000000 XRES 00000 RES

4. 00000 siMOOo sIM 0 HSS 000 Ki 0 Op/OPc 00000

GTP 10000 GTP (00
PGW (00000

00000000000OCODOO0O00D GTev2-C O0000DCO0OOCO

0ooo0ooooo
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/8 00000 APN 00 APN 00 PGW J0O00COOCO000OCO
82 ORAT 0000 00 PGW 000000 WikiOO 3GPPOOOOO
84 00000000 PGW IP 0000000€€ 0000

2 O00oooon PGW 000000000 S6b 0000

93 APN 0000 000000 PGW [0 APN (00

96 IMSI/IMEI 00 0000 PGW 00000 Séb 000000000
113 APN [ APN 00000000 PGW [0

120 GTP-C 0000 PGW 00000
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000000000 10 000000000 Timeout create session timeout [J
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e PGW [] gtpc remote ip:gtpc remote port 0000
e 0000 OmniEPDG [J PGW ][] UDP [0 2123
e PGW [JO0O0O0O GTPv2-C 0

0000

1. 000000 PGW [0 UDP (00 2123
2. 0000000000 OmniEPDG 0 PGW 00 UDP 2123

3. 0 PGW 00000 GTPv2-C 000

GTP-U (000000
000000000000000000000000000
00000

* GTP-U 000000

* gtp_u_kmod 00 IP 0000 PGW [0 GTP-U 000000000
[0 GTP Q00OOCOO

e 0000 UDP OO 21520GTP-U

0000

1. 00 Linux 00 GTP 000000 Usmod | grep gtp[]
2.0 GTP 000000 ip link show gtpO[]
3.00 gtp_u kmod ip [J gtpc_local ip OO0O0OO0OOCOOCOOC

4. 00000000000 GTP 0000000
5. 0000000 OmniEPDG [J PGW [0 UDP 2152



00 VPN 000000 VPN 00
TUN 00000

000OmniEPDG [JO0000CO omniepdge O0OCOIOOO0OCOOOOOOCOOOOCOCOO
simple vpn route 000

0000

 OmniEPDG [J000 CAP_NET ADMIN (0000 root OO0O

« TUN/TAP 0000000
* 0000000000 omniepdg® OO
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1. 0 TUN 000000000 tsmod | grep tun(]

2. [J0 OmniePDG 00000000000 TUN OO0

3. [J0 omniepdg® ONO0000O0O0O01p link show omniepdgO[]
4.0 log/crash.log UOOOOUOOOOCOOOO

IP (00

000000000000C00000000000 simple_vpn_pool [ 1P 00000
0oooo

+ (00 CIDR 000000CO00ODO00OO
* 00000000 1P 000000
* JO0000OOO0OOO
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1. 00000 epdg_ue_fsm (00000000OC

2. 000000000000 terminating OOOO0

3. 00000000000 simple_vpn_pool ipv4 (00000 CIDR OO000000000C
4.0 log/crash.log [0 FSM 00000000CCOO 1P OO0
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000000000OVE OO e Q00000000 TUN 00000
ooooa

* 00 omniepdg® (0000 IP OOOOOO
« OmniEPDG 000000 IP OO0

* 00000000 omniepdg® 00000
* 0000000 1P 000 NAT/O000

0oooo

1. 00000000000 ip  route show 0000000 /32 0000 omniepdgO (]
2. 00000 1P 000 sysctl net.ipv4.ip forward[]

3. 00 iptables/nftables JO000000 omniepdg® [

4. JJ00000OOO0O00000O0O0O0OO e 00000 NAT/OD00O00O iptables -t nat -A
POSTROUTING -s 10.45.0.0/16 -o <wan-interface> -j MASQUERADE[]
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0000 OmniEPDG NO0O0000000000 1P 0000000000000
ooonn

 FSM 0000000000
« OmniEPDG J00000000000000

0oooo

1. 00 tog/crash.log OOO00000
2. 0000000000 ip route del <subscriber-ip>/32 dev omniepdg@[]

3. 00 OmniEPDG 00000 omniepdg® O000000COOCOO
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* PGW 00000000
* (0000000 STR O ASR
* [O0000D0OOROOOOO0

0oooo

1. f000O0ODOODODo00O
2. 00 PGW [0 HSS 00

3. [ 10 J00FSM 00000000C0O000CO0000000C0000D00000000000  Unexpected

call event

000 GTP-U PDP (]
000000000GTP-U OOCCCCCCCCCD ip Link show gtp@ 00000000 PDP 0000

0000

 FSM 00 PDP 0000000
* J000000OO

0000

1. 00 ltog/crash.log JOOOOOOO
2. FSM ] terminate/3 [000€ < PDP 000000 FSM O00000000000000000000
3. 00 OmniEPDG 0000 GTP-U 000000000000



NN
0000000

000OmniEPDG (000000000CCO00000000000
0oooo

* [O000OOOOOOODOOOOOO
* (0000000000000 gen_socket [
* JO0000OOODOUOoOODOo0OOn

0oooo

1. 00 log/crash.log 0000000

2. [0 gen_socket [J libdir O00000COO0O00O0
3. 00 config/runtime.exs 0000000000000
4. J00000RO000000000

Hoood
O00Erlang VM 0000000000000000
ooonn

* 0000000 UE FSM OO
* 0000000000
* 000000

0ooto

1. 0000000 epdg_ue_fsm [] aaa_ue_fsm (000000000CO00CO000C
2. [0 FSM 00000000CO0000 terminating OOOOO
3. (000C0000000OCODo000



