azo s agzly sUasl axllss
o laaalasll

wbgizell Jgo>

assliadl sUasVl oLl

{
"error": "Invalid JSON format"
}
ul.uuyl:

* JSON po juf
* 619880 agllaall Joaxll
o ammo it wlily glgl



404 >9>90 ju£

{
"error": "Resource not found"
}
ol VI

* 19290 uf OLSIl/ uaziid| Calall/ Y iinal
* Ulgic 9 o it W20 URL

422 axllaoll Lls ue oLS

{
“errors": {
"imsi": ["has already been taken"],
"key set id": ["does not exist"]
}
}

o wlldl 82eld 5948 Jlgil

* 839790 s 7 Al clicoll &2l 0

500 eolzdl 9 sl Uas

{
"error": "Internal server error"
}

o bl sxela JLasYl 9 JSline
o sulaill (6 dxdgio ,ut slasl






slosVl asdlxo 992



APl Request

OmniRAN  OmniCharge

- -

¥ Omnitouch Website v a =l Xn Downloads

AN

Inwalid |SON Valid
‘ Bad Request 400 | TAuthorized
Nu/ S
Unauthorized 401 ?Resource Exists

N

%

MNo Yes
!

[

l

‘ Mot Found 404 ‘ tData Valid

/

No

/
¥

b

Validation Error 422 ‘ Process Reguest

D,

TDatabase OK

AN
N\

Error Success

>/



e linlail dxo s dgzly 270 w6292l



olazianl le aliol API

wbgizell Jgr>

‘JLdllS:lI ‘:j S 'I ‘,QFS':’J

groz slis] aglos)l oiai Laall o 3z Jidie u99i) JolSIl Jasll o miogs Jliall I3n
I iinall sbiw] b aygllan)l wleSally apasuid wlilall.

JUodl I paxiw tagamell wldlasioll jq Jud=id JSON. eloziwl aiiy o9 apt-get
install jq _9i brew install jq.

aball ls pLusVI:



# 1. po laod| acgozxo ¢ Liv |
KEY SET ID=$(curl -k -X POST
https://hss.example.com:8443/api/key set \
-H "Content-Type: application/json" \
-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
"sqn": 0O
' | jg -r '.response.id')

# 2. aoaxd| 809> @ =i wlo sLlis| APN
APN_QO0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "Default Internet QoS",
"allocation retention priority": 8,
"apn _ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,
"pre _emption capability": true,
"pre emption vulnerability": true,
"gci": 9
}' | jg -r '.response.id"')

# 3. w20 sblis| APN
APN ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
"apn": "internet",
"ip version": "ipv4v6"
' | jg -r '.response.id"')

# 4. @ ,2 @wlo slis| APN
APN PROFILE ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
L
\"apn identifier id\": $APN 1ID,
\"apn_qos profile id\": $APN QOS ID,
\"name\": \"Internet APN\"



}" | jq -r '.response.id")

#5. w s @lo slis| EPC
EPC PROFILE ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
@l "]
\"apn profiles\": [$APN_PROFILE ID],
\"name\": \"Standard Data Plan\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue _ambr dl kbps\": 100000,
\"ue ambr ul kbps\": 50000
¥ | jqg -r '.response.id')

# 6. Jio sl
SUBSCRIBER ID=$(curl -k -X POST
https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d "{
\"imsi\": \"001001123456789\",
\"key set id\": $KEY SET ID,
\"epc profile id\": $EPC PROFILE ID
" | jg -r '.response.id"')

echo "@,2el| go ¢l Jyiiel| ,4695 pi: $SUBSCRIBER ID"

oslinil iz sl Lot

go Jol§ I ikino ju9g0 daulos)l 03 pgas:

1. askas)l ol £V - ( ) aouini pwilas
2. wliludl aoos s ,mi alo ( ) - sl Yladl o e wlhlae]
aSuidl S| Jgoalls
3. o295 APN ( ) - a0l 839> go Jgog dlasi
4. & uinel) eall oLSII - ( ) Jininadl Jmuw
adUll wlglaxdl:

. Lol tcailagll ol aslo)



. ousig sbiw] 1dloxidl 955
e &Sl lay, SIM usig cliu] tauds=all

Lol lasl:

. - B22%io bilgd ,ol_'éj RS

Olgic ;499i IP JolSIL wuli

Olsivs I idino w995 puogs JUadl 132 IP jaall (o el

jlex) I yikine 11945 tgu il 10T plgic (J] gl IPV4A (Je <uli APN "internet".



# oouis oz tasuwe] | oldbis])l jg (apt-get install jq Bi brew
install jq)

# 1. g liad| dcgaxo ¢ Lis |
KEY SET ID=$(curl -k -X POST
https://hss.example.com:8443/api/key set \
-H "Content-Type: application/json" \
-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
"sqn": 0O
}' | jqg -r '.response.id"')

# 2. avaxd| 809> @ =i wlo sl | APN
APN QO0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "IoT Best Effort",
"allocation retention priority": 8,
"apn_ambr dl kbps": 10000,
"apn _ambr ul kbps": 5000,
"pre _emption capability": false,
"pre emption vulnerability": false,
"gci": 9
}' | jg -r '.response.id"')

# 3. 6,20 slii| APN
APN ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
"apn": "internet",
"ip version": "ipv4"
}' | jg -r '.response.id"')

# 4. @ @lo slis| APN
APN PROFILE ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
gl



\"apn identifier id\": $APN_ID,
\"apn gos profile id\": $APN QOS ID,
\"name\": \"IoT Internet APN\"

" | jg -r '.response.id"')

#5. ¢liv] IP J o« L APN
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
@ Of
\"apn profile id\": $APN PROFILE ID,
\"ipv4 static ip\": \"100.64.1.100\"
" | jg -r '.response.id"')

#6. @i @lo cliu| EPC
EPC PROFILE ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
@ T
\"apn profiles\": [$APN_PROFILE ID],
\"name\": \"IoT Data Plan\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue ambr dl kbps\": 10000,
\"ue ambr ul kbps\": 5000
" | jg -r '.response.id"')

# 7. slis ] MSISDN (& LeJIl o8))

MSISDN ID=$(curl -k -X POST
https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \

-d '{
"msisdn": "14155551000"
' | jg -r '.response.id"')

# 8. go o slis| IP o U
SUBSCRIBER ID=$(curl -k -X POST
https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
L
\"imsi\": \"001001999999999\",
\"key set id\": $KEY SET ID,
\"epc profile id\": $EPC PROFILE ID,
\"msisdns\": [$MSISDN ID],



}II

echo
echo
echo
echo
echo

\"static ips\": [$STATIC IP ID]

| jq -r

.response.id"')

o] @ 201 $SUBSCRIBER ID"

IMSI: 001001999999999"

MSISDN: 14155551000"

IP e U IPv4: 100.64.1.100 (e APN 'internet')"

o lini] ois 53l Lo

I iiue 99 dandosll 0dn pgai 10T go JolS:

1. a8sbaall ol eV - ( ) Jafuini pailas
2. 9295 APN ( ) - Jgog dlas; "internet”
3. o IP eul ( ) - Ulgic IPv4 100.64.1.100 <ub
4. Ll aoxs oy ,m alo ( ) - 2,10l Bladl Yo e 392>
J aiw=o]l 10T
5. slegll o9, ( ) - Jlexdl aoid
6. Jusirall JolSII HLSII - ( ) I piminadl Jaw
azll:

= Juaig aSuidl Jisll Iha Lai aic APN "internet". ylgic (aalivw IP eyl
Olsit o Y 100.64.1.100 DHCP (Siolisall.

adJUll wlglaxdl:

aslio] APNS go asdlo] IP JSJ 5-2 wlglaxll S :culi APN

ousig sbaw] tdlexdl (ueSS

a8l La, ) SIM (ypusis sLiu] :auleall

Lol jlasl:
y &b - IP aluasd] culll
® U9Nu quLuuS” 993l - IP il
' - 5oasto caslon o161 s



« &z 10 ] 8292)| AP



OmniHSS API
Reference

wlbgizall Jga>

Ulgic URL samblwVI

https://[hostname] :8443/api



e Content-Type: application/json

o JsSsigall: HTTPS laas
o (ousSill Jy15) 8443 1aa:all

wYg0>" 89 wliulaill dxe p agzlg ale blei gro> tpge” JSON "wWlilS Yo "axlowwo

trall Gauisll:
{
"name": "value",
"field": "value"
}

(aoxinss V) gesvall put Saamsiill:

{

"subscriber": {
"name": "value",
"field": "value"

}

}
Jle:
#'/C._J_._Z)D

curl -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{"name": "default", "ifc template": "..."}'

curl -X POST https://hss.example.com:8443/api/ims/profile \

-H "Content-Type: application/json" \
-d '{"ims profile": {"name": "default", "ifc template": "..."}}'



iq'_ VI WYY
o wblxiwYl go> JSON JWI JSuglL:

o Y | [P B

{

"status": "success",
"response": { ... }

}
Wosdl au il

{

"status": "error",
"response": {
"invalid fields": {
"field name": "error message"
¥
¥
}

all> jgo, HTTP

O] wisall elasiwdl all>
200 OK GET, PUT, DELETE @>U
201 slaw)l o POST gl

400 o b axllo s Jbso| wbly
404 9750 ik 39250 p 3 g0l

422 axlleell LB Lk 0L Gamidl 8 Uas

<

500 ol ool o s polsdl cils o Uas



wlbirdoill a2 0 ag=zly allo 5925

Client APl Validation Database

HTTPS Request (JSON)

Validate Input
alt [Validation Fails]
Error
B .
Ermor Response 400/422
.d ..............................................
[Validation Success]
Execute Operation
alt [Database Error]
Error
.‘ ....................................................................
Error Response 500
.‘. - B S ———
[Success]
Result
- P ——
Success Response 2007201
.q ..............................................
Client AP Validation Database

S yiniaadl 6,151

ulroll cuns dniiai gl (S jiicel| groz £ls il

algil alowi: GET /api/subscriber

MVl wlolso:



aol=oll g9l o gll
enabled boolean ,SLidl dbb cuws asas

ims enabled boolean (uSoi > cuws ausai IMS

wdladl (ole Jls:
curl -k https://hss.example.com:8443/api/subscriber

sl e Jlio:

"data": [
{

"id": 1,
"imsi": "001001123456789",
"enabled": true,
"ims_enabled": true,
“sim id": 1,
"key set id": 1,
"epc profile id": 1,
“ims profile id": 1,
"roaming profile id": 1,
"custom attributes": {},
"inserted at": "2025-10-15T10:30:00Z",
"updated at": "2025-10-15T10:30:00Z"

idLaaaltgq dd_;iaiLo ;;Jhﬁ ‘ngun;ajl ID
alawlgs dox0 I iiue g iwl ID wlldl sac 8 (8.
aslgidl alasi: GET /api/subscriber/:id

Slaoll lolso:



aol=oll eoull o gll
id integer ID wlldl 8acls 9 I o

ol e JUo:

curl -k https://hss.example.com:8443/api/subscriber/1

cdauuu|9.r \fJ).AMLo &_l.?).wﬂ IMSI o Uol.'x”.
aslgidl alaai: GET /api/subscriber/imsi/:imsi

el wlolso:
aolnodl  goull o gll Sranniill
imsi string  Jgoaxall wailel (Joadl I iiunll a9 14-15 o8,

wllall e Jls:

curl -k
https://hss.example.com:8443/api/subscriber/imsi/001001123456789

alwlgs 330 3 iito alSuite dLiSiuwl 2 plamimdl alls IMSI o, Lol

aaily 09, dowlgs J e glo jiwl.
aslgill alaai: GET /api/subscriber/msisdn/:msisdn

Jl.l.u.n." wlolro:



aolaoll  ggill YN | P
msisdn  string  e8, ISDN Jsaxaell cailell alaxa)  1-15 a8, (E.164)

ol e JUo:

curl -k
https://hss.example.com:8443/api/subscriber/msisdn/14155551234

aiily od, aas o) o5y boxic I uitall loglzo e caxdl 1plasiawVl all>.

3 i sl‘i’{@}{@}!

23> I jiiae udgs.
aslgidl aloi: POST /api/subscriber

walladl pans:

{

"subscriber": {
“imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"sim id": 1,
"key set id": 1,
"epc_profile id": 1,
"ims profile id": 1,
"roaming profile id": 1,
"custom attributes": {

“note": "Test subscriber"

}

}

}

asgllaall Joamll:

o imsi - 3,9 ed, 15-14 9o, ol



* key set id - 629>g0ll ) i ol oy
e epc profile id - ) i ol ey 35290l

aylizVl Joasll:

* enabled - wol,u9Yl: true

e ims_enabled - _uol,iYl: true

* sim id - | &, Lwl

e ims profile id - | 8, Lw) (oo wgllns IMS)

e roaming profile id - (Jlg=il 9 oSxill wgllns) | 8, L)
¢ msisdns - e &9gian (cailogll ol5,1)

e static ips - oo d9ga.a0 P e liusil APN

o custom attributes - dcaio dosd-gliso ¢lol

Ll jlasl:
o algldl Wl @bl o Jdosdl s -
. - oS ikinal) Caslogdl L8 1 yuaws
. MRS - IPs J aub APNs

wllall e Jlo:

curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc_profile id": 1
¥
}

»r9g:ll g905:



\
et

y

ié gilaall a8 gozo :las
639790

Uas: IMSI J=all, 59790



201 cliw)l o5

I yisinall iasami

29290 e Jiass.

algill alagi: PUT /api/subscriber/:id

el wlodro:

aolaoll gl 09l

id integer ID wlldl sacls 8 I ko
wdladl uus:

{

"subscriber": {
“enabled": false,
"ims enabled": false,
"epc profile id": 2,
"custom attributes": {

"note": "Lisse alilei oi"

}

}

cauaull alklall Jgaxl:

e enabled - vl o> Jilasi/ (uSos
e ims enabled - wlbas Jdasi/ uSoi IMS

e sim id - OMART paRS

e key set id - (53> oS) PyTEs,
e epc profile id - pevLy

e ims profile id - MR

* roaming profile id - pevLy

e msisdns - J uiuel) aisall ARG



e static ips - wlus cyaxi 1P J APNs
e custom attributes - daaxadl oLl cyoxs

casaull alble juc:

o imsi - Luwi oSos Y IMSI (5 o You slan)l asly Lo3>1)
Lol jlasl:

e oozl wlalo 8l -

wllall e Jls:

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"enabled": false
}
}

plwvl Vs

550 Jiiunll Julasi: {"enabled": false}

b weall wloas Juasi: {"ims enabled": false}

doaxll calo jusit {"epc profile id": 2} ( il )

Jls=idl awlow cuaxsi: {"roaming profile id": 3} ( ail)

I yiniaoll 93>

ol o I yiins allj.

aslgidl alaai: DELETE /api/subscriber/:id

Jl.n.u.a." wloleo:



aolzoll  ggill YN |

id integer ID wlldl 8acls 9 I o

ol e JUo:

curl -k -X DELETE https://hss.example.com:8443/api/subscriber/1

alos o)l L)l ©lly grazg pils JSuin iinall iy 130 1 pe356 (wlwlz PDN, v la) Kol
&) plaziwl 8sle] Soy IMSI L83] ans.

Wiy Y I e Wi> talasMe:

ol oS el Lgolasiwl 85le] (Say -
- na> i lgiuss sole] oSoy
. -l 9 et 3] Jadio JSuin lgdi>

&dgall clad| el Jlw,] (CLR) ¢ I ko Joas) MME W Jxuwoll.

aslgidl alaai: POST /api/subscriber/cancel location

calladl pans:
{
"imsi”: "001001123456789"
}
o lalaoll:
aolaadl  goill  wollao o gl

imsi string s IMSI (a5, 15-14) abad piw s3Jl J kel



wllall e Jls:

curl -k -X POST
https://hss.example.com:8443/api/subscriber/cancel location \
-H "Content-Type: application/json" \
-d '{"imsi": "001001123456789"}"

bl aslsuawl (200 OK):

{
"data": {
‘message”: "glaiy ghsedl L] odb JLusl o5,
“imsi": "001001123456789",
"destination host": "mmeOl.operator.com",
"destination realm": "epc.operator.com"
}
}

(59> 90 at 404) Uaxdl alziwml:

{
"error": "sl w8 UL Jawe sat ol s9790 ,ut & iiell MME"
}
Joluall:

* Jw CLR S6a J] MME WL il Jiows o5 cu>

(subscriber state.last seen mme)

* paximy Cancellation-Type: subscription withdrawal (JSoiw Jad
Jol5)

* >y CLR-Flags: {s6a indicator: 1, reattach required: 1} (cx
wle UE assLlas]l 8ole])

o o 13 ol 13l iinall Jomamy @ 15] 404 a2y last_seen_mme Ll
o &roz> wle gy MSISDNS _ ala ol IMSI (adlay/;lgzl puis SIM agl, u8)l)

plwvl Vs



osall e a asinedl il Las 1 Jlus VI gio

lwsll Julasi sie zo 2l Juizawi o s 1 IV slgsl

Jizaws guo 1sUas VI 9 LiaSian] MME quouaill jol,2Y ayaall
Bzl ezl calall whilae] gulai) a8s0anll 85ls] o9 16 mgll
Jeadl e sagall Jiinall Juas o leVI

623nio wl,lucl IMSI:
elaziwl aie CLR srasi0 widgs,luw go MSISDN:

1. 6ac MSISDNs. IMSI >>lg:

// ad Jusinall IMSI 001001123456789 go MSISDNs
["+1234567890", "+9876543210"]

POST /api/subscriber/cancel location

{"imsi": "001001123456789"}

/] Jw,l ai :azuiidl CLR MS .a>ly MSISDNS (jlgx)l jwis) <o il

2. IMSI (aglizo 6 5g=1) aslizo:

/] puii el guSiite MSISDN oSy IMSIS (sl i sliw) dilin
// Dyiisall A: IMSI 001001111111111, MSISDN "+1234567890"
// iiisall B: IMSI 001001222222222, MSISDN "+1234567890"

POST /api/subscriber/cancel location
{"imsi": "001001111111111"}

/] iiradl Jas o5 :amgidl A Dol dnis B ilie e

e sainoe IMSI: Jlw,| sls i CLR JSJ IMSI, JSJ uulg MSISDN

Jbwl e tpeliio sae CLR Jlu,| o il gladl aylmio] (i feljio sué IS
CLR. alowlgs aizllzo caoi ail Gulg MME

al> o G Y MME: Jluw,| pi; CLR oIS o) (i> MME Jgooll s ut
(Jobw HSS uwliall)

onai] wlie 838 osleaimwl (oIl o pel IMSI



aball wls gilgll:

s,15] MSISDN

ousi Sa; MSISDNS (cailsgll o6 )1) sl Lo gall wlexs (uSai (uS iinell
s>y & jikino) 833210 o6, Hue Jo> Jwoles wle Jouaxll.

aosild MSISDNs

wiilog)l o1l groz £lo yiuml.
aslgidl alasi: GET /api/msisdn

ol e JUs:

curl -k https://hss.example.com:8443/api/msisdn

wle Jguadl MSISDN

a0 iy 08, gl iwl.
aslgidl alaai: GET /api/msisdn/:id

wllall e Jls:

curl -k https://hss.example.com:8443/api/msisdn/1

¢Lius] MSISDN

2> iy 09, slas).



aslgidl alogi: POST /api/msisdn

N TN | [

{
"msisdn": {
"msisdn": "14155551234"

o 05,151 9SOl cam
o 13,8 05 ol cam
o Gaui gy Ol ez E.164 (aoMe 0o (Wgall sanisl| +)

wllall e Jls:

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": {
"msisdn": "14155551234"

o MSISDN J uuold

e alasi I oo Bole s ai . blo)l Jzuw sbin] ] glisv + I iine) aily 08, ousil
o Ull e lsy bl e Ml ue ol I isuall.

632%io looi MSISDN:



gl £

, , OmniRAN  OmniCharge
@ Omnitouch Website w a, =l X4  Downloads

- A
cuilaall a8 gazxa b \
TEI.JF_,.‘
Py
¢ puiliall afgaxa ilas
#5 Tolhall dfgn2 §39790 EPC cala J»
Blarge
AR
33790 uk EPC Lils :las a8 IMSI Ja
y AR
Jrall, 39790 IMSI :llas  yidan sLisi] ‘

l

‘ aslalill I jnaall > ‘

J




sLasyl a5 201
il loaiill plaxiwl.

93> MSISDN

wils 09, aljl.
aslgidl aloai: DELETE /api/msisdn/:id

wllall e Jls:

curl -k -X DELETE https://hss.example.com:8443/api/msisdn/1

6)'.)! SIM

a5y oM 05 SIM @8l wlogleo SIM &lls (é Loy axl uall ICCID. joo, el Juolas

PIN/PUK., guiliog OTA. Mz oy, Sy SIM o L lasl,
Lol lasl:
. - aSllay (e (puoazin uS yisino SIM 82>l

< lay &> &_L?).i.w| SIM.
aslgidl alaai: GET /api/sim

ol e JUo:

curl -k https://hss.example.com:8443/api/sim



wle Jguazdl SIM

Sl gloiwl SIM 8s020.
algdl aloai: GET /api/sim/:id

wdladl e JUo:
curl -k https://hss.example.com:8443/api/sim/1
slii] SIM

adllay, J=w Sbw! SIM 80>

aslgidl alaai: POST /api/sim

bl pans:
{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto",

"batch name": "2025-Ql-Batch-01",

"is esim": false,

"pinl": "1234",

"pin2": "5678",

"pukl": "12345678",

"puk2": "87654321",

"adml": "admin-code-1",

"kic": "0123456789ABCDEF0123456789ABCDEF",
"kid": "FEDCBA9876543210FEDCBA9876543210"

argllooll Joasll:
e iccid - 19-20 3,5 e,

dogall 5Slg a, iVl Jgaxll:



* sim vendor - asuaoll &S uidl el

e batch_name - gull

* is esim - J aildgs aoMe eSIM

* pinl. pin2 - jgo, PIN Sl paximoll

e pukl., puk2 - @i9 jgo, PIN

e adml-adml0 - als] jeo,

e kic. kid - olol zwilio OTA (dwwloww aludw)

wllall e Jls:

curl -k -X POST https://hss.example.com:8443/api/sim \
-H "Content-Type: application/json" \

-d '{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto"
}
}
<audsu SIM

adlny wlly Jyoss SIM.
aslgidl alaai: PUT /api/sim/:id

wllall e Jls:

curl -k -X PUT https://hss.example.com:8443/api/sim/1 \
-H "Content-Type: application/json" \
-d '{
"sim": {
"batch name": "&aoxodl axsodl owl"
¥
}



aSllay, J=w alj] SIM.
algdl aloai: DELETE /api/sim/:id

03 | Ug iy (S Jikiuo 2979 PIAE (yo .)Si.u s SIM Loaxdl s,

Gul.ﬂ.a." al go>o 6)'.)!

a_piiuil| 5lgall e muilaoll wlegomo sgini (Ki. OPC/OP., AMF, SQN) doxtiauoll
dro e e S yiinell a85Las) Milenage. gulis acgomo ol JS i of w.

Lol lasl:

° GuLn.o“ cJLC«_g.o.?.o ,o|A.kLwL_ 49>l C'Jlgl).?! -

i priiail] gilaall ©le o> @V g £lo il
aslgill alagi: GET /api/key set

wllall e Jls:

curl -k https://hss.example.com:8443/api/key set

awilaoll acgomo le Jguamll

6220 z_\_.uLQ.o 4 goRo &L?_)iuul.
aslgidl alaai: GET /api/key set/:id

wllall e Jls:



curl -k https://hss.example.com:8443/api/key set/1

sl e Jlio:

"data": {
"id": 1,
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
“op": null,
"amf": "8000",
“sgn": 0O,
"authentication algorithm": "milenage",
"ota counter": 0

.:1 Do &t - e .!
602> dyuadin twilao dcgoz=o sliwl.
aslgill alaai: POST /api/key set

MMI O L

"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"amf": "8000",
"sgn": 0O,
"authentication algorithm": "milenage"

argllooll Joasll:

o Ki - (Guwluw > 32) cu 128 rliss



e L] opc ol op (Lauwl ,Sa @9 OPC (0 OP)
e authentication algorithm - las GJl> "milenage"

aylizVl Joasll:

e amf - 8000" : ol usVI"
e sqn - 0 : ol 8Vl

e ota counter - 0 :guol,u9Yl

clitall Sauuis:

o auwluw Jwdw o olaodl go>
e Ki. OPC, OP: 32 (cw 128) (wwlow U ,>
e AMF: 4 (cu 16) uwlow 9>

wllall e Jls:

curl -k -X POST https://hss.example.com:8443/api/key set \
-H "Content-Type: application/json" \
-d '{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage"

}
} 1

igly Wl Jsosll pol alall dwlus suiiss slyo wle goliall Glegono soi toniol Juam
A3 oy wlanbaill axo .

6)9>90 (_\_.uLn.o 4< 90Ro J.l.).fu
algill aladiz PUT /api/key set/:id

N> Lais puilaall cyaziy pb .a85kan)l Juid | 5w losin I iine) puilaall jusi sasu
3ozl S ol ol ailpall el is.



QO Ls o3 wiliall a8 50m0 Vo il piSsiitell graz e wliazill jisi 1 pmilil
ad Wl Jlasl alglxe (59 adslanll (o9 Oslasinill 55 risinall Juinimw . sall.

ilin aSgame alll.
algill aladiiz DELETE /api/key set/:id

o pdeiwl .ozl b 03n quiliall dgamo ] Og sy 3879 P& o AU 1 uimu
ezl ioll o Gamill Vol (S yidiuoll.

wasuidl calall 6,1o]

wlaele EPC

wlalo 3325 EPC (5, 9kaioll 5loill) 030 ] 6,LY ok oS iitoll obll doxs o lalso
eLiw] sic elalol.

wlels aoils EPC

aslgidl alaai: GET /api/epc/profile
lo e Jgsaxdl EPC

aslgil alagi: GET /api/epc/profile/:id
alo sluwi]l EPC

aslgidl alasi: POST /api/epc/profile

calladl pans:



"apn profiles": [],
"name": "awls oL Ly dabs",
"network access mode": "packet only",

"tracking area update interval seconds": 600,

"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000

Joamll:

Jaxldl

name

ue ambr dl kbps

ue ambr ul kbps

network access mode

tracking area update interval seconds

apn _profiles

WP 2>
Glaill
2,1l
Yyt

WPt 2>
Uil
2,1l

Jowooll

StTe
TAU

w9 20
wlila
APN

<lazgll

Kbps

Kbps

wilgd

M9 O %0

10000-100

5000-5000

"packet_on

"packet_an

600 (>39<

[103.2 .11,



wllall e Jls:

curl -k -X POST https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

-d '{
"apn _profiles": [],
"name": "Premium 100Mbps",
“network access mode": "packet only",
"tracking area update interval seconds": 600,
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000

}

W A F

o olale plaxiwl - EPC ,uéeill (8

aloe ¢auass EPC
aslgidl alaai: PUT /api/epc/profile/:id

wlalo Ll wlnaill g5 talamMe EPC 26 .calall I3 g0y (i)l grozr wle
ol 851e] ] adasinid| @ ludzdl zlis.,

—alo 93> EPC
algdl aloai: DELETE /api/epc/profile/:id

ol s caladl Ian (] g min 3929 PAE (o ASU I peamu.

wlaels IMS

wlels a5 IMS (8saxiall lailwgll plai IP) a.,,,J;W aaill juleog woall doas> wlalso
(IFC) wloss uSoi go sliw] aie wlalodl 03 W] 8 LYl oy . yuS o) IMS.

wlals aails IMS

aslgidl alasi: GET /api/ims/profile



ol sliw] IMS
aslgil alagi: POST /api/ims/profile

N TN | [

{
"name": "VOLTE awlall",

"ifc template": "<IMS-XML-Template-Here>"
}

argllaall Jgasll:

o name - (15,9 0sSs Ol wz) wwasuid] caloll ol
o ifc_template - JBs IFC (ado¥l ariwail yuleo) XML 8 wlukis go Liquid

s wlurio IFC:

A oo IFC B0 livs lelowiw! oy il ad Wl ol jusiall:

asiall ool JLloJl aoys
{{ imsi }} IMSI &) jiiwall 001001123456789

{{ msisdns o @dgian MSISDNS ["14155551234",

3 (wlal=l) "14155555678" ]

{{ mcc }} Jeoxall dgall o, 001

{{ mnc }} adgoxoll aSuid| o, 001

Jlall oo Jons 04S8!
B 3 en IFC LGS Liquid (J alice Jinja2) ollac bl BSaolus ao,¢ ais IMS:

1. s sbiw] aic 1 gujsadl IMS, Jio ol usindl go g2 LS el (= oy {{ imsi
}} 9{% for msisdn in msisdns %}



2. gisi, 1 gfmidl APl amo oloial Jlisl wlly go e JW5 o Al axo o
59V a> <l XML

3. o 9|).>!.: d_).:.MLO P92 Loouic J.n.v.uu.“ <a99 o < IMS (MAA/SAA). 98
HSS:

o alo gloiwl IMS Y jiinoll
o aueall I jinoll wlly go AW o et
= {{ imsi }} - IMSI J il
= {{ msisdns }} = Juinell cailen pls,l
= {{ mcc }} = 0ol Jsomall gl jwo,
= {{ mnc }} - usSl dgoxall aSuidl o,
o g, XML J| Jog2all S-CSCF ,uc Cx/Diameter

wJlell alos> sli:
<!-- dbpu | ol jusiodl Jlowl -->
{{ imsi }}
<!-- olal> for cLgamall e -->
{% for msisdn in msisdns %}

<MSISDN>{{ msisdn }}</MSISDN>
% endfor %}

<l-- ol jusioll oo -->
{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc }}.3gppnetwork.org

wJbb e JUo IFC:



<IMSSubscription>

<PrivatelID>{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</PrivatelID>
<ServiceProfile>

{% for msisdn in msisdns %}
<PublicIdentity>

<Identity>sip:{{ msisdn }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

<PublicIdentity>

<Identity>tel:{{ msisdn }}</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

% endfor %}

<InitialFilterCriteria>
<Priority>10</Priority>

<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>REGISTER</Method>

</SPT>

</TriggerPoint>

<ApplicationServer>
<ServerName>sip:as.ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>

</IMSSubscription>

Jladl e JUs (curl):



curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \

-d '{
"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<IMSSubscription><ServiceProfile>...</ServiceProfile>
</IMSSubscription>"
} 1

wllall e JLo (Python):

import requests

response = requests.post(
"https://hss.example.com:8443/api/ims/profile",
json={
"name": "default",
"ifc template": ifc template string

}
verify=False # Gl d=dgall bl

(sLiwsV1 s 201) zlowdl asloianl:

{
“status"”: "success",
"response": {
"id": 1,
"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>, .0"
}
}
< aoudl-

o samiy APl LB ol oo IFC o2 XML pllo
o aloxl sly o samill [lisl by go LIl wlusiall yo e o
. Jj?‘U}igUigAZ{name e g 13,9



o JB Juolas - IFC aliols
o Jumuw - IMS ol Sl wladrig
. GSRZ 0 dalii -

wlaelo APN

olilo 0355 APN (Jswoo)l alnsi awl) o Jasi wligSe aidi yo

1. <9 20 APN - cwl 5oy APN laolg IP
2. «alo Q0S APN - iooxll 839> wlalzo 2oy

ol o,D] (Juatidl awbaudl Hu9Si) QOS. adsLasll s5lclg
sSs alioY Ll il waxslaladl APN.

wlo o aoils APN

aslgidl alaai: GET /api/apn/identifier
9,20 sliwi] APN

aslgill alaai: POST /api/apn/identifier

alladl pans:

apn": "internet",
"ip version": "ipv4v6"

}

e "ipv4" - IPv4 laas

e "ipv6" - IPV6 laas

e "ipv4ve" - IPv4V6 (zg9>jo p<))

e "ipv4 or ipv6" - IPv4 o IPV6 (aSeadl ,Lis)



wlals aoils QoS APN

aslgil alagi: GET /api/apn/qos profile
ol sliu] QoS APN

aslgidl alaai: POST /api/apn/qos profile

walladl panst

"name": "oi i agz Jws ",
"allocation retention priority": 8,
"apn_ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,

"pre emption capability": false,
"pre _emption vulnerability": true,
"gci": 9

wlels asils APN

aslgill alaai: GET /api/apn/profile
olo sli] APN

aslgil alagi: POST /api/apn/profile

N TN | [

"apn_identifier id": 1,
"apn qos profile id": 1,
"name": "APN <5 s Y1

}

argllaall Jgasll:

e apn_identifier id - i ol ey

e apn qgos profile id - | i Qi Ty

29> 90ll
39> 9all



Lol jlasl:

o x| osaiy JolS Jlio - APN
° - wlale Ja.u); APN uLD..Lcu EPC

oslie ouwi So IP J aulidl APNS (alis oS idinal) s qomsy -pud 58 (S yixino) 83370
Olgis IPV4 gl/g IPV6 o JlLaiV ais oo 3330 APN o (sSaolipy 0lsic (sili (o Y iz
i< goz0 DHCP.

asylonoll awmsigll:

IMSI: 001001123456789
MSISDN: +1234567890

«als EPC
s, Yladl 92>
olslas] TAU

IP eyl
IPv4: 100.64.1.1
IPv6: 2606:4700::1111

IP el
IPv4: 100.64.2.1

alo APN: wu )l
QCI: 9. ARP: 8

calo APN: ims
QCI: 5. ARP: 2

I yiminoll JLail sie oLl 9.5



UE/; g2l
(IMS!: 00100Jltfij3456789)

[~

OmniHSS PGW/GGSN

by Loy I ynisall APN " uYl"

aad oY jleall
100.64.1.1 _ls APN "o uyl"

UE/ ;e
(IMSI: 00100’&%3456789)

Jla¥l el (IMS] + APN: " uyl")

Jlai¥l Jsus (IP: 100.64.1.1)

ool cuazi wlb (IMSI)

0o Baxi IP le culd] APN "cuul"

HSS & iisall & cany
calo 2z EPC go APNs

&gall oo als|

0255 ©lile o, - ggall cuami al>] APN:

(IP: 100.64.1.1)

(APN: " wYl", QoS. IP 100.64.1.1 :culdl)
sl sliu] ol
(IP 100.64.1.1 :cuWl)
PGW -t IP wl.n
100.64.1.1 awlx) PDN
awlll slin] alz)

OmniHSS PGW/GGSN

o9 Ji> JS il ol o Jawall gl 130 wiogs AVP (S5 APN gdgall cuaxi alz] (p0

S6a wlldl sacls (s9:

3 jzdaall pugs

‘:J.:

IM51: 001001123456789
MSISDN: +1234567890

H il 1P liaas
. e e
jIPEU:T IPv4 ?JLI:'-I; 1.1 B =l 1P
(G334 il 391> z .64.1.
IPv4: 100.64.2.1
TAU =lslas| IPv6: 2606:4700::1111
|-| e --f;__.'
| - ; |
! S |
\ — APN s /
iy APN Cila ™ APN: ims il
QCI: 9. ARP: 8 QCl: 5. ARP: 2

ananni 1 U Mall:




=

CJSU (.21 .0) ik w9 i@ landl <9 ,m0 APN Calall o

. oo 6 il ._,ul, taoasdl ,Lusl apn_identifier.apn (\Jlodl Jow e
k:.A-’.)..’..’.ﬁyllllll IIimSII)

N

3. g¢gs PDN: (o oo apn_identifier.ip version (ipv4=0. ipv6=1.
ipv4vo=2, ipv4_or_ipv6=3)
4. wlodeo QO0S: Jgo> (o lgruo> apn qos profile
5. 9Uaill o e AMBR: 1000 9 pusll o o pis (L= Kbps = bps)
6. ulgic IP Jla HS ] lasd divoini o t22ell IP dcgoxo + I inall Iag) culi
APN
o cxddl adec: subscriber.static ips = cuws dvvuai
apn_profile id - gluwl IPs
o ,laol 9lgi o gaxill piy IP Llés apn identifier.ip version
7. VPLMN-Dynamic-Address-Allowed: ,.» - (zgomo 1f) 0 (e ainsi oi
eloazxiwl IP o 4865 oi 5] el

asMaJl JSun:

I yidino
IMSI: 001001123456789

walo QoS APN
QCI: 9. :3ladl o ,e
50Mbps

9,20 APN IP 1# <ol
100.64.1.1

J APN ‘e i)l

IP 2# <ol
100.64.2.1
J APN 'ims'

wwlaoll acgazo
Ki. OPC. AMF

o e
Jluo] IP: IPV4V6

alo APN

walo EPC
wess dlai UE
Sl ] Jsuosll gog

asssi )| punlaoll:

e IP JSJ a>lg APN I niall 0650 of oS 1 jinine JSI IP JSI lado s>l culi
APN

o o3 IPV4A g IPV6: (5Si Ol 5oy IPS L] aulill IPV4 gl (laas IPV6 of (lnas

4z95 jo



* Olsis JS 0955 Ol cam tlalle 82159 IP M graz us Golls 53,8 IP sl

plaill (8
o Olgis pusi o oSor Y IPVA 5l IPV6 (oamio onSsisinal (Lle iz

o ylgic 9oty azgill wlo,)lei > gioy IP
o Jeoiz> e wlildl socld (09 835,9 Lw,lgd alawles 5 o9 piy
ipv4 static ip ¢ ipv6 static ip

° g S uiall by, oy t832mio | B32mio @adMelP bls,l Jgaz e anlil
el &Y

o uslic IP 6502y anli loT

o dgaxall 8629 e polgsdl asliaiwl (cllaws IP 85,1l wYlasl eub)
o ouslie el (il doyaall wlawlail IP 83330

o el aSuidl olwluwdl azei IP ) 0asll

o Vlgic g wllaiy 3l (roulaiill JUioYI IP

aosils IPs ai, Ul

wlinsi o> glo il 1P a L.
algdl alogi: GET /api/epc/static ip

wdbll e Jls:
curl -k https://hss.example.com:8443/api/epc/static ip

alxiwYl e Jlio:



"data": [
{
"id": 1,
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipve static ip": "2606:4700:4700::1111",
"apn profile": {

"id": 5,
“name": "APN < s YI",
"apn_identifier": {
"apn": "es s YI",
"ip version": "ipv4ve"
}

}
"inserted at": "2025-11-15T10:30:00Z",

"updated at": "2025-11-15T10:30:00Z"

ole Jguazdl IP el

o gl iwl IP sa=e el

aslgidl alaai: GET /api/epc/static ip/:id

Jl.uu:." wlodno:
aolsoll el o gll
id integer ID IP wlldl 82cl8 (9 il

wllall e Jls:

curl -k https://hss.example.com:8443/api/epc/static ip/1



s L .! IP _li
o sliw] IP J aos> ol APN.
aslgil alogi: POST /api/epc/static_ip

calladl paus:

{
"static ip": {
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}

argllooll Joasll:

e apn profile id - I i Ol e 39> g0l
o oo J8YI e x>lg o ez ipv4 static ip 3iipv6_static_ip

aylizVl Joasll:

° ipv4_static_ip _L')I_9-5-9 |PV4(| o dy i )
e ipv6 static ip - ulgie IPV6 (dpwld asws)

e IPv4: (100.64.1.1 Jic) dlodio ayuius duwlid drpo
e |Pv6: (1111::2606:4700:4700 Jio) dapwliwd! laaidl dgaas duwld aruo
o owslis go JS 055 Ol g IPVA 5IPVE M graz sas Lalls 52459 IP
asLJI
o 0lis ol s gioy IP aSuid] 0
o b gusi oSy Y IP (e iz ioamio (uS jiina) APNS dalize
o s ,9 gwyled aawlg lgio 9 e WLl 82cl8 sgims I 2949 03

oSl el Ls:



oe9Sidl  IPva  IPV6 JL.al

lbasg IPV4 v - {"ipv4 static ip": "100.64.1.1"}

{"ipv6_static ip":
"2606:4700:4700::1111"}

loas IPV6 - v

oD
T92je

v v IR0 u.nln.z.” LY

wlllall e aliol:

IP lbas <uli IPV4:

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1"
}
}

IP lbes <uli IPVG:

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn _profile id": 6,
"ipvb static ip": "2606:4700:4700::1111"
}
}

IP €930 wulit



curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}

(sLiwsV1 s 201) zlowdl asloianl:

{
"data": {
"id": 1,
"apn _profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipve static ip": "2606:4700:4700::1111",
"inserted at": "2025-11-15T10:30:00Z",
"updated at": "2025-11-15T10:30:00Z"
}
}
Lol jlasl:
. a2 las, asasS -
. - 955 8,15 APN

JECY IP o _lj
aslgidl aloasi: PUT /api/epc/static ip/:id

Slaoll wlolso:



aol=oll eoull o gll
id integer ID IP wlll 8228 9 el

lladl pans:

{
"static_ip": {
"ipv4 static ip": "100.64.1.2",
"ipv6 static ip": "2606:4700:4700::1112"
}
}

casaull alklell Jga=ll:

e ipv4 static ip - ylgic uxi IPV4
e ipv6 static ip - ulgis s IPV6
* apn profile id - yus ,uss APN

caudsull alble et

o id - (las ssl,al) Cuwlw)l zliaoll

Ol9is w1 puami 1P Jlasl b i Jaiis I yiine) PDN luds aiuwsiw . JWI PDN

plasiwl o alagull 1P Jlas¥l sy Jaiis i il

ol e JUo:

curl -k -X PUT https://hss.example.com:8443/api/epc/static ip/1 \

-H "Content-Type: application/json" \
d '{
"static _ip": {
"ipv4 static ip": "100.64.1.2"
}
3



iz IP wul
ouss a5l 1P eub.

algdl alowi: DELETE /api/epc/static ip/:id

Jl.u.l.n." wlolno:
aolsnoll €oull o gll
id integer ID IP wlldl 82cl8 (8 wull

wllall e Jls:

curl -k -X DELETE https://hss.example.com:8443/api/epc/static ip/1

I glaull:

ousi s 1P cold]
o caloole gy Y APN (dlay APN 5T S siinal 15 io)

13 Ogoazimy il 098 inall Loz IP (e culdl IP JLasVl (08 (Suolivs
Sl

o Ulsic quay IP Ll axy plaziw)l 85l Bl

sn posxians, Jidiadl O 13] $peami IP Gle dgas ] @osw asi> ols (bl colil 1P

Jlasl (9 Suoliu> PDN el Ju,l o pabaio e 098 iinall O oo 35T . JWI
sl b,
omi) IP o by ] glizs o pidinal el IP coazill ol sbawyl sl o el

1. sliw] IP Ll ( el )
2. Ji> plozxiiwl I psmiuol) ainasi static ips



&o Jyinino sluil IP wauli:

# clis] 1 sgbxdl IP _J oo U APN "o s Y1
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static_ip": {
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}' | jg -r '.data.id')

# go o sliv] 12 8ghx]l IP yuso o U
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d "{
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$STATIC IP ID]
}
}o

&o 29> 90 J s ¢ IP wuli:

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"static ips": [1, 2]
}
}

ex<c IPs auli (APNs aalizo,):

8¢ Jiinall 05Su Ol pSar IPS J lgio JS Ol Lalllo auli APN ailis:



# sliv] IP _J e U APN "eo syl
INTERNET IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1"

}
} | jq -r '.data.id')

# slis] IP _J «w LU APN "ims"
IMS IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn profile id": 6,
"ipv4 static ip": "100.64.2.1"

}
}' | jg -r '.data.id')

# Jpdiol ] LS Huyss
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d "{
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$INTERNET IP, $IMS IP]
¥
3o

Sasll aclgs:

* vV 825 iggomno IPs J auli APNS aalixe
e X 828 14099 o IPS juail aui APN

Uosdl e Jlio - APN S0



#W w5 15 Jiayw 3 IPS yasi oJ| s a LiJI APN
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
“static ips": [1, 2]
}
3

# Wesdl a Ll :

"errors": {
"static ips": [
0555 ol wmy IPs JSU ai, Lidl APN Joww ole 60y9 doiie JSU
orrms oSer Y Jliadl IP Uayls 'euisYl' doiiel) 100.64.1.1 o U

o i Y1 " gai) 100.64.1.2'"
]

}
}

Lol lail:

o I inall 99 -
. aledl Wl aldl o Jasll juw -

Jle=idl 6,15]

5 obll oloxs Wl Jeosl oS yuitall oSor 0l 15] Lo 8 Jlomill wlils pSaisIMS Lle
zo ulaw aclgd o O9Siig S olaladl s g 6,501 oSl MCC/MNC.

Jl_,:u." wlale aocils

aslgidl alaai: GET /api/roaming/profile



aslgidl alasi: POST /api/roaming/profile

alladl pans:

{

"roaming profile": {
"name": "hado soxmiodl oL VoIl oS ",
"data action if no rules match": "deny",
"ims action if no_rules match": "deny",
“roaming rules": T[]

}
}

lshoYl pus:

e "allow" - zlowl
° "deny" _'Ja_g)-”

amol,i0V1 wlsl, >V

* data action if no rules match - @i Gullai pac aic <l > VI

e ims action if no rules match - J sxxall ol ,i9Vl <l 51 IMS

Jloxill aclgd anils

aslgidl alaai: GET /api/roaming/rule

Jdlg=ll 62<cld cluwsl
aslgidl alaai: POST /api/roaming/rule

wlladl pans:



"roaming rule": {
“name": "_J zlowd| AT&T",
"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"

Jomll:

o mcc - (el 3) Jsamall agall jo,
e mnc - (pl5,] 3-2) agonoll aSui| jo,
* data action -"allow"_ﬁ "deny" olldl wlbas

e ims action - "allow" 3i"deny" wloas IMS/w gall

Ll lasl:

o alioYly (uaail oSl -
o wladn 9 Jloxmil 9 oSl Jac anans - Diameter

s,15] EIR

Joag; OMNIHSS wlasall 490 JzwaS (EIR) dgzls jue S13 Diameter. xclsd oS EIR
bloil e Ely 856291 Jeog 9 IMEL

oo IMEL

aclgs aosls EIR

aslgidl alaai: GET /api/eir/rule



o2<clo sluuil EIR
aslgil alagi: POST /api/eir/rule

alladl pans:

{
"eir rule": {
"name": " k> iPhone 6",
"imei regex": "735[0-9]{6}0[0-9]1{7}%$",
"action": 1

Joaxll:

* name - x¢lgall a9 ol
o imei regex - pls,l ailao) alaiio juss IME
e action - (2) anledl aailadl of (1) slygall daslall (0) sliaw] daslall

lshoYl pus:

e 0 - (clowdl) sliawd] anslall
e 1 -(gas,Jl) shgudl anslall
o 2 - (e oS zlowdl) aplo,l anilall

elavwdl <Y

o by ol 6542Vl slaz (p18)Y slrgw dails IMEI 8220)
o 554291 gloil anis (Jaai caw> shogaw asils TAC)

o (wolyisl jas) go sliay doils laai) sxsizall 5473 Lais ¢low!
Ll lasl:



ar9lo¥l s:lsll
alWl $iligll Lol vologlrall o 2o ole Jguaxll:

e wliubil daxo py dgzly o o Gaxill alg blas -
o Le>Yos slasYl ColiSiwlg axslid| slasYl -
o 9oill JolSUl Josdl yuuw -



axo p» agzlg all>

ollail all>
cuzinnts Slinlaill axop agzly cuils 13 loo Gam.

aslgill alaai: GET /api/status

Jle lls:

curl -k https://hss.example.com:8443/api/status

Jle alzuwl:
{
"status": "ok"
}

a8l o)l dolaily Jox)l jlen) dxall Laxs :plasuwV] alls.



ars e aole 6 1oy
OmniHSS

wlbgizall Jgi>

plail e aole o las

sl o5 OMNIHSS aain e Elixir g Erlang/OTP. Bgliog aylel) Bol jio Blai 990 oo
Slolaidl oy miols Juad go G g ] i . Ylai¥l Jor Jlo>Y Bowao slas.



o LigSall anis

arwlw V1 o lgSall

Gdos wladles Diameter

Sulbai JS 3ais oy Diameter (S6a. Cx. Sh., S13. Gx., Rx) @lles 62>4S DiameterEx
il

1. go J>wui DiameterEx - sul ol 20 9 I i Diameter s>axoll

2. tziws - wlbdlall aswe o g8 AVPS. il s (o o
3. awwlindl syl Blainll wlasg oo - sylall gloiodl lla
4. albYl LSlw) i - ol i Diameter go AVPS

5. @l jeo, 2z - sUas VI alles Diameter auwlioll

eoUss Diameter

aodx> (u95 Diameter

esis OMNIHSS doa> (eSu Diameter daogean 8320 wliulni go 52>ly:



Jadl aab
TCP/SCTP :3868

S6a
16777251 : sulaill (b 420

S13
16777252 : subaill < 20

Cx
16777216 : gulaill b 420

Sh
16777217 : gulaill U 20

Gx
16777238 : gulaill b 420

Rx
16777236 : gulail 5 120




o8V Jlasl 6,15

®
sl aslo] caos
JLasVl s,
[Connecting]
axdlaoll gl
ax9laoll s JLal sole] cadgo
sladll allj] e JLas¥l olaas

JJLNJ. . © -Down
Diameter

sole] wY¥glxo yaians
wlaldl JLlasVl




Jilw, 492 Diameter

Jaill anbo
TCP/SCTP :3868

ag>lg S6a (LTE/EPC)

Diameter: i.as

:omnitouch_hss

56a
16777251 : gulaill 3 4na

513
16777252 : gubaill 5 4na

Cx
16777216 : gulaill 3 4na

Sh
16777217 : gubaill 5 na

GXx
16777238 : gulaill L9 5.

oS Jaidl o,)1]s a8sbasll go Jolais LTE.

Rx
16777236 : gulnill 3 yua




ag>lg Cx (IMS)

it go Jolaws IMS a85Laslls.



r

pali 38l cams

Configured 1
JlasVl s,

y

) Connecting

._J.TLu.I__; ..J-"'-!-T L}iﬂ
Diameter

gale| e Yol o
wilaldl JlasVl

ag>lg Sh (wals Ll IMS)

Gabas p3193 s IMS & iinall calo lily ] Jswosll.



ag>lg GX (amwbluull oS2)

ol UL ¢
Ll e luadn) poaly amwlwd] (nd oSl o



Lol awlaw (6 oS IMS J dvmaxall M3l VOLTE.

Sl



MME

A

AIR ULH PUHNnn e NN
4 s PUR NOATCIR

- *“ a |.

S6a Handler

MME s
v L ¥ :

afilaall B3>y gooall waami all=dl & yls]

¥ T ¥

puilinll a5 gama gl i waziall calall EPC M pagall slal]
Milenage 3 AMER. APNs Juus pall

¥

ik CLR Jlu| ai
MME uss aic ULR <Ll
LoVl slelil AP ¢ of

ag>lg S13 (EIR)

e i IME ol .olasall aysn 26195 Lilio jlezll EIR Jasolasll.

kid
EECE

I
i "N\




oLl asuds

wlbul saclas awladl aalsdl

ey OMNIHSS Ecto ey . ao ] bl 608 = asudaS Ecto wlels sac
wlldl sacls Lzl 9 dig o)l pouw oo canaide wlly aclgs. MariaDB acgoxo go
Galera daogcanll wlueSdl (po 82>l9 (.

Jocl .l danlHl avzd] audl oldlais e 13leic! Lspi wlbily xelgd wlsals ploxiwl HSoy
9 L ol JolSGUl 65,9 g0 ONS wlll sacls) daosdo )jfyl asalzdl xo=ad
Uit Liloiod| mad! auzal il g.

il icgoxo oSl Galera.

wlbul 6228 lodoso le aole 6l




¢1gimo loosi Ecto
Sulaill o5l
/T N0

UDR (PUR SNR UDA /EMA‘\ PNR

Sh Handler

e

Sh Repository

el )l

ULl ] Jswsll sl o)l
I jnikall Al PubSub
sh_repository data =l eyl

sly>] S paxiws Diameter a9 pall oMl lass Jyoxis pgii diuzo < loMeiwl:



S6a Al

il axdl ol aaize wlily wlly IMS abls dad=l bl
ay o dlxiwl el calodl wlogleo JolS alo xelgd QoS



am, Ll wlgslgll

auu API

P-GW K
CCR-l (CCR-U CCRT CCA-1 CCA-U )CCAT RAR

~>aN\ | S 2

AMBR. QCI

Gx Handler
PDN awul> 505 ‘ ‘ QoS xclgs ‘ Jlg=ill gass ‘
APN Lals
‘ eoull aclgs



0,89l Lle Diameter




62>lg 6a0c s

BEAM VM
Erlang Runtime

Gulai OMnNiHSS

s HA > a=ll 5omio (acgo=0o Galera)

o 99l Wl il eexd OMNIHSS acgoxo MariaDB Galera ol jiodl Jiloiod| gowil)
iw ol >ozio.



EIR
T
ECR E:CA

513 Handler
EIR J.lf-|3.§ .i'_).:,!u)

Regex iillas

'l _ v ) ¥

flinal dnilall dmu flaguall dnflall doug dedlo | dnilall domu Lig e b peSs

o cladl gl s xinll groz e wLUSII grozy plidY] iy 1 opoljiod] il

o &liSlg 85,8l wlloc Joud 8aac Y 5oy pinwladl >amio

o 0o Voo Jasdl 9 Ol Y seiws wa>lg saac calind 13]  ailadidl Juauill
M|

° cJLC«UJJl &LQJ il o> us < Mo leo]l oY) d_n_z;.” o :al.)la..h" wle oino

Hal ool Jusinidlg (HugSill.

a5 >band| calla) JolSIl s9adl Jliadl 130 mings:



eeeeeeeeeeeee (AIR)
r(imsi, [ 1)
r(}
m ed(subscriber, pimn)
::::::::
(key_set, count )
aas o> M
i , vec 1
&

alaiwl AIA

PUPRCIN | [P RN [ I O |

1. sUosVl anglos

o Olub] Llxwl s Erlang/OTP Elali alivla)l o llasl Jysiw
* wllrs gins Diameter Juudwiol Jiwall alg jooll
o Wl Jlas¥l ssle] go bl 82615 wYlail groxs

2. el

o wdb JS go Jolrill oy Diameter aolidl aidos (9
o ol wldleo G &S e A 2595 Y
° au'lsio wlodaiwY wlll s2cld wYLlasl &roRJ

3. avgazoll

* Gulai JS Diameter abasio 8259 9

o Ul olisby sl slaiall prximall dgzly ou gioly Juad
o Joogill abls asslas ol o>



4. slLVI

o wlail Jroxi go daiuzo wlily sacls wloMaiwl

o sz e JSI oVl axdl wlily Jas
o JlaVl e blaxllg wYlaiVl grozs

5. axsloll aubilall

o oSl azgl e inill cadoll 9 aidl e
Sudaill Ll gro> 9 plaio Juzuw
i all> g Diameter

ol glshall go I iitall Ao g



o9 JJdo OmniHSS

wbgizell Jgas

oeSll cale (le aole b lai

Envircnment

Enwvironment Variables

Compile Time

configiconfig.exs
—y

Application Start

Funtime -

configfruntime.exs

OminiHSS Running



config/config.exs (aoc>_ il cadyg)
bl oz Y el 0SS Gle e

o oSzl a>gl axao (S
* olinbill axo ) agzly ale alasi S

o 2o owball ebl]

config/runtime.exs (il cadg)

il conz iy audl pols eSS e sei:

o wlll 8225 Jlasl wlodso
* ulai (eSs Diameter

e whilxe] PLMN (J o]l

e ,Li>l S-CSCF IMS

o aSuidl agzly lauls,

voas il Jroc (a9

vz i oo SRl s il dies pody HSS sl pars il 05l go:

# config/runtime.exs

config :license client,

# aas ) pus il o BO clivhill axe s dgzly ay lgs blas
(oo L)

license server api urls:
["https://license.example.com:8443/api"],

# a0z ol dolhioll pwl
licensee: "diohio owl",

# pidiod| @ =0

product name: "omnihss"



vz pill (ueSG wloleo:

license server api urls oR

licensee O

product name ool | Py

oo Jsosll Wb jaus il pols 0eSs 0l wx HSS
elis 4895 URL Juaudl ol 6 ,aa)l 83az5all

["https://10.0.0.1:844:

Jlis

"ACME Telecom"

"omnihss"



Jisidl cadg ()uoSi
0298l asglol

Environment Variables

B
N S

Final Configuration

& OMnNiHSS Sl laoill aa:

o adiw ol b go 608l ,5YL 055 atll wlutio slawl
o 9 awol,idYl eusll w84 oy runtime.exs

ozl 9 aidl wlusio Ll 82618 slaic] ©lly pazimi ol



LUl 6ol ()uoSi
wwlwVl Ll 62£ls HuoSi

# config/runtime.exs

config :hss, Hss.Repo,
# oU Lol 8o Jlas | olalss
username: System.get env("DATABASE USERNAME", "root"),
password: System.get env("DATABASE PASSWORD", "password"),
hostname: System.get env("DATABASE HOSTNAME", "localhost"),
database: System.get env("DATABASE NAME", "omnihss"),

# Jlas Yl gaxi ololoace]
pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "20")),

# (i U ododU) UVl ol
timeout: 15 000,
connect timeout: 15 000,

# a9 o] ol L
show sensitive data on connection error: false



Ll sacls (,43;53 w lolso

aol=oll

username

password

hostname

database

pool size

o oll

sacls (0 Xxiako ,o.uu|
< LWl SQL

6)5«[5)_9).0 aolS
wLlJl SQL

esl> Cavias ol
oLl sacls SQL

wlldl sxcls awl

Jlai¥l goxi o>

ol 9Vl

"root"

“password"

"localhost"

"omnihss"

20

a0 gill

el 9

:m33 J9_)o FUNLY ,o.).z;.w'
dy pmiie 9 0>

paziwl FQDN ol IP (9
Yl

0SS5 o bo oYL lasis|
oMo 82 Jlin

-10) Joxdl e 2l lasol

(23905 50



goxill px> lowio

Environment Variables

}jble Set
\No

Yes

!

Use Environment Value Use Default Value

S -

Final Configuration

wlble,l:

o Ylasl 20 Inl

o Jla¥| Vo algo" slasl Lsl)"

o waudall Joxll i wMgo winz 15] 10 ) lades 800

* 4~ paziwy Jlasl JSMB 6,513l o

o wlbly 8xel8 sbl g ] 811 wYlai¥l 385 Ol oSes SQL



il oLLul 6xsls oS tJlio

# config/runtime.exs - zLloW JUlw

config :hss, Hss.Repo,

username: System.fetch env!("DATABASE USERNAME"), # oglbo
el Yl 9

password: System.fetch env!("DATABASE PASSWORD"), # oolho
el Yl 9

hostname: System.get env("DATABASE HOSTNAME",
"db.internal.example.com"),
database: System.get env("DATABASE NAME", "omnihss"),
port: String.to integer(System.get env("DATABASE PORT",
“3306")),
pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "30")),
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/mysql-ca.pem",
verify: :verify peer

]



9% Diameter
aolx> (»95 Diameter

# config/runtime.exs

diameter config = %{
service name: :omnitouch hss,

listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port:

String.to _integer(System.get env("DIAMETER LISTEN PORT", "3868")),

# a o» Diameter

host: System.get env("DIAMETER HOST", "omnihss"),

realm: System.get env("DIAMETER REALM",
"epc.mncOO01l.mccOO1.3gppnetwork.org"),

# o]l o5 o

product name: "OmniHSS",

vendor id: 10415, # 3GPP

supported vendor ids: [5535, 10415],

# JoS o o]l ololae]
request timeout: 5000,

# kil o sSG

peers: [
# Ln bl ol oSs wol
]

config :hss, :diameter, diameter config



agd (ugSi Diameter

Diameter Host FQDN

7 O\

alolSl aysqll

UI.)I.AAJJ

* J uasll avasll puwl t@miaedl HSS (Jio "omnihss". "hss01")

* Ylai :9Uaidl Diameter go §:lai, s3I PLMN &b ol (Jio
"epc.mnc001.mcc001.3gppnetwork.org")

o S L ralolSIl ay9gll {host}.{realm}

yilas aslo| Diameter

(JLaiVl giog) culi juloi 9SS



# config/runtime.exs

peers: [
# s JUo MME
%1

host: "mmeOl.epc.mnc00l.mccOOl.3gppnetwork.org",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",

ip: "10.7.25.100",

port: 3868,

transport: :sctp, # ol :tcp

applications: [:s6a]

}I

# b JUo P-GW
%{
host: "pgw0l.epc.mncOOl.mccO0l.3gppnetwork.org",
realm: "epc.mnc@Ol.mcc001.3gppnetwork.org",
ip: "10.7.25.101",
port: 3868,
transport: :sctp,
applications: [:gx]

}

# b JUs, I-CSCF
%q{
host: "icscf0l.ims.mnc001.mcc001.3gppnetwork.org",
realm: "ims.mnc@O1l.mcc001.3gppnetwork.org",
ip: "10.7.25.102",
port: 3868,
transport: :tcp,
applications: [:cx]

Sl eYlal ean ulaidl poss cus> wlind HSS:



# config/runtime.exs

diameter config = %{

peers: [] # bao 65,19l &YlasVl Jous - g, L8
}

salai Jlail gliogl Diameter

OmniHSS OmniHSS OmniHSS

Jaidl JoSgig s Hluzl

Jeaidl LioJl v ga=ll amo gill
SCTP o 0553 solsill o llo, J Jiaao Diameter
Juwall e Lasl alaxll s

oz aclgd iwlle peo Ul oS 2 ly §805 oSs o) 3] pasiw

TCP -
bl ale> Juwall e SCTP Blio

295 PLMN J jiall

>3 PLMN &l ol aSuid] Jsvino o) siol:



# config/runtime.exs

config :hss, :home plmn, %{
mcc: System.get env("HOME PLMN MCC", "001"), # adgadl o,

Jsozol |
mnc: System.get env("HOME PLMN MNC", "001") # aSud! o

i) gamall
}

95 HSS awlwVI

< lisos Jolw 8 whblacyl osn oSxis HSS:

# config/runtime.exs

config :hss,
# oleogime ECto ol Ll 80 B o lidas]
ecto repos: [Hss.Repo],

# CLR (gdgodl eled| odb) ,uusi aic MME
send clr on mme change: true,

# a0x> @lay ] Diameter oL Lodl sac s glhaai | slisl
stop diameter on database failure: true,

# sl )9 o oS
license _enforced: true,
license module: LicenseClient

wlolro HSS axmblwVI:



ecto_repos

send clr on mme change

stop diameter on database failure

license enforced

license module

Jlw)
slal] b
XE gdgoll
e

I iisol
MME

a0 >
Diameter
campol 13
sacls
ges M|
a>lio

OS50
PN
s> il

gd.” 6D3J|
&o Jolis

weus il

ol oVl

[Hss.Repo]

true

true

true

LicenseClient

Olosal
B luwl
oLl

el

PYCSR



Diameter Host FODM ilalSIl asggll
Ve ™~ oliuid
L L . ¥
Host Realm omnihss.epc.mnc001l.mec00l.3gppnetwork.org
Jlia Jlis
S '
omnihss epc.mnc001l.mcc001. 3gppnetwork.org

aliol:

AT&T (soxiall wlLYgll): MCC=310, MNC=410
Verizon (saxiadl wlYgll): MCC=311, MNC=480
Vodafone (saxiall iSlosll): MCC=234, MNC=15
Hlas| aSuw: MCC=001, MNC=01



aSaall ag>ls Lo,

# config/runtime.exs

# ag>|g9 Diameter

listen ip: System.get env("DIAMETER LISTEN IP", "0.0.0.0"), #
olgzlgd| guo> :

# 62320 agzlg ol:

# listen ip: "10.7.25.186",

# ag>lg API
config :hss, HssWeb.Api.Endpoint,
http: [
ip: {0, 0, 0, 0}, # olgzlgll guo>
port: 8443

]

# oSudl asgel agolyg
config :hss, HssWeb.ControlPanel.Endpoint,

http: [
lp {Or 0; 0: 0}' # UL@—7|3J| &ro=z
port: 7443

]

agzlsll las, wl,lus:

0.0.0.0 IP &, l5)l 127.0.0.1
(wlezls)l gra>) (192.168.1.10 Jio) (Laid lxo)



L)".9S" IMS
LHlusl HueSs S-CSCF

# config/runtime.exs

config :hss, :ims, %{
scscf: %{
# ,LusY| aa, ,b: :random peer 51 :round robin
selection method: :random peer,

# el iU a5 B S-CSCF oo LioJl
peers: [
%{
host:
"sip:scscf@l.ims.mncOO1l.mccOO1.3gppnetwork.org:5060",
capabilities: [] # ol_saJl as, Uao @y Liis|

%{
host:
"sip:scscf02.ims.mncOO1.mccOOLl.3gppnetwork.org:5060",
capabilities: []

}

,Lisl @,lo S-CSCF

aladil LS plasndl pay el pany

OmniHSS - a2l lagin 5¥ Ka, " Peer Pexr laay L DminlHSS DmniHSS laay L Per

HLisVl 9, lb:



ag, Lol ool elaziwdl all>
:random _peer  lix, S-CSCF 5lguins Solwidl Jaxll 95

:round robin  usy S-CSCFs Juwdwill  gdgio & jgs

Ilos (295G IMS

paxia Lo 3ole IMS e Masio Blas EPC:

# §ls EPC
"epc.mncO01.mccOO1.3gppnetwork.org"”

# oUW IMS
"ims.mnc001.mccOO1.3gppnetwork.org"”

295 EIR

Slail FIR wlanell agd o $axuill Jo> alalS Juolas cle Jomazll.

wloxoll augd J=uw al.)l.xs-!

# config/runtime.exs

config :hss, :eir, %{
# (aiy o 808 2295 Y) a9 g 2all e olowal) Joluwll
unknown equipment behaviour: :whitelist
# ol bl
# whitelist - a9 g s0ll e olarad U gz lowdl
# :blacklist - a9 g =all e olazadl la>
# :greylist - a9 g =all ¢ oloeadl glowdl S guis
# :reject _unknown equipment - saxe dxuii _joy go 9 _J |



adg mall jut wlanoll Joluw

:whitelis ylist pect unknown

clol L L oo oy
wigall ot clamall aaslall wssli.:::l;“cal.\xaﬂ wulwa;jlolwu wigymall it olsnall
Jglwldl wl,lL>:
Sldl asuiall pluuw Il als
: : oy tlowdl IMEI jue 1d>gio ASuul
:whitelist
adg y=oll Jlus|
:blacklist groz o> IMEl adg 20l e Jaiso ool
G Lo IMEI s
:greylist &w oSs T H adl yall giog
4_93).9.0“
:reject unknown equipment = saxo jo, go a9 I S obol

o Il tamegill iwhitelist oJ| Jaile LYl sl 1greylist o5 igluYl asl ol
:blacklist e lall ol).



a>glg wloulill axe 0 ag>lg (9%
Ry

Slanlaill ane s agoly ales alasi s

# config/config.exs

config :hss, HssWeb.Api.Endpoint,
url: [host: "localhost"],
render _errors: [view: HssWeb.ErrorView, accepts: ~w(json)],
pubsub server: Hss.PubSub,

# 0 oS5 HTTPS
https: [
port: 8443,
cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

oSl a>gl (Hu9%s

# config/config.exs

config :hss, HssWeb.ControlPanel.Endpoint,
url: [host: "localhost"],
render errors: [view: HssWeb.ErrorView, accepts: ~w(html json)],
pubsub server: Hss.PubSub,
live view: [signing salt: "some-secret"],

# 2955 HTTPS
https: [
port: 7443,
cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"



6.)'-3.-.1: L,.a_gS.- TLS

53lgisl] Lol

O\

omnitouch.crt omnitouch.pem

83lguiall o lllaie:

e olgi X.509 axllo

o oYl o) 3] ddapwell wlslgid! (uains
o &l ol ez CN o SAN Caviaoll pwl go

(._L;.-)U:

https: [

port: 8443,

cipher suite: :strong,

certfile: System.get env("TLS CERT FILE",
"/etc/ssl/certs/omnihss.crt"),

keyfile: System.get env("TLS KEY FILE",
"/etc/ssl/private/omnihss.key"),

cacertfile: System.get env("TLS CA FILE", "/etc/ssl/certs/ca-
bundle.crt")
]



AoVl juiwidl (509

Loy I las|
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e il Juoe eSS (Laz sall (sl uglic, product_name)
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stop_diameter_on_database failure)

Sillaill (555 Diameter (JlasYl giog pasias S 13])

o0 &S 3y poati dzlexll laz aclgd Diameter (3868 saioll)
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J> DNS wlgg Diameter
o295 IMS (ol posuvims waisS 15] IMS)

¢ loill ansls op9Si S-CSCF
ais b ,Lis| S-CSCF

syl VI ga oSl

Jolw 955 EIR
CJlJl.HJI sacls o o> Ja.uo
Suill agzly Lo, 2w

eS| Joss 2

1. acluall o G
or o5l Juoxs slasY oMawd | o Gixs
2. pSzuill a>g) ol Jguegll:

oJ | Jowsd| https://[wsaol|l owl]:7443

3. wltulaill axo s ag=ly ol Jososll:
curl -k https://[wroo]| owl]:8443/api/status

4. aJl> Diameter:

ixao o Gaxs Diameter oSl a>gl 9
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Jrruinidl cadg ugSid JolS Jls

# config/runtime.exs - gl Jo S Jlio
import Config

#

# ol Lol sacls o oSs
#

config :hss, Hss.Repo,
username: System.fetch env!("DATABASE USERNAME"),
password: System.fetch env!("DATABASE PASSWORD"),
hostname: System.get env("DATABASE HOSTNAME", "db.omnihss.internal'
database: System.get env("DATABASE NAME", "omnihss"),
port: String.to integer(System.get env("DATABASE PORT", "3306")),
pool size: String.to integer(System.get env("DATABASE POOL SIZE", '
timeout: 15 000,
connect timeout: 15 000,
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/mysql-ca.pem",
verify: :verify peer

]

#

# s il Juoe oo oSS
#

config :license client,
license server api urls: [System.get env("LICENSE SERVER URL",
"https://license.example.com:8443/api")],
licensee: System.get env("LICENSE ORGANIZATION", "diolio ewml"),
product name: "omnihss"

#

# 02955 PLMN o Jjiedl HSS Luwlwdl
#




config :hss,

ecto repos: [Hss.Repo],

home plmn: S%{
mcc: System.get env("HOME PLMN MCC", "001"),
mnc: System.get env("HOME PLMN MNC", "001")

}

send clr on mme change: true,

stop diameter on database failure: true,

license enforced: true,

license module: LicenseClient

#

# o255 Diameter
#

diameter config = %{
service name: :omnitouch hss,
listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port: String.to integer(System.get env("DIAMETER LISTEN PORT
"3868")),
host: System.get env("DIAMETER HOST", "omnihss01"),
realm: System.get env("DIAMETER REALM",
“epc.mncO01l.mccOO1.3gppnetwork.org"),
product name: "OmniHSS",
vendor id: 10415,
supported vendor ids: [5535, 10415],
request timeout: 5000,
peers: [
%{
host: "mmeOl.epc.mnc@Ol.mccOOl.3gppnetwork.org",
realm: "epc.mnc0O0l.mcc001.3gppnetwork.org",
ip: "10.7.25.100",
port: 3868,
transport: :sctp,
applications: [:s6al

config :hss, :diameter, diameter config

#




# o oS5 IMS
#

config :hss, :ims, %{
scscf: %{
selection method: :random peer,
peers: [
%{host: "sip:scscf@l.ims.mnc001l.mccOO1.3gppnetwork.org:5060"},
%{host: "sip:scscf02.ims.mnc001.mccOO1.3gppnetwork.org:5060"}
]

#

# 2955 EIR
#

config :hss, :eir, %{
unknown equipment behaviour: :whitelist

}

#

# olibi]l daxoy agzly 4 le dbhisi oo eSS
#

config :hss, HssWeb.Api.Endpoint,
http: [ip: {0, 0, O, 0}, port: 8443],
https: [
port: 8443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("API HOST", "api.omnihss.internal"), pot
8443]

#

# oSl avgl a Ly abii oo
#

config :hss, HssWeb.ControlPanel.Endpoint,



http: [ip: {0, 0, O, 0}, port: 7443],
https: [
port: 7443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("CP _HOST", "hss.omnihss.internal"), port
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alt [HSS Initiates (Connect Mode)]
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&ixiy EIR o] o IMEI (adga)l dgamoll wlasall dygn) wlrzall cuils 5] Lo ayamil
aSaid] | Jguosdb zlomd] Jub axdlpall e ol adg o ol Loy 7o égoxall.

PRTPICIN | IR IRV [

* ag>lg S13: JgSgig p e wliall 490 (o gaxill Diameter

o oo $axull IMEL plaxiwl wliwdl 490 o gaxill IMEI/IMEISV

o Ll saoizall bl aaslas :aijell ag,Uaoll Regex J IMEI ¢ IMEISV 4 IMSI
* anlelly shoudly slal pilsall oo i bigiamall (WM COpinas

* a9g 20ll ut whirall Javazxill LB Jolw 1 HueSill albls wlwliaw

e REST API: wlloc CRUD aclgs 8,15y alolS EIR

adSpll

ag>lg Diameter
agzloll  sadaidl 9,0 seleil] uel

S13 16,777,252 MME/SGSN  wlazall don yo il

wlisoll 5clgd wllu 62cld

ey EIR & po .)..C|3_§ wle ,o.flé aa, oo pL|'aJ:



EIR_RULE

int id PK
string action
string regex

timestamp | inserted at

timestamp | updated at

saclall wlsl,sl:

e whitelist - wlxzall zlowdl
* blacklist - wlizdl jla>
e greylist - wlisal sl 0

b Loil Regex: go aiyllanll IMEI gl IMEISV 4 IMSI

Slanoll all> oxd

all=Jl JUSN | anoll aSaiall sl,>]
sliow aoild 0 6oize izl &S| ] Jssoslly 7lowdl
shhgw aasls 1 b 9lamo/ad e wlirall &S] | Jowosll as)
aplo, aails 2 a5l 1ol i @zl L OV o)l go zlowll
a.g.?l_g S13

dogsrall wllasll

lasall a9n o G2zl calls (ECR) / wlanall asgn o ol asl>] (ECA)

ol>xVI: MME/SGSN — HSS (EIR)



iz 1 jamidl MME gl ailaio cuyazs gl Jlaidl slil wlazall 450 o
«alls AVPs:

e Session-Id

e Origin-Host, Origin-Realm
e Destination-Realm

e Auth-Session-State

e Terminal-Information
o IMEI (15 ,s3),)

o Software-Version (2 s, Wizl ,09))
e User-Name (IMSI. s, Li>l)
e Vendor-Specific-Application-ld

wlsl,>] EIR:

1. ¢zl IMEI g Software-Version (s>9290 <ailS 13]) g IMSI (829290 <uilS 15])

2. 945 pi I3] IMSI:
° aiSoig Jiduall 3979 o Gaxill
o Jselo 5T loglaas Jpuinall dll> cua
3. a)9¥l cwi i wlhizall e camdl dglxo:
o ad,Uno IMEISV (IMEI + Software-Version axsaoll)

o ad,llao IMEI (IME| laas)

o ad,llas IMSI (Clla)l (é b use5 i 13])

° (0sSs olisl Jslw) asg rrall jae wlrnoll aswbliaw
4. olazall Al gls))

aslsuawl AVPs:

e Session-ld (cdlall o ,,55)
e Result-Code: 2001 (¢lx)
e Equipment-Status: 0 (slay aosl8) / (anlo,) aasils) 2 / (shhow ansils) 1

Wosdl oLl

* Experimental-Result: 5422 (59590 jut I iinall/wlazall)
e Experimental-Result: 5012 (ple Ua>)



elanall adyloo slaio

arglo VI cani i

p3xity EIR aiylaoall dig o prlasi) dlubusio camy dl il

1. IMEISV (IMEI + Software-Version)
V(g Us Jba oS5 o 13])

2. IMEI Las
V(g s Jba oS8 o 131])

3. IMSI (dbJl ¥ b uégi o5 13])
V(e Us Jba oS5 o 15])

4. a9 g,20ll 1t olosadl dawliw

aslaoll aroj)ls>
ad,loo :1 6glazdl IMEISV

* o> IMEI + Software-Version: "35979139461611" + "08" =
"3597913946161108"

o x¢lgd bloil gro> 2o ,lizl EIR regex
o ailoo 8368 oY ("anlo, ansls" o "slrgumw ansl8" of "sliaw aasls") slzYl glo)]

ad,los 12 sglasdl IMEI (Lblisl)

o polxxiwl IMEI 35979139461611" :lassé"
o x¢clgd blail gro> 2o ,lizl EIR regex
o aiylos 828 oY sLm)l gls)

ailos 33 sglasdl IMSI (udg5 pi 15| (aboli>| IMSI)

e olaziwl IMSI 999999876543210" :cdlall (0"

o x¢clgd blail gro> 2o ,lizl EIR regex

o aiyllae 82cls JoY szl gls )

o amo Jyiinal lazall graz 4o plariwl all>

(il wblizl) asg ymall jat wlanall awliw (4 6glazll



o sSdlslagl: eir _unknown equipment behaviour

o ol

o :whitelist - (y o) a9g,=all jut wlazall zlowl
o :blacklist - (ouso) a9g =all jut wlisall Lla>
o :greylist - (Jaizo) a9 2all e wlazall aidl 0

o :reject unknown equipment - (o lo) 5422 Uns el

b loil aliol Regex

Lol

"35979139461650"

*3597913946165.*"

"3597913946161108"

"999990876543210"

*359791.*"

wlasUaoll

IMEI 548>

IMEI &5L wildcard

IMEISV 548>

IMSI

TAC wildcard

x>ly e clhgum/sliay daoils

ogoill/aziall & padl Hlas

Bolll lao] go 2320 jle>

D yiisall Slasell gror o

JolSIL Sle=ll £9i pavax



amsLidl Ll Jl wlasa

wlisoll o go9xull 11 §9.:dl - IMEI (9 99,20
sLioudl aoilall

HSS I

‘ MME/SGSN (EIR) ‘ Database I

S13 ECR
(IMEI: 35979139461650,
IMSI: 999999876543210)

alawwlgs Jiinall o6 eMsiawl IMSI

I irall UL,

il A ey
(last_seen_realm,
last_received_message_type)

ezl o5

xlgs e pdaiwl EIR

xelgall groz

aa oo IMEISV "35979139461650"
- Gullai 226, Y

aa, oo IMEI "35979139461650"
- go s regex "3597913946165.*"
> sling, aadls" 15,2yl

S13 ECA
(Result-Code: 2001,
Equipment-Status: 0)

doizo wlazall,
aSeidl | Jso gl zlow]

MME/SGSN (EISF?) I ‘ Database I




olazall o Gl 12 $92:l - IMEI aailall 5
(9o le=) slogaull

L I WIS

MME/SGSN

- E.H_JJ.II A LAYV I D

HSS
(EIR)

513 ECR

JMEI: 35979139461650)
(IMSI: 999999876543210

JBaains alamall

aSuidll | Jsoglly zlasall

Database

IMSI dloesles 3 agaall pe adlmicl
I ainall il
RN
A niiall alls s
Jast_seen_realm)
(last_received message type
szl a3
.‘ .................................................
EIR xelgd pr pMmil
aelgdll piay
.‘ .................................................
"IMEISY "35979139461650 aillas
“IMEI "35979139461650 aille
"* regex "3597913946165 po gullai —
"tliay aaild” el 2Nl -
513 ECA
,Result-Code: 2001)
(Equipment-Status: 0
HSS Database

MME/SGSN

(EIR)



a9g ymo juf wlino - wlixall Ho o=l :3 g9l
(slowd] aoslad]l awsliw)

MME/SGSN

(I-EISRS) Database Configuration
S13 ECR

(IMEI: 99999999999999,
IMSI: 999999876543210)

alawlgs & idiall & Vil IMSI
& yisinall @ lly
Jyudiaall All> ez
il o
2¢lgs e plaiwl EIR
aelsill gro>
aalao IMEISV "99999999999999"

- gilbiazs Y

aasllas IMEI "99999999999999"
- @olbiszs Y

ai,lao IMSI "999999876543210"
= Gl a0
wle Jouaxll unknown_equipment_behaviour
:whitelist
S13 ECA

(Result-Code: 2001,
Equipment-Status: 0)

Jsosll gio o dwluull

MME/SGSN

(IESF?) Database Configuration




a99 ymo juf wlino - wlixall Ho ga=ull 14 g9l

(vo9 ]l awlaw)

MME/SGSN (FE‘ISP% Database Configuration

S13 ECR
(IMEI: 99999999999999,
IMSI: 999999876543210)

alawlgy el e pMaiwl IMSI
el wlly
U iisall > oz
cuaxill o
xeled e pMwiwl EIR
¢ loill gro>
aiyllao IMEISV "99999999999999"

- @il 2z Y

aiylao IMEI "99999999999999"
- $ullai 229, Y

aillao IMSI "999999876543210"
- sl xzg Y

wle Jgaxdl unknown_equipment_behaviour

:reject_unknown_equipment

S13 ECA
(Experimental-Result: 5422,
DIAMETER_ERROR_EQUIPMENT_UNKNOWN)

adg y20 b wlirall,
Sl il Jyos) 28,

MME/SGSN

(FélSF%) Database Configuration




g o juf J nine - wlinadl Ho o=l :5 g9oill

L i e B i - s e e ww
- -
MME/SGSN {'Ei‘ﬁ"} Database Configuration

513 ECR
JMEI: 99999393993999)
(IM5I: 999399876543210

il colilu
Lol o o
A yiieall allr caams
aamill ai
Ml s e e e s s e
EIR xclg9 o5 pilmiwl

atlgall puo=
S

"IMEISV "99999999999999 aa.lk.
Sl amgr ¥ =

—

"IMEI "99999999999999 aalkna
W [

—

"IMSI "999999876543210 as.lla.
Jollas iz ¥ =

-

unknown_egquipment_behaviour sls ,Jsaxll

L

whitelist:

513 ECA
[Result-Code: 2001)
(Equipment-Status: 0

i ssssssssssassaamsEss saaRaaRsREa RaRRaannnna
oy atg ma puf walaeall
Jsaasll min .o dwluall

MME/SGSN ] Database Configuration



atslUoo - wlirall Ho gaxill 16 g9l IMEISV

l MME/SGSN I ('-E||SF§) I ‘ Database

S13 ECR
(IMEI: 35979139461630,
Software-Version: 08,
IMSI: 999999876543210)

alowlgs Jiinall o pMaiwl IMSI

I inell ol

il A cyoxi

ezl o5

aelgd e pMeiwl EIR

selgall groz

o> IMEISV:
"35979139461630" + "08"
= "3597913946163008"

asyllas IMEISV "3597913946163008"
- go ullas regex "3597913946163008"
- anlo, ansls” el VI

S13 ECA
(Result-Code: 2001,
Equipment-Status: 2)

aloJl anilall 9 wlazall,
a8l o)l go zlowdl

HSS
MME/SGSN (EIR) I

‘ Database




slas - wlnall o samll

17 592l IMSI

MMESGSN |:IEI5R5] Database Configuratbion
513 ECR
JMEL: 999509090909300)
{(IMSI: 909999376543210
IM5] aloielys daiall b p¥lazwl
A jiall il
L
_-I_,.uu.nj il canm
*
vagamall as
e
EIR srlys r plucial
s m e m e
"IMEISV "30209909009309 4ol
llos azg ¥ —
-—
"IMEI "999099999090999 i llk.
ullas 1z ¥ =
-—
"IMS] "950909BTE543210 aalls
pllos 1z ¥ =
—
[~ B
unknown_equipment_behaviour _le Jgall
reject_unknown_equipment:
- ]
513 ECA
[Experimental-Result: 5422)
(MAMETER_ERROR_EQUIPMENT_UNENOWN
g pnn gab cilanall
Sl ] Jeaogll sy
HS5 -
MMESGSN (EIR) Database Configuration

REST API

aclg9 6,0I5] EIR
wlwYl lusll: /api/eir/rule

2¢lg9 gro> aoils EIR

lall:



GET /api/eir/rule

a i VI (HTTP 200):

{
"data": [
{
"id": 1,
"action": "whitelist",
"regex": "3597913946165.*",
"inserted at": "2025-01-15T10:30:00Z",
"updated at": "2025-01-15T10:30:00Z"
o
{
"id": 2,
"action": "blacklist",
"regex": "35979139461640",
"inserted at": "2025-01-16T14:20:00Z",
"updated at": "2025-01-16T14:20:00Z"
}
]
}

6acld e Jgsa=ll EIR 63320

n.at.UA."

GET /api/eir/rule/{id}

asl>waw VI (HTTP 200):

{
"data": {
"id": 1,
"action": "whitelist",
"regex": "3597913946165.*"
}

}



oxcls sluwu] EIR

wallall:

POST /api/eir/rule
Content-Type: application/json

{
"action": "blacklist",
"regex": "35979139461640"
}
gasull:

e action: usSs 0l vy «wsllas "whitelist" ol "blacklist" ol "greylist"
o regex: lani 05Ss Ol vz «usllao regex xelsall goz e 3,9 wllo

asl>waw VI (HTTP 201):

{
"data": {
"id": 3,
"action": "blacklist",
"regex": "35979139461640"
}
}

Wosdl aloww! (HTTP 400):

"errors": {
"regex": ["has already been taken"]
}
}

6228 <o EIR (6 j>)

wallall:



PATCH /api/eir/rule/{id}
Content-Type: application/json

{
"action": "greylist"

}

a iVl (HTTP 200):

{
"data": {
"id": 3,
"action": "greylist",
"regex": "35979139461640"
}
}

excld Jluiwl EIR

wllall:

PUT /api/eir/rule/{id}
Content-Type: application/json

{

"action": "whitelist",
"regex": "359791394616.*"
}

asl>uaw VI (HTTP 200):

{
"data": {
"id": 3,
"action": "whitelist",
"regex": "359791394616.*"
}

}



oxcld 95> EIR

dlall:
DELETE /api/eir/rule/{id}

aslww VIl (HTTP 204 No Content)

oSl
aox> slac| Diameter

Gaalai S13 (config/runtime.exs):

o°
-~

application name: :s13,
application dictionary: :diameter gen 3gpp s13,
vendor specific application ids: [

%s{vendor id: 10415, auth application id: 16 777 252}
]

a9g mall jut wlanoll Joluw

w9 2clg9 gsi go i ¥ il wlisoll (ol i8] Jgludl (ugSi 08
config/runtime.exs:

Jlo:

config :hss, :eir,
unknown equipment behaviour: :whitelist

axJLall pssll:

e :whitelist - (U e (ol id]) @V9 20l i wlazally zlowdl
e :blacklist - (sub0) a9 yrall jut wlhizall ,la>



e :greylist - (Jaizo) adg 20l jue wlawall asl 10

e :reject unknown equipment - Uas ¢>,] Diameter 5422 (p,Lo)

plaziwl oYs:

SLis VI uelaidl: iwhitelist - 6562 Y] grox) zlowll
(0ro) glisYl: :whitelist - adg noall diumll 652V lnas ,la>

slUosVl asdles
>0 egll winall

2001 cl DIAMETER_SUCCESS
5422 ww,x DIAMETER_ERROR_EQUIPMENT UNKNOWN

5012  w,x DIAMETER ERROR_UNKNOWN

elhuasl WV

1. adg puoll 68>V 6,15l

oo jlgz o EWYI o5 1gulinandl

SOOI

(Jaizo) glisYl: :greylist - axzl,el) a9 r2all it 6 g2V Juzus
(p,Lo) glsVl: :reject unknown equipment - alxuwall 6 1653 lais zlawdl

olazoll oo

P’si 29790
whsadl a9,

adg prall it



POST /api/eir/rule
{

"action": "blacklist",
"regex": "35979139461640" # IMEI g.6>
}

A Jlai¥l 55 Slenl) aSuill G| Jsos)l a5, o amaiall

2. azivooll aS uiull sbiow aoils
65629 wlilo o JolS Blai (le adpmoll aaslsall :gsLisan]

s> VI:

POST /api/eir/rule
{

"action": "whitelist",
"regex": "359791394.*" # TAC glgoidl/dsioal| &S il
}

Slai (9 65629l raz Lo disloall cani tamiidl TAC

3. gﬂ_;idhuajl wlaze J28
s3mm0 I yiinal @lonall graz o> gu,liwall (Jas SIM)

s> VI:

POST /api/eir/rule
{

"action": "blacklist",
"regex": "999999876543210" # IMSI

}



4. ,Lis V] wlised andls, acils
2i¥l oo LYl wlase asdlyo jgs,Lisall

s> VI:

POST /api/eir/rule
{

"action": "greylist",

"regex": "35979139.*" # gl TAC LYl ol osal
}

] oll aods ging g0 oS)s wlazall ¢l :amuidl
5. ol udl o] (9 oSGl
samoll capmiall golidl lo] o> :gu,Lasll

s> VI:

POST /api/eir/rule
{

"action": "blacklist",
"regex": "359791394616.*05" # U IMEI + 05 o L_dl 1o
}

Olai 3 "05" zolil Jlao] wle sgizni (il 652V Laio la> :amuwisl IMEI

sl Juo Lt

als 1l wlgSall
daaulbg duaii i EIR adsls wlasg sac ploxiwl:

e JoSgigm allae S13 - Jilw, axlleo ECR/ECA
e ailas - lanell adullos J e IMEI/IMEISV/IMSI Lle 8xnizall Regex



e aclgd wlily 6acls EIR - cxlly blaiVl o
* oS> 6a>9 REST API - xelgsall 6] alg bla

ol all> e casull aandog
Jabawiiall slaiall 03n whaall > e ol g

1. aa,Uas IMEISV: o 4= IMEI + Software-Version axoawsll
2. asu,Uoo IMEL: o §ax IME| laas

3. asuslUao IMSI: o o= IMSI (ly u94i 05 15])

4. &59Sall anol oYl awludl sulni (a9g ymoll jue wlanoll

aiSaall glill:

whitelist - wlizadl zlowl
blacklist - wlizall jla>
greylist - asdl oll v wlisall

reject unknown equipment - o,lo a9,

oVl ol lucl

oL, 1 IMEI pgi, .awlus <l%20 o EIR:

* (&S0 «wilS 13]) & auio wlill 8228 9 vy wldae plaxiwl

o Wl Jgogll asi APl yowizoll g dumal)

aclgall cani i

26l anii piy EIR &) laie)| blaiW dauwidl (09 20l cons) wlll sxs 8w

1 saclaldl: regex "359791.*" (aswlg) "slow as " <l 5Vl
2 sacladl: regex "35979139461640" (ssax0) "slogw ans 8" sl >VI



Jid 8330 2£ls5 sl rame gl Wildcard shgumd! anilall ayglol olosal aswls.

Jaxaldl uosu
e Jaxall 31376 34iis (8 55!

e wllb S13 ECR (judgige b shlai o
o o)Woswi REST APl xclgal EIR
o ey wlodaiwl IMEl shsdl loza giol

aLall s gilgl)

. - JsSsigp dswolse S13
. - J aLalsl s3bs)l API

o 1 pladl JSigll - HSS

o Jusiaill sl -

JS» : 5=all IMEI

Sxaais IMEI (15 o5,)

35 9791 394616 1

| | L saxill @8, (auo_,ls> Luhn)
| ] L (ol 6) alwlull a8,
| L FAC (oLl 4 .o leid!l graxidl o))

L TAC (s ¥ Lo andlez] pls,0 8 .gsildl yarmxi jo, RBI)
| L RBI (p8, 2 &YI aid &, 20)
L (o1 6) g3soidl/dzimell &S il



G IMEISV (16 09),)

35 9791 394616 1 08

| | | b (pdL 2) oLl Ll
L IMEI (15 )

LVl aliol

IMEI/IMEISV looudl wle,Uaoll

2o &2 gro> TAC+FAC+Serial
359791394616*

359791394616108 3597913946161.*

aludwd) gazil ol8 )] grox
359791394616140  35979139461614.
9-359791394616141

35979139461640 35979139461640 asyUao IMEI aaysa]l

adyUas IMEISV aasal (IMEI +

3597913946163008  3597913946163008 SV)



OmniHSS

wlbgizall Jgi>

SLLS e aole 6 lns

plais OMNIHSS ol wLLSl 03n g9 .aminly wlds wls ablaio ULS (8 uSiinall wlly
asad| laglazig (slas Yl OlaSiuwl g il Jio apbsinid] plgall 59 0.



wLLSI wlis

AN
A 5 iy al
A i L1 P il wsgaze MSIST
Jlymdl fasli
::‘_ "
L] = - L] L] e = L]
. EPC way e cale 1M s wall el gy s cale AP oy pas call

arw Lw ¥l < LLSII

Maiio Goasiwo Jios s3I 555 )l OLSI o I iduoll.

SUBSCRIBER
bigint id PK
boolean | enabled

boolean | ims_enabled

string imsi UK | 14-15 digits
map custom_attributes




Ja=dl

id

enabled

ims enabled

imsi

custom attributes

sim id

key set id

epc profile id

ims profile id

roaming profile id

subscriber state id

anunsy blas:

|

bigint

boolean

boolean

string

map

bigint

bigint

bigint

bigint

bigint

bigint

ool
bVl zliaoll
doaz)| Sai daode
wloxs IMS alzao

audgal]

ducuare dosd-rlise wlly

aox i) ozl lisoll
SIM

iSgazal (sl clisel|
wilioll

cilal Lz bl gliaoll
%5 EPC

ala) o I zliaall
oy IMS

olo) o I zliaoll
Jlo=ill oy w5

Al ool zliaall
I il

& ivino JSJ 0550 Ol ez IMSI Lagally lais >l
05Se Ol ey IMSI (aol> g0, ol 1Y) 55, 15-14

sac I uinal) 055, Ol ooy MSISDNS (Laslgn ol,1)
Jiinal] sliw] xis Blal il A slis) e

sgx0ll
aslali 8oL
ol i9Vl: true
ol oVl true

14-15 .59,
B9

aul-.l.-bl

ay ) lus|
a5llas
ay )l

ay iz

o§liw| o
Glab



* aolde oS enabled wloasdl groz 59 (9 LLJIIMS)
e ao)e oS=w ims enabled wloas 9 IMS laas

i Jias SIM a6llay SIM azoao ol ass.

Joaxll:

Ja=Ji el ogll
iccid string alo Siadl 6 510J1 aslay 9 20
sim vendor string dzy i giuao SIM
batch name string &rivaill a=9>
is _esim boolean  aole SIM axoasll
pinl, pin2 string 9o, PIN
pukl, puk2 string Jjgo PUK
adml - adml®@  string ayyls] jeo,
kic, kid binary  olol zuilas OTA

anus blas:

e 53 ICCID aslla SIM 5,8 JSuin
° @MMQSA)S'MO)OJSU\SDBSJMJODB



* jsoy PIN/PUK Jes) asauaxe SIM Sled| paxivwoll

* jooy ADM wllos) dauaze SIM a1l

o KIC/KID wliyami) duamaxo SIM OTA (slggll suc)

KEY_SET
bigint id PK
binary | Ki 128-bit
binary | opc 128-bit
binary | op 128-bit
binary | amf 16-bit
bigint sgn 48-bit sequence
string | authentication_algorithm

Joemll:

Jud o paia




Jea=dl

ki

opc

op

amf

sgn

authentication algorithm

ota counter

annsy blas:

| ooll

binary sl zlaoll

binary (siino) Jasall

Jriiuoll zliso ((§laiy
OPC)

binary
binary  assbaoll &,] Ja>

slias) Jubwsil] o8,

bigint
(S| 8ol Y

string dgo jlexdl ol

bigint  adoc slac OTA

o Gul.n.o.” i g0 i u\-9g)-'S e B8 & i Oi Sy
o Ki axyui go I isinoll il | g2 SIM
o Lo 1955 wuzy OPC ol OP (3laiis] (,Say OPC (40 OP)

e 83L, o SQN a8slao JS 2o

e Milenage lsd B dngeanll dauoj)lexdl

ozl

128 16) <
(el

128 <
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16 2) <o
(el

48

| E2
"milenage"

oo DL



Ki
ol ¢ liaoll

XRES
FACSNY
\ KASME
/ Loe |
Milenage
SWSPIPEN]

~ B

MSISDN

Jias MSISDN aslgll ps .



KEY SET
bigint id PK
binary | ki bit-128
binary | opc bit-128
binary | op bit-128
binary | amf bit-16
bigint sgn bit sequence-48
string authentication_algorithm
Jad o | pasin
SUBSCRIBER
Jooxll:
Jesdl ggull o gll Gauniill
msisdn  string 0%, ISDN Jgoxoll daza)  1-15 §uwis (55, E.164
anniy lolas:

e MSISDN (JoaJl sumuiidl cailgl o8, o

® BiC LaraRi L)Suu MSISDNs .x.>|_9 \‘J).uuaj
L aSJLw.o L)S-“-' Y MSISDN U.SJ.u.u.o 62C Hu 6.).>|9

e -555-415 1+ J "14155551234" Jio) csibos)l as Jl + algall o, : amid
(1234

dazio loos MSISDN:




o vl
IMSI: 001001123456789

— TN

MSISDN: 14155551001 MSISDN: 14155551002 MSISDN: 14155551003
M Joc oSl

wwosuwiadl calodl wLLS

s ,ni alo EPC

s i ilo 333, EPC J wlbyl aoas oslas LTE.



ol cliaall

OPC
Jriiall 7liss

RAND
slgairll (5223l

XRES
ER ENY ]

/-"

Milenage

dus jl g3l

KASME
arch 2 /M|l

AMF
adslaall Ji>

SQON

Jgaxll:

S~

AUTN
oAl

CK/IK
IMS fuilis




Jea=dl

name

ue ambr dl kbps

ue ambr ul kbps

network access mode

tracking area update interval seconds

aSuidl J] Jguosll gliogl:

ol

string

integer

integer

string

integer

W 2=
Blaill
2,1l
Jojil

W 2>
Slaill
S22l
&9l

2943
Jowosll

610

el

ol

Kbps

Kbps

"packet_onl
"packet_anc



0: kso wlly T 2: jomzo + wlily
ol P ST 85l + wlly

AMBR (gozoll (uodVl cudl Jaso):

APN 1: s w)l
wiz paxiwy UE-AMBR

UE-AMBR APN 2: IMS
S Blaill o6 2> i paximy UE-AMBR

APN 3: MMS
i paxiwy UE-AMBR

% alo IMS



il
IMSI: 001001123456789

MSISDN: 14155551001 MSISDN: 14155551002 MSISDN: 14155551003
skl Jas sl
Jeaxll:
Jeaxll esdl o gll reeeee |
name string  (uasuid| caloll ol gy

ifc template text ado¥l aauaill jylee JB XML XML @l 2o go

s &l puiis IFC:

B IFC

~

—_— N T

anus blas:

oS IFC (adg¥] astaill yulzo) (9 wlo) Kol auzgi (o9 IMS
I yiinel | Lz sie Al o e iy

adzall & il bl olusiall Jluiw! e

| el eiy S-CSCF Juzmuws sl IMS

9, 0lo APN

i ymi cale >3 APN dise wlly Jgos aladil yaslasll.



APN_PROFILE

bigint | id PK

string | name | UK

alall ol wLLSII:

9,20 APN
aSuidll ] sosll s
,-ff’ \“
,-"H \
d .
’/// | -\.\x\\
! ™
v i v
wloas MRS - 6 > + bl
JaxJl el o gll JU.Jl
apn string ol APN " wYl" "ims", "mms”

ip version = string  JsSsigu e IP olisl lail

Jluo] oL IP:



7 \ —~

ipv4_or_ipv6: IPV4
ipv4v6: IPv4v6e Ipva_or_tpv Vas

ipv4: IPv4 lass ipv6: IPV6 laas i IPv6
To2jo @L3 Sl |
2, % alo QoS J APN
N wuudl GAPN 1
e UE-AMBR (> padiuu
~
e
y
i
UE-AMBR APN 2: IMS
aduwall ol — 1
@ e S Glaill o e 2o UE-AMBR Li> o2
.,
\\.
APN 3: MMS
.

UE-AMBR wi> padiws

wlolro QOS:



JelJl

aolxoll o gll Vlaudl
aid 9 Cl9
gci - 1-9 Q
QoS (e i)
allocation retention priority angi ARP 1-15 8 (Jsl au_ngi)
apn_ambr dl kbps > 0+ calix,
APN
apn_ambr ul kbps &9, »> APN 0+ calix,
G g
pre emption capability v o true/false false
oI Sy
o ol s
pre emption vulnerability oo " true/false  true
ogl=i

QCl1-4 QCl 5-9
Osaine <y Jaze Useso

B BN B B

Jlg=ddl oy, alo

sl @i Il o boxis Joooll Jlgmill cayymi calo >3,



bigint
string
string

string

ROAMING_PROFILE

id PK
name UK
data_action_if no_rules_match a9l si z o
ims_action_if_no_rules_match 29,1 ol zlawdl

Jlg=ull sacls:
FC s
L
wallall ol utia
v L h r
{{imsi}} {{msisdns}} {{mcc}} {{mnc}}
A paiall IMSI wailagll pla aaila il paall algall 4o da jeall aCbll sy,

oaclall o

esxall XML

L]

S-CSCF L allusy] i



» oS 13] lowall g Bligadll
clowd| w2 Clasd = oiol 8V 0ad 1= ol 9|

all=dl o LLS
I vainadl Jls

wisill el (58 Jninall Al I piniaall all> g
APN_PROFILE

bigint d PK

7] string | name | UK

APM_IDENTIFIER APN_QOS_PROFILE JOIN_EPC_ADN PDM_SESSION

assasi 1l Jpamll
e9g0ll wloglao!

e last seen mcc, last seen mnc - gl caoi il aSusdl



e last seen tac - gudl dadlaio jo,

e last seen cell id - adxll L ,%0

* last _seen enodeb id - . ,20 eNodeB
* last seen eci - al> 9,20 E-UTRAN

aSaiall o @V e

e last seen mme - MME J,iinll poxy sl I
e last seen realm - Jl=o Diameter J MME
e last seen rat type - SlwlWl Jgogll ausi (LTE. 5G. &)

wlogleo IMS:

e assigned scscf - S-CSCF J ol paxy sl IR
e ims public identity - SIP URI (Jio.

Sip: )
e sh repository data - calo wlly IMS dvuaxe

anio 3l gilolall:

e last seen at - alw, ,>] Diameter lgoMiw! o
* ayoj wplgb last * at aslixe wlsl 5y aalixell

awul> PDN

aml> Jioi PDN Luuidl oUldl JLlasl.


mailto:+14155551234@ims.example.com

PDN_SESSION
bigint id PK
string pgw_session _id
integer rat_type
string ip_address
string assigned_pgw_host
boolean emergency
boolean roaming

datetime | created_at

o2

awl> 6li> 6,90 PDN:



Gx CCR-I

Gx CCA-l (¢lx)

Gx CCR-U Gx CCA-U

- Jlail aad I yiuall
Modified i ol

aollss LTE

aodlSo Jioi LTE g,0u8/dsg0 aollSs VOLTE alais.

P el
//.l' ""\.\
F, |':: \
¥
v v
ipvave: IPvavE
Las ipvd: IPva Lnis ipv: IPVE e v
Ts2sa k>

o loJISol glgil:

Gx CCR-T

[TerminatingJ

Gx CCA-T

~
¥

_5| ipv4_or_ipwe: IPvd
IPvE
Sl lasl



0: dwgo dallKo 1: 9009 aallSs 2: &s,lelb aallSs
aollSo 925 VOLTE:

ailgll P-CSCF OmniHSS P-GW

SIP INVITE

RX AAR (Lasbws)l jassis)
anllSo Jraw sLiwi] LTE
Rx AAA (Josis)
GX RAR (aaaxs alol> slac))
Gx RAA
aazo alol> sl
SIP 200 OK

P-CSCF OmniHSS P-GW




alo Wl wLLSI w oM

instant pricing estimates, or contact us for a tailored
.solution to your needs

& yivino slin] Jid azer 0l wx b lalazo]l 13n guiogy:




amd=dl all> wlvMe

X Plan Your Mobile Network

Use our free tools to dimension your network and get
instant pricing estimates, or contact us for a tailored

.solution to your needs

Dimensioning Tool

Pricing Calculator

Get in Touch
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aoclal ULl w995

Create_Prerequisites ]

agllaoll &Ll gro>
629790

twleoll dcgo=o sliw]
Sy R calo S'-l.u.u! EPC (&o
APNs)

i calo slaw] IMS
(solazl)
ozl oy 2 calo ¢liw]
(solazl)
ay i claw] SIM (s, i)

Create_Subscriber

enabled=false

enabled=true Disabled

duaxi enabled=true

<o enabled=false

Enabled I el 93>

il i

.

Jzws IMS - izows sla| IMS

{ IMS_Registered J

40)lSo s, VOLTE  alSall slgul

In_Call



anal=dl 5L> 6,95

Jsaxll giog (29 I iinall

No_Sessions

wbldl Jlail sy wlldl Jlasl slgil

PDN_Active

aoJlSs ¢y VOLTE do) 5o slgul VOLTE

dud> J=w PDN 1>9>90

PDN_And_Call
ULl 5255 o _And_ta

il anllSo s, anlill anlSall slgsl

daul> M=w PDN +
Multiple_Calls aoJ S LTE
639290




Ll 5925 lolosl

X Plan Your Mobile Network

Use our free tools to dimension your network and get
instant pricing estimates, or contact us for a tailored
.solution to your needs

Pricing Calculator

Dimensioning Tool

Get in Touch




S6a ULR Request

Load EPC Profile
+ APN Profiles

Update Subscriber State
Location, MME, etc.

S6a ULA Response



Jazansi $925 IMS

Cx SAR Request

Load IMS Profile
+ MSISDNs

Select S-CSCF
Srl/slgine

Render IFC Template
with Variables

Cx SAA Response



awudl il 995

X Plan Your Mobile Network

Use our free tools to dimension your network and get
instant pricing estimates, or contact us for a tailored
.solution to your needs

Pricing Calculator

Dimensioning Tool

Get in Touch

@MVl Gaan lolosl

o OMNIHSS JSJ a9 uall wlMe)l lasd Lo §ulo ¢ wlldl 825 @ loMsiwl
dudoc:



(a9s3Lowldl) sVl axdl o Msinwl

/-
\_

plaiwVl all>: 562 AIR - Jlgll x¢lgdy il qilso ] ass glin,

(&990ll cuaxi) Jaino pMeiawl
Fidrn Tour MuURIE NELWUIK

Use our free tools to dimension your network and get
instant pricing estimates, or contact us for a tailored
.solution to your needs

Dimensioning Tool
Pricing Calculator

" Get in Touch ]

plasiswVl al>: S6a ULR - cam walo wlly ] glizg EPC alols



JolS oMuianl (Jamuns IMS)

plasuwYl all>: Cx SAR - (i yw cile ] glin IMS (aslsgll o151 grzs



Ldle olls 6acld Ll,G

wbgizell Jgr>

arelsdl oLl 6acls

sl o3 OMNIHSS (e Elixir ploxiwl Ecto ocx .o lld] 822 i daaidaS Ecto xosll
wlldl sacld Hlizl 9 dig ol romy oo rausiMal ULl 2198 0. MariaDB icgoxo go
Ly asigoall sangcan]l wlygSil o 8a>lg o ule.

Mpiasig b asll amidll aldl ollais con> s,3l awidle wlly xclsd plaxiwl oSa
oiniliniogl aSui wloas (n9 b golall JolSil §1,9 go Uglas . Jisisill (ONS)
ity a0sMo SV ,LSHI sl iy apalsll G ULl 52516 xyazil.



MariaDB | Jlc go

wllul sacls LS ol L

MariaDB 10.6+ (xiwo]l ) LJl dacgaxo

aouall peidl [ Lusl
ity e ,LSHls wllul sasla) aymgl yiawl Liasl roisi:

o aliaidl ouly adll ULl sxcls au
o sic 538 HSS Lslexl asills

o JlasYls slsdl ol

o sl pu Ssdl JBsYI e

b s ol JolSil 5y 58] Say ONS lins 6 guinall 2
avizxd| iy canls aals olly sacls §I

& aoll sleil ollbaio) 1Sl auobio)] Lz glgiglall

o) oS yinall axx 1Y oo
o) ad ] Golis Y gilly adlell dolal go JolSHl

oo Lulle acgamo xiuall I35 (o, MariaDB. i) ,1,Sill wwlwYl L)l OmniHSS

288 grozr Ol o los iwlall 3asie ol o 15,55 Lulle 4065 oledl Jle HSS I, Liw
Sl JsYl go aillais a5 ke <bly.

apans 1 2ilgall

o Yl gz (9 diuio wlily lgo) 2i2)l graz 1ol jiadl 1,
o aliSlg sshall wllac Joub 8aic Y Say yimsladl 2anio

o Jasl 9 5,5V aia bais calind 13] slaldl JlauVl

o Elali Leiiol jo 825le)l xasll s :LELaks bl 65 leiaml



o oleldl eslgid] s amizadl 1SHl gioy 1gloadl (n8 pluisil V

Ladle Josi .S
Selsiall LSl 592

OmniHSS Application Mode 1 (Local) MNode 2 Node 3
IMSERT subscriber

Create write set

Replicate write set

.
-

Replicate write set

Certify & apply

Certify & apply

ACK
il e e e e
ACK
R A —
Commit success
*..................................
OmniHSS Application Mode 1 (Local) MNode 2 Node 3

LSl acgono 1,55 (WSREP)
dudasll 03n wlily 82l aolro JS guis:

1. ety Jrosll pois talolradl sufii SQL adxoll sxisll Ll
2. 4lS acgomo" 9 wlhusill sy saaxll pgai (@Sl acgomo slowil”
3. wlell 21 o &SIl 48 gozo oo xinll proz §ixi toslgaiall

4. s, JSuin 2ill graz 3585 65lgdd] o 13] 1Sl



5. xisll graz 3555 Of s bais Sl W] gl glo] oy 1,8V

adldl Jas 9,0

ad, lall eoull plaziw Yl all>
IST (ol ool i Molrall §xbig b juzg 8 id) sxizll, @OLaY| glas oi

sl i) > 8>9daall

gl il il 8,04 Ly JLasY] glad o5 82i6 gl Bayaz B2t

SST (alail)
Jols Ul 53515 o alolS asus

eaxiuws OMniHSS rsync J SST:

wsrep sst method=rsync



29=)l 633%i0 acgoxo

MariaDB
Galera

MariaDB
Galera

MariaDB
Galera




sgiall  J9Sgigall veall

3306  TCP Jrae o Ylasl MySQL
4567  TCP/UDP LJE asgoxe < Ylail
4568  TCP sl Al Jas (IST)
4444  TCP allxl alaal Jas (SST)

alozdl o> (HueSi

# 1 Il sac

ufw allow from <node2 ip> to any port 3306,4567,4568,4444 proto
tcp

ufw allow from <node2 ip> to any port 4567 proto udp

ufw allow from <node3 ip> to any port 3306,4567,4568,4444 proto
tcp

ufw allow from <node3 ip> to any port 4567 proto udp

o9l &= 50

wl uvio Ansible

w9 Lhdle ueSi 08 group_vars Jo i asAl:



omnihss:
database host: "localhost"
database username: "hss"
database password: "secure password"

mysql:
replication mode: "galera" # Ll uSai
bootstrap host: "hss@1" # dicganall cad sxic Jof
run_bootstrap: false # ouw true JoVl she)l lais
reinstall: false # oww true cuwii éoley
MariaDB

Ldle ueSi wals

S Ldle 5065 JB oy /etc/mysgl/my.cnf:



[mysqld]
# awlaYl olslae)l

pid-file = /var/run/mysqld/mysqld.pid
socket = /var/run/mysqld/mysqld.sock
datadir = /var/lib/mysql

log-error = /var/log/mysql/error.log

# 1 o) ld oolbs

binlog format=ROW
default-storage-engine=innodb
innodb autoinc lock mode=2
bind-address=0.0.0.0

# 1 ok 5950
wsrep_on=0N
wsrep _provider=/usr/lib/galera/libgalera smm.so

wsrep cluster name="omnihss galera"
wsrep_cluster _address="gcomm://10.4.10.140,10.4.10.141,10.4.10.142"

# aJlJdl Jas
wsrep sst method=rsync

# soss=]| agn
wsrep node address="10.4.10.140"
wsrep node name="hssO1"



¢,45;SEJ| wloleo T

binlog format

innodb autoinc lock mode

wsrep_on

wsrep provider

wsrep cluster name
wsrep cluster address
wsrep sst method

wsrep node address

wsrep node name

adoVl acgoxall slac]

q.o.u.ﬁJl

ROW

ON

wJ| Jlws libgalera

“omnihss galera"

gcomm://ipl,ip2,1ip3

rsync

Olgic IP 882l

doasll o0 ‘o.u.ll

623> e acgoxo clinl ugoill adoc pgai:

weo sl

doizy Juzows - wgllao
LS Ggaall e

bl goawy - pllao
ool siell ilala

LS5 Say WSREP
Ll anSo 890

emq-pxkhuioi»&w

eIl Guai xasll

molis oz aoils IP

ae gozall 28]

Al Jai asy b
alo SJI

olgic IP 83a2)l o3l

6xi=l 03D 9 20



aSuil wolis

MME 2 MME 1
Diameter
|_J.!J|.5'- afgaxa
sugaill - 1 saaall
F I
Diameter Diameter OmniHSS MariaDB
Galera
Diameter WSREP
/ 2 saasll
‘ OmniHSS ‘ WSREP
3 saiall \./

MariaDB

Galera
-\"—\—\_:—

‘ OmniHSS

2 OO il Clglas

1. sugoill Omioo s

omnihss:
mysql:
replication mode: "galera"
bootstrap host: "hssOl1"
run_bootstrap: true




2. Jassini Playbook o ,olxdl Ansible

ansible-playbook -i hosts/your site/inventory.ini
services/omnihss.yml

3. (URT ¥ L:

o Jdasi oy AppArmor (Idle) oellno)
sisll oz le Ll pjo canis ok

o ousis dugoill 828c pgai safe to bootstrap=1l
/var/lib/mysql/grastate.dat

)piJ#bh@ agoil 828c pgay mysqld bootstrap
Jariss 3lely 5,5V aiell poii MariaDB olsic s plaiaidls

gcomm: //

(whuwsdl ) ,S5) ladd xugodl saae e WLl 82l WM> 5 Jukiins pi
4. sagoidl ons

[e]

o

(o]

(o]

omnihss:
mysql:
run_bootstrap: false # aduiwoll Wsuiill yugaill Jilasi

«oalo Grastate

w9 acg9oxall A5 puii oy /var/lib/mysql/grastate.dat:

# abgexoll | e AJb
version: 2.1

uuid: abc12345-6789-def0-1234-567890abcdef
seqno: 1234567
safe to bootstrap: 0

* uuid: écgoxall 3,9 9,20

e seqno: 83550l 8,05Vl aloleo)l Junbus pd,

. safe_to_bootstrap:i;g(gi9upjédla;idILA; Lbiso 1 (J| aiusi o
i< gozoll



O P P |

62> 6a09c aglol

1. dcg0m0 go Al 9 suaAl sase)l (5SS 09 hsS

2. ¢y pb Wsrep cluster address sasll gro> Hrosail

3. Jrziniy 09 Playbook o LolxJl OmniHSS - Elali sxssll pgaiw:
o Lt oo cus
° acgomall islic go Sl Lo Joall
o e icgoxall | ploiaiVl SST

oxec all;)

1. casgl OMNIHSS gMariaDB Leilj] 5l o)l sxasll le

2. 5,2l o saasll JJl

3. cuaxiy @8 Wsrep_cluster_address asiall xasell e
4. Juriss 251 MariaDB agisiall aiell Gle

s oli 8351 xisdl Jusiw acl cailuall ol ,£Y:

# 6,0 JS 9 sa>lg 808c JS e
systemctl stop omnihss
systemctl stop mysql

# & Loadl slol po

systemctl start mysql
systemctl start omnihss

adWl oabell Juriiss oole] Jud JolSIL dabe JS pimis cri lal.

:SJLIOJI .)I.)_)M.Ilyl

(] voxileSI Ll glaiil) JolSIL s ganall caadgs I3]:



1. ailas LuSVI saasdl ayom

# o0 G8x5 Seqgno saac JS e
cat /var/lib/mysql/grastate.dat

2. ailas JiSVI o augoil

# olel ols sxaedl Lle segno

sed -i "/safe to bootstrap/s/0/1/"
/var/lib/mysql/grastate.dat

mysqld bootstrap

3. s>Vl aaall s,

# s,5Y xasdl Ll
systemctl start mysql

a9l 0]l
ac gozoll all>

82ac sl Ll acgomall > pNairwl:

== (A_éx// )JL,C) a,C}azafl,az?
SHOW STATUS LIKE ‘'wsrep cluster size';

-- dfgaxall W5
SHOW STATUS LIKE 'wsrep cluster status';

-- a2l A5
SHOW STATUS LIKE 'wsrep local state comment';

- - u/).uuo o> WSREP
SHOW STATUS LIKE ‘wsrep %';



ovbLaoll arsuall aonall o oll
wsrep_cluster size &9gioll 2dsll sae  acgoazmall (9 2asll sac
wsrep cluster status Primary wlai g dcgoxall
wsrep local state 4 diol jio 8a8sll
wsrep local state comment Synced sassll > Caog
wsrep ready ON wloMeiwYl Jusi saasll
wsrep connected ON acgoxoll albaio saasll

o]l VL
all=dl aoxall ogll
oloasVl 1 isgozxoll (J| puaii bzl
oolsiall ut/mladl 2 oais 8xisll SST (s> xis)
Caouajl 3 ool i icaoiail 28 saasll
diol jio 4 Jo I diol jio sassll

ownules Prometheus

essi OMNIHSS plosiw! xie juulaocl) auwlall algldl adasi e Ll Huwlis o,
MariaDB | L.



lg>olg sUasVI 6 LiaSiawl

acgazall ] puaii Y saiall
s gozall W] piais ¥ S)g 8ai2ll Ixi 1ol e VI

# ¢l Jzw jp,c MariaDB
tail -f /var/log/mysql/error.log

# o 15] Loo gaxi wsrep Josy
mysql -e "SHOW STATUS LIKE 'wsrep on';"

asiliddl LI

4444 ,4568 4567 39l gioy aloxdl Hlo>
Olgic IP 9 ¢sbbl> wsrep cluster address
Jju Y AppArmor Yeis

* &lai pac UUID acgoxoll

Mo VI:

# Jubss o KeF AppArmor

systemctl status apparmor

# Unic olS 153]: systemctl stop apparmor && systemctl disable
apparmor

# 39 Lod| pid o géxs

ss -tlnp | grep -E '4567|4568|4444|3306"
anwlwl xe als / gloal pluuiil
weleVI: wsrep cluster status wlol aé el

Looic wosu lan:



o (allaso 2is)l o ,uS 33¢) Cladl acgaxall aias

sl VI

- o SV Sl b5 saizdl le
SET GLOBAL wsrep provider options='pc.bootstrap=YES"';

Jaus SST

=l Jai JaS| sxuaxdl sasell Soy Y :u'ol).r—ill

# Jogallg ru Loadl e prall a5l
df -h /var/lib/mysql

# aylac rsync
ps aux | grep rsync

asslidl Lluw VI
®* I'SynC cuio juf
* 4444 3:5i0]l gioy alexll s
cilodl o aiol jio jut 6294ll
eleVl: wsrep local state comment ol i Lt/ Lo glay

sLil mrnlo 13n SST. sxinll L] allal Jis JLoS] any dmpalall allal saiall Caslis
iniainl.

aalle culs 1s):



# g0 gaxs rsync gJl=JlI
ps aux | grep rsync

# aslle S 15] Jusl
pkill rsync

systemctl restart mysql

ol Grastate

las ¥ :gelre VI MariaDB. Js> lla> grastate

o VI:

# all ;| grastate wJULJI
rm /var/lib/mysql/grastate.dat

# 650> 62885 cau (pgsiw SST aldlxd|l dcgaxall (o)
systemctl start mysql

sl.))” J_g.bﬁ
elas)l Latda, & lS 1ol eVl wsrep local send queue

SHOW STATUS LIKE 'wsrep local send queue%';
SHOW STATUS LIKE 'wsrep flow control%';

assLiddl LI

o sisll gy oSwadl JEsYl o
o boale JSuiw Unl 83519 82ic (Lo,s 1/0)
o 155 5,05 wolso

aasull:

o il ou ol dnixio aSak 3979 oo ASL
o sinll pron) dliloo 8 g1 poxiwl



o 152 6,80l ollasll ciz



asloiaw] oLl alos =
US|

w9 Ji> JS e Jgaxdl oy oil oo miogi daluaii ago e wlalaso dagg)l odn s
ol o las)l JgSgig u wblziwl OMNIHSS.

wlbgizall Jgi>

adgoll cursu awlsuawl (S6a ULA)

oo 9gall i Q@O xiwl Juw 3 HSS (Il MME Jlai¥l wlsl,z] JY LTE. lsa pios:
] obll 832 Jolaz o JolSIl wlilwl §9x lalaxell AVPS & ,lasll.



SLbadl ) roo alos 5

il alazi

pigall waan alaie] L A e bl —

Al Gacls Jylar

—#  EPC  alo
o suall

i
.‘TTF

"W APN QoS

APN (i

QoS . als



arluasill Joasl ala,,>

wlbudl 6acls J2so

subscriber.enabled

msisdn.msisdn

epc_profile.ue_ambr_ul_kbps

epc_profile.ue_ambr_dl_kbps

epc_profile.network_access_mode

apn_identifier.apn

apn_identifier.ip_version

apn_qos_profile.qci

apn_qos_profile.allocation_retention_priority

Jeaxll

true/false

'14155551234"
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'packet only'
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wlLblul 6acld ouow

apn_qos_profile.pre_emption_capability

apn_qos_profile.pre_emption_vulnerability

apn_qgos_profile.apn_ambr_ul kbps

apn_qos_profile.apn_ambr_dl_kbps

static_ip.ipv4_static_ip

static_ip.ipv6_static_ip

anuni pll W gmill:

false

true

25000

50000

'100.64.1.1"

'2606:4700::1111"

1. 20,1l GUaidl yo e AMBR: JU o bll 5xcl5 ¢ 50 kbps. JI laall ggig

bps (1000 . aaclos)

2. 5lssol jro s IP: 0=IPv4, 1=IPv6, 2=IPv4v6, 3=IPv4 or IPv6
3. Jjininoll all>: enabled: true - 0 (SERVICE GRANTED), enabled:

false - 1 (OPERATOR DETERMINED BARRING)
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o aiylho 1 Jlgx) Q@ o six PLMN 2o 51l
roaming profile.roaming rules

o ¢ yiiadl uSoi (o 8=t subscriber.enabled == true
e auai APNS: Hleuiwl oy 28 APNS IMS gins Jlgxill dawlow «slS 13] IMS

S isia) a8slanll wlenio asslasll logleo &lxiwl 345 LTE/EPC.

.

anns, OOl wLoSall:

1. Jgaz 9 awwloww JuwdwS i j5o puilaoll puo> tau a2unid] paileodl key set

2. 651 SQN: wloxa gins) a95Lanll axiod ddgi JS 2= Judwid] 08 850 ol
(Jasiid 8oL

3. 3 :gliulio asojylg>GPP TS 35.206 - a$sbanll wlg=io Mg

4. 9lasaul KASME: o sixio tliso CK||IK ploxiwl KDF J lasg TS 33.401
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1. JWs IFC: CJB XML 9 ¢ 30 ims profile.ifc template
2. Jaian 1 osSaoliad Jlawsiawl {{msisdn}}. {{imsi}}. {{impu}} widy (s

3. gaani S-CSCF: v S-CSCF (9 (punall
subscriber state.assigned scscf

4. aoladl asgell IMS: suuwiill: sip:+{msisdn}@{ims domain} Bi tel:+
{msisdn}

Wb wlal=o IFC:

o {{msisdn}} - Jsl MSISDN J iiwall ;o

o {{imsi}} - IMSI J il

o {{impu}} - dolal paxiwsll agn IMS (o subscriber state)
e {{impi}} - @Al paximall aga IMS (85l IMSI@realm)
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1. J=xw wo/eminiy tamdadl gais pdn_session Job JSI
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4. walls ggi CC: go Jolsi INITIAL (1), UPDATE (2). TERMINATION (3)

amd=dl alls 6, Dl:

o INITIAL REQUEST: duul> Jzw &sinis PDN 83502
 UPDATE_REQUEST: dud> <azy PDN 835750l
 TERMINATION REQUEST: &uul> Jzuw 93>, PDN

o ximoll Ll alziwl (Sh UDA)
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Any Diameter Answer

Result-Code or
Experimental-Result
Source: Validation +

Business Logic

oSl e Jlio:

config :diameter ex,
diameter host: "hss",
diameter realm: "example.com",
diameter service name: "OmniHSS"
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aoladl 6 loidl ax9.0 ardl 0
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ao andl 0 Diameter

loulJI: https://[hostname]:7443/diameter
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o oalriall (S uisall a5 IMS

wluwladl wlibas]
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wlsles]
axdpoll il Joudl Lolasi
salai wla>| Diameter:

[info] 4l Diameter Jwoio: mme@l.epc.example.com
[warn] 4k Diameter Jwsaio: pgwOl.epc.example.com

[error] b Jlas | Jiw Diameter: algoll slgis|
lbudl sacls wlasi:

[info] oL Lol 6s880 Jlas| slis| o
[error] algedl sleis| ol Lodl sacls Jlas| olaas o5
[error] gl aAdb oe @it o 1ol Lol sacls eMeiwl Jiw

adsLoodl olasi:



[info] ax>U a5 laadl: IMSI 001001123456789
[warn] asslasd| oliws: IMSI 001001123456789, tJlo ,ut axis
[error] Jloxidl go, a5: IMSI 001001123456789, MCC 310 MNC 410

< Mowall grosu

Mol grozs 3 oYl o il

OmniHSS




izl asloll JolSs

asuo §9>i API: GET /api/status

curl -k https://hss.example.com:8443/api/status
azdgioll asluawVI:

{"status": "ok"}

all> HTTP: 200 OK

axdlall wlgol JolSi

Jlis Nagios/icinga

#!/bin/bash
# check omnihss.sh

API URL="https://hss.example.com:8443/api/status”

response=$(curl -k -s -o /dev/null -w "S%{http code}" "$API URL"
max-time 5)

if [ "$response" = "200" ]; then
echo "OK - OmniHSS API cuz=iws"
exit 0
else
echo "CRITICAL - OmniHSS API cux=iws Y (HTTP $response)"
exit 2
fi

JolSG Prometheus
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KPI

wagll I az >
plUoill Jssudl cadg anns 99.99% <99.95% < 99.9%
plUaill Jassinid]l cadg araws Diameter 99.9% < 99.5% < 99%
adsrLooll glu Joso > 99% < 99% < 95%
al>uawl o Diameter <100ms > 200ms > 500ms
Ll 62cld Ml Ho < 50ms > 100ms > 500ms
sUosV1 Jaso < 0.1% > 0.5% > 1%
asaal) s1HVI wluiuéo
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arsiill o lazil piaw]

amiill wlglgl

assiill o lat, i

as =l wlguiill (P1)

clio ue pllaill:

* ixo gax Juus API
* Jooogll dbs it oSl a5
e oLl 8aeld Jlasl Juund

o smailly s el guamill s,V

»Uss gro> Diameter alg.o9s,:

¢ dlaio ylai 275 Y
o oYl o) 3] Jusiaid| sl caSuidl o i s,z

alloxo < Llull 62cls:

o wlly sacliy JlasVl ,Say ¥ SQL
o oVl o) 15 Jusindl ael .olildl 82618 ool o G icl,2)]

adlal asglgVl wls wlgaiill (P2)



slas Diameter alloso a> ,>:

e MME Jgais whﬂl

e P-GW Jguaio cunlwl

* S-CSCF Jsuaio sl

* aidy 15 IV uladl Jlasl (9 gl s>l

&2 yo o)Sl.)." ‘ol.).:u.wll

. 95 < 6,513)1%
o sl o318y lakas 6,513 Gt oo S el

a0 adsloodl Juixd Jono!

e 10% Juini adsbasll ol oo

o cunldl o gami oS il Dlas] o gami sl
aloswgiall assloVl wls wlgausll (P3)

¢ Jsaso ssili b
o Jgaio subill eols
o basly aclw W5 guasall s,

&2 0 6,511 plosiawl:

. 85 < 5,515J1%
o amdl @il balas olx¥l Ll szl

&t yo sUasVl Jaxo:

o 1 < cllasYl Jaso%
TRNT SO | VA | IEVECT e CO | [FPES JUSETY JER]

aa2siall asgloVl wls wlgmiill (P4)



o anndl o %80 < S ikl

b ua..a.z.o.” u.u.zdl 0o %80 < ulJLu.” sacls
o asdl gawgid lalas :sl,5 Y

SI.)S” J,.D.Li:

<

o wbMeiwdl g sl sVl



assidll lasi] colgas

% Omnitouch Website  w au <)l ¥4 Downloads T
‘ UMNIHSS

|

‘ stdout/stderr ‘

|

wldasll pas
systemd. supervisord

|

‘ Jzaal| olals ‘

|

Mol | oo

EW | I

ELK a Splunk
afgamo P ‘ CloudWatch. Stackdriver

clogleall wl>gl



a9l oll ax>l,0 aoils

arogall wlogxall

dapruls S el slasl - oSl d>g) (e dole 8l a2zl 0
ixaw dz>l o Diameter - alaio dz =l Sladl gro>

3933 oo wllasllg 8,513l - Gudaill dxio a2zl ,0

aslw 24 5T 9 az,5 slasl azg Y - sllasVl oMo o saxill
o bz audl JlosST o Gaxill

ar gVl wlogzall

oS isinal| gai - aradl llzil d2zl 0
alxiwYl ol - bl wlalxl daxzl o
Jorio goill Jaso - wlilul 8265 pz> a2l 0
bloiVl 3oz - slasYl wYase a22] 0
Jozll o aSWI - apidl @l lei] L

asrguiddl wlognall
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<l jo OMNIHSS 650xi0
MSISDN gIMSI 653xi0

wlbgizall Jgi>

o0 OMNIHSS a0 wloas (eSS (o HSwi doabio judgi wl ad:

o<> Multi-MSISDN
IMSI 653250 ilgn pls,l = sa>lg

x>y & iiie s 0550 Ol oSy (dlawles ade b 42l oy IMSI 83>1g) 82c MSISDNS (ols)l
cailen) doaxdl wlale yuai I, Ly jlenll puai wle 0 e8] oz duaaso.



MSISDN 1

s 1-415-555-1001+
-~
//
r
: One IMS| MSISDN 2
One Physical SIM R
001001123456789 1-415-555-1002+
N
\
\\
MSISDN 3
e

1-415-555-1003+

o> SIM Multi-IMSI

SIM 62>1g = IMSISs 6330

sl soin Of oSes SIM s Lle samlg)l aleall IMSIS, o Suin JLasIl lexl) romw Loo
g, liws ol Jlg=ill sio 13n .aslixe aSuis lgn plaxiwl aslixe MVNO.

IMSI 1
001001111111111 Subscriber 1
Home Network

IMSI 2
310410222222222 Subscriber 2
Roaming Partner

One Physical SIM
Multi-IMSI Capable

IMSI 3
234015333333333 Subscriber 3
Regional MVNO
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Multi-MSISDN: 6>anio 2ilgd olS,l

9 3>lg ki Jzauy HSS 836 MSISDNS Jzuwy oais . plaiail Jgaz JY5> o ddaw o
9 Jiianll IMS, graz> (rosai iy MSISDNS Calo (8 IMS, (J 85,le)] & YlaiVl goms los
el I Jsosll o8, sl

PRRRICIN | [P e [

o IMSI J iioll 53 - 8azlg IMSI asllay alaw ro 83>l SIM ay duolll
e 622 MSISDNS - 553210 ailgn pl8,)] & ol s 095 Ol Sor

o JolSi IMS - gio> Jizwi piy MSISDNS 6 IMS

o ol wlale Luai I Liv pl6 Y] groz - &S jiniae asaz (EPC, IMS. Jlgzill)

<Llul g390

IMSI 1
Py 001001111111111 E— Subscriber 1 ‘

/ Home Network

One Physical SIM
Multi-IMSI Capable

310410222222222 — Subscriber 2

IMSI] 2 ‘
Roaming Partner

N IMSI 3

~~»  234015333333333 —»  Subscriber 3 ‘
Regional MVNO

ousi BSOQs 1 ago MSISDN Ol Sy s gog .60 JS 9 3>y I isina) lnas 8a>lg
oo 2wl x>y I iine ) 99 MSISDNS.



1. anosuiddly JlogVl bbglas

Slezdl puis e apasilly Jlasl cailon 16,1 I jine ellin

Personal
" +1-415-555-0001
\ Business
+1-415-555-0002

83azio Jgo b BL,T i JSuin ,9luy I iio ioy:

Smartphone
Single SIM

Subscriber
US Number UK Number German Number
+1-415-555-0001 +44-20-7123-4567 +49-30-1234-5678

3. allile Lalo>

aliladl o 51,80 83s L8] uadlgdl axl o

Personal

”f,_..—» 1.415-555-0001+ | —h Personal Contacts

Smartphone
Single SIM

_._ Business —»  Business Contacts
1-415-555-0002+



w9 tadas> Mo OMNIHSS, i i saxe s cdlaiw (JSJ a=lg SIM/IMSI), 28 ogin JS
62& ad 0eSs MSISDNS.

Jas¥l S Ui il 3,0l bolai¥l 2 aiSls aols)l o jusiall oy Losis:

‘ Old Number New Number
Subscriber +1-415-555-0001 +1-415-555-0002

[ [
Month 1: Old number only

Uses old number

Month 2: Add new number, both active

Old contacts still work

Give new number to contacts

Month 3: Remove old number

Only new number active

Old Number
+1-415-555-0001

New Number

Subscriber +1-415-555-0002

o295l
¢Liu] MSISDNs

sbiwi] g MSISDNS (S yisuoll) lgiuss Jus.



# Create first MSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551001"}}"'

# Create second MSISDN
curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d "{"msisdn": {"msisdn": "14155551002"}}"'
QAR MSISDNs ‘)aS)a.ouJ
wlldl sacld 8 ploaiVl Jgaz N> yo pusill €l 2] i,

wlibadl 6acls a9, ,lo:

1. J il Wm0 e Jguaxll Ll 8228 pMeiwl IMSI adsgiuo]|
2. ol o e Joaxd) oLl 8228 pMeiwl MSISDN aslggll ,ol_éjy
3. b ] plaai¥l Jgoo 9 o= gl)o] subscriber_id S msisdn_id

agilod o8l & yikiiall u a8Me)l Esiniy |3n.

299l (s Jonll

Subscriber
—— __'_'_'_'_‘-'_'__ ___\_\___\_\_\_\_"——
- - i T
v v v
US Number UK Number German Number
1-415-555-0001+ 44-20-7123-4567+ 49-30-1234-5678+

&> o Jill gloiwY wlldl 8acls pMeiwl MSISDNS 4, ¢ o dday ol

o plaa¥l Jsaz go Juiall Jorz | plaial
* Jsxz go pleiai¥l Jsaz L] plaai¥l msisdn
o o wailsgll bl graz as5,) Jiinall > wlidl g



o Jiiuadl 9,20 132 ,elauwIMSI groxy do5l8g MSISDNS aivsall.

JolSG IMS
Jazaws IMS

w9 Juinall Sz baic IMS, gro> (prosoi pis MSISDNS (als (9 ainmoll IMS
| Jaw_rell S-CSCF,

Phone I-CSCF OmniHSS S-CSCF

REGISTER (IMSI)
Cx UAR (Check User)
Cx UAA (User Exists)
REGISTER (Forward)

Cx SAR (Register User)

Load subscriber
+ all MSISDNs

Render IFC Template
with all MSISDNs

Cx SAA
(IFC with all numbers)

200 OK

Phone I-CSCF OmniHSS S-CSCF

wJd o, IFC

Al Sy IMS IFC gro> J] 6,LwYl MSISDNS ukiodl plaiwl {{msisdns}}.

s e JUo IFC:



<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>

<PublicIdentity>
<Identity>sip:+14155551001@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551001</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>sip:+14155551002@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551002</Identity>
</PublicIdentity>

</ServiceProfile>

o {{msisdns}} - o= doils MSISDNs J iisell diszoll

aolal wLggll

JS MSISDN plicle Hliygn lgic @iy Lo 8ol IMS:

MSISDN: 14155551001

~ N

SIP URI TEL URI
sip:+14155551001@ims.example.com tel:+14155551001

62, lo)l wlallSall ar>gs



aSuis oy «Jiinall oLl a5l Lo Lazuw Juai; loais IMS (J] do)Sall ayzsi; SIP URI
@.x.a.”l

- Old Number New Number
Subscriber 1-415-555-0001+ 1-415-555-0002 +

Month 1: Old number only

Uses old number

>

Month 2: Add new number, both active

Old contacts still work

(=
Give new number to contacts
=
Month 3: Remove old number
Only new number active
>
- Old Number MNew Number
Subscriber 1-415-555-0001+ 1-415-555-0002+

5,5Lall ol Sall Laiall (5,208 amais a3l pd )1 Lis] cailel oSe.

JUo SIP INVITE:

INVITE sip:+15105551234@ims.example.com SIP/2.0

From: "+14155551002" <sip:+14155551002@ims.example.com>;tag=123
To: <sip:+15105551234@ims.example.com>

P-Asserted-Identity: <sip:+14155551002@ims.example.com>

ov9sy s From gP-Asserted-Identity lgoloiw! i I iinoll ,ol_éj O ,._3i .

9 slasVl oliuSiasl Multi-MSISDN

soels pas talSuiall MSISDN Jizuus 9 IMS



eleVI:

o el S-CSCF Lnis sx>lg dnle aygn
o Sl w8 )l QOJ| ol Sl Jinas

sUas V1 0 liunSiuwl wlglas:
1. yaami o 99> MSISDN wlludl sacld 9.

o groz el iwY wllul 82cls pMriwl MSISDNS _ dlag sall IMSI

2. alo b Hyo o> IMS:

o jusiall paian, Ll ol o Gax {{msisdns}}
o o i)l alaz cly O yo 3T XML wlo

3. wMouw &?IJ HSS:

o Juzmaws Jilw, o€ el IMS (Cx SAR)
o raz oroii oo Gixi MSISDNS aylxiwdl (o

4. Jamwsi yuis| IMS:

o wiledl e Juzmaidl eole]| juaxis o8
o WMz o i S-CSCF alzxwn]l doledl wlgel

oani Sou V jalSuuoll MSISDN J uuuell
ool VI

o bl sxels glo] Juiss
o o2l glisoll 5618" oI " S0 J5o)" tlas"

aloimoll wlawVI:
1. oasni i MSISDN Jxall:

o wlS 13 loo gixill Ul 5265 pMaiawl MSISDN Jaall, alag yo



o sl ol sl oi Yol W Gusill AL 08 12l

2. MSISDN 39590 jué!

o Jzw 3979 oo ixill wlill 82215 pdriwl MSISDN
o Jauw bl o8 :J=Jl MSISDN uc Yol APl wlilul 82515 ¢l,0) of

Joms V ,5Vlg a5lg 09, Nl wladlSall Joxi talSiaoll
seleVl:

o bVl )l Wl Sl Joss
o o b JSuin ez gl el pil ] olal el Juisss

slUas VI 09 liuSiawl wlglas:

o whed o sz S-CSCF alzumoll dolsll
o WS 3925 cro 25U SIP URIS

2. ax>gi 2£lg9 Ho 92 IMS:

o b azgi 26led Ol o imi IFC whsell gro> e gulais
o Ll azsi W] gl yaxall 81 OIS 15] oo gax

3. et Jl MS sl

# Test from SIP client
sip:+14155551001@ims.example.com # Should work
sip:+14155551002@ims.example.com # Should also work

e Mrianl 1alSisall APl lowslg. @€ MSISDN ibls Jumiuo 2,
seleVl:
e oMeiwl APl /api/subscriber/msisdn/:msisdn gdgio jué I yikiuo 2y

samll:



ousi o Jiie sl 49,20 WLlWl 83618 pMeiwl MSISDN 15>y 5 ko 132 auzy Ol wazy .o
it lily Gle seizy plaai¥l Jgaz ols weabolidl Jidiall ol (uS isino 825 slel 13] L laally

< lbw,loodl Lasl

2995l cani i

1. gro> sliw] MSISDNs Vg

2. uinel | sliws)

3. ous MSISDNs J il

4. Lizaidll S pusidl o gaxill

o,1>] MSISDN

o 9 argilidl Lloe amulwVl ol VI 4i9 custom attributes J jiinall
o doazll gllaiil cuizd Jadl sis Jaadasio JSuins plo V1 Joi, 09
o Jiosll lgorkuws Jub judsill oy plo V] gros yuisl
o9 IMS
o B ol o 2T IFC e JSuis sasiall dslell wlsgll go Jolais
o ol Y graxd 85)le)l lalKall ayzgi yuisl
e 8 plall wldall Laindl W 20 puadi o Gax5
Ly ril

oo JauYl aie MSISDN ssxzis ] 62>



Subscriber has 1
MSISDN

_
/_
¢

Complete

SIM Multi-IMSI: 6050 aSuiv wlLgn

S9ixi SIM 83zi0 IMSI go lgio JS 1alolS I i cay v wlalo 8as e IMSI (g awolAl
on Jaudl lexl) Say .whleie Vg cpulaollg IMSIs by Bl Bk Laslixe o Suwiu JLasW



&S| 4955 of gdgall Ll

0552 Ol Sy i oge IMSI (| ezl Joxiy bosis .cadg sl 9 alowini laiis sa>lg IMSI
abllay i ole aalize SIM. psipw HSS Jizuws slall Glali IMSI G L alauiall,

i OmniHSS

9 OMNIHSS, JS 4965 oiy IMSI (e SIM 853210 IMSI Slg «Juostio I ixise Jan S
adsloy pui oJ| i lgzo> SIM:

SIM Card
ICCID:
/ S \
Subscriber 1 Subscriber 2 Subscriber 3
IMSI: 001001111111111 IMSI: 310410222222222 IMSI: 234015333333333

el oV

1. Joadl Jlomidl pumumi

o IMSI (& jiol] aSuidl lawl) 001-001 :J ol

o IMSI (8amioll wLYoll (b dlzo ,lawl) 410-310 :samiall LYl 6 Jlgzill
o IMSI (oYl sVl b dudzo jlawl) 015-234 &g Yl sVl o8 Jlgzill

o o Ll Slexll psis IMSI gsgoll e £y

2. as>> MVNO

o IMSI aSuiv :amwbwYl MVNO (g5L)
o IMSI (Yl Jsuinall) darinall aSuid! raylolis|
o adazi el 1) Slal Juins MVNO a>lio jut

3. 10T/ M2M o lSaiadl 65050



IMSI 1: CuwlwYl JsWI

IMSI 2: asdgigall olizYl JsLI

IMSI 3: aalSl jaaxio/is)lglall (ol
JLas¥l e am,ml 6562 Lasls

4. rosloiidl JlisoVI

o bl adxoll 4Bl wldlaio) JUioYl
o alad &Y¥g JSU adxoll aSuidl a90 plaziwl

<ljxo Multi-IMSI

aléimall 255>Laoll

e JS dbasis d85bas wlg=xio IMSI
o aSui JS aalizo lol wlsloicl

alatio doxs wlale

o lils EPC aalixs (cs35,1 $Uail o e, APNS)
o olils IMS (waall wlors) ailixe
o JSU aslixall Jlg=idl 2£lg5 IMSI

* &> IMSIs juai J| i SIM (ue sim_id)
o i ICCID ¥ il wMzw groz ue
o &llay e ilnio groxi SIM

aSaaiall Lz

o asllay ol jlgnll iy SIM ST IMSI Lgol sl azy
o dwlod] gbsall iz lin)l oSl Lle £l
o pgi; HSS sl a85lans IMSI lezl lgors,



RICA

# 1. a8 W, clis| SIM (,de 5,0 Multi-IMSI)
SIM ID=$(curl -k -X POST https://hss.example.com:8443/api/sim \

-d '{"sim": {"iccid": "8991101200003204510", "is esim": false}}'
\

| jg -r '.data.id")

# 2., J i lao acg9am0 sliv| IMSI 1 (Juodl aSiw)
KEYSET1=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "0123456789ABCDEF...", "opc":
"FEDCBA9876..."}}"' \

| jg -r '.data.id')

# 3. 1 Jsiedl cliv] (IMSI Jjuall)
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"001001111111111\",
\"sim id\": $SIM ID,
\"key set id\": $KEYSETI1,
\"epc profile id\": 1
I3

# 4. J po les 9oz cliv | IMSI 2 (Jloxidl &b i)
KEYSET2=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "1111111111111111...", "opc":
"2222222222..."}}" \

| jq -r '.data.id')

#5. 2 Jsiedl cliv] (IMSI Jlgxill)
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"310410222222222\",
\"sim id\": $SIM ID,
\"key set id\": $KEYSET2,
\"epc profile id\": 2
I3

#6. _J 1,55 IMSIs Lle a5 Lo| SIM...



sawin jlgz Jaiy bbaic IMSI:

Phone I-C5CF OmniHS5 5-C5CF

REGISTER (IM5l1)

|

Cx UAR (Check User)

Cx UAA (User Exists)
.q......................................
REGISTER (Forward)

L J

Cx SAR (Register User)

il
%

Load subscriber
all MsISDMNs +

Render IFC Template
with all MSISDNs

«

Cx SAM
(IFC with all numbers)

0K 200

F 3

Phone I-CSCF OmniHS5 5-CSCF

zlizy Y HSS ail 45,20 (J] SIM 33810 IMSI - sl 885bass poi; laid g9 IMSI jlez)l lgonas.

o Juowidl IMSI lalidl Jumaaid] sladlg

Jsxis Losie SIM 83azio IMSI (40 IMSI S5 Ol Sy w531 W] IMSI (6 dlzmo daid s3>l
Jolsiy .cudg sl 8 aSuid] OMNIHSS gdgall slid] wlls Jlw,)| Gl oo Elal I go
(CLR) Jizuuws &)Y IMSI Jous loxis & bw alasiuidl IMSI a8llay Gusi (o 8302 SIM.

eaclo IMSI sa>l9dl alowiunill

soly Jite Jid 058y Of §Sos fesmmnil pogaall (IMSI) asla, JSI SIM i (o6 alasiss

CA99.

o ol Yruo Jiisall OIS 15] MME plaziwl; IMSI X
o Qg HSS J gdsall cunzni callo IMSHY (guai (e SIM Jis IMSI X)



o Juwi HSS Jymws sl gdgall slid] calls lali IMSI X
o Balss Vsl ¢yosay 130 IMSIS aSuidl 8 wleljil gioys.
Joos 9925 IMSI

Device MME OmniHSS

Currently registered with IMSI X
001001111111111

IMSI X is active
Location: MME-001

User travels to different country
SIM switches to IMSI Y

Attach Request (IMSI Y: 310410222222222)
S6a AIR (IMSIY)
S6a AIA (auth vectors for IMSI Y)
Authentication Challenge
Authentication Response

S6a ULR (Update Location for IMSI Y)

Query: Find other subscribers
with same sim_id

SELECT * FROM subscriber
WHERE sim_id = (SELECT sim_id FROM subscriber WHERE imsi='310410...")
AND imsi != '310410..."
AND subscriber_state is REGISTERED

Found: IMSI X is still registered
on MME-001

S6a CLR (Cancel Location for IMSI X)
Destination: MME-001

Deregister IMSI X
Release resources

S6a CLA (Cancel Location Answer)

Mark IMSI X as deregistered
Register IMSI'Y

S6a ULA (Update Location Answer for IMSI Y)

Attach Accept (IMSI'Y now active)

IMSI Y is now registered

IMSI X is deregistered
IMSI Y is active

Device MME OmniHSS

Lo ogs il
aSouindl aolw:

o i oo 6,8l oMzl gioy SIM eall



e a8y J il ghge wlily Lo laslxy
o gall ass:

o ol pg, gosd e IMSI 640 JS (b aSwidl W] Jewsll Lais s3>l
* 1Jgi CDR (ol Sl Jooles Jzuw) adx

.)JI_,.AJI 6)'.)!:

o >leo yx piy MME J IMSI oyl
o wbslbw caulais oiu PDP Oy_g.n.zn.”_g
o 18 gdsall @i oy

Loowi wljaxe IMSI
Slexdl ) ,8:/SIM Law pis i IMSIs e sli:
1. aSuill ,94s

o aSui IMSI a>lio yut Jjioll
o I Lol IMSI Jlgxidl &y i

2. S92 Hlusl

o Joxis SIM I IMSI allall

3. amlud! J] LGl

o bl soiz SIM alsls xclyd e (Juimis sJio IMSI Jgs (x5 arlmall

dismo)

o e by wlaldl Ll MCC/MNC

4. aglSal Ganasns

o ol Lol IMSI JsYI Jlg=idl | lawl il
o plaxiwl IMSI Jlszidl pgw, caixi) axlzall

ol,Licl IMS



Jizmas e gigall slad] clls Jghw s gulaiy IMS:

MSISDN: 14155551001

.’/’f b
v \ J
SIP URI TEL URI
sip:+14155551001@ims.example.com tel:+14155551001
wlblosll (n9 Huologoll:

1. Low o baic fJaabio jae Jyininoll ,glas IMSI, glauw IMSI 2" S oy0sll
w9 "Jzuwe HSS. (el Jglw Ihn.

2. adlond HaS yinino Juw SIM sgixiw f6a=>lg SIM 8r0azi0 IMSI WM e
owai Il sramie Juine Sim_id. JS 8 "o A 9 ladd aoly e

O )o.

3. J9r> puii ig99ell gaii subscriber state @T MME/SGSN JS Jixuii oi
IMSI Lo pis baic .ay IMSIL a8l gég0ll s o

4. 5lez ol Jsosll 0Ll oS, o) 15] 1slas VI oliaSinnl:

o ol po G IMSI > S
o ol o 25T IMSI JSU Laas 83>lg SIM Jyzidl all> o

aroxoll ol gy linaull

Multi-IMSI + Multi-MSISDN

825 1oy juad| WS o> liSay IMSIS e SIM 616 go lgio JS 152>lg MSISDNS.



Multi-IMSI SIM

—_— T~

IMSI 1: IMSI 2:
001001111111111 310410222222222
Subscriber 1 Subscriber 2

7~ N\ 7~ N\
ET BN N TN

Jlie plasial all>:

o addjioll aSuindl (IMSI 1):

o 1001-555-415-1+ : maxdidl )]
o 1002-555-415-1+ :s,lxil pd,Jl

o samiall LYl 9 Jlg=ill aSuis (IMSI 2):

o 2001-555-212-1+ : mazidl ps,J!
o 2002-555-212-1+ s, lxill as ]l

oy i) jioll aslaioll (3 jlezll 955, oaic IMSI 1 go MSISDNS Jlgzill ais .ar awolll
o Joxis sdamiall ©LYgll x6 IMSI 2 go MSISDNS 6ol LY o)l aSui) aitumo adlixe.

Jasaiaidl wlsl o]

a8 isinall 6,15] Multi-MSISDN

&> o MSISDNs o iiued:

e pMeiwl API: GET /api/subscriber/imsi/:imsi

&> alziwdl oiais MSISDNS alays all.



9 slUasVI w9LiaSiwl Multi-IMSI
= Juais ¥ lg=dl IMSI aulldl:

1. Ui wbdwwapguo&m”Wﬂ
2. W) qumo JSuin LeissSi o gwiliall 48 g0%0 Ol o i IMSI
3. calo pusi o Hax EPC
4. JlaiVl mows Jlszidl 2£lgs ol o 25T
ox Jauis jlg=dl IMSIS gdgio jae JSuins:

o Slenll slaio dlawlss el 8 pSxil pis/SIM. Luyls HSS

o poi; HSS sl 45,9V oo IMS| anyrii oy
o LLisl whblxe] go Gixs IMSI lexl)

9 slasVIl oliuSiasl Multi-MSISDN
ur Y bl 06,1l

1. bli,l ;o sax MSISDN plaiai¥l Jgoz (a8
2. calo LB Ol o §ix IMS sioll oiai, {{msisdns}}
3. ez Ol oo 35T IMS anldl wlggll praz (yosaiy

4, <Mz gzl S-CSCF alzuoll wlgell

loas 13519 Las, ,elai 6 oball wladISall:
o Lol 8,208 anpris pisw 3l @il lenll lix,

* oy UleRl pusSs Iaa HSS
* 991 HSS jlgall Ll fwlsell 1z



ulgall josde
xlge Multi-MSISDN

v/ &8llay SIM ailon pl8,] 8ac L52>lg

v abadis dnasiy Jlasl bylas

v ol slme 2925

v dlaue jlgz 6,0

v bl dexs puas Il e,V gra>

v JSJ @S o 8,099 IMSI

xlgs SIM Multi-IMSI

v aiuze Jlom a5

v Bl aSuidl [ Las|

v bolisl Jiuss LS5

v dalzo aSud a0

v ool Jlio Yl

v o oludl ue anaxl al joiwl

azazall xlgall

/ &g 0 uad]

v oaSuw JSJ aalize ,oléj wlegozo
v plziwl A JSU diduze

v brize Jlocl wlbgylipw

v slzrog (o> prmzi



PCRF (aclgé aalsg

. LS'- 8 | .
Oosaiy HSS aadog PCRF (Jsoxilly damwlud] aclgd aailog) (s oSl 995 (il a0l
oS5 . gomall Slilul wludz) Jroxill x6le8g dwlumd] PCRF doasdl 8597 wlwluw 9

(Q0S) L dmaanally avol,i8Yl MWW o JSI Jraill 261589 3,01 Glaill Lavaxis
oS LTE.

FRTRICIN | PSR RS |

o agzlo GX: J awluwdl 8 oSxill PGW/PCEF (asulog / duo sl bl aSuis dulss
Jromillg auwluad| 5las))

o agzlo RX: Laslwsll wlasad dexxll 83975 Jasgaill IMS (8saziall laslwsell pllai
IP)

o oole] ol e el cBgll 9 dawlowd] wlbax aaSaoliuadl awlbuwdl 6,051
Losséill (RAR)

e 223 VOLTE: oozl 659> Oloio o @@sall ©lodSal @V oz JsU sliu]

o s9x lgh plaziwl ac ] wlalos Juaxill Jolw o,z i Jramidl aclgsd
Ll (TFTS)

e REST API: xclgill 6,Dls dmwlond! 3lai] (59 sz pull oSl



el Spl

wlg>lg Diameter

9 =0

ag=>loll aud |
ag> sj sanloill )_!J,._.J
PGW
GXx 16,777,238
(PCEF)
P-CSCF
Rx 16,777,236
(AF)

anal=dl all> 6,05

el

aud> &,15] PDN. slai] Q0S. xelgd
Jrazill

Lilwgll jaugai IMS, glail j=>
s2,1l

sl PCRF alawiid] wYlasW awd=dl alb e PDN wlo) 809 VOLTE:



PDN_SESSION

int id PE

string pgw_session_id

string assigned_pgw_host

string rat_type

string ip_address
P X
- boolean | emergency % a.
L
_f’f boolean | roaming S
___.--"'" 17 n
S ; \
contains uses “pelangs_to
o Y
|"T'l. ".II
LTE_CALL \
1
|
int id PK I|
int pdn_session_id FK
string posci_session_id = ==
APN_PROFILE SUBSCRIBER_STATE
string assigned_pcscf_host
int id PK int id PK
string codec
string | name string imnsi
string type
boolean | dedicated_bearer_active
int dedicated_bandwidth_ul
int dedicated_bandwidth_dI

d.g.?l_g GXx
aog<ioll wldoxll
1. ol - sVl (w9 oSidl walls (CCR-1)

eody jaasull PGW JLlail clisl PDN J jiial] x>

wlls AVPs:

Session-Id

Origin-Host, Origin-Realm
Subscription-Id (Jde sgix IMSI)
Called-Station-Id (ol APN)



e IP-CAN-Type (Jlas¥ | Jsosll aSass 55 IP)

o RAT-Type (ShwMl Jsog)l b>gleiss)
e Framed-IP-Address (ylgic IP U UE)

wlsl =] PCRF:

1. aowlgs & iiall & cazall IMS
2. calo gLz iwl APN aigig QOS
3. aud=ll g JUoo| sliw

4. &lwlaw sl Q0S Calo o APN

asl>uaul AVPs:

* Result-Code: 2001 (DIAMETER_SUCCESS)
e QoS-Information (J adle=>YI 25,4l yUadl 592> APN)
o Default-EPS-Bearer-QoS (QCI. ARP. a,5gYI)

» Bearer-Control-Mode
2. cua - gleisVl (9 oS>l wdls (CCR-U)
oy pafmill PGW awdall wlhuss oo MYl Gusi igdsell i RAT. &l])
wlsl,>] PCRF:

1. awdzll 0 %0 alawlgs adlx] amdxll aom
2. awdll olalso cuaxs (g95 RAT, &l /adgall)
3. oYl o) 13] ainmoll wlwlad] gls))

asl>iawl: Result-Code 2001 a,Lis Yl awlbud] wlbaxi go
3. slgil - yleisVI w9 LS=ull wlls (CCR-T)

p9is juasudl PGW Jlasl <lgll PDN

wlsl,>] PCRF:

1. awdzdl W ys0 ddaawlgs damd=dl dpos
2. day joll o)Ll wodxwg dawdxll B3>
3. slgYl aSt



aslwuwl: Result-Code 2001

4. jasgaill 65le] wullo (RAR)
ol=sVI: PCRF -» PGW (s HSS)
saasull:

o aollSo slas] IMS (juexi Rx AAR J Gx RAR)
¢ aollSo slg] IMS (juazs Rx STR J Gx RAR)
o s 9ol yaygaill 8:lc] REST AP

RAR AVPs:

Session-ld (awl> 9,20 PGW)
Auth-Application-Id: 16,777,238
Re-Auth-Request-Type (0 = laas jaugaill)
Charging-Rule-Install/Remove
QoS-Information (aauazxel wNsll)

olshz] PGW: Jioxill x6lss Gle 2l dumaxall oMW1 33>/ Jyxms/e Liws]

ocx PCRF wlll §9x35 dlgé plaxiwl Joxil aclgd oy mi (TFTS) (9 oSxill:

o Jolsill Bilws oV issusl) diline wYaze - wloazlly yolsdl Jaomill
&l s loiz VL.
o aisro bloil go @l (il s sell aS ) ayslg¥l slac] gl apii - as yaull wlals
o subi- plasiwVl Gl aails wlwbuw Q0S g all &> £5i le £l aalizo
agzsll 5|

Jrozill a£lg8 0S5 Ol Koy
o e ESuoliyy auio GX RAR gulaill ColiusT (e £

o - alas o TFTS podl dwias acles plaiwls (5-tuple: olgic «JsSsis I IP



asslidl el WY

* aiuso wloas (J] dgaxall e Jgosll - s uall jumauidl (Spotify. WhatsApp.

Facebook) wllll aa> JNgiwl ¢go

slaiiwl s iz o)l gélaos axlall ale I &g zlom] - asaxdl ans Jguogll
ULl 5953 & iinall

wlidll sgizall 83sio b ool wlodxll alle ac - azyriadl ac juull

o as0lo¥l sllac] 189,31 wligl (19 39030 it i - cadoll bl anild o luwlisw
69,31 W]

alall Lilie adgall ULl plasiwy calize e - Jlozidl o lus laaw

Olaio - &S puiall aoasdl Sgime wlhislasl Q0S JloeW aguxll wlinlaill

amlbw JSun QOS

Q0S uolisVl JsLl (alo oo APN):

}

"QoS-Class-Identifier": 9, // QCI (9 = ol usVl UslJ])
"APN-Aggregate-Max-Bitrate-UL": 50000, // kbps
"APN-Aggregate-Max-Bitrate-DL": 100000, // kbps
"Allocation-Retention-Priority": {
“Priority-Level”: 8,
"Pre-emption-Capability": 1, // IbiwIl i 29
"Pre-emption-Vulnerability": 1 // Slhiwl aiy 29
}

Q0S yasaswall JsLl (J VOLTE):

"QoS-Class-Identifier": 1, // QCI 1 = wlbslzadl woall
"Max-Requested-Bandwidth-UL": 128000, // bps
"Max-Requested-Bandwidth-DL": 128000, // bps
"Guaranteed-Bitrate-UL": 128000,

"Guaranteed-Bitrate-DL": 128000



a.g.?l_g RX

aogcioll wlilaxll

1. b AA (AAR) / asl5] AA (AAA)

llay juamidl P-CSCF lailwoll aml=) jassaill IMS (ao)lSso slas] VOLTE)

wlls AVPs:

Session-ld (awl> 9 20 P-CSCF)
Subscription-Id (IMSI ol SIP URI)

Media-Component-Description

o Media-Type (91049 gwo)

o Max-Requested-Bandwidth-UL/DL

o Codec-Data

o Flow-Description (5 p =l awaai aclgs-tuple)

AF-Application-ldentifier
wlsl,=>| PCRF:

1. alawly Jiinall ¢ el IMSI ol SIP URI
2. al> Gl ginll IMS alauill

3. (g9l 2clgd ws30,1l Glaidl uo,ill) laslwg)l wlalso 7l siwl
4. aa)Sull guis 5] sliw)

5. ja2= GX RAR Jl PGW caxo JU sliws)

6. alzuwy HUaisYl Gx RAA

7. el RX AAA Jasseill axyii go

aslsuawl AVPs:
e Result-Code: 2001 (zlx) (lg: o it doaxll) 5063 ol
2. auadaldl slgi] walls (STR) / awad=ll slgs] al>] (STA)

oo atmidl P-CSCF s slgl IMS (anlSall Cslas))



wlsl =] PCRF:

1. aud> 9,20 dlawlss do)Sall dud> a2 P-CSCF
2. jafzi GX RAR JI PGW aasoll JsWI alljy
3. ao)Soll g J5o] >

4. 55 gls,| STA

aslwuwl: Result-Code 2001



amsLidl Ll Jl wlasa

amul> sbisi] 11 g92:J1 PDN

Database

PGW HSS
(PCEF) (PCRF)

Gx CCR-l
(IMSI, APN, RAT-Type, IP)

I iall e o Mriawl
il by
wilo e pMaiwl APN
2955 QoS J APN
¢las| pdn_session
aud=l sLa] o5
wlogles by QOS

(QCl. AMBR. ARP)

Gx CCA-|
(QoS-Information,
Default-EPS-Bearer-QoS)

ol syl sl sliw]
wlolzo &o Q0S

Database

PGW HSS
(PCEF) (PCRF)




aollSs Hlacl] :2 g9.5Jl VOLTE (Rx AAR - Gx RAR)

PGW H5S

(PCEF) (PCRF) Database
Gx CCR-I
(IMSI, APN, RAT-Type, IP)
-
Saduall e a¥eiwl
e
yninall oolily
e amssmccsssccssssssssssssssssscaans
APN Cals e oMriww]
b
APN J QOS5 (553
B PR
pdn_session =L
>
P EY | [ ITH P
gfssrsanssssnnassEnnassnnsssssnnansnn
Q0S5 wlaglas sl

(QCl. AMBR. ARP)

Gx CCA-I

,Qos-Information)
(Default-EPS-Bearer-Qos

il ,is¥l JlI slas]
Q0S lalzs o

PGW HSS
(PCEF) (PCRF) Database



aollSo slgil :3 592:J1 VOLTE (Rx STR — Gx RAR)

(IMS AF) (PCRF)

P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)
Rx STR
(Session-Id)
oS ol Ite_call alawls,
dal> 9 =0 P-CSCF
J=w Ite_call
Gx RAR
(Charging-Rule-Remove)
Gx RAA
(Result-Code: 2001)
J=xw Wi Ite_call
AP
Rx STA
(Result-Code: 2001)
P-CSCF HSS DeralEea (E(C:iEV\é)




awd> cuax 14 g9.:dl PDN

PGW HSS
(PCEF) (PCRF) LI CED
Gx CCR-U
(Session-ld. New RAT-Type,
el cuax)

o¢ el pdn_session alawlg,
dl> 9 420 PGW

J=w pdn_session

(€95 RAT, rio )l gllall gds0ll)

il pi

(J b33m0 2698 L Jlgzill . Jio RAT)

Gx CCA-U
(Result-Code: 2001,
a iz Yl dawludl wlyx=s)

PGW HSS
(PCEF) (PCRF) Database




awl> slgi] :5 g92:J1 PDN

P-CSCF

HS5 PGW
{IM5 AF) (PCRF) Database {PCEF)
Rx STR
(Session-Id)
ilnwlg Ite_call ;e casull
P-C5CF dual= .6 pua
Ite_call o

q. ....................................... 4

Gx RAR

(Charging-Rule-Remowve)
uﬂ.ﬂin“ Jalll i
Gx RAA
{Result-Code: 2001)
,‘ ..........................................................................
Ite_call Jmuw  8i=
[
Szl
.‘. ....................................... 4
Rx STA
{Result-Code: 2001)
e ——— -
P-CSCF HS5 PGW
(IMS AF) (PCRF) Database

{PCEF)



as Sgadl yasgaill sle] 16 g9l REST API

Administrator

POST /api/operation/pcrf_re_auth

HSS REST API PCRF Core Database (EgEV\é)

{imsi: "...", apn: "ims"}
alawlsy & il e pMaiwl IMSI
I iviaall Uil
J aladiuid] amdzll (e gisll APN
aalall Gl sinll i
<, Gx RAR
(Session-Id. ag=gll)
Gx RAR
(Re-Auth-Request-Type)
WS W/ b b | ey
Gx RAA
(Result-Code: 2001)
axii RAR
HTTP 200

{data: "l Jlw,| 05 Gx Re-Auth,
Result-Code: 2001"}

Administrator HSS REST API

REST API

vougaill esle] algs aladi PCRF

aslgidl alaai: POST /api/operation/pcrf re auth

PCRF Core Database (FF:((:SI\E,\Ié)

wdla) 5920 juaxi 1 gepadl GX Re-Auth o lwlowd! ¢yl

o) ol lgmNols slaz¥l ColiSiwl jol,eY sl aygaull dlnaill 03 priind @@ artia sio
aginig | aw ol wlipozid andl . uoaxo (S iuine e awludl cvaxi (wlals s QoS J
APN). 93 L,2Y azl> Y - 6 ilioll wlwlzll groz) Jargaill 83le] juami Glal pladl pod,.

walladl pans:



“imsi": "999999876543210",

apn": "ims"

clxdl aslsuawl (HTTP 200):

{
"data": "wlb JLu,| 5 Gx Re-Auth _J| 999999876543210 _J

pgw.epc.mnc999.mcc999.3gppnetwork.org. Result-Code: 2001"
}

Wosdl aulowww] (HTTP 400):

{
"error": "ulb Jlw,| e 0L ¢ Re-Auth dle 999999876543210 _J

APN ims. Bawl> Je ,gis]l iy, p PDN k"
}

anw Ll | ,J.-_gin &'Lg.?l_g API

&z i PCRF wlwluw Q0S wliysSs (o APN 03w slis] Say .o lldl 8acls 9 & jall
e Lgi)blg wlwludl REST API.

olo cua aic 1 ilalidl aw bl 5Ll QoS J APN (gi 2,4l YUadl Hgo> jusi Jio
QCl). wldb Jlw,L Bl pUadl pgs; GX Re-Auth (RAR) ge> J| PGWS e sgixi il
wlud> PDN I ploziwl dlasis APN. (e gall (e awlud] ol s gudasi U5 ouay

Sox >3 0go pubaiadl (uS yiinell ge>.

olgiuall G JSad JN5 o o lwluwd] 0 s

6,20 APN > @lo Q0S _J APN - wlo APN
5 l d
Ve e Y1 QCI. AMBR. ARP Logis b o



1. (9,20 sliwi] APN
ol oy 25 APN lao]| pcog IP.

algdl aloai: POST /api/apn/identifier

ul.la" OA |
{
"apn_identifier": {
Ilapnll: II&J_)_i_j:ylll’
"ip version": "ipv4v6"

}
}

e "ipv4" - IPv4 lass

e "ipve" - IPv6 lnas

o "ipv4v6e" - zs3je (e WS IPV4 4IPV6)

e "ipv4 or ipv6" - aSuidl oz (Lo] IPV4 of IPV6)

asl>uawl (HTTP 201):

{
"data": {
"id": 1,
"apn": "es s YI",
"ip version": "ipv4v6"
}
}
< aoudl:

e apn: a9 ,Ls).? 254-1 oglloo
o ip version: oMel az Yl wl Lzl o I35l 058 O ey wwsllao

wl9 20 aoil® APN: GET /api/apn/identifier



2. «als sliuil QoS J APN
wlalzo iy QOS (s20,1l GUail, QCl. aye)gYl).
algdl aloai: POST /api/apn/qos profile

walladl pans:

"apn_qos profile": {
"name": "ei i | gz Jméi",
“gci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn _ambr ul kbps": 50000,
"pre_emption capability": false,
"pre _emption vulnerability": true

wlolzo QoS:



LaoJl

name

gci

allocation retention priority

apn_ambr dl kbps

apn_ambr ul Kkbps

pre emption capability

pre _emption vulnerability

eoull

string

integer

integer

integer

integer

boolean

boolean

1-254 5,>

1-254

1-15

1-

4,294,967,293

1-

4,294,967,293

true/false

true/false

o gll

caloll ,o.uul
(x9)

QoS (14 =
GBR. 5-9 =
Non-GBR)

Ssimo ARP
(1 = el
as)s))

wadY| Azl
el Jaod
J Y
APN
Loy )l ol
(kbps)

sy azll
el Josol
J =Yl
APN _$
NEHY

¢ Lall
(kbps)

ol oSes
ol oMWl
A

iz Ol HSas



Jaxl eoill

o219 QCI assLudl:

o 1 - lsxoll weall (VOLTE) - GBR. axli (sllo 100 445U ayl juo

o 2 - wlslxall gyauill - GBR. asl (sllo 150 ,usb awljuo

¢ 5 -5 L) IMS - Non-GBR. aub _sllo 100 415U sl jo

o 9 - (cuw)l) wol,usYl JsWI - Non-GBR. aub (sl 300 L5l awljuo

il (HTTP 201):

{
"data": {
"id": 1,
"name": "es s | s> Jws ",
"qci": 9,
"allocation retention priority": 8,
"apn _ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,
"pre emption capability": false,
"pre _emption vulnerability": true

wlaels aocils QOS: GET /api/apn/qos profile
3. «ols slu] APN

W 20 1oy, APN calo, QOS.

aslgidl alaai: POST /api/apn/profile

ul.la." OA |

q'ho_g."
alawlg,
ol MWl

ausloVl
wleVl



{
"apn profile": {
“name": "wlo APN oo 5)J",
"apn_identifier id": 1,
"apn_qos profile id": 1

}
}
J_,.D.z"
* name: gz oS paiwy ((29,9) calodl ol
* apn _identifier id: O° O =0
* apn _qgos profile id: BY-REPTT

asl>uawl (HTTP 201):

{
"data": {
"id": 1,
“name": "wlo APN oo 5)J",
"apn_identifier id": 1,
"apn_qos profile id": 1
}
}
.)_9...9."

o i ol ey apn_identifier id g apn qos profile id wM=w |
059790
o Um0 o dnS i JS 0sSs 0l vy APN Calog QOS 83,9

wlele aocild APN: GET /api/apn/profile

Q@ ol 15K JolS JLio

awbuw slisi] :1 69lasdl APN IMS (VOLTE)



# 1. ©w,20 sLlis| APN
curl -X POST https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \

-d '{
"apn_identifier": {
"apn": "ims",
“ip version": "ipv4ve"
}
)
# a awYl: {"data": {"id": 2, ...}}

# 2. wlo cLlis| QoS (s&,Lu] IMS)
curl -X POST https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"apn _qos profile": {
“name": "QoS &, Luy IMS",
"qci": 5,
"allocation retention priority": 2,
"apn ambr dl kbps": 5000,
"apn _ambr ul kbps": 5000,
"pre _emption capability": true,
"pre emption vulnerability": false
}
}
# o lswyl: {"data": {"id": 2, ...}}

# 3. wlo slis| APN
curl -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d '{
"apn profile": {
"name": "APN IMS",
"apn_identifier id": 2,
"apn_qos profile id": 2
¥
}
# a awYl: {"data": {"id": 2, ...}}

I isisall parni 12 bolazll



calo ouwi iy L)l 5,200 APN ) OV .o S il EPC. Slail AP wlale lay )

93llg bl casami

ale wua=i QoS:

PATCH /api/apn/qos profile/{id}
PUT /api/apn/qos profile/{id}

oo 2iawoll groxd so0,ull YU 6oL - JUs:

# @lo ¢oaxs Q0S ID 1 oo sl Ul 8oL J
curl -X PATCH https://hss.example.com:8443/api/apn/qos profile/1 \
-H "Content-Type: application/json" \
-d '{
"apn_qos profile": {
"apn _ambr dl kbps": 150000,
“apn_ambr ul kbps": 75000
}
3

Klal wosu Le:

1. calo e piy QOS wlill sxsls 9

2. olwl> oz wazi pladl pgis PDN pasiuns il alaiudl APNS Isg alas roll
«alaJl QoS

3. Jw] piy salosiss awl> JSI GX RAR J| PGW JyLasll

4. pgii PGWS cyaziy Q0S sxazll sl Gladl s90> puSaid Hulslil)

5. il (e @amall duwload] pubaiall uS jiinall graz (il

ole Bl oulaio I e 100 o 15] :Jliodl gayluws APN "Cils ply@ @ cunl "cu i)Yl
Q0S ID 1. (b aull (d culine 150 ] iz g aoldl 30,0l Bladl 393> caams pisw
Lo sl JLoiST o 0lss JX5 aclall ol¥l (8 alil] (s culise 75 / Lalgll olz¥l API.

cilo cuyaz s talas>Me Q0S J APN. grax) ilals yougaill esle] juasis olaill pgs,
<Ll PDN Isn o oill abaiad] APN. Gle el wls sl olwbudl by Lo
Goxs Lusaill 85LeY axl> ¥ . linioll S yisivall.



»lgall 95>

DELETE /api/apn/identifier/{id}
DELETE /api/apn/qos profile/{id}
DELETE /api/apn/profile/{id}

o old,me Wi> oSas Y APN wlile ol Q0S wlele alawls lgd] ,Liall APN
o olils 33> oSy Y APN opebasisi (S iite) aissall

amlondl wlgs

9 culiuo 50 / bulgll oluVl (9 aulidl (s9 culbiao 100) ac uudl Nle wu il
(ocladl olsuVI (9 anuUll

{
"apn_qos profile": {
"name": "ac_ w08l Jle oo |,
"gci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn _ambr ul kbps": 50000,
"pre_emption capability": false,
"pre_emption vulnerability": true
}
}

anldl 8 culino 100 / Loulgll oluVl (8 anlidl (18 cusline 500) juoo i il
(a£ball olouVI (o8:



"apn_qos profile": {
"name": " juoo i s,
"gci": 8,
"allocation retention priority": 5,
"apn _ambr dl kbps": 500000,
"apn_ambr ul kbps": 100000,
"pre _emption capability": true,
"pre emption vulnerability": false

10T/M2M (jaouo 33, YUai):

{
"apn_qos profile": {
"name": "IoT M2M",
"gci": 9,
"allocation retention priority": 10,
"apn _ambr dl kbps": 1024,
"apn_ambr ul kbps": 512,
"pre emption capability": false,
"pre emption vulnerability": true
}
}

(asglol nlel) 5)lglall wlons:

"apn_qos profile": {
“name": "APN &, lolJl™,
"gci": 5,
"allocation retention priority": 1,
"apn _ambr dl kbps": 10000,
"apn_ambr ul kbps": 10000,
"pre _emption capability": true,
"pre emption vulnerability": false



29S|
aoa> >loc| Diameter

anloi GX (config/runtime.exs):

o°
-~

application name: :gx,
application dictionary: :diameter gen 3gpp gXx,
vendor specific application ids: [

%{vendor id: 10415, auth application id: 16 777 238}

]

Gadai RX (config/runtime.exs):

o°
~

application name: :rx,
application dictionary: :diameter gen 3gpp rx,
vendor specific application ids: [

%s{vendor id: 10415, auth application id: 16 777 236}

]

wloleo QOS
Qlolko  W.VEVIv] QOS L).o'
o Gilo 555 emilyio V1 JSLII APN llul 3508 (s

o apn _qgos profile.qci (a9 9,20 QOS)

o apn _qos profile.apn ambr ul kbps (cul Jxse) cuadVl axll
selall olu¥l s LlazVl)

o apn _qos profile.apn ambr dl kbps (el Jaze) cuad¥l sxl
doulell oLV (8 (Wl YI)

o apn_qos profile.priority level (Lamaxil blasYl &4)sl)



o Lilwsll 9580 oy o Tuims gauasall JoLII Rx AAR

o QCl: 1 (wibslroll woall)
° o 0goian]l el Jaze AVPs Max-Requested-Bandwidth
o oo 189l QWi AVPs Flow-Description

slUosVl asdles

o)

JI
0 e
2001 b
5063 e

DIAMETER_SUCCESS

839790 juf a:uulz”

=l 6,15

e PCRF:

i bl axlleo o5

IMSI wlly 8268 (9 59790 it

dud> PDN /euwoxill 829790 it
slgiyl

Lilwoll jaugai ;a9 pi IMS

o wlud> PDN JSJ 83>l - alawiaidl APN, I iiio JSI

e wladlSo VOLTE - ad> JSU 823210 wladlSe IMS (ax¢ lozdl wla)SKall pc )
¢ wlwluw QOS - sS5 Gle flu BSholis lgiulai piy APN

o wloazll anols wlwlbws wllyl §8x Jlgs - Jrazidl aclgd



aoarioll el <l jus

2c35 PCRF &ll3 (6 Loy awwlowd] (8 poiiall aSoxill:

igzlg e Jaoxill aclgd all;l/cannis GX

Ll 5935 wllgd @€ s:lon (TFT) wlosxll gy 01

aS, =l £gi ol Gulaidl e £l axSrolivadl as puudl wlalo

Dyiisall ol ol &Sl 5 ,lo alamlss bz pis aoasll axcly wluwloas

wlwluadly dorsinll Jroxidl aclgd (e Jg> wloglro e Jguaxll chad plaill o0 Juasl
| 6wl TFT.

alall wls iliglh

. - aduasill JoSgig il wliolgs
. - $lis APl alolsJl

J pldl Sl - HSS
| olldl e s laddaxs - AVP Diameter



g_ﬂ.a).&a Ul.ﬂ.l.a 6)'.)!
OmniHSS

pazias OMNIHSS (o peill wlale uis . oaSpisinal) doaxdl pailas capsi) g el wlals

ddos louwy lao (S ikiuo 82) g Sy plaziwdl soleY allls doas Jlgd sl U
QLY oiayg udgill.

MSEEDN I MTIEDN N

arts il wlalall glgsl

Profile Types

—_— N T
Ea A ES B




cis sz wlie 3305 EPC (o0l 6 skniall 8lsill) oS pisia) Ull doss aslas LTE.

PRI | IO DN PN |

212>
T 10,000 - 1,000,000
ue ambr S ac
_ _at_Kbp e Kbps
Joidl
2>
b Kb 5,000 - 500,000
ue ambr u S ac
e AR o Kbps
&9l
€9 "packet_only" o
network access mode . .
- - doall "packet_and_circuit"
tracking area update interval seconds a0 54 (s>390i) aul

s ,m wlale sbis] EPC

curl -k -X POST https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
-d '{
"apn profiles": [],
"name": "Premium 100Mbps",
“network access mode": "packet only",
"tracking area update interval seconds": 600,
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000



i wlele wdlgd EPC assluddl
a1 cu iVl

e 10 : il Mbps (10,000 Kbps)
e 5 :g9,Jl Mbps (5,000 Kbps)

Lol

e 50 :Jul Mbps (50,000 Kbps)
e 25 :29,JI Mbps (25,000 Kbps)

jaoioll:

e 100 : Jull Mbps (100,000 Kbps)
e 50 :&9,JI Mbps (50,000 Kbps)

SPSC PN | W

e 1:J,;ul Gbps (1,000,000 Kbps)
* 500 :g9,Jl Mbps (500,000 Kbps)

i wlile 3335 IMS Llgd I o bl JSuin wwguall doxs Lasbas IFC (ulro
adoYl anaaill).

lgs IFC
Algd a2 IFC ol XML J wld Kol ax>gi 2c198 >axi S-CSCF.
Ll ol jasio:

o {{imsi}} - IMSI J siwell
o {{msisdns}} - wlsgll pls,l ansls
© {{mcc}} - p¥l ool jo,



o {{mnc}} - pYl aSuidl jo,
s wlals sliwl IMS

curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{
"ims profile": {
“name": "Standard VoLTE",
"ifc template": "<InitialFilterCriteria>...
</InitialFilterCriteria>"
}
}

JbB e JUs IFC

<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>
<InitialFilterCriteria>
<Priority>0</Priority>
<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>INVITE</Method>
</SPT>
</TriggerPoint>
<ApplicationServer>
<ServerName>sip:as.ims.example.com</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>



i yms wlale sam5 APN (Jgwosll dlaii puwl) e bldl Jlas¥! e llos) aSuidl Jgosll bla.

Profile Types
..-"'--- ./.. --"'-.
v v v ¥
EPC Profile IMS Profile APN Profile Roaming Profile
Data Services Voice Services Network Access Roaming Control
9,20 APN

owl 23 APN JgSgig u pcog IP.

APNs assLidl:

e internet - e il W] pldl Jgosll
e ims - &,Lw] IMS/VOLTE
mms - laslwell 8yozio J5lw JI

vzwadmin - JSWI L (o s0=0

Jlo] oL IP:

"ipv4": IPv4 lass
"ipv6" : IPV6 laas

"ipv4av6e" : IPV4V6 (z93j0 pc>)
"ipv4 or ipv6": IPv4 ol IPV6 (aSwidl ,Lisl)

@, alo QoS J APN
doodl 659> wlaleo 23z,

29 QCI (aoa=xdl 639> ai9 9 ,20):



QcClI &gl el alls  aiglgVI

1 GBR aslxe wowo eVl
2 GBR as>lo 91049 Sl

4 GBR PYRVEL| Y Sl

5 Non-GBR &, IMS oo

9 Non-GBR  (uuislusl) cu,wyl iVl



9% sbuu]l APN JLls

# 1. w20 slis| APN
APN ID=$%$(curl -k -X POST
https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{"apn": "internet", "ip version": "ipv4v6"}' \
| jg -r '.response.id"')

# 2. &= @lo cliu] QoS _J APN
Q0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "Best Effort",
"allocation retention priority": 8,
"apn_ambr dl kbps": 50000,
"apn ambr ul kbps": 25000,
"pre emption capability": false,
"pre emption vulnerability": true,
"gci": 9
}'"' | jqg -r '.response.id"')

# 3. @ =i @lo slis| APN
curl -k -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
L
\"apn identifier id\": $APN 1ID,
\"apn_qos profile id\": $Q0S 1ID,
\"name\": \"Internet APN\"
3

los, APNS <, 2 alos EPC

lo, ;3 APNS a2 wlalay EPC Jgaz JY> o join epc profile to apn profile.

i wlale wld 20 oy, Lol Jgaz b wMauw J551 APN Cay i cale 9 205 EPC. (Say
i wlels sae Husi APN oy, calo | EPC 2>l



Jlomidl iy i wlals
9 aduasill §5Ugll g>l).
ax9y yill wlaledl Hauss

Subscriber

EPCP ofile
Required




# e olale guess EPC 5 IMS il slis| sl
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc _profile id": 1,
"ims profile id": 1,
“roaming profile id": 1
}
}

# Jiod | @y wlo ey
curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"epc profile id": 2
¥
}

wlalodl 6,y wlw,loadl Jiasl

1. b)) asslid] aeasdl wlsime @@z - aslane s m wlale slis)
(8 jwaio 14y )lize

2. oS yisino 838 sy il calodl i s - anty midl wlaladl plasiaw] ssle]

4,951 Jlis| Jpino go (il calall Jos oo saxidl - glsYl Jad ,Las|



[Service Tier]-[Speed]-[Features]
aliol:
"Basic-10Mbps-Internet"

"Premium-100Mbps-VoLTE"
"Enterprise-1Gbps-MultiAPN"

il caladl Jas s

O PV | I YRCYIN  PRSWIT VIV

‘ Operations | ‘ OmniHSS API I ‘ Subscriber |

Update subscriber profile

Success

On next attach/TAU

Location Update Request

New profile data (AMBR, APNs)

Profile active

‘ Operations | ‘ OmniHSS API l Subscriber

adWl 6 ,0dl o saidl s> i el calall wlnss J525 1 pge:

o wiill adlaio cyrx (TAU)
o Jlasl
o Jimws IMS (i calo @il IMS)

i il caladl o MSiine <8 LinSianl

andgioll as uull Gl Juas V I pisinall:



1. o1 o $éx AMBR (i =il caloll EPC (pusoll
2. pid o s AMBR o, cala) Q0S J APN

3. Gubai o $ix MME/P-GW gumo JSuin doaxdl 6392
4. Swidl ploaI o sin

Jazani Juus IMS:

1 e calo pusi go 345 IMS

2. b dxo o ixs IFC XML

3. wMauw a2zl 0 S-CSCF axlles sllasY IFC
4. sl osSi 25k S-CSCF

APN zlio j&:

1. o walo lay) o 8= APN a5 calay EPC
3. JLa¥l Ldb a=>l,0 PDN o UE



JoSgig p wlida;
OmniHSS

JsSeigu Lilw, wlass assell odn miogi Diameter Jud o dogcanll OMNIHSS. o3d g9
wldaslly lg>Yols sUasYl ColinSiwY s g0 wladaill.

ag>lg S6a (LTE/EPC)

a8>Looll wlogleo wlls (AIR/AIA)

odlo, MME J1,ui) a85Lasll o lexio.



MME OmniHSS (HS5) Database

S6a AlR
{IM5I, Visited PLMMN, Requested Vectors)
Query subscriber + key_set + roaming_profile
Subscriber data
i emsesa s s s s s AsE A NERAES R RS EARES RS AR RS EARsRSE SRS sE R ne
Check reaming allowed
"
—
alt [Roaming Denied]
Sha ALA
Result: Roaming Mot Allowed
Ml e e e e e
[Roaming Allowed]
Generate auth vectors (Milenage)
—
.-—
SGa AlA
Result: Success
{Auth Vectors)
. NS RN RN ESEAEEEEAEAEESELEEEE
MME OmniHSS (H55) Database

PRI | Y UPESN |

e dbJl: User-Name (IMSI). Visited-PLMN-Id. agllaoll wlg=iadl sac
¢ &l=uwwYl: Authentication-Info (RAND. AUTN. XRES. KASME)

ad9oll iz wllo (ULR/ULA)

bz, MME HSS JLawYl wbly ez iy I ikl gige.



S6a ULR
(IMSI, MME Identity, Visited PLMN)

Query subscriber + epc_profile + apn_profiles
Subscriber + profiles

Update subscriber_state
(MME, location, timestamp)

Updated
Build subscription data

(AMBR, APN configs, QoS)

S6a ULA
Result: Success
(Subscription Data)

annnni 1 Sl puniall:

e dbll: User-Name (IMSI). RAT-Type. ULR-Flags. Visited-PLMN-Id. UE-
SRVCC-Capability

e &lxuwYl: Subscription-Data (AMBR. APN-Configuration. Network-
Access-Mode)

aglai wlle UE (PUR/PUA)

ez, MME HSS J jiuiuell §luw 3> i boaic.



MME OmniHSS (HS5) Database

S6a ULR
(IM5l, MME Identity, Visited PLMN)

Query subscriber + epc_profile + apn_profiles

kL J

Subscriber + profiles

e
Update subscriber_state
{MME, location, timestamp)
Updated
Build subscription data
{AMBR, APN configs, QoS)
S6a ULA
Result: Success
(Subscription Data)
MME OmniH5S5 (H55) Database

HUazYIl wdls (NOR/NOA)

&ly MME HSS aalixo wlasl e,

MME OmniHSS (HSS)

S6a NOR
(IMSI, Event Type)

Process notification

S6a NOA
Result: Success

MME OmniHSS (HSS)




299all slaJ] wllo (CLR/CLA)

Iaw HSS &MY gdgall sla)] MME e .abas oi 0l o Juiadl oL OMNIHSS Jlw,| CLR
Gzxo g Glals.

CLR _ilali (Js; MME)

oo g39all cuan cldb shzl I el o loxic MME pgi, x> OMNIiHSS Jlw, b Glals
CLR oJ| MME a8l eMamuil] caslaia) gbadl.

i (459

‘ oI D el Jaiy, MME 0> ‘

Previous MME

S6a ULR
(IMSI, New MME Identity)

Query subscriber_state
last_seen_mme: "old-mme.example.com"

- [Previous MME exists and differs from current]

Build CLR message

S6a CLR
(IMSI, Cancellation-Type: 0)
(CLR-Flags: 0)

Delete subscriber context
S6a CLA
Result: Success

Update subscriber_state
(last_seen_mme: new MME)

Updated

S6a ULA
Result: Success
(Subscription Data)

——

i )l &lyasiall (CLR Lulal):

Previous MME

e User-Name: IMSI ¢ iiuoll

* Destination-Host: cavias ouwl MME (4, Lul
e Destination-Realm: Jlw MME g, Ll

e Cancellation-Type: 0 (¢yaxi ¢l 2] MME)
e CLR-Flags: 0



e Subscription-Data: JolSJl JLuaYl oy w5 calo

CLR >0 s (pTriggered API)

Jueeis Hdgsmall Sy CLR 8g8ll (S yiiuall Jas) dauzo | wlaulaill daxo o agzlg jue
(ag, Yl wlel 21 3i JuizY gio (Il coud (Jlodl Juw Gle).

MME OmniHSS (HSS)

S6a NOR
(IMSI, Event Type)

g

Process notification

«

S6a NOA
Result: Success

MME OmniHSS (HSS)

ananni )l laiall (CLR (amo):

e User-Name: IMSI J jiiall
 Destination-Host: cauaoe el MME 6,0 ;5 ais, oi sl
« Destination-Realm: Jlxo MME &0 ;51 aijs, ai sl

e Cancellation-Type: :subscription withdrawal (J lég mumo 2325 ,adino
3GPP TS 29.272)

e CLR-Flags:
o s6a_indicator: 1 (ag=ly ploziwl J] juwis S6a)
o reattach required: 1 (e wxy UE JLasVl soley asslaall s5le))

sLJdYI glosl

p£3, OMNIHSS 3 J 9y ssasi0 sla)] ¢lsIGPP TS 29.272:



g9l aosall o gll el as

¢ szl MME 0 V9,5 MME s5lc bl slali ULR (o MME 3,2

eap sl,2] SGSN - 1 Jai SGSN 3 Jadl wlag,luwG/2G

I o 2 sl lgi] & S92y Juas AP

cam sl,z] IWF 3 Jo bl aaglog cyam dayadll Sl go 9ol

eVl JlaiVl s> 4 322 Jazas a8>Laoll 83le] o9
CLR-Flags

nio CLR-Flags aJUll Jgaxll (e sgixg e glid ga:

oladl wadl o gll
go S6a/S6d 0 1 = agzlg ploxiwl o5 Sba
agllho JLasVl sole] 1 1 = e e UE 2> Jlasl <l 5]

0295 le Jlie CLR-Flags:

clr flags: %{
s6a indicator: 1, # agzlg plaxiwl Sb6a
reattach required: 1 # a0 laodl sole] 9
}

622%io wings L IMSI

gaii, OMNIHSS Juzaws MME 3 jidiae JSI (IMSIH). JSJ oadg MSISDN. punl> ol I3n
éJ_g.Luu ,n.g.n.] CLR 85a=i0 uLhyJLa.u.u @9 IMSI:

62c 11 gs,Lisxall MSISDNs. IMSI 15l



dniall A:
- IMSI: 999000123456789

- MSISDNs: ["+1234567890", "+9876543210"]
- last seen mme: "mmeOl.operator.com"

oI diedl I Jain laie MME a2

e Jlw,l 0i CLR J| a>lg "mme0l.operator.com" go IMSI
999000123456789

¢ WS MSISDNS ¢y ilio (uti I idinal] puas SIM)
* jusis Sginy User-Name e IMSIL judg MSISDNS

Guaamio a8 pixite 12 go,liaall (IMSI aglise): guas MSISDN

0 iz OMNIHSS 5946 MSISDN 6u9)l ((rosic Ol HSas ¥ MSISDN sxs ] 2>l
cadgll Guiti (x9S piiine). b xgll/Jadl slil w5 gos:

dpniad | A:
- IMSI: 999000111111111

- MSISDN: "+1234567890"
- last seen mme: "mmeOl.operator.com"

el B (Joidl o=y):
- IMSI: 999000222222222
- MSISDN: "+1234567890" # jas; MSISDN. SIM/IMSI aalixe
- last seen mme: "mmeO2.operator.com"

I ol =y boais B:

e Jlw,l pis o) CLR (IMSI calixo ik = aalixo)

o il iy A 59 Yo Mme01

o Juinall Jzuwy B (9 mme02

o (ailizo alo 55g21) o)l pubi (9 Galaisi LaadS VsSy Ol YSay



e Jlw,l @i CLR 51 J]| a>lg MME I jiiual) aiss) i
* &so> MSISDNs &l il soll IMSI Gles & gunio
o IMSI Lz guidd GuwlwVl zlias)l oo MME

1. IMSI wldoc :zliaadl ga CLR JSI Ll 0S5 IMSI, JSJ g MSISDN. gui
Jg9a> subscriber state last seen mme J ol cauws (IMSI).

2. 9 Jiie S dizmai S0y tasys asdae MME Hoiay 0>ly cidg (9 laid a>lg
CLR sl Jazanil] canlais gplo g s (lalil.

3.V CLR JLa (S o) I5] MME (55 5] : gl last seen mme s nil (o
15,1 & jinel] Juzws @)« Jlw,| i M8 CLR Wil ULR.

4. yoiaiy 1 iVl wlily Geesas CLR (slalil (sl ULR) srio
Subscription-Data &x¢luwal JolSJl MME JSWin @ludl cadais e oyl

5. Jbw,l piz tpreliio pat CLR alxiwl lais Y .(0lus GMbl) cpoljio it JSuin
ULA J MME sl CLA o MME pusall.

6. axll@@p CLA: Lily OMNIHSS o llxiwl CLA lelalow El> aisls
(:discard 398 )Ja.w.” u\s) J u\.wl.-.s .fJg.Lw 99 J.fl.w).” wlals o &ios HSS.

ag>lg Cx (IMS)

oxsiamall yougei wllo (UAR/UAA)

i -CSCF Jizumill Yo pasimall oS 1] Los.



Phone I-CSCF OmniHSS (HSS)

SIP REGISTER
Cx UAR
(Public Identity, Visited Network)
Lookup subscriber
Iy [User Authorized]

Cx UAA
Result: Success
(Server Capabilities)

Select S-CSCF

[User Not Authorized]

Cx UAA
Result: User Unknown

403 Forbidden

Phone I-CSCF OmniHSS (HSS)

oLl s wallo (SAR/SAA)

J=uy S-CSCF/cay 5 calo gz yivng pasiamel| Jas, IMS.



Previous MME New MME OmniHSS (H55]) Database
wazr MME | & isall | Jas,
S6a ULR
(IMSI, New MME Identity)
Query subscriber_state
-
"last_seen_mme: "old-mme.example_com
e
alt [Previous MME exists and differs from current]

Build CLR. message

Update subscriber_state
{last_seen_mme: new MME]

Ty
—
S6a CLR
(IM5I, Cancellation-Type: 0]
[CLR-Flags: 0)
Delete subscriber context
=y
[ E—
SEa CLA
Result: Success
............................................................................ »>
=P
S6a ULA
Result: Success
{Subscription Data)
P PR SR
Previous MME New MME OmniHSS (H55)

e {{imsi}} - IMSI _J=all
o {{msisdns}} = wailsgll pls,l; ansls
e {{mcc}}, {{mnc}} - 90, PLMN aJ ;iaJl

Updated

Database

loibwgll ads5Los wllo (MAR/MAA)

wlla, S-CSCF L) adsbasll wlg=io IMS.



S-CSCF OmniHSS (HSS) Database

Cx MAR
(IMSI, Public Identity)

Query subscriber + key set
Subscriber + keys
Generate IMS auth vectors

(CK, IK from Milenage)

Cx MAA
Result: Success
(SIP-Authenticate, CK, IK)

S-CSCF OmniHSS (HSS) Database

e9g0ll wloglao walls (LIR/LIA)

umdiay [-CSCF sl ¢ S-CSCF pasinoall paz.



I-CSCF I OmniHSS (HSS) Database
Cx LIR
(Public Identity)
Query subscriber_state
(Lookup assigned S-CSCF)
S-CSCF assignment
- [User Registered]

Cx LIA
Result: Success
(S-CSCF Name)

Route to assigned S-CSCF

[User Not Registered]

Cx LIA
Result: User Not Registered

I-CSCF I OmniHSS (HSS)

Database I

ag>lg Sh (o = alo wLlLs IMS)

pxumoll oLy «dlo (UDR/UDA)

Juirell ca,m calo by gulaidl pols willa.



Phone I-CSCF OmniHSS (H55)

SIP REGISTER

k J

Cx UAR
{Public Identity, Visited Network)

[
-

Lookup subscriber

«—

alt [User Authorized]

Cx UAA
Result: Success
(Server Capabilities)
*_......________......________.....________......_____

Select S-CSCF

[User Mot Authorized]

Cx UAA
Result: User Unknown
*_......________......________.....________......_____

Forbidden 403
o cemammenesassamasssssneanean

Phone I-CSCF OmniHSS (HSS)

wwosuwindl calell cuomi walls (PUR/PUA)

3 yidiual | Sy i wile wlly ,9.u.|o...| JI ,o.)l.'> AL TN



Application Server OmniHSS (HSS)

Sh PUR
(Public Identity, User Data)

Sh PUA
Result: Success

Database

Update subscriber_state
(sh_repository_data)

Updated

Application Server OmniHSS (HSS)

Database

IVl ol,luis] wll (SNR/SNA)

QO il Gloll ol us sulaill pols s .



Application Server OmniHSS (HSS)

Sh SNR
(Public Identity, Data Reference)

Store subscription

Sh SNA
Result: Success

bl ki Loais ...

Sh PNR
(il calodl cuam L))

Sh PNA
Result: Success

Application Server OmniHSS (HSS)

ag=lg GX (amwsblumdl oSou)

Jas, OMNIHSS S PCRF (5,590)ls amwlawdl 2clgd aaulog) dg=ly yuc GX.

Slail o, bls camwbadl u9Si raduatill a,lonoll awarigl QOS.

ol - YlaisVl (w9 oSl walls (CCR-1/CCA-I)

cdlny P-GW awl> sl sic awlowd! xclgs PDN.



S-CSCF OmniHSS (HSS) Database

Cx MAR
(IMSI, Public Identity)

Y

Query subscriber + key_set

L J

Subscriber + keys

Generate IMS auth vectors
(CK, IK from Milenage)

0

Cx MAA
Result: Success
(sIP-Authenticate, CK, 1K)
.*__..__..__..__..__..__..__..__..__.._..._..

S-CSCF OmniHSS (HSS) Database

anuns 1 ol arioll:

e _dbll: Subscription-Id (IMSI). Called-Station-ld (APN). RAT-Type. IP-CAN-
Type
e &l=uwwYl: QoS-Information (QCIl. ARP. AMBR). Charging-Rule-Install

ez - gloitVl 9 oSl wlls (CCR-U/CCA-U)

oz P-GW aud Al ol s,



‘ P-GW I OmniHSS (PCRF)

{ Database

Gx CCR-U
(Session-ld, Event Trigger)

Update pdn_session
(Update timestamp, RAT type, etc.)

Updated

Gx CCA-U
Result: Success
(Updated Rules if needed)

OmniHSS (PCRF)

‘ P-GW I { Database

slgsl - YleisVl 9 oSl wlls (CCR-T/CCA-T)

Jlas, P-GW awl> <lguil sic PDN.



I-CSCF OmniHS5S (HSS) Database

Cx LIR

(Public Identity)

Query subscriber_state
(Lookup assigned 5-CSCF)
S-CSCF assignment
alt [User Registerad]

Cx LIA

Result: Success

(S-CSCF Name)

NSRS

Route to assigned S-CSCF

[User Not Registered]

Cx LIA

Result: User Not Registered

IHCSCF

OmniHSS (HSS) Database

a95Looldl 65lc] wlls (RAR/RAA)

I, OMNIHSS (PCRF) J] s @@Ll cuai P-GW.



OmniHSS (PCRF) ‘ P-GW |

wolloe dawludl s
(aud5s a0 (JUadl Juww sl VOLTE)

Gx RAR
(Session-Id, Updated QoS Rules)

Apply new rules

(dvavao alol> sliw] (Jladl S le)

Gx RAA
Result: Success

OmniHSS (PCRF) ‘ P-GW |

q.g:l_g RXx (Ja.:l.w_g aw s IMS)
Jaz, OMNIHSS S PCRF agzly us RX Lailwg yazsail IMS.

Sl wladlSs wlesxd VOLTE lailwoll yasgiie asluadill.

«lls AA (AAR/AAA)

cdla, P-CSCF awmdz) Laslwg)l jaygas IMS.



P-CSCF OmniHSS (PCRF) P-GW ‘ Database

SIP INVITE (4aJlS VOLTE)

Rx AAR
(IMS1. Laslws! Caws. SDP)

Lookup pdn_session
(¢ el IMS PDN Lauill)

aulz oo siall 5 PDN

Create Ite_call record
(Codec. bandwidth. flow rules)

anllSall sLi] o

Rx AAA
Result: Success

dauaiall dlolxll Hlae] £y

Gx RAR
(Q0S awaaxoll alol=ll, SDF filters)

Create Dedicated Bearer
(alol> GBR wguall)

Gx RAA
Result: Success

SIP 183 Session Progress

P-CSCF OmniHSS (PCRF) ‘ P-GW ‘ ‘ Database ‘

ananni, )l ologlaall:

e Jud= SDP soo il gladl jo 9 juo il 2uo=il
o Uollaadl soo,dl Uaidl o e ol (UL/DL)

sLis| SDF filters laslwgll «ladail
* e duauazal| alo | (BY) Gx RAR

awd=dl slgil wlls (STR/STA)

Loz, P-CSCF aumd> slgisl aic IMS.



Application Server OmniHSS5 (H55) Database

Sh PUR
{Public Identity, User Data)

[
-

Update subscriber_state
(sh_repository_data)

Updated

5h PUA
Result: Success

Application Server OmniHSS (H55) Database

ag>lg S13 (EIR)

Joz, OMNIHSS S EIR (wlisoll 4,599 Jzuw) dgzlg e S13.

ol EIR o g@midlg iolanall argn o luatill goxill IMEL o,bls
chrguall pilgall.

agd o 2ull wllo ME (ECR/ECA)

Jioe cllay EIR (o, (5] MME) wlasoll oo gamill.



MME/EIR Client OmniHSS (EIR) Database

S13 ECR
(IMEI)
Query eir_rules
(aasloo IMEI xclg9 2o regex)
aallaoll aclgd
Evaluate rule actions
- [Rule Matches: Whitelist]

S13 ECA

Result: Equipment Unknown
[Rule Matches: Blacklist]

S13 ECA
Result: Equipment Blacklisted

[Rule Matches: Greylist]

S13 ECA
Result: Equipment Greylisted

[No Rule Match]

Apply unknown_equipment_behaviour config

S13 ECA
Result: (¢Sdl o] I3kiuwl)

MME/EIR Client OmniHSS (EIR) Database

wliroll all> ous:

* (sbiay aoild) ay zgomo jlg=xll - (0) a99 ymo0 jut wlonoll
o Jslazo jlgall - (1) shhgaudl aailall (n9 a>,a0ll wlaall
o amii i 99 @ toomo jleRll - (2) anlodl anilall (19 a0l wlanall



aollSs t Jo Sl aodlSall 9955 VOLTE
aolSo slac| VOLTE wlg=lg sac jglay algldl I algldl oo
Application Server OmniHSS (HSS)

Sh SNR
(Public Identity, Data Reference)

>

Store subscription

Sh SNA
Result: Success
.1 .....................................................
Ul e Leaic
Sh PNR
-
Sh PNA
Result: Success
_____________________________________________________ ..
Application Server OmniHSS (HSS)

JoS9igull < MSiino 8 LiaSiwl

adsaoll Juius (S6a AIR)

1. cumo JSuin gwiliall & g00 (985 pi (Ki. OPC, AMF)
2. ool SQN (5,500 <Miss Jla culS 13])



3. 6,531 aSuill gomws Jlgzidl xclgs
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# s JSO pows wlo L]
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \
-d '{
"roaming profile": {
"name": "e i JSO glewdlI™,
"data action if no rules match": "allow",
"ims action if no rules match": "allow",
"roaming rules": []

A Jlg2ill jas,

# i JS gioy wlo ¢ Lliu |
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \
-d '{
“roaming profile": {
"name": "Jloxs V",
"data action if no rules match": "deny",
"ims action if no rules match": "deny",
"roaming rules": []
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# socls slis| AT&T
RULE1=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": " ¢ lewd| AT&T",

"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"
¥
}' | jq -r '.response.id')

# sacls slis | Verizon

RULE2=$(curl -k -X POST

https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \

-d '{
"roaming rule": {
“name": " zlowdl Verizon",
"mcc": "311",
"mnc": "480",
"data action": "allow",
"ims action": "allow"
}
}' | jg -r '.response.id"')

# oclgall by ol b1 9, go wlo slis]
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \
@ T
\"roaming profile\": {
\"name\": \"hsé soxiodl oL VYol oS w\",
\"data action if no rules match\": \"deny\",
\"ims action if no rules match\": \"deny\",
\"roaming rules\": [$RULE1l, $RULE2]
}
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# bz SHg o L L gows 8268 clis| IMS
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "hss oL L - T-Mobile",

"mcc": "310",

“mnc": "260",

"data action": "allow",
"ims action": "deny"
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# aalSoll aSlid| Jb> soc s ¢ Llis |
RULE=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "aalSolJl aSuad| las",

"mcc": "206",
"mnc": "01",
"data action": "deny",
"ims action": "deny"
}
}' | jg -r '.response.id"')

# ol 9| zlowd|l go wlo ¢Llii|
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \
@ O
\"roaming profile\": {
\"name\": \"aelSoll olSiid] jhs\",
\"data action if no rules match\": \"allow\",
\"ims action if no rules match\": \"allow\",
\"roaming rules\": [$RULE]
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curl -k
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J=dl:

curl -k -X PUT
https://hss.example.com:8443/api/subscriber/[ID] \
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olo 14 cuudl EPC 1999,
seleVl:

o askanll Jis oSy Jiiall e el gl
o cilo 329y V" :llas EPC Louazo"



vl wlglas:

1. Js> oo 8= epc_profile id J, el
2. Galo >979 o Bax EPC:

curl -k
https://hss.example.com:8443/api/epc/profile/[PROFILE ID]

J=dl:






Sloall JlaiVl o MSivo

oeleVi

o canaoll W] lao 2295 V" cllas|"

o oS idisall grazm) wloasdl Jius
Jolallg asilundl ol VI
aSaidl Jlasl 11 caunndl
ool VI

o 151 Juaiy ¥ ulaill
o Jlai¥l dlgo slgiil slasl
o Jius ping ubaidl ]

vl olglas:

1. oo aSauidl JLasl oo saxs OMNIHSS uladl Ll

ping [PEER IP]

2. Jgosll Ll laall saio OIS 15] low i

telnet [PEER IP] 3868

3. (3868 sainll) Lladll jg 0 45 = gowws Glaxll Hlaz aclgd o o S
J=Jl:

o loxll oz xelgd cyaxs



cruo at ladll a9 12 cannll
eleVI:

o Jlas¥l oYglxo Juins
e Jsls Jius CER/CEA
o Jlas¥l ubadl as

1. 9 L lasll (955 a=>l e runtime.exs:

o ol po iz Origin_host ,ulaill asdsioll aosll go illaiy sulaill
0 eSS Uo Gax5 origin_realm

o 0lsis 0l po $ix IP o sulail
2. sllasY oVl o gix CER/CEA
3. &bgis yalaidl usSs Ol o sax Origin_host o olxJl OMniHSS
J=Jl:

e ‘o runtime.exs 95
o Jwiw sole] OMNIiHSS Sl juss 2x
o whbxell o gaxill julaidl Jgdmo go (il

oslguidl & MSuiso 13 ]l (TLS Diameter)
eleVl:

o axdlbao il JlasVl Juiwsd TLS

o sslgad] gz slas
o axllo it solgadl" of "sslgid] am Mo cagiil" slas

vorswiill wlglas:
1. 9 eolead] wlals 5929 o o= priv/cert/

2. 8slgidl @ slgisl o Gaxs:



openssl x509 -in priv/cert/diameter.crt -noout -dates

3. ablS whblgad! alwdw L-)i o S

4. Jln 95 5] judaill slgi o o TLS Jolio

J=dl:

o azyuall wblgadl dbwdw s

o Juiw solelg solgud] wlals cyaxi OMNIHSS

salaidl gados a5 gulloi poc 14 cananll
el VI

o dgllball wliuladl acx Y (S ulaidl Jas,
* esfre b Gubill' @OUas"

vassuisill lglas:

2. Uollaall gulaill pea ulaidl of oo i (S6a. Cx. Sh. &])
3. Jsls azzl e CER/CEA oMol (o

J=Jl:

o il allnall wliplail gaai bl 51555 Ol go a5

o andgiall wilbgll go ullaiy subaill 55 O] o i
o sty ol vy MME S6a (16777251)

o atx ol ez S-CSCF Cx (16777216)
o a3y ol ez P-GW Gx (16777238)



ool slas| liuSiawl §9235 lolaze

4 Omnitouch Website

2 ysitnall (yfai

HTITTTRAN uimnr.narge
v a =)l X4 Downloads
- -
|
v
Tulaan sl e
FEPC calo apal dn
..u-
T
T iz poleall s
¥ "
v
¥ cpalps b alfis Adls s
TSON
) |
L ] L ] r
EPch-‘l‘J.ull puilaall ik pans waand wrlalll Galall sale] ylacl MME =i [N TEE

SON Guns aale] gl



ob‘lg_u_Jl oxcld wMSiuo

e &>, API 500 slasl
o oSl a>o) Jpomi Juius

o obbl sasliy Jlai¥l Juiss" slasl"
o solny pMaiwl shol
@9gio wlilull 6acld pols 11 cannull
seleVl:

o wlsleriwl gro> Juwai API
o los pSxill a>g) jglos
o JlaVl jas, o5 slasl"

vosuinill wlglas:

1. wlldl sacls, JLasYI | Lisl:

# poxiws «iS |5] PostgreSQL
psql -h [DB HOST] -U [DB USER] -d [DB NAME]

# poxiws oS 15] MySQL
mysql -h [DB HOST] -u [DB USER] -p [DB NAME]

2. olldl eaels pols e wlldl 82cls do0> b o §axs
3. wblul 6268 sl aSaid]l JLasl o i
J=dl:

e wlll 82cl8 doas s
o wlldl 8228 ol Wi o]



o wlldl 8acls pols ] aSidl auzgi o (i
asusuo jut wllbudl 6acls Hloicl il 12 caundl
ooleVl:

e a85Lao)l Lid" slasi"
o J oSas Y OMNIHSS Jusisidl £ ais JlasVl

vorsuwinill wlglas:

1. 9 olldl sacls (eSS ax>l 0 runtime.exs
2. olldl 82e 8 Juoe plaziwl Lo sieVl wlly Lisl
3. wlll 625l pasims wligdl o i

J=dl:

e 9 cwaxs runtime.exs
o bl 822l8 pasiumal daxmuall wligsVl gio
o Jusiws 6ole] OMNIHSS (oSil s 2z,

JLaiVl ac game slaiwl 13 canmall
ol VI

o dzlaiio 500 slasl
o i>lio wYlail 3295 V" clasl"
o Jiw | $285 aJIO@Jl Joxl ol i

vl olglas:

1. olldl e B 9 adlHl wYLasYl sae o o
2. 9 wlldl 8268 acgoz0 p2> da=>| o runtime.exs
3. a9 Ml wlhis s JLa¥l plaxiw! aisl o

J=dl:

* D55 9 dcg0xmall px> 8ol runtime.exs
o Sk JSuin asgamall wasiiwl 15] JLas¥l by s (29 Guiill



* L lwoiwl Raio Joxdl 9IS 5] wlld] 62e 8 puwsi 9 dail
aindos wloMainwl 14 cananll
ooleVl:

o ollxiwl APl 13> aitda

o S il e cadl wldae (9 algoll slgisl
e glai,)l CPU wlll sacls (o8

varsisill wlglas:

1. audadl wlMaiwdl Jxw e wlld] 828 o Meiwl
2. 830=xa]| aidad| wlbMeiwd! o=

3. 839800 yw,lg9 2929 o Gaxill
4. Johrzll plasly (S iinall 308 o gaxill

J=Jl:

o abdadl OloMsiw¥| i

o oxsdaall yulgall aslo]

o olll sxcls s@@] G 9 laill

o oYl o) 5] WLl 82818 puwsil laglazill






o aSuiv Jla¥l I iiall oy Y LTE
e as,u MME JlasVl
e aul> sbi| ain o) PDN

Joladlg axiliadl wlauVI

ue99 o Jlgzull 11 sl
ool VI

o Jlozil i Juiusy aiSly a jinll aSuid] Gl & iinall Jas,
o Coomo st Jlgmdl" cllasl"
o oW ol oSy w8l jasd Jeas

vl olglas:

1. yo 8= roaming profile id J ol

2. xelgally Jlg=idl calo e o Msiwl

3. o &ax MCC/MNC g, cani il aSuind)

4. aSuidl i 839290 Jlgxidl 8acls cuilS 15] loo §axi

J=Jl:

o Lol i (il aSuinl) a9lo] MCC/MNC
o zlonl) Jlomill colo) (o8l sl,oY ey of
* oSl sl

9% 12 waaudl APN g9,
ool VI

o awd> Jisi oSy JLai¥l m=i; PDN
o cllasl "APN (o "9 y20 sué MME



o olly Jlasl Gls Jganl Jiiall oSay Y
vorsuiill Clo @@ ¢:

1. walo O o Bax EPC wlalo e 59 APN ala yo

2. Um0 Ol o i APN lez)l adl, Lo go (§olaiy
3. wls Ly\g&: O ,oyxl.wl APN

J=Jl:

. Loy, cilo, EPC Jiiialls ol
o ol Ol o 35T APN lexdl (1655 go ola,
o als 5929 o axi QOS 5 olxdl APN

3 caadl: MME Jucio jus
ooleVl:

¢ g0 Jlail 325, Y MME

o Cibgio lasll ulaill
vasaiaill olglas:

3. 0l o Gixi MME gulas oca, S6a

J=dl:

o Jgsmns Jlas¥l MME

seleVl:

o 50 850 Jlal aiSay ¥ aiS)y JaiaS & yixinall el



o gilgl o gullais ¥ aJlxI
o Jlasi¥l sslely Joad Juins

vorsuwinill wlglas:

1. olldl 82e B o Jiiall Al (e pMriwl
2. wliusi 5929 o Gz MME aoyasll

3. cuaxi 3 il gllall o i
Jd=Jl:
* (Jas sl z]) J el b o

o uw sole] MME 4 il s 9 el
o o uinall Jpsin 8ole] oIl llai, 28



Jozui slUasl liaSiuwl 92 lalaso EPC






T~ =

o J Lzl J el oS0y Y VOLTE

o "Lz Juiwd IMS" lexl Lle

o Joxy ¥ weall oSJs wllyl Joss
Joladlg asilidl wlauVI
1 cuadl: IMS I siaoll Moo
ool VI

o 229 Y oSy wlby I niell sa) IMS
o oall e Jumidl jas, o5

vassinill lglas:

1. Ja> o gaxily Juiell e pMeiwl ims_enabled
2. apn] il ol oo Gax ims profile id (ju=o

J=Jl:

2 cuaadl: S-CSCF i as
seleVl:

e ol gro> Juiwai IMS



* 9o &5 ,> 2>gi ¥ Diameter _ aslzio IMS

vorswiill wlglas:

2. yulai ol o $ax S-CSCF Juaio
3. 0l o iz S-CSCF gulas aca, CX

J=Jl:

o ol )| S-CSCF

JU5 :3 cannddl IFC @nllo jut ol 398205
weleVl:

o clsl i)l Juins User-Authorization-Answer
o adlsio slas| IFC oMl (09

vassuisill lglas:

1. walo ¢ eMriwl IMS I iinall poll

2. 5 sg>g yo g IFC
3. ¢y a0 o Hax XML J IFC

J=Jl:

. ez (M5 Ll IFC wlo
o aliol Lle Joanll Lail IFC

J ye99,0 Jlgzull 14 cudl IMS
seleVl:

o Jox IMS ajiall aSisdl e
o Jloxil xie Jins,
o Joz ¥ 8g wbll Jlozs Jos, IMS

vausuinill wlglas:



1. c2] o i IMS Jlg=ill calo 9
2. lgua) Jlgzill xeled ol o o= ims_action muouall

J=dl:

o J Jlozill cala) uiol,asYl sloYl cyami ol IMS

Jazani slasl liuSiuwl §9>Q0€Q lalase IMS

e - -
Gl BAFL @l
|
¥
il S, Ja
' .
' ",
' \
T
wlildl pasls pals s .
T las, Taila, aulmiial
= ; ¥
| '. v
|
¥ |
) ,.u.pz'. fll
' _ | _ ' _ v
rumkirme_exs caum abila ] celo Ml Ll dbganall ane bl woligd¥ o gams
¥ B T— —— T : ¥
il 82515 dma £y il ppsmini " OmniHSS e ssls]
——— ¥
— "



wlbdIiSe Juns VOLTE

o Juws TRy IMS Jiuss o lad (Sl QSJ_g
° .).7'3 oL?J| Uo oo

o Lsall (s aallSall glasis
o Sler)l Gls Maa)Kall clins” las

Jelxllg asilindl wlumVI
1 cuaadl: P-CSCF Junio jut
seleVl:

o oladlSall Linss oS Jumwid] Jos
¢ il Garsss Jund

vasaiaill olglas:

2. jabs Ol o 825 P-CSCF Juaio
3. 0l o $ax5 P-CSCF sulai aca; RX (aaslsy OMNiHSS PCRF)

Jd=Jl:

o z)o| P-CSCF

o 255 Ol oo $dx P-CSCF J] s, OMNIHSS J Rx
39990 lailwgll Joughi 12 caxmull
ol VI

o Linay oSg dalSall slae] oy
o Jsls Juws AAR/AAA
o dgzly 9 slasl RX



vl wlglas:

1. SlwJ oMzl (o gax Diameter Rx
2. pMiwl o 8= AAR (AA-Request)
3. alxiwl o exi AAA (AA-Answer)

J=dl:

o Ol o Gixi P-CSCF Juw » AAR Laslwsell Lasgail
o Gulai (eSS o §ax Rx J OmniHSS

oMo 13 wuadl QoS/Js Ul
weleVl:

° .).7'_9 ol.?.':'| U0 g0
® bi9> o Wi

vassinill lglas:

1. Galo yo i QOS , Lol APN woall ol

2. O )0 (§aRI QCl Taruo ‘l&u\u ) (i='>.)|.$'— QCl 1 ug.‘a.U)
3. 0l o Gixi P-GW J JLuaio GX (aidog PCRF)

J=dl:

. BYRLELY J APN IMS
o 91555 oo 35T QCI 1 Luguall JsLU
o ol o] P-GW oYl o) 1)



lodlSo slUasl OliSiwl §935 lolao VOLTE




o Jlszidl aie dozy ¥ oSy Jiiall (8 & iisnll Josy
o ol Jow Y laiy (Il il wlSuid] jasy Josi
o (Sl ol) woall Jaszs ¥ oS)g wlll Jlgz Jos,

Joladlg asilidl wlauVI

oo Jlg=i alo 3595 V 11 |

ool VI

o Iyninall sl Lisi,
ot gl S e Jsziy

vassisill lglas:

1. ¢ pMsiwl roaming profile id J il
2. &, Jaxl oIS 13 loo i

J=Jl:
awbadl alounlgs yog9 ro Jlozidl 12 caranll
seleVl:

vl olglas:

1. a2 MCC/MNC i I ninall jlg> oo lgisls caas oaill aSuisl] MME

2. Juiel] Jlgzidl calo (& pMeiwl
3. anlas] Jlg=il 22198 o oy MCC/MNC



4. ozl Galoll (ol sVl s,5Y1 o i
J=Jl:
o gl cres il aSuind) 7 lowll aslo|:

curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "Ly L wes idl aSuidd glowd |,
“mcc": "310",
"mnc": "410",
"data _action": "glewJI",
"ims action": "z LewdI"
}
}

oSlg legs zgomo wlibudl 13 cadl IMS Logs 0

ool VI

o ol Jlgxs Joss
o woall Jlox Juinas/IMS

* pomio dodl 9
"a..:uu.J sasd | ulg.ln: :

1. Ll cros il aSid) Jlg=idl aelgs e pMaimwl
2. a8 o $8x data action JLlso ims action
3. Jls=ill cala) ol a8l wlsl oYl o Gaxs

J=dl:

e tlowd Jlg=il 82cls cyoxi IMS:
°© oms ims action: "z lewJI™
o ey gl ims_action if no_rules match (J] cwasuidl calall o9
g lomd ™"

oluasil el al,



o &dsio b JSuin 85g2Y] o> ei
o a8 pumall 85g2Y1 Jlaz oy ¥
© o axidl Juws EIR

Jolallg asiludl ol VI

saani 11 canadl IMEI gasuo jat
ol VI
o bl JSuin 62 W zlawdl/ o>
* o bt JSuiw saclall gllas
varsainill wlglas:

1. xclgd ¢ pMaiwl EIR
2. gl acls L"si SVEC Y,
3. o plaiisdl jusil oo Hlis| IMEI (Jesall

4. sxclall w'):;/aJ__SJBi 00 GAR

J=dl:

o Gubill QOGS a5y elaiiall usill L
o Uotr ol Jgl) sasladl ey 9 bl

2 caundl: MME oLl Juw,, V S13
eleVl:

o oo saxidl waxy Y EIR I3
o aclgall ge laill jas 6529 prand Tlandl o



vasaiaill olglas:

1. ol 15 lao $as MME agols plaiwy GsSo S13
2. julai ol o $ax Diameter MME Laiso

3. Gulai o> o 8= S13
4. eSS ax>l 0 MME

J=Jl:

o 855 MME (o gaxill sI5Y EIR ,uc S13
o ulai ol o i Diameter gulai pca, S13 (16777252)
o Josuas JLas¥l MME oY1 o) 15

avol ol 62cld 235495 V 13 |
ol VI

o @sio pb Jslw lg) 82518 sl go Sullai ¥ (il 65g2Y]
vorswinidl wlglas:

2. 62cld cuilS 5] Lo o= catch-all 859290

J=dl:

o po> aisllao) *. alaiio yusi avolisl sacls aslio] IMEIS
o (chhow aosls ol slioy dald) cawlio sly>] Gusi
o 528 L8 soamall acloill Laxs o 2SOV Ul catch-all

sVl o MSuino

oel,eVi

o ollxiwl AP agla,



e Wl algo slgisl Diameter
o plaxiwl CPU gas o 8,513l o
o s dn oSl d>gl Jiax

Joladlg asilidl wlauVI
&9 0 wlily 6226 Jo> 11 canull
ool VI

o abda wlles)l gro>
o plaxiwl CPU gas o wllul 605l (9
o olodaiw)l algs sleil

1. obll 826l ol 5)lg0 plaxiwl o six
2. auladl wloMauw Y o=
3. 829840 wled 2979 o Bix
4. pMaiw)l bloil aiél 0
J=dl:
o aidadl oloMeiw ¥l =i
o bl sxels W] pu,leall aslo
e wlildl 828 5)lg0 8oL
o oLl 626l puwgs o laill
. ol

eleVl:

o )l yo 0 go sl jonns

o oS uirall 528 gai sladl las
o Lol JSiw dtda aaslall o llasl

vassuinill wlglas:



L oSsiinall 5xs (Jlaz] oo pMaiwl
2. Jolazll plxsl o i

3. pMsiw)l suiii lalas aszl e

4. 5,ls0ll plxziwl ol &l 0

J=dl:

asad| 18,1 Laylasall
6,051 oLl ol gamo) oloMaiwdl oyuums
6uSIl il oy (o8 laill

2ol o3 15] eadgall il auhis

paloi o MSiuo 13 wuaull Diameter
ol VI

o _ aslrin]l wldasll Diameter aida
o o lai e algoll slgil
o soaday U3V Gasdly casun ssladl pas,

vosuwinill wlglas:

1. O AR
2. soladl uladl aaso

3. ol W] (Seidl JsYl o L]
4. plaill 5)lg0 plaziwl go Fax

J=dl:

o ulail sl @ ¥Suino (59 aamill

o ooVl Jol o aSuid] [luke (o Sam
o ablusl jllai aslo] 9 laill

o algo 8ol Diameter oYl o) 1]

65131 & MSuino 14 cananldl

ol VI



* 5,515 plaziwl OMNIHSS gas ;0
o 5,513l slas elasi

o )l yo 0 go sl jonns
”a..:n.uu...' adl ulg.ln? :

1. 6,515 ploziwl o oz OMNIHSS sulaill daxeo 9
2. 8,513l ol audl o

3. O)S|)J| u\s ul.u.;).uu 3979 o GAR
4. oblxe| a==l 0 VM Erlang

J=dl:

o Jusiw 85le] OMNIHSS ais3all ala| gue

o el (8 elaiwIl saiwl 3] 681301 i (58 Suiinill
o J o Sl whlxe] laws VM Erlang w9 runtime.exs

o il Baise plasiwdl Ol 13] 65g2Y1 &8 i) lagasill

goleVI

o S o aiSly JuainS Juisall gla
o dannd Al ologleo

o Jiinall Juas 5Say Y
Jolallg asilundl ol VI
Jusaini solel/ Masi 11 canwadl MME
woleVl:

o Jiinall ,elay MME paxy azs o s3I polxll
o Jusiw 8ole] s JLas¥l I uisall oSas Y MME



o ays allal
vassuinill wlglas:

1. J Juinell dl> o §ax MME el
2. 05 5] oo §éxi MME alysiss xael 28
3. J Jlail ,5l wdg o siaxi MME

J=Jl:

o (] Gaziiw) s3]0 600 Dusisall Juaiy iz sl
o o Jikinall &> mao
e e wxy MME Jlw,| Cancel-Location Juwiuwidl ssle] aic

aSuidl Juod pMiwl pis o 12 ol
ol VI

o LaiaS el SJs I iinall Juin oliy) o
e oluls Jls PDN o llul sacls Lo
* 9ol s pis o

vosuwinill wlglas:

1. ol pllall o i last_seen J il
2. (oLl ol wlebw) o8 Al euilS 13] low i

3. Joosl W I iiall jlez O 1] loo sis

J=dl:

o sl 8,0 Jiinell Juais beaic d] o piiaw
o (ligais o 15)) Al algo slgul iz UauVl o
o I35 aayall alal) Goxy Guais ,oIl J OV ey 25

wlbluadl 6ocld Hluus 13
eleVl:

o Jslall s adiaio b all>



o wizYl zliso)l wlSlgul
o el go ivlows Y Al

vassisill lglas:

3. &z o)l o, LYl doduw o (Gix

J=Jl:

o aiiall ol lols 2o
o o obll 62l Carlais soYl Callaiy 2
o Ll azwly sbuall <olS 15] ae b Jlasyl

< MSiso API

wole Vi
o &>, APl slasl
e ollxiwl APl abla,
o SULSI cuamf/slis] oSay Y
e 500 slasi

Jolxllg asilindl wLlauVI
axdlo jut walladl WLl 1 !
seleVl:

o 422 41 400 sllasl
o il las Jilw,
o Jaxll jas, e

vl wlglas:



- 833mall Jgaxll sllasl e Jguaxl) Uaxll il az>l 0

b St o i AP
asllanll Jsaxll 5979 oo Ga
olll gloil o i

J=dl:

B woN e

. zo $9lo1) cllall Uy Mo

o wollaall Jsaxll graz (ueiai o 2SI

wwiz YVl zligall 26 12 !
weleVl:

o i sliw] oSay VY
o las: "key set id azgs Y"

* d9790 uk gzall OLSII
vassisill lglas:

2. gz ol LS 5929 o Bax:
o key set id = mslao)l wlegozo

o epc_profile_id -» wlals EPC
o ims_profile_id » «wlalo IMS

J=Jl:

o Yol ez ,0ll oS! cliwl

* 19290 OLS W20 ploziwl _9i

wLlul sacles JLasiVl i3l
woleVl:

e 500 clasl
e wleleaiwl gro> Juinai API



e ULl sacls JLasVl slasi

J=Jl:

Ua.u:u.u.njl ).0'_9'_9 0'_9.)'

1. plaidl e aole o las

o URL: https://[hostname]:7443/overview
o pladl b alasudl wluwdzdl (uS yisinell soe 1 gaxi

2. ,lasall all>

o URL: https://[hostname]:7443/diameter
o dbais az =l Slaill gro> @ gax

3. $aaloidl asuo

o URL: https://[hostname]:7443/application
o Juiudl 830« ldasdl 3 8 ST ploiwl @ gaxi

wonsuwini olgl API

curl -k https://hss.example.com:8443/api/status
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# abwl o, IMSI
curl -k
https://hss.example.com:8443/api/subscriber/imsi/001001123456789

# abwl ¢y MSISDN
curl -k

https://hss.example.com:8443/api/subscriber/msisdn/14155551234

# abwlg, ID
curl -k https://hss.example.com:8443/api/subscriber/1

curl -k https://hss.example.com:8443/api/subscriber
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# wlo EPC
curl -k https://hss.example.com:8443/api/epc/profile/1
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curl -k https://hss.example.com:8443/api/ims/profile/1

# Jloxidl wls
curl -k https://hss.example.com:8443/api/roaming/profile/1
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openssl s client -connect [hostname]:8443 -showcerts



wLllul sacla, JLaiVl Lzl

# PostgreSqQL
psql -h [DB HOST] -U [DB USER] -d [DB NAME] -c "SELECT COUNT(*)
FROM subscriber;™"
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mysql -h [DB HOST] -u [DB USER] -p -e "SELECT COUNT(*) FROM
subscriber;" [DB NAME]
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grep -i "database.*error" /var/log/omnihss/omnihss.log



Loais W/ uwaigll ol (J] aumaill o9:

asigo wlshzl al> oSar ¥V JolSIL plaidl Juius
adamio pb olly 8365 al> ol wliladl sluss

gisio b Jolw of lgas JoSiino asmo s slasl
Jasill el> Soy Y shVl o MSino

as Trao b Jsos sl arial wols>
Sigo it Jolw Jo> aliwl

OHosais p8 usaill aic:

o U kA w N

ool isio i Juinsy s3I Lo - asluagidl ol e VI

- J=all aslaSiwl cnd s3I Lo - saziall wlglazll

- alSinad | glas il aball s Jazudl wlalniis - woMawall

. oo dbio @l sl - GueSill runtime.exs (awlwsll bl slasl, o8)
. luo] - aiaadl OMNIHSS, Jysiidl plai Slas] wolilul 82618 las]
el Gle il o iliadl (S il sas - uilid

. a8 ginisadl aliol - IMSIs alSw @V J| jelai 85320

Uoall e sumaidl p9) as xdl & MSuuoll:
e Llo Jlaso plail

o Jla¥l Gle oo ols ut oS uisall gra>
o obll 8xels slus

o ol 9,5

(Jordl wlebw JMs ool lgiis) azmll jut o MSisoll:



o> Josll Say 2>lg I e wWSiino
ai 5] ) Say 3l sl e

o onun wlblb

&5Usll Jo> aliwl

assLiadl Uasdl Ll £ 50

adsLoodl sUas|

Uozsdl allw, carand| J=Ji
FEN N PO
"ol Juiws SQN" SQN goljill ¢ l5
" ¢ &) yidiaall" IMSI lo Uo o8
29790 pf I iinol dlo e D ]

Y Y PRGOSV PN enabled=false



Slosll sUasi
Uosdl alluw,

" daill Jlasl algo slgil
lasll"

"Il s CER/CEA"

"ros_C«,)_o)_;,C I IIII

"andlao Jiud TLS"

o298l gollas poas

Gasdaill peay ¥ ulaill
wsllaoll

6)[.@.&.” w9 alSléne

Ll 6xcls sUas|

Uosdl alluw,
"JlaVl yas,) o
"a55Laall Jus"
"a>lio wYlail 2795 V"

"o MaiwY| algo lgul"

Sl

aisgio oLl 625l

aibls slaiel bl

ac gazall slaiiwl

qucu p)lm'

J=Ji

J=Jl



sUas1 API
Uzl alluw,
"key set id azgs Y"
"351 o5 IMSI Jeall,"

n . . ” k}s i-b-_.?"

|
dlo jut izl gliso
IMSI 5

cllo jus J1s

J=JI
Vol zwilioll dcgono cinl
paziwl IMSI 59> all 935! ol Calize



co> Webhook
OmniHSS

as3;, OMNIHSS webhooks wéoll (6 (S siinall &zl o az 3l aalai¥l Uasy
83330 ol wami loais . leall (Vi ol «a8s5ban)l wllb @beall wliyxzi Jio IMS),

J 0Sas OMnNIHSS b Jlw,)] HTTP POST &l alasi J] webhook go eliaJ aigSall
Jo Sl I jiiun]l oy calo wlily.

«d Lo Webhooks¢

Webhooks wlsle siwl o HTTP J mowws OMNiHSS LS daulai (J] wlasYl ol lus] gda
liulaill dzo 0 dgzly e pdriwIl dinlni pois O Wl a2l o Y wvami HSS



Device MME OmniHsS Your Webhook Endpoint

Attach Ragquest [IMSI)

Proceds Subseriber

Four Application

data

S6a ULR (Update Locatian)
Ewent: Update Location Reguest
Load subscriber profile
-
—
par [Send Lo MME]
S6a LILA (subseription data)
e TTTTTTT T eweses
[Motify Webhook]
POST fwebhook
Subscriber Prafile |SOM
Ok 200
L]
Attach Accept
U —
Dewvice MME OmniHS5 Yaur Webhook Endpoint

apns 1 2ilgall

Tour Application

o Sl wors ais dyye8 wliam e Jas! - (il cadgll (9 ol lnais]

e JS pouais - ale Sl J iinedl wlLilu webhook JoWJI 3 inall oy i calo

(9 S amai GET /api/subscriber)

o ety gl ol ceMmil Josdl s Jukinis o8 - lasVLh acg9i0 diail

<
iSiddl s

o ol olinkail dxe s dgrly o oimall pdaiwl a>l> Y - pMaiwVI Jalés

I iivall &l

o Lo, - JolSill aig o OMNIHSS wliwlaill ol woMulzill wlaio 16554l dalail

Joni 0.8 Webhooks

alp:)” 992

1. ch,ol il pois - wandl gas (Jimus dgall o (5l6,] IMS, &)



2. alaawlgs wazdl axdlro HSS - Joleiy OMniHSS alzxiwl/cdb go Diameter

3. Janai Webhook - Jizxusi o5 3] webhook Juw . «olasYl oo il I3g) HSS
HTTP POST &b, anlxl aleill alnss J]

4. dgo> seix - I yiniall lily Guosai Webhook Juitall caymi calo Lle
aswan JolSI JSON

5. &b awll alell alasi a0 cazy - baadas auloias] HTTP 200-299 e
oML,

P T | IR F PSS
o Jlu,| pis - 2> Juadl pudaws Webhooks wllasdl g1z Vg poljio jub JSuin

* wllb dlgo (i - alge Webhook ylgi 5 a2
o iy ols las s ol daolio Jut ol awll alell dasi colS 13] - wVgle sale] V
algl=o 85le| webhook

o Wl Jaxdl e cuiidl o SoYl duai 38 - Qgosoe paf wani i

o e aaisi V (7] (gdgall wlibax jadslaonll) aSuid]l wldesll @ oge Webhook. 3]
il ansi eslS webhook (wuls JSuin I iine]] d0as joiuy cdllago &b dawlRl.

<lasl Webhook

J So; OMNIHSS Jy2ai webhooks aJWl & lxsW:



<la>1 EPC/LTE

o]l

update location request

authentication_information request

purge request

cancel location answer

wlasl IMS
<ol .)l.-'_,‘."
ims registration Cx SAR

Cx SAR (de-

ims deregistration
- reg)

ims profile request Sh UDR

>L I

S6a
ULR

S6a
AIR

S6a
PUR

S6a
CLA

sl BLLYL Dol poi,
gail] dilnio cua sl,2]

3 yikiall d85Lasll

p5is MME luw alljL

(Jsuasio

iy MME Jszns sl
I idinall

o oll

IMS/VoLTE

i calo gulaill ol Cdlas IMS



aw badl e lo>1 (PCRF)
ol >LJI o gll
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POST /your-webhook-endpoint HTTP/1.1

Host: your-server.com

Content-Type: application/json

X-0mniHSS-Event: update location request
X-0mniHSS-Event-ID: 550e8400-e29b-41d4-a716-446655440000
X-0mniHSS-Timestamp: 2025-01-15T14:30:00Z

"event": "update location request",
"event id": "550e8400-e29b-41d4-a716-446655440000",
"timestamp": "2025-01-15T14:30:00Z",
"subscriber": {
"id": 1234,
"imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"msisdns": [
{"id": 1, "msisdn": "14155551001"},
{"id": 2, "msisdn": "14155551002"}
1,
"sim": {
"id": 5678,
"iccid": "8991101200003204510",
"is esim": false
},
"key set": {
"id": 100,
"amf": "8000"
},
"epc_profile": {
"id": 1,
“name": "Premium 100Mbps",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000
},
"ims profile": {
"id": 1,
"name": "Standard VoLTE"
},
"roaming profile": {
"id": 1,
"name": "International Roaming Allowed"

}



"subscriber state": {
"“mme _host": "mme-01.example.com",
“mme _realm": "epc.mnc00l.mccOO1l.3gppnetwork.org",
"visited plmn": "001001",
"last update": "2025-01-15T14:30:00Z"

H

“custom attributes": {
"account type": "premium",
"billing plan”: "unlimited"

}

I

"event context": {
"visited plmn": "310410",
"mme _host": "mme-roaming.example.com",
"location update type": "initial attach"

}

algoxll JSin

Jeaxdl €9l o gll
event string eaxll g95 (Jio update location request)
event id string  UUID oulwil 3,9 webhook I
timestamp string o gl ISO 8601 woxrll was boaic

JolSH I pisisoll <y ymi calo (6 LS amis GET

subscriber object _ . _
/api/subscriber/:id)

event context object @oxll 8raxe adlo] lw wlly

Gazdl Glaw Joo
> seixn event context woaxll 800 wloglro et

J axwidl update_location_request:



"visited plmn": "310410",

“mme host": "mme-roaming.example.com",
"mme realm": "epc.mnc410.mcc310.3gppnetwork.org",
"location update type": "initial attach"

J auuidbl imsi_switch:

{
"previous imsi": "001001111111111",
"new imsi": "310410222222222",
"sim id": 5678,
"previous mme host": "mme-home.example.com",
“new _mme host": "mme-roaming.example.com"
}

J auuidbl ims_registration:

{

"scscf host": "scscf-01l.ims.example.com",
"public identities": [

"sip:001001123456789@ims.mncOO1.mccO001.3gppnetwork.

"sip:+14155551001@ims.example.com",
"tel:+14155551001"

org",



uvegy HTTP
awlJl

Content-Type

o gll

F B
application/json

JLLJI

application/json

X-0mniHSS-Event eaxll g9 update location request
X-0mniHSS-Event-
o el waxdl G0 uulibD
X-0mniHSS-
_ ol o il Souis 1SO 8601
Timestamp .
User-Agent sl OMniHSS OmniHSS/1.0

oSl
Jamani Webhooks

M9 oy Webhooks wliulni axo u agzlg jue OMNIHSS.

Jamwws Webhook



curl -k -X POST https://hss.example.com:8443/api/webhook \
-H "Content-Type: application/json" \

-d '{
"webhook": {

"url": "https://your-server.com/omnihss-webhook",
"events": [

"update location request",
"ims registration",
"imsi switch"

1,

"enabled": true,

"description": "Production billing system webhook"
}
}
aluaw VI
{
"data": {
"id": 1,
"url": "https://your-server.com/omnihss-webhook",
"events": [
"update location request",
"ims registration",
"imsi switch"
1,
“enabled": true,
"description": "Production billing system webhook",
“created at": "2025-01-15T14:00:00Z"
}
}

aosld Webhooks

curl -k https://hss.example.com:8443/api/webhook

<udss Webhook



curl -k -X PUT https://hss.example.com:8443/api/webhook/1 \
-H "Content-Type: application/json" \
-d '{
"webhook": {
"enabled": false

}
} 1

93> Webhook

curl -k -X DELETE https://hss.example.com:8443/api/webhook/1

alg alog; wlllaio Webhook
alg alnii pgai ol wzny Webhook L &l awll:

1. ol Jgs8 POST g0 Content-Type: application/json

2. 63ls] - as yams aslmiaw ¥l HTTP 200-299 oloi 5 oguab (o8

3. s> JSuiw 6,50 wloshwill go Jolsill - 6 pakio jat 095 Ol

4. plazias]l HTTPS - 4lg bla pasiwl «olY TLS/SSL (a) (wose)

5. g0 wllall Ol o gaxill - algasdl o G@xdl OMNIHSS (VY] cuwd lail)

allro de JLio Webhook (Node.js/Express):



const express = require('express');
const app = express();

app.post('/omnihss-webhook', express.json(), (req, res) => {
const { event, subscriber, event context } = req.body;

console.log( Received event: ${event} );
console.log( Subscriber IMSI: ${subscriber.imsi} );

/] Sicall bl axleo
/] b ol el sl ...

[/ pNwIl e je8)l Ao alziwl
res.status(200).json({ received: true });

/] alziwdl am dioliio ué axdlzo
processWebhook(req.body).catch(console.error);

});

async function processWebhook(payload) {
/] b el dioliiadl uf axllzall slaio
[/ M= Jaswi 6 598)] plla cyaxi io.
}

app.listen(3000);

1. plasiwVl guisg cninbixnll cadgll o9 6 igall

oiranll gl (58 6 el Wzl Juruisiy i siinal) aSuidl plasiwl g,



OmniHSS Webhook Handler Billing System

Attach to Network (Roaming)

update_location_request
(visited_plmn: 310410)

Check roaming rates for PLMN 310410
$0.05/MB rate

Start roaming session
Enable roaming charges

200 OK
OmniHSS Webhook Handler Billing System
ulgall:

o Woo usSpiinall Jozin Loric 5,99 LS|

o i)l cdell (59 annlioll Jlszil oo, Sulai
o b andll alglsn olisl aw

o wlisll G| Jgosll e plaziwdl wlguis sl

2. axdl,ally o Maloll

w9 ol wloglre wilsg) e Jguaxll M=l wlaio (I (S piinell blin wlly a3
wina=| eadgll.

ailnia)l cas Gulasiaid] (S yuinall g 2 plazimw VI alls



// @lro Webhook < Mdzil dvaio W <UlLJ si%

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'update location request') {

await analytics.track({
event: 'subscriber location update’,
imsi: subscriber.imsi,

visited plmn: event context.visited plmn,

timestamp: req.body.timestamp,
profile: subscriber.epc profile.name

});

res.status(200).send();
1)

Mol oS a>gl:

JSJ el S iinall MME
Wox)l e ogziall oS yiinall
doazll Sgimo R j9gi
Jixuws gl wVaso IMS

3. ulVly JLizVI sluwsl

aglali ollriwl Jpsinig sbsizn)l cdgll (9 anguivall bolisil bolail olas.

Device OmniHSS

Attach to Network (Roaming)

update_location_request
{wisited_plmn: 310410}

Webhook Handler

Check roaming rates for PLMN 310410

Device

MB rabe/$0.05

Start roaming session
Enable reaming charges

OmniHSS Webhook Handler Billing System



JLi> V1 9LiniST o lngs,liaww!

1. ansuadl gdgall ol i

o agal 9 I ol Jais A
o gl 9 Juaiy «aiid> 30 axy B (G Jumiauo)
o oIl §1,9 | anis Jlul colwsdl Gle dole ging s,

2. J.p.\.u ‘ol.x:'t.i.u:l 6$Luu! IMSI

o oMo IMSI juasi e 813%i0 sy SIM
o #lwiiwl Jloiz| SIM 3210 a T uao jué plaziwl of IMSI
o aroz Julasi :s1,2Y1 IMSIs e SIM. JlisYl 65,9 M)

3. as gyeooll jue Jlgzull

o (JlmYl Ll iolgic) 6,9kame algs ] I uisall Jomi
o aSuidl Wl Jgooll Hla> Elal I jiiell Jiass s,z

Jlall setiis:



@app.route('/omnihss-webhook', methods=['POST'])
def webhook handler():

data = request.json

subscriber = data['subscriber']

event context = data.get('event context', {})

if data['event'] == 'update location request':
visited plmn = event context.get('visited plmn')

# 6 9laxall 9Ll po Géx5
if visited plmn in BLOCKED PLMNS:
disable subscriber(subscriber['imsi'])
alert security team(subscriber, 'Roaming to blocked

PLMN')
# Jxiwod! oudl po  Géxi
if is impossible travel(subscriber['imsi'], visited plmn):
flag for review(subscriber['imsi'])
alert fraud team(subscriber, 'Impossible travel
detected')

return jsonify({'status': 'ok'}), 200

aSuidl Ol Gl 2l Blal o siall wlors cuazi sl a9,

Jazii 1 plasias VI all> IMS I jiiiall easiay loxis il VOLTE 6 50 JsY



app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber } = req.body;

if (event === 'ims registration' && !subscriber.ims enabled) {
// pazimo IMS Lizii - 6,0 JoV IMS oil> s
await omnihss.updateSubscriber(subscriber.id, {
ims enabled: true,
custom attributes: {
...subscriber.custom attributes,
volte activated at: new Date().toISOString()

}
)

// <waxi CRM
await crm.updateCustomer(subscriber.imsi, {
features: ['volte']

)

res.status(200).send();
})s

5. sMoxll ol el
pgilons Jo> Mosll isinll csoll o wllei] Jlwl.

Bos Jlgxill aie a5 allw, tplasia VI all>

Customer Device OmniHSS Webhook SMS Gateway

Attach in foreign country

update_location_request
(visited_plmn: foreign)

Send welcome SMS
"Welcome to Country X!
Roaming rates: $0.05/MB"

SMS received on device

200 OK

Customer Device OmniHSS Webhook SMS Gateway

il e Jle:




o Jlexdl psw, gulais Halgall] o9 ol o0 "
o "Ailily >> yo %80 ciorziwl xal"
o "dox> Jumai pi VOLTE Jle> e oYI"

* "porosm ol hlwz 485 0"

6. 6,151 SIM 650xi0 IMSI

pe) sl oS el 6,15]s @i SIM saxsio IMSI, J aghow xic o] Jlsiwly IMSIs.

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'imsi switch') {
const { previous imsi, new imsi, sim id } = event context;

// Jow Jzww IMSI o Md=ill
await db.logImsiSwitch({
sim id,
from imsi: previous imsi,
to imsi: new_imsi,
timestamp: req.body.timestamp

)

[/ 69l plai cyrxi
await billing.endSession(previous imsi);
await billing.startSession(new imsi);

/7 (JbizYl Jloizl) Lio doasidl OIS 5] aswis
const switchCount = await db.getSwitchCount(sim id, '24h");
if (switchCount > 10) {
await alertFraudTeam( Excessive IMSI switching: SIM
${sim id} );
}
}

res.status(200).send();
1)



7. anz, ] aolaiVl go JolSill
la,, OMNIHSS oMriwl az =l 99 &z, ] aalaiL.
oMol e JLio:

¢ aalail CRM - doxzl plaziwl sMosdl wMauw oz

o aSuiadl Wl wlaie W] gaS ikl wlily &35 - aSuaiadl axsl 0
o aSuidl ool Gle 2l pgw | Jikiss - 6 i90ll aolal

o alilall a8sbanll wllas) Elali 5S15 sliw] - STl asdal

o bl LSl dudil) S jidinall @il 3935 - wlibudl ojlae

oVl ol luicl

&949i/ o Webhook

ol e izl Webhooks o (sli OMNIHSS, auéeill o ixill 2i:

# o2 o5 webhook Luwdl go
curl -k -X POST https://hss.example.com:8443/api/webhook \
-H "Content-Type: application/json" \
-d '{
"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": ["update location request"],
"secret": "your-secret-key-here"
}
}

oesainw OMniHSS uuiJ X-0mniHSS-Signature:

X-0mniHSS-Signature:
sha256=5d7a8f9b2cle3a4d6f7e8b9cPalb2c3d4e5f6a7b8c9d0elf2a3b4c5db6e7 8¢



const crypto = require('crypto');

function verifyWebhook(req) {
const signature = req.headers['x-omnihss-signature'];
const secret = process.env.WEBHOOK SECRET;
const payload = JSON.stringify(req.body);

const expectedSignature = 'sha256="' +
crypto.createHmac('sha256', secret)
.update(payload)

.digest('hex');

return crypto.timingSafeEqual(
Buffer.from(signature),
Buffer.from(expectedSignature)
);

app.post('/omnihss-webhook', (req, res) => {
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}

// axllzo webhook. ..
res.status(200).send();

});

<l loodl Lasl

1. plasuasl HTTPS - als pasiwl TLS alg blad webhook
2. wladsi o $iw - wlandsill po Bomall WebhoOK g il giol
3. ale bli oo Jasall 3am 0uis - Jasall agams webhook
4

. aosld IP (J]| Jgogll susi - Llgs zgomodl webhook ¢glia) IP & daolll
OmniHSS

5. pslws Juind guis - Juinadl axsl 0 webhook sllasYlg
6. ddoo> Carhriig dxo o §ixi - whiludl Ciadaii Webhook azllzoll Jub
7. 5l o2 - slaie V1 wlily groli Webhook il wlusio) ol (1655 (o8

Ol a0



dgo> sgixi WebhoOK (S yisisall & awbus> wlogleo (ls:

IMSI (I iiiwol] as90)
MSISDNs (caslsgll pl5 )

gdgall Uy (PLMN ai)L; caos s3Jl. MME)
ol caymill Gl wloglao

JUioVl & llloie:

¢ GDPR - wlly axlleo o 35k webhook J (Gsg GDPR

o bbb awliodl blasYl wlwlow 3ii - wlibudl blaisl

o &lg dnii ] Jewosll auii - Jowwell (9 eSull webhook
e olaxiwl - jaeusdl TLS Jsd webhook

o Sladuw ez Jizuws - @a82il Jazuas webhook Jlie)

le>olg sUnsVI 6 LiaSinwl

eMiwl ois oJ Webhook
weleVI:

o Limai piy o) oSJg wlasYl & webhook
o &l alnsi slu o) webhook wllb sl

sUas VI 09 liuSiawl wlglos:

1. puSoi o 92 Webhook:

curl -k https://hss.example.com:8443/api/webhook
# 9o saxs "enabled": true

2. &zl yueSi o 9= Webhook:



0 ansld o T ol £45 Of e 25U events o awlxJl webhook

o Wl i S 3] t:Jlio ims_registration. s leil o Gix
&Yl a9gsan

3. wMauww g>l, HSS:

o o slasl o ga=i webhook
o aSuidl Jlai¥l oMhio e el

0 J> 9 Juisd 3979 p2E (o Six DNS

4. aslgidl alasii | Jgmogll axilSal yuisl:

curl -X POST https://your-server.com/omnihss-webhook \
-H "Content-Type: application/json" \
-d "{"test": true}'

algo slgiil Webhook

ol VI

o oMo sglai HSS dlgo slgiil slasl webhook
o aly abi il webhook Sl clall HSS Sils o iz,

J=dl:
1. )oall (e camianl:

o ¢l HTTP 200 ¢lsi 5 vgiab (9
o & lmiwYl any oljio ,ut JSuin wlilul axllroy ob

2. aslgidl alodii sl aausu:



/] aioljio aisky axllso - £

app.post('/webhook', (req, res) => {
processData(req.body); // ulsi 10 6aa) ilax,
res.status(200).send(); ’

})

/] alziwdl ax dioliio ¢ dxfleo - 2z
app.post('/webhook', (req, res) => {
res.status(200).send(); // s/l Mo cmiwl

processData(req.body); // dioliio ué daxllzo
});

Webhooks &, ,5s
ool VI

o wlie 83 @l Huii adwi iy
e event id &,,8a)l wlaswill awudi od

t._au_uu.":

o aSuidl ssle] (Ol o pedl e OMNIHSS gzl apidl suzi 35 alglrall agzy ¥
* 82¢ Jumui oi Webhooks waxll juail

J=Jl:

eliwl il pac 3ueis event id:



const processedEvents = new Set();

app.post('/omnihss-webhook', (req, res) => {
const eventId = req.body.event id;

if (processedEvents.has(eventld)) {
/] bz J=rilb aizllro 05
return res.status(200).json({ status: 'duplicate' });

}

processedEvents.add(eventld);

// azllzo webhook. ..
processWebhook(req.body);

res.status(200).json({ status: 'processed' });

});

oo Uas 639¢ Webhook

seleVl:

o algill alnii xumi HTTP 4xx 5 olxx
e J=uwi HSS o Juiws webhook

assLiadl sUasVI:
1. 401 asgidl (po gaxill Jin9 - as gyaoo jat

o w Ol go iz Webhook (653l go (& laiy

° gl Clwz duojls> o Gax

o aga> Jdx yo $ix Webhook
o i, go Jolaill o 25T Content-Type

3. 500 algill dnii Jlasi - polsdl (9 sl Uas

o algill alnii slasl oMz g2l



J=dl:

o Szl slas¥l axllzo caiol

aloliv sUasl axllse ool

app.post('/omnihss-webhook', async (req, res) => {
try {

1)
}
})s

if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}

// dsax)l o §éx
if (!'req.body.event || !req.body.subscriber) {
return res.status(400).json({ error: 'Invalid payload' });

}

// axllzo webhook
await processWebhook(req.body);

res.status(200).json({ status: 'ok' });

catch (error) {

console.error('Webhook processing error:', error);

/] izl [zl Jdzw ddolroll s5le] gia) 200 rcl
res.status(200).json({ status: 'error', message: error.message

639990l J uiuall wlilu

weleVl:

o oMiwl a5 Webhook JaiSe e Jiiall (3l s
* bogian ol ab)ls axdoiall Joaxll

aloizoll LLauVI:



1. ks avasil] olilal gass 0555 38 - JolSIL I imisall jugzi pis o (IMS.
Jlo=ill)
2. Jbwls ol Jusss o Jiitell cuax i - wlibudl @law all> webhook

J=dl:

2z JSuin 4, kYl Jeaxll go Jolss

const { subscriber } = req.body;

// fiuly;?y/ J}mj/ O
const imsProfile = subscriber.ims profile || { name: 'No IMS' };

const roamingProfile = subscriber.roaming profile || { name: 'No
Roaming"' };

// go JolziJl MSISDNS 659idall
const msisdns = subscriber.msisdns || [];

a0 llg axsl ol

ouwnlee Webhook

els] aus webhook aixégigos:

lgindl 0 wau nidl Guulaoll:

o ol Jazo webhook (Lils Jleo azli)

o alxiwl Hoy webhook (aleill dlasi alxiwl ] waxll Ho widgll)
o aledl dnis alxiwl ol

o algll daii cuns slazYl wYozo

o aulil o iVl

wloglaoll a>9) pMriwwl (Prometheus/Grafana):



# = Jos=s webhook
rate(omnihss webhook success total[5m]) /
rate(omnihss webhook attempts total[5m])

# a luwl o webhook
histogram quantile(0.95, omnihss webhook duration seconds)

o M>uww Webhook

Jizai 1Sais @b WEbhook lg>Yoy slas¥l 5 LiSiwy (sluadill:

{
“timestamp": "2025-01-15T14:30:00Z",
"level": "info",
“component": "webhook",

"event id": "550e8400-e29b-41d4-a716-446655440000",
"webhook id": 1,

"event type": "update location request",
"subscriber imsi": "001001123456789",
"endpoint": "https://your-server.com/omnihss-webhook",

"http status": 200,
"duration ms": 145,
"error": null
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