API

il

AR
400 000

{

"error": "Invalid JSON format"

}

0o

* JSON 0000
* 000000
* 000000

404 10

{

"error": "Resource not found"

}

0o



* [00/0000/00000
« URL OO ID 000

422 [J100000

{

"errors": {
"imsi": ["has already been taken"],
"key set id": ["does not exist"]

}
}

0o

* 0000
* 00000000
* 0000000

500 00000

{

"error": "Internal server error"

}

ooo

* 0000000
* 000000000
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Huooodo

88 [ ([
00000 00000 ja OO JSON 00000 apt-get install jq [0 brew install jq 000

0000



# 1. 0000
KEY SET ID=$(curl -k -X POST

https://hss.example.com:8443/api/key set \

-H "Content-Type: application/json" \

-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
"sqn": 0O

Y'" | jqg -r '.response.id"')

# 2. [J0 APN QoS [J000O
APN_QO0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "[00000 QoS",
"allocation retention priority": 8,
"apn _ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,
"pre _emption capability": true,
"pre emption vulnerability": true,
"gci": 9
}' | jg -r '.response.id"')

# 3. [0 APN OO
APN ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
"apn": "internet",
"ip version": "ipv4v6"
' | jg -r '.response.id"')

# 4. [J0 APN OO0
APN_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d "{
\"apn_identifier id\": $APN 1ID,
\"apn_qos profile id\": $APN QOS ID,
\"name\": \"[OOO APN\"



}" | jq -r '.response.id")

# 5. [0 EPC (OO0
EPC_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

@l "]
\"apn profiles\": [$APN_PROFILE ID],
\"name\": \"0O0OO0OOO\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue _ambr dl kbps\": 100000,
\"ue ambr ul kbps\": 50000

¥ | jqg -r '.response.id')

# 6. 0000
SUBSCRIBER ID=$(curl -k -X POST
https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d "{
\"imsi\": \"001001123456789\",
\"key set id\": $KEY SET ID,
\"epc profile id\": $EPC PROFILE ID
" | jg -r '.response.id"')

echo "[OOO0OOOID: $SUBSCRIBER ID*

noooa
OO00C0o00o0OoOO0OO0a

1. 0000 (CH0) - 000000

2. (0000000 ( ) - 00000000
3. APN ] ( ) - 00 QoS 0000
4. 0000 (10 - DO00000

0000

* 0000000000
* [O000000OO0a
+ J00000000O



* 0000 siMOp0ooO

ooo
. - J0000000
. - J0000000
Joodo e o

000000000000R00 1P 000000

000 0000000000 APN 00000 ev4 000 1oT 00000



# 00000000 jg (apt-get install jq [J brew install jq)

# 1. 00000
KEY SET ID=$(curl -k -X POST

https://hss.example.com:8443/api/key set \

-H "Content-Type: application/json" \

-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
“amf": "8000",
"“sqn": 0O

}' | jg -r '.response.id"')

# 2. [0 APN QoS (00O
APN QOS ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "IoT [JO0OO",
"allocation retention priority": 8,
"apn_ambr dl kbps": 10000,
"apn_ambr ul kbps": 5000,
"pre emption capability": false,
"pre emption vulnerability": false,
"gci": 9
}'" | jqg -r '.response.id"')

# 3. 00 APN 00O
APN_ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
"apn": "internet",
"ip version": "ipv4"
}' | jg -r '.response.id"')

# 4. [0 APN [JO0OO
APN_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
_d II{
\"apn_identifier id\": $APN _1ID,



\"apn_qos profile id\": $APN QOS ID,
\"name\": \"IoT 0O APN\"
}" | jq -r '.response.id')

# 5. [ APN 000 IP
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d "{
\"apn profile id\": $APN PROFILE ID,
\"ipv4 static ip\": \"100.64.1.100\"
" | jg -r '.response.id"')

# 6. [0 EPC 0000
EPC_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

-d "{
\"apn_profiles\": [$APN PROFILE ID],
\"name\": \"IoT JOOO\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue ambr dl kbps\": 10000,
\"ue ambr ul kbps\": 5000

" | jg -r '.response.id"')

# 7. [J0 MSISDNODOOOO
MSISDN ID=$(curl -k -X POST

https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": "14155551000"
}' | jg -r '.response.id"')

# 8. [JU0O0O0 IP OO0
SUBSCRIBER ID=$(curl -k -X POST

https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \

gl
\"imsi\": \"001001999999999\",
\"key set id\": $KEY SET 1ID,
\"epc profile id\": $EPC PROFILE ID,
\"msisdns\": [$MSISDN ID],
\"static ips\": [$STATIC IP ID]



}" | jq -r '.response.id")

echo "IoT O0OO0OO"
echo " [ ID: $SUBSCRIBER ID"

echo " 1IMSI: 001001999999999"
echo " MSISDN: 14155551000"
echo " [0 IPv4: 100.64.1.10000 'internet' APN [O"

0000

00000000000O000 1oT 000000

1. 0000 (00) - 000000

2. APN [ ( ) - “000"000

3.001P 00 ( ) - 000 IPv4 [0 100.64.1.100
4. 00000000 ( ) - 00 loT 0000000

5. 0000 ( ) - 00000

6. 0000 (11) - 0000000

0o

0000000000000 “0oo™ APN 000000000 1P 00 1e6.64.1.16060 (00000 DHCP 000

0000

* 0000 APN 000 1PO000 APN 0000 2-5
* [0000000000a

* Q000000000

* (000 siMO0o000

0o
. - 00000 1P Od
. - 0000 1P 00000

. - 00000000



OmniHSS API

[

API ][]

[0 URL

https://[hostname] :8443/api

joad

e Content-Type: application/json




« 00: 000 HTTPS
* 00 844300000

0= 00 API D000000000DO0"0O™ JSON OOooo

a0oa:
{
"name": "value",
"field": "value"
}
O00000000d:
{

"subscriber": {
"name": "value",
"field": "value"

}

}
ao:
# v 00

curl -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{"name": "default", "ifc template": "..."}'

# x [0
curl -X POST https://hss.example.com:8443/api/ims/profile \

-H "Content-Type: application/json" \
-d '{"ims profile": {"name": "default", "ifc template": "..."}}'

Hoo
000000 JSONDO000000

nooo-



{

"status": "success",
"response": { ... }
}
gooo-s
{
"status": "error",

"response": {
"invalid fields": {

“field name": "error message"
}
}
}
HTTP [
0o ad 0ooa
200 OK 000 GETOPUT[DELETE
201 00 00O POST

400 Q00O 0oooooo

404 (00 Ooood

422 (000000 @ 0000

500 Q000000 000000



API 00

Client APl Validation Database

HTTPS OO (JSON)

0000 N
alt (oo
oa
. sazasssszssssssszsass
4007422 000
+ ...............................
[O0onoi
aooo
alt [O00On]
ad
- EaradamsmsmssrsssssssssssssssmrmssssEs
500 0000
.‘................;u................
(ool
oo
- FRRTRRY E R AR R P RTRRPPR
200/201 OO0
+ ...............................
Client APl Validation Database

Juo

joad
0000000000000

00: GET /api/subscriber

0oon-



a0 ad a0
enabled boolean  [O000O00

ims enabled boolean [JIMS 000000

nooo-

curl -k https://hss.example.com:8443/api/subscriber

nooo-

{
"data": [
{
"id": 1,
"imsi": "001001123456789",
"enabled": true,
“ims enabled": true,
"sim id": 1,
"key set id": 1,
"epc profile id": 1,
“ims profile id": 1,
“roaming profile id": 1,
"custom attributes": {},
"inserted at": "2025-10-15T10:30:00Z",
"updated at": "2025-10-15T10:30:00Z"

00 1D 000
00000 10 0000000

00 GET /api/subscriber/:id

oooo-



ad 1N 0
id integer [JO0O0O0O ID

oooo-

curl -k https://hss.example.com:8443/api/subscriber/1

00 IMSI 0000
000 MS1 00000

U= GET /api/subscriber/imsi/:imsi

0ooa:
00 00 [0 00
imsi  string 00000000  14-15 000

0ooo-

curl -k
https://hss.example.com:8443/api/subscriber/imsi/001001123456789

0o0o: 0o IMST 000000000000

00 MSISDN (Ji00
000000000000

0= GET /api/subscriber/msisdn/:msisdn

0oon-



ad 0o 0o 0d

msisdn  string 000 ISDN[OJ 1-15 000 (E.164)

oooo-

curl -k
https://hss.example.com:8443/api/subscriber/msisdn/14155551234

0000: Oo0Oo0oOOo0OtOo0Oon

auoa
0000000

00: POST /api/subscriber

aoo-
{
"subscriber": {
“imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"sim id": 1,
"key set id": 1,
"epc profile id": 1,
"ims profile id": 1,
"roaming profile id": 1,
"custom attributes": {
"note": "[OO00"
}
}
}
aooo:

 imsi - (J00 14-15 000000



key set_id - (000000
epc profile id - [JO000O00

0ooo-

enabled - [J[]: true

ims enabled - [][]: true

sim id - [0

ims profile id - (][] gdIMS 0000
roaming profile id - [J] Uo00oooo
msisdns - ID 00000000

static ips - [0 APN OO0 ID [0

custom attributes - 00000

Nk
. - 000000
. - J000000000
. - 000 IP 000 APN
0oon-

curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc profile id": 1
}
}

0oon-



\

00: 000000 ‘

00: 000 EPC 0000

\
EX
==

201 000

0d: IMSI 000



joad
0000000

0= PUT /api/subscriber/:id

0ooo-

0o 0d 0d

id integer 0000 ID

HNE

{

"subscriber": {
"enabled": false,
"ims_enabled": false,
"epc profile id": 2,
"custom attributes": {

"note": "[00O0"
}
}
}

poooo:

* enabled - O0/O0O0OOO

e ims enabled - /00 IMS [0
e sim id - [0 0]

e key set id -0 000
e epc profile id - (9 V@
e ims profile id - [

e roaming profile id - [

e msisdns - 00000000

e static ips - 00000 APN [J



e custom attributes - (000000

0ooo-

 imsi - 0000 IMSIOOOOO0OOCO
Nk

. - 00000000

0oon-

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"enabled": false
}
}

pooo:

O00000: {"enabled": false}
0000000: {"ims enabled": false}

00000000: {"epc_profile_id": 2} (O )
O00000: {"roaming profile id": 3} (0 )

joad
000000000

(] DELETE /api/subscriber/:id

0ooo-

0o 0o 0d

id integer [JO0O0O0O ID



pooo:

curl -k -X DELETE https://hss.example.com:8443/api/subscriber/1

0= 00000000CCO0000000PDN O000000000C000n MsIg

00: O0000000O00:

+ [/ - 000000000

+ SIM - 0000000000

+ [0 - D00000000

. - 00000000000
HUbooooooood

00000000DCLRODOODO00D0000CO MMEQ

00: POST /api/subscriber/cancel location

0oa:
{
"imsi": "001001123456789"
}
I
00 oo dd 00

imsi  string [J 0000000 IMSIO14-15 0000

oooo:



curl -k -X POST
https://hss.example.com:8443/api/subscriber/cancel location \
-H "Content-Type: application/json" \
-d '{"imsi": "001001123456789"}"

0000 (200 OK):

{
"data": {
"message”: "[00000000OC",
"imsi": "001001123456789",
"destination host": "mme@l.operator.com",
"destination realm": "epc.operator.com"
}
}

O00€ € (404 O00):

{
‘error”: "[00000000CC0O MME O0"
}

Nk

000000 MME 00 S6a CLR (subscriber state.last seen mme)

00 Cancellation-Type: subscription withdrawal 0000000

00 CLR-Flags: {s6a indicator: 1, reattach required: 1} [JUE J000000
000000000 last seen mme [ nullOdd 404

00000 IMSI 00 MSISDNO0000000/SIMO

0ooo-

* (000 D0000O00

* [J000: 0000CO000O0

* (000 00000 MME 0000000
* [0: f0000OoOODOoOOo0a



* 00: D000000000
0 IMSI [:
00 CLR 000 MSISDN [00:

1. [0 MSISDN][] IMSI:

// 0000 IMSI 001001123456789 [] MSISDNs ["+1234567890",
"+9876543210" ]

POST /api/subscriber/cancel location
{"imsi": "001001123456789"}

// 00: 0000 CLRODO MSISDN (00000000

2. [0 IMSIsOO0000:

// 000000000 MSISDN (000 IMSIsOO000oOO
// 00 A: IMSI 001001111111111, MSISDN "+1234567890"
// 00 B: IMSI 001001222222222, MSISDN "+1234567890"

POST /api/subscriber/cancel location
{"imsi": "001001111111111"}

// 00: 000 A 000000 B 0000

pooo:

00 IMSI: CLR 000 IMSI 0000000 MSISDN

[0: CLR 0O00000CO00000 CLR 0000000 MME 0000
000 MME [10: 00 MME 000000000 CLROO0 HSS 000
(0= 000 IMSI 00000000

0oon-



MSISDN [

MSISDNIO000000C00000000DO000000ODODOODO00D0D00000G

0 MSISDN

0oooooooa

O0: GET /api/msisdn

nooo-

curl -k https://hss.example.com:8443/api/msisdn

0 MSISDN

0o0oooooa

(0= GET /api/msisdn/:id

oooo:

curl -k https://hss.example.com:8443/api/msisdn/1

0 MSISDN

Oo00o0o0Oo0

(= POST /api/msisdn

ao-



{
"msisdn": {
"msisdn": "14155551234"
}
}

Nk

* 000 1-15 000
* 0000
* (000 E.164 0000000OOO + 000

oooo:

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": {
"msisdn": "14155551234"
¥
}

0 MSISDN (1000

000C0000000oDO00O0o0oEOooo0oOoEO0oo0to0ob000000

[] MSISDN [[]:



O00a

OmniCharge OmniRAN

-

00 000000

< mooom? >

EPC 0000007

Downloads

00: 000 EPC 0000

X 0000+ Omnitouch

]
00: IMS1 00 000
e ‘

‘ 201 OO0 ‘



ooo 0ooooooo

00 MSISDN

000000000
(= DELETE /api/msisdn/:id

0oon-

curl -k -X DELETE https://hss.example.com:8443/api/msisdn/1

SIM []]

SIM 0000000 SIM 000000 1CCIb0inNoooOarPIN/PUK 000 OTA OO0SIM 00000000000
O

Nk

. - 00000 SsM 000000

00 SIM

O0oo siM 00
00 GET /api/sim

oooo-

curl -k https://hss.example.com:8443/api/sim

00 SIM

0ooo siM 0o



00 GET /api/sim/:id

0ooo-

curl -k https://hss.example.com:8443/api/sim/1

00 SIM

0ooooo siM 0ooa

(s POST /api/sim

HEE
{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto",
"batch name": "2025-Ql-Batch-01",
"is esim": false,
"pinl": "1234",
"pin2": "5678",
"pukl": "12345678",
"puk2": "87654321",
"adml": "admin-code-1",
"kic": "0123456789ABCDEF0123456789ABCDEF",
"kid": "FEDCBA9876543210FEDCBA9876543210"
}
}
Oooo:

e iccid -19-20 OO0O0O0O0

Oo0oooo:

* sim vendor - 00000
e batch name - 000
* is esim - eSIM OO0000



e pinl, pin2 - 0000 PIN OO
e pukl, puk2 - PIN OJ00O0O
e adml-adml0 - 000

* kic, kid - OTA 00000C0O00COOO

oooo-

curl -k -X POST https://hss.example.com:8443/api/sim \
-H "Content-Type: application/json" \

-d '{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto"
}
}I
00 SIM
00 SIM 0000

O0: PUT /api/sim/:id

pooo:

curl -k -X PUT https://hss.example.com:8443/api/sim/1 \
-H "Content-Type: application/json" \

-d '{
"sim": {
"batch name": "0O00000OO"
}
3
00 SIM

0000 siM 0000

]+ DELETE /api/sim/:id



00: 0000000000000O siMO

Juoad

000000000 Milenage O0000000CO000000KIOOPC/OPOAMFOSQNOONN ' O0O000OO
gd

Nk

. - 00000000000

Hoood
0000000000

[0: GET /api/key set

pooo:

curl -k https://hss.example.com:8443/api/key set

aoooo
Oooooooa
00: GET /api/key set/:id

oooo-

curl -k https://hss.example.com:8443/api/key set/1

oooo-



{
"data": {
"id": 1,
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
“op": null,
"amf": "8000",
“sgn": 0O,
"authentication algorithm": "milenage",
"ota counter": 0

joodo
000000000000

O0: POST /api/key set

aao:
{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"amf": "8000",
"sgn": 0O,
"authentication algorithm": "milenage"
}
}
aoo=

e ki - 128 00032 0o00oood
e opc [J op[OPC 00 OP OO0
* authentication algorithm - 00000 "milenage"

nooo-



e amf - []]: "8000"

e sgn -[]: 0
e ota counter -[: 0

oooo:

* 0000000000000
« KiJOPCOOP: 32 00000000128 OO0
* AMF: 4 000000016 00

oooo-

curl -k -X POST https://hss.example.com:8443/api/key set \
-H "Content-Type: application/json" \
-d '{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage"

}
} 1

0000: DO00000C000000E00000 AP OO0

NN

NN ENENEN

O0: PUT /api/key set/:id

0= 0000 [ D000o0dodoOdoddodoododdodooco

00: OO000OCOOCODOOCOOODbOoOOtOoHOCoOboo0oE

Joodo
00000000

(: DELETE /api/key set/:id



00= DO0000000 L DO00000000000o00000

Houoon
EPC [J000

EPCHINDI0OUNODOOROOO0NDODOOD0OO0O0C0O
00 EPC (000

U= GET /api/epc/profile

00 EPC (000

00 GET /api/epc/profile/:id

00 EPC 0000

(= POST /api/epc/profile

ao-

"apn profiles": [],

"name": "000000",
"network access mode": "[OOOO",

0000

"tracking area update interval seconds": 600,

"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000

Nk



0o

name

ue _ambr dl kbps

ue ambr ul kbps

network access mode

tracking area update interval seconds

apn profiles

0ooo-

0d

0ooood

000000

0oooon

0ooo

TAU [

APN [
0o 1b O

0o

0o

Kbps

Kbps

0oo

0o

0o

0ooe0

10000-
1000000

5000-
500000

"00oo* 00
noooo*®

6000000

(1011, 2, 3]

curl -k -X POST https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

-d '{
"apn profiles": [],
“name": "0 100Mbps",
"network access mode": "[O00",

"tracking area update interval seconds": 600,

"ue ambr dl kbps": 100000,
"ue ambr ul Kkbps": 50000

. - J0000000000
. - 000000 EPC OO00O



00 EPC 0000

[Q€©Y€©: PUT /api/epc/profile/:id
0= 0 EPC ODDDDODDDDDODOOOODD 0000000000000

00 EPC 0000

(0= DELETE /api/epc/profile/:id

00: 000000000 L 00000000

IMS (000

IMS[IP O00000000C0CO0000000C0CO000000FCO000o0n MS 000

0o IMS 0000

(= GET /api/ims/profile
00 IMS 000
(= POST /api/ims/profile

NNk

{
"name": "[J[] VoLTE",

"ifc template": "<IMS-XML-0OO-0O00>"
}

0oon-

 name - (0000000000
e ifc template - [0 Liquid 00000 IFCOO00000OXML OO

IFC OO00:

IFC 000000 Liquid 00000C000000C00

0oo000oooO



0o 0d aoa

{{ imsi }} 00 IMsI 001001123456789
{{ msisdns }} MSISDN 00000000  ["14155551234", "14155555678"]
{{ mcc }} aooooo 001
{{ mnc }} 0o0ooo 001
00o0ooo0:

IFC 0000 Liquid (00000 Jinja2000000 IMS 0000 00 000

1. 00: 00 IMS O000000000000000000 {{ imsi }} O {% for msisdn in
msisdns %}
2. [J0: API JO0O000O0O0ODOCOOO0OO0CO0OO XML 0o

3. (J0000: 00000 IMS OOOMAA/SAALOOHSSO
o (0000 IMS 0000

o (U000U0000OOO0O
= {{ imsi }} - [0O0 IMSI

= {{ msisdns }} - 0000000
= {{ mcc }} - 0000OOOOO

= {{ mnc }} - 000000000
o [0 Cx/Diameter (000 XML 000 S-CSCF

pooo:



<!-- 000000 -->
{{ imsi }}

<!-- jooooag --=

{% for msisdn in msisdns %}
<MSISDN>{{ msisdn }}</MSISDN>
{% endfor %}

<!-- 00oo -->
{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc }}.3gppnetwork.org

IFC J000:



<IMSSubscription>

<PrivatelID>{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</PrivatelID>
<ServiceProfile>

{% for msisdn in msisdns %}
<PublicIdentity>

<Identity>sip:{{ msisdn }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

<PublicIdentity>

<Identity>tel:{{ msisdn }}</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

% endfor %}

<InitialFilterCriteria>
<Priority>10</Priority>

<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>REGISTER</Method>

</SPT>

</TriggerPoint>

<ApplicationServer>
<ServerName>sip:as.ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>

</IMSSubscription>

0000 (curl):



curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \

-d '{
"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<IMSSubscription><ServiceProfile>...</ServiceProfile>
</IMSSubscription>"
} 1

0000 (Python):

import requests

response = requests.post(
"https://hss.example.com:8443/api/ims/profile",
json={
"name": "default",
"ifc template": ifc template string
},
verify=False # 000000

0000 (201 000):

{
"status": "success",
“response": {
"id": 1,
"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>, .0"
}
}
Nk

« API [0 IFC 00000000 XML
* 000000000CODOOOOO
* name [0000000O0



0o-

. - IFC 000000000
« [ - IMS 0000000
: - 0000
APN 000

APNII00000O0OO0ODO0DO0DOOD0O0OO

1. APN [J000 - 00 APN [J00 1P 000
2. APN QoS [J00 - 00000000
3. APN (000 - 000000 QoSO0On

0o 00000000000QesS [UNDUino0n 0O
00 APN [0

0= GET /api/apn/identifier

00 APN [0

(= POST /api/apn/identifier

HNE
{
"apn": "internet",
"ip version": "ipv4v6"
}
IP (000

e "ipv4" -[]IPv4

e "ipve" -[]IPv6

e "ipv4ve" - IPv4ave[dd

e "ipv4 or ipve" - IPv4 [ IPveJJ0000

000 APN 00000



00 APN QoS (00

(s GET /api/apn/qos profile

00 APN QoS [0

(s POST /api/apn/qos profile

ao-

“name": "0000000",
"allocation retention priority": 8,

"apn_ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,

"pre emption capability": false,
"pre emption vulnerability": true,
"gci": 9

00 APN 000

O0: GET /api/apn/profile
00 APN 000
([]: POST /api/apn/profile

ooo:

{
"apn_identifier id": 1,
"apn qos profile id": 1,
“name": "[O0 APN"

0oon-

e apn identifier id - 0000000
e apn _gos profile id - (000000



Nk

. - 00 APN 000000
. - APN 0000000 EPC 0000

00 1P o

00 1P 000000000 APNOODOOOO0O00CO APN 000000 1Pv4 /0 1Pve OOOCOO0 DHCP O
Oo0oooo0

Nk

og
IMSI: 001001123456789
MSISDN: +1234567890

o Ie
IPv4: 100.64.1.1
IPv6: 2606:4700::1111

EPC 000D
oooo
TAU [0

gore
IPv4: 100.64.2.1
APN [000: ims
QCI: 5, ARP: 2

APN [000: internet
QCI: 9, ARP: 8

0o0oooooo-




UE .
(IMSI: 001004123456789) RINE OMOikisS RGY/GGSN
I I I
’ 0000000 “internet" APN ‘
0000 (IMSI + APN: "internet")
0oooog (iMst)
HSS 0000
0000 APN [ EPC 0000
00 “internet" APN OO0 IP
II00ee€n
(APN: "internet", QoS, [ IP: 100.64.1.1)
00000o
(00 IP: 100.64.1.1)
PGW [ IP
100.64.1.1 (00 PDN 00
000000
(IP: 100.64.1.1)
0000 (IP: 100.64.1.1)
00000 “internet” APN 000
100.64.1.1
[
UE .
(IMSI: 001001193456789) RIEIE Ot i FEBIHEE
000000 - APN (0O0000:
0000 Seéa 000000 APN-O0 AVP 0000000000
0o
1
IM5I: 001001123456789
MSISDM: +1234567890
M m m
H OO0 IP OO
EPC 00 ™ oo e — —
000 IPv4: 100.64.1.1 a. 100,642 1
TAU [0 IPvE: 2606:4700::1111 : o
| — J
Te— - ,--”'ff
o 000 APN._ OO0 000 APN
| /.—" N‘\\-\‘_‘ I|
l' .,-'-"-F’-. H‘"--\.
\ e APNDD J/
e —
APN [JO00: intemnet APN [JO00: ims
QCI: 9, ARP: 8 QCI: 5, ARP: 2

0oon-




1. 000000 00 APN 0000000000000, 1, 2.0

2. 000= 0000 apn_identifier.apn[J0“internet”[]“ims”[]

3. PDN [J0: 0 apn_identifier.ip version [J00ipv4=00ipv6=1[ipv4v6=2[]
ipv4_or_ipv6=3[]

4. QoS [I[1: 0000 apn_qos _profile []

5. AMBR [][J: J00 10000kbps = bps 00

6. 000 1P O0: 00000+APN 000000 1P 000
o (JO00: subscriber.static ips — [] apn profile id 0 - 00 IP

o 0 IP 00000 apn_identifier.ip version
7. VPLMN-[I0C-00: 0000 o00000- 000000 POo0000

Oooooo:

0o
IMSI: 001001123456789

0opP #1
100.64.1.1
00 'internet' APN

APN 000
[0: internet
IP O0: IPv4v6

OoiIp #2
100.64.2.1
00 'ims' APN

0oo
Ki, OPC, AMF

APN QoS (000
QClI: 9, J0: 50Mbps

APN 000

EPC 0000
UE O
000000

nooo-

* OAPN [: 0000 1P 000000
0000 APN 00 1P= 0000 APN 0000000 1P 00
IPv4 ] IPv6 [J: 00 IP 0000 IPv400 1Pv6 000

0d 1P 000: 00 1P 00000 0O 00 1P 0000000
o (00 IPv4 [ IPv6 JI00CO00O0000O0OO APN [0

o JUOOODOOO 1P 0000
o [0 ipv4 static ip [] ipv6e static ip OOO0O0OOOOOOO
00000 00000 1P 0000000



pooo:

e loT 00000 1P OO
00000000D0O00000O 1P 0000000oa
00oo 1P 000000000

000 1P 0000000

0o 1P 00000000

jooo 1P
000000 1P 000

O0: GET /api/epc/static ip

oooo:

curl -k https://hss.example.com:8443/api/epc/static ip

pooo:



{
"data": [
{
"id": 1,
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "26006:4700:4700::1111",
"apn profile": {
"id": 5,
“name": "[JOO APN",
"apn_identifier": {
"apn": "internet",
"ip version": "ipv4ve"
}

}
"inserted at": "2025-11-15T10:30:00Z",

"updated at": "2025-11-15T10:30:00Z"

godo e
000000 1P 000

(s GET /api/epc/static ip/:id

0oon-

0o ad 0d

id integer [0 IP OO0 ID
Oooo:

curl -k https://hss.example.com:8443/api/epc/static ip/1



jooo 1P
0 APN 00000000 1P 000

00: POST /api/epc/static ip

Ooo:

{
"static ip": {
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}

oooo:

e apn profile id - 000000
e 00000 ipv4 static ip [ ipv6 static ip

nooo-

e ipv4 static_ip - IPv4 000000000000
e ipv6 static ip - IPv6 000000000

IP [0000:

» IPv4: 000000000000 100.64.1.1(]
« IPV6: (1IN0 @Y€000000000002606:4700:4700: :1111[]

« IPv4 [JIPv6 [00000OCO IP OO0 O0O0O
o 000000 P 0000

° (00 IP 0000O0000O0O00O APN O
° JO000000D000C000000

0ooo-



0 IPvd IPv6 a0

0iPva v - {"ipv4 static ip": "100.64.1.1"}
0IPv6 - v {"ipv6 static ip": "2606:4700:4700::1111"}
0] 4 v 00000000

Oooo:

[ 1IPva []] IP:

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1"
¥
}

[ 1IPveé [ IP:

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static_ip": {
"apn profile id": 6,
"ipve static ip": "2606:4700:4700::1111"
}
}

oooa 1P:



curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}

0000 (201 0O00):

{
"data": {
"id": 1,
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipve static ip": "2606:4700:4700::1111",
"inserted at": "2025-11-15T10:30:00Z",
"updated at": "2025-11-15T10:30:00Z"
}
}
Nk
. - 00000000
. - 00 APN [0
adoo e

0oooooo e ooa

(= PUT /api/epc/static ip/:id

pooo:



0o 0o 0d

id integer [0 IPOO0ID

aod-
{
"static ip": {
"ipv4 static ip": "100.64.1.2",
"ipv6 static ip": "2606:4700:4700::1112"
}
}
aoooo:

e ipv4 static_ip -[JIPv4 00
e ipv6 static_ip - [0 IPv6 [0
» apn_profile_id - 00 APN [0

0oon-
 id - 00000
00: 0000000 P 00000000000 PDN 00000 PDN 00000OUO POOCOOCOOOCDOCO

0oon-

curl -k -X PUT https://hss.example.com:8443/api/epc/static ip/1 \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"ipv4 static ip": "100.64.1.2"
}
}

jooo e

0ooo 1P 0o



(: DELETE /api/epc/static ip/:id

0ooo-

0o 0d 0o

id integer [0 IPQOO0ID

0ooo-

curl -k -X DELETE https://hss.example.com:8443/api/epc/static ip/1

Nk

* (000 1P 00

* 000 UAPN 000000000
+ (0000 1P 0000000CODooDO 1P

* [000P 00000

00: 00000000000 1PO0R00000O000OC PDN O000ODO IPO0C00OOOODOOCOO O

0od 1P 00000
0000 1P 0000000000000000000 1P 000 () 000

0oon-

1. 0000 regd O
2. [0 static_ips 0000000

0ooooo e goo-



# [0 1 [0: O "internet" APN QOO0 IP
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipve static ip": "2606:4700:4700::1111"
}
' | jg -r '.data.id")

# 0 2 [0: 0000000 IP OOO
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
@ O
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$STATIC IP ID]
}
3

00000000000 1e:

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
“static ips": [1, 2]
}
}

0000 1PO00 APNC:

0000000000 1PO0000 1P DO00O0 APN



# [] "internet" APN OO0 IP
INTERNET IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1"

}
} | jq -r '.data.id')

# 0 "ims" APN OO0OO IP
IMS IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn profile id": 6,
"ipv4 static ip": "100.64.2.1"

}
}' | jg -r '.data.id')

# 000 IP 00000
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d "{
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$INTERNET IP, $IMS IP]
¥
3o

0ooo-

* v [0: 0000 APN 00000 1P
X [J0: 0000 APN 00000 1P

0000 - 00 APN:



# 000000 IP 000000 APNOOOOO
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
“static ips": [1, 2]
}
3

# [0000:
{
"errors": {
"static ips": [
"000000 APN 000 IP 0O00000O0COOOOOOOCO IP 100.64.1.1 (0
internet [] 100.64.1.2 [J[J internet"

]

}
}
Nk
. - 0000
. - 000000
. - 000000

Juo

000C0000D000D0000R0O000000 IMS 0000000000 000 MCC/MNC O00ooooa

AN NENEND

(0= GET /api/roaming/profile

Jooooooo

(s POST /api/roaming/profile



ao-

{
“roaming profile": {
"name": "000000",
"data action if no rules match": "deny",
"ims action if no rules match": "deny",
“roaming rules": T[]
}
}
aoo-

e "allow" -[]J

e “deny" -0
Oooo:
e data action if no rules match - [0 RN

e ims action if no rules match - IMS 0000000

Huoooo

(= GET /api/roaming/rule

Hooooo

(s POST /api/roaming/rule

ooo:



{

"roaming rule": {
“name": "[0 AT&T",

"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"
}
}
HliE

* mcc - 00000003 0000

e mnc - J0000002-3 0000
* data _action - "allow" [J "deny" [JOOO

* ims action - "allow" [J "deny" IMS/0000

o0:
+ [0 - 0000000
» (1111 - 00000 Diameter 0000000
EIR [][]
OmNiHSS (1) $13 Diameter O0OOOOOOODEIROOODEIR 0000 IME! 000000000
000 (0000000000003 00000 IMEH 000
00 EIR (IO

U= GET /api/eir/rule

00 EIR IO

(0= POST /api/eir/rule



ao-

{
"eir rule": {
"name": "[JJ iPhone 6",
"imei regex": "7~35[0-9]{6}0[0-9]1{7}%$",
"action": 1
}
}
a:

 name - 00000000
* imei regex - [0 IMEI 00000000
* action - (I00O0000O0IO0CO0020

NNk

* 0 - 000000
« 1 -[000000
* 2 - [00000000O

oooo:

* 000000000000 IMEID
+ ©9e000000 TAC 000000
* [O00C0OOOOOOCOODOoOOOn

g
. - 513 00 EIR 0000
. - OmMNIHSS EIR [

Juoa

0ooC0ooobOooooO



- AP 000000
- 000000000
- 0000000



API

Juod

00 API 00000

000 GET /api/status

0000

curl -k https://hss.example.com:8443/api/status

0000

"status": "ok"

000 0o0U0ototoooooooa



OmniHSS
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Juod

OmniHSS [ Elixir [ Erlang/OTP O0000000000000000CO0000000CO000C0000000
Oo00o0oo0Oo



Ho0n
0000

Hss.Application

Diameter [][][[]

00 Diameter JJ0S6a0CxOShS130GxORxO000000 DiameterEx OOO000000O

1. [] DiameterEx [][] - 0000 Diameter [J[] ID
2. 0000 - 00 AVPOOO0O00OO

3. 000000 - 000R0000000

4. 000 - 0O AVP 00 Diameter 0000

5. 0000 - 00000 Diameter (000



Diameter []

Diameter [J[][[]

OmniHSS (000000000000 Diameter 000

aoa

TCP/SCTP :3868
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S13
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Sh
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Jod
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OmniHSS
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Jooood

OmniHSS 0000000000




oo

config/config.exs  ———

00 ——» OmniHSS 0
an 000

000 +—————— configfruntime.exs |

config/config.exs ([J])

0oo000oo0ooo0o0o0

* (0000000
* API OO0
* (000

config/runtime.exs ([J])
0000000000000000000

(000000
Diameter (0000

[0 PLMN [][]
IMS S-CSCF [J]

000000

Huoooooa

000C0000D000000000 HSS 0000



# config/runtime.exs

config :license client,

# (00000 API [00O000OOCOOO

license server api urls:

["https://license.example.com:8443/api"],

# 0000000
licensee: "[000000",

# 00000
product name: "omnihss"

Oo0oooo0

0o

license server api urls

licensee

product name

0000

+ (0000000000 RSSO0
* [0 HTTPS O00000OCO
* [0 URL 00000000

« (OD000€€<e0000000

ad

0ooa

ad
URL

0d
N
0ooa

Ooo0
0ooO

0d

["https://10.0.0.1:8443/api"]

"ACME Telecom"

"omnihss"



Hobon
00000

0ooa

/N
El E
\M/

Hooodo
OmniHSS OO0000000

* JU0000000000000
e 000 runtime.exs [
* JUO000000O00R00000



Hobo
0000000

# config/runtime.exs

config :hss, Hss.Repo,
# 000000
username: System.get env("DATABASE USERNAME", "root"),
password: System.get env("DATABASE PASSWORD", "password"),
hostname: System.get env("DATABASE HOSTNAME", "localhost"),
database: System.get env("DATABASE NAME", "omnihss"),

# 0000
pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "20")),

# (000000000
timeout: 15 000,

connect timeout: 15 000,

# 0000
show sensitive data on connection error: false

Jooooon
il 00 o0 00
username  SQL 000000 “root” 0000000000
password SQL 00000 "password" OO00000000o0o0

hostname SQL JO000o0oo "localhost” 000000 FQDN [ 1P

database 0oooo ‘omnihss" Oo00o0O00o0Oon

pool_size  [000OO 20 000000010-50 Ooooa
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0ooto

* 020 00000
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00000C0000000000 10
0000000 4MB (00
000000000 SQL 0oooo



Jo0o0ooood

# config/runtime.exs - 0000

config :hss, Hss.Repo,
username: System.fetch env!("DATABASE USERNAME"), # 00000
password: System.fetch env! ("DATABASE PASSWORD"), # 00000
hostname: System.get env("DATABASE HOSTNAME",
"db.internal.example.com"),
database: System.get env("DATABASE NAME", "omnihss"),

port: String.to integer(System.get env("DATABASE PORT",
"33@6")),

pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "30")),
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/mysql-ca.pem”,
verify: :verify peer



Diameter []

Diameter [J[][[]

# config/runtime.exs

diameter config = %{
service name: :omnitouch hss,

# (000

listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port:

String.to _integer(System.get env("DIAMETER LISTEN PORT", "3868")),

# Diameter [

host: System.get env("DIAMETER HOST", "omnihss"),
realm: System.get env("DIAMETER REALM",
"epc.mncOO01l.mccOO1.3gppnetwork.org"),

# 0000

product name: "OmniHSS",

vendor id: 10415, # 3GPP

supported vendor ids: [5535, 10415],

# 0000
request timeout: 5000,

# 0000
peers: [

# 00000000
]

config :hss, :diameter, diameter config



Diameter [J[[]

Diameter [J[] FQDN gooo

AR :
= o

000

e [0 HSS J00000000"“omnihss[]“hss01"[]

(00 000 PLMN 00 Diameter 0000
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# config/runtime.exs

peer

s: |

# MME 0000

%1

}I

#

o°

{

}

#

host: "mmeOl.epc.mnc00l.mccOOl.3gppnetwork.org",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",

ip: "10.7.25.100",

port: 3868,

transport: :sctp, # [J :tcp

applications: [:s6a]

P-GW (0000

host: "pgw0l.epc.mncOOl.mccO0l.3gppnetwork.org",
realm: "epc.mnc@Ol.mcc001.3gppnetwork.org",

ip: "10.7.25.101",

port: 3868,

transport: :sctp,

applications: [:gx]

I-CSCF 00000

%1

0oooa
ooooa

host: "icscf@l.ims.mnc001l.mccOO1.3gppnetwork.org"”
realm: "ims.mnc@O1l.mcc001.3gppnetwork.org",

ip: "10.7.25.102",

port: 3868,

transport: :tcp,

applications: [:cx]

(€€000 HSS 0000



# config/runtime.exs
diameter config = %{
# ... 0000 ...

peers: [] # [ - 0000000
}

Diameter (10000

OmniHSS OmniHSS OmniHSS

Huooon

ad ad 0o 0d
SCTP [00000COOO 000000000000 0000 Diameter

TCP Oo000000000OO0 + Oo0oOoooa 00 SCTP 000000

Juo

100 PLMN ]

00 PLMN 0000000000

# config/runtime.exs

config :hss, :home plmn, %{
mcc: System.get env("HOME PLMN MCC", "001"), # 000000
mnc: System.get env("HOME PLMN MNC", "001") # 000000

}
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000000 HSS 0o000oo

# config/runtime.exs

config :hss,

# 00000000 Ecto (00O
ecto repos: [Hss.Repo],

# MME (OO0 CLROOOCOOOO
send clr on mme change: true,

# 0000000000 Diameter [
stop diameter on database failure: true,

# (000000

license enforced: true,
license module: LicenseClient

HSS (0000



ad

ecto_repos

send clr on mme change

stop diameter on database failure

license enforced

license module

ad

Ooooooa
Ecto 00O

0o0oon
MME (000
0oooo

0ooo0oooo

00
Diameter

0d

0oooooa

Oo0oooooa
O

0o

[Hss.Repo]

true

true

true

LicenseClient

ad

oo
ad
ad

0d
ad
ad
0o
g
0d

ad
g
il
oo
ad

0o
ad

ad



PLMN [0

Diameter O FODN oo
.-'"'d- } h '“\-\.\_‘.
e ™ 0
) B ) ¥
0o oo omnihss.epc.mnc001l.mcc00l. 3gppnetwork.org
oo 0o
omnihss epc.mnc00l.mcc00l. 3gppnetwork.org

ooo

AT&TOOOOOMCC=310MNC=410
Verizon[J[OOOMCC=311[JMNC=480
Vodafone[J[JJOIMCC=234[JMNC=15
0000OMCC=001MNC=01



Hooood

# config/runtime.exs

# Diameter [
listen ip: System.get env("DIAMETER LISTEN IP", "0.0.0.0"), # OOO
0

# (00000
# listen ip: "10.7.25.186",

# API [0
config :hss, HssWeb.Api.Endpoint,
http: [
ip: {0, 0, 0, 0}, # (00O
port: 8443
]
# 00000
config :hss, HssWeb.ControlPanel.Endpoint,
http: [
ip: {0, 0, 0, 0}, # QOO0
port: 7443

]

0oooooa
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IMS (][]

S-CSCF 1000

# config/runtime.exs

config :hss, :ims, %{
scscf: %{

# [0®6®J0: random peer [ :round robin
selection method: :random peer,

# 00 S-CSCF 00000
peers: [

%{
host:
"sip:scscf0l.ims.mnc@O1.mccOO1l.3gppnetwork.org:5060",
capabilities: [] # 000000

host:

"sip:scscf02.ims.mnc@O1.mccOOLl.3gppnetwork.org:5060",
capabilities: []

}

S-CSCF 00

omniHSS =—{000000— D00 00 —OF—= OmnHss omniHSS

0000



ad 0d 0d

:random peer  [J00000O S-CSCF 000000

:round robin  [J000 S-CSCF 00000

IMS (000

0ooiMs oo EPC 000000

# EPC [0
"epc.mncO01.mccOO1.3gppnetwork.org"”

# IMS [0
"ims.mnc001.mccOO1.3gppnetwork.org"”

EIR [][]

0o O00000€ € 0000000000

I NENEND

# config/runtime.exs

config :hss, :eir, %{
# U0000000O0O00C0OO
unknown equipment behaviour: :whitelist
# 000
# :whitelist - Q00000
# :blacklist - 00000
# :greylist - [O0000000OO
# :reject unknown equipment - [O00000000
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:whiteli :blac|d¥st : > unknown

00 00 00 00
0000 00ooa 00o0o 0000
ENEN
Nl a0 a0
:whitelist 000000 IMEI - 0000000
:blacklist 000000 IMEI 00000
:greylist 0o00ooo IMEL - 0000
:reject_unknown equipment  [0000000 0oo0

000 000000 swhitelist 000000000 :greylist{d :blacklist OOOOOOOO



API 000000
AP (1000

# config/config.exs

config :hss, HssWeb.Api.Endpoint,
url: [host: "localhost"],
render _errors: [view: HssWeb.ErrorView, accepts: ~w(json)],
pubsub server: Hss.PubSub,

# HTTPS OO
https: [
port: 8443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

Huooon

# config/config.exs

config :hss, HssWeb.ControlPanel.Endpoint,
url: [host: "localhost"],
render errors: [view: HssWeb.ErrorView, accepts: ~w(html json)],
pubsub server: Hss.PubSub,
live view: [signing salt: "some-secret"],

# HTTPS [0
https: [
port: 7443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"
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omnitouch.crt omnitouch.pem

000

* 000 X.509 00

* 00000

* (0000000000

« CN [ SAN 00000000

0oooo

https: [

port: 8443,

cipher suite: :strong,

certfile: System.get env("TLS CERT FILE",
"/etc/ssl/certs/omnihss.crt"),

keyfile: System.get env("TLS KEY FILE",
"/etc/ssl/private/omnihss.key"),

cacertfile: System.get env("TLS CA FILE", "/etc/ssl/certs/ca-
bundle.crt")
]
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Juoooonod

# config/runtime.exs - 00000
import Config

#

# (0000
#

config :hss, Hss.Repo,
username: System.fetch env!("DATABASE USERNAME"),
password: System.fetch env!("DATABASE PASSWORD"),
hostname: System.get env("DATABASE HOSTNAME", "db.omnihss.internal'
database: System.get env("DATABASE NAME", "omnihss"),
port: String.to integer(System.get env("DATABASE PORT", "3306")),
pool size: String.to integer(System.get env("DATABASE POOL SIZE", '
timeout: 15 000,
connect timeout: 15 000,
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/mysql-ca.pem",
verify: :verify peer

]

#

# (0000000
#

config :license client,
license server api urls: [System.get env("LICENSE SERVER URL",
"https://license.example.com:8443/api")],
licensee: System.get env("LICENSE ORGANIZATION", "{OOOO"),
product name: "omnihss"

#

# [0 PLMN [0 HSS 0000
#




config :hss,

ecto repos: [Hss.Repo],

home plmn: S%{
mcc: System.get env("HOME PLMN MCC", "001"),
mnc: System.get env("HOME PLMN MNC", "001")

}

send clr on mme change: true,

stop diameter on database failure: true,

license enforced: true,

license module: LicenseClient

#

# Diameter [
#

diameter config = %{
service name: :omnitouch hss,
listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port: String.to integer(System.get env("DIAMETER LISTEN PORT
"3868")),
host: System.get env("DIAMETER HOST", "omnihss01"),
realm: System.get env("DIAMETER REALM",
“epc.mncO01l.mccOO1.3gppnetwork.org"),
product name: "OmniHSS",
vendor id: 10415,
supported vendor ids: [5535, 10415],
request timeout: 5000,
peers: [
%{
host: "mmeOl.epc.mnc@Ol.mccOOl.3gppnetwork.org",
realm: "epc.mnc0O0l.mcc001.3gppnetwork.org",
ip: "10.7.25.100",
port: 3868,
transport: :sctp,
applications: [:s6al

config :hss, :diameter, diameter config

#




# INMS [
#

config :hss, :ims, %{
scscf: %{
selection method: :random peer,
peers: [
%{host: "sip:scscf@l.ims.mnc001l.mccOO1.3gppnetwork.org:5060"},
%{host: "sip:scscf02.ims.mnc001.mccOO1.3gppnetwork.org:5060"}
]

#

# EIR [0
#

config :hss, :eir, %{
unknown equipment behaviour: :whitelist

}

#

# API 00O
#

config :hss, HssWeb.Api.Endpoint,
http: [ip: {0, 0, O, 0}, port: 8443],
https: [
port: 8443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("API HOST", "api.omnihss.internal"), pot
8443]

#

# (0000000
#

config :hss, HssWeb.ControlPanel.Endpoint,



http: [ip: {0, 0, O, 0}, port: 7443],
https: [
port: 7443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("CP _HOST", "hss.omnihss.internal"), port
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[info] Diameter peer connected: mme@l.epc.example.com
[warn] Diameter peer disconnected: pgwOl.epc.example.com
[error] Diameter peer connection failed: timeout
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[info] Database connection established
[error] Database connection lost: timeout
[error] Database query failed: deadlock detected
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[info] Authentication successful: IMSI 001001123456789
[warn] Authentication failed: IMSI 001001123456789, invalid vector
[error] Roaming denied: IMSI 001001123456789, MCC 310 MNC 410
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API [J00: GET /api/status

curl -k https://hss.example.com:8443/api/status

oooo:

{"status": "ok"}

HTTP [J[J: 200 OK
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Nagios/Icinga [

#!/bin/bash
# check omnihss.sh

API URL="https://hss.example.com:8443/api/status”

response=$(curl -k -s -o /dev/null -w "%{http code}" "$API URL" --
max-time 5)

if [ "$response" = "200" ]; then
echo "OK - OmniHSS API responding"
exit 0
else
echo "CRITICAL - OmniHSS API not responding (HTTP $response)”
exit 2
fi
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# J000®&MSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551001"}}"'

# OOOOOMSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551002"}}'
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<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>

<PublicIdentity>
<Identity>sip:+14155551001@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551001</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>sip:+14155551002@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551002</Identity>
</PublicIdentity>

</ServiceProfile>
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From: "+14155551002" <sip:+14155551002@ims.example.com>;tag=123
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# 1. Q0SIMOOOOOIMSIO
SIM ID=$(curl -k -X POST https://hss.example.com:8443/api/sim \

-d '{"sim": {"iccid": "8991101200003204510", "is esim": false}}'
\

| jg -r '.data.id")

# 2. 0IMSI 100000000000
KEYSET1=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "0123456789ABCDEF...", "opc":
"FEDCBA9876..."}}"' \

| jq -r '.data.id')

# 3. 0000 1000IMSIO
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"001001111111111\",
\"sim id\": $SIM ID,
\"key set id\": $KEYSETI1,
\"epc profile id\": 1
I3

# 4. 0IMSI 2000000000C0CO
KEYSET2=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "1111111111111111...", "opc":
"2222222222..."}}" \

| jq -r '.data.id')

# 5. 0000 2000IMSIf
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"310410222222222\",
\"sim id\": $SIM ID,
\"key set id\": $KEYSET2,
\"epc profile id\": 2
I3
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* 000000 - O00000000O0000O Qos

0oooooo

* (0000000 Gx RAR 0000
* [000O000ooODOoDO00o00
+ (0000000005 0000000/O00 TPOl/O00000 TFT 00

0000

* 000 - DO0000SpoetifyiWhatsApp[JFacebook00000000000000



00000 - Do000OU0oooooOOobooooooUoo0oooa
0000 - 0ODO00Oo0ODOo00a

0000000 - DOOOODOOoOODOo0OOn

0000 - Do0000UooooooO

00 SLA - 0000000000 QoS

QoS [

0000 QoS00 APN 0000

"QoS-Class-Identifier": 9, // QCIN9 = 0000
"APN-Aggregate-Max-Bitrate-UL": 50000, // kbps
"APN-Aggregate-Max-Bitrate-DL": 100000, // kbps
"Allocation-Retention-Priority": {
“Priority-Level”: 8,
"Pre-emption-Capability": 1, // 10000
"Pre-emption-Vulnerability": 1 // 00000
}
}

0000 QoS{d VolTE(N

"QoS-Class-Identifier": 1, // QCI 1 = (000
"Max-Requested-Bandwidth-UL": 128000, // bps
"Max-Requested-Bandwidth-DL": 128000, // bps
"Guaranteed-Bitrate-UL": 128000,
"Guaranteed-Bitrate-DL": 128000

Rx [](]
ANNAN

1. AA JJJAAR[/ AA [[JJAAA[



000P-CSCF 00 IMS O0000000OVeLTE 00000

00 AVP[

e Session-Id[]P-CSCF [J00000
e Subscription-Id[JIMSI [ SIP URI[]

e Media-Component-Description
o Media-Type[J000000

o Max-Requested-Bandwidth-UL/DL
o Codec-Data

o Flow-Description[]5 000000000
e AF-Application-Identifier

PCRF [

.00 IMSI [0 SIP URI 00000

. 0000 IMS 00
Oo0OC0o00oNOCOo0Oon
Ooooooon

00 Gx RAR [] PGW (100000

00 Gx RAA [0
00 Rx AAA 0000

N o U AW N e

00 AVP[

e Result-Code: 2001[]0000 50630000000

2. (000000STRI/ OO0000€ €€ STAL
00oP-CSCF [0 IMS 0000000

PCRF [

1. 00 pP-CSCF 00 1D 000000
2. 00 Gx RAR [J PGW 00000

3. J0000000
4. [0 STA OO



[JO0Result-Code 2001

Hooo
00 10PDN (000

‘ (PCEP) | ‘ (PCRF) | ‘ DEIEICES |
Gx CCR-l
(IMSI, APN, RAT-Type, IP)
0oooa
aoooa
00 APN [0
APN QoS [
00 pdn_session
0oooa
00 Qos 0

(QCI, AMBR, ARP)

Gx CCA-I
(QoS-Information,
Default-EPS-Bearer-QoS)

00 QoS 00000000
‘ PGW | ‘ HSS
(PCEF) (PCRF)

| ‘ Database |




0 20VoLTE 00Rx AAR — Gx RAR[]

PGW HS5

(PCEF) (PCRF) Database
Gx CCR-I
(IMSI, APN, RAT-Type, IP)
>
00000
>
00000
R
00 APN [0
>
APN QoS [[]
.‘.._ EErEETEETTEETTETEETEE T E ST ..
[ pdn_session
=
00000
00 Qos 00

(QCI, AMBR, ARP)

«

Gx CCA-I
(QoS-Information,
Default-EPS-Bearer-Qos)

00 QoS [O000000ad

PGW H55
(PCEF) (PCRF) Database



0 30VoLTE [JJJURX STR =» Gx RAR[]

P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)
Rx STR
(Session-Id)
oo
P-CSCF 00 ID [0 Ite_call
Ite_call OO0
Gx RAR
(Charging-Rule-Remove)
0o0ooo
Gx RAA
(Result-Code: 2001)
00 Ite_call OO
oo
Rx STA
(Result-Code: 2001)
P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)




00 40PDN 000

‘ PGW | ‘ HSS | ‘ Database |

(PCEF) (PCRF)
Gx CCR-U
(Session-1d, 0 RAT-Type,
ooom
ao
PGW 0O ID OO0 pdn_session
pdn_session [
aooo
(RAT 000000000)
ooo
a0dooo
(ODOOOORAT 0O00)
Gx CCA-U
(Result-Code: 2001,
0o0ooo)

PGW HSS
(PCEF) (PCRF)

‘ Database |




00 SO0PDN (000

P-CSCF HSS PGW
(IMS AF) (PCRF) R (PCEF)
Rx STR
(Session-1d)
P-CSCF 7 ID [ Ite_call
Ite_call 0
"‘ .........................................
Gx RAR
{Charging-Rule-Remove)
O00mnn
Gx RAA
{Result-Code: 2001)
o
00 ee_call 00
0oo
.,‘ .........................................
Rx STA
{Result-Code: 2001)
.‘ ....................................
P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)



00 e00d REST API (00000

HSS REST API PCRF Core Database (ESE"!)
POST /api/operation/pcrf_re_auth
{imsi: "...", apn: "ims"}
0o IMsI 00000
0oooo
00 APN (09 €€0
0noo
00 Gx RAR
(Session-Id, 0J0)
Gx RAR
(Re-Auth-Request-Type)
0000/00
Gx RAA
(Result-Code: 2001)
RAR [0
HTTP 200
{data: "Gx Re-Auth Request sent,
Result-Code: 2001"}
Administrator HSS REST API PCRF Core Database (Egl\#)

REST API

PCRF (00000
JOOPOST /api/operation/pcrf re auth
0000000 Gx 000000oooon

00000C00000OEOO000DEOOD00OO0OD00OO0OD000000 APN QoS [HN000ON0ooO0OO
000000000 - DOO00OO

0ooa



{
"imsi": "999999876543210",

“apn": "ims"
}
O000OHTTP 20000
{

"data": "Gx Re-Auth Request for 999999876543210 sent to
pgw.epc.mnc999.mcc999.3gppnetwork.org, Result-Code: 2001"

}
000COHTTP 40000

{
"error": "Unable to send Re-Auth Request for 999999876543210 on

APN ims, no active PDN Session found"

}

Jooo API
PCRF (00000000 APN (0000 QoS 00000000000 REST API 00000

(0€ €€ 00000000 APN QoS 000000000000 QCION000000000000 APN 000 PDN
000 PGW IO Gx OU00OOORARIODOOIOOCOOOOOOOOCODOOOOOOOODG

0ooa
Oo00o0o00o0

APN OO0 - APN QoS [0 - APN [

i [} I}
"internet" QCI, AMBR, ARP 00000000
1. [JJ APN [

00 APN 000 1P 00000



OOOPOST /api/apn/identifier

0ooa

{
"apn_identifier": {
"apn": "internet",
"ip version": "ipv4v6"
}
}

IP (0000

e "ipv4" -[]IPv4

e "ipv6e" -[]IPv6

e "ipv4ve" - [J00IPv4 [ IPv6[]

* "ipv4 or ipv6" -[0000OIPv4 [ IPve[]

OO00OHTTP 20100

{
"data": {
"id": 1,
"apn": "internet",
"ip version": "ipv4v6"
¥
}
aod

* apn[0001-254 000000
* ip_version[0000000000COOO

00 APN [O00GET /api/apn/identifier

2. [0 APN QoS [

00 QoS QHiooDQCInninnO



O00POST /api/apn/qos profile

ao0d
{
"apn_qos profile": {
"name": "Best Effort Internet",
"in": 9’

"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,

"pre emption capability": false,
"pre emption vulnerability": true

QoS [0



0d

name

gci

allocation retention priority

apn_ambr dl kbps

apn_ambr ul kbps

pre _emption capability

pre emption vulnerability

00 QCI [

- 0000 - GBRO150ms 000
- IMS [J0] - 0 GBR[J100ms [0

o U1 NN

OOOHTTP 20100

ad

string

integer

integer

integer

integer

boolean

boolean

- J000OOVoLTE[ - GBRO100ms OO0

- J00000000 - 0 GBRO300ms 0000

0d

1-254 ]

1-254

1-15

1-
4,294,967,293

1-
4,294,967,293

true/false

true/false

ad

00000000

QoS (000
01-4 =

GBR[]5-9
= [] GBR[]

ARP 01
= 00000

APN 0000
0000
Okbps[]

APN 0000
godd
Okbps[]

Oo0oooooa
O

0o0oooooa
oo



{
"data": {

"id": 1,
"name": "Best Effort Internet",
"gqci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr _ul kbps": 50000,
"pre emption capability": false,
"pre _emption vulnerability": true

00 QoS @V €Y [GET /api/apn/qos profile
3. [J0 APN [][]

0 APN [J000 QoS 00000

OO0 POST /api/apn/profile

oo

{
"apn_profile": {
"name": "Internet APN",
"apn_identifier id": 1,
"apn _qos profile id": 1
}
}

0o

 name (1000000000000
* apn_identifier id [ 01D
* apn_qos profile id [ 01D

OOOHTTP 20100



{

"data": {
"id": 1,
"name": "Internet APN",

"apn_identifier id": 1,
"apn qos profile id": 1

0o

* apn_identifier id []J apn_qos profile id 0000000
« [J0 APN JO00 QoS O00000CDOOO

00 APN OOGET /api/apn/profile

0o0oooooa

00 1000 IMS APN [J[JJVoOLTE[]



# 1. [0 APN [0
curl -X POST https://hss.example.com:8443/api/apn/identifier \

-H "Content-Type: application/json" \

-d '{
"apn_identifier": {
Ilapnll : Ilimsll ,
“ip version": "ipv4ve"
}
}I

# 0JO0{"data": {"id": 2, ...}}

# 2. [0 QoS [OOIMS (666
curl -X POST https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"apn _qos profile": {
"name": "IMS Signaling QoS",
"qci": 5,
"allocation retention priority": 2,
"apn ambr dl kbps": 5000,
"apn _ambr ul kbps": 5000,
"pre _emption capability": true,
"pre emption vulnerability": false
}
}
# 0O0O0{"data": {"id": 2, ...}}

# 3. 0O APN OO
curl -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d '{
"apn profile": {
"name": "IMS APN",
"apn_identifier id": 2,
"apn_qos profile id": 2
¥
}
# 00{"data": {"id": 2, ...}}

00 20000000

UOOCAPN 0000 EPC 0000OCO0OOOO 000 APN 0000000



0oooooa

00 QoS [0

PATCH /api/apn/qos profile/{id}
PUT /api/apn/qos profile/{id}

00 - 000000000

# 00 QoS 00 ID 1 QOO0
curl -X PATCH https://hss.example.com:8443/api/apn/qos profile/1 \

-H "Content-Type: application/json" \
-d '{

"apn _qos profile": {
"apn_ambr dl kbps": 150000,
"apn_ambr ul kbps": 75000

}

}

0o0ooood

1. QoS [J00000OCO

2. 000000000 QoS 00000 APN OO0 PDN [0
3. 000000000000 PGW 0 Gx RAR

4. PGW 000 QoS 00000000

5. (00000000 APl O00ODO0DODOO000OO

0000000 100 00000000000 QoS OO 1D 1 [ "internet™ APN JO00 100 0000000000
AP! I0000CCO00000 150 Mbps [0/ 75 Mbps 000

0000000 APN QoS IND00NOUIOOCODOODNODEUDOODOODO0DOOEOODO0OOOD

0ooto

DELETE /api/apn/identifier/{id}
DELETE /api/apn/qos profile/{id}
DELETE /api/apn/profile/{id}



0ooto

* (0000 APN 00000 APN 0000 QoS [0
* (000000000000 APN OO

0ooa

00000000 100 Mbps / [0 50 Mbps(][]

{
"apn_qos profile": {

"name": "High Speed Internet",
"gci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,
"pre emption capability": false,
"pre emption vulnerability": true

00000000 500 Mbps / [0 100 Mbps(][]

{
"apn qos profile": {
“name": "Premium Internet",
"qci": 8,
"allocation retention priority": 5,
"apn _ambr dl kbps": 500000,
"apn_ambr ul kbps": 100000,
"pre _emption capability": true,
"pre _emption vulnerability": false

000/M2MO00000



"apn_qos profile": {
"name": "IoT M2M",
"gci": 9,
"allocation retention priority": 10,
"apn_ambr dl kbps": 1024,
"apn _ambr ul kbps": 512,
"pre _emption capability": false,
"pre _emption vulnerability": true

}
}
Oo00o0oooooa
{
"apn_qos profile": {
“name": "Emergency APN",
"gci": 5,
"allocation retention priority": 1,
"apn _ambr dl kbps": 10000,
“apn_ambr ul kbps": 10000,
"pre _emption capability": true,
“"pre emption vulnerability": false
}
}

il

Diameter [J][[]

Gx [0 config/runtime.exs [0



%{
application name: :gx,
application dictionary: :diameter gen 3gpp gXx,
vendor specific application ids: [
%s{vendor id: 10415, auth application id: 16 777 238}
]

Rx [0 config/runtime.exs ]

%{
application name: :rx,
application dictionary: :diameter gen 3gpp rx,
vendor specific application ids: [
%s{vendor id: 10415, auth application id: 16 777 236}
]
}

QoS ([
QoS 00000
* 000000000 APN OO

o apn_qgos _profile.qci[]QoS 0000

o apn_qos profile.apn ambr ul kbps [JIO00O000O0
o apn_qos profile.apn ambr dl kbps 0000000000
o apn_qos profile.priority level JUOUOOOOO

* (00000 Rx AAR [00000COO

o QCI010oooog
o 0000000 Max-Requested-Bandwidth AVP

o 000000 Flow-Description AVP



Juod

0oo0
2001
5001
5002

5063

Hodo
0000

PCRF 00

od

ad

0o

0o

000

0d

DIAMETER_SUCCESS

0ooog

Ooooo

0ooog

« [0 PDN [0 - 00 APNOOO0000O

* VolLTE (J0 - 00 IMS 0000000000000

* QoS [ - 00 APN 000000
* 0000 - 000000000000

Joooo

PCRF 000CO0OOOOO

* [0 Gx Q00000000/O0

* J0000OTFTOOOO000000O
* [O00000OOCOOOOO0

* [000000OOO0OoOOO0OOO

0d

000000

IMSI 000000000

PDN [000000000/00

IMS 0000000

00000000000OC000000000R000 TFT 0000000



Juod

. - 0000000
. - 000 APO
« [[1-00HSS OO

. - 0000 Diameter AVP [J[]



OmniHSS

0

OmniHSS [0 0000 000C000000000000C000000C000000EO00000C000000C000000
0oooooa

ML drdr

Hooooo

Oo0oon

~ / \ T~
K E E B

EPC 000

EPCHI0D0I0C000000OD LTE 00000000000




jooo

0o 0o add

10,000 - 1,000,000
ue _ambr dl kbps .

N Kbps
0
ue ambr ul kbps o 5,000 - 500,000 Kbps

000 "packet_only" []
network access mode

[ "packet_and_circuit"
. . TAU
tracking area update interval seconds 0 54 00000

00 EPC (000

curl -k -X POST https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
-d '{
"apn profiles": [],
"name": "Premium 100Mbps",
"network access mode": "packet only",
"tracking area update interval seconds": 600,
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000

00 EPC (00000
0000o:

e [J: 10 Mbps (10,000 Kbps)
* [J0: 5 Mbps (5,000 Kbps)

Nk



e [J0: 50 Mbps (50,000 Kbps)
e [J0: 25 Mbps (25,000 Kbps)

Nk

e [J0: 100 Mbps (100,000 Kbps)
e [J0: 50 Mbps (50,000 Kbps)

HNE

* [0: 1 Gbps (1,000,000 Kbps)
 [J0: 500 Mbps (500,000 Kbps)

IMS 000

IMS J0000000000000000 IFCO00bO00nbo0on

IFC [
IFC 00000 S-CSCF 00000oo XML 0o
0oon-

e {{imsi}} -[J00 IMSI

* {{msisdns}} - 0O0OOOO
e {{mcc}} - 0000

e {{mnc}} - 00000



00 IMS 000

curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{
"ims profile": {
“name": "Standard VoLTE",
"ifc template": "<InitialFilterCriteria>...
</InitialFilterCriteria>"
}
}

IFC (000

<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>
<InitialFilterCriteria>
<Priority>0</Priority>
<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>INVITE</Method>
</SPT>
</TriggerPoint>
<ApplicationServer>
<ServerName>sip:as.ims.example.com</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>



APN [0

APNIII0O00O0NOOOOOO0OOO0OO00G

APN []]
,‘ 00000 ‘
— & S —
— [ N —
. v v _ "
EPC (1D IMS 000 APN [0 000000
00 00 o0m 000

APN [][](]

00 APN 000 1P 00000

[0 APN:

e internet - JOOOOOO
e ims - IMS/VoOLTE ][]

e mms - (0000
e vzwadmin - [J00

IP (000:

e "ipv4":[]IPv4

e "ipv6":[]IPv6

e "ipvave": IPv4avoe[l]

e "ipv4 or ipv6": IPv4 [J IPve00000

APN QoS [

0ooo0ooon



QCIJQoS [000On:

QCl

oo oo
GBR 0ooo
GBR 0ooo
GBR 0oo

0 GBR IMS [

0 GBR  [O00000OC

00

0o

0d



0000 APN (]

# 1. (00 APN 000
APN ID=$%$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{"apn": "internet", "ip version": "ipv4v6"}' \
| jg -r '.response.id"')

# 2. [0 APN QoS (00O
Q0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "Best Effort",
"allocation retention priority": 8,
"apn_ambr dl kbps": 50000,
"apn ambr ul kbps": 25000,
"pre emption capability": false,
"pre emption vulnerability": true,
"gci": 9
}'"' | jqg -r '.response.id"')

# 3. [0 APN (J000O
curl -k -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
L
\"apn identifier id\": $APN 1ID,
\"apn_qos profile id\": $Q0S 1ID,
\"name\": \"Internet APN\"
3

0 APN ] EPC 000

APN [0 join epc profile to apn profile [ EPC 0000000

00000000000 APN 0000 10 000 EPC 0000 D000 APN 00000000000 EPC 00000
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0o 0o0oooa
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000000000




Jooooooooon

# 000000000 EPC O IMS (00O
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc profile id": 1,
"ims profile id": 1,
“roaming profile id": 1
}
}

# 00000000
curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"epc_profile id": 2
¥
}

Hooooooon
0000

1. 00000000 - DO000000000€ € 000000
2. 00000 - D0000000COooo0O

3. 000 - 00000000

4. 00000 - O00O0D0ooODootoooo



Jooooood

(00001 - (001 - (001

(-

- "Basic-10Mbps-Internet"

- "Premium-100Mbps-VoLTE"

- "Enterprise-1Gbps-MultiAPN"

NN NEN
O00000000000
‘ ad | ‘ OmniHSS API ‘ aao
000000000
il
OOOO/TAU 0
0O000n
OO00000DAMBROAPNST]
0000000
|
‘ ad | ‘ OmniHSS API | aod

00= DO0000000000a

* [000000TAU0
* 00
* IMS 0000 IMS 0000000




Jo0o0ooood

Oo00o0o0oa:

1. 00000 EPC 0000 AMBR 1
2. 00 APN QoS 000 AMBR [J

3. 00 MME/P-GW 00000 QoS
4. 00000

IMS [J000:

1. 0000000 MS 0000

2. 00 IFC OO XML 0000

3. 0 S-CSCF JO0€<0 IFC 0000
4. 000 S-CSCF 0oo0

APN [J:
1. 000 APN 00000000 EPC ODOO

2. 00 APN 000000000000
3. J0 UE 0 PDN 000



OmniHSS

il

00000000 ©OmniHSS (00 Diameter 00000000000000CCO0000CCO000

S6a [][] (LTE/EPC)

000000 (AIR/AIA)

MME (000000000



MME OmniHSS (HSS) Database

S6a AIR
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B
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00: 0000
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[O00m]
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(oom
- R

MME OmniHSS (HSS) Database

[0 AVP:

* [0: 000 (iMS1), 00-PLMN-Id, 0000000
e [00: 0000 (RAND, AUTN, XRES, KASME)

000000 (ULR/ULA)

MME [0 HSS 0000000000€ @ €1



‘ MME | OmniHSS (HSS) ‘ Database l
S6a ULR
(IMSI, MME [, 0O PLMN)
good + epc_profile + apn_profiles
00 + 000
a0oooo
(MME, 00, 000)
aoa
Oooooa
(AMBR, APN [, QoS)
S6a ULA
ad: 0o
(0oom
OmniHSS (HSS)

‘ MME |

‘ Database l

[0 AVP:

e [0: 000 (IMSI), RAT [, ULR [0, O0-PLMN-Id, UE-SRVCC [[]
* [0: 0000 (AMBR, APN [0, OO0000)

00 VE 0 (PUR/PUA)

MME [0 HSS 00000000000



MME OmniHSS (HSS) Database

56a ULR
{(IMSI, MME 0. 00 PLMN)
00 + epc_profile + apn_profiles
00 + 0000
(0000
(MME, O0. 00O
000
e cm mm e mm i ma mm s e mm e se ma s me m e nn e s ne m e o
000
(AMER, APN 0. Qos)

S6a ULA
00: 00

(oo

..‘. ..........................................
MME OmniHSS (HSS) Database

0000 (NOR/NOA)

MME [J0 HSS 00000



‘ MME

OmniHSS (HSS)
S6a NOR
(IMSI, 0000
0ao0
S6a NOA
00: 0o
‘ MME | OmniHSS (HSS)

000000 (CLR/CLA)
HSS 000000000 MME 0000000OmniHSS 00000000 CLR 000

00 CLR (MME [100)

000000 MME [0000000000OmniHSS (00000 MME 00 CLR 00000000



Previous MME New MME OmniHSS (HSS)

000000 MME

S6a ULR
(IMSI, 0 MME [0)

0ooooa

last_seen_mme: "old-mme.example.com"

ny (00 MME 00000000]
0o CLr OO0
S6a CLR
(IMSI, 000O: 0)
(CLROO: 0)
0000000
S6a CLA
00: 00
O0oooo
(last_seen_mme: new MME)
aoa
S6a ULA
oo: 0o
(000m)

Previous MME

vewmve | | ommiss s

00 AVP (00 CLR):

* [00: 000 IMSI

0ooo: oo MME 000
0o0: 00 MME 1
0ooo: o (MME O000)
CLRO: O

0o0o: 00000ooa

000 CLR (API [J0)

000000000 AP 00 CLRODO000000000000000000000000000



MME OmniHSS (HSS)

S6a NOR
(IM3I, 0000)
>
Oo0a
S6a NOA
00- 00
.‘. ...............................
MME OmniHSS (HSS)

00 AVP (000 CLR):

* 000: 000 IMSI

0000: 00000 MME 000

000: 00000 MME [

0000: :subscription withdrawal ([J 3GPP TS 29.272 0J0000)

CLR [00:
o sba_indicator: 1 (JO0O0 S6a 00)

o reattach_required: 1 (UE 000000000O0O)

0o

OmniHSS J0000000000 3GPP TS 29.272[]



0o O ad 0o

MMEOOOO 60 (QOOMMEQOD 0O MME 0000 ULR

SGSN OO0 1 SGSN [ 3G/2G 000

0oda 2 (000 00 APIO00O0

0oao IWF 3 000000 0oooooo

000000 4 000 0oooon

CLR [

CLR-Flags AVP (0000000000000

0d O 0d

S6a/S6d 0] O 1 =[JJS6a [

000000 1 1= UE 0000000

00 CLR-Flags [[:

clr flags: %{

sba indicator: 1, # [0 Sea [0
reattach required: 1 # 00000
}
] IMSI ][]

OmniHSS (00000 (IMSI) 0 MME 00000000 MSISDNOOO0O00 IMSI 0000 CLR 00000
gd

00 1: OO MSISDN[] IMSI



ag A:
- IMSI: 999000123456789
- MSISDNs: ["+1234567890", "+9876543210"]
- last seen mme: "mmeOl.operator.com"

000000000 MME [0

e 000 CLR [] "mmeO01l.operator.com"[JIMSI [] 999000123456789

* 00 MSISDN 000000000000 siMp
- 000 AVP [0 IMSIOOO0 MSISDNs

00 2: 0000000 IMSIsOO00 MSISDN

OmniHSS 000 00 MSISDN (000 MSISDN O00o000b00000o0oon/oooon

0g A:
- IMSI: 999000111111111
- MSISDN: "+1234567890"
- last seen mme: "mmeOl.operator.com"

00 BOOOOO:
- IMSI: 999000222222222

- MSISDN: "+1234567890" # [J0 MSISDNOOO SIM/IMSI
- last seen mme: "mmeO2.operator.com"

00d B 0000

00O CLROOO IMSI = 00000
e OO0A 000 mmeO1 0
e [J0 B [ mme02 []]

+ [O00DOOOOOOOCOOOOo0O
00 3: 000 CLR JJd MSISDN [

0o

e (000 CLR 0000 last_seen_mme
00 MSISDNs [][J IMSI 0000000000



* IMSI 00 MME 00000

0o

1. IMSI [0 CLR 00000 O mMsIO0O0n MSISDN[ subscriber state 000 (IMSI)
00 last seen mme[]

2. 0000: 00000000000 MME 00000 CLR 000000000000€ €000

3. 0000000 MME 0000 CLR: [0 ltast_seen_mme [] nil 0000000000 VLR 00000
CLR[]

4. J00000: 00 CLROO VLR 00000000 Subscription-Data AVPOOOOO MME 00000
oo

5. (J0: CLR 0000000CO0000O0 MME [0 ULA 000000 MME [1 CLAD

6. CLA [J{: OmniHSS [0 CLA 0000000000000 398 00 :discard 0000000000000
0000 HSS 000

Cx (] (IMS)

000000 (UAR/UAA)

I-CSCF 000000000000



‘ Phone | ‘ I-CSCF | OmniHSS (HSS)

SIP REGISTER

Cx UAR
(0000, 0O0m)

0aoa

ey [00000]

Cx UAA
00: 00
(0000O)

00 S-CSCF

(0000001

Cx UAA
00: 0000
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‘ Phone | ‘ I-CSCF | OmniHSS (HSS)

0000000 (SAR/SAA)

5-CSCF [J0/0000000 IMS 00000



Previous MME

Mew MME OmniH55 (H55) Database

0000 MME

S6a ULR
(IM51, 0 MME O00)

O00am N
last_seen_mme: "old-mme.example.com”
P P
alt [0 MME 0ol
DOCLR M
S6a CLR
(M5, [100: 0)
{CLR)Q: 0)
annnnny
56a CLA
00-00
................................................................. -
(00T
(last_seen_mme: new MME)
i
S6a ULA
[k
(o)
T I,
Previous MME MNew MME OmniH55 (H55) Database
IFC J000:

e {{imsi}} - [0 IMSI

* {{msisdns}} - JUUUOO
e {{mcc}}, {{mnc}} - 00 PLMN 00

0000000 (MAR/MAA)

S-CSCF [0 IMS 00000000



‘ S-CSCF | OmniHSS (HSS)

‘ Database |

Cx MAR
(IMSI, 0000)

0o0d + key_set
0o + 0o
0o IMS 0000

(CK, IK OO Milenage)

Cx MAA

00: 00
(SIP-Authenticate, CK, IK)

‘ S-CSCF | OmniHSS (HSS)

‘ Database |

000000 (LIR/LIA)

I-CSCF (J000 S-CSCF 00iioonO



‘ [-CSCF | OmniHSS (HSS)

‘ Database

Cx LIR
(0000)

oooooo
(00000 S-CSCF)

S-CSCF [0

ey (00000

Cx LIA

00 00
(S-CSCF [00)

000000 S-CsCr

(000001

Cx LIA
00: f0ood

‘ [-CSCF | OmniHSS (HSS)

‘ Database

Sh [0 (IMS [100000)
(00000 (UDR/UDA)

Oo000000OCOoOOOn
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Phone I-CSCF OmniHSS (HSS)
SIP REGISTER
>
Cx UAR
(0000, 0ooo)
>
000
alt (000001

Cx UAA

00- 0o

(00000m)
.‘. ...............................

[ S-CSCF
[O00000]

Cx UAA

00: 0000
e
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Phone I-CSCF OmniHSS (HSS)
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Application Server

OmniHSS (HSS)

Sh PUR

(0000, 000

Sh PUA
0o 00

Application Server

OmniHSS (HSS)

000000 (SNR/SNA)

Oo00o0oo0o0oon

0oooao

(sh_repository_data)

0o

‘ Database |

‘ Database ]




Application Server OmniHSS (HSS)

Sh SNR
(0000, 0000)

NN

Sh SNA
ao: 0o

pooooa. ..

Sh PNR
(0000000o)

Sh PNA
00: 0o

Application Server OmniHSS (HSS)

Gx [0 (0000)

OmniHSS [J0 Gx 0000 PCRFOO0000COO000

ooo 0000000000000 Qos [noO

000000 - 00 (CCR-1/CCA-I1)

P-GW (00 PDN (J0000O00OCO



S-CSCF OmniHSS (HSS) Database

Cx MAR
(IMSI, J00m
=
0000 + key_set
-
0o + 0o
e
0o m™s 0000
(CK, IK [J0 Milenage)
Cx MAA
0o: oo
(SIP-Authenticate, CK, IK)
M ermemreeraeeemmemamm e mmammn e
5-CSCF OmniHSS (HSS) Database

[0 AVP:

 [J0: 00 ID (IMSI), 000 1D (APN), RAT [0, IP-CAN [0
* [00: QoS [J0 (QCI, ARP, AMBR), 00000

000000 - 00 (CCR-U/CCA-U)

P-GW 000000



‘ P-GW | OmniHSS (PCRF)

‘ Database |

Gx CCR-U
(Session-Id, [J00)

00 pdn_session
(00000, RAT O00)

ooa

Gx CCA-U
00: 00
(D00000000)

‘ P-GW | OmniHSS (PCRF)

‘ Database |

000000 - 00 (CCR-T/CCA-T)

P-GW [0 PDN 00000



I-CSCF OmniHSS (HSS)

Database

Cx LIR
(0000
00000
(00000 S-CSCF)
-
S-CSCF [
alt (000001
Cx LIA
00: 0o
(S-CSCF D)
* ____________________________
000000 S-CSCF
(000001
Cx LIA
00: 00000
.‘. ............................
I-CSCF OmnNiHSS (HSS) Database

000000 (RAR/RAA)

OmniHSS (PCRF) [ P-GW 0000000



OmniHSS (PCRF) ‘ P-GW |

0oooo0
(O0OOVoLTE 0000)

Gx RAR
(00 1D, 000 QoS [m

00000
(0000CDO© @)
Gx RAA
0a: 00
OmniHSS (PCRF) ‘ P-GW

Rx (] (IMS 000

OmniHSS [0 Rx 0000 PCRF OO0 IMS 00000

ooo 000000 VeLTE (000000000

AA ][] (AAR/AAA)

P-CSCF [0 IMS (0000000
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SIP INVITE (VoLTE [O()
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Rx AAR
(IMSI, OO0O, Sbr)

[0 pdn_session

(0000 IMS PDN)
00 PDN 00
00 Ite_call 00
(0000, 00, 0oo)
00000
Rx AAA
0o: 00

00000000
Gx RAR

(00000 QoS, SDF O0m)

0oooco
(00O GBR OO)

Gx RAA
00: 00

SIP 183 000

Phone P-CSCF

nooo-

OmniHSS (PCRF)

P-GW Database

* [0 SDP 0000000000
* (00000 (OD/o0)

* (00000 SBF 0od

* [0 Gx RAR 000000

000000 (STR/STA)

P-CSCF @[] IMS 00000



Application Server OmniHSS (HSS) Database

Sh PUR
(D000, DOOO)
>
0000oc
(sh_repository_data)
>
(00
4 .....................................
Sh PUA
a0: 00
.‘-- e
Application Server OmniHSS (HSS) Database

S13 [ (EIR)

OmniHSS (] S13 000 EIRO00000000

0o 00000D00000OOMET 00000000

ME 0000 (ECR/ECA)

00 EIR 00000 MME[OOO000O



MME/EIR [0 | OmniHSS (EIR)

‘ Database

S13 ECR
(IMEI)

00 eir_rules
(00000000 IME)

000

0o0ooo

ey [0000: 0o0!

S13 ECA
0o 0o0d

[0000: 0001

S13 ECA
00: 00000000

[0000: 0001

S13 ECA
00: 00000000

(000001

00 unknown_equipment_behaviour [

S13 ECA
00: (0000)

MME/EIR 00 | OmniHSS (EIR)
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poooo:

* (000 (0) - 000000000
« [000000OC (1) - 00000
* 00000000 (2) - 0000000

J00000: VoLTE [[]

000 VoLTE 000000000000

Application Server OmniHSS (HSS)
Sh SNR
(0000, 0000)
e
oaao

Ooooaa. -

Sh PNR
(00000000)

Sh PNA
00- 0o

Application Server OmniHSS (HSS)
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0000 (Séa AlR)
n:

1. 0000000 (Ki, OPC, AMF)
2. SQN [0 (00000D)
3. 0000000000
000000 (S6éa ULR)
o:

1. EPC 0000000COO APN
2. 0000000
3. MME 00000

IMS [0 (Cx SAR)
0o:

1. IMS 000000000
2. IFC 0000 XML

3. S-CSCF 00000
4. (000000000000 MSISDN

PDN [0 (Gx CCR-l)
ao:

1. APN ] EPC 00000 APN 00000
2. APN QoS 000000
3. PDN 0000000000000
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Subscriber Visits
Network

|

Lookup Roaming
Profile

Matching Rule?

Found Not Found
Apply Rule Action ‘ ‘ Apply Default Action ‘

. 7

I Allow or Deny ‘
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il

Roaming Profile

Huoa
O000000000MCC/MNC 00000000
000

* name - [J0000

* mcc - 00000003 0000

* mnc - (000009 €€2-3 0000

e data action - "allow" [] "deny"

* ims action - "allow" [] "deny"

joad

Ho0o0ooooooa

0o



* name - [0

e data action if no _rules match - "allow" [] "deny"

e ims action if no rules match - "allow" [] "deny"

Houn
000000

# 0000000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
-d '{
"roaming profile": {
"name": "Allow All",

"data action if no rules match": "allow",
"ims action if no rules match": "allow",
"roaming rules": []
}
}

Huoooo

# 0000000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \

-d '{
“roaming profile": {
“name": "No Roaming",
"data action if no rules match": "deny",
"ims action if no rules match": "deny",

"roaming rules": []



Jooooooooon

# 00 AT&T OO0
RULE1=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "Allow AT&T",

"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"
¥
}' | jq -r '.response.id')

# [0 Verizon [0

RULE2=$(curl -k -X POST

https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \

-d '{
"roaming rule": {
"name": "Allow Verizon",
"mcc": "311",
"mnc": "480",
"data action": "allow",
"ims action": "allow"
}
}' | jg -r '.response.id"')

# (0000000000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
@ T
\"roaming profile\": {
\"name\": \"US Carriers Only\",
\"data action if no rules match\": \"deny\",
\"ims action if no rules match\": \"deny\",
\"roaming rules\": [$RULE1l, $RULE2]



Jooooooon

# 000000000 IMS OOOo
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \

-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "Data Only - T-Mobile",

"mcc": "310",

“mnc": "260",

"data action": "allow",
"ims action": "deny"



Jooooooooon

# (0000000000
RULE=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \

-H "Content-Type: application/json" \

-d '{
"roaming rule": {
"name": "Block Expensive Network",
"mcc": "206",
"mnc": "O1",
"data action": "deny",
"ims action": "deny"
}
}' | jg -r '.response.id"')

# 00000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
@ O
\"roaming profile\": {
\"name\": \"Block Expensive Networks\",
\"data action if no rules match\": \"allow\",
\"ims action if no rules match\": \"allow\",
\"roaming rules\": [$RULE]

Houoon
00 1000000

OoOf0odOobotooOoon



Roaming Rules
MCC/MNC specific

Default Data Action

Roaming Profile e ———
g if no match

Default IMS Action
if no match

0o

* 0000000
* 00000000 MCC O003100311[0312(0313[]314(1315[]316(]

00 200000000

Oo00o0bdOobotooooG



Partner twork Nonartner

Allow Deny

0o

* 0000000
* [0000O0000000CO0O MCC/MNC

00 3000000000R000

00000000D000000000 Wik 0000000

O\
R

Allow Data Deny IMS

0o



e [JUJdata action: "allow"[]ims action: "deny"

00 40000000
O0000000000000000

000 000000000 MME/OO00000OmMNiHSS 000000000000

MCC/MNC (][]

JoddoooMcCC

MCC [0 0]

310-316 [][] AT&T, Verizon, T-Mobile []
302 000  Rogers, Bell, Telus

234-235 [0 Vodafone, 02, EE

262 00 Deutsche Telekom, Vodafone
208 00 Orange, SFR, Bouygues
222 000  TIM, Vodafone, Wind

214 000  Movistar, Vodafone



Jo00o0oOMCC 310-316(]

MCC MNC aoo
310 410 AT&T
311 480 Verizon
310 260 T-Mobile
310 120 Sprint

313 380  (JU0OCOOO

00000 toa O

Hooon
S6a (00000

0o00o0o00o00a


https://www.itu.int/pub/T-SP-E.212B
https://www.mcc-mnc.com/

‘ Subscriber ‘

|

Network Type
Partner Network MNon-Partner
Allow Deny
Cx [JJOIMS[]

000000000000 MS 00



S-CSCF (Visited)

‘ OmniHSS |

IMS Register

Cx SAR
(IMSI, Visited Network)

Check Roaming Profile

Lookup Rules for PLMN

- [IMS Roaming Allowed]

Cx SAA Success
(IMS Profile)

200 OK
[IMS Roaming Denied]

Cx SAA Error
(Roaming Not Allowed)

403 Forbidden

S-CSCF (Visited)

‘ OmniHSS |

Houoon
0000000000000

Oo0oooooa

* [O00DO000OOODOO0O

‘ Subscriber |

‘ Subscriber |




* J0000000O0OOO
0o00o0o00o00a

 [(J00000OD0OOOOCOD MCC/MNC 0000000
 JU0000O00O00RO00O
e 0000000 data_action [J

(00000000000 IMS

0000 1MS 000

* 0000000000
e []00 data_action [J ims_action [J

+ (0000000 IMS 000000

Hooooon

Oo0oooooa

[info] Roaming check: IMSI 001001123456789, Visited PLMN 310-410
[info] Roaming rule matched: "Allow AT&T"
[info] Data action: allow, IMS action: allow

Hodo
0000

1. 00000 - Do00OO0ODoo0O
2. [J000 - Oh0000000ooooa
3. (000 - 0000000000oO
4. 000 - DO00000O0OoooO



jooo

1. 0000000 - "Allow-ATT-Data-Only" [J00 "Rulel”
2. 0 MCC/MNC - (000000000000

3. 000000 - 0000000 IMS

4. J00000 - DO0000000C00

joad

1. 000 - doo00/O000000
2. (000 - DO00000DOoooooa
3. (U - DO00000oCOoog

4. 000 - DO00000OoooO
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joodo
000000000000000
1. 0000000000000

o |IMSI

o MSISDNOO0O00O
o Q00000

o (0000000

2. 000

o Q00oooo
o J000000o0O
o (00000000

3. 0000

o (00000000
o (0000000000
° (000O000/0000000O

4. 0000

o [0 00000
o [J[] Diameter 0000

o Q0000Oo
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* J00000000O
 “I000000 00
* 000000000

Huooooood

00 10000000
0o

+ (0000000000000
+ [O0O0O0OOOOODOOOOO

0000

1. 00000000 key_set_id[]

curl -k https://hss.example.com:8443/api/subscriber/imsi/[IMSI]

2. [I00000000000000

curl -k https://hss.example.com:8443/api/key set/[KEY SET ID]

3. 0 Ki 1 OPC [JO SIM (000000
0000

* 0000 0oooO
* 000000OSIM 000000

00 20SQN (00

0o



* Q0000000000000
* [00*SQN Oooo”
* 0000

0oooo

1. 000000000000 SN O
2. J000000 SQN 0oooo
3. (00000000 SON [

0000

* (00000 AUTS OO0SQN 0000000
+ 0000000000000 SeN O o0iiotonoooo

000 00 SCN 0oi0dotOoootoootoog

00 30000000

0o

* 000000000
* 0000000000

0000

1. 000000000

curl -k https://hss.example.com:8443/api/subscriber/imsi/[IMSI]

2. ] enabled [JJ[] true

(D€ € €00

. [



curl -k -X PUT https://hss.example.com:8443/api/subscriber/[ID]

\
-H "Content-Type: application/json" \
-d '{"subscriber": {"enabled": true}}"’

00 4000 EPC (000

ooo

* (0000000000000
* 00000 EPC 0000

0000

1. 000000 epc_profile id [0
2. [0 EPC 000000000

curl -k
https://hss.example.com:8443/api/epc/profile/[PROFILE ID]
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e 1 000 Diameter 0000000
» “0000000"00
» (000000000

Huooooood

00 100000
0o

* 0000000
* 000000
* Ping 00000

0ooto

1. 000 OmniHSS 0000000000

ping [PEER IP]

2. [J0] Diameter 000000

telnet [PEER IP] 3868

3. (00000000 Diameter 00000 3868(]

0000

* 000000
* 0000000
* [O000000OO0a



(0 2[]Diameter [J00

ooo

* 000000
« CER/CEA JO0OO

* Q000000
0oooo

1. 00 runtime.exs [ Diameter 00

o (0000 origin_host OO000000COOO
o [0 origin_realm [

o 0000 1P 000000
2. [0 CER/CEA [V €[]

3. 000000000000 OmMniHSS [ origin_host

0000

* (0000 00 runtime.exs
* (0000000 OmMniHSS
* JU00000O0O0O0O0O0O0O

00 3000000TLS Diameter(]
0o

* [ TLS 00000000
* 000000
 “0000"0"0000"00

00000
1. 00 priv/cert/ 0000000000

2. (000000



openssl x509 -in priv/cert/diameter.crt

3. (00000000

4. J000000000000 TLS
0000

* 0000000
* 00000000
* 00000000 OmMniHSS

00 4000000000000
ooa

* [O000000OOROOOOO0
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1.00 00000000
2. (J0000000000000C00SeanCxpsh 0o
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« 0000000000000 Diameter (000

* ©e000000000000000
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* (0000000
* “000000C 00
* 000000

Jooooooon

00 1000000000
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* [0 APIO000

* (0000000
« “I00eeel 00

0000

1. f000o0oa

# 0000 PostgreSQL
psql -h [DB HOST] -U [DB USER] -d [DB NAME]

# 0000 MysQL
mysql -h [DB HOST] -u [DB USER] -p [DB NAME]

2. J000000000000000O
3. (0000000000000
0000

* Q000000
* Q000000000
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00 2000000000
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00 10000000 IMS
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0oooo
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2. 0000000000 ims profile id
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curl -k -X POST https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "000000",

"mcc": "310",

"mnc": "410",

"data action": "allow",
"ims action": "allow"
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curl -k https://hss.example.com:8443/api/status
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# [ IMSI

curl -k
https://hss.example.com:8443/api/subscriber/imsi/001001123456789
# [] MSISDN

curl -k
https://hss.example.com:8443/api/subscriber/msisdn/14155551234
# [ ID

curl -k https://hss.example.com:8443/api/subscriber/1

0oo0oooo

curl -k https://hss.example.com:8443/api/subscriber

0ooo0ooon

# EPC 00O
curl -k https://hss.example.com:8443/api/epc/profile/1

# IMS 0000
curl -k https://hss.example.com:8443/api/ims/profile/1

# (00000
curl -k https://hss.example.com:8443/api/roaming/profile/1
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[0 Diameter (00000

telnet [PEER IP] 3868

00 TLS 000

openssl s client -connect [hostname]:8443 -showcerts
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# PostgreSQL
psql -h [DB HOST] -U [DB USER] -d [DB NAME] -c "SELECT COUNT(*)
FROM subscriber;"

# MySQL
mysql -h [DB HOST] -u [DB USER] -p -e "SELECT COUNT(*) FROM
subscriber;" [DB NAME]
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grep "authentication.*fail" /var/log/omnihss/omnihss.log
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grep "Diameter peer" /var/log/omnihss/omnihss.log
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grep -i "database.*error" /var/log/omnihss/omnihss.log
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0000000OmniHSS 00000 webhook URL [0 HTTP POST 000



POST /your-webhook-endpoint HTTP/1.1

Host: your-server.com

Content-Type: application/json

X-0mniHSS-Event: update location request
X-0mniHSS-Event-ID: 550e8400-e29b-41d4-a716-446655440000
X-0mniHSS-Timestamp: 2025-01-15T14:30:00Z

"event": "update location request",
"event id": "550e8400-e29b-41d4-a716-446655440000",
"timestamp": "2025-01-15T14:30:00Z",
"subscriber": {
"id": 1234,
"imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"msisdns": [
{"id": 1, "msisdn": "14155551001"},
{"id": 2, "msisdn": "14155551002"}
1,
"sim": {
"id": 5678,
"iccid": "8991101200003204510",
"is esim": false
},
"key set": {
"id": 100,
"amf": "8000"
},
"epc_profile": {
"id": 1,
“name": "Premium 100Mbps",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000
},
"ims profile": {
"id": 1,
"name": "Standard VoLTE"
},
"roaming profile": {
"id": 1,
"name": "International Roaming Allowed"

}



"subscriber state": {
"“mme _host": "mme-01.example.com",
“mme _realm": "epc.mnc00l.mccOO1l.3gppnetwork.org",
"visited plmn": "001001",
"last update": "2025-01-15T14:30:00Z"

H
“custom attributes": {
"account type": "premium",
"billing plan”: "unlimited"
}
I

"event context": {
"visited plmn": "310410",
"mme _host": "mme-roaming.example.com",
"location update type": "initial attach"

}

joad

1l 1l 0o
event string 0000000 update location request[]
event id string [] webhook [JJ00] UUID
timestamp string 000000 1s0 8601 [0
subscriber object [JI0000000000 GET /api/subscriber/:id (00

event context object [O00000000000

O00000
event_context 000000000

[0 update_location_request(]



"visited plmn": "310410",

“mme host": "mme-roaming.example.com",
"mme realm": "epc.mnc410.mcc310.3gppnetwork.org",
"location update type": "initial attach"

00 imsi_switch[]

{
"previous imsi": "0010601111111111",
"new imsi": "310410222222222",
"sim id": 5678,
"previous mme host": "mme-home.example.com",
“new mme host": "mme-roaming.example.com"
}

00 ims_registration[]

{

"scscf host": "scscf-01l.ims.example.com",
"public identities": [

"sip:001001123456789@ims.mncOO1.mccO001.3gppnetwork.

"sip:+14155551001@ims.example.com",
"tel:+14155551001"

org -,
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curl -k -X POST https://hss.example.com:8443/api/webhook \
-H "Content-Type: application/json" \

-d '{
"webhook": {

"url": "https://your-server.com/omnihss-webhook",
"events": [

"update location request",
"ims registration",
"imsi switch"

1,

"enabled": true,

"description”: "000000 webhook"

}
}
aoa
{
"data": {
"id": 1,
"url": "https://your-server.com/omnihss-webhook",
"events": [
"update location request",
"ims registration",
"imsi switch"
1,
“enabled": true,
“description”: "OOOOOO webhook",
“created at": "2025-01-15T14:00:00Z"
}
}

[0 Webhooks

curl -k https://hss.example.com:8443/api/webhook

(] Webhook



curl -k -X PUT https://hss.example.com:8443/api/webhook/1 \
-H "Content-Type: application/json" \
-d '{
"webhook": {
"enabled": false

}
} 1

(] Webhook

curl -k -X DELETE https://hss.example.com:8443/api/webhook/1

Webhook 1]

00 webhook 00000

1. 00 POST 000000 Content-Type: application/json
2.0000-05 0000 HTTP 200-299

3. 0000 - DOOD000OO

4. 0 HTTPS - [IN0000O TLS/SSL 00000

5. 0000 - 000000 OmniHSSOOO0000

00 Webhook [[[J[J[[[INode.js/Express[]]



const express = require('express');
const app = express();

app.post('/omnihss-webhook', express.json(), (req, res) => {
const { event, subscriber, event context } = req.body;

console.log( Received event: ${event} );
console.log( Subscriber IMSI: ${subscriber.imsi} );

// 0000000
// ... 000000000 - - -

// 000000000
res.status(200).json({ received: true });

// 0000000000
processWebhook(req.body).catch(console.error);

});

async function processWebhook(payload) {

// 00000000
// 000000000000000
}

app.listen(3000);
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update_location_request
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200 OK

OmniHSS Webhook Handler Billing System

000

* J000000000Oa
* (0000000000

* (0000000/0000
* JO0000O0OO0O
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// Webhook [000000COOCOCOC
app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'update location request') {
await analytics.track({
event: 'subscriber location update’,
imsi: subscriber.imsi,
visited plmn: event context.visited plmn,
timestamp: req.body.timestamp,
profile: subscriber.epc profile.name
})s
}

res.status(200).send();
1)
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IMS 00000

3. (000000

0o0000000o0ODOo0OO

Device OmniHSS Webhook Handler Billing System

Attach to Network (Roaming)

update_location_request
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Enable reaming charges
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@app.route('/omnihss-webhook', methods=['POST'])
def webhook handler():

data = request.json

subscriber = data['subscriber']

event context = data.get('event context', {})

if data['event'] == 'update location request':
visited plmn = event context.get('visited plmn')

# 10000000
if visited plmn in BLOCKED PLMNS:
disable subscriber(subscriber['imsi'])
alert security team(subscriber, 'Roaming to blocked

PLMN')
# 0000000
if is impossible travel(subscriber['imsi'], visited plmn):
flag for review(subscriber['imsi'])
alert fraud team(subscriber, 'Impossible travel
detected')

return jsonify({'status': 'ok'}), 200

4. (0000
O000000000000000000

000 00000000 VoLTE 00000 IMS



app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber } = req.body;

if (event === 'ims registration' && !subscriber.ims enabled) {

// 00 IMS 00 - 0000 IMS
await omnihss.updateSubscriber(subscriber.id, {

ims enabled: true,
custom attributes: {
...subscriber.custom attributes,
volte activated at: new Date().toISOString()

}
)
// 00 CRM

await crm.updateCustomer(subscriber.imsi, {
features: ['volte']

)

res.status(200).send();
})s

5. (000
O000000000000000

000 0000o000Oo0a

Customer Device OmniHSS Webhook SMS Gateway

Attach in foreign country

update_location_request
(visited_plmn: foreign)

Send welcome SMS
"Welcome to Country X!
Roaming rates: $0.05/MB"

SMS received on device

200 OK

Customer Device OmniHSS Webhook SMS Gateway

NN/ 72 70




* "0000 [DOI0Ooooooe”
* "0000 80% Ooooo*

* "00000000 VolTE (0"
* "I00000000OO*

6. [] IMSI SIM [

000000oo MSISIM 00000000000 IMST 00000

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'imsi switch') {
const { previous imsi, new imsi, sim id } = event context;

// 00 IMSI (000000
await db.logImsiSwitch({

sim id,

from imsi: previous imsi,

to imsi: new_imsi,

timestamp: req.body.timestamp

)

// 000000
await billing.endSession(previous imsi);

await billing.startSession(new imsi);

// 0000000C0000OODO0O0
const switchCount = await db.getSwitchCount(sim id, '24h");

if (switchCount > 10) {
await alertFraudTeam( Excessive IMSI switching: SIM
${sim id} );
}
}

res.status(200).send();
1)



7. 000000

0 OmniHSS (0000000000000

0ooto

« CRM [ - 0000CO00000O00O
0000 - fOO0O00OOoOo0Oo0
0000 - 000000000

0000 - DO00000ODoo0a

0000 - OODO00Oo0ODOo0Oa

Juoa

Webhook [/

0000 webhooks [J1 OmniHSSOOOO0O000

# 00000 webhook
curl -k -X POST https://hss.example.com:8443/api/webhook \

-H "Content-Type: application/json" \
-d '{
"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": ["update location request"],
"secret": "your-secret-key-here"
}
}

OmniHSS 0000 X-0mniHSS-Signature 000

X-0mniHSS-Signature:
sha256=5d7a8f9b2cle3a4d6f7e8b9cPalb2c3d4e5f6a7b8c9d0elf2a3b4c5db6e7 8¢

0oooo



const crypto = require('crypto');

function verifyWebhook(req) {
const signature = req.headers['x-omnihss-signature'];
const secret = process.env.WEBHOOK SECRET;
const payload = JSON.stringify(req.body);

const expectedSignature = 'sha256="' +
crypto.createHmac('sha256', secret)
.update(payload)

.digest('hex');

return crypto.timingSafeEqual(
Buffer.from(signature),
Buffer.from(expectedSignature)
);
}

app.post('/omnihss-webhook', (req, res) => {
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}

// [ webhook. ..
res.status(200).send();

});
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1. [ webhook [0

curl -k https://hss.example.com:8443/api/webhook
# [0 "enabled": true

2. [0 webhook [0



° 000000000 webhook [ events [0
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o JUbooooo
o (000 DNS 0000

4. J0000000O

curl -X POST https://your-server.com/omnihss-webhook \
-H "Content-Type: application/json" \
-d "{"test": true}'
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// 00 - 000000

app.post('/webhook', (req, res) => {
processData(req.body); // [ 10 []
res.status(200).send();

1)
// [0 - 00000000
app.post('/webhook', (req, res) => {

res.status(200).send(); // 000
processData(req.body); // [

1)
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const processedEvents = new Set();

app.post('/omnihss-webhook', (req, res) => {
const eventId = req.body.event id;

if (processedEvents.has(eventld)) {
// 000000
return res.status(200).json({ status: 'duplicate' });

}

processedEvents.add(eventld);

// [0 webhook. ..
processWebhook(req.body);

res.status(200).json({ status: 'processed' });

});
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e HSS []] webhook [0

0oooo

1. 401 Unauthorized - [J[]J000

° [J0 webhook 000000000
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o [][J webhook [0
o 00O Content-Type [

3. 500 Internal Server Error - [J[][[]

o (0000000



° 0000000000
0ooto

0o00oooo0o

app.post('/omnihss-webhook', async (req, res) => {
try {

// 0000
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}
// 0000
if (!'req.body.event || !req.body.subscriber) {
return res.status(400).json({ error: 'Invalid payload' });
}

// [J[] webhook
await processWebhook(req.body);

res.status(200).json({ status: 'ok' });

} catch (error) {
console.error('Webhook processing error:', error);

// 00 200 O000000000OCO0
res.status(200).json({ status: 'error', message: error.message

1)
}
})s
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2. 00000 - bOO00O webhook OOOOOCOOOO
0ooto

0o00oooo0o

const { subscriber } = req.body;

// 000000

const imsProfile = subscriber.ims profile || { name: 'No IMS' };
const roamingProfile = subscriber.roaming profile || { name: 'No
Roaming' };

// 00000 MSISDN
const msisdns = subscriber.msisdns || [];
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# Webhook [
rate(omnihss webhook success total[5m]) /
rate(omnihss webhook attempts total[5m])

# Webhook [
histogram quantile(0.95, omnihss webhook duration seconds)

Webhook [][]

00000 webhook 00000000000

Oooon
{
"timestamp": "2025-01-15T14:30:00Z",
“level”: "info",
"component": "webhook",

"event id": "550e8400-e29b-41d4-a716-446655440000",
"webhook id": 1,

"event type": "update location request",

"subscriber imsi": "001001123456789",

"endpoint": "https://your-server.com/omnihss-webhook",
"http status": 200,

"duration ms": 145,

"error": null



OmniHSS

il

OmniHSS 000 4G LTE (EPC) 1 IMS (IP 000000) DOO00O000CO0 (HSS) 0000000000
00000000000OmniHSS [0000000C0000000D000000000000000

OmniHSS [0 Elixir [ Erlang VM [O000000000CCOO0000000OOOCCOOOO

HUoooooodon

HSS [J LTE 00 IMS 0000000000000

000000 - DOOO0OoOo0Oa

0000 - Oot0o0oooaO

0000 - DO00000ooo0a

0000 - DO00000O0Oo0a

0000 - bOO0Oo0OoOo0Oa

0000 - 00000000 (EIR) 000000

Hodn
000

* Sé6a [J[] - LTE/EPC 0000000000

« Cx [0 - IMS 00000

* Sh [0 - IMS 00000CCCOOO

« S13 [ - 000000 (OmniHSS [0 EIR)

« Gx [0 - 0000000 (OmniHSS 00 PCRF)
 Rx [J0 - IMS 000000 (OmniHSS 00 PCRF)

* 0000 - 0 PLMN 0000 IMS 000000000



* 00 MSISDN - 00000000000
« RESTful API - 00000 APIOO0 OmniHLR 000

* Web [JI00 - OO00000CO

Huooon

OmniHSS 000000000

« MME (000000 - LTE 0000000

« P-GW (PDN [J[]) - ] OmniHSS 000 (PCRF [0)
« P-CSCF (000000000O) - IMS 0000

« 1-CSCF ([ CSCF) - IMS 000

« S-CSCF ([J0 CSCF) - IMS 00000

 AS (00000 - IMS 000000
e OmniHLR - [J[] API [J OmniHSS 0000 HLR

Juoa

0000000000000
RN
. - 00000000 Diameter (0
. - 0000000000
. - J00000000
L0
. - 0000 Web 00000
. - 000000000
. - 000000000
. - 000 AP O000

. - 00000000



Hooo

. - EPCIMS[APN 00000
. - J00000
. - Diameter 000000000

- 000000000 (Gx/Rx O00QoS[IVoLTE)
- 000000 (S13 gOOiMEr [n)
. - 00000000000 IMSI

AR
0000

0000 (Web [0)

URL: https://[hostname]:7443

0000000000 Diameter 000000000

API [

URL: https://[hostname]:8443
RESTful API 000000000000

Huooon

e config/runtime.exs - 00000 (OO000ODiameterJO000)
e priv/cert/ - HTTPS [] Diameter [] TLS [][]

joad

1. 000000 - O0D000ooo0
2. @O [ Diameter [ - 000000 Diameter [



3. 0000 - 00 API 00 /api/subscriber/imsi/:imsi
4. 00000 - 0000O0DOO sQL 000

NN
0000

0000000 stdout/stderrJ0000000000 (systemd, supervisord []) 000

AN

e Diameter [J[] - [ Diameter 0000000000
» 00000 - 00 runtime.exs 0000000
» [JU0O0OOO - dO00000oooood

joad

e API [0 - GET /api/status
* (000 - 000000000
00 - 000 SQL O0o00oooo

Juo

e [JO TLS - API 00000000 HTTPS
0000 - priv/cert/ 00000000
00000 - 0 runtime.exs 00000000
0000 - Diameter 000000000
API (][] - J000O0O0O0OO



Juod

Jud

0Oo0000o0ooo0o0ooooag

O 0o00ooooa
ad 0o0oooo0

* 00 0ooooon
* [0 doooooo0
0oooo 1.0

0000 Omnitouch 000



