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import Config
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by Jl ololae] ... #
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,config :omnimessage smpp
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IP go HTTPS #
"api base url: "https://192.168.1.100:8443

@iool |l owl go HTTPS #
"api base url: "https://omnimessage-core.company.com:8443

(o) a wgo ,ue) HTTP #
"api base url: "http://192.168.1.100:8080
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,config :omnimessage smpp
smpp poll interval: 100

ol eVl ogllas  gguill aolxoll
100 Y zuxo 22e smpp_poll interval
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il alle 100-500 :(TPS 100<) (sl o>

a5l e 500-1000 :(TPS 100-10) lowwgio px>*

a5l llo 1000-2000 :(TPS 10>) jatio px>*
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VERIFY SSL_PEER
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,config :omnimessage smpp
verify ssl peer: false
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false Y ildgsverify ssl peer
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SMSC_NAME
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"smsc _name: "smpp gateway
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aalsdl Ll Jl aasls agly o algdl oo asaidl 0dd 335 1ol
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] ,config :omnimessage smpp, :binds
}%
JLas VIl oxgd 29 Y=o #
, "name: "vodafone uk

Jlas V| giog #
,mode: :client

SMPP L, , ¢95 #
,bind type: :transceiver

Js Ll SMPP o b ylgic #
,"host: "smpp.vodafone.co.uk
,port: 2775

a9 baod) S laiceyl ol Ly #
,"system id: "your username
, "password: "your password

Josad|l o #
,tps limit: 100

iV as b e 1S5 #
queue check frequency: 1000



Jrondl Lo, wloleo
name
2ol JLasiVl 8,0

"vodafone uk" o alwdw
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"vodafone uk". "att us" :ashio Js L
"marketing 1". "alerts primary" o &)l o8 ,¢

mode

JLaiVl gqs

aordll wolloo ggull
client: PN -S3)

b Jlails I sz 1oyl

8 oball wYlasW client: Gl :auldl aoxall
bind_type

SMPP awul> ggi

L+ Toomuoall arsall wslloe godl

transmitter, :receiver, :transceiver: o 6,
LadluwJl ol 6,38 2oy e _adl
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(submit sm) laas Jilw JI Jlw,| - transmitter: .
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host
JsLl SMPP el IP gl caniooll auwl

Jle wsllos godll
“10.5.1.100" gl "smpp.carrier.com" o alwdw

.JSG SMPP 055 plgic ol
"host: "smpp.vodafone.co.uk

“host: "10.20.30.40
"host: "smpp-primary.carrier.net

port
SMPP pols 390

Gloidl uolioVlwollas  ggill
1-65535 2775  oxqumo 028

.SMPP JLas¥ TCP 34is :yo_all
2775 :samliad] s9.0l

owlid # port: 2775
oo # port: 3000

system_id
a95Looll posuianoll ol

Jlo wollos g4l

"company user" o5 aludw

a9sbanl] LSWI o parsoll paziwadl pwl 1y pull
o9Sl alo (09 di e - WLl 03n ol ol
password

ad>Losll g o aalS
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tps_limit

anlll 9 wMolroll 5>
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1-10000 100 psgumo 208

Jlai¥l e e ledbw,)] oSey il asldl w9 Llw U (uadVl szl oyl
re bbbl
J8Ll uasV szl o %80-70 Ll alagole

JLasVl glas/ac ol o 2l gios®
pﬂuﬂﬂ &>huagcnuq’

pixio px> # tps limit: 10

bwgio px> # tps limit: 50

(Egui ,iSVYI) LJle x> #  tps limit: 100
13> Jle ax> # tps limit: 1000

:;:Lu:dl
TPS 100 = Js LlJ sVl sxdl gls 13]

tps limit = 70-80 Lol
i> lwaS TPS 30-20 J s,

queue_check_frequency
(anil laJb) Lilw I aails gMaiawl 6, @@

Glbidl  uolisVlogllos ggill
100-10000 1000  pasxigumo 236

LY 823> L, wle Jganll @l o saxil i 6,0 o5 oyl
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] ,config :omnimessage smpp, :server binds
}%
JuosJl T3g) 20 9 2o #

, "name: "partner acme

Joosd|l o da=dginll dloie¥l ol Lo #
,"system id: "acme corp
,"password: "acme secret

Lo gomod | by dl glos | #

,allowed bind types: [:transmitter, :receiver, :transceiver]

IP 5.5 #
,ip whitelist: ["192.168.1.0/24", "10.50.1.100"]

Jozrod| o #
,tps limit: 50

queue check frequency: 1000



el Loy, wlodso

name
Jrosdl (9 20
"partner_acme" o alwdw

b daiall sz Bl dresll 332, 1o 2l

il Jagai) Juasll/Euidl ol paxiwl] :asoausdl aclgd
system _id

Jrasdl yo g9giall prsuiauall ol

Jle wolloo g9l

"acme corp" o alwdw

cadskanl) 2l Jresd] aoiy Ol oy 3l paziwal| puwl 1 go_pdl
S go wlilidl 03 )l tdrasnd) a9 95

password

Jroall yo ans i@Vl 5,0l anls

Jle wolloo gg4ll

"secure password" o alwdw
.a$s0anl) sz, Jresd] lgosiy Ol wry (il g ell @olS : o pall
oLVl
dyg9 Hg o0 wlalS poziwle
ol JSJ 82y ,9
il go Olals LgS Live
allowed_bind_types
lex Toomoll wludsdl glgsl

wiolisVlcollae ol

- emebil e aalls



Lgolazimwl Jyozl) Say il Lol glgil 333y oyl
o ey |

transceiver Las # allowed bind _types: [:transceiver]
) RX gl allowed bind types: [:transmitter, :receiver] # TX
sl # allowed bind types: [:transmitter, :receiver, :transceiver]

ip whitelist:

2o | gl o) Lo &Ml gleiY] grom zlowd! :anso gill
ip_whitelist

Sriill  minlisYlogllas goill
CIDR (s ol IPS [1 o Jwddl o aals

.a9g ,2all IPS (o wYLaiVl lais glowmdl - LYl :yo_all

s Lapaniid |

(32/ Elal) "192.168.1.100" : 55,9 IPs

"CIDR: "192.168.1.0/24", "10.0.0.0/8 aSui*
["10.50.1.100" ,"192.168.1.0/24"] :;ui¥l o gujo®

(ar wogo ,ut) IP U clowdl #
[1 :ip whitelist

o8 IP #
ip whitelist: ["2603.0.113.50"]

IPs s0c #
ip whitelist: ["203.0.113.50", "203.0.113.51"]

ip whitelist: ["192.168.1.0/24"]

["192.168.1.0/24", "10.50.1.100", "10.60.0.0/16"]

rasslidl anc yoll o ISGaill

(els g IPs U slali) so,9 IP - 32/
(255-192.168.1.0 Jio) lgic 256 - 24/«
(255.255-10.50.0.0 Jis) ylgic 65,536 - 16/ *
(255.255.255.255-10.0.0.0 Jiso) 0lgic 16,777,216 - 8/



tps_limit

aulll 9 Llw I 2>

olall deliver sm Jawo 9 oSzi - Juosll by, J tps limit juass
queue_check_frequency

JUaiiVl aoils gMaiawl 6,59

o I lgoubwid LSlw Jl o gaxidl pis 80 o5 - Juosl lay ) queue check frequency jwuas
- Jaosd|

tugll agzlg JLo

23l gloiwV ()uoSi
83,)le)l wYlaiW algd] goims @OV J Loy Jl llas (655 2ic
gloiwd JolS JLs
}% ,config :omnimessage smpp, :listen
,"host: "0.0.0.0
,port: 2775
max_connections: 100
{
eloiw ¥l wlalso
host
as las U IP lgic

ansliall onsdl wiol,ioVl Lollao ggill

"127.0.0.1" .,"0.0.0.0""0.0.0.0" Y aluiLiw
Lede glaiwd aSuis agzls sl 1ol

(0 wo90) wlezlgll graz wle gloiwyl - "0.0.0.0".
Glisl) Las localhost cls gloiwYl - "127.0.0.1".
>3m0 IP e gloiwdl - "192.168.1.10"



port

Gloill iolyisVloglloe goill
1-65535 2775 Y qumo 238

.SMPP e 85,19l wYLasW dsioll o sl
2775 :sanliall

max_connections
aioljioll &VYloilM uod VI 2l

Slaidl uol,isVlwolloo ggill
1-10000 100 Y o 225

Mosll aiol jiod]l &Yl JlazYl sazll sz :goall
1 N AN
osxdgiall Mosdl e Ely ool e

8,513 o 2ol pazis LYl onalle
Jlail 100-10 :5lizolle

alolS (195 aliol
a>lg JOUL Jlasl :1 JULJI
import Config

,config :omnimessage smpp
,"api base url: "https://smsc.company.com:8443
,verify ssl peer: true
"smsc _name: "“smpp prod

] ,config :omnimessage smpp, :binds
}%

,"name: "att primary
,mode: :client
,bind type: :transceiver
,"host: "smpp.att.com
,port: 2775
,"system id: "company user
“password: "secure pass 123

~



,tps limit: 100
queue check frequency: 1000

{
[

oMol sac 2 JLJl
import Config

,config :omnimessage smpp
"api base url: "https://smsc.company.com:8443

1 ,config :omnimessage_smpp, :binds

aad il S ol #

}%
, "name: "att us
,mode: :client
,bind type: :transceiver
,"host: "smpp.att.com
,port: 2775
,"system id: "att username
,"password: "att password
,tps limit: 100
queue check frequency: 1000

' {
Lol #
}%
, "name: "vodafone uk
,mode: :client
,bind type: :transceiver
,"host: "smpp.vodafone.co.uk
,port: 2775
,"system id: "voda username
, "password: "voda password
,tps_limit: 50
queue check frequency: 1000
{

[
2ol Lou )l wldas go aslgs :3 Jliadl
import Config

,config :omnimessage smpp
"api base url: "https://smsc.company.com:8443

5,0 Lo oYlas | #



] ,config :omnimessage smpp, :binds
}%
, "name: "upstream carrier
,mode: :client
,bind type: :transceiver
,"host: "smpp.carrier.com
,port: 2775
,"system id: "my username
, "password: "my password
,tps limit: 100
queue check frequency: 1000
{
[

mooledl NMasdl oley o5 #
] ,config :omnimessage smpp, :server binds
}%

,"name: "partner alpha
,"system id: "alpha corp
,"password: "alpha secret
,allowed bind types: [:transmitter, :receiver, :transceiver]
,ip whitelist: ["203.0.113.0/24"]
,tps _limit: 50
queue check frequency: 1000

I{

}%
,"name: "partner beta
,"system id: "beta inc
, "password: "beta password
,allowed bind types: [:transceiver]
,ip whitelist: ["198.51.100.50"]
,tps limit: 25
queue check frequency: 2000

{

[

e g loawdl #

}% ,config :omnimessage smpp, :listen
,"host: "0.0.0.0
,port: 2775
max_connections: 100

{

s 83l ] Jid 3 1oprsSl s amy



Elixir adea> sl o gaxi #

opt/omnimessage-smpp/bin/omnimessage-smpp eval "File.read!('config//
"runtime.exs')

araiid] sole] Jud ax Mol o8 Uas s piw o ub sl olS 13)]
s>V gy 5,0 duo LVl agzloldl o Jimisdl sole]| #

sudo -u omnimessage-smpp /opt/omnimessage-smpp/bin/omnimessage-smpp
console

o) pwie CEri+C (e larol

oLVl wlw,los Jiasl

:oueSill wale o>l.1

sudo chmod 600 /opt/omnimessage-smpp/config/runtime.exs
sudo chown omnimessage-smpp:omnimessage-smpp /opt/omnimessage-
smpp/config/runtime.exs
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1
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Prometheus ;9%

bl caaw 195
:etc/prometheus/prometheus.yml/ J] caiol

:scrape_configs
'job name: 'omnimessage-smpp -
scrape_interval: 15s
:static configs
targets: ['your-server:4000'] -
:labels
‘environment: 'production
'service: 'omnimessage-smpp

63ami0 whlgs

:scrape_configs
'job name: 'omnimessage-smpp-instances -
scrape_interval: 15s
:static configs
:targets -
'smpp-gw-1:4000"' -
'smpp-gw-2:4000"' -
'smpp-gw-3:4000"' -
:labels
'environment: 'production

aoxsdl woluwisl
rolaladl Gl @258 lauS| plaxiwl
:scrape _configs
'job name: 'omnimessage-smpp-instances -
:file _sd_configs
:files -
‘etc/prometheus/targets/smpp-*.json/' -

:etc/prometheus/targets/smpp-production.json/ cals

]
,targets": ["smpp-gw-1:4000", "smpp-gw-2:4000"1"
} :"labels"
,"environment": "production"
"datacenter": "us-east"
{

{
[
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Prometheus ais aclgd
:etc/prometheus/rules/smpp-alerts.yml/ J| laa>l

tgroups
name: smpp_gateway -
interval: 30s
irules
Jdbzo Jlai VI #
alert: SMPPConnectionDown -
expr: smpp_connection status ==
for: 2m
:labels
severity: critical
rannotations
"Jbes SMPP {{ $labels.bind name }} JLlas¥I" :summary
MO8 o J;SU Juaio ,ue {{ labels.bind name$ }} JLasVI" :description

&b Jis Jozo #
alert: SMPPHighFailureRate -
| :expr
)
rate(smpp_delivery failures_total[5m])
/
rate(smpp_messages sent total[5m])
0.05 < (
for: 5m
:labels
severity: warning
rannotations
"{{ labels.bind name$ }} lec gii o paluws Jid Jaso" :summary
".{{ labels.bind name$ }} Jle {{ value | humanizePercentage$ }} oo ooluwill Jis Joxo" :description

by I Jas #
alert: SMPPBindFailures -
expr: increase(smpp_bind failures total[10m]) > 3
:labels
severity: warning
rannotations
"{{ labels.bind name$ }} ole soxio by, Jas" :summary
"L Lo 10 );T o9 ol {{ value$ }} L, Jl ¥ Jiw description: "{{ $labels.bind name }}



(eSginll ric) adlwso Llw, 2295 Y #
alert: SMPPNoTraffic -
expr: rate(smpp messages sent total[10m]) ==
for: 30m
:labels
severity: warning
rannotations
"{{ labels.bind name$ }} le alw,o J5Llu, 2295 Y" :summary
"aa,85 30 sand Llw, gi Juw,i o) description: "{{ $labels.bind_name }}

6800 oY lasil #
alert: SMPPFrequentDisconnections
expr: increase(smpp_disconnection_total[1lh]) > 5
:labels
severity: warning
rannotations
"{{ labels.bind name$ }} e 6,50 oYlaail" :summary
"Lagoladl acluwdl 8 ol e {{ value$ }} claail| description: "{{ $labels.bind name }}

Jswsl) al, 6 ¢ OmniMessage olisihill dxo oy dgzlo #
alert: OmniMessageAPIUnreachable -

| :expr
count(count over time({job="omnimessage-smpp"} |= "api.*connection refused"[5m])) > 0O
for: 1m
:labels
severity: critical
rannotations

"Jowgl) al, b ¢ OmniMessage olayihill axo_ agzlo" :summary

" aSuid L JLasVlg APT BASE URL o 955 oo Gaxs .OmniMessage oliyshaill amo,s dgzls wll Jsws)l SMPP a lgu) oSa, Y :description

OmniMessage olisihill dzo, dgzle odgo #
alert: OmniMessageAPITimeout -
| :expr
count(count_over time({job="omnimessage-smpp"} |= "api.*timeout"[5m])) > 5
for: 2m
:labels
severity: warning
rannotations
"oMgol jo,=is OmniMessage oliidaill axo o agzlo" :summary

"o JSiy aloxe ol aiyl, OmniMessage usSs 38 .olivihill ame s agzlsl 83amie oMgo wlaiS| 5" :description

(olivibill dazxo s dgzly ailSiw) Ll clisas azgi Y #
alert: NoMessageFlow -
expr: rate(smpp_messages sent total[1l0m]) == 0 and rate(smpp messages received total[l6m]) ==
for: 30m
:labels
severity: warning
rannotations
"OmniMessage — JLlaiV¥l o gixi - aaiiSe b lwy oladss x> Y" :summary

" aas Lill aJloy OmniMessage oliyibill amo, dgzlor JLas¥l o Gims .aisds 30 sa0) J5lw, ol pdiwl ol Jlu,| piy oJ* :description

:prometheus.yml s xelgall Juoxis o8

:rule files
‘etc/prometheus/rules/smpp-alerts.yml/" -

sl sl wloglrall a>g) axsl o

.Prometheus g5 (siriaxll cdsll (39 @bl io dzrorall poivall dgzly 95,

Jgwogll

URL: https://your-server:8087
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,"name: "vodafone uk
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sudo systemctl status omnimessage-smpp
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sudo systemctl restart omnimessage-smpp
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sudo systemctl status omnimessage-smpp

sudo journalctl -u omnimessage-smpp -n 50

casgll agzly jue g0
(e i)l s 392l aili 60-30 & sy 28) oSl a>g) | Jgwosll.1

axll Al -» SMPP ] Jawl.2

(4.0.1_9)2 ].) uyLmW&m?p.u.u.uL ‘o.u._;u?)Ja.ul 3
clasW oMl (o §axi.4

eaSill lolisVI gl
col sl Lié azpodl wlaloll g
or o5l Lb Loyl il #

\ sudo cp /opt/omnimessage-smpp/config/runtime.exs
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