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OmniMessage SMPP (0000 00000000000 SMPP 00000 OmniMessage (00000000
O000000D000000O00 OmniMessage Core (I - 00000

1. 0 0000D0O0CO sMPp PDU
2. [0 REST API [J[] ] OmniMessage [][]

3. 0 OmniMessage 00000000
4. [0 SMPP PDU 000

5. 00 00000 OmniMessage

0000 OmniMessage [J00DiameterJMAPOIMSO000000000 - O00CO0O00O0000CO0COO
OmniMessage Core[]

Hooood

/opt/omnimessage-smpp/config/runtime.exs

Oo00o0oC0o0oon

sudo systemctl restart omnimessage-smpp
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000000 Elixir 00000000



import Config

# 1000
config :omnimessage smpp,
setting name: value

# SMPP [0

config :omnimessage smpp, :binds, [

%1

name: "bind name",

# ... 0000
}
]

Juod

API_BASE_URL

OmniMessage Core [J[] URL

config :omnimessage smpp,
api base url: "https://omnimessage-core.example.com:8443"

ad ad 0o 0o

api base url [J00 (URL) [J

J00OmniMessage Core [0 URLOOOOO REST API [J OmniMessage 00000000

* (000000000 SMPP 00000 OmniMessage 0000
* (0000000000 SMPP 00000

« [0000000C0O00000C0 OmniMessage

* (0000000000

0000000000000 D000OmniMessage [0
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000000 SMPP « OmniMessage [J000000

0o

# 00 IP O HTTPS
api base url: "https://192.168.1.100:8443"

# 00000 HTTPS
api base url: "https://omnimessage-core.company.com:8443"

# HTTPOOO0O0OOO
api base url: "http://192.168.1.100:8080"

0000

e (0000000 OmniMessage Core

(0000000 HTTPSOOO verify ssl peer(]
0000000000000 HTTPS

SMPP _POLL _INTERVAL

pooooooooO

config :omnimessage smpp,
smpp poll interval: 100



0d oo 00 000

smpp_poll interval [0 [ 100

JO00D0000oNODOO0OoDODOo0O

0000

e 000>100 TPS[][]100-500ms
e [000010-100 TPS[][]500-1000ms
e [J0<10 TPS[][J1000-2000ms

OO0 SMPP_POLL INTERVAL

VERIFY_SSL_PEER

SSL (000

config :omnimessage smpp,
verify ssl peer: false

0d 0o 00 000

verify ssl peer [0O0O0 [ false

000000000 AP O0000 SSL Ooa
ad

* trueU000000OOOCOOCOOO
« false[JJ000COO0O0OCOO

UOO0O0VERIFY SSL PEER



SMSC_NAME

Ooooooon

config :omnimessage smpp,
smsc_name: "“smpp gateway"

ao oo oo aoo
smsc_name a0 O "smpp_gateway"
OO0000000OCOOOO000O

(0000 SMSC_ NAME

SMPP (1000000

000000 000000000 ESMEDDN0OD000O0 SMSC (NN0000DODOOD00OOUDOODO00000
0000



Jo0o0ooood

config :omnimessage smpp, :binds,
%{
# 100000000
name: "vodafone uk",

# 0000
mode: :client,

# SMPP 000
bind type: :transceiver,

# 000 SMPP 00000
host: "smpp.vodafone.co.uk",

port: 2775,

# 00000
system id: "your username",
password: "your password",

# 1000
tps limit: 100,

# 00000
queue check frequency: 1000

Hodoo0
name
Oooooon
oo 0O [
oo O "vodafone uk"

0o0ooood sMpep OO0

[



* 0000000
+ [O0000000CO
« I0000000COOC0000@O @ €1

0oooo

e carrier region[]"vodafone uk"[]"att us"

* purpose number[]"marketing 1"[]"alerts primary"

mode
oo
00 OO 0
oo O :client

000000000000000 ESME 00000 SMSC]
00000000000 :client(
bind_type

SMPP 000

0o 0o 0ooa

a1 1 :transmitter[]:receiver[]:transceiver

0ooo0oootooo
ooo

e :transmitter - J00000submit sm[]

e :receiver - [JO00000deliver _sm[]
e :transceiver - 000000000

U000000000000000000 :transceiver(]



host

000 SMPP (000000 1P

0o 00 0d

a0 O "smpp.carrier.com" [J "10.5.1.100"

0000000 SMPP 000000

0o

host: "smpp.vodafone.co.uk"
host: "10.20.30.40"
host: "smpp-primary.carrier.net"”

port

SMPP [J0000

00 00 00O 0d

oo 0O 2775 1-65535

OO0SMPP 00 TCP 000
000002775

0o

port: 2775 # [
port: 3000 # 00

system_id

0oooooa



00 00 0d

a0 O “company_user"

Jo00o0000o0OoOo0Oo0a
000000000 - DOODOo0Oa

password

000000

0o 00 ad

aod O "secret password"

Jo00o0od0obOtOo0oon
0ooa

* 00000
* 00000
* [000a

tps_limit

000000

00 00 000 0d

00 O 100 1-10000

Ho00o0o0Ooooooo0a
ooooa

* 0000000000 70-80%
* 0000/0000



* Q00000000

0o

tps limit: 10 # 000
tps limit: 50 # 0000

tps limit: 100 # (0000000
tps limit: 1000 # (00000

0o

0000000 = 100 TPS
00 tps limit = 70-80
00 20-30 TPS 00

queue_check frequency

0ooo0oootooo

oo 0o 0oo ad

o0 0O 1000 100-10000

JO00o0OCO00OoOODOo0OOOn
0000

e J000>100 TPS[[1500-1000ms
e [000010-100 TPS[[11000-2000ms
* [J000<10 TPS[]J2000-5000ms

ooo

* (000 = 00000000000 AP0
* (000 = 000000000 APHOO

Web Ul 000
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Jo0o0ooood

config :omnimessage smpp,
%{
# 000000000
name: "partner _acme",

# 0000000

:server_binds, [

system id: "acme corp",
password: "acme secret",

# (000000

allowed bind types: [:transmitter, :receiver,

# IP (I

ip whitelist: ["192.168.1.0/24",

# (000
tps limit: 50,
# 00000
queue check frequency: 1000
}
]
OOO000O0
name
000000
oo 00 0
aod O "partner acme"
O000000000000000

00000000000/00000000000

system id

:transceiver],

"10.50.1.100"],



0ooo0ooon

0o 00 0d

ooad 0 "acme corp"

JO00o0OCOO0OoOOtOoOOD0OO

O0000OO000OO00OCO00a
password
00000000

oo 00 0]

ooo O "secure password"

Oo0Of0oObbooiotooOoo0a
0ooa

* 00000
* 0000000
* (000000000

allowed bind_types

0oooooa

00 00 000

oooo O

0000000oD00oo0o0o0

0o



allowed bind types: [:transceiver] # [] transceiver

allowed bind types: [:transmitter, :receiver]

allowed bind types: [:transmitter, :receiver, :

OO0000oOoO0000O0000000
ip_whitelist

0ooooo e ao

0d 0o 0o 0d

oooog O [1 IPOCIDR OO0

000000 - DO00000 P 0000
0o

e [O1P0"192.168.1.100" 00 /32[]
« CIDR[JJ"192.168.1.0/24"[]"10.0.0.0/8"
e OO0["192.168.1.0/24", "10.50.1.100"]

0o

# (000 Ir0Ooo0O
ip whitelist: []

# 00 IP
ip whitelist: ["203.0.113.50"]

# 00 IP
ip whitelist: ["203.0.113.50", "203.0.113.51"]

# [0
ip whitelist: ["192.168.1.0/24"]

# 00
ip whitelist: ["192.168.1.0/24", "10.50.1.100",

# TX []J RX
transceiver] # [

"10.60.0.0/16"]



0ooto

/32 - [0 IPO00CC00 P 000
/24 - 256 [000000192.168.1.0-255[]

* /16 - 65,536 [J00J000010.50.0.0-255.255(]
e /8 -16,777,216 [J00000010.0.0.0-255.255.255.255[]

tps_limit
0ooooo
0000000 tes_limit 00 - 0000 deliver_sm 00

queue_check frequency

0ooood

(€€00000 queue check frequency (0 - DO0000000000000000000

Web Ul [0

1NN

OO0000000o0ODO00Oa



Hooooon

config :omnimessage smpp, :listen, %{
host: "0.0.0.0",
port: 2775,
max_connections: 100

}

joad

host

NNERLANN

0o OO0 0oa 0oo

oo O "0.0.0.0" "0.0.0.0"[]"127.0.0.1"

Ho00o0oooooa
gd

e "0.0.0.0" - 0000OOOOOOO

e "127.0.0.1" - 0000000OOOOOO
e "192.168.1.10" - 00 IP 000

port

0ooo TCP 00

00 00 00O 0d

oo O 2775 1-65535

0000000 SMPP 000000

0002775



max_connections
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* J000000Oa
* 000000000
* [0010-100 00O



AR
00 100000000

import Config

config :omnimessage smpp,
api base url: "https://smsc.company.com:8443",
verify ssl peer: true,
smsc _name: "smpp prod"

config :omnimessage smpp, :binds, [
%{

name: "att primary",
mode: :client,
bind type: :transceiver,
host: "smpp.att.com",
port: 2775,
system id: "company user",
password: "secure pass 123",
tps limit: 100,
queue check frequency: 1000



00 2000000

import Config

config :omnimessage smpp,
api base url: "https://smsc.company.com:8443"

config :omnimessage smpp, :binds, [

# 10

%{
name: "att us",
mode: :client,
bind type: :transceiver,
host: "smpp.att.com",
port: 2775,
system id: "att username",
password: "att password",
tps limit: 100,
queue check frequency: 1000

# [0

o°
-

name: "vodafone uk",

mode: :client,

bind type: :transceiver,
host: "smpp.vodafone.co.uk",
port: 2775,

system id: "voda username",
password: "voda password",
tps limit: 50,

queue check frequency: 1000



0o 3

impo

conf

Ho0o0o0ooo0

rt Config

ig :omnimessage smpp,

api base url: "https://smsc.company.com:8443"

# (000

conf

o
%{

ig :omnimessage smpp, :binds, [

name: "upstream carrier",
mode: :client,

bind type: :transceiver,
host: "smpp.carrier.com",
port: 2775,

system id: "my username",
password: "my password",
tps limit: 100,

queue check frequency: 1000

# 000000

config :omnimessage_smpp, :server_binds, [

o
%{

name: "partner alpha",

system id: "alpha corp",

password: "alpha secret",

allowed bind types: [:transmitter, :receiver,
ip whitelist: ["203.0.113.0/24"],

tps limit: 50,

queue check frequency: 1000

name: "partner beta",

system id: "beta inc",

password: "beta password",
allowed bind types: [:transceiver],
ip whitelist: ["198.51.100.50"],
tps limit: 25,

queue check frequency: 2000

:transceiver],



# 00000

config :omnimessage smpp, :listen, %{
host: "0.0.0.0",
port: 2775,
max_connections: 100

}

Juo

0o00o0000000o0

joad

# [0 Elixir [
/opt/omnimessage-smpp/bin/omnimessage-smpp eval "File.read!
(‘config/runtime.exs')"

Jo00o0DOOoUOoDODOo0Oon

joad

# 000000000
sudo -u omnimessage-smpp /opt/omnimessage-smpp/bin/omnimessage-
smpp console

0 Ctr+C Q0O0O0O

Hooood

1. (000000



sudo chmod 600 /opt/omnimessage-smpp/config/runtime.exs
sudo chown omnimessage-smpp:omnimessage-smpp /opt/omnimessage-
smpp/config/runtime.exs

2. 00000

° [0 12000
o (00000000
o 000000

3. (0 1P 0000

o 0000000000 ip_whitelist
° 000000000000 [

4. [0 SsL 000

o [0 verify ssl peer: true 0000000

5. 000000

o Q0000Oo
o 0000/000000
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* 00 noooa
* 00 0o0oooa

* [0 00000
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URL[] http://your-server:4000/metrics

(00 Prometheus[[00

000 0000C0lecalhostANOOO00OCOO0000O
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curl http://localhost:4000/metrics
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omnimessage_smpp_license_status

000 Gauge
000 0000000
0d

« 1 = {0000
* 0 = [/O0ooo

0oo O

ooo

omnimessage smpp license status 1

i 4

* [00o000o0o0ooOoa
+ J0000000ODO00DODOoSMPPOOCOOO
 Web UIJ000000O00OC

00000 omnimessage smpp
aod

* 0000000 license_status == 0000000000000
* SMPPII000OCO0000OCOO0000D

+ JO0000O0OOOOOO

+ J000000OODVIODOoDO0G

0ooto



- alert: SMPP License Invalid
expr: omnimessage smpp license status == 0
for: 1m
labels:
severity: critical
annotations:

summary: "SMPPOOOOOOOOOO"
description: "[00000C - O0O0COOOO"

Hooooo

smpp_connection_status

000 Gauge
000 OOSMpPPOO00000
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* 1 =000
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0o

* bind name - JJ000000"vodafone_uk”[
e mode - [J000“client”[]“server”[]

* host - J00O0COCOOOO

 port - QU0OOOOOOOOC

¢ bind_type - SMPPOOI0000O0CO0O

* system id - [J0000ID

0o

smpp _connection status{bind name="vodafone uk",mode="client",6host="sn
1

ooo
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NN

smpp_messages _sent_total

(00 Counter
000 OO0SMPPOO0O00OCOCO
000 Od

000 Oconnection_status[][]

ooo

smpp_messages sent total{bind name="vodafone uk",mode="client",...}
150234
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* [0000000G/20
* J000/O00000
* (0000000000

smpp_messages_received total

(00 Counter

000 0oSMPPOODO00OOO
000 0o

000 Oconnection_status[][]

ooo



smpp _messages received total{bind name="partner acme",mode="server",.
45123

ooo

* 0000000
* (00oCooMonoa
* J000000000Oa

Hooo

smpp_delivery failures_total

(00 Counter

000 00000000
000 0o

000 Oconnection_status[][]

0o

smpp delivery failures total{bind name="vodafone uk",mode="client",..
234

0o

* 0000000
* J000000Od
* 000000

0oooon

success rate = (messages sent - delivery failures) / messages sent
* 100



Hooood

smpp_bind_success_total

000 Counter

000 0b00ooooa
0ao oot0

ooo

smpp bind success total{bind name="vodafone uk",...} 45

0o

* 0000000
* 000000000

smpp_bind_failures_total

000 Counter

000 000000000
000 0ooo

0o

smpp bind failures total{bind name="vodafone uk",...} 3
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* [O000000OO0
* 000000
* [00000000

Hooooo

smpp_connection_attempts_total



(00 Counter

000 0000000
000 0o

ooo

smpp_connection attempts total{bind name="vodafone uk",...} 48

ooo

* 000000
* 00000000

smpp_disconnection_total

000 Counter

000 0oood
0o oo

0o

smpp_disconnection total{bind name="vodafone uk",...} 3
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* 000000000
* 000000
* 0000000

Jooooood

smpp_uptime_seconds

000 Gauge
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ooo

smpp _uptime seconds{bind name="vodafone uk",...} 86400
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* 0000000
* [O000000OO0
* J00000000O

OmniMessage API[[[]
N00000000SMPPOOONO00OmMniMessage APINNO000000000000

J0OmniMessage([]0000000

e omnimessage api requests total - [JO0O0OJAPIOOON
* omnimessage api request duration seconds - APIJ000

* omnimessage queue depth - OmniMessage[JJ0000000

0ooC0ooobOooooO
0O0000oo0APIOOO

e "api.*connection refused" - (J0JJ0JOmMniMessage
e "api.*timeout" - OmniMessage[][]

e "api.*http 503" - OmniMessageJJ000

* "api.*parse error" - JO0000

Prometheus[]]

Huooo

000 /etc/prometheus/prometheus.yml Q@@



scrape configs:
- job name: 'omnimessage-smpp'
scrape interval: 15s
static configs:

- targets: ['your-server:4000']
labels:

environment: ‘'production'
service: 'omnimessage-smpp'

joad

scrape configs:

- job name: 'omnimessage-smpp-instances'’
scrape _interval: 15s
static configs:
- targets:

- 'smpp-gw-1:4000"

- 'smpp-gw-2:4000"

- 'smpp-gw-3:4000"

labels:

environment: 'production'

joad

Oo00o0oo0Oo

scrape_configs:

- job name: 'omnimessage-smpp-instances'
file sd configs:
- files:

- '/etc/prometheus/targets/smpp-*.json'

Ul /etc/prometheus/targets/smpp-production.json(]



“targets": ["smpp-gw-1:4000", "smpp-gw-2:4000"],

"labels": {
"environment": "production",
"datacenter": "us-east"

}

}
]

Grafana[]]]
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smpp _connection status{job="omnimessage-smpp"}

0000 Stat
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* 0000 < 100000
* 0000 == 100000

0ooooo
ooo

rate(smpp messages sent total{job="omnimessage-smpp"}[5m])

0000 Graph
000 0o/0
000 {{bind name}}
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100 * (1 - (
rate(smpp delivery failures total{job="omnimessage-smpp"}[5m])
/
rate(smpp messages sent total{job="omnimessage-smpp"}[5m])

))

0000 Gauge
000 0000o-1000
ooo
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0o

smpp uptime seconds{job="omnimessage-smpp"} / 3600

0000 Stat
0o oo

Juo

Prometheus[][]]]

000 /etc/prometheus/rules/smpp-alerts.yml[]



groups:
- name: smpp gateway
interval: 30s
rules:
# (000
- alert: SMPPConnectionDown
expr: smpp connection status ==
for: 2m
labels:
severity: critical
annotations:
summary: "SMPPO] {{ $labels.bind name }} [O0OO"
description: "[O0 {{ $labels.bind name }} [O00002000"

# (000
- alert: SMPPHighFailureRate
expr: |
(
rate(smpp delivery failures total[5m])
/
rate(smpp messages sent total[5m])
) > 0.05
for: 5m
labels:
severity: warning
annotations:
summary: "[J {{ $labels.bind name }} O00O0OCOO"
description: "[OOOOOO {{ $labels.bind name }} OO0 {{
$value | humanizePercentage }}["

# (000
- alert: SMPPBindFailures

expr: increase(smpp bind failures total[10m]) > 3
labels:
severity: warning
annotations:
summary: "[J {{ $labels.bind name }} O0000OOO"
description: "{{ $labels.bind name }} [O00100000000 {{

$value }} 00"

# JU000OOOOOO
- alert: SMPPNoTraffic

expr: rate(smpp messages sent total[lOm]) ==



for: 30m

labels:
severity: warning

annotations:
summary: "[J {{ $labels.bind name }} JO0000OOO"
description: "{{ $labels.bind name }} [J00300000000CCOOO"

# 1000
- alert: SMPPFrequentDisconnections

expr: increase(smpp disconnection total[lh]) > 5
labels:
severity: warning
annotations:
summary: "[J {{ $labels.bind name }} J000OO"
description: "{{ $labels.bind name }} O0O0O000OOO {A{
$value }} OO"

# OmniMessage API[[
- alert: OmniMessageAPIUnreachable
expr: |
count(count over time({job="omnimessage-smpp"} |=
"api.*connection refused"[5m])) > 0O
for: 1m
labels:
severity: critical
annotations:
summary: "OmniMessage API[OO"
description: "SMPPOOO0O0OOOmMniMessage API[OJAPI BASE URL[]

noooooa®

# OmniMessage API[]]
- alert: OmniMessageAPITimeout
expr: |
count(count over time({job="omnimessage-smpp"} |=
"api.*timeout"[5m])) > 5
for: 2m
labels:
severity: warning
annotations:
summary: "OmniMessage API[1"

description: "JOOOOAPIOOOOmniMessage[O00000O"

# O00000APIOOO
- alert: NoMessageFlow



expr: rate(smpp messages sent total[1lOm]) == 0 and
rate(smpp messages received total[1lOm]) == 0
for: 30m
labels:
severity: warning
annotations:

summary: "0J000000 - OOOmniMessagedd"
description: "[O0030000000000000000OmMNniMessage APIODOIN®®
oo

0 prometheus.yml O00000

rule files:
- '/etc/prometheus/rules/smpp-alerts.yml'
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# (00000

sudo journalctl -

# (01000

sudo journalctl -

# 000000

sudo journalctl -

# (0000

sudo journalctl -

Web UI[[]
000 Web UI0000000
000

* 00000

oot
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omnimessage-

omnimessage-
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smpp -

smpp

smpp

smpp

-n 100

--since "1 hour ago"

-p err



OoC00000oooOOUootooodoo0ooG
Oo0000000oOo0OO0
0000000/O0000000Do000
00/00000000000O00000
0o00o0o00o0a

J000000KPIf

joad
000 00000000000

avg over_ time(smpp connection status[24h]) * 100

000 > 99.9%

Hooon

000 00000000

rate(smpp messages sent total[5m])
000 DO000C0OO

Hooo

000 00000000

100 * (1 - rate(smpp delivery failures total[5m]) /
rate(smpp messages sent total[5m]))

000 > 98%
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000 00000000

rate(smpp bind success total[lh]) * 3600

000 < 10000000000000
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e IO0000Prometheus[][]
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(000000000000
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000 smpp connection status
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000 smpp _delivery failures total
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e CONFIGURATION.md - 00000
e OPERATIONS.md - [I000

e TROUBLESHOOTING.md - (00
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(000OOmniMessage Core

J00OmniMessage SMPP 000000 OmniMessage Core JU000000000CO00000C
OmniMessage [] - (00000000000

[0 OmniMessage 0000

* [ 0000000

+ [ 000000000
* [ 00000000
+ [ 000000000

00 OmniMessage [J000

# 00 API 00O
curl -k https://omnimessage-

core.example.com:8443/api/system/health

# 00000000 API URL
grep api base url /opt/omnimessage-smpp/config/runtime.exs
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0000000000000
1. 00 Web [0

o URL: https://your-server:8087
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2. (00000

o JO0O0OSMPP - 0000
o 0000000 000"0000
o (00000000

3. (00000

o (0000000
o (000000000
o (0000000000

4. (00000

o (0000000
o (00000000
o (00000o0

5. [J[] Prometheus [][]

o curl http://localhost:4000/metrics

o [0 Grafana [J[]
o (000000000
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0oosMPP - 00000 / DO00O0OO
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(000 /opt/omnimessage-smpp/config/runtime.exs
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1. 000000000

o [J[] Web Ul[Jhttps://your-server:8087
o [O00O0SMPP - 00000

2. 000000

o J0*000000000”

o [0ddd
000 vodafone uk 0000000

000 smpp . vodafone. co.uk
002775

(0 ID[Jyour username

O00your password
O0000Transceiver



= TPS 00100
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Oo0000000COo0OOn
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1. f0bOooa



sudo nano /opt/omnimessage-smpp/config/runtime.exs

2. 0000000000

config :omnimessage smpp, :binds, [
# 0o0a. . .

# 00000

%{
name: "vodafone uk",
mode: :client,
bind type: :transceiver,
host: "smpp.vodafone.co.uk",
port: 2775,
system id: "your_ username",
password: "your password",
tps limit: 100,
queue check frequency: 1000

3. J0000O00

# 00000 nano [0 Ctrl+X, Y, Enter(]

# 0000
sudo systemctl restart omnimessage-smpp

4. 00000

o JO0OOSMPP - 0000
o 00000

o J000“0o0"00oa
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00 IDJacme corp
(00 secure password 123
OO000oO000COO00COO000O0O0

IP [J000263.6.113.0/24 100000000
TPS (][50
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o O0“00"
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1. 0000000

sudo nano /opt/omnimessage-smpp/config/runtime.exs

2. J00000000000O

# (00 server binds [
config :omnimessage smpp, :server _binds, [

# 000000 -

# (0000000
%{
name: "partner acme",
system id: "acme corp",
password: "secure password 123",
allowed bind types: [:transmitter, :receiver,
:transceiver],
ip whitelist: ["203.0.113.0/24"],
tps limit: 50,
queue check frequency: 1000
}
]

# 0000000000000

config :omnimessage smpp, :listen, %{
host: "0.0.0.0",
port: 2775,
max_connections: 100

}

3. (0000000



sudo systemctl restart omnimessage-smpp

4. 000000000

o (O IP 0l
0002775
00 IDOacme _corp

(o]

[e]

o

(00 secure password 123
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o [J000OSMPP - 000
o Q00o0O

o (0000000

o [0 IP OO000CO
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1. 000000

sudo nano /opt/omnimessage-smpp/config/runtime.exs

2. 000000

o [] :binds [] :server binds 000000
o (000000

= 0000OTPS OO0000P BOO000/O0O
o o0



o°
-~

name: "vodafone uk",

# ... 0000
tps limit: 150, # [J 100 [0
password: "new password" # [J000

3. (000000a

sudo systemctl restart omnimessage-smpp
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1. 000000

ping -c 3 carrier-smpp-server.com
telnet carrier-smpp-server.com 2775
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3. (0000

o [J000SMPP - O00/000000
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* 000/00000
* IP 0000000000
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1. 00000

o [J000SMPP - 000000
o 00000 1D 000
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2.0 1P 0000

o [J0000C P D000CO
o (000000 1P 00d

3. 0000000

o QU0o0OoOoOOO
o (0000000
o (00000000

4. (0000

° 00000000 Web LI OO0
o J0“0000" 00000000
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[[] Prometheus [][]

0000

curl http://localhost:4000/metrics | grep smpp connection status



0ooto

smpp_connection status{bind name="vodafone uk",...} 1
smpp _connection status{bind name="att us",...} 1

00000 1000000

auoa
0000000

1. 0 Web UI - SMPP - 000
2. ©e0000000

3. 00000000

4. 000000CO0CO0OO

5. 000

0oooooa

1. 0000000000
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1. 00000

o Q00oooo
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o (0000000
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° (000 SMPP [0
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o [0 IP 0000000
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o (0000000
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ooo

# 100000
sudo systemctl status omnimessage-smpp

# 0000
sudo systemctl restart omnimessage-smpp

# 0000
sudo systemctl status omnimessage-smpp

# 1000
sudo journalctl -u omnimessage-smpp -n 50

00 Web UI [0

1. f000000O00O 30-60 OOOOOO
2. J000SMPP - 0000

3. (J000000001-2 OO0
4. J0000000O

joad

Oo00o0o00o0a

# 0000
sudo cp /opt/omnimessage-smpp/config/runtime.exs \

/opt/omnimessage-smpp/config/runtime.exs.backup.$(date +%Y%m%d)
# 0000

sudo tar -czf /tmp/smpp-certs-$(date +%Y%sm%d).tar.gz \
/opt/omnimessage-smpp/priv/cert/

0oo00ooo



# 1000
sudo cp /opt/omnimessage-smpp/config/runtime.exs.backup.YYYYMMDD \

/opt/omnimessage-smpp/config/runtime.exs

# 0000
sudo systemctl restart omnimessage-smpp
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1. 0000000

sudo systemctl status omnimessage-smpp

2. J000000000a

sudo systemctl start omnimessage-smpp

3. (0000000000a

sudo journalctl -u omnimessage-smpp -n 100

4. J000000

o 0000000

o [0 SSL 000000
o JO000O0Odf -h
o (OO0 free -h

5. (0000000000a
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OmniMessage [

00 SMPP [J00000000000000 OmniMessage Core[JJ00 OmniMessage (000000000
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OmniMessage [J]00000

+ [O0000D0OOOO0OO0O
* [O00000OOoOOOOOOa

 [JO0API OOOOOCO
e 0000 "Connection refused", "Timeout", "HTTP 503", "Connection reset"

il

1. (0 OmniMessage [

# 0000
curl -k -v https://omnimessage-
core.example.com:8443/api/system/health

# 00000000
ssh gateway-server 'curl -k https://omnimessage-

core.example.com:8443/api/system/health’

2. (0000 API URL[



# 1000
grep -Al 'api base url' /opt/omnimessage-smpp/config/runtime.exs

# (00000

ping omnimessage-core.example.com
nc -zv omnimessage-core.example.com 8443

3. (0000000 API OO0

# 000 API [(J000O0
sudo journalctl -u omnimessage-smpp -f | grep -i

‘api\ |omnimessage\|connect'

# 000000000
sudo journalctl -u omnimessage-smpp -n 200 | grep -i error

jooo

00 OmniMessage [0

1. 00 OmniMessage 000

2. J000000000000
3. 00000000000 SMPP_POLL_INTERVALQ

4. [J0 OmniMessage 000000
00 OmniMessage [J100000000

1. 00000000000 HTTPS

2. 00 DNS 000 nslookup omnimessage-core.example.com
3. 0000000 traceroute omnimessage-core.example.com

4. [J0 SSL 0000000 HTTPSH
00 APIURL (0000

1.0 /opt/omnimessage-smpp/config/runtime.exs

2. [J0 api_base_url 000000000000 HTTPST

3. 00000 sudo systemctl restart omnimessage-smpp
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 [J000 "Disconnected" 000
* J00000COO
* 000000

Oo00o0o00o0

1. 000000

0o

# 00 DNS [
nslookup smpp.carrier.com

# (000

ping -c 3 smpp.carrier.com

# 1000
telnet smpp.carrier.com 2775

# [
nc -zv smpp.carrier.com 2775

0ooto

* [0 DNS 000000000 1P 00000000
* 00 ping 00OOOCCOOOOOOOOO
* [00000OOOOOOOOOO0OoCO

2. (000
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e 000 "bind failed" [] "authentication error"
* Web UIOSMPP - 000000 - 00 system_id 000
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* (0000000
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3. 1P (00000

0o

* 0000000
+ 00000O00OCOO 1p

0000

* 00000000 PO

curl ifconfig.me

+ (00000 1P 000000
* [0 IP Q0000000 PO

4. 0000

ooo

# 0000000
sudo iptables -L -n | grep 2775

# [ UFWJUbuntu/Debian[]
sudo ufw status | grep 2775

# [ firewalld[JRHEL/CentOS[]
sudo firewall-cmd --list-ports | grep 2775

0000



# Ubuntu/Debian
sudo ufw allow out 2775/tcp

# RHEL/CentO0S

sudo firewall-cmd --permanent --add-port=2775/tcp
sudo firewall-cmd --reload

Huooo
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e smpp disconnection total [O00O

* (0000000
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1. (0000

0o

# 1000
ping -c 100 smpp.carrier.com | grep loss

# 100000
netstat -s | grep -1 error
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* 00000000 15P
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2. 00000
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+ JO0000000O
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e Web Ul - [J[] = 000 dest _smsc [][]
« [0 SMPP - [000000CO0CDOCO
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e 000 dest smsc OO0
* (0000000000 dest_smsc
e [0 dest _smsc [J NULLOOOOOOO
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e Web Ul - [0 - [0 deliver after [
(0000000000000

0o

00000000000 deliver after
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3. TPS 0000
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* 000000
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0oooo

e 0O0O0O tps limit
» 0000000000000
e [0

4. (0000000
ooa

* (000
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0000

# (000
sudo systemctl restart omnimessage-smpp

# 1000
sudo journalctl -u omnimessage-smpp -f
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e smpp delivery failures total [
e 0000 "submit_sm_resp" 000000
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https://your-server:8087/

sudo systemctl status omnimessage-smpp

ihaa%

# 00000000
sudo systemctl start omnimessage-smpp

# 0000000
sudo journalctl -u omnimessage-smpp -n 50

2. 000000 8os7

0o

sudo ufw status | grep 8087

# [
sudo firewall-cmd --list-ports | grep 8087

0000

# Ubuntu/Debian
sudo ufw allow 8087/tcp

# RHEL/CentO0S

sudo firewall-cmd --permanent --add-port=8087/tcp
sudo firewall-cmd --reload

3. SSL 000

0o

* 000000000
* 0000000

0000

* JO0000O0OO0OOO



* (0000 ssL oo
+ 00000000000

ls -1 /opt/omnimessage-smpp/priv/cert/

4. (00 URL
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* 0000 HTTPSOOOO HTTP[
* 00000000 /000
* (000 8087

Web Ul 00
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* [0000000
* 00000

ooooa
1. (0000000

o Ctrl+F5000000
o 00000000 cookies

2. 00000000

o [JF12

° (000000000 Javascript [0
o (0000OoOoOOO0a

3. 0000009 €0

o [J Chrome[JFirefox[JEdge 00
° (00000000



4. (000000

sudo journalctl -u omnimessage-smpp -f
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Prometheus [
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e curl http://localhost:4000/metrics [
e Prometheus 00000
* (0000000

Oo00o0o0Oon

1. (0000
0o

sudo systemctl status omnimessage-smpp

0000

sudo systemctl start omnimessage-smpp

2. 00000

0o



# 1000
curl http://localhost:4000/metrics

# 0000
curl http://your-server-ip:4000/metrics

0000

 (000O0000OOO000O0O0
e (00000 Prometheus 000000 4000

3. 00000
oo

e 000 /metricsO000 /prometheus [] /stats[]
» 00O 40000000 80870
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1. f0000000oO

o (00000000
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o [] Prometheus [0 increase() [] rate()
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top -p $(pgrep -f omnimessage-smpp)
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ps aux | grep omnimessage-smpp
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1. TPS 000 - O0O0O0O0O0
2. queue check frequency - [0

3. [0 API 0000 - 0000
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0000

* (000000000 TPS

* [0 queue check frequency 00000
* (000 API
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AN NENEND
000

* (0000000000
(000 "syntax error" [] "parse error"

ooo

# [0 Elixir [
/opt/omnimessage-smpp/bin/omnimessage-smpp eval "File.read!
('config/runtime.exs"')"

0oooo

* map 0000000

* JO0ooo® vs 'O

* 0000000

* [JUO0 import Config

0oooo

* 0000
* 00000
* 0000 Elixir 000000000

Joodo
000

* Q0000000000
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0oooo



# 00000000
sudo systemctl restart omnimessage-smpp

# (0000000
sudo systemctl status omnimessage-smpp

# 0000000
sudo journalctl -u omnimessage-smpp -n 50

Hond
000000

ooo

1. f0000o0oa

# 000
df -h

# 0
free -h

# CPU 0
uptime

2. 000000

sudo systemctl status omnimessage-smpp
3. 000000

sudo journalctl -u omnimessage-smpp -n 200



4. (000000

sudo systemctl restart omnimessage-smpp

5. (000000

o 000000

o [0 SSL 000000
o 000000

o (0000000000

6. (00000000000

# (1000
sudo cp /opt/omnimessage-smpp/config/runtime.exs.backup \

/opt/omnimessage-smpp/config/runtime.exs

# [0
sudo systemctl restart omnimessage-smpp

7. 000000000

Juod

joad
000000000000

1. 0 cat /opt/omnimessage-smpp/VERSION
2. 0000

sudo journalctl -u omnimessage-smpp -n 200 > /tmp/smpp-logs.txt

3. (00000000



sudo cp /opt/omnimessage-smpp/config/runtime.exs
/tmp/config.exs

# [0 /tmp/config.exs O00000COOO

4. 0000

curl http://localhost:4000/metrics > /tmp/metrics.txt

5. (0000

uname -a > /tmp/system-info.txt
free -h >> /tmp/system-info.txt
df -h >> /tmp/system-info.txt

joad

* 00000
e [0 +61 XXXX XXXX[O24/7(]

+ 000 000000

Juo

. - 000000
. - 0o0o
. - 00000

. - 0000
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