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OOODOOD DOV OOOOOOOOOOOOODOOODOOODOOODOOOOY
&

QOOQOOY config/runtime.exs SOQOOOOOOOOR
OO

OOOOOOODOOOOOOOOOOOOOOOOOO O config/runtime. exs SOO&

* API &0 8443 OHTTPSO &< 0.0.0.0
¢ OOOOOOO SOOHTTPO 2 0.0.0.0

OOV

SOOQO® config/runtime.exs SO

&o>®omnitouch
&&Pomnitouch2024
&>>&®localhost
&&®3306
OOOOOOsSmMSC_new
OOOR1

OO0

OO config/runtime.exs SO

e OO OY - OOV
* DNS &&0000nil

OO0

SO OO config/runtime.exs 0OV
¢ DOOOD1440 GOVOOODD 24 OO

OO

QOO config/runtime.exs SO

URL: http://localhost:2080/jsonrpc
&&: mncO57.mcc505.3gppnetwork.org
&<&: 55512341234

&: 00101900000257

&<¢: 00101900000257

&><&: 00101900000257



QOO

OODORROODDOOOODOOROOODOOOODOD Web Ul 00000 ODDOOOOD
& config/runtime.exs &&&

SO

config :sms c, :sms routes, [
%{

called prefix: "+44",
dest smsc: "InternationalGW",
weight: 100,
priority: 100,
description: "QOOOOR",
enabled: true

o0
o~

called prefix: "1900",
dest smsc: "PremiumGW",
charged: :yes,

priority: 50,
description: "&OQOOQ",
enabled: true

}
]
OO
¢ OOVOOOOOOO/OOOOY
* & SMSC 0000
¢ DOVOOOOOOOO
¢ OOBOOOOOOY
¢ DOV

&® Web Ul & /routing 000000
O OO OOOOOROROROOD API OO

REST API &¢
POOOOD

QOOOOOOOOO

POST /api/messages
Content-Type: application/json

{
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"source msisdn": "+1234567890",

“destination msisdn": "+0987654321",

"message body": "Hello, World!",

“source smsc": "web-app",

"dest smsc": "smpp-provider", # OO - QOOOOOOOOQ

"tp dcs character set": "gsm7", # &&: gsm7, 8bit, latinl,
ucs2

“tp dcs coding group": "general data coding",

"expires": "2025-10-17T10:30:00Z" # OO - QOO 24 OO
}

OO

* destination msisdn - SOOOOR
* message body - SO

* source msisdn - SO

* souUrce Smsc - QOO

OOV

dest smscC - SRR OOOOOOOOOOOOOOOOY
source _imsi, dest _imsi - IMSI &&&

tp dcs character set - &&&O&gsm7, 8bit, latinl, ucs2¢
tp dcs coding group - DCS &&<&

tp dcs _compressed - SOOOOOOOR

tp dcs has message class - SOOOOOOOOD

tp dcs _message class - OOQQ

tp user_data header - SOOOOOOORQ

message part number, message parts - QO OOR
expires - SOQOOOORR 24 OO

deliver after - 0@V OO

deadletter, raw data flag, raw sip flag - & &

OO
{

"status": "success",

"data": {
"id": 123,
"source msisdn": "+1234567890",
"destination msisdn": "+0987654321",
"dest smsc": "smpp-provider",
"message body": "Hello, World!",
"deliver time": null,
"delivery attempts": 0O,
"expires": "2025-10-17T10:30:00Z",
"inserted at": "2025-10-16T10:30:00Z"



&& SMSC &&©

GET /api/messages/get by smsc?smsc=my-smsc-name
OOOOOOROOOOROROY

* destination smsc & null & Q&S SMSC @&
¢ OOV
s O>OOOOdeliver after & null SO

OO
{
"status": "success",
"data": [
{
"id": 123,
"source msisdn": "+1234567890",
"destination msisdn": "+0987654321",
"message body": "Hello",
"destination smsc": "my-smsc-name",
"delivery attempts": 0
}
]
}

OO SMSC OO0

# OOOOOOOOOR
GET /api/messages

# OO SMSC OROOOOOOOD
GET /api/messages
SMSc: my-smsc-name

O® SMSC 00O OOV OOVOPVWOOVDOOVOOOVOD
& SMSC OO OOOOOOOOOOOD

dest smsc OOOOO dest smsc & null

deliver time & null®@@ OO

deliver after & null SRR OOD/OOOOOOOD
expires SOOODOOOOOOY

QOO OOOOOOY

OOO SMSC OOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOY
OO



"id": 123,
"source msisdn": "+1234567890",
"destination msisdn": "+0987654321",
"message body": "Hello, World!",
"dest smsc": "my-smsc-name",
"deliver time": null,
"delivery attempts": 0,
"expires": "2025-10-17T10:30:00Z",
"inserted at": "2025-10-16T10:30:00Z"
}
]

SOOOOR
GET /api/messages/{id}
OO

PATCH /api/messages/{id}
Content-Type: application/json

{

"status": "delivered",

"delivered at": "2025-10-16T10:30:00Z"
}
SOOOQ

DELETE /api/messages/{id}
QOO OOOOOOOOD

DOOVDOOVDODDDODDDODDOODDOOOOOOODOD
& 1009 Y PUTOOOD

# OOOOODYD - PUT 0000000 ®
PUT /api/messages/{id}

OO 20000

# OO
POST /api/messages/{id}/increment delivery attempt

OOOOOOOROY delivery attempts®O&® deliver after SOOOOOOOR



OO OO OO OO
O1 271 &2 00 200
2027200400 600
O3 0273 008 00 14 OO
40274 0016 &30 O
&5 275 OO32 OOLOR200
O 6276 D64 OO200600

OO

{
"id": 123,
"delivery attempts": 1,
"deliver after": "2025-10-20T19:05:00Z",
"deliver time": null,
"expires": "2025-10-21T19:03:00Z2",

) e
OOO OO deliver after QOO GET ©OQOOOOOOOOOOOOO

OOODOOOOOR

QCOOOOOOOOOOOOOOOO0

PATCH /api/messages/{id}
Content-Type: application/json

{

"dest smsc": "updated-gateway",
“status": "delivered"

}
&OO& PUT & PATCH 000000

e PUT - OO0 0000DOOOOO0000
* PATCH - OO0 000000000

OO

SMS C 0000000000 DOO0DOOODOOODOOOOOOOOOOOOOOOOOO0
QOOOOOOOOOY

QOO OOVOODODOOOOOOOOOOOVOY dest_smsC QOO ODOOOOOOOOOOOY
OOV



OOOOOOOO

SO OOSMPPOIMSEOSS7/MAP OOOOOO SMS C 00000000

1. &OOOOOOOY 30-60 COOOO

2. QOOOOOOD 90 OOV

3. OO
° POVOOOOOOOY
° QOVOOOOOOOOOOOOOOOY
0 QOVOOOOOOOOOOOOOOD

QOO
OO[OOOOOOOO

POST /api/frontends
Content-Type: application/json

{
“frontend name": "smpp-gateway-1",
“frontend type": "SMPP",
“ip address": "10.0.1.5",
“hostname": "smpp-gw-01",
"uptime seconds": 3600,
“configuration": "{\"port\": 2775, \"system id\": \"smpp user\"}"
}
OOOOR
* frontend name - QOO
 frontend type - QSO SMPPOIMSOMAP &&
OOOOR

* ip address - OO [P QOO DDOODOOOOOOOOR
* hostname - SO OOOO

* uptime_seconds - QOOOOOOOY

* configuration - @@ OOR RO JSON &

OOO OOV 1p_address®SMS C 000000 HTTP OO0 [POOOOOOOOO
SOV X-Forwarded-For &&&

OO
{
"id": 42,
“frontend name": "smpp-gateway-1",

“frontend type": "SMPP",



"ip address": "10.0.1.5",
"hostname": "smpp-gw-01",
"uptime_seconds": 3600,
"status": "active",
"last seen at": "2025-10-20T10:30:00Z",
"expires at": "2025-10-20T10:31:30Z",
"inserted at": "2025-10-20T10:00:00Z"

}

OOOOVOOY
GET /api/frontends
QOVOOOODODOODODDOOOOOOOY
OOV
GET /api/frontends/active
QOVOOOOOOOOOOOY
DOOOOOOY
GET /api/frontends/stats
QOVOOOOOR
{

"active": 5,

"expired": 12,

"unique frontends": 8

}

QOO

GET /api/frontends/history/{frontend name}
QOVODOOVODOODOODOOOOOOOD[OOOOY
SO

GET /api/frontends/history/smpp-gateway-1
DOV

GET /api/frontends/{id}



OOOOOO

QOOOOOOOOOOOOOOOOOY
OOOOOOOY

import time
import requests

def send heartbeat():
O 30 o000
while True:
try:
data = {
"frontend name": "my-smpp-gateway",
“frontend type": "SMPP",
"ip address": get local ip(),
"hostname": get hostname(),
"uptime seconds": get uptime()

}

response = requests.post(
"https://smsc-core:8443/api/frontends”,
json=data,
timeout=5

)

if response.status code in [200, 201]:
logger.debug ("o ")
else:
logger.error(f"®®®<®: {response.status code}")

except Exception as e:
logger.error(f"®ooo®: {e}")

time.sleep(30) # & 30 S QS

# OO OO
threading.Thread(target=send heartbeat, daemon=True).start()

OOV

OOO® - Web Ul & https://localhost:8086 &&&

OOOOOOY
OOOOOOOOOOOOOC
QOOOOOOY

OO



API OO

# OOOOOOOY
curl https://localhost:8443/api/frontends/active

# OODOOOQOORO
curl https://localhost:8443/api/frontends/history/smpp-gateway-1 | jq
'.[0].status’

# OOOOOOO®
curl https://localhost:8443/api/frontends/stats

*QYOO

Y

GET /api/status
&

GET /api/locations

POST /api/locations

GET /api/locations/{id}
PATCH /api/locations/{id}
DELETE /api/locations/{id}

SS7 &&

GET /api/ss7 events

POST /api/ss7 events

GET /api/ss7 events/{id}
PATCH /api/ss7 events/{id}
DELETE /api/ss7 events/{id}

MMS &0

GET /api/mms message queues

POST /api/mms message queues

GET /api/mms message queues/{id}
PATCH /api/mms message queues/{id}
DELETE /api/mms message queues/{id}

OO

SMS C &&&® Mnesia OOOOOOO00OOOOOO SQLOOOOOOOOOOO0 e CDR
OO



OOOOOO
& Intel i7-8650U @ 1.90GHz®8 @000
OO
* insert messageddOOORL, 750 @O/ 0.58 OO
* insert message®dddR1,750 QO[O 0.57 &
e ~1.5 SO/ OO
OO
* get messages for smsc: 800 &O/OO 1.25 @&

* list message queues: SOOOOOR
¢ BOOOOOOOOOY 62 KB

O

OO
¢ OOOOOOOY Mnesiad D + COOOOOOOOOOY
¢ OOVOOOOOOOY SQL €00 CDR ©©

¢ OOVOOOOOOOOOOO24 OO
¢ & SQL 000000000000 SQL

O

QOOOOORY config/runtime.exs SO

config :sms c,
message retention hours: 24, # OOOD 24 OO0
batch insert batch size: 100, # SQL &< CDR &
batch insert flush interval ms: 100 # CDR &&&®

SOOPDPOOOOODDS docs/PERFORMANCE_TUNING.md
A

OQO® - Web Ul & https://localhost:8086

¢ OOOOOY
¢ OO
¢ OOVOOOOOOD OO
¢ OO
¢ OOOOOY

OOODOOODOOOY
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QOVOOOOOOOY

# OOOOOOOOOOOOOQ
SmsC.Messaging.BatchInsertWorker.stats()

OO

%{
total enqueued: 10000,
total flushed: 9900,
current queue size: 100,
last flush duration ms: 45

}
O@ - OOOOOO VY stdout

# OOOOOR
tail -f log/dev.log

OO0

OOOOOY

# OOOOOOOOY
lsof -1 :4000

# OOOOO
kill -9 <PID>

QOOOOOY

SOD POOPOOPOOPOOOOOOOD
OO

&® API_BASE_URL 0000000
®® SMS_C 00000000000

OOOD[OOOOO
OO0

OO

# OOOOO API &0
curl http://localhost:4000/api/status

# OO0
export API BASE URL="http://localhost:4000"
# OOOOOOOO



SO

OO DOOODOOOOOOOOY
OO

QOOOOOOOO
OOOOOOY

QOOOOOOOOOO
OOOOO

W=

OOOOOOOO
# OOOOOOOOO

curl https://localhost:8443/api/messages | jq '.data[] |
select(.delivery attempts > 0)'

OO

QOO DOOODOOODOOOOO0

OO
1. OOQOOOOOOOOOOOOOOOOOY
2. OO0
3. CODOOOOOOC

SOOOOOO

watch -n 5 'curl -s https://localhost:8443/api/messages | jq ".data |
length"'



i
OO

OO Benchee & SMS-C &O0OOOOOO

OO

1. && SMS &&&<® (raw_sms_bench.exs)

OO submit message raw API &&&000@<& SMS PDU®

OO
* &Y SMS PDU®@®® PDU ©&@0000® @sample _pdus &&&@
¢ SODOOOOOOOOROOROOOO
¢ &OOOO® HTML ©¢@

OOQ

mix run benchmarks/raw _sms bench.exs

& benchmarks/output/raw_sms benchmark.html
2. & API ©&&® (message_api_bench.exs)
QOOROOOD APl OO OOODOOOOD

SO

& insert messagedOQOOOOR

&><& get messages for smsc

&< list message queues
QOO OOOOOOOOROQ

OO
mix run benchmarks/message api bench.exs

&> benchmarks/output/message api benchmark.html

OO

SO OO® BencheeddO0 000



OOO2 &

OO10 ©
OOOOR2 O
QOO
OO HTML &©

OO

HTML 000000 benchmarks/output/ 0000

OOOOOO
OO
QOO
OO
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Erlang/OTP: 26.x QOO0

Elixir: 1.15.x &0
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QOO
OO

e OOO®: /var/log/sms_c/ (&) OO (&)
* Web UI &&: 0000000 /logs
e OOV OO API OO0

&

o OOO®: GET /api/status

e &&: GET http://localhost:9568/metrics (Prometheus &)
e O>OO®: Web UI & /frontend status

e &>OO®: Web UI & /message queue

SO

O

SOOOOR

&<& Prometheus OO0

QOOOOOOOOOOOY
OOOOOOOOD

OO

QCOOOOOOOO

ARl el

&&&Y: 2025-10-30

SMS-C &&: OO0

&&<® Elixir: 1.15.x-1.17.x
&&<® Erlang/OTP: 26.x - 27.x

OO

OO

QOO OOODODOOOODOROROC
API && && curl 0000

IP QOO QOOQODOODODODOQ
OO & Prometheus & &
SOOROR O UTCOOOOOO®

OO
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|
SMS-C API &¢©

- ©000®® | © README

OO SMS-C REST API &0 000000 /O0OOO

OO

APl &&

&< SMS PDU API
MMS &<& API
SS7 && API

API &&

SMS-C REST API &0 0000000000000 000OO0

&<& URL
https://api.example.com:8443/api

OOO: 8443 (O©Q)
&&: HTTPS (0000000 TLS)

OO0
OOV JSON®

Content-Type: application/json
API o0&

OO API OO0 100000000000 O URL OO0



https://api.example.com:8443/api/v2/...

QOO
TLS $0000000d

OOOOOOD TLS OOOOOOOOOO

curl --cert client.crt --key client.key \
https://api.example.com:8443/api/status

API 000000

OO X-API-Key OOOOO0 API OO00000

curl -H "X-API-Key: your api key here" \
https://api.example.com:8443/api/status

IP &0

OOV OY API QOO [P OO

OO

OO0

{
"data": {

L
}

OO0
{

"errors": {
"detail": "OOOOOOOOOOOOOD"
}

}
OO0

{
"data": [
Laonls
{...}



]
}

OO
POOOPDPPOOODDOOD
OO API 0@

OO

GET /api/status

&> (200 OK):
{
"status": "ok",
"application": "OmniMessage",
"timestamp": "2025-10-30T12:34:56Z"
}
OO

curl https://api.example.com:8443/api/status
OO
¢ DOVOOOOOY

¢ OOV
¢ OOV

OO0 API

QOOOOOODOOOOD

OO
QOVOOOOOY
SO

GET /api/messages
SO

* smsc: frontend name - &&& SMSC &&
* include-unrouted: true|false|[l]|0 - QOOOOOOOOOOOOO O alse®



° TalsedOOVORODORODOOOOOOOOOR
° truePPOOVDOOOOOOOOOOOOOO

OO

status - &&Q & ®pendingddelivered®expiredddropped
source _smsc - && SMSC &<

dest _smsc - &&& SMSC &&

limit - Q@100 221000

offset - QOO

&< (200 OK):
{
"data": [
{
"id": 12345,

"source msisdn": "+15551234567",
"destination msisdn": "+447700900000",
"message body": "Hello World",
"source smsc": "api client",
"dest smsc": "uk gateway",
"status": "pending",
"send time": "2025-10-30T12:00:00Z",
"deliver time": null,
"delivery attempts": 0O,
"inserted at": "2025-10-30T12:00:00Z"
}
]
}

OO
OOOO SMSC QOO DOOOOOOOOO

curl -H "smsc: uk gateway" \
https://api.example.com:8443/api/messages

ORROOROIOROIOROROROR 4 72 AR OR RN R OR ROt RS

curl -H "smsc: uk gateway" \
-H "include-unrouted: true" \
https://api.example.com:8443/api/messages

OOOOOOOOOOY

curl "https://api.example.com:8443/api/
messages?status=delivered&limit=50"



SO
QCOOOOOOOOOOD
OO

GET /api/messages/:id

& (200 OK):
{
"data": {
"id": 12345,

"source msisdn": "+15551234567",
"destination msisdn": "+447700900000",
"message body": "Hello World",
"source smsc": "api client",
"dest smsc": "uk gateway",
"source imsi": null,
"dest imsi": null,
"message parts": 1,
"message part number": 1,
"tp data coding scheme": "00",
"tp user data header": null,
“status": "pending",
"send time": "2025-10-30T12:00:00Z",
"deliver time": null,
"expires": "2025-10-31T12:00:00Z",
"deadletter": false,
"delivery attempts": 0,
"charge failed": false,
"deliver after": "2025-10-30T12:00:00Z",
"raw data flag": false,
"raw sip flag": false,
"raw _pdu": null,
"inserted at": "2025-10-30T12:00:00Z",
"updated at": "2025-10-30T12:00:00Z"
}
}

OO0

curl https://api.example.com:8443/api/messages/12345

SOOOOOOY
QCOOOOOOOOOOOY ID®



OO

POST /api/messages
Content-Type: application/json

OO

{
"source msisdn": "+15551234567",

"destination msisdn": "+447700900000",
"message body": "Hello World",
"source smsc": "api_ client”

}
QOO

dest _smsc - SOOOO®

send _time - @SS AISO 8601

message parts - QO OO

message part number - @OOOR1 OO

tp data coding scheme - SMS DCS&&&"00"®
source imsi - &< IMSI

dest imsi - &> IMSI

&< (201 Created):

{
"data": {
"id": 12345,
"source msisdn": "+15551234567",
"destination msisdn": "+447700900000",
"message body": "Hello World",
"source smsc": "api client",
"dest smsc": "uk gateway",
"status": "pending",
"send time": "2025-10-30T12:00:00Z",
"inserted at": "2025-10-30T12:00:00Z"
}
}
OO

curl -X POST https://api.example.com:8443/api/messages \
-H "Content-Type: application/json" \
-d '{
"source msisdn": "+15551234567",
"destination msisdn": "+447700900000",
"message body": "Hello World",
"source smsc": "api client”



} 1
OOO~T70 OO/ODOOOOOD 14 O
OO
¢ OOV ID

e OO/
¢ OO

OO
OOOOOOOOOOOOOOD
OO

POST /api/messages/create async
Content-Type: application/json

OOOOOOOOO

& (202 Accepted):

{
"data": {
"status": "accepted",
"message": "OO OO
}
}
QOO

curl -X POST https://api.example.com:8443/api/messages/create async \
-H "Content-Type: application/json" \
-d '{
"source msisdn": "+15551234567",
"destination msisdn": "+447700900000",
"message body": "&OOOOOO",
"source smsc": "bulk api"

} 1
SOO~4,650 ©O/OOOOOOOY 0.22 &O
OOOOOOOOOOOOOOOD 100 OOOOOO
OO

¢ OOOOOOOO> 100 OO/
e OOOO APl ©OOOOOS ID



¢ DOVOOOOOOOO

OO0
OOOOOOOOO
OO0

PATCH /api/messages/:id
Content-Type: application/json

OO
{
"dest smsc": "alternate gateway",
"deliver after": "2025-10-30T14:00:00Z"
}
OOOOOO
* dest _smsc - SO
* deliver after - @@
* message body - SO
* status - QOO
&<® (200 OK):
{
"data": {
"id": 12345,
"dest smsc": "alternate gateway",
"deliver after": "2025-10-30T14:00:00Z",
}
}
OO

curl -X PATCH https://api.example.com:8443/api/messages/12345
-H "Content-Type: application/json" \
-d '{
"dest smsc": "backup gateway"
} 1

OO

QCOOOOOOOOOY



OO

POST /api/messages/:id/mark delivered
Content-Type: application/json

OO
{
"dest smsc": "uk gateway"
}
&> (200 OK):
{
"data": {
"id": 12345,
"status": "delivered",
"deliver time": "2025-10-30T12:05:30Z",
"dest smsc": "uk gateway",
}
}
OO

curl -X POST https://api.example.com:8443/api/messages/12345/
mark delivered \

-H "Content-Type: application/json" \

-d '{

"dest smsc": "uk gateway"

} 1
OODOOOOOOOOOOOOY
OOOOOO
OOOOOOOOOOOOOOY
OO

PUT /api/messages/:id

& (200 OK):
{
"data": {
"id": 12345,

"delivery attempts": 2,
"deliver after": "2025-10-30T12:08:00Z",



L
}

SOOO®

deliver after = now + 2" (delivery attempts) minutes

SO

curl -X PUT https://api.example.com:8443/api/messages/12345

QODOOODOOODOOODOOOY

OO

DOVOOOOOY

OOY

DELETE /api/messages/:id

&<& (204 No Content)

SOY

curl -X DELETE https://api.example.com:8443/api/messages/12345

QOVODOOOODOOOOOOOOOOO

&><& SMS PDU API

OO PDUSOOOOOODDD SMS OOOODOOO0OODOOOO

OOOO SMSOOOS
OO

POST /api/messages raw
Content-Type: application/json

OO

{
"pdu": "0001000B916407007009F0000004D4F29COE",

"source smsc": "legacy system"

}



PDU &0 SMS TPDUSOOOOOOOOS
& (201 Created):

{
"data": {
"id": 12346,
"source msisdn": "+447700900000",
"destination msisdn": "+447700900000",
"message body": "Test",
"source smsc": "legacy system",
"raw pdu": "0001000B916407007009F0000004D4F29COE",
}
}
OO

curl -X POST https://api.example.com:8443/api/messages raw \
-H "Content-Type: application/json" \
-d '{
"pdu": "0001000B916407007009F0000004D4F29COE",
"source smsc": "legacy system"

} 1
OOOO SMSOOOS
OO

POST /api/messages raw/async
Content-Type: application/json

DOROOOROR
&<& (202 Accepted):

{
"data": {
"status": "accepted",
"message": "PDU &OOO"
¥
}
OO

curl -X POST https://api.example.com:8443/api/messages raw/async \
-H "Content-Type: application/json" \
-d '{
"pdu": "0001000B916407007009F0000004D4F29COE",



"source smsc": "legacy gateway"

} 1
PDU &

QOO

& SMS &O&3GPP TS 23.0400¢<¢ PDU
OOOOOOOOOOOODCS

OO0 OCP-ACKORP-ACK &
OO0 IMSI © MSISDN ©&&
OO

OO PDU 000

SO e

QOO

* CP-ACK®CP-ERROR - 00000
* RP-ACKORP-ERRORORP-SMMA - 000000
¢ DOOVOOOOOOOOOOO

OO0 API

QCOOOOOOOOOOOOOOOOOOOY

SO0
OO

GET /api/locations

&< (200 OK):
{
"data": [
{
"id": 1,

"msisdn": "+15551234567",
"imsi": "001001000000001",
"location": "mscl.regionl.example.com",
"ran_location": "cell tower 12345",
"imei": "123456789012345",

“ims capable"”: true,

"csfb": false,

"registered": true,

"expires": "2025-10-30T13:00:00Z",
"user agent": "Samsung Galaxy",
"inserted at": "2025-10-30T12:00:00Z",
"updated at": "2025-10-30T12:00:00Z"



}
]
}

OO®

curl https://api.example.com:8443/api/locations
QOO

SO®

GET /api/locations/:id

&<® (200 OK):
{

"data": {

||id|| . 1’

"msisdn": "+15551234567",
"imsi": "001001000000001",

L
}

OO

curl https://api.example.com:8443/api/locations/1

O[OS
O IMSIOOOOOOOOOOOOOOOOOOOY
OO

POST /api/locations
Content-Type: application/json

OO0

{
"msisdn": "+15551234567",

"imsi": "001001000000001",

"location": "mscl.regionl.example.com",
"ran_location": "cell tower 12345",
"imei": "123456789012345",

"ims capable": true,

"csfb": false,



"registered": true,
"expires": "2025-10-30T13:00:00Z",
“user agent": "Samsung Galaxy"

}
OO

e Iimsi - COOOOOOY
e msisdn - &

OO

location - MSC/VLR &&
ran_location - ®&/&& ID
imei - QOO

ims capable - IMS VoLTE &<&
csfh - QOO OOOS
registered - &OOOOR
expires - QOO
user_agent - OO /OQ

&<& (201 Created ¢ 200 OK):

{
"data": {
||id||: 1'
"msisdn": "+15551234567",
}
}
OO

curl -X POST https://api.example.com:8443/api/locations \
-H "Content-Type: application/json" \
-d '{
"msisdn": "+15551234567",
"imsi": "001001000000001",
"location": "mscl.regionl.example.com",
"ims capable": true,
"registered": true

} 1
OOOOOOOOOOOOOOOOOOHSSOMME &O&¢
OO0
OO



PATCH /api/locations/:id
Content-Type: application/json

QOODOOOOOOOROY
& (200 OK):
{
"data": {
"id": 1,

L
}

OO

curl -X PATCH https://api.example.com:8443/api/locations/1 \
-H "Content-Type: application/json" \

-d '{
"location": "msc2.region2.example.com",
"ran location": "cell tower 67890"

} 1

OO

SO

DELETE /api/locations/:id

&< (204 No Content)

SO

curl -X DELETE https://api.example.com:8443/api/locations/1

OOOOOOOOOOOOOOY

OO API

SOOOOLY SMSC &O&

OOOOO
OO
GET /api/frontends

&< (200 OK):



{
"data": [
{

"id": 1,

"frontend name": "uk gateway 1",

“frontend type": "smpp",

"ip address": "10.0.1.50",

“hostname": "gatewayl.uk.example.com",

"uptime_seconds": 86400,

"configuration": {
“max_throughput": 1000,
“bind type": "transceiver"

}

"status": "active",

"expires at": "2025-10-30T12:02:00Z2",
"last seen at": "2025-10-30T12:00:30Z",
"inserted at": "2025-10-29T12:00:00Z",
"updated at": "2025-10-30T12:00:30Z"

}
]
}

SO

curl https://api.example.com:8443/api/frontends
OO

SO

GET /api/frontends/active

& (200 OK)OO00O00000Q

SO

curl https://api.example.com:8443/api/frontends/active

QOVODOOOODOOOC

OOOOOOOY
OO

GET /api/frontends/stats

&< (200 OK):



{
"data": {
"active count": 5,
"expired count": 2,
"unique frontends": 7,
"total registrations": 1523

}
}

OO®

curl https://api.example.com:8443/api/frontends/stats
OOOOOOOY

SO

GET /api/frontends/history/:name

&<® (200 OK):
{
"data": [
{
||id||: 1’
"frontend name": "uk gateway 1",
"status": "active",

"inserted at": "2025-10-30T12:00:00Z",

3
{
"id": 2,
"frontend name": "uk gateway 1",
"status": "expired",
"inserted at": "2025-10-29T12:00:00Z",
}
]
}
OO

curl https://api.example.com:8443/api/frontends/history/uk gateway 1

OO0
QCOOOOOOOO



OO

POST /api/frontends/register
Content-Type: application/json

OO
{

"frontend name": "uk gateway 1",
“frontend type": "smpp",
"ip address": "10.0.1.50",
"hostname": "gatewayl.uk.example.com",
"uptime seconds": 86400,
"configuration": {

"max_throughput": 1000,

"bind type": "transceiver",
"system id": "gatewayl"
}

}
OO

 frontend name - QRO

* frontend type - &@&smppsipohttp &
OO

* ip address - @& IP

* hostname - SO

* uptime_seconds - QOOOOOOOOOOY
* configuration - @QOOORO®

&< (201 Created):

{
"data": {
"id": 1,
“"frontend name": "uk gateway 1",
"status": "active",
"expires at": "2025-10-30T12:01:30Z2",

L
}

OO

curl -X POST https://api.example.com:8443/api/frontends/register \
-H "Content-Type: application/json" \
-d '{



"frontend name": "uk gateway 1",
"frontend type": "smpp",

"ip address": "10.0.1.50",
"hostname": "gatewayl.uk.example.com"”

} 1
SOOOOI0 OOOOOOY 60-90 SOV
QOOOOODOOODOOOOOOY

SO API

QCOOODOOOOOY

OO
OO

GET /api/events/:message id

&<® (200 OK):
{
"data": [
{
"event epoch": 1698672000,
“name": "message inserted",
"description": "QOOOOR",
"event source": "nodel@server.example.com"
I
{
"event epoch": 1698672001,
"name": "message routed",
"description": "&<& route id=42 &&<& uk gateway",
"event source": "nodel@server.example.com"
¥
{
"event epoch": 1698672005,
"name": "message delivered",
"description": "&OO",
"event source": "node2@server.example.com"
}
]
}
OO

curl https://api.example.com:8443/api/events/12345



QOO

message inserted - SO
message routed - QOO
message_delivered - &>
message failed - &
message dropped - SO>S
auto reply sent - QOO
number translated - &>OQ Q&
routing failed - @@ &
charging failed - @&

OO
OO

POST /api/events
Content-Type: application/json

OO
{
"message id": 12345,
“name": "custom event",
"description": "QOOOOOO",
"event source": "external system"
}
& (201 Created):
{
"data": {
"message id": 12345,
“name": "custom event",
"description”: "QOOOOOO",
"event source": "external system",
"event epoch": 1698672010
}
}
OO

curl -X POST https://api.example.com:8443/api/events \
-H "Content-Type: application/json" \

-d '{
"message id": 12345,
"name": "external delivery confirmed",

"description”: "QOOOOOO"
}I



QOVODT OO

MMS &<& API

OOOOOOOOOOMMSOOOO

OO MMS &&

OOY

GET /api/mms_messages

& (200 OK)O0@® SMS 000000 MMS &¢&

&> MMS &
OO

POST /api/mms messages
Content-Type: application/json

OO

{
"source msisdn": "+15551234567",

"destination msisdn": "+447700900000",

"subject": "Photo",

"content type": "image/jpeg",

"content location": "https://cdn.example.com/media/12345.jpg"
"message size": 524288

}
& (201 Created) 000> MMS OO0

SS7 && API

&& SS7 OO0

OO SS7 O@

0RO

GET /api/ss7 events
&<® (200 OK):

{

-



"data": [

{
"id": 1,
"event type": "MAP_UPDATE LOCATION",
"imsi": "001001000000001",
"msisdn": "+15551234567",
"timestamp": "2025-10-30T12:00:00Z",
}
]
}
&S SS7 &
OO

POST /api/ss7 events
Content-Type: application/json

OO0

{
"event type": "MAP_UPDATE LOCATION",
"imsi": "001001000000001",
"msisdn": "+15551234567"

}

&< (201 Created)oo0000%
OO

HTTP &8

O O O
2000K SO
201 Created QOO
202 Accepted QOO
204 No Content OO
400Bad Request QOOOOR
401 Unauthorized SOOOOY
403 Forbidden OO
404 Not Found OO

422 Unprocessable Entity @&&®
429Too Many Requests QQO00®
500Internal Server Error &&&&&
503 Service Unavailable &&o&&O&



SO
{

"errors": {
"detail": "©&&S&destination msisdn &SSO "

}
}

OO

& O® SO0
"destination msisdn is required" & OO OO SO destination msisdn
“Invalid phone number format" & QO OOS OO E.164 ©&&+15551234567

"Message too long" QOO DOOOOO®
"No route found" OOO® SOOOOY
"Charging failed" OCS &© QOOOOORO
"Message not found" SOOOD ID & ID &0
"Frontend not registered" & SMSC OO0
OO
OO

O O O
POST /api/messages 100 reqg/sec &< IP
POST /api/messages/create async 1000 req/sec &< IP
POST /api/messages raw 100 reqg/sec &< IP
GET /api/* 1000 req/sec &< IP
OOOOY

X-RateLimit-Limit: 100
X-RateLimit-Remaining: 95
X-RateLimit-Reset: 1698672060

OOOOO®
&< (429 Too Many Requests):
{

"errors": {
"detail": "OOOOOOOOY 5 SOOHOR"
}
}



QOO
OOO®

QORVRORRRRORY > 100 &/ /create async
&& source_SMSCOODOOOOOR

SOROOOROR E.164 QOO+

OORODY HxxX OOOOOOOY
QOODDOODOOROOOR

QOO

. OOOOROQ 60 OO

QOOODOOY SMSC OOOOOO®

SO ® include-unroutedd OO O OO OODOOOOOOOOOODOOOOOOY
QOVOOOROOOOOOOOOOOORY include-unrouted: true
OOV OOOY mark delivered

SOOOOOOORD PUT OO0 ®

QODDOODDOODOOOOOOORY

Al S

WN -~

o o1

&

SOOOO® HTTP ©&
OOVODOODOOOOOOOROY
SOOOOOOOY API ¢
SOOOOOY Prometheus &O& &
SOOOOOY API & 30 &

Al bl

&

&& TLSOO OO0 OO HTTPS
SOOOOOOOOOOO

OO API OO0

IP OOQ00000OO00

OO API OOOOOOOOC

OO0

OO BXX OOODOOOOOOOOO
OO AXXOOODOOOOOOOD
DOODOOODOOODOOOY
DOOOOOOOOOOO
SOOOOOOOOC

Al e

Al i

&&&&SPython®

import requests



import time

class SMSCClient:
def init (self, base url, api key=None):
self.base url = base url
self.session = requests.Session()
if api key:
self.session.headers.update({"X-API-Key": api key})

def submit message(self, from num, to num, text,
async_mode=False):
endpoint = "/messages/create async" if async _mode else
"/messages"”
url = f"{self.base url}{endpoint}"

payload = {
"source msisdn": from num,
"destination msisdn": to_num,
"message body": text,
"source smsc": "python client"

}

try:
response = self.session.post(url, json=payload,
timeout=30)
response.raise for status()
return response.json()["data"]
except requests.exceptions.RequestException as e:
print(f"API Error: {e}")
return None

def get pending messages(self, smsc name,
include unrouted=False):
url = f"{self.base url}/messages"
headers = {"smsc": smsc name}

B2 OO T R OLRTOLOLOLOTOLOLOROLOLOR O
if include unrouted:
headers["include-unrouted"] = "true"

try:
response = self.session.get(url, headers=headers,
timeout=30)
response.raise for status()
return response.json()["data"]
except requests.exceptions.RequestException as e:
print(f"API Error: {e}")
return []



def mark delivered(self, message id, smsc name):
url = f"{self.base url}/messages/{message id}/mark delivered"
payload = {"dest smsc": smsc name}

try:
response = self.session.post(url, json=payload,
timeout=30)
response.raise for status()
return True
except requests.exceptions.RequestException as e:
print(f"API Error: {e}")
return False

# OO0
client = SMSCClient("https://api.example.com:8443/api",
api_key="your key")

# OO0

result = client.submit message("+15551234567", "+447700900000",
"Hello")

print(f"®<® ID: {result['id']}")

# OO0
for i in range(1000):

client.submit message("+15551234567", f"+44770090{i:04d}", f"Bulk
{1}", async _mode=True)

# OO0
while True:
# OOOOOOODOOOOOOO
messages = client.get pending messages("my gateway")

# & include _unrouted=True & O O OO
# messages = client.get pending messages("my gateway",
include unrouted=True)

for msg in messages:
# QOO0
success = deliver via smpp(msg)

if success:
client.mark delivered(msg["id"], "my gateway")
else:
# OO0
requests.put(f"{client.base url}/messages/{msg['id"']}")

time.sleep(5) # & 5 O QX



API &0

OO 10000

OO
& CRUD
&& PDU &
OO
OO
OO

OO0

QOVOOODOOOOOOOOOO®
QOO

OO API

SO>®® Webhook

GraphQL API &¢&

OAuth2 &

OOOO API QOO0 OOO0 OO0


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/TROUBLESHOOTING

i
CDROOOOOOOOOO

- $00®0® | & README

OOO CDR OO0 OOO0ODOOODOOODOOOOY

OO

QOO

OO

cdrs QOO OOOOO SMS COOOOOOOCDR COOOOOOOOR

OO
QOODOOOOOOOY
OO

QOO

CDR &&&&® Mnesia QOO0 00000OOO0
OO0
OO0

SO
&<& Mnesia COQOOOOY

OO

MySQL / MariaDB

CREATE TABLE cdrs (
id BIGINT AUTO INCREMENT PRIMARY KEY,



message id BIGINT NOT NULL,

-- OO
calling number VARCHAR(255) NOT NULL,
called number VARCHAR(255) NOT NULL,

-- SMSC @@
source _smsc VARCHAR(255),
dest smsc VARCHAR(255),

SRR 2 X OLORL XL OROLORO
origin node VARCHAR(255),
destination node VARCHAR(255),

-- Q0

submission time DATETIME NOT NULL,
delivery time DATETIME,

expiry time DATETIME,

SRR OLORORORORC

status VARCHAR(50) NOT NULL,
delivery attempts INT DEFAULT 0,
message parts INT,

deadletter BOOLEAN DEFAULT FALSE,

R OGO OROLOR OO OROL O
message body TEXT,

R OROROLORO
inserted at DATETIME NOT NULL,
updated at DATETIME NOT NULL,

-- OO
INDEX idx cdrs message id (message id),
INDEX idx_cdrs_calling number (calling number),
INDEX idx cdrs called number (called number),
INDEX idx cdrs status (status),
INDEX idx_cdrs_submission time (submission time),
INDEX idx cdrs dest smsc (dest smsc)

)

PostgreSQL

CREATE TABLE cdrs (
id BIGSERIAL PRIMARY KEY,

-- Q00O
message id BIGINT NOT NULL,



SRR OLOLORO
calling number VARCHAR(255) NOT NULL,
called number VARCHAR(255) NOT NULL,

-- SMSC @@

source smsc VARCHAR(255),
dest smsc VARCHAR(255),

R O X OLORRROLOTOROLORO
origin node VARCHAR(255),
destination node VARCHAR(255),

- OO
submission time TIMESTAMP NOT NULL,
delivery time TIMESTAMP,

expiry time TIMESTAMP,

-- OOOO0R

status VARCHAR(50) NOT NULL,
delivery attempts INTEGER DEFAULT 0,
message parts INTEGER,

deadletter BOOLEAN DEFAULT FALSE,

R OLOROROROROROROR LR L
message body TEXT,

-- OO0

inserted at TIMESTAMP NOT NULL,
updated at TIMESTAMP NOT NULL

);

-- O
CREATE
CREATE
CREATE
CREATE
CREATE
CREATE

INDEX
INDEX
INDEX
INDEX
INDEX
INDEX

OO

&

SO OO OO

idx cdrs message id ON cdrs(message id);
idx_cdrs_calling number ON cdrs(calling number);
idx cdrs called number ON cdrs(called number);

idx cdrs status ON cdrs(status);

idx cdrs submission time ON cdrs(submission time);
idx_cdrs _dest smsc ON cdrs(dest smsc);

OO

id BIGINTNO CDR &0&000&



OO

&
&

message id BIGINTNO

O O® O®

& SMS-C OO0000000O0O OO Mnesia OO0
ID&

OO

&
&

calling number VARCHAR(255)NO

O® O® O

QCOOOOOO MSISDNOO O OO0 E.164
OOV +155512345670¢
OO0 MSISDNOOOOOOOOOO

called_number VARCHAR(255)NOp 164 660006 +1555123456700

SMSC &

O O O O
SOOOORDY SMSC QOO OOOOOOY API ©&
source smsc VARCHAR(255)YES & SMSC 66adddd NULLG
QOOODOOOOOOOOY SMSC OOOOOOOOR

dest smsc VARCHAR(255)YES®®®®®®®®®® NULL®

OO0
QOOOOOOOOOOOOOOOY
O® O O O

SOOOORY Erlang &0 00000 Q
origin_node VARCHAR(255)YES “sms@nodel.example.com” @0 0000
QOOOOOOOOOOO
OO Erlang Q000000000000

destination nodeVARCHAR(255)YES BBBBOBHBODDDGHHBDD NULLS

OO

OO0 UTC 000

o0 00 00 °0
submission timeDATETIMENO o9 00@@0® SMS-C 00000000000000
POGDOODODDODOODODDODOODODD

delivery time DATETIMEYES NULL®
expiry time DATETIMEYES @ OO 00D ODOOODOOODOOOOOOO0


mailto:sms@node1.example.com

@ @ O @
OO0 OO NULLSY

OOOOOOOO

TIMESTAMPDIFF (SECOND, submission time, delivery time) AS
delivery duration_seconds

QOO
O O O O
OOOOOOOOOOPdelivered®expired®
status VARCHAR(50)NO failed®rejected
. QOOODROROOOROOOOOOOOO0O
delivery attemptsINT NO SBGGG 0-2550
OOOOD SMS OOOOOORROR 10O
message_parts  INT YES 4 2 $00600000d NULLO
QOOOOVOOROOOOTRUE 00O
deadletter BOOLEAN NO BBBHHHOOOOOSFALSE
OOOQ
O@ O QOO OO0
delivered @0 & OO
expired <o RROROOOR OOOOOOONULL
failed QRORODODRROOOOOOOOOOOOO NULL
rejected QOQOOOOOOR & NULL
QOO
O OO O O

OOQ SMS OOOOOOOOOO
message bodyTEXTYESdelete message body after delivery®dd&& NULL®
QOOVOOOOOOOOY TEXT &< 65,535 &0

OOV

¢ SOV OOOOOOY CDR OO0 /O®

o OO & delete message body after delivery: true @OOOQOOOD
NULL

° SOVVD DOV RODDOOOOOOOOO®



OO

&
&

inserted at DATETIMENO

O®

CDR OO0 0000 delivery time/
expiry time & OO

CDR 0000000000000 OOOOO R inserted at
OO

O® O

updated at DATETIMENO

SQL &&

OO0
QOOOOOOOOOO CDRY

SELECT * FROM cdrs

WHERE calling number = '+15551234567'
OR called number = '+15551234567'

ORDER BY submission time DESC

LIMIT 100;

SOOOOOOO

SELECT status, COUNT(*) as count
FROM cdrs
GROUP BY status;

QOOOOOODOOOOD

SELECT AVG(TIMESTAMPDIFF(SECOND, submission time, delivery time)) AS
avg delivery seconds
FROM cdrs
WHERE status = 'delivered’
AND delivery time IS NOT NULL;

OO0
SOV SMSC OO

SELECT

DATE(submission time) AS date,

dest smsc,

COUNT (*) AS message count,

SUM(CASE WHEN status = 'delivered' THEN 1 ELSE O END) AS
delivered count,

SUM(message parts) AS total segments
FROM cdrs



WHERE submission time >= DATE SUB(NOW(), INTERVAL 30 DAY)
GROUP BY DATE(submission time), dest smsc
ORDER BY date DESC, message count DESC;

OOODOOOOOOOOOOO

SELECT
DATE(submission time) AS date,
COUNT(*) AS message count,
SUM(message parts) AS total segments,
SUM(message parts) * 0.01 AS total cost
FROM cdrs
WHERE calling number LIKE '+1555%'
AND status = 'delivered'
AND submission time >= '2025-10-01'
AND submission time < '2025-11-01"
GROUP BY DATE(submission time);

OOOOOOO

SELECT
dest smsc,
COUNT (*) AS total messages,
SUM(CASE WHEN status = 'delivered' THEN 1 ELSE O END) AS delivered,
ROUND(100.0 * SUM(CASE WHEN status = 'delivered' THEN 1 ELSE 0
END) / COUNT(*), 2) AS delivery rate pct,
AVG(delivery attempts) AS avg attempts,
AVG(TIMESTAMPDIFF (SECOND, submission time, delivery time)) AS
avg delivery seconds
FROM cdrs
WHERE submission time >= DATE SUB(NOW(), INTERVAL 7 DAY)
AND dest smsc IS NOT NULL
GROUP BY dest smsc
ORDER BY delivery rate pct DESC;

OO0

QOOOOOOOOOOO0

SELECT
HOUR(submission time) AS hour,
COUNT (*) AS message count
FROM cdrs
WHERE submission time >= DATE SUB(NOW(), INTERVAL 7 DAY)
GROUP BY HOUR(submission time)
ORDER BY hour;

OOOOOOOY



SELECT
message parts,
COUNT (*) AS message count,
AVG(TIMESTAMPDIFF(SECOND, submission time, delivery time)) AS
avg delivery seconds
FROM cdrs
WHERE message parts IS NOT NULL
AND status = 'delivered’
GROUP BY message parts
ORDER BY message parts;

OOOOOO

SELECT
called number,
COUNT(*) AS failure count,
AVG(delivery attempts) AS avg attempts,
MAX(submission time) AS last failure
FROM cdrs
WHERE status IN ('failed', 'expired')
AND submission time >= DATE SUB(NOW(), INTERVAL 7 DAY)
GROUP BY called number
HAVING failure count >= 5
ORDER BY failure_ count DESC;

SO
OXOXOXOROTOROT I I IRORRORRRGRGRRGRRN

SELECT
submission time,
calling number,
called number,
status,
message body,
delivery time
FROM cdrs
WHERE (
(calling number
'+15559876543")
OR
(calling_number
'+15551234567 ")
)
AND submission time >= '2025-10-01'
AND submission time < '2025-11-01"
ORDER BY submission time;

'+15551234567"' AND called number

'+15559876543"' AND called number



QOOOOOOOOOO CDROO

SELECT COUNT(*) FROM cdrs
WHERE submission time < DATE SUB(NOW(), INTERVAL 2 YEAR);

DELETE FROM cdrs
WHERE submission time < DATE SUB(NOW(), INTERVAL 2 YEAR)
LIMIT 10000;

OO

OOOOOOOOOOY

SELECT

origin node,

COUNT (*) AS message count,

SUM(CASE WHEN status = 'delivered' THEN 1 ELSE O END) AS
delivered count
FROM cdrs
WHERE submission time >= DATE SUB(NOW(), INTERVAL 1 DAY)
GROUP BY origin node;

OO
SOOROOODOOOOOORQ
OO & OO
PRIMARY id QOO
idx cdrs message id message id OO ID ©© CDR

idx_cdrs_calling number calling number &QQQQOOOOS
idx cdrs called number called number & OOOOOD

idx _cdrs_status status OOOOOOR
idx_cdrs_submission timesubmission time & OO OOOOOOS
idx cdrs dest smsc dest smsc OOOOOR
OO

QOOODOOOOOOOOOOOOY

OOOOOOOOO

CREATE INDEX idx_cdrs billing ON cdrs(calling_number,
submission time, status);

OOOOOOOOOO



CREATE INDEX idx cdrs route perf ON cdrs(dest smsc, submission time,
status);

QOOOOOOOO0

CREATE INDEX idx cdrs party time ON cdrs(calling number,
called number, submission time);

OOOOOOOOOOOOMYSQLOC®

ALTER TABLE cdrs ADD FULLTEXT INDEX idx cdrs message body ft
(message body);

SELECT * FROM cdrs
WHERE MATCH(message body) AGAINST('keyword' IN NATURAL LANGUAGE
MODE) ;

OODOOOOOR
OOOOOODOOOOOOOOY
Q& MySQL/MariaDB PostgreSQL O
. BIGINT
id AUTO_INCREMENTBIGSERIAL 64 OOV
message id BIGINT BIGINT 64 &
OOOOY VARCHAR(255) VARCHAR(255) @000 255 &®

SOOOMySQL &< 65,535 &

message body TEXT TEXT &®PostgreSQL S&o
192020 DATETIME TIMESTAMP <&&&® UTC &0
O INT INTEGER 32 QOO

SOd BOOLEAN BOOLEAN  MySQL & 0/1

(TINYINT(1))

OO

CDR 0000000000 DOOODOOODOOODOOODOOOOD

1. QOO0
config/runtime.exs & OOO®
config :sms c,

# OOOOOOOOOOQ
delete message body after delivery: true,



# O UL 0000000
hide message body in ui: true,

# OOODOOOOOOR
hide message body in export: true

2. QOO0

QCOOOOOOOOOOOO

- OO 4 &
SELECT

CONCAT (SUBSTRING(calling number, 1, LENGTH(calling number) - 4),
'XXXX') AS masked calling,

CONCAT (SUBSTRING(called number, 1, LENGTH(called number) - 4),
'XXXX') AS masked called,

COUNT (*) AS message count
FROM cdrs
GROUP BY masked calling, masked called;

3. OO
QOOODOOOOOOOOOD
MySQL<&

-- OO0
ALTER TABLE cdrs ENCRYPTION='Y"';

PostgreSQLS &< PostgreSQL OQOQOOQTDEOQOOQOOOOO

4. OO0
& CDR 0000

-- OO
CREATE USER 'billing ro'@'%s' IDENTIFIED BY 'secure password';
GRANT SELECT ON sms c.cdrs TO 'billing ro'@'s"';

TR SRR OLORRROLOROROLOLOROLOLOTOLOLE
CREATE USER 'analytics'@'%' IDENTIFIED BY 'secure password';
GRANT SELECT (id, message id, calling number, called number,
source smsc,
dest smsc, submission time, delivery time, status,
delivery attempts, message parts)
ON sms c.cdrs TO 'analytics'@'%s';



OO

OO
QCOOOOOOOOOOOOOOO

& OO0 OO0
SOV 18-24 ©& FCCoOOO®
QOO0 OO - 2 OGDPROOOOO

O 5-7 & SOX®SEC
& 6 HIPAA
SO0

1. QOO OOMySQL 8.0+<PostgreSQL 11+&

-~ MySQL &00

ALTER TABLE cdrs PARTITION BY RANGE (TO DAYS(submission time
PARTITION p202510 VALUES LESS THAN (TO DAYS('2025-11-01'))

PARTITION p202511 VALUES LESS THAN (TO DAYS('2025-12-01'))

PARTITION p202512 VALUES LESS THAN (TO DAYS('2026-01-01'))

PARTITION p future VALUES LESS THAN MAXVALUE

)’

-- OOVOOOOOOOR
ALTER TABLE cdrs DROP PARTITION p202510;

))

2. SOOOOQ

-- & (DR oo
CREATE TABLE cdrs_archive LIKE cdrs;

INSERT INTO cdrs archive
SELECT * FROM cdrs
WHERE submission time < DATE SUB(NOW(), INTERVAL 2 YEAR);

-- OO0

DELETE FROM cdrs

WHERE submission time < DATE SUB(NOW(), INTERVAL 2 YEAR);
3. OO0

#!/bin/bash
# cleanup old cdrs.sh - && cron @&

MYSQL USER="cleanup user"
MYSQL PASS="secure password"



MYSQL DB="sms c"
RETENTION DAYS=730 # 2 <&

# OOOOY

mysql -u"$MYSQL USER" -p"$MYSQL PASS" "$MYSQL DB" <<EOF

INSERT INTO cdrs archive

SELECT * FROM cdrs

WHERE submission time < DATE SUB(NOW(), INTERVAL $RETENTION DAYS DAY)
LIMIT 100000;

DELETE FROM cdrs

WHERE submission time < DATE SUB(NOW(), INTERVAL $RETENTION DAYS DAY)
LIMIT 100000;

EOF

Cron ©&¢

# OO 2 O0Q
0 2 * * x Jusr/local/bin/cleanup old cdrs.sh >> /var/log/sms c/
cleanup.log 2>6&1

OO

OO
QCOOOOOOOOOOO

CREATE TABLE billing rates (
id INT AUTO INCREMENT PRIMARY KEY,
destination prefix VARCHAR(20) NOT NULL,
description VARCHAR(255),
rate per message DECIMAL(10, 6) NOT NULL,
rate per segment DECIMAL(10, 6) NOT NULL,
currency VARCHAR(3) DEFAULT 'USD‘,
effective date DATE NOT NULL,
expiry date DATE,
INDEX idx prefix (destination prefix),
INDEX idx dates (effective date, expiry date)
)

SRR CACLORC

INSERT INTO billing rates (destination prefix, description,
rate per message, rate per segment, effective date) VALUES
('+1', 'e/o0e', 0.0050, 0.0050, '2025-01-01'),

('+44', '©&', 0.0080, 0.0080, '2025-01-01'),

('+61', '©O®@', 0.0100, 0.0100, '2025-01-01'),

('+', 'O0e®', 0.0150, 0.0150, '2025-01-01');



OO0
& CDR 0000000000

SELECT
DATE(c.submission time) AS date,
c.dest smsc AS route,
LEFT(c.called number,
CASE
WHEN c.called number LIKE '+1%' THEN 2
WHEN c.called number LIKE '+%' THEN
LENGTH(SUBSTRING INDEX(c.called number, '', 4))
ELSE 0
END
) AS destination prefix,
COUNT (*) AS message count,
SUM(c.message parts) AS segment count,
COALESCE(r.rate per segment, 0.015) AS rate,
SUM(c.message parts) * COALESCE(r.rate per segment, 0.015) AS
total cost
FROM cdrs c
LEFT JOIN billing rates r ON c.called number LIKE
CONCAT(r.destination prefix, '%"')
AND c.submission time >= r.effective date
AND (r.expiry date IS NULL OR c.submission time < r.expiry date)
WHERE c.status = 'delivered'
AND c.submission time >= '2025-10-01'
AND c.submission time < '2025-11-01°
GROUP BY date, route, destination prefix
ORDER BY date DESC, total cost DESC;

OO

CSV &&&

mysql -u billing ro -p -D sms c -e "
SELECT
id,
message id,
calling number,
called number,
dest smsc,
submission time,
delivery time,
status,
message parts
FROM cdrs
WHERE submission_ time >= '2025-10-01'



AND submission time < '2025-11-01°
AND status = 'delivered'
" --batch --silent | sed 's/\t/,/g' > billing export 202510.csv

OO0

e OO - OO CDR €000
s OO - CDR &0
. - && REST API && CDR


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/CONFIGURATION
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/OPERATIONS_GUIDE
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/API_REFERENCE

|
SMS-C &0

- ©000®® | © README

OOO SMS-C OO0OOOOOOOOOOOOOOO

OO

° OB
DO
APl &&
Web Ul &&
[O202929]
[O20202020294
[O2020293
ENUM &&
DO
fO2029292
[O20202020294
(02020293
DO

OO

SMS-C 00000000000

config/config.exs
OOOOOOOOOOOOOOY

¢ OOVOOOOOOY
¢ OO
e OOIOOOY
¢ OOOOOY

config/runtime.exs
OOROOOOOOOOOOOOY
¢ DOOOORQ
¢ OO

¢ OOOOOOOOCSCENUMS
¢ DOVOOOOOY



¢ OOV

config/prod.exs>O Q9O
OOOOOOOR
QOOROY runtime.exs SOOOROOROOOOROOROY API &

SQL CDR &&&®

SMS-C && Mnesia OOOOO0OOOOOOOOOOOOOOOOOOOOOO SQL &0
OO0 CDROOCOOOODOOOOOOOOOD

OO SQL 0@
SO0 SQL &0 CDR ©0®

OO O OO OO OO
MySQL 8.0+ Ecto.Adapters.MyXQL 3306 OOOOROOOOR
MariaDB 10.5+Ecto.Adapters.MyXQL 3306 <& MySQL @000
PostgreSQL 13+ Ecto.Adapters.Postgres5432 <&@0000 JSON

SOOMnesia QOO OOOOOOOOOOOOOOOOOOOOOSQL &0 & & & CDR
QCOOOOOOD

MySQL / MariaDB &<

# config/runtime.exs
config :sms c, SmsC.Repo,
adapter: Ecto.Adapters.MyXQL,
username: System.get env("DB_USERNAME") || "sms user",
password: System.get env("DB PASSWORD") || "secure password",
hostname: System.get env("DB HOSTNAME") || "localhost",
port: String.to integer(System.get env("DB PORT") || "3306"),
database: System.get env("DB NAME") || "sms c prod",
pool size: String.to_integer(System.get env("DB POOL SIZE") ||
"20")

PostgreSQL &&
# config/runtime.exs

config :sms c, SmsC.Repo,
adapter: Ecto.Adapters.Postgres,

username: System.get env("DB USERNAME") || "sms user",
password: System.get env("DB PASSWORD") || "secure password",
hostname: System.get env("DB HOSTNAME") || "localhost",
port: String.to integer(System.get env("DB PORT") || "5432"),



database: System.get env("DB NAME") || "sms c prod",
pool size: String.to integer(System.get env("DB POOL SIZE") ||
II20II)

& SQL &0@

MySQL/MariaDB - 000000000
CDR 0000000
QOOODOOOOOOOOC

OODOOOOOOOY
OO0

PostgreSQL - SO0
e &>&OO® JSON/JSONB &&
* & CDR 000000

e &O® PostgreSQL &0
¢ OOOOOOY PostGIS

OO0
&OOOSQL CDR &0 000 00D SMS-C OO0 OOOOOD OOOOODOOOOOOODOY

RO OROROROROROROILOROROROS
866—
SMS-C &0 |
|
SMS-C | | SQL &0 | |
O |I|I(CDR) |||
I
Mnesia (&®) | | |
| |
DOVOOOVOD - GOOO
| I |
SMS-C & 1 | | sSMs-Cc & 2 |
SMS-C | SMS-C | ‘
A | <~ ¢¢ 1 ‘
v v—46 1 |
Mnesia - »| Mnesia | |




‘ |(<><>) ||| | |$<><>) | l

|

|<OC>
v |
&& SQL o0 |

MySQL/MariaDB |
& PostgreSQL | ]
(CDR ®®) | ]

&& SQL 0000000

e OOOOOCDR COOOOOOOO
QOO DOOOOOOOOY
QOOOOOOOOOODOO SMS-C OO0
SOOOOOY SMS-C &0 CDR &

DOODOOODOOOOOOOOO0
OO
OO OO O
O 5-10 o0&

&&® (< 100 msg/sec) 10-15 &00®
SO (100-1000 msg/sec)20-30 &>
OO (> 1000 msg/sec) 40-10000000

OQO®pool size = (&S>® DB ©¥) * 1.5

OO
QOOOOODOOOOOOOY

# OO

export DB USERNAME=sms prod user

export DB _PASSWORD=strong password here

export DB HOSTNAME=db-primary.internal.example.com
export DB PORT=3306

export DB NAME=sms c production

export DB POOL SIZE=30

QOOOOOOOOOOY

config :sms c, SmsC.Repo,



username: "dev user",
password: "dev password",
hostname: "“localhost",
database: "sms c dev",
pool size: 5
OO
& Prometheus OQQOOOQOOO
* ecto pools queue _time - QOO
* ecto pools query time - QOO
* ecto pools connected count - SO

OOOOOOOOOR 100MSOOOOOD - SOOOOOOOD

API &&

REST API 00000000000

OO API &©

# config/runtime.exs
config :api ex,

port: String.to integer(System.get env("API PORT") || "8443"),

listen ip: System.get env("API LISTEN IP") || "0.0.0.0",

enable tls: System.get env("API ENABLE TLS") != "false"
TLS/SSL &&

OO TLSOOOO®

config :api ex,
port: 8443,
listen ip: "0.0.0.0",
enable tls: true,
tls cert path: "/etc/sms c/certs/server.crt",
tls _key path: "/etc/sms _c/certs/server.key"

OO0 TLS®

config :api ex,
port: 8080,
listen ip: "127.0.0.1",
enable tls: false



API 0000
QCOOOOOOOOOOOY

# OOOOO®
mkdir -p priv/cert

# OO
openssl genrsa -out priv/cert/server.key 2048

# OOOOOOOQ
openssl req -new -key priv/cert/server.key -out priv/cert/server.csr

\
-subj "/C=US/ST=State/L=City/0=0rganization/CN=sms-api.example.com"

# OODOOOQOOROY 365 &
openssl x509 -req -days 365 -in priv/cert/server.csr \
-signkey priv/cert/server.key -out priv/cert/server.crt

# OO0
chmod 600 priv/cert/server.key
chmod 644 priv/cert/server.crt

S OOOOOOOODODODD CAGLet's Encrypt®d® CA &0 0O

API 0000

IP OO00000000Q

# & iptables®Linux®

iptables -A INPUT -p tcp --dport 8443 -s 10.0.0.0/8 -j ACCEPT
iptables -A INPUT -p tcp --dport 8443 -j DROP

# && firewalld®Red Hat/Cent0S<&

firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
address="10.0.0.0/8" port protocol="tcp" port="8443" accept'
firewall-cmd --reload

API OO0

QCOOOOOOOOOOOOY - DOVDOOOOOOOOOOC

Web UI &&

Web 000000 DO0OOOOOOS



&< Web UI &©

# config/runtime.exs
config :control panel,

port: String.to integer(System.get env("WEB PORT") || "80"),
hostname: System.get env("WEB HOSTNAME") || "localhost",
enable tls: System.get env("WEB _ENABLE TLS") == "true"

&>& Web UI &&

config :control panel,
port: 443,
hostname: "sms-admin.example.com",
enable tls: true,
tls cert path: "/etc/sms c/certs/web.crt",
tls key path: "/etc/sms c/certs/web.key"

OOOOVOOOROY

&& Nginx & Apache QO QOO OOOOOOOOY
Nginx o0&

upstream sms web {

server 127.0.0.1:4000;
keepalive 32;

}
server {
listen 80;
server name sms-admin.example.com;
return 301 https://$server name$request uri;
}
server {

listen 443 ssl http2;
server name sms-admin.example.com;

ssl certificate /etc/letsencrypt/live/sms-admin.example.com/
fullchain.pem;

ssl certificate key /etc/letsencrypt/live/sms-admin.example.com/
privkey.pem;

ssl protocols TLSv1.2 TLSvl.3;

ssl ciphers HIGH:'!'aNULL: !MD5;

# OOOOOOOOOQ
auth basic "SMS-C Admin";
auth_basic user file /etc/nginx/.htpasswd;



location / {
proxy pass http://sms web;
proxy http version 1.1;
proxy set header Upgrade $http upgrade;
proxy set header Connection "upgrade";
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for
proxy set header X-Forwarded-Proto $scheme;

}

# & WebSocket && LiveView

location /live {
proxy pass http://sms web;
proxy http version 1.1;
proxy set header Upgrade $http upgrade;
proxy set header Connection "upgrade";
proxy read timeout 86400;

}

}

OO

SMS-C 0000000000000 OOOOOO

OO

# config/runtime.exs

config :sms c,
cluster nodes: [], # QO = SOOO®
smsc_node name: "nodel"

OOOOOOY

# && 1: config/runtime.exs
config :sms c,
cluster nodes: [
:"sms@nodel.internal.example.com",
:"sms@node2.internal.example.com",
:"sms@node3.internal.example.com"”
]I

smsc_node name: "nodel"

# && 2: config/runtime.exs
config :sms c,
cluster nodes: [



:"sms@nodel.internal.example.com",
:"sms@node2.internal.example.com",
:"sms@node3.internal.example.com"

]I

smsc_node name: "node2"

& DNS 00000

config :sms c,
dns cluster query: "sms-cluster.internal.example.com",
smsc_node name: System.get env("NODE NAME") || "nodel"

DNS 000000000

# OOOOOOD SRV & A &

# SRV 0000000

_sms. _tcp.sms-cluster.internal.example.com. IN SRV 0 0 0
nodel.internal.example.com.

_sms. _tcp.sms-cluster.internal.example.com. IN SRV 0 0 0
node2.internal.example.com.

_sms. _tcp.sms-cluster.internal.example.com. IN SRV 0 0 0
node3.internal.example.com.

#A OOOOOQQ

sms-cluster.internal.example.com. IN A 10.0.1.10
sms-cluster.internal.example.com. IN A 10.0.1.11
sms-cluster.internal.example.com. IN A 10.0.1.12

Erlang &o00@

QOODOOOOOOY

# Q0 1

export NODE NAME=sms@nodel.internal.example.com

export ERLANG COOKIE=shared secret cookie here

elixir --name $NODE_NAME --cookie $ERLANG COOKIE -S mix phx.server

# OO 2

export NODE NAME=sms@node2.internal.example.com

export ERLANG COOKIE=shared secret cookie here

elixir --name $NODE_NAME --cookie $ERLANG COOKIE -S mix phx.server

OOOOOOOOOOOOOOO OO Erlang cookie &00OO®

OO

QCOOOOOOOOOOOO



OO OO OO
4369 TCPErlang 000000 OOEPMD®
9100-9200 TCP Erlang &<

QOO
# OOOODOOODOOOY

iptables -A INPUT -p tcp -s 10.0.0.0/8 --dport 4369 -j ACCEPT
iptables -A INPUT -p tcp -s 10.0.0.0/8 --dport 9100:9200 -j ACCEPT

OOOOOO

QCOVODOOOOOOY
OO0

# config/runtime.exs
config :sms c,
dead letter time minutes: 1440 # 24 &<

OO

60 -1 OOOO/OOO
1440 - 24 COOOO0OQ
4320 - 3 QOO
10080 - 7 OOOOOO

QCOOOOOOOOOOOOOOOOOOOOC
OO

QCOVODOOOOOY

QOOY = 27 (OOVQ) O

OO OO

2 00

4 O

8 O®
16 &
32 &
64 O
128 &
256 &

OO Uk WN -

SOOROOOOOOOOOY dead letter time minutes OO



OO0

# config/config.exs

config :sms c,
cleanup interval minutes: 10,
fingerprint ttl minutes: 5,
event ttl days: 7

OO

* cleanup_interval minutes® @O OOOOOOOROOOOR10®
* fingerprint_ttl minutes® OO OROOOO D5
* event_ttl days@®oOOOOOOOODTS

OO

& OCS OO0

OO0

# config/runtime.exs
config :sms c,
default charging enabled: true,
ocs url: "http://ocs.internal.example.com:2080/jsonrpc",
ocs tenant: "sms.example.com",
ocs destination: "default",
ocs _source: "sms platform",
ocs subject: "sms user",
ocs_account: "default account”

OO0

# config/runtime.exs
config :sms c,
default charging enabled: false

ORECROROREOROTOTOTOTORTOROTOL 72 F2OROROS

QOOOORY
config :sms c,
ocs url: System.get env("0CS URL") || "http://localhost:2080/
jsonrpc",
ocs tenant: System.get env("OCS TENANT") || "tenantl.example.com",
ocs account: System.get env("0CS ACCOUNT") || "default"

QOODOOOOO



# OO0 1
export OCS TENANT=tenantl.example.com
export OCS ACCOUNT=tenantl account

# OO 2

export OCS TENANT=tenant2.example.com
export 0CS ACCOUNT=tenant2 account

OOOOOY
QCOOODOOOOOOOO

config :sms c,
charging failure action: :allow # <& :deny

e :allow - SO OOOOOOOOOOOOY
¢ :deny - COOOOOOOOOD

OCS &00¢
@& 0CS OO
# ©& 0CS API

curl -X POST http://ocs.internal.example.com:2080/jsonrpc \
-H "Content-Type: application/json" \

-d '{
"method": "SessionSvl.AuthorizeEvent",
"params": [{
"Tenant": "sms.example.com",
"Account": "test account",
"Destination": "1234567890",
"Usage": 100
H,
"id": 1
}I
SOOOR
{
"id": 1,
"result": {

"Attributes": {},
"MaxUsage": 100,



ENUM &&

&& DNS & E.164 OOOQO000O000
OO ENUMOOOS

# config/runtime.exs
config :sms c,
enum_enabled: false

& ENUM o0& DNS

config :sms c,
enum_enabled: true,
enum domains: ["el64.arpa", "el64.org"],
enum _dns servers: [], # &O&QOS DNS
enum_timeout: 5000 # 5 <&

&& ENUM 000000 DNS ©0&

config :sms c,
enum_enabled: true,
enum _domains: ["el64.internal.example.com", "el64.arpa"],
enum dns servers: |
{"10.0.1.53", 53}, # && DNS &
{"8.8.8.8", 53}, # Google && DNSOQO®
{"1.1.1.1", 53} # Cloudflare DNSO&O®
I
enum_timeout: 3000 # 3 QOOOOOOOROR

ENUM &0
SOOOOOODOOOOOR
config :sms c,

enum domains: |
"ele4.internal.example.com", # QOO OO

"el64d.carrier.net", # OOOOOQ
"elo4.arpa” # QOO
]
ENUM &0&0&
SOOOOOOO®

enum_timeout: 2000 # 2 <&



QOOOO/OOOOD

enum_timeout: 10000 # 10 ©
ENUM DNS &&0¢&

&SO>S ENUM &&OBIND9 &0

; eled.internal.example.com SO OO
$ORIGIN el64.internal.example.com.
$TTL 300

; O +1-555-0100 &€& 0.0.1.0.5.5.5.1.e164.internal.example.com
0.0.1.0.5.5.5.1.el64.internal.example.com. IN NAPTR 100 10 "u"
"E2U+sip" "!7.*$1sip:15550100@voip-gateway.example.com!" .
0.0.1.0.5.5.5.1.el64.internal.example.com. IN NAPTR 100 20 "u"
"E2U+pstn” "I~ . *¢$!pstn:gateway-a.example.com!"

; OO +1-555-0200

0.0.2.0.5.5.5.1.el64.internal.example.com. IN NAPTR 100 10 "u"
"E2U+sip" "!”.*$!sip:15550200@voip-gateway.example.com!"

& ENUM &0

# & ENUM ©
dig @10.0.1.53 NAPTR 0.0.1.0.5.5.5.1.el64.internal.example.com

# OOOOOS NAPTR &0

# 0.0.1.0.5.5.5.1.el164.internal.example.com. 300 IN NAPTR 100 10 "u"
"E2U+sip" "!7.*$1sip:15550100@voip-gateway.example.com!"

OOOOOO

QCOVODOOOODOOOOOOOOOOY
OO

# config/runtime.exs
config :sms c,
translation rules: []

SOOOOOOY

OOOOOOOOOOOD

config :sms_c,
translation rules: [



o®
~

calling prefix: nil,

called prefix: "*",

source smsc: nil,

calling match: "~(\d{10})$", # OO 10 OO
calling replace: "+1\1", # OO0 +1

called match: "~(\d{10})$",

called replace: "+1\1",

priority: 100,

description: "& 10 &OQOOQQ +1",
enabled: true

}
]

OOOOOOOY
%{

calling prefix: nil,

called prefix: nil,

source smsc: nil,

calling match: "700(\d+)$", # O 00 &
calling replace: "+\1", # OO +
called match: "~00(\d+)$",

called replace: "+\1",

priority: 10,

description: "& 00 QOQOORH +",

enabled: true

}
SOOOOOY

%{

calling prefix: nil,

called prefix: nil,

source smsc: nil,

calling_match: " \+?1?7[\s\-\.\(\)]*(\d{3}) [\s\-\.\)\(I*(\d{3}) [\s\-
NN\ I (\d{4}) 8",

calling replace: "+1\1\2\3",

called_match: "~\+?17[\s\-\.\(\)I*(\d{3}) [\s\-\.\)\(I1*(\d{3}) [\s\-
NN I*(\d{4}) 8",

called replace: "+1\1\2\3",

priority: 50,

description: " OO OOOR",

enabled: true



OO

OOOOORR

%{
calling prefix: nil,
called prefix: "101", # OO 101 &
source smsc: "carrier a", # OOOOOOQ
calling match: nilt, # OOOOY
calling replace: nil,
called match: "~101(\d+)$", # O 101 SO

}

called replace: "\1",

priority: 5,

description: "OQOOOOOOOOOOOOD",
enabled: true

OO
QCOOOOOOOOOODOOODOOOOOOY

config :sms c,

translation rules: [

# OOQ 1ODOOOOOOQ

%{
calling prefix: "1555",
called prefix: nil,
source smsc: nil,
calling match: "~(1555\d{7})$",
calling replace: "+\1",
called match: nil,
called replace: nil,
priority: 1,
description: "QOQOOOOR",
enabled: true

b

# OO 5000000

%{
calling prefix: nil,
called prefix: nil,
source smsc: nil,
calling match: "~(\d{10})$",
calling replace: "+1\1",
called match: "~(\d{10})$",
called replace: "+1\1",
priority: 50,
description: "&& 10 OO,



enabled: true

}
]
OO0
POVODPPOOOVODPPOPYVIOOPPOOODOD SMS QOO
OO

# config/runtime.exs

config :sms c,
sms_routes: [

# OOOOOQ

%{
calling prefix: nil,
called prefix: "+1",
source smsc: nil,
dest smsc: "north america gateway",
source type: nil,
enum_domain: nil,
auto reply: false,
auto reply message: nil,
drop: false,
charged: :default,
weight: 100,
priority: 50,
description: "&o&Q",
enabled: true

}'

# OOOOOO0Q

%{
calling prefix: nil,
called prefix: "+44",
source smsc: nil,
dest smsc: "uk gateway 1",
source type: nil,
enum domain: nil,
auto reply: false,
auto reply message: nil,
drop: false,
charged: :default,
weight: 70,
priority: 50,
description: "OOOOOOT0%D",
enabled: true


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/sms_routing_guide

o®
~

calling prefix: nil,
called prefix: "+44",
source smsc: nil,
dest smsc: "uk gateway 2",
source type: nil,
enum_domain: nil,
auto reply: false,
auto reply message: nil,
drop: false,
charged: :default,
weight: 30,
priority: 50,
description: "&QOOQOO30%",
enabled: true
}
]

OOOOOOOY
# OOOOOOOOOOOR Web UI 0@
config :sms c,

sms_routes: []

QCOOOOOOOOOOOOOOOOOOOOOOOY

OOOOOO
POOOODPPOODD LLOORY
OO

# config/config.exs
config :sms c,

batch _insert batch size: 100, # OO0

batch insert flush interval ms: 100 # OOODOOOOOOR
SOOOOROY
SOOO OO OO OO O

&®® 200 200ms~5,000 msg/sec > 200ms
O 100  100ms ~4,500 msg/sec > 100ms
> 50 20ms ~3,000 msg/sec ®<® 20ms
O 10 10ms ~1,500 msg/sec<><® 10ms


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/PERFORMANCE_TUNING

QOO
OOO®

# config/config.exs

config :logger, :console,
level: :info, # :debug, :info, :warning, :error
format: "$time $metadata[$level] $message\n”,
metadata: [:request id, :message id, :route 1id]

QOO :info & :warning @& &< 1 debug

SOOOQ YD
SOOOOOOOR

config :logger,
backends: [:console]

OOOOOOOOO

config :logger,
backends: [:console, {LoggerFileBackend, :file log}]

config :logger, :file log,
path: "/var/log/sms c/application.log",
level: :info,
format: "$time $metadata[$level] $message\n”,
metadata: [:request id, :message id]

OO0

&< logrotate®Linuxo<®

# /etc/logrotate.d/sms ¢
/var/log/sms c/*.log {
daily
rotate 30
compress
delaycompress
notifempty
create 0644 sms _user sms_group
sharedscripts
postrotate
# OOOOOOOOOOOOOO
systemctl reload sms c
endscript



}
QOO
OOOOOO

OOOOOOOOOOR5,000+ OO/OOO

# OO
config :sms c, SmsC.Repo,
pool size: 50

# OOOOOO
config :sms c,
batch _insert batch size: 200,
batch _insert flush interval ms: 200

# OO
config :sms c,
dead letter time minutes: 1440 # 24 &<

# OOOOOOOOD
config :sms c,
default charging enabled: false

# OOOOOOOO
config :sms c,
cleanup interval minutes: 30

OOOOOOOR

COOYVPVOOOOOO< 20msOO

# OO
config :sms c, SmsC.Repo,
pool size: 20

# OOOODOOOOOQ
config :sms c,
batch insert batch size: 20,
batch insert flush interval ms: 10

# OO0
config :sms c,
dead letter time minutes: 4320 # 3 <&

# OOOOOD
config :sms c,



default charging enabled: true,
ocs url: "http://ocs.local:2080/jsonrpc"

QO[O
QCOVODOOOOOOY

# OO0
config :sms c, SmsC.Repo,
pool size: 5

# OOOOOOOOO®
config :sms c,
batch insert batch size: 1,
batch insert flush interval ms: 10

# OOOOO®
config :logger, :console,
level: :debug

# OOOOOOD
config :sms c,
dead letter time minutes: 60 # 1 &&

# OO0
config :sms c,
default charging enabled: false

OO
QOOOOOOOOO

# OO 1 0@

export DB NAME=sms c tenantl

export OCS_TENANT=tenantl.example.com

export OCS _ACCOUNT=tenantl account

export NODE NAME=sms tenantl@nodel.example.com

# OO 2 0@

export DB NAME=sms c tenant2

export OCS TENANT=tenant2.example.com

export 0CS ACCOUNT=tenant2 account

export NODE NAME=sms tenant2@nodel.example.com

OO
02 272 7202020208



# OOOOOQ
config :sms c,
cluster nodes: [
:"sms@us-east-la.example.com",
:"sms@us-east-1b.example.com",
:"sms@us-west-la.example.com" # QOOQOOOOOR
Iy

smsc_node name: "us-east-la"

OO

QCOOOOOOOO

# OO0
mix compile

# OOOOOOR
mix ecto.create
mix ecto.migrate

# OO 0CS QOO
curl -X POST http://localhost:2080/jsonrpc -H "Content-Type:
application/json" \

-d '{"method":"SessionSv1l.Ping","params":[],"1id":1}"

# OOOOODOOOOOOQ
iex -S mix phx.server

QOO
OOOOOOOOOOOOC
O O O
DB USERNAME &0 sms _prod user
DB PASSWORD <&@ strong password
DB_HOSTNAME &0 db.internal.example.com
DB PORT SOOOY 3306
DB _NAME QOO sms_c_production
DB POOL SIZE &0 30
API PORT API &&&<& 8443
API LISTEN IPAPI &<& IP 0.0.0.0
WEB PORT Web Ul && 443
NODE NAME Erlang ©&&<¢ sms@nodel.example. com
ERLANG_COOKIE &> &< shared cookie value
0CS_URL OCS API URL http://ocs.local:2080/jsonrpc

0CS_TENANT OCS &® sms.example.com



OOOOOO

QOOOOOODOOOOOOOAPI OO
QOOOOOOOOOOOOOOY
QCOOODOOOOOOOO
SOOODOOODOOOOOOOY
SOODOOOOOOOO
SOOOOOOOY
OOODOOOOOOOOOC
QOOOOOOOOOOOO
DOOOOOOOOO
DOOOOOOOOOOO

OOOOOOOR

OO OO OO
BODOODPOD GOOOOOOD SOOOOOOOD
SOPOODO  SOOOD[OD ®® DB * 0000
APl 600® ©OOOO/IP & & API PORT ¢ listen ip
Cookie ®&®®®® && ERLANG COOKIE®® &GS 43696

COXNOUTE W

[EN

COOOOOOe, 9100-9200

SO 0CS G6&® & ocs_url GGD

ENUM OO0 DNS 600000d &G DNS 60000
SO SOOODOD HPOHOOO VY

OO OO &<& sms_routes €& Web Ul

QCOOOOOOOOD OO D

SOOOOOOMnesia®

OO
OOOOD Mnesia OOQROOOOODOOOOOOOOOOR
config :sms c,

# & Mnesia QOQOOOOOOOROR

message retention hours: 24,

# OOODOOOOOOOOY
retention check interval minutes: 60

SO
e OOO24-T2 SODOOOOOOOOOD


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/TROUBLESHOOTING

¢ OOVL-8 OOOOODOOOOOOOY
e OOOVL2-24 OOOOOOOQ

OO

e OOOOO~1KB
* 10,000 &&&&~10MB
* 100,000 &&&&~100MB

CDROOOOOOOOOO

OOOOOOOOOOOCDR OOOOOOOY Ecto QOO0 ODOOOOO0O0O0

config :sms c,
# O&/>® (DR &&
cdr _enabled: true

CDR 0000

O IDOOO/OOOO
&/ SMSC
OOIOOOOOOOOOR
OOODOOOOOOY
QOO0
OOODOOOOOOOOO

OOV

¢ &®®® CDR 00000
¢ BOBODOOOOPOOOOOD

OO0

QCOOOOOOOOOODOOODOOOOOOY

config :sms c,
# OOOOODOY Mnesia OOOOOOR
delete message body after delivery: false,

# & Web UI 0000000
hide message body in ui: false,

# O SV QOO0
hide message body in export: false

OO



O& O&
delete message body after delivery: trued®< Mnesia OO OQQOO®

hide message body in ui: true OOOOOOOOOROQ
hide message body in export: true OOOOOOOOOOR
OO

FCRCROROROLOLORC

config :sms c,
delete message body after delivery: true,
hide message body in ui: true,
hide message body in export: true,
cdr_enabled: true # &&&&®<® (DR

QOO

config :sms c,
delete message body after delivery: false,
hide message body in ui: false,
hide message body in export: false,
cdr _enabled: true

OO0

QCOOOOOOOOOOOOOOOO0

[info] ©®&OOMNesiadd>®24h®

[info] CDR &0

[info] OCOOOOOOOOD

[info] 0CS &&@&®Ourl: http://..., &&: ...&

QCOOOOODOOOOOOOOY



|
SMS-C Prometheus &&o&¢&

= 000 | & README

OO

OO OO SMS-C &0 00O ® Prometheus OOOOOOOOOOOOOOOOOOOOOOODOOOOOC

OO

Prometheus &0 OQ OO OO

http://localhost:9568/metrics

&< Prometheus QOO OOOOO Prometheus @O QOOOOOOOOOOOOOOOOOOY

OOOOOO

QOOOOOOOOOOsms c.<category>.<metric name>.<type>
SO

message - SO
routing - SRR

enum - ENUM/NAPTR &&&&
delivery - SO0

queue - SOOOOY

charging - ®&/Q00®
mnesia - SOQROR

frontend - QO
location - @&/OOOR
phoenix.endpoint - HTTP API &&&&
vm - Erlang VM &0 &

OOOOOO

sms_c_message_received_count

&¢®: Counter
@®: SMS-C 0Q@OPOOOOOOOOOOOD
&
* source_smsc: @O OO>O>S> SMSC &&
* source_type: @& (ims, circuit_switched, smpp)
* message type: @&&<& (sms, mms)
QD QORVDOOODODVRRDOOOVOOOOODDOODDOOOOROOOOD

QO COVODOVVODOOOODOOOODOOOOD/OVODOOOOOC



sms_c_message_validated_count
&<&: Counter
OO QOOOOOOOOO
OO
e valid: @& &< (true ¢ false)
OO QOVDOV/OODOOODOOODOODOOOOOOOOOY
OO QOODOOOOOODOOOD (OVO> 5% V)

sms_c_message_processing stop_duration
&<¢: Histogram
OO QOVDOOOOOORODDOOOOOOROOOOOOY
OO OO
®: 10, 50, 100, 250, 500, 1000, 2500, 5000 ms
J0R0%
e success: SO (true & false)
OO SOVDOODOOODOOOVOOOOOOOY
O&: & p95 & P99 SOOY SLA OO0 Q

OO0

sms_c_routing route_matched_count
&®: Counter
OO QOVODOOOOOORROOOOOOOOY
O
* route id: SOOOOOOOOR
* dest smsc: SOOQQQ® SMSC
o priority: OOOOOORROR
QOO QOVDDOOOOOROODDODOOOROODDODOOORRODDOOOOOOROROR

OO COVVODODOVOOVODOODOOODODOOOOOOO




sms_c_routing failed count
&®: Counter
OO QOVDOVOOOOROOOOOY
OO
* reason: &&&<® (no route found, validation failed, ©)
OO OOV DOOOODODOOOOOOOOY
SV OVOODODDODODODVOOODOOOOOOY

sms_c_routing_action_count
&®: Counter

OO OOV OOOOOY

O

* action: &< (drop, auto reply, forward)
* route id: SOQOOOROQ

OO QOO DOOOOOODODOOOODODOOOOOC
OO QOVOODODOOOODODOOOOOODOOOOP

sms_c_routing stop_duration
&<¢: Histogram
QOO QOVDOOOOOOROOOOOOOY
OO OO
®: 1, 5,10, 25, 50, 100, 250, 500 ms
OO
* dest smsc: &0 SMSC
OO POV ODOOODOODOOODOOODOOOOOQ
OO QOVOOOOOORROOOOOOOOLPI5 > H0msS

ENUM/NAPTR &&&&

sms_c_enum_cache_hit _count

&<&: Counter



OV OOV OY ENUM &&0000&& DNS 000 &
OO
* domain: &&& ENUM ¢
OV OVOVROOVOOODODOOOD DNS QOO0
SO COVDOVDODODDODODODODODODODOOOOOOY

sms_c_enum_cache_miss count
&<@: Counter
&O®: & DNS &&& ENUM 0000000000
J0R0%
e domain: &&& ENUM <&
QOO QOVDOODOOORODDODOOORORODOODOOOROROR

&®: cache hit rate = hits / (hits + misses)

sms_c_enum_cache size size

&<®: Gauge

&®: ENUM ©0000000000

OB: GOVOVPVODOOOOOOOOO PPV OO TTL &0
D: POVDOOPDDOODDDOHODDDOODOOOOD

sms_c_enum_lookup_stop_duration
&®: Histogram
O&: & ENUM 0000000000000 DNS &0
O&: OO
®: 10, 50, 100, 250, 500, 1000, 2500, 5000 ms
O
* domain: ®&& ENUM &
* success: OOOOOY (true & false)
* cache hit: QOO (true & false)
O®: & ENUM @000 DNS @000 0000

O&: O PI5 COVOODOOOOOOOOO




sms_c_enum_naptr records _record count
&<®: Histogram
QO®: &0 ENUM &00&> NAPTR 0000
®:0,1,2,3,5,10
O

* domain: ®&® ENUM &
O&: & ENUM @000 1-3 OO0@
OO OOOVOV 0 OOOOOOOODNS OO OO

OO

sms_c_delivery_queued_count
&®: Counter
OO COOOOOOOY SMSC OO0
O

* dest smsc: && SMSC &&
QOO QOODODOOOOOOROODOOOOOQ
OB POVYOOO/OOOOOOVOOOOODOD

sms_c_delivery_attempted_count
&<&: Counter
OO QOODOOOOOOOOOOOY
OO
* dest _smsc: & SMSC &&
OO QOVODOODOOODOVOVOODOOODOOOOOC

sms_c_delivery_succeeded_count
&<&: Counter
Q& OOOVOOLY SMSC OO0
OO
* dest smsc: && SMSC &&



OO QOO DOOOOOODOOOOOY
Q& OOOOOOY SLA OO0

&®: success rate = succeeded / queued

sms_c_delivery_failed_count
&<&: Counter

QO QDOODOVODOODOOOOOOY
OO

* dest smsc: && SMSC &&
* reason: OO

OO OOV DOOOOOODOOOOO
OO QOO DOOOOOOOOOOOOY

sms_c_delivery dead letter count
&®: Counter
OV OV OVDODDVODODOOOOOOY
&
* reason: @O (OOOmax_retries exceeded, expired)
QO QOVVODOOOOOOOOOR
IORHROTOL 72 72 2OR R OROR OROROR R ORTOR ORR ORI OROOR TR S

sms_c_delivery succeeded_duration
&<®: Histogram
OO SOODOODOOODOOOOOOQ
OO &&
®: 100, 500, 1000, 5000, 10000, 30000, 60000 ms
O
* dest smsc: && SMSC &&
OO QOOODOOOOOOOOOOOOOOC
OO: & pI5 OO SLA QOOOOOOY




sms_c_delivery succeeded_attempt _count
&<®: Histogram
OO SOVVOOODOOOOOOOY
®:1,2,3,5,10
O
* dest _smsc: & SMSC &&
OV QOVODOOOOOROOODOOOOOORQ
OO OOV OOVRD 2 QODDOODOOODOOOO

sms_c_delivery_failed_attempt_count
&<®: Histogram
OO QOODOOOOOODOOOOOQ
®:1,2,3,5,10
OO

e dest smsc: && SMSC &&
OO QOOOOOOOOOOOOOO

OO
sms_c_queue_size_size
&®: Gauge
OO QOVDOODDOVORODOOOVOOY
&
* queue_type: ©&&<® (message queue, dead letter)
OO QOVVVOROVOOROVOOROVY
OO DOVDORORODOVOODOOOVY

sms_c_queue_size pending
&®: Gauge

QOO QOVOOOOOOROOOOOOY
O



* queue_type: &
OO QOVVOODODODOODOOOVOOROR
OO COVDOOVDDODOORDOOOOORY

sms_c_queue_size failed
&®: Gauge
OO QOVDOODDOODVROOOROOOY
&
* queue_type: OO
OV POVDDOVROOOROROOOOOY
OO: VOV VDROVDDRODOODRODOODROOOROY

sms_c_queue_size delivered
&<@: Gauge
OO COODOODOOODOOOD/[OOOOOOQ
O
* queue_type: OO
OO: SOVDOOODOOOOOOOOOOY
QOB QOVODODOOOOROOO®

sms_c_queue_oldest_message_age_seconds
&®: Gauge
OO SOVDOODOOODOOOOOOOOOOOY
O
* queue_type: OO
QOO QOOOOOOOOOOOY SLA OOOOOO
QOO QOOVOOOOOY SLA QOO OOOOOY> 300 &0




OO

sms_c_charging requested count
&<@: Counter
QOO: & OCS QOODOOOOOD/[ODOOOROR
O

e account: SOOOOOOO
OO SOVDOOODOODOOODOOOOC

sms_c_charging succeeded_count
&®: Counter
OV QOOOOOOOOR
O
* account: COVOOOOOO
OV QOVOOOOOOOORR

&®: success rate = succeeded / requested

sms_c_charging failed count
&<@: Counter

OO QOVOOOOOROR

J0R0%

e account: &OOO®
* reason: &%

OO QOO DOOOOOODOOOOOOOC
OO OOODODOOOOOOOY

sms_c_charging succeeded_duration
&®: Histogram

QOO QOVODOOOOOOOOOR

O&: OO

®: 10, 50, 100, 250, 500, 1000, 2500, 5000 ms



O

e account: SOV
OO DOVDVRODODDVODOODODOOOOOOOOOY
O&: & PI5 VOOV VOOOOOOOOY

OOOOOO

sms_c_mnesia_table_size_record_count
&<@: Gauge
O&: & Mnesia QOOOOOOOOOOO
OO
* table: ®&® (&&®sms_route)
OO SOVODODODOOOOOOOOOY
OO QOODOOOOOOOO

sms_c_frontend status count
&<&: Gauge

OO QOVOOOOOOOOOQ

O

* frontend name: @&
 status: ©&&<¢® (connected, disconnected)

OO GOODODOOOOOOOY
OO COVDOVOOOOOOOOOOO

sms_c_location_registered_count
&<&: Counter

OO QOODOOOOOO/OODOOOO

OO

* location: QOO O/SMSC &&
* ims_capable: @&&&>&S& IMS (true/false)

OO QOOOOOOOOODOYO IMS ©O IMS OOOOOOOOOOOOOO
OO OOV



e POVODOOOOOOOOOO
¢ DOOOOOY
e OOOOO IMS OOOOOOOOOY

SOO0:

# OOHYYOO O
rate(sms c location registered count[1m])

# IMS && IMS Q0@
sum(rate(sms c location registered count{ims capable="true"}[5m])) /
sum(rate(sms c location registered count[5m]))

HTTP API 000

phoenix_endpoint_stop_duration
&<¢®: Distribution (Histogram)
&&: HTTP 0000000000000 O0000Y
OO
* route: API &&&& (&&®/api/messages, /api/frontends)
&: 10ms, 50ms, 100ms, 250ms, 500ms, 1s, 2.5s, 5s
OQ: OO API @O0 OOOOOOOOOOOO SLA®
SO COORY
e OOOO® P95 && > 500ms
¢ OOOOO PII & > 1s
¢ OOV
SO
# OO PI5 QOO
histogram quantile(0.95,

rate(phoenix endpoint stop duration bucket[5m]))

# OO 1 OO0
sum(rate(phoenix_endpoint stop duration bucket{le="1000"}[5m]))

phoenix_endpoint_stop count

&<@: Counter

QOO: @O0 HTTP 0000000 HTTP &0
J0R0%

e route: API &&0&&
e status: HTTP &&<¢ (200, 201, 400, 404, 500, ©)



O&: OO API OO0 OOOOOOOOOOOOY
OO OO

¢ OOVOVOOOY > 5%
e OOV XX O
¢ DOVOOOOC

SOOG:

# OOOOOOO
sum by (route) (rate(phoenix endpoint stop count[5m]))

# OOOOOOQ
sum by (route) (rate(phoenix endpoint stop count{status=~"5.."}[5m])) /
sum by (route) (rate(phoenix endpoint stop count[5m]))

# OO
sum(rate(phoenix_endpoint stop count{status=~"2.."}[5m])) /
sum(rate(phoenix endpoint stop count[5m]))

phoenix_router_dispatch_exception_count
&®: Counter

O&: & HTTP OO0 000000 /OO

O

e route: SO API &0 &¢®
e kind: ©&<&<¢ (error, exit, throw)

OO COVDOVODODOVOODOOOOOOOOOO
OO QOO DOOOOOOOOOY
SO0

# OOOOOO
rate(phoenix router dispatch exception count[5m])

# OOOOOOOROY
increase(phoenix router dispatch exception count[1lh])

Erlang VM &<&

vin_memory_total

&®: Gauge

&&: Erlang VM Q0000000000000

SOZOHRGIOR 2 20N ORORORROROROTORCROEOROROTORGRORORORORORGH



OO: QOOVOY > 80% OOOOOOOOOOOO

VIn_Memory processes
&®: Gauge

&@: Erlang 00000 00000000
SV OVOOOOVOOODOVOOOOOODOY
QO COVDOOOODOOOY

vim_total run_queue_lengths _total
&®: Gauge

OO: & CPU 00000000000
OO COOOOOOOOY CPU &0

QOO QO > 10 * CPU SO0 000000%

vin_system_counts_process_count
&®: Gauge

QO: OOV VM OO0

QO: QOVOODVOODOOOOOOY

OO COVOOOOVDYD 262,14400000Q

OOOOOOQ

SO 10 OO OOOOY
¢ DAY
¢ Mnesia ©&®
e ENUM &&&&

QOVODODOOOODODOOOOOOOOOOOY

QOO
OOOOOOOOD

OOOOOLY SMSC QOO0 OOR
&®: (sms_c _delivery succeeded count) / (sms _c delivery queued count)

OO QOOVOD > I5%OOOOOODOOOOOC



OOOOOROR
10202020 GTOTOTOTOLOTOTOTOTGROS
&

* SmSs_C _message processing stop duration (&)
* sms_c delivery succeeded duration (&<®)

OO COVOOOOOOOOO

ENUM &0
& ENUM 000000

&®: (sms_c_enum _cache hit count) / (sms_c _enum cache hit count +
sms_c_enum_cache miss count)

Q& & > 80% COOOOOOODOOOOOR TTL OO0

OO
QOOOOOOOOOOR
&&: sms_c _routing route matched count & route id &<&

OO COVDOODOOOOOOOOOOOO

SOOOOR
NO2O2OROROTOTGTGROTOTOLOROROTOROROTORGTGROROS
O

* sms_C_queue _size pending (&&&&®)
* sms_C_queue oldest message age seconds (&)

QO COVVOODD + SOVVD = SOV

OO
QSOVOOOOOOY
&&: sms_c delivery succeeded attempt count histogram percentiles

OO: OV pI5 > 1OVODOODOOODOOOOOOOOOR




OO

& OO OO OO
QOO routing failed count && Critical 000
OO queue size pending > &< Warning @ &
SOOOOYY queue oldest message age seconds > 300 Critical SLA &
QOO delivery failed count && High ©&&&¢®
OO delivery dead letter count >0 High QOO
ENUM &&&&enum_lookup stop duration p95 > 5000ms Warning DNS &<&
QOOOROR ENUM &0 < 0.7 Warning @@
QOO frontend status count{status="disconnected"} > OHigh OOOQ
OO charging failed count > &<& High QOO

QOO message processing stop duration p95 > 1000ms Warning &&&<@

OO

QOOROQ
OB OOVOOOROR
20208

QCOOOOODOOOD/OO/OOO
OOOOOODOOOOOOOO
QOOOOOOOR

P95 OOV

OOV

OOO®

SOoRwWwhe

QOOROQ
OB: OOV Y
2O20%

DOVOPOOOOOOD
QOO

ENUM &00000000
QOO
OOV

OO

SOoRwWwhe

OO

OO OOV

OO

&® SMSC &0
SO SMSC &0

QOO
QOOOOOOOOOY

R



5. ENUM &0o®
6. SOV

OO0

&< Prometheus &0
e OBOB®®: 15 ¢
e 5 OOB®R:90 ¢
e 1 0002

QOVODOVOOOODODOVOOOODOOOOOOD

OOOOOOOOOY
OOOOOOOOO
OO
1. ®® sms_c _message received count - QOO OQROY
2. & sms_c routing failed count - &OQOOS
3. ®® sms _c delivery queued count - @S QO
4. && sms_c delivery failed count - QOO OOOOR
5. ©& dest smsC QOO OOOD
OOOOOOOOO
OO
1. ®® sms_c _message processing stop duration @&& - SOOOROR
2. ®® sms_c _routing stop duration - QO OOOO
3. ®® sms _c enum lookup stop duration - ENUM @&
4. €€ sms_c_charging succeeded duration - 00O
5. QOODOOOOROOY
OOOOOOOOO
OO

&& sms_C queue size pending & - QOOOOD

&& sms_c delivery attempted count - QOOQOOOOY

&® sms ¢ delivery failed count - @@

&<& sms_c delivery succeeded duration - SQQOOOOOOOR
O dest smSC QRRROOOOOD

ol e




Prometheus &&0&&

OOOOO

SOVOOOOD] OOV

rate(sms c message received count[5m])

SOVOOOOOODL OO

rate(sms c message received count[1lh]) * 60

SOV

increase(sms c message received count[24h])

SOV

sum by (source type) (rate(sms c message received count[5m]))
&& SMSC &0

sum by (source smsc) (rate(sms c message received count[5m]))
OO

SOOOOOOOOY:

(rate(sms_c_delivery succeeded_count[5m]) / rate(sms_c_delivery queued count[5m]))
* 100

OOV

(rate(sms_c delivery failed count[5m]) / rate(sms_c _delivery queued count[5m])) *
100

SOOOOOOPI5Y:

histogram quantile(0.95, sms c delivery succeeded attempt count bucket)
SOVOOOOR:

sum by (dest smsc) (rate(sms c delivery succeeded count[5m]))
SOVOOOY:

sum by (reason) (rate(sms c delivery failed count[5m]))

SOOOOPI5Y:

histogram quantile(0.95, sms c delivery succeeded duration bucket)
SOOOOPIYY:

histogram quantile(0.99, sms c delivery succeeded duration bucket)



OO

SOV

sms_C_queue size pending

SOVOOOOROD:

sms c queue size failed

SOVOOOOOOY:

sms_c _queue oldest message age seconds / 60
SOVOOOOD/OOV:
rate(sms c queue size size[lh]) * 3600
OOV

rate(sms c delivery queued count[5m])
SOV

rate(sms c delivery succeeded count[5m]) + rate(sms c delivery failed count[5m])
SOVOORD - OOV

rate(sms c delivery queued count[5m]) - (rate(sms c delivery succeeded count[5m])
+ rate(sms c delivery failed count[5m]))

*QOHOO

OOV

(1 - (rate(sms c routing failed count[5m]) /
(rate(sms c routing route matched count[5m]) +
rate(sms c routing failed count[5m])))) * 100

SOOOOOV:

topk(10, sum by (route id, dest smsc)
(rate(sms ¢ routing route matched count[1h])))

OOOOOP50, p95, p99<:

histogram quantile(0.50, sms c routing stop duration bucket)
histogram quantile(0.95, sms ¢ routing stop duration bucket)
histogram quantile(0.99, sms c routing stop duration bucket)
OOOOOO:

rate(sms c routing failed count[5m]) * 60

SOOOOOY:

increase(sms c routing action count{action="drop"}[1h])



SOOOOOOOY:

increase(sms c routing action count{action="auto reply"}[1lh])
ENUM &¢&

ENUM &0

rate(sms c enum cache hit count[5m]) / (rate(sms c enum cache hit count[5m]) +
rate(sms c enum cache miss count[5m]))

ENUM &000000:

rate(sms_c _enum cache hit count[5m]) +

(rate(sms_c_enum cache hit count[5m]) / (
) * 100

rate(sms c enum cache miss count[5m]))
ENUM &&000p95<:

histogram quantile(0.95, sms _c _enum lookup stop duration bucket)
& ENUM 9@ @000000000:

# OO
rate(sms c enum cache hit count[5m])

# OO0 DNS O
rate(sms c enum cache miss count[5m])

OO NAPTR &¢:

rate(sms_c _enum naptr records record count sum[5m]) /
rate(sms c enum naptr records record count count[5m])

ENUM &&0Q:

sms_C_enum_cache size size

OO

SOOOOOOPI5Y:

histogram quantile(0.95, sms c message processing stop duration bucket)
SOOOOOOPI9Y:

histogram quantile(0.99, sms c message processing stop duration bucket)
SO

rate(sms c message processing stop duration count{success="false"}[5m])
SOV

rate(sms c message validated count{valid="false"}[5m]) /
rate(sms c message validated count[5m])



OO
SO

rate(sms c charging succeeded count[5m]) /
rate(sms c charging requested count[5m])

SOV

rate(sms c charging failed count[5m]) * 60

SOOOOPI5Y:

histogram quantile(0.95, sms c charging succeeded duration bucket)
SOV

sum by (account) (rate(sms c charging requested count[1h]))
OO

SO

sum(sms_c_ frontend status count{status="connected"})

SOV

sum(sms c frontend status count{status="disconnected"})

SOV

sum by (frontend name) (sms c frontend status count{status="connected"})
OO

Mnesia &

sms _c mnesia table size record count

SOV

sms_c mnesia table size record count{table="sms route"}

SOV

sms c mnesia table size record count{table="translation rule"}

Grafana &%

SO 1: OOOQ
OO OOODODOOOOOC
OO

1. OO0



&®: rate(sms_c _message received count[5m])
&®: rate(sms_c_delivery succeeded count[5m])
&<®: messages/second

&®: {{source type}}

o
o
o
o

2. QOOOOOOOO

o &&: (rate(sms_c _delivery succeeded count[5m]) /
rate(sms c delivery queued count[5m])) * 100
o &&®: percent (0-100)
o &
B &&: <90
m &&: 90-95
m &&: > 95

3. QOO0

o &®:sms_c_queue size pending
o &®:sms _c queue size failed
o &®: messages

o &&: {{queue type}}

4., OOOODOOOOO

o &&:sms_c _queue oldest message age seconds / 60
o &&: minutes
o &

m O <5

m &&: 5-10

m &®: > 10

5. SOV
o &&:sum(sms_c_frontend status count{status="connected"})
o &<&: count
° OB OO
6. SOOOOOOY
o &®: rate(sms _c routing failed count[5m]) * 60

o &&: failures/minute
o OB >0

OOV 2: QOO
OO SOODOOOOOOOY
&
1. QOO Q
o &&: histogram quantile(0.50,
sms _Cc message processing stop duration bucket) (p50)
o &&: histogram quantile(0.95,
sms Cc message processing stop duration bucket) (p95)

o &&: histogram quantile(0.99,
sms_c _message processing stop duration bucket) (p99)



o &<&: milliseconds
o &&: Percentile

. OO
o &&: histogram quantile(0.95, sms c routing stop duration bucket)
o ENUM: histogram quantile(0.95, sms c_enum lookup stop duration bucket)
o &<&: histogram quantile(0.95, sms c charging succeeded duration bucket)
o &&: histogram quantile(0.95, sms c delivery succeeded duration bucket)
o &&: milliseconds
0o OOV

. OO0V

o &&:sms_c delivery succeeded attempt count bucket
0 DOOVOVOOOOY
0 QOOV: COVL COVOOOOOOOOOY

. ENUM ©0000000

o &&®: rate(sms_c _enum cache hit count[5m]) /
(rate(sms _c_enum cache hit count[5m]) +
rate(sms _c enum cache miss count[5m]))

o OOO: sms_c_enum_cache size size

° DY SOOOOROY

. OO

o OB
(rate(sms _c message processing stop duration count{success="true"}[5m])
/ rate(sms_c message processing stop duration count[5m])) * 100
o &<&: percent
o OB
m O®: <95
m &&: 95-99
m OO > 99

OO® 3: OO0

OO OOOOODOOOOOOOY

1. OOOODOOOOO0

o &&: sum by (source type) (increase(sms c message received count[1lh]))
o &OO®: IMS vs CS vs SMPP

2. OO SMSC OO0

o &&:sum by (source smsc) (rate(sms c message received count[1lh]))
° & 10 ¢
o OO

3. QOO0

o &



m & ID
m & SMSC
B &&&1h®: sum by (route id, dest smsc)
(increase(sms_c_ routing route matched count[1lh]))
mE OO
m OO®
0o OOV

4., OOOOOOROOO
o &&:sum by (dest smsc) (rate(sms c delivery succeeded count[5m]))
o &®: messages/second
0o QOO
o &&: {{dest smsc}}
5. OO[/OROOOOOOOOY
o &®: increase(sms _c routing action count{action="drop"}[1h])
o &&®®: increase(sms ¢ routing action count{action="auto reply"}[1h])
o QOB
6. SOOOOOOOOOR
o &&: rate(sms_c _message received count[1lh]) * 3600

° DOV OO T O
0o QOO

OOV 4: OOOO®
OO: OOV OOOOOOOR
&
1. OOOOOORQ
o &&:sms_C_queue size size
0o OOV DOVOOOOOO
0o OOV
2. QOVDOOOORQ
o &&®:sms _c mnesia table size record count{table="sms route"}
o &&:sms _c mnesia table size record count{table="translation rule"}
o OO 30 OOV
3. CODOOOOORQ
o &&: rate(sms_c delivery queued count[5m]) -
(rate(sms c delivery succeeded count[5m]) +
rate(sms c delivery failed count[5m]))
o OO = OO
o OO =0
4. OOOOOOOQ

o &&:max_over time(rate(sms c message received count[5m])[24h:])
0o OOOY 24 COOOOY bm OO



o &®: messages/second
5. QOO0

o ®®: (rate(sms _c message received count[5m]) / MAX CAPACITY) * 100
o & MAX CAPACITY &0000000Q
o &<&: percent
o OB

m &: <70

m &&: 70-85

m O&: > 85

OO 5: SLA &0
Q: OO SLA OO0
OO

1. SLA &30 00

o &>&®®: (rate(sms c delivery succeeded count[1lh]) /
rate(sms c delivery queued count[1lh])) * 100
o OOV 99%
o &
m &®: <95
m &&: 95-99
m O&: >=99

2. O SLA OQOOOOOOOO0

o &&: count(sms c delivery succeeded duration bucket{le="5000"}) /
count(sms c delivery succeeded duration bucket)

0o OOV H OOOOOOROY

o &&: percent

3. SLA 0000000

o O& 5 OOOYY: increase(sms_c _queue oldest message age seconds{} >
300) [24h:]
°o O 0

4. OOV VOOD

o &&: up{job="sms-c"}
o QO] = OO0 = OO
o QOO

5. OO0

o &&:avg over time((rate(sms c delivery succeeded count[1lh]) /
rate(sms c delivery queued count[1lh]))[24h:1h])

o OOV &Y 30 ©

o SLA &<© 99%



QOO
OO

SO0

alert: RoutingFailuresDetected

expr: increase(sms c routing failed count[5m]) > 0O

for: 2m

labels:
severity: critical

annotations:
summary: "{{ $value }} routing failures in last 5 minutes"
description: "Messages cannot be routed. Check routing configuration."

SOOO:

alert: MessageQueueBacklog

expr: sms_c_queue size pending > 10000

for: 5m

labels:
severity: critical

annotations:
summary: "Message queue has {{ $value }} pending messages"
description: "Queue is backing up. Check delivery performance."

QOO

alert: 0ldMessagesInQueue

expr: sms_c queue oldest message age seconds > 300

for: 2m

labels:
severity: critical

annotations:
summary: "Oldest message is {{ $value }} seconds old"
description: "Messages not being delivered. Check frontends."

SOV

alert: NoActiveFrontends
expr: sum(sms c frontend status count{status="connected"}) == 0
for: 1m
labels:
severity: critical
annotations:
summary: "No frontends connected"
description: "No delivery path available. Check frontend connectivity."

SOV

alert: DeadLetterMessagesIncreasing
expr: rate(sms c delivery dead letter count[10m]) > O
for: 5m
labels:
severity: critical
annotations:
summary: "{{ $value }} messages moved to dead letter queue"



description: "Messages are becoming undeliverable. Investigate failures."

OO
SOOOOY:

alert: LowDeliverySuccessRate

expr: (rate(sms c delivery succeeded count[10m]) /

rate(sms c delivery queued count[10m])) < 0.95

for: 10m

labels:
severity: warning

annotations:
summary: "Delivery success rate is {{ $value | humanizePercentage }}"
description: "Success rate below 95%. Investigate delivery failures."

OO0

alert: HighDeliveryRetryRate
expr: histogram quantile(0.95, sms c delivery succeeded attempt count bucket) > 2
for: 15m
labels:

severity: warning
annotations:

summary: "95th percentile delivery attempts: {{ $value }}"

description: "Messages requiring multiple attempts. Check destination
reliability."

SOV

alert: SlowMessageProcessing
expr: histogram quantile(0.95, sms c message processing stop duration bucket) >
1000
for: 10m
labels:
severity: warning
annotations:
summary: "95th percentile processing time: {{ $value }}ms"
description: "Message processing is slow. Check system resources."

ENUM &0&0:

alert: HighEnumFailureRate
expr: rate(sms c enum lookup stop duration count{success="false"}[10m]) > 0.1
for: 10m
labels:
severity: warning
annotations:
summary: "ENUM lookup failure rate: {{ $value }}"
description: "DNS lookups failing. Check DNS servers."

& ENUM &0000:

alert: LowEnumCacheHitRate

expr: rate(sms c enum cache hit count[1Om]) /

(rate(sms c _enum cache hit count[10m]) + rate(sms c enum cache miss count[10m])) <
0.70



for: 30m

labels:
severity: warning

annotations:
summary: "ENUM cache hit rate: {{ $value | humanizePercentage }}"
description: "Low cache efficiency. May indicate unique number traffic."

SO0

alert: ChargingFailuresDetected
expr: rate(sms c charging failed count[10m]) > 0.05
for: 10m
labels:
severity: warning
annotations:
summary: "Charging failure rate: {{ $value }}"
description: "Charging system errors. Check 0CS connectivity."

OO

TOZOTGRGTOTOTOTOTGRGR 22 2 720RORORORORGTOROROTOTORGROTORORORS
SOOOOOOOOO DY Prometheus ©OO& rate() & increase() &
Gauge OO0

Histogram &&&0&00000dp50, p95, p9900o0000@
OO Prometheus @@ QQQOOOO OO
QOOOOOOOOOOOOROOOIM OOV OTh SOV 24h+ OO
& Prometheus @QOOOOODOOOOOODOODODOOOOOOOOR

& Grafana QOO OOOOOOOOOOOY dest smscdsource smsc &&



|
SMS-C &0

| & README
SMS-C Q000000000 ODOODOOQ

OO

OOO®
OOOOO

QOOOOOOOOOOOD
1. OOOOOQ

# API o0&
curl https://api.example.com:8443/api/status

# OO
#
{"status":"ok","application":"OmniMessage",6 "timestamp":"2025-10-30T08:00:00Z"}

2. ©& Prometheus &&
&<& Prometheus &0

QCOOOOOOR 24 OO

QOO < 1%

SOOOOY < 1000 0@
QOOOOOO > 95%C
QOOOOODOODOODOOOOOOOC

3. SO0
&&® Web Ul: https://sms-admin.example.com/message queue

OO



QCOOOOOOOOOOY

QOOOOOOOY <5 OO
QOOOOOOOODOODY > 3 OOV
QOOOOOOOOOOOOOR

4. SO0
&® Web UI: https://sms-admin.example.com/frontend status
OO
¢ OO ODOOOROR
¢ OO
¢ OB 24 SOOOOOORY
5. QOO
&&® Web Ul: https://sms-admin.example.com/logs @O QO R
OO
OO
SO
SO

QOO
QSOOOOY

OO

OOOOOOOOO®
&<& Prometheus &&&

# OOOOOOOQ
increase(sms c message received count[1lh])

# OOOOOOOY
increase(sms c delivery succeeded count[1lh])

# OOOO®
rate(sms c delivery succeeded count[1lh]) /
rate(sms c message received count[1lh])

SO

¢ DOODOOOOOOO
¢ OO/OOOOOOOOY
e OOV > 95%

SO
¢ SOVOOOO> 50% OO

¢ OOV O> 200% OO@
¢ OOOOOY 90% OO



OYY
SOOOOR
SO

OOOOOY (sms_c_message received count)®

¢ DAOVDOOOOOOY
¢ DOROOOOOOR
« OO rate(sms _c _message received count[5m])

OOOOOODY (sms_c_message processing stop duration)&
¢ DBOOOOOOORY

e & p95 > 1000ms
e &&® histogram quantile(0.95, sms c message processing stop duration)

DO

OOO® (sms_c_routing failed count)®

¢ DOVOOOOOVOO

¢ DOVOOOROO> 0¥

e &&® increase(sms _c routing failed count[5m])
QOQ® (sms_c_routing route matched count)®

¢ DOVOOOOOOY

¢ DOVOVOOOOOOR
e &&& sms_c_routing route matched count

OO

OO
¢ DOVOOOOOOO
¢ OO < 95%
« &&& rate(sms_c delivery succeeded count[5m]) /
rate(sms_c delivery queued count[5m])
QOO (sms_c_delivery succeeded attempt count)®
¢ SOVOOOOOOOO

e OOV PI5 > 20OV
e &&® histogram quantile(0.95, sms c delivery succeeded attempt count)

SO0

QOO (sms_c_queue size size)®

¢ DOVDOOOOOY



¢ OOOO® > 10,000
e &O® sms_c _queue size size

OOOOODY (sms_c_queue oldest message age seconds)®
¢ DAOOOOOOOOOOROY

e OBOOOY > 300 @
« &&® sms_c _queue oldest message age seconds

OO
QOO
1. OOOOOOOOQ
° DOOOOYS COOOY
° DOOOOOS COOOY
° OOV 24 OO
2. OOV
° OOOOOOY
° OOV
o OOOOOY
3. OO
o DOOOOOOOR
° OO
° OOV 24 OO
4. SOOOOOOQ
& ID
QODOOOOOOO

&& SMSC
OO

(e} o o o

5. OO

°o OO

° OOOVOIOOY

° OO

° DOODOOOOOOO
6. QOVOOOOOOY

° API &&00&&p95¢®

° SOOOOOOOPISY
o ENUM &&0&00p95¢

OO0
SOOOOOOOOOOOD



# OOORD - OO

- alert: RoutingFailures
expr: increase(sms c routing failed count[5m]) > O
severity: critical
description: "{{ $value }} SOORE 5 SO OOOR"

# OOOQ - OO0

- alert: QueueBacklog
expr: sms c queue size pending > 10000
severity: critical
description: "&&& {{ $value }} OO "

# OO - OO

- alert: OldMessagesInQueue
expr: sms_c_queue oldest message age seconds > 300
severity: critical
description: "&&oo&& {{ $value }} &"

# OO - SO

- alert: FrontendDisconnected
expr: sms_c frontend status count{status="disconnected"} > 0
severity: critical
description: "{{ $value }} OSSOSO O"

QOOOOOOOOOC

# OO0
- alert: LowDeliveryRate
expr: rate(sms c delivery succeeded count[10m]) /
rate(sms c delivery queued count[10m]) < 0.90
severity: warning
description: "&&0&®® {{ $value }}"

# OO0

- alert: HighRetryRate
expr: histogram quantile(0.95, sms c delivery succeeded attempt count) > 2
severity: warning
description: "9500Q00QOQOO{{ $value }}"

# ENUM &0

- alert: SlowEnumLookups
expr: histogram quantile(0.95, sms c _enum lookup stop duration) > 5000
severity: warning
description: "ENUM & > 5 &

# ENUM &30
- alert: LowEnumCacheHitRate
expr: rate(sms c enum cache hit count[10m]) /
(rate(sms c enum cache hit count[10m]) +
rate(sms c enum cache miss count[10m])) < 0.70
severity: warning
description: "ENUM &0 {{ $value }}"



OO

OOOOOY
OO IDY

1. Web UI&&&® /message queue
2. QOOOOOORORID
3. QOO DORODOROOOR

> API®
curl https://api.example.com:8443/api/messages/12345
SO

1. Web UI& Q& <® /message queue
2. QOOROOOOOORY
3. QOOOOOROROO®

OOV

OOV

1. Web UIOQQOOOOOO0OD" OO
2. API® GET /api/events/12345

DOOOOOY

1. message inserted - QOO

2. rlmumber_translated - OOVOOOOOOOOO
3. r;essage_routed - OOOOOOO

4, cl:harging_attempted - OODOOOOOOO

5. r;essage_delivered - OO

OOV

1. message inserted

2. $essage_routed

3. cljelivery_attempt_l - OOOOOOR

4, :jelivery_attempt_Z - OODOOOOOOR 2 OO0
5. :ielivery_attempt_3 - OOOOOOOOROR 4 OO0
6. r;essageideadiletter - OOOOOR



OOV
DOV
¢ OOOUOOR”
* deliver after&oooOOS
* delivery attempts®0 OO OO
SOOVOY
¢ OOOUOOR”
e deliver timedQQOO&
* dest smscOOROOOR
OO
¢ OOBOOR”Y delivery attempts &

¢ deadletterétrued oo >R
¢ BOOOOOOOOOOOY

OOV

SMS-C @000 ODRODDOODOOOOODOODDOOOOOOOOOP

SOORO®

QOO get messages for smsc(smsc name) QOOOOOOOOOROOOOOOOOOD

1. ©OO® -dest smsc QOO OOOROOOY
2. QOVOVVD - SOOIV Y

o dest _smsc & nulleRRRRRRQ
destination msisdn SO OOOR
OO location QORROORROR
SO

] o] o]

DOV
&& MSISDN ¢ +447700900123 00000 uk_gateway &0

# OOOODODODOOO®
POST /api/locations

{
"msisdn": "+447700900123",
"imsi": "234150123456789",
"location": "uk gateway",
"expires": "2025-11-01T12:00:00Z"
}

QOOOOODOOOOOOOOOOOOD

# OOOOOOY dest smsc
POST /api/messages

{
“source msisdn": "+15551234567",



"destination msisdn": "+447700900123",
"message body": "Hello",

“source smsc": "api"

# ©&&dest smsc & null

}
uk_gateway OOQOOOOOOOOOOOO

# OOOOOD
GET /api/messages/queue?smsc=uk gateway

# OOOOOOY dest smsc & null
# OOOOOOOOOY uk gateway

OO

SOOOOOOOOOOR
* locations &S destination msisdn &&&
* location @OOOOROY SMSC & @
* expires QOOOOOOR

SOOOOOOOROY

SOOOORR

# & API
GET /api/locations/{msisdn}

# OOOOOOOQ
# expires QOO > OOOQ

DOV

IR OTO2O2O2ROLOTOLOLOTOLOTOTOLOS
e OOOOOROOY location OO OOOOOOOOOY
TR OSOROROROROROROY V2 V2ORORORORORORORON

OO
DOOOOOO

# ©& delivery attempts <& deliver after
curl -X PATCH https://api.example.com:8443/api/messages/12345 \
-H "Content-Type: application/json" \
-d '{
"delivery attempts": O,
"deliver after": "2025-10-30T12:00:00Z"

} 1
DOV

# OOOOOY SMSC
curl -X PATCH https://api.example.com:8443/api/messages/12345 \



-H "Content-Type: application/json" \
-d '{
"dest smsc": "backup gateway"

} 1
OOOOOOO

curl -X DELETE https://api.example.com:8443/api/messages/12345

OOO®
COOOOO

Web UI&&&® /sms_routing
& API®

# OO
curl https://api.example.com:8443/api/routes

SOOOOOOOR
Prometheus &&&

# OOOOOOOODOOOOOOY
increase(sms c routing route matched count[1lh])

OO
Web UI®

1. ©®® /sms_routing
2. QOOOOOR”
3. QOO

0 SOVOVOVOOOOOROOY
SOVOVODODOOOOODOOOY
& SMSCOOROOOOOOOOD
& SMSCOOROOOODOOVOO/OOOOOOOR
QOVOOOOOROVORL-2550DDDOOOOOOY
SOV 1-100¢
SOOOOOOROOR
SOVOODOOOOOR
4. QOO R”

e} o] o (o] ] (o} ]

OOOOOOOO

OOOOO +44

&& SMSC® uk gateway
OO 50

&< 100

OO OO

OOOOOOOOOO



QOOOOOOOOOOOOOOOOOD
o0 1

OOOOD +44

&® SMSC® uk primary
SO 50

SO 70

SOR "OOOORORT70%R"

Q@ 20

OO0 +44

&< SMSC® uk _backup
SO 50

&&® 30

QO "OOOOOOL30%"

OO
SO

1. ®&<¢® /simulator

2. OO0
o OO +15551234567
o OO +447700900000
o & SMSCoOQORO®
o SOV

3. ORIOOOR”

4, OOOOQ
o QOVODOOOROORR
o QOVOVOOOOOOOOR
0 QOVOOOOODODOOOROQ

SO
QOOOOOOOOOO
QOOOOOOOOD

OOOOOOY
QOO

OO

Web UI®

&Y /sms_routing
SOOOOORY

QO OR”

QOO

SR1OOOR”

A S

DOV
¢ DOVOVODORODOOOOOY



¢ DOODOOVOOOOOY
¢ DOVOOOOOOOOOOY
e OOV OOOOOY SMSC

OO
Web UI®

1. &&<&® /sms_routing
2. QOOOOOROQ

3. OOOR”

4. OO

QOVOOOOOOOOODOOVOODOOOY

O[O
OOV

1. ©®® /sms_routing
2. OOIOOOR”
3. && JSON @&

OOV

&>&® /sms_routing
QOO
& JSON &
QOO
o OOROOOOOOY
0o OOOOBOOOOY

=

OO
QOO
QOOOOOOOO

OO
QOO

oY
OOOOO

Web UI&&&<@ /frontend status
OO
¢ DOROORORRR”
¢ OOROOROOOVO< 90 &
¢ DOOOOOOROR

OO API®



# OO0
curl https://api.example.com:8443/api/frontends/active

# OO
curl https://api.example.com:8443/api/frontends/stats

OO
DOV

QOVOOOOOOY

OO SMS-C 00000
OOV
OOOOOOOOOOD 60 OOV

=

DOOOO

SO OOOO® POST /api/frontends/register
OO APl OO0 0OOD

&> JSON 00000 ®

OO curl SOV OR

e

SOOOOOY

curl -X POST https://api.example.com:8443/api/frontends/register \
-H "Content-Type: application/json" \
-d '{
“frontend name": "test gateway",
“frontend type": "smpp",
"ip address": "10.0.1.50",

"hostname": "gateway.example.com"
} 1
OOV
Web UI&
1. ©&&® /frontend status
2. QOO Q
3. OO "
4., SOOOOOOOR
> API®

curl https://api.example.com:8443/api/frontends/history/uk gateway
OO
¢ OOV Q

¢ DOODOODOOOOC
¢ DOV



OOV

QOOOOOOY config/runtime.exs QORROOOROOOOROR

SOOOOOOO
QOO

cat config/runtime.exs | grep -A 20 "translation rules:"
OOV
QOOOOOOOOROO®

& config/runtime.exs®

%{
calling prefix: nil,
called prefix: nil,
source smsc: nil,
calling match: "~(\d{10})$",
calling replace: "+1\1",
called match: "~(\d{10})s$",
called replace: "+1\1",
priority: 100,
description: "& 10 QOO0 +1",
enabled: true

}
SOOOOOOO

%{
calling prefix: nil,
called prefix: nil,
source smsc: nil,
calling match: "700(\d+)$",
calling replace: "+\1",
called match: "700(\d+)$",
called replace: "+\1",
priority: 10,
description: "<& 00 SO +",
enabled: true

}
OOOOOOOOOY

%
calling prefix: nil,
called prefix: "101",
source smsc: "carrier_a",
calling match: nil,
calling replace: nil,
called match: "7101(\d+)$",
called replace: "\1",



priority: 5,
description: "OOQQ A QOOOOOOO",
enabled: true

}

OO

QOO
COOVOPOOOOOOO
QOVOOOOO/OOOOY

OO OO number translated &
SOOOOOOOOY

OO

ks

SO>SO enabled: falsed®
%{

éﬁébled: false

}
QOO

OO

OO
SOOOOOOO
QOOOOOOOOOOOD CDR 00O

* MySQL/MariaDB&&<& information schema.tables €000
* PostgreSQLO®® pg database size() &&&<® psql OO \ 1+ &&

&> CDR &0

QOOOOOOOOCDR OOOOOOOOOOY
¢ OOV DOOOOOOOOOOOOOOOOY 30-90 &
¢ DOODOODOOOOOOO
¢ DOODOODOOOOOOOOOOOOOOY

OO

QOOOOOOOOOOOOY

« MySQL/MariaDB& o000 OPTIMIZE TABLE &
* PostgreSQLO>&>&<® VACUUM ANALYZES SO autovacuume

OOV DOOOOOOOOOOOR



Mnesia o000
&& Mnesia & 0&&

# & IEx o0&
:mnesia.table info(:sms route, :size)
:mnesia.table info(:translation rule, :size)

&& Mnesia &&

# OOOOOWeb UIC
# ©&® /sms_routing
# OOV

# O Mnesia ©<¢
:mnesia.backup("/var/backups/sms c/mnesia backup.bup")

&& Mnesia®

# OO Web UI &&
# OO
:mnesia.restore("/var/backups/sms c/mnesia backup.bup", [])

OO
OOOOOOOR® logrotate®

# /etc/logrotate.d/sms c
/var/log/sms c/*.log {

daily

rotate 30

compress

delaycompress

notifempty

create 0644 sms user sms group

sharedscripts

postrotate

systemctl reload sms c || true
endscript

}
SOV
SOOOOOOOOOOOOOR

# OOOOO0OQ
systemctl restart sms_c

# OOOOOOO
# OOOOO0Q

DOODOOOOOOY

systemctl restart sms _C



SO
SOOOOOOOOS
&<& Prometheus &0 0000

QOO
QOO

QOO
OO

1. OO0

o config/runtime.exs

o config/config.exs

o config/prod.exs@oO>OR
2. OOO®Mnesiad®

o && Web Ul &&
o & Mnesia @&

3. SQL CDR o0&

° OOOO
° DOOOOOOOOR

4. TLS &0

o priv/cert/*.crt
°o priv/cert/*.key

OO

SOOOOOO

#!/bin/bash
# /opt/sms c/scripts/backup config.sh

BACKUP_DIR="/var/backups/sms c/$(date +%Y%m%d)"
mkdir -p $BACKUP_DIR

# OO
cp -r /opt/sms c/config $BACKUP DIR/

# OO
cp -r /opt/sms_c/priv/cert $BACKUP DIR/

# OO
chmod 600 $BACKUP DIR/cert/*

echo "©0OOOOO$BACKUP _DIR"

SO



#!/bin/bash
# /opt/sms _c/scripts/backup database.sh

BACKUP DIR="/var/backups/sms c/database"
DATE=$(date +%Y%m%d %H%M%S)

mkdir -p $BACKUP DIR

&& SQL CDR &@¢@
MySQL/MariaDB&>®<® mysqldump & --single-transaction &OOQQ&
PostgreSQLO @< pg dump -F ¢ OO0

OOV DOOOOOODOOOROR

- OOOOOOOOOOMYsqldumpdpg dumpe
- DODOOOOOOOOOROQ

- OOVOOOORQ

- DOV R30 OO

OO
ind $BACKUP DIR -name "sms c *.gz" -mtime +30 -delete

S H HHHHFH O OHHH

echo " QoOOOOOsms ¢ ${DATE}"
OOV

#!/bin/bash
# /opt/sms _c/scripts/backup routes.sh

BACKUP_DIR="/var/backups/sms c/routes"

DATE=$(date +%Y%m%d)
mkdir -p $BACKUP DIR
# & API &©
curl https://api.example.com:8443/api/routes/export \
> $BACKUP DIR/routes ${DATE}.json
echo "©@QQO&&routes ${DATE}.json"
OO crontab®®
# OO 2
* * * /opt/sms _c/scripts/backup config.sh

0 2
0 2 * * * /opt/sms _c/scripts/backup database.sh
0 2 * * * /opt/sms_c/scripts/backup routes.sh

OO

OO

# OO0
systemctl stop sms c

# OO0



cp -r /var/backups/sms c/20251030/config/* /opt/sms c/config/

# OO
cp -r /var/backups/sms c/20251030/cert/* /opt/sms c/priv/cert/

# OO0
systemctl start sms c

&<& SQL CDR &0&¢®
QOOOOOOOOOOOOY

* MySQL/MariaDB& &S mysql @000
* PostgreSQLO &< pg restore SOOOOOOOS

SOVOOOOODODOD SMS-C OO DODOOOY
SOV

& Web UI /sms_routing

QOO

OO JSON &

OOREOYORROTN
20202 72 72 72O

OO

OOOOO®
QOO R

A S

Prometheus &&&30 &0
avg over_time(sms_c message received count[30d])

DOOOOOY

SELECT
DATE FORMAT (inserted at, 'SY-%m') AS month,
COUNT(*) AS message count,
ROUND (SUM(LENGTH (message body)) / 1024 / 1024, 2) AS data mb
FROM message queues
GROUP BY month
ORDER BY month DESC
LIMIT 12;

OO
CPU 000
e OOO< 50% O

e &> T70% O
e OOO> 90%



SOVOOC

¢ BOO< 0% &

o &&> 80%

e SOO> 90%
SO

¢ HOO< 60% &

e &&>T75%

¢ OOO> 85%
SO

¢ SOO< 1000 ¢

« &> 5000 OO
« &> 10,000 @&

OO
DOOVOOOOOOOROY

« CPU &® > 70%

¢ OO > 80%

¢ OOV
SOOOOOOOOOOOY

e &&O® CPU > 50%

« &Y > 5000 msg/sec

¢ OO

¢ OO
SOOOOY
OOV
QOO

OO
QOOOOOOOOY

OOO®
OOOO

SOV POOO

QOO
QOO
QOO
API &0

OO QOO
e OOV <80%



e OOV
e OO > 10%
¢ OOV

OO QOO

e DOV

e OOOOY 80-95%
e OOV

e ENUM &00&

OO24 SOV
¢ OOV

¢ OOV
e BOOOOOY

OO
1. OO0

e &<& Prometheus &&
¢ OOV

¢ OOVOOORY

¢ OOOOOY

N

L OOOOO

¢ OOV

¢ DOOOOO

¢ OOOOOOOOCSODNSO©
¢ DOOOOOOOC

w

L OOOOO

¢ DOOOOOOOR

¢ DOODOODOOOOOOOOY
¢ DOODOOOOOOOOY

¢ DOV

4. OO

QOO
QOO
QOO
QOO

o1

L OO0

OO
QOO
OO
QOO

6. OO



QOO
QOO0
QOO
QOO

OO
DO

O W=

SOOOOO®
SOODOOOOOROY
SOOOOOD

&<¢® Prometheus &0
QOOOOOOR/O®

DO

R W=

QOO
QOVOOOOOQ
OOV
QOVOOOOOOOOY
QOVOOOOOOOOOY

DOV

R whe

QOOOOOOOC
OOV
OOV
OO API O
QOO

DOOOOOO

R W=

QOVOOOOOO
QOVOOOOOOO
SOOOOOOOOCPU/OOO
& ENUM 000
OOV

QOODODOOOOOOOD OO


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/TROUBLESHOOTING

i
OOOOOO

« ©00®0® | SREADME

COOOOOOOOOSMS-COOOODOOODOOOOO

OO

SMS-COOMnesiad 000 OO QOO0 OSQLOO OO OO O CDROOOOVL,7500&
OO

QOO
&Intel i7-8650U @ 1.90GHzO8O OO OO

O OO OOOOOR O
OOOOOORYY 1,750 msg/sec0.58ms  &SQL&21&
OOOOOORY 1,750 msg/sec0.57ms  &SQL&21&
SOSMSC® 800 msg/sec 1.25ms Q0@
OOOOROR 62 KB - >&50%

OO ~OOLHOOOOOOOY

OO

.

OOOOOO

SMS-COOOOOOOOOOOOOO

SOOOOOOMnesia®

QOOOOORRROROOOOO
QROOOOOROOOORYdisc_copies®
QOO R], 75000000 0.58mse
QOO OOOD24OOQ
OOOOOOOOMnesiadOOOOOY



CDROOOSQLOOO®

QOO ROOOOOOY

QOO SQLO OO MySQL/MariaDB&PostgreSQLOQ & >>>&
QOO OOOOOOOOOQ

SOOOODDOOOOOOOOOY

QOO OOOY

OO

Mnesiao®
SOOOOS

# config/runtime.exs
config :sms c,
message retention hours: 24 # &QQ240Q
OOOOR
e OOOO>1M msg/day®@12-24000%
o &>&OMnesiad>OR
o SOOOY
o SOOOOOOMySQL
¢ OOOOP100K-1M msg/day®®24-4800Q

° POVOOOOOOOOOOOD
° POVOOOOOY

. ®OOO<100K msg/dayd®48-168000G

° POVOOOOOOOOOOOY
° OOVOOOOY

Mnesia>o@
MessageStore@ OO OO OO

status - QOO /OOOOR
dest _smsc - SOSMSCOOO®
expires - QOQOOR

destination msisdn - SQQOOOR
source msisdn - SOOOOOR



MnesiadoQ @
OOQdisc copies@OOOOR
RO ROLOL020
RO ROLOZOLOLOLOR

¢ O OOOC
¢ O OOOOOOOD

CDROOO®

BatchInsertWorkerddoo@odOQCDROSOMySQLY

# config/runtime.exs
config :sms c,

batch _insert batch size: 100, # CDROOO®
batch _insert flush interval ms: 100 # OOOOOO
CDROOO®
OOV

batch insert batch size: 200
batch insert flush interval ms: 200

¢ OOOOOOOMySQLO®
* CDROOOOOOOODOOODOO

OO0

batch insert batch size: 100
batch insert flush interval ms: 100

¢ BODOODOOOOOOOOOR
e CDR&100mseo®

OOCDROS

batch insert batch size: 20
batch _insert flush _interval ms: 20

« ®OHCDROGOOOHOD
. $OOMySQLOGG



OO

SOOOMnesiad®

OOOOOOROOOOROROY

# OOOOOOOOO®

MessageStore.list(status: :pending)
MessageStore.list(dest smsc: "gateway-1")
Messaging.get messages for smsc("gateway-1")

# OOOOOOOOOOY

MessageStore.list(limit: :infinity) # SQOOO®

MySQLO@ &
OOCDROOOOOOOOMySQLOO O
# config/runtime.exs
config :sms c, SmsC.Repo,

pool size: 10 # OOOOO(DROOOQ
OO

e O>QOO®pool size: 10

e OOOCDROO®pool size: 20-30
e &QO®pool size: 5

QOO
OOV

OOOOOOOBencheed OO OOOOOOOO

# QOOSMS APIOQOOOOOOOOOOOD
mix run benchmarks/raw sms bench.exs

# OQOOOAPIOOOS
mix run benchmarks/message api bench.exs

OO
OOOOR
Name ips

deviation median 99th %
submit message raw async (batch) 4.65 K

average

0.22 ms



+41.72% 0.184 ms 0.55 ms

submit message raw (sync) 0.0696 K
+33.42% 12.57 ms 33.71 ms
OO

¢ IPSOOOOOOOOOOOOR

* averaged o OO OO0

* Mediand>OOOOOOOODOOOOOOOOOV
* 99th %99 OO OOSLADOOOOOO

OO
OO0 2Intel i7-8650USBOOOOO OO

O insert_message (Mnesia) > &MySQL&®

O OOOROR? 1,750 msg/sec 83 msg/sec
QOO 1,750 msg/sec 89 msg/sec
OOOOOOO 0.58ms 16ms
QOO PIIY <Sms 30ms
OOOOO® 62 KB 121 KB
OO Q21 -

OO

O OOV ROOOOOY

O QOO ROOOOOOOY

& Mnesiad>>QSOMySQLOI/O
& OO 50%

Q&
OOV

OOOOOOOOOOOO0
SmsC.Messaging.BatchInsertWorker.stats()

OO

%{
total enqueued: 10000,
total flushed: 9900,
total batches: 99,
current queue size: 100,
flush errors: 0,
last flush at: ~U[2025-10-22 12:34:567],

14.36 ms



last flush count: 100,
last flush duration ms: 45

}
OOOOOOOOY

QOO Ocurrent queue size - QOOOOROOObatch size
QOO last flush duration ms - ®®batch size=100>&®<100ms
QOOOOTLlush errors - Q0O

OO Ototal _flushed / uptime - COOOOOOOO

=

O&

QCOOOOOOOO
QOODOOODOOOOOOOY
OOODOOODOOOOOOOOO

QOROSPOOOOOOOOV
OOOOOOOOOOOOD

OO

SOOOOOY
OO

1. OOOOOOOOOO®pool _size

2. QOVOOODOOODOOOO

3. COVOOODOOODOOOOY

4. OOOOOOOOObatch _insert batch size

OOOOOO

OOV
1. OO0 OOOObatch _insert flush interval ms
2. QOOOOOOOObatch insert batch size

3. COOOOOOOOOORII0OOOY
4., QOOOOOOOOOAPIOOOOOOOO

OO
OOV
1. OOOOOOODOOOOOOR

2. OOOOOOOOObatch_insert batch size
3. QOO OOOOOTlush _errors



4, OOOOOOOOSupervisor.terminate child/2&@ e

OO

QOOOOOODLIOOOOOOOOY
QOOOOOODOOOY
DOOOOOOOOOOOOC

SOOOOOOOOOOOOC
QOO - OOV

QOO
COOOOOOOD

NooRwhe

# config/prod.exs
config :sms c,
batch _insert batch size: 200,

batch insert flush interval ms:

config :sms c, SmsC.Repo,
pool size: 50

OOV

# config/prod.exs
config :sms c,
batch insert batch size: 20,

batch insert flush interval ms:

config :sms c, SmsC.Repo,
pool size: 20

OOOOO[OO

# config/dev.exs
config :sms c,
batch insert batch size: 10,

batch insert flush interval ms:

config :sms c, SmsC.Repo,
pool size: 5

SO 100/100mMSOOOOOOOOOOOOOY

OOOOOOOODOOODOOOOOOOOY

200

10

50



OO

* Ectooo
* Benchee®®
* Phoenix®o&&


https://hexdocs.pm/ecto/Ecto.Repo.html#module-shared-options
https://hexdocs.pm/benchee/Benchee.html
https://dockyard.com/blog/2020/02/27/phoenix-liveview-under-pressure

i
SMS-C OO0

- ©000®® | © README

QOO OOOOOOOOOOO SMS-C &0

OO

fO202029
[O20202020294
[02020293
fO2020204
DO
DO
O[O
ENUM &0
fO2020204
API &&
Web Ul &&
DO

QOO
COOOOD

# 1. & API &©
curl https://api.example.com:8443/api/status

# 2. ©& Prometheus @&
curl https://api.example.com:9568/metrics | grep sms c

# 3. QOO0 R
tail -f /var/log/sms c/application. log

# 4., SO0
systemctl status sms c

# 5. && SQL CDR ©&&&<® (MySQL/MariaDB)
mysql -u sms user -p -h db.example.com -e "SELECT 1"

# ©<& PostgreSQL:
# psql -U sms user -h db.example.com -d sms c prod -c "SELECT 1"



OO0
SOOOOOO

# OO 100 COOOOOOOY
tail -1000 /var/log/sms c/application.log | grep "\[error\]"

# OOOOOOO
grep "routing failed" /var/log/sms c/application.log

# O SQL &0
grep -i "database\|sql\|ecto" /var/log/sms c/application.log | grep
error

OOOOOOY

# OOOOOOOO
tail -f /var/log/sms_c/application.log | grep -E
“(error|warning|critical)"

OO0
OOOOOOOOC

# OOOO®
rate(sms c message received count[5m])

# OOOO®
rate(sms c delivery succeeded count[5m]) /
rate(sms c delivery queued count[5m])

SOOOOOO

# OOOOOO
SmS C _queue size pending

# OOOOOOOOY
sms c _queue oldest message age seconds

SOOOOOY

# OOOOOOOPI5S
histogram quantile(0.95,
sms c message processing stop duration bucket)

# OOOOOPI5®
histogram quantile(0.95, sms c routing stop duration bucket)



OOOOOO

OO

OO
¢ BOOODIRRORTOY
¢ DOOOPOOOD
° DOOOOR
OOOOY
1. OO0
curl https://api.example.com:8443/api/frontends/active

OOOOOOOOO
QCOVODOOOODOOO

2. QOO
&>&® Web Ul: /message queue
¢ BOOOODIOROR”
e && dest _smsc @
e && deliver after OO
3. QOO
&>& Web Ul: /simulator

¢ DOVOOOOOOOOC
¢ DOVOOOOOOOOC

4. OO
OOOOOOOOY

e OOOOOOY /api/messages<®
* HOOOOOOLY smsc O

OO
SOOOOOO

# OOOOOOOY
systemctl status frontend service



# OOOOOOOOOS API
curl -k https://api.example.com:8443/api/status

# OOOOO®
curl -X POST https://api.example.com:8443/api/frontends/register \
-H "Content-Type: application/json" \
-d '{
"frontend name": "test gateway",
"frontend type": "smpp",
"ip address": "10.0.1.50"

} 1
OOOOOOOO SMSCO
¢ OOOOOY
¢ OO
¢ OOVOOOOOY

OOOOOOOOOOY dest_smsc O
ORRCRORE IR 7T IR

« && deliver after &&&
¢ OOV

curl -X PATCH https://api.example.com:8443/api/messages/12345 \

-H "Content-Type: application/json" \
-d '{"deliver after": "2025-10-30T12:00:00Z"}"

QOOOOR
QOO
* delivery attempts @&
¢ QOOOOOOOO> 3¢
° OOOOR
QOO
1. QOO
curl https://api.example.com:8443/api/events/12345
OO
° QOOOOR
° OO
¢ QOO

2. OOOOORQ



OOOOOOOOO
OO0
OO
OOOOOOOY

OO
OOOOOOY

¢ OOV
¢ OO

QOO

# OOOOOOR

curl -X PATCH https://api.example.com:8443/api/messages/12345 \
-H "Content-Type: application/json" \
-d '{"dest smsc": "backup gateway"}'

# OOOOOQ

curl -X PATCH https://api.example.com:8443/api/messages/12345 \
-H "Content-Type: application/json" \
-d '{"delivery attempts": 0, "deliver after":

"2025-10-30T12:00:00Z2"}"

OOOOOOROC

¢ OO
¢ OOVOOOOC
¢ DOVOOOOOOOOC

QOO
OO
e &&®® deadletter: true
¢ BOOOOOOY
¢ SOOI
QOO
1. QOO0
&>& Web Ul: /message queue

¢ OOV
¢ OOV

2. OOOOOOQ



¢ BOOOOY
¢ BOOOOOOY
¢ BOVOOOOY
QOO
NA0R02020202¢%
# OO0 24 O
curl -X PATCH https://api.example.com:8443/api/messages/12345 \

-H "Content-Type: application/json" \
-d '{"expires": "2025-10-31T12:00:00Z", "deadletter": false}'

OO0

OO
OO
* &&&no _route found
* sms c routing failed count @&&&
e OOV “routing failed”
OO
1. QOO0
&< Web UI: /sms_routing

¢ OOVOOOOOY
¢ DOVOOOOOOOOR

2. OOOR®
&< Web Ul: /simulator
¢ BODOOOOOODOOOOOOOOY SMSC®
¢ SOV
¢ BOOOOOORY
3. OO
¢ BOOOOOOOY
e & SMSC OO0
¢ BOOOOOOOY

OOOOO



QOO

QCOOOOOOD
QOO0 (@)
OO0 (@)
& SMSC: ()

& SMSC: default gateway
OO 255

&> 100

O v

QO OOV

SOOVOROY

QOOOOOOOY

OO +

&<& SMSC: international gateway
OO 200

O 100

O v

QO OOOO®

OOV

e && Web Ul QOO0
¢ DOVOOOOOOOOC

SOOOOOO®
OO
¢ BOVOOOOOOOR
¢ BOOOOOOOY
¢ BOOOOOOOOR
SOOOOR
1. OO0
&<& Web UI: /simulator
¢ BOOOOOOOOORY
¢ BOIOOORTOR
¢ BOBOOOOOOO®

2. QOO



¢ OOOY = OOV
¢ OOVOOOOOOY
¢ DOVOOOOOOOOC

3. OO
OO

OOOOOOOOOOOY +100 &
OOOOOOOOOOY +50 ©
OO SMSCe+25 &
OO +10 &

& ENUM &&0+15 &

OO
OOOOO®
QCOOOOOOOOOY
OOOQ:

SOOY: +1555

QOHH: 10OOOOOR
OO

OO0 +1

OO 50000000
OO
OOOOOOOOO

SO (70%):
&&: 70

QO (30%):
&&: 30

OO ®
SOOOROOOOOOY
SO
OO +15551234
& SMSC: dedicated gateway
OO 1

OO
OO +1



& SMSC: general gateway
OO 50

QOO
OO
¢ BOOOOORROOOO
¢ BOOOOOOOY
¢ BODOOOOOORORR
OOOOY
1. QOO
* auto reply: true
* auto reply message &
¢ OO
¢ BOOOOOOOR
2. QOO

¢ BOOOOOOROR
e OO "auto reply”’o&

3. QOO
curl https://api.example.com:8443/api/events/12345 | grep auto reply
SOOOY
SOV
¢ DDV
¢ DODVOOOODOOOOY
¢ DO
SOV
QOVOOOOOOY

OO v
OOOOOR: "OOOODOOOOOOOOOO"

OOV
QCOOOOOOOOOOOOOOOOOY
QOOOOOYD!



SO 10

OO
SO 50

OO

OOOOOOY
OO
* sms_C message processing stop duration p95 > 1000ms
* API 000
¢ OOO®
OO
1. Q00000

# OO0
histogram quantile(0.95, sms c routing stop duration bucket)

# ENUM @000
histogram quantile(0.95, sms c enum lookup stop duration bucket)

# OOO®
histogram quantile(0.95, sms ¢ charging succeeded duration bucket)

# OOO®
histogram quantile(0.95, sms c delivery succeeded duration bucket)

2. OO0

# CPU &0
top -b -n 1 | grep sms c

# OOOOY
ps aux | grep beam.smp

OO
QOOOOOOOOOOD
¢ OOV
¢ OO
¢ OOOOOY

ENUM &0



& DNS 00000
OO
OOOO/OOO DNS 00 &
OOOOOOOO ENUM

OO

&& OCS &

&& OCS &
OOOOOOOOO
OO

OO

HHOOOOOO
SO
SOOD
OOOQOOOR

OO

# config/config.exs
# OOODOODOOOOOQ
config :sms c,
batch insert batch size: 200,
batch insert flush interval ms: 200

# OO
config :sms c, SmsC.Repo,
pool size: 50
QOO
OO
+ &&® < 100 msg/sec
o OOV API OO
* & API ©00®
OOOO®
1. QOO

# OOOOOY (iex)
SmsC.Messaging.BatchInsertWorker.stats()

OO

* current _queue size OO



e flush errors >0
* last flush duration ms &&&

2. OO0

# OOOOOOY
ecto pools query time

# OOOOOOY
ecto pools queue time

OO
OOV
QOO

config :sms c, SmsC.Repo,
pool size: 50 # & 20 &

OOOOOC
QOO
config :sms c,
batch _insert batch size: 200, # QOO
batch_insert flush interval ms: 200 # & OO
OO

# OOOOOORY /create async
curl -X POST https://api.example.com:8443/api/messages/create async

# NOT: /api/messages (&)
OOOOOY
OO
* SMS_C_queue size pending &
¢ DOOOOOOY
¢ DOVOOOOOOOOC
OO
1. QOOOOOOOOQ

# OOO®
rate(sms c message received count[5m])



# OO0
rate(sms c delivery succeeded count[5m])

2. OOOOOOQ

¢ DOVOOOOOOO

¢ DOVOODOOOOOOOOO
¢ OOV

3. OOV

rate(sms c delivery succeeded count[5m]) /
rate(sms c delivery attempted count[5m])

QOO
OOOOOC

¢ OO

¢ OOVOOOOOOY 5-10 ©O

¢ OOOOOY
OOOOO

¢ OOV

¢ OO

¢ OO
OO

¢ OO

¢ OO

¢ OOV
OO

¢ OO

¢ OOOOOY
¢ DOVOODOOOOOOR

OO

OO0
OO
¢ OORIOOOOOOOD”



* API ©& 500 &&
¢ DOV

OO
1. ©& SQL CDR &%

# MySQL/MariaDB
systemctl status mysql

# PostgreSQL
systemctl status postgresql

# G>OOOOMySQL/MariaDBeG®
mysgql -u sms user -p -h db.example.com -e "SELECT 1"

# OOOOOPostgreSQLE
psql -U sms user -h db.example.com -d sms ¢ prod -c "SELECT 1"

2. OO0

# Ping @Q0OO®
ping db.example.com

# OOOOOQOMySQL/MariabDB: 3306, PostgreSQL: 5432¢
telnet db.example.com 3306

# &

telnet db.example.com 5432

3. OO
# OO0
echo $DB USERNAME
echo $DB HOSTNAME
echo $DB PORT

# OOOOOOOOOOOOOMYSQL/MariaDB®
mysql -u $DB_USERNAME -p$DB PASSWORD -h $DB HOSTNAME

# & PostgreSQL:
# psql -U $DB USERNAME -h $DB HOSTNAME -d sms c prod

OO
OOV

# OOOOOOMySQL/MariaDB®
systemctl start mysql



# OOOOOOPostgreSQLY
systemctl start postgresql

OO
OO

export DB USERNAME=correct user
export DB _PASSWORD=correct password

# OOOOOO
systemctl restart sms c

OO0

¢ OOV

¢ OOVOOOOC

* OO VPN/QOO®
OOV
OO

config :sms c, SmsC.Repo,
pool size: 50 # OOOOOQ

OO
OO
¢ DOV
« API @000 &
¢ SOOOOOR
OOOOO
1. QOO
-- MySQL/MariaDB: &0
SET GLOBAL slow query log = 'ON‘;
SET GLOBAL long query time = 1; -- && > 1 &0

-- OOOOOESMySQL/MariaDB &
SELECT * FROM mysql.slow log ORDER BY query time DESC LIMIT 10;

-- PostgreSQL: <& postgresql.conf &S Q000
-- log min duration statement = 1000 # &&
-- QOO PostgreSQL &¢@



2. OOOOOOOC

SRR ORORC
SHOW INDEX FROM message queues;

-- OO0

- source _smsc
-- - dest smsc
-- - send time
-- - 1nserted at

3. OO

-- OOOOMySQL/MariaDBe
SELECT
table name,
table rows,
ROUND (data length / 1024 / 1024, 2) AS data mb,
ROUND (index length / 1024 / 1024, 2) AS index mb
FROM information schema.tables

WHERE table schema = 'sms c prod';

-- QOOOQPostgreSQL®

-- SELECT schemaname, tablename,

pg size pretty(pg total relation size(schemaname||'.'||tablename)) AS
size

-- FROM pg tables WHERE schemaname = 'public';

QOO
SOVOY

CREATE INDEX idx message queues source smsc ON

message queues(source smsc);

CREATE INDEX idx message queues dest smsc ON

message queues(dest smsc);

CREATE INDEX idx message queues send time ON

message queues(send time);

CREATE INDEX idx message queues status ON message queues(status);

OO

-- MySQL/MariaDB
OPTIMIZE TABLE message queues;
OPTIMIZE TABLE frontend registrations;

-- PostgreSQL
-- VACUUM ANALYZE message queues;



-- VACUUM ANALYZE frontend registrations;
OO

OOOOOY

-- QOO 30 SO0

DELETE FROM message queues

WHERE status = 'delivered'

AND deliver_time < DATE_SUB(NOW(), INTERVAL 30 DAY)
LIMIT 10000;

OO
OO
¢ OORIOOOR”
¢ OOV
¢ OO
OO
1. QOO0
df -h

# OO SQL 00> >OMySQL/MariaDBe
du -sh /var/lib/mysql

# & SQL OO0 OPostgreSQLE
du -sh /var/lib/postgresql

2. OO
# OOOOOOOMYSQL/MariaDB®

find /var/lib/mysql -type f -exec du -h &#123;&#125; + | sort -rh |
head -20

# OQOOOOOOPostgreSQLY
find /var/lib/postgresql -type f -exec du -h &#123;&#125; + | sort
-rh | head -20

# OOOOOQ
du -sh /var/log/sms c/*

OO0
QOO



-- OO0

DELETE FROM message queues

WHERE inserted at < DATE SUB(NOW(), INTERVAL 90 DAY)
LIMIT 100000;

QOO

# OO
logrotate -f /etc/logrotate.d/sms c

# OOOOOOD
find /var/log/sms c -name "*.log.*" -mtime +30 -delete

OO
¢ OOVOOOOC

¢ OOBOOOOOY
¢ DOOOODOOOC

OO

SO
OO0
¢ OOVOOOIOD”
¢ DOVOOOOOY
¢ DOVOOOOOO
OO
1. OO0

curl https://api.example.com:8443/api/frontends/active | grep
frontend name

2. QOO0

¢ OOOOORY /api/frontends/register®
e OO API 0000

¢ BOOOOOY 60 SO

3. & API &

grep "frontend.*register" /var/log/sms c/application.log | tail -20

OO



OOOOO®
OOOOOOR
curl -X POST https://api.example.com:8443/api/frontends/register \
-H "Content-Type: application/json" \
-d '&#123;
"frontend name": "uk gateway",
"frontend type": "smpp",
"ip address": "10.0.1.50"
&#125; "
POOVOVOOOPVVPOOOO/OOD
OO
OO 90 COOOOROOD 60 SOV
while True:
register with smsc()
time.sleep(60)
OO
° OO API QOO0

e && DNS &®
¢ OOOOOOOY curl

OOOOOO/O®
OO
¢ DODOOVO/OVOOOC
¢ DOVOOOOOY
¢ OOV
OO
1. OO0
¢ DOV
¢ DOVOOOOO
e OOOOOCPU/OOOO
2. QOO

# OO0
ping -c 100 api.example.com



# OO
netstat -s | grep -1 reset

3. OO

¢ DOVOOOOOOOOC
¢ OOOOOOOOO> 90 OO

OO
OOV
¢ OOVOOOOOOY
¢ OOOOOY
¢ OOVOOOOOOY
OO
¢ DOVOOOOOOOO
¢ OOV
¢ DOVOOOOOOOO
OOOOOOO
QCOOOOQ

REGISTRATION INTERVAL = 60

OO[OOOY

OO0
OO

* sms_c _charging failed count &<
. OOQOWVOOO“charging failed”
e OQOO® charge failed: true

OO
1. & OCS &0

# && 0CS API
curl -X POST http://ocs.example.com:2080/jsonrpc \
-H "Content-Type: application/json" \
-d '&#123;
"method": "SessionSvl.Ping",



"params": [],
"id": 1
&#125; "
SO {"result":"Pong"}
2. ©& 0CS >0
tail -f /var/log/ocs/ocs.log
3. QOO

# ©<& 0CS URL
grep ocs url config/runtime.exs

OO
OCS &0

# && 0CS &
systemctl status ocs

# OOOOOOD
systemctl start ocs

QOO

QOO

config :sms c,
ocs url: "http://correct-host:2080/jsonrpc",
ocs_tenant: "correct tenant”

OOOOOOO

config :sms c,
default charging enabled: false

QOOOOOOY
OO0
e OO OCS OOOOOOO

¢ OOVOOOOOY
¢ OOVOOOOOOOO

SO0
OO



* sms ¢ charging succeeded duration p95 > 500ms
° DOOOOOOOOOY
¢ OO
OO
1. OO
histogram quantile(0.95, sms ¢ charging succeeded duration bucket)
2. & 0OCS o0&
# 0CS o000
curl -w "%&#123;time total&#125;\n" -X POST
http://ocs.example.com:2080/jsonrpc \
-H "Content-Type: application/json" \
-d '&#123;"method":"SessionSv1l.Ping","params":[],"id":1&#125;"
3. QOO

# Ping 0CS &<©
ping -c 10 ocs.example.com

OOOOO
OCS &0¢
e OO 0OCS ©®
e && 0OCS ¢
¢ DOV
OO
e & 0OCS ©OOOOY SMS-C &0
¢ OOV
¢ OOOOO VPN/OO
OO
OO0

config :sms_c,
ocs timeout: 5000 # 5 &



ENUM 0000

ENUM &0
OO
* sms_c_enum_lookup stop duration &>
¢ OOV ENUM &
* & enum result domain @O OO
OOOOO
1. & ENUM &0
grep -A 10 "enum " config/runtime.exs

2. & DNS &0¢

# ©& DNS &
dig @8.8.8.8 elb64.arpa

# OO ENUM ©&

# && +15551234567:

dig @8.8.8.8 NAPTR 7.6.5.4.3.2.1.5.5.5.1.el64.arpa
3. & DNS 000

# OO DNS OO0
ping 10.0.1.53

# OO
nc -zv 10.0.1.53 53

SOOOY
DNS 03000
&> DNS®
config :sms c,
enum _dns servers: [

&#123;"8.8.8.8", 53&#125;, # Google &<& DNS
&#123;"1.1.1.1", 53&#125; # Cloudflare DNS

]
ENUM &S00

QOO



config :sms c,
enum _domains: ["el64.arpa"]

OO
OO

config :sms c,
enum_timeout: 10000 # 10 &

OO ENUMOOOOOOOO

config :sms c,
enum_enabled: false

ENUM &0

OO
¢ OOV O< 70%®
¢ OOV
¢ OO
OO
1. SOO000¢

# OO0

# OOOOO

rate(sms c enum cache hit count[5m]) /
(rate(sms c enum cache hit count[5m]) +
rate(sms c enum cache miss count[5m]))

# OO0
sms_C _enum cache size size

2. OOOOOOQ

¢ OOV
e OO TTL OO0

OO
QOOOOOOOC

¢ DOVOOOOOOOO
¢ OVOV < T70% OO

OO



OO NAPTR QOO0 0000 OOO0000
QOO
¢ OO

¢ DOV
e OOOO TTL

OO0

QOOOOOOR
OO
¢ BOOOOY
¢ BOOOOOOROROROR
* Erlang &&&@
OOOOY
1. OO
# & IEx 0000
Node.self()
# & :sms@nodel.example.com

Node.list()
#t OOOOOOOOOY

2. ©<© Erlang Cookie®

# O cookie ©¢©
cat ~/.erlang.cookie

# OOOODOOOOY
3. QOO0

# OOOOOOOOOOOO®
ping node2.example.com

# OO

nc -zv node2.example.com 4369

nc -zv node2.example.com 9100-9200
QOO

Cookie &0&¢&



SO OOOOOY cookied

export ERLANG COOKIE=same secret value here

# & ~/.erlang.cookie

echo "same secret value here" > ~/.erlang.cookie
chmod 400 ~/.erlang.cookie

OOV

OOOOOOO

# EPMD
iptables -A INPUT -p tcp --dport 4369 -j ACCEPT

# Erlang &<
iptables -A INPUT -p tcp --dport 9100:9200 -j ACCEPT

DNS &&¢
OO [P QOOOOOOOY
config :sms c,
cluster nodes: [
:"sms@l10.0.1.10",

:"sms@l0.0.1.11"
]

SOOOO
OO
¢ BOOOOOOOY
¢ BOBOOOOOOY
e Mnesia &
OO
1. OOOOORQ

# OCOOOOODIEXD
Node.list()

2. ©© Mnesia<®
:mnesia.system info(:running db nodes)

OO0



QOO

# OOOOO®
systemctl stop sms c

# OOOOOOOQ
systemctl start sms ¢ # <& nodel &

# OOODOOOOOOOOOOOQ
systemctl start sms ¢ # <& node2 &
systemctl start sms ¢ # <& node3 &

Mnesia &&&&

SOOOOOOOOY
QOOOOR

&<® Mnesia &&
OO

SOOR

API &&
API ©&&

OO

¢ OO0

¢ OOOOO

¢ OO
OO

1. ©& API &&&

# OOVOOOOOOOY
systemctl status sms c

# OOOOOO
netstat -tlnp | grep 8443

2. OOOOOO

# ©& iptables
iptables -L -n | grep 8443

# OOOOOQ
curl -k https://localhost:8443/api/status



3. & TLS &0

# OOOOOOOY
ls -1 priv/cert/server.crt priv/cert/server.key

# OOOOOOR
openssl x509 -in priv/cert/server.crt -noout -dates

SOOO®
COQVPOPIOOOD
systemctl start sms c
SOV

# & API ©&
iptables -A INPUT -p tcp --dport 8443 -j ACCEPT

OO
OOOOOOOOOOOOOC
OO
OO

grep "port:" config/runtime.exs

API && 500 &

SO
¢ DOV
* 500 @O
¢ DOVORY

SOOOY
1. OO0

tail -100 /var/log/sms c/application.log | grep "\[error\]"
2. OO Q

mysql -u sms user -p -e "SELECT 1"
3. OO



# OO
free -h

# CPU
top -b -n 1

# OO
df -h

OO
OOOOOOY

¢ OO
¢ OO

OO

¢ OO

¢ OO

¢ OO
OOOOOOO

¢ OOVOOOOOOOY

¢ OOOOOY
¢ OOOOOY

Web UI &&

&> Web Ul
OO

¢ OOO®

e 404 00O

¢ OO
OO

1. QOO
systemctl status sms c

2. OO0

netstat -tlnp | grep 80



3. ©& URL®
¢ OOV
¢ OOV
e HTTP & HTTPS®
OOV
OO
OO
grep "control panel" config/runtime.exs
QOOOOOOOOOOV80 © 40000
SOODOOOO
systemctl start sms c

OO

iptables -A INPUT -p tcp --dport 80 -j ACCEPT
LiveView &&&
OO
¢ DOOOOORQ
¢ OO
¢ OOOOOORYY WebSocket ©&
QOO
1. QOO
¢ SOQOOROOOFL2¢®
» && WebSocket &&
¢ SODOOOOOOOROROQ
2. OOV
OOOOOOOOOROOYY WebSocket®
location /live &#123;
proxy http version 1.1;
proxy set header Upgrade $http upgrade;

proxy set header Connection "upgrade";
&#125;



OO

WebSocket &&&&
e SOOOOOY® WebSocket
¢ OO
¢ SOOOOOR

OO

e OOOOCHrl+F5®
¢ OOV

OOOOOO

CPU &0
SO
« CPU &© > 80%
¢ OO
¢ DOV
SOOOY
1. OO0
top -b -n 1 | grep beam.smp
2. OO

# OOOOOO

rate(sms c message received count[5m])

# OOOQ

rate(sms c routing route matched count[5m])

OOV
OO

¢ OOVOOOOOOY
¢ OOOOOOY CPUSG

OOOOOC

¢ OO
¢ DOOOOY



ENUM 00000

¢ OOV
¢ OOV OY

QOO
SO
¢ OOO® > 90%
¢ DO
¢ DO
SOOO®
1. 0000
free -h
ps aux | grep beam.smp
2. OOOROORQ
sms c_enum cache size size
SOOO®
ENUM &000¢
¢ OO
« && TTL
¢ OOOOOOOY ENUM
SOOOOOROY

# OOOOOOODIEX®
SmsC.Messaging.BatchInsertWorker.stats()

QCOOOOODOOOOOOOY
OO

¢ OO0
¢ OOVOOOOOOY

OO0

¢ OOOOOY
¢ OOOOOOOC



QCOOOOOOOOOY

- OOOY
- OO
- QOO
SOOOO® - /var/log/sms c/application.log


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/OPERATIONS_GUIDE
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/CONFIGURATION
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/sms_c/docs/METRICS

|
ANSSI R226 000000

SO ©OOOO® OmniMessage OOOOOOOSMScOOOOOOL R226-3 &
R226-7 &&&>&& ANSSI R226 @00 0000000

OO OOV
OOV COOOOOOOOOOOANSSIO
OOO R226 - OO0 00000

1. QOO0
1.1 0000000

QOO ® OmniMessage SMScOOROOOORD

OOOOO QOO

QOOOR QOVOOOOOOORQ

OOOOY REST APIOHTTPS® @@ 00O OSMPPOIMS®SS7/MAP &0
QOO COOOOOY

&>&&® Elixir/Erlang®Phoenix &&&Mnesia®MySQL/PostgreSQL

OO

OOV

SOBHOOOOOOOS REST API
SOV ODDO SMPPOIMS®SS7/MAP &&
HHOOOOOOOOOD

SOOBOOOOO

HOBOBOOOOOOD

SOV OOOCDROGOOOD

SYOOD 1,750 OOO[/OODDODOODD 1.5 &G

OOV

¢ OOOOROOY Mnesia QOO OOOOOOOOY
o QOOOORAM SROQODOOOOOOOODD
o OOOOYdisc_copies SOBOOOOOOOOOOROROR
0 OOVOOOORDOOROOOROY
0 QOVOOOOROD 24 SRODOOOOOOR
* && CDR &&® MySQL/PostgreSQL @000 00
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SELECT * FROM cdrs

WHERE calling number = '+33612345678'
OR called number = '+33612345678'

ORDER BY submission time DESC;

-2 OODOOOOOOORR
SELECT * FROM cdrs
WHERE (calling number = '+33612345678' OR called number =
'+33612345678")

AND submission time BETWEEN '2025-11-01 00:00:00' AND '2025-11-30
23:59:59'
ORDER BY submission time;

- OO0
SELECT * FROM cdrs
WHERE (calling number
'+33687654321")

OR (calling number = '+33687654321' AND called number
'+33612345678")
ORDER BY submission time;
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# config/runtime.exs
config :api ex,
api: %{
enable tls: true,
tls cert path: "priv/cert/omnitouch.crt",
tls key path: "priv/cert/omnitouch.pem"

}
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# config/runtime.exs
config :sms c, SmsC.Repo,
username: "omnitouch",
password: "omnitouch2024", # OQOOOOOOOROR
hostname: "localhost",
ssl: true # OOOOOORXY TLS

OOOOOOO
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CREATE USER 'li readonly'@'s' IDENTIFIED BY 'secure password';
GRANT SELECT ON sms c.cdrs TO 'li readonly'@'s’';

- OOOOOOOOOOOORD
CREATE USER ‘'analytics'@'%' IDENTIFIED BY 'secure password';
GRANT SELECT (id, message id, calling_number, called number,
source smsc, dest smsc, submission time, delivery time,



status, delivery attempts)
ON sms c.cdrs TO 'analytics'@'%’';
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S>> CDRO®® cron®

OO0

OOOOOOOOOY
OO Ul/Ooo00®
QOO
QOOOOOOOO
OOOOOOOO

OO

# config/runtime.exs

config :sms c,
# Mnesia OOOOOOOOOD
message retention hours: 24,

# OOOODODOOOOOOOOY
delete message body after delivery: false, # &&& true SO OOOR

# CDR &0
cdr_enabled: true,



# OO0
batch insert batch size: 100,
batch insert flush interval ms: 100
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« && PDU &¢©
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¢ OO0
¢ OOV

OOV

# OO0 (CSV
mysql -u li readonly -p -D sms c -e "
SELECT
message id,
calling number,
called number,
message body,
submission time,
delivery time,
status
FROM cdrs
WHERE (calling number = '+33612345678' OR called number =
'+33612345678")
AND submission time BETWEEN '2025-11-01' AND '2025-11-30'
ORDER BY submission time
" --batch --silent | sed 's/\t/,/g' > interception report.csv
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6. OO0

OOO/OOOOO

&> 0mnitouch Network Services Pty Ltd
&>&>SPO BOX 296, QUINNS ROCKS WA 6030, AUSTRALIA

OOOOOROROY
OO compliance@omnitouch.com.au
SOOOOOROY
¢ DOV
e &>OOOOcompliance@omnitouch.com.au
OO[OOOOOD
¢ DOV

« &> compliance@omnitouch.com.au

O
OO ASDOOOOOOOOOD

A1 SOOOOOOOOOO
OOV [OOQ] = ODOODOOOOOOOOC
A2 SOOOOOOOOOO

OO BOoooOO CDR &

OmniMessage SMSc & SQL &&&&MySQL & PostgreSQLO OO QOO O QOO0
SOOOROOOOOOY

B.1 300000 % CDR ©©

OO O O OO
id BIGINT SO OO
message_ id BIGINT OOV OO0
calling number VARCHAR(255)<® MSISDN 2®®®®@®@®
called number VARCHAR(255) <& MSISDN OO
source smsc VARCHAR(255) 00000 OO/

dest smsc VARCHAR(255) 00000 OO


mailto:compliance@omnitouch.com.au
mailto:compliance@omnitouch.com.au
mailto:compliance@omnitouch.com.au

OO0 & OO
origin_node VARCHAR(255) Erlang @000
destination node VARCHAR(255)Erlang &o0oo000&
submission time DATETIME SOOOOOY
delivery time DATETIME OOOOOOO

expiry time DATETIME OOOOOROR

status VARCHAR(50) gg@@@@@@/@@@/@@/@@
delivery attemptsINT OOOOOO

message parts INT QOO

deadletter BOOLEAN SOOOOV

message body TEXT OO

inserted at DATETIME CDR ©000®

updated at DATETIME CDR 00000

& OOOOOO® SQL &0 CDR_SCHEMA.md
B.2 o000 CDR 0000

OOOOOOOOOOOD

SELECT * FROM cdrs

WHERE calling number = '+33612345678'
OR called number = '+33612345678'

ORDER BY submission time DESC;

QOODOOOOOOOO0

SELECT * FROM cdrs
WHERE (calling number = '+33612345678' OR called number
'+33612345678")

AND submission time BETWEEN '2025-11-01 00:00:00' AND
23:59:59'
ORDER BY submission time;

OOV CSVe

.mode csv
.output /tmp/interception report.csv

OO
OO
OO
OOV
OO
OO

OO0

QOO
OO
OO
OOV
OO
OO

'2025-11-30

SELECT message id, calling number, called number, message body,

submission time, delivery time, status
FROM cdrs
WHERE calling number = '+33612345678'
ORDER BY submission time DESC;
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1. && SQL &0¢

¢ BOOOOOR

« && SQL ¢

* JDBC/ODBC &<&

¢ OOVOOOOOOMyYSQL Workbench®pgAdmin®

2. REST API &&¢
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OOOOOOOVOOODOOOOOORL-25500DOOOO
DOOOOOODOOODOOODOOODOOY
OOODO[OOOODOOODOOOOOOOOO

OO OOOOOOOO runtime. exsO OO
DOOOOOODOOODOOODOOOOOOOY

Web UICOOOCRUDOOOOOOOO
OOODOOOOOOOOOOY
OO[OOOOOOOOOOOY
OOOOOOODOOOOOOOOOOOOOOOOY

O
OO

QCOOOOOOOOOOOY

O O O O
rule id OO OOV OO
calling prefix &&&/MilOOOOOOOOOOnil = SO &
called prefix &&S/MilOOOOOOOOOnil = SO
source smsc OO/l GSMSCOO®nIl = @O
calling match &&S/MIlOOOOOOOROOOOOOY
calling replace /Nl O>OOO OO
called match SOO/MILOOOOOOOROOOOOD
called replace OOO/MIlOOOOOOOOR
priority O& SOORRRL-2550DDOOOROROOO®



@ O O O

description OO  OOOOOOY &
enabled QOO OO/OOO &
continue OO QOOOOOOOOOOOO O alsed® &

OROIOROTORTOROTORTOROTOROR L L 2R OREOROTORROTORORROR ORI OTOTOTORORORORC

OO
OOOOOOOOO

1. OOODDOOOOOODOODOOOOOOOD
2. QOO DOOOOOOOOO®
o &&calling prefixo>OQ Y
o &&called prefixQo>OOO
o Odsource smscOOROOR
3. QOO
o &&calling match®calling replace® oo
o &&called match®called replaced®doo&
4., QOO
o &&continue: false - SOOOOOOOY
o &&continue: true - COVOOOOOROOOOOOOOOOOOOOOOD
&2
5. OOOOOODODOOOROOO®

OOOOOOOOOOY

continued O VOO OOOOODOOODOOOOOOY

OO
* NIlOVOOOOOOOOOOOOO

¢ OOVOODOOOOOOOOOOOY
e OAOOOOVOONINOO/OOOOOOOOOOOOY

OOOOOOOOOOO

OO

OOOOOOOOY
OOOOOOROconTig/runtime.exsOO OO OOOOOOOOOOOY

OOOOOOOOOOODOOODOOODOOOOOOOOOOOOOOOOWeb UIOOOOO®
QOOOOOOOOOY



QOO
OO

# config/runtime.exs
config :sms c, :translation rules, [
# SlOOOOOOOO+1
%{
calling prefix: nil,
called prefix: nil,
source smsc: "us domestic smsc",
calling match: "~(\d{10})$",
calling replace: "+1\1",
called match: "~(\d{10})$",
called replace: "+1\1",
priority: 10,
description: "OQOOOSMSCOLOQOOROOO+1",
enabled: true,
continue: false

}

# OODOOOOOOOROQ
%q{
calling prefix: "00",
called prefix: nil,
source smsc: nil,
calling match: "700(.+)$",
calling replace: "+\1",
called match: nil,
called replace: nil,
priority: 5,
description: "&00OQOOOOO+",
enabled: true,
continue: true # OOOOOOOR

}

# OODOOROOOOOQ

%q{
calling prefix: "+44",
called prefix: "+44",
source smsc: nil,
calling match: "~\+44(.*)$",
calling replace: "0044\1",
called match: "~\+44(.*)$",
called replace: "0044\1",
priority: 20,
description: "QOOOOOOOOOOO",
enabled: true,



continue: false

}
]

OO

OO
OO

QOO
COOOOOD

QCOOOOOOOOOVE. 1640
OO
OOOOOOOOOOOOOOOOY
SMSCOOO®
QCOOOOOOOOOOOO
OO
QCOOOOOOOOOOOOOOOOOOOOC
QOO
QCOOODOOOOOOOO

Webo&®
OOOOOOUI

OOOOOOOOOROOOY/number_translation®
OO

OOV OOOOOOOOOOOD
OOV OOOOOD
OOV
ROROJROR0R 72 V2 T2GRGRGROTS
SOVOOOOD
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3. OISO

OOOOOOO

¢ OO/ODOOOOOOOY

* | OOOOOODOOOOOOY

¢ OOVOOOOOOO

¢ DOVOOOOOOOOOOOOOOOOC

OO
OOOOOOORORY/translation simulator®
OO

OODOOOOOOOY
OOODOODOOOOO
OOOOOOOOO
QOODOOODOOOY
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¢ OOV OOOORLI0OOOY
OO

1. OO0
o POVOOOO
° OOOOOOY
o OSMSCOOO®
2. OOOOOQ”
3. OO0 Q
0 DOOVODOOOODOOOC
o OAOVOOOOOOOOOOOOC
0 OOVOOOOOOOOOOOY
B OOOOOOOOY
QOO
QCOOOOOOOOOY
QCOOOOOOO | OOTOOY
QCOOOOOOOO
B OODOOOOTOOOOD
4, OOOOOOOOOOOOOY
5. OOOOODOOOOOOY

QOO
QOO

OO 5551234567 - +1-555-123-4567
OO 9078720155 -» +1-907-872-0155
IRV LOLOL020R0

ORORORS
o0
— & 1
SO #1 (OO 10) L OO0 |
N[ JORORORCROROTORORS |

&&: 9078720155 - +19078720155 |

— OO 2

SO #2 (OO 20) L 00 |
DOOOOOOOD |

&&: +19078720155 - +1-907-8720155 |

— O& 3

OO #3 (©0® 30) |
SOOOOOOD |




&®: +1-907-8720155 - +1-907-872-0155]| 1
417

APIO®

OO

OO
translate numbers&OC OO
+ calling number®® o O OOO Q@
* called number@®@ O O OOOY
* source_smscOOOORROSMSCOO
* message idOOOORRROOOOOY

OO

 {:0k, translated calling, translated called, [rules applied]} - <

OO
¢ DOVOOOOOOOOOOOO0
¢ DOVOOOOOOOOOOOOC

# OOO®
{:0k, new calling, new called, rules} =
NumberTranslation.translate numbers(
calling number: "5551234567",
called number: "9078720155",
source smsc: "domestic gateway",
message id: "msg 123"
)

# OODOOOOOOOR
if rules != [] do
Logger.info("®®<® #{length(rules)} & O OS")
Enum.each(rules, fn rule ->
Logger.info(" - &<& ##{rule.rule id}: #{rule.description}")
end)
end

OO

# OO

{:0k, rule} = NumberTranslation.add rule(%{
calling prefix: nil,
called prefix: nil,



source smsc: "gatewayl",
calling match: "~(\d{10})$",
calling replace: "+1\1",
called match: "~(\d{10})$",
called replace: "+1\1",
priority: 10,

description: "&10000OO+1",
enabled: true,

continue: false

})

# OOOQ

{:0k, updated rule} = NumberTranslation.update rule(rule id, %{
enabled: false,
description: "&OQOOO"

})

# OOO®
:0k = NumberTranslation.delete rule(rule id)

# OOOOOQ
rule = NumberTranslation.get rule(rule id)

# OOOOOO
all rules = NumberTranslation.list rules()

# OOOOOOOOOOOOOOOY
enabled rules = NumberTranslation.list enabled rules()

O[OS

# OOOOOQ

backup = NumberTranslation.export rules()
# OO %{

# version: "1.0",

# exported at: ~U[2024-01-15 10:30:00Z],
# count: 5,

# rules: [...]

# }

# OQQIJSONSS
json = Jason.encode! (backup, pretty: true)
File.write! ("translation rules backup.json", json)

# OOOOOOOOORRORR
{:0k, %{imported: 3, failed: 0}} =
NumberTranslation.import rules(backup, mode: :merge)



# OOOOOOOOOOOOO
{:0k, %{imported: 5, failed: 0}} =
NumberTranslation.import rules(backup, mode: :replace)

QOO
OO

1. QOO0

OO

°© 1-10000DDODOOOOOOOOOOOOOY
° 11-3000000000

° 51-1000000®

° 101+O000OOOOOO

. OSSO continued®

o QOVOOOOOOOOOOOOOOcontinue: true
o OOOOOOOOOO®continue: false
0 SOVOOORDI4OOOOOOOOR

. OOOOY

° OOVOOOOOY
° QOOOOOOOOOOY“5551234567 —» +15551234567"<®
° POVOOOOOO/OO

. OO0

0 QODOOOOOOOOOY
° SOOOOALD\20OOOOOOO
° QOVOOOOOOOOOOOOOOY

. OO0

° OOVOOOOOY
0 OOVOOOOOOOOOOOY
° OOVOOOOOOOO

. OO0

° QOVOOOOOOOOOOOOOOO
° POVOOOOOOOY
o POVOOOO

. OO



0 SOV OOOOOOY
0 SOVOOOOOOOROOROOOOOY
o &&Telemetry@oQ OO0

O
1. OO0

0 SOVOOOOOOOOOY
0 QOVOOOOOOOOOOOOY
o &&continued>>S>&

2. OO0

° POVOOOOOOOOOOY
° POVOOOOOY
° OOVOOOOOOOY

3. OO0

o &O>&message idOOOOOOOO
0 QODOOOOOOROOOY
o SOOOOOY

4. OO0

0 QOVOOOOOOOOOY
° POVOOOOOY

o OOOOY

o DOOOOOOR

OOOOOOY
1. 00000

° 10000000 (\d{10}) $

o OOOOOM\+(\d+) $

° QOOOOOTO+(.+)$
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4. QOOOOOOOO O Otranslate numbers

OO

OO
QCOVOODOODODOOOOOOOOOOO

OOOOO
OOOOOOEventLoggerd oo

translation started: Q@@

translation candidates: ®QQQQQOQ

translation matched: &OOOOOOR

translation calling: SO QOO

translation called: SOOOOOD

translation continue: &&&&continue=trued>>S &
translation none: QOO

SOOmessage ide@@translate numbers/l1OOOOOOS

Telemetry®o<®
&>OTelemetry&OOOOO®

:telemetry.attach(

"number-translation-handler",

[:sms c, :number translation, :translate, :stop],

fn event name, measurements, metadata, config ->
# measurements: %{duration: &<&}
# metadata: %{rules applied: &&, ...}

end,

nitl

)
QOVOOOOOOO

QOOOOOOP5L0OPISSPI9®
QOOOOOOOOOY
QOOOOOOROY
continued > OO Y

&

Mnesiado 00O OOOOOOOOOODOOOOOOOY



OO0
QCOOOOOOOO

Q&
OO 1OVOOOOOD

QOO OOOOOOOOORE. 164 (+1XXXXXXXXXX)

# OO 1: 100000 OOOY

%{
calling match: "~ (\d{10})$",
calling replace: "+1\1",
called match: "~(\d{10})$",
called replace: "+I1\1",
priority: 5,
description: "OQOQl0OOOOO+1",
enabled: true,
continue: false

}

# O 2: 1 + 10000000000
%{
calling match: "“7~1(\d{10})$",
calling replace: "+1\1",
called match: "~1(\d{10})$",
called replace: "+1\1",
priority: 10,

description: "<& IXXXXXXXXXXED D &+TIXXXXXXXXXX",

enabled: true,
continue: false

}

# OOOOO

# "5551234567" - "+15551234567"S0 1O

# "15551234567" - "+15551234567"00& 2&

# "+15551234567" - "+15551234567"0000OOOOOO

OO 20VOOOOOOOOOY
SOV OOOOO+OOOOOOOOY

# OO 1: O00ODD+OOOOOOOOO®
%
calling match: "700(.+)$",
calling replace: "+\1",



called match: ""00(.+)$",
called replace: "+\1",
priority: 5,

description: "©00OQOOOOO+",
enabled: true,

continue: true # OOOOR

}

# OO 2! QOO
%{
calling match: "~\+(\d+)$",
calling replace: "00\1",
called match: "~\+(\d+)$",
called replace: "00\1",
priority: 10,
description: "&+OOOOO00OOOOR",
enabled: true,
continue: false # &

}

# OOOOO

# & 1: "00441234567890" - "+441234567890"000 1OOO®
# OO 2: "+441234567890" - "00441234567890"OO 20000
# ©&: "00441234567890"

# OO0 [O0 1, & 2]

& 3OSMSCOOO®
SOOOOOSMSCOOOOOOR

# OO 1: OQOOOSMSC - SOROOOOR 5&
%{
source smsc: "trusted gateway",
calling match: nil, # &&&
calling replace: nil,
called match: nil,
called replace: nil,
priority: 5,
description: "Q@OOOOROOOOOO",
enabled: true,
continue: false
¥

# OO 2: QOOOOSMSC - OO 10@
%{
source smsc: "untrusted gateway",
calling match: "~(.*)$",
calling replace: "+VALIDATE\1",



called match: "~(.*)$",

called replace: "+VALIDATE\1",
priority: 10,

description: "&OGROOOOOOPYOOO",
enabled: true,

continue: false

}

# OO 3: QOSMSCOOOOOOORQ 100
%{
source _smsc: nil, # OO
calling match: "~(\d{10})$",
calling replace: "+I1\1",
called match: "~(\d{10})$",
called replace: "+I1\1",
priority: 100,
description: "OQOQ10OOOOO+1",
enabled: true,
continue: false

}
OO OO
QOVOODOY » COVOOOY » COOOOOO

# OO 1: QOO0

%{
calling match: "7~0+(.+)$",
calling replace: "\1",
called match: "70+(.+)$",
called replace: "\1",
priority: 5,
description: "&OOOO",
enabled: true,
continue: true

}

# OO 2: OOOOOODOOOOOO®
%{
calling match: "~ (\d{10})$",
calling replace: "+1\1",
called match: "~(\d{10})s$",
called replace: "+I1\1",
priority: 10,
description: "@1l0OOQOO+1",
enabled: true,
continue: true



# OO 3: OODOOOOOORQ®

%{
calling match: "~\+1(\d{3}) (\d{3}) (\d{4})$",
calling replace: "+1-\1-\2-\3",
called match: "~\+1(\d{3}) (\d{3}) (\d{4})s$",
called replace: "+1-\1-\2-\3",
priority: 15,
description: "&&&&+1-XXX-XXX-XXXX",
enabled: true,
continue: false

}
# OOOOO
# ©&: "005551234567"
# & 1: "005551234567" - "5551234567"SO 1000Q
# && 2: "5551234567" - "+15551234567"OO 2000Q
# && 3: "+15551234567" - "+1-555-123-4567"00& 3000
# ©&: "+1-555-123-4567"
# OOOOD: [@Q 1, OO 2, && 3]
OO
SOOOROO®
¢ OOOOOOtest/sms_c/messaging/number translation test.exs&oo&
&
OOOOROOOOOY
OOOOROOOOOOO

&>&OMnesiad>>O& :mnesia.table info(:translation rule, :size)
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