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...Starting OmniPGW [info]
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Starting S5/S8 Broker on 127.0.0.10 [info]

Starting Sxb Broker on 127.0.0.20 [info]
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(runtime.exs o gims) wlwYl oSl #
mobill ol g #
tli Yl b pusss #

config

lall zd90

/pgw_C
/config —

config.exs —
dev.exs —
prod.exs —
runtime.exs —

solall JSagll

config/runtime.exs #
import Config

:logger, level: :info
,config :pgw c

,{...}% :metrics
,{...}% :diameter

,{...}% :55s8
... }% :sxb
{...}% :ue
...}% :pco

oeoSil pluusi
ue_all

.OmniPGW aél ;o) Prometheus juwléis jruao (s

298l alis

,config :pgw ¢
}% :metrics

o Lol oo Jubei/uSas #

,enabled: true

HTTP ool by ) IP ol guc #

,"1p address:

"0.0.0.0



,port: 9090

(i U dodU) oMzudl pMesw!l 1,55 0w #
registry poll period ms: 10 000

{
w Lolsoll
0 oll ol eVl gl aolsoll
ounlaoll jaae uSas true Boolean enabled
&o> = 0.0.0.0) Lo Jl plgic , " String .
(eIl 0.0.0.0 (IP) ip address
metrics/ alg aasid HTTP xaio 9090 Integer port

J=udl wlhlas) pMeiwdl 6,09 000 10 Integerregistry poll period ms

£

220 IP glgins laull - gl VI

}% :metrics

,enabled: true

6yloYl aSuw # ,"ip _address: "10.0.0.20

,port: 9090

o lgi 5 JS pMeiwl # registry poll period ms: 5 000
{

:lag9 localhost - ,glaill

}% :metrics
,enabled: true
,"1p address: "127.0.0.1
owlbid ¢ daio # ,port: 42069
registry poll period ms: 10 000
{

toum ol Jaloss

}% :metrics
enabled: false

{

vunléoll Wl g0l

dwiol yioVl ay Legidl abai #
curl http://<ip _address>:<port>/metrics

JUno #
curl http://10.0.0.20:9090/metrics
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,config :pgw C
}% :diameter
Diameter oYlasy g loswdd IP ylgic #
,"listen ip: "0.0.0.0

OmniPGW (Origin-Host) — awolxJ| Diameter & on #
,"host: "omnipgw.epc.mnc001l.mccO01l.3gppnetwork.org

OmniPGW (Origin-Realm) _ plxJ| Diameter gl #
,"realm: "epc.mnc001.mccO01.3gppnetwork.org

PCRF ol 81 g0 das s #
] :peer list
}%
PCRF . aolxd| Diameter &, g #
,"host: "pcrf.epc.mncO01.mccOO1.3gppnetwork.org

PCRF gl #
,"realm: "epc.mnc00l.mccO01.3gppnetwork.org

PCRF _, oLl IP olgic #
,"ip: "10.0.0.30

PCRF — JLlas ¥l so, #
initiate connection: true

{
[
{
wlolxoll
o gll wolloo €oull aolzoll
: Diameter J gloiwV! ylgic Py String (IP) listen_ip
0% Ol wn) OmniPGW  oldl Origin-Host %5 String (FQDN) host

(FQDN
OmniPGW , oI Origin-Realm o String realm
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o gl wolloo | aolaoll

(Domain)

PCRF yl 8l wlysss ey Listpeer_ list
to sl §aeSs

o gll wolloo €oull aolzoll
PCRF , aolxll Diameter aga ox String (FQDN) host
PCRF ylai o String (Domain) realm
PCRF , (oI IP ylgic Py String (IP) ip
PCRF , Juai, OmniPGW yls 5] ey Booleaninitiate connection
FQDN  ganuis

:Diameter FQDNs wbLga (9% oi U

Cao #

"host: "omnipgw.epc.mnc001l.mcc001.3gppnetwork.org
Caxo put #

FODN yuuJ # "host: "omnipgw

Coomo & host: "10.0.0.20" # IP
:3GPP  ganuii

hostname>.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org>

alio |
omnipgw.epc.mnc001.mcc001.3gppnetwork.org (MCC=001, MNC=001) -
MCC=310, MNC=260 - T-) pgw-c.epc.mnc260.mcc310.3gppnetwork.org -
(S5 oY1 Mobile

:3>lg PCRF

}% :diameter

,"listen ip: "0.0.0.0

,"host: "omnipgw.epc.mnc00l.mccO01l.3gppnetwork.org

,"realm: "epc.mnc00l.mccOO1.3gppnetwork.org

] :peer list

}%

,"host: "pcrf.epc.mnc00l.mccO001l.3gppnetwork.org
,"realm: "epc.mnc001l.mcc001.3gppnetwork.org
,"ip: "10.0.0.30
initiate connection: true

{



[
{

:(LSS) 6200 PCRFs

}% :diameter

,"listen ip: "0.0.0.0

,"host: "omnipgw.epc.mnc00l.mccO01.3gppnetwork.org

,"realm: "epc.mnc00l.mccO01.3gppnetwork.org

] :peer list

}%

,"host: "pcrf-primary.epc.mnc00l.mcc001.3gppnetwork.org
,"realm: "epc.mnc001l.mcc001.3gppnetwork.org
,tip: "10.0.1.30
initiate connection: true

I{
}%
,"host: "pcrf-backup.epc.mncO0l.mccO01.3gppnetwork.org
,"realm: "epc.mnc001l.mccO01.3gppnetwork.org
,"ip: "10.0.2.30
initiate connection: true
{

[
{

:PCRF ol sl JLaiVl

}% :diameter
,"listen ip: "0.0.0.0
,"host: "omnipgw.epc.mnc00l.mccO01.3gppnetwork.org
,"realm: "epc.mnc00l.mccO01.3gppnetwork.org
] :peer list
}%
,"host: "pcrf.epc.mnc001.mccOO1.3gppnetwork.org
,"realm: "epc.mnc001l.mcc001.3gppnetwork.org
,"ip: "10.0.0.30
PCRF Jwois > jhis| # initiate connection: false
{
[
{

Diameter Gx ag=ls §ilis : pla



https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/diameter-gx

S5/S8 (yuoKi
wo sl
SGW-C go Juolsill GTP-C agzly csSi

eSil alis

,config :pgw cC
}% :s5s8
S5/S8 ig>lg) M=ol IPV4 ylgic #
,"local ipv4 address: "10.0.0.20

A= IPV6 glgic s, Lis| #
,Llocal ipv6 address: nil

(2123) ol ,i9Y1 GTP-C 3hi0 jolx i, Las| #
local port: 2123

{
wlolxoll
ool ol 9Vl ol aolsoll

S5/S8 ag>lg) IPV4A (lgic wellao String (IPv4) local ipv4 address

(sulizl) S5/S8 ag=lg) IPVE plgic nil String (IPv6)local ipv6 address

(2123 uwlall 3ai0Jl) GTP-C J UDP a0 2123 Integer local port
JsSgig pdl Juolas
2 )oYl GTP-C : JgSgig alle
UDP :Jadl.

2123 :samliadl 3920l
SGW-C o Jssiwy :elzuVle

(o) loas IPV4
}% :55s8

“local ipv4 address: "10.0.0.20
{

ta> g2 jo IPV4A + IPV6
}% :s5s8

,"local ipv4 address: "10.0.0.20
"local ipv6 address: "2001:db8::20



{
}% :55s8

,"local ipv4 address: "10.0.0.20
oo daio # local port: 2124

{

AP plgis Lusl

duauao & Lil/6,lb] S paxiwle

SGW-C si¢ gro> o Joogl aillo] o 2SLie
Wl 9leill (VRRP/HSRP) 1Sl juic|e
tasloadl o aclgo

SGW-C o GTP-C J zlewdl #
iptables -A INPUT -p udp --dport 2123 -s <sgw c network> -j ACCEPT

Sxb/PFCP (.95
e all
(prximiall alas) PGW-U go Juolsill PFCP agzly 1155

eoSill alis

,config :pgw C
1% :sxb
PFCP ¢ Jol gil) d=xaldl IP ylgic #
,"local ip address: "10.0.0.20

(8805) ol 59Yl PFCP 34io jolxs s, lLiis| #
local port: 8805

{
w lodnoll
o gll ol oVl gqill aol=oll
PFCP J gliwdl plgic wellao String (IP) local ip address
PFCP UDP xsis 8805 Integer local port

‘@@o



upf_selection (s oo Lilali UPF gLl groz> Jazumi @@ cae

Juid] ey aie (bLizYl acgozo + aclgall)
dyuaauabd|bAﬂxdluhthumJ|UPFSp1zww°
"<UPF-<ip>:<port" :ll ojlin| oi pwl®
(UPF lay iz jlaiil) lakis & PFCP bl le
L)IS-’ 5 gALn.” 8=y 0)4.90

.Juasia]l upf selectlon,&mw.JsLJuggzaMBIJPP[ﬂuyllsbsL}SKJPH

obsl UPF Lis| wlzgliwl lail

9S8 ) il DNS e aaiuiSall UPFs J (Sioluadl Lol o> oire

remote ip address:

remote ip address:

aliol
tesadV 2zl 5ugSs

}% :sxb
“local ip address: "10.0.0.20

{
L Lels upf selection 9 UPFS guo> Juimuws piaw #
"UPF-10.0.0.21:8805" : L5 Ll osliv | o5 pwl - #
(UPF Jois iz ,La;l bis ,u¢ PFCP LLs 1 - #
9|9_5'5u.l_n_1."|da+_56_).1_9-#

1% :sxb

,"local ip address: "10.0.0.20

owlid ¢ PFCP 3aio # local port: 8806
{

:UPF ,Li® @] go JolS Jlo

}% :sxb
“local ip address: "10.0.0.20
l{
}% :upf selection
] :rules
}%
, "name: "IMS Pool
,priority: 10
,match field: :apn
,/$match regex: ~r/"ims
] :upf pool
"10.0.1.21", remote port: 8805, weight: }%
, {100
"10.0.1.22", remote port: 8805, weight: }%
{100

{



o [
] :fallback pool

{remote ip address: "10.0.2.21", remote port: 8805, weight: 100}%
[

{
(10.0.2.21 .,10.0.1.22 ,10.0.1.21) aMiJ| UPFs guo> Jomus pinw #

I Lels
H(sSaoliuo Jazuws) DNS e o5l Las

}% :sxb
“local ip address: "10.0.0.20
I{
}% :upf selection
,dns _enabled: true
,dns query priority: [:ecgi, :tai]
,"dns suffix: "epc.3gppnetwork.org
] :fallback pool
{remote ip address: "10.0.2.21", remote port: 8805, weight: 100}%
[
: {
JoVl ploaxiwyl e BSiwo Liu s DNS e aaiiSed| UPFs Jimws oiaw #

UPF Lizs] olbowsl il

2555 o Blal UPF osl gra> Juzaws piy UPF Lzl 1555 basaunsi o5 1 g
.upf_selection

g sl upf_selection pws 9 UPF jLis| (0S5 oi
Jaxdl Ojlei wlegaze go blaiVl (e aild auzgi - aislidl acloall.1

&?9.0.“ wle 258 (Saoliys UPF LoliST - DNS whblac].2
DNS Jinaig a¢clgs sl gullais ¥ boaic auinl i8] ac gozo - lolizVl acg90=0.3

SLis VIl aglgl waiys
Jorll 155 ol gaze o blai¥l (s aild azsi - (asslsl lel) amslidl aslgall 1

gdsoll (e @ils Saoliy UPF (slawss| - (U3l aslsl) DNS (nle aislall ,LasVI.2
DNS iy a£lss 5T ullais Y Loxis apiol i8] acgazo - (a9)g] wiol) lobizVl asgomo.3



UPF Lusl 9 9955
as liodl assUsoll Jgo>

t030 dudzll Slaw o sl ol aull aelsall gllai ol HSay

Jlodl loos o gll ad,lUooll Ja>
Jsine) *.3133807 wilel (ol I iinall a9 imsi:
: (osSaal Jsanall '
.\ims” gl .\internet” DNN / Jgwogll dlasi ol apn:
313380%$" dgoaxll aSuidl L9 420 SErving network plmn_id:
*..\100.\10" SGW J IP ylgic sgw_ip address:
*, 3137 auill adlaiol PLMN (9 520 uli tai plmn_id:
*.313" E-UTRAN adx] PLMN 9,20 uli ecgi plmn_id:

Lol L oluluyl 2 iasti i ad Lol
53310 UPFs Ll VD8l rolle 3lsi idasll U:'j: eyl ol UPF wlegamne
coli ueSs S “ﬁy'/IMSJ:’j i35l juas APN oJ] 15l
aoslall el auies wolyi> arss Jlsadl wlogy,liws IMST ] 15Lisasl
pindalecers £5all, gl 1sSanlis "***”S”LMJEJ(} DNS JJ I3Lianl
allio 0955 Y 25 UPF 3555 sl olol a%is LolusVl acgame
s g 50 35,5 ) ol sl il st el s

i

Lo lSI anul=dl sLini] 9

UPF Lzl s 58 Loy dnmd=ll sliwy algill G| aladl go JolSdl $92il ildl pun ]l 30 i
:PCO ¢ Jog

tanaani 1 sl Lo lés
:UPF Lz asglol.1
bli>Yl &cgame = DNS CLiuiS| = (bolaiVl i lao) il aslsalle
J> ol gror 8 axall driai gulai pio

S 8leid (ol Y1/ Lol dJa;o

UPF go Jolgill Juolai) PECP dgzlg : lailo
:PCO s Jo asglol.2

o)l PCO (585 = DNS i P-CSCF osLiwsS| — saclall PCO jglmso
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(wloluoYl ol J9gs i uvo Jaxd saelall jolx) Jax)l coms @od©
ibasoll PCO wladro e Jguaxll PCO 656 : plail

:P-CSCF sLiuiS| as9lgl.3

PCO - sxslall euli PCO - L))l DNS LSl - sxcls JS) FQDNe
walle OO

asuall guiig OLiSYI G lao) P-CSCF a8l 0 1 pdasle
toswdl JolSG.4

+ Carvaill &€ gamo) Lallas cu il e omaidl Ol 13] Lo PCRE s
(Online=1

aal=] sliw] b aaxdl OCS gios®

CCR-Update ,us xjall cllnys d@axll PGW-C gy, ©

oxidl Juolad Diameter Gy ag=lg ¢ Diameter GX dg=lg : lasl©
JolS 515G Jlio

;0L il Jamas go oo gozall sazio UPF izl el JolS Jlo |

,config :pgw c
upf selection o U Lals UPFs guo> Juzws pis - PFCP ag>lg #
}% :sxb
“local ip address: "127.0.0.20
' {

B Ll La a9 20| UPFS guo> Jumwsi pin - UPF Lo ghis #
}% :upf selection
DNS e o5 Ladl LVl ololoac] #
,dns _enabled: false
,dns _query priority: [:ecgi, :tai, :rai, :sai, :cgi]
,"dns suffix: "epc.3gppnetwork.org
,dns timeout ms: 5000

(e sV IN S s N o it it i el SIS VI S e [fgon

) ) ] :rules
iy olgl el - IMS &S > 1 soclall #
}%

, "IMS as ,>" :name
,priority: 20
,match field: :apn
,"match regex: "~ims
] :upf pool
remote ip address: "10.100.2.21", remote port: 8805, }%
, {weight: 80
remote ip address: "10.100.2.22", remote port: 8805, }%
{weight: 20
[
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I{

suwdo APN :2 saclaldl #
}%
, Tawmwdol | &S >" iname
,priority: 15
,match field: :apn
,"match regex: "~(enterprise|corporate)\.apn
] :upf pool
remote ip address: "10.100.3.21", remote port: 8805, }%
{weight: 100
[

o {

¢ jgo - wis Yl &S, 3 6)&ljJ|}#
yled s Yl as " iname
,priority: 5

,match field: :apn
,"match regex: "~internet
] :upf pool
remote ip address: "10.100.1.21", remote port: 8805, }%
, {weight: 33
remote ip address: "10.100.1.22", remote port: 8805, }%

, {weight: 33
remote ip address: "10.100.1.23", remote port: 8805, }%
{weight: 34
[
{

o [

DNS Jiras g a6lod sl @y lhis ¥ losic pozimi - bLisY| dcgano #
] :fallback pool
remote ip address: "127.0.0.21", remote port: 8805, weight: }%
{100
[
{

PRTITIN | IS N |

SN | B | PO |

ex as Wl upf selection o UPFs o> Juzuws pi tosslaidl Jusuuid]l &
x>y pad (59 OOV 15855 UPF JLiz| groz 1558 p0 19%s O

(b=lg UPF J (uiz) upf pool guwis pozxiows a£lgsll gro> augllas wilcgome O
V990 &1js o daaxo dblizl icgoxs plaie (slobuml O

LYl 2£l65 go caiz | Giz DNS whlac] :DNS JolSi &e



JsYl plaxziw¥l ais Elal DNS ¢ aaiiSall UPFS Jarui ai tosSaolins Juzans &¢
0lsi 5 JS s wlay go 4isSall UPFS gra> aidlso pis :azuall axdl o &

: $olodl guaiidl o 6,2l

(Golloo 22y o)) sxb.peer list Jsa> :alj] cuwoie
0lLsY wlyeSi (9 azorall selection list rallj] caose
Lli>Yl écgazos UpT selection aclgsd (o s oYl UPF wlay 2 gra> e

:UPF wlcgozo Josri «aaS
amall UPFs G| lass g 0ll 45,5 azi e tazualls glg Llusl 1

aliio 839880 b wlaw 3 o J.gi + Lo PFCP byl = m,ano
SRO L@.n.o .5| Jla L)S" pJ |)| UPFS &m? u\” o.)3.vJ|

ois sl aislbwll alblu>Yl UPFs J weight: 0 poxiwl :(slolizVI/lowiaidl oc5.2
alaid | Juines boaie las9 lelapinis

o 0955 bais g 0l 45,5 il :(weight > 0) alawisidl UPFse©

o> 09 baic lnsg g,0ll 45 > (alis :(weight == 0) axdolui>VI UPFse
aloiii e alniidl UPFs

lelowinis e weight: 1S ablisYl UPFS go Jolail pis©

olisYl Gle £l oo UPF | Blguiie auly JS ousi pis t09 90 wilgans HLusl.3

23. ] %10 .22. (J] %20 .21. J] e %70 soMel JLmJI 9
UPF el aismall clualall o 0l = eVl o elle
_9l.u.u.o &g = dJ‘gl.u.LA.n.” u|)_9y|o

Jusiail] 53, 38 Blali wleganall (9 UPFS gror s ais opilalid] Jamanil].4

"<UPF-<ip>:<port" :EGlal bsliu) i slawlo
u|3.; 5 JS s wlay Josii jue PFCP bls)l :avol il wlslae]o
aigSoll UPFS grox) ay gall auall guiie
o Lis VI il go asualls glg ,Lisl
] acgoxmall
v o .50 UJS—“ :UPF-A
v oo 30 g ed| :UPF-B
v o .20 U)B—” :UPF-C
[

100 = 20 + 30 + 50 :,lSUl o el



tousd | ol U
UPF-A: 0-49  (50%)
UPF-B: 50-79 (30%)
UPF-C: 80-99 (20%)

UPF-B L lix, ~ 63 15 |giuc d,
UPF-A S Ly = 15 18 lsie b
UPF-C S lisy = 91 1o lgiac ob

t onlo Luis Y/ dowiaid | Juias Jlio

] radoYl dcgamall
(i) v oo 100 o od| :UPF-A
(b L 1) v s 10 gjsll :UPF-B

[

[UPF-A: 100] :ahis &dcgoxo ploxiwl -

Jia, UPF-A :2 o, Liswll
dymo dis UPFs azgs Y -

[UPF-B: 1] :,blusYl Jiwas -

UPF-B J| Jaiis Lol aS,> groz -

"aub LisYl UPFs Ju=as ahii af abiill UPFS gro>" iz -

ismo UPFS 2395 ¥ -
[UPF-A: 100. UPF-B: 0] :ale Sl acgazall plaxiwl -
(Jias 28 JLas ¥l adglo) 0lseYl o LLas| -

ado S| acgozmall ploxiwl sacgozmall 8 asmo UPFS azgs ¥" tlimui -

"b Li> LS
rassbiadl o jigll loLosl

(IS %25) glwio gu_joi #
~ ] :upf pool

,{remote ip address: "10.0.1.1", remote port: 8805, weight: 1}%
,{remote ip address: "10.0.1.2", remote port: 8805, weight: 1}%
,{remote ip address: "10.0.1.3", remote port: 8805, weight: 1}%
{remote ip address: "10.0.1.4", remote port: 8805, weight: 1}%

[

(%10 / %90) €90 Juoxs #

] :upf pool
,{remote ip address: "10.0.1.21", remote port: 8805, weight: 90}%
{remote ip address: "10.0.1.22", remote port: 8805, weight: 10}%

[



(hicid | Jiiy > b Lo %0 hiil) %100) oblLii>| o bis #

] :upf pool
,{remote ip address: "10.0.1.21", remote port: 8805, weight: 100}%
bis #

{remote ip address: "10.0.1.22", remote port: 8805, weight: 0}%
(bisJl Jas e lao) blois| #
[

(bdiis |l oie gj90 Juoxi) dozio wbliis| go ki #
] :upf pool
,{remote ip address: "10.0.1.1", remote port: 8805, weight: 100}%
bis #
,{remote ip address: "10.0.1.2", remote port: 8805, weight: 0}%
1 bl #
{remote ip address: "10.0.1.3", remote port: 8805, weight: 0}%
2 bls| #
[
50/ e bl Joxy basdl Jas 15] %100 (Je Joxy ki)l raxgaidl #
.%50

A/B (50% / 50%) _Ls| #
] :upf pool

,{remote ip address: "10.0.1.100", remote port: 8805, weight: 50}%
o]l oYl #

{remote ip address: "10.0.1.200", remote port: 8805, weight: 50}%
waxdl oyl #
[

:,olmuvl Vs>

ol il aisludl abli>Yl UPFs J weight: 0 ,oml UJoI..;:UI/JaouI J..u_o

i)l wlay ol PFCP Lyl UPFs x5 sis oilalidl Liall :amualls gls oolle yolgse
asad| 850) 60220 UPFs e Joxll g jgs ._,\.n_qyl ewgille

3515 UPF Jsoms o s lalil] g joill gy tenlle ,lgse

(2932 %5 o235 %95 Jliall Lo oole) U i) olseY] il sy

AV axaall s UPFS | 1o 50l 85,5 00 3i5all azos RIS aoni®

:(J9S9igrll 195 wll>) PCO wljsl

S lualal) ol 19Y1 PCO (5655 jolais dwamaro PCO wljslni UPF Lzl sacls JS sax of oSas
.aalizo dS.LAMuLD.l&D;_;\.ﬁJ.UJSJ.ﬂJI 45_).7_9|APNSU.04.0.1.A.7&°&|_943’ Im@w cuuUao.”

:PCO wljglu Joxi 0.8
b jolxi a5 il PCO Jgi> lnsd sos raws jo wljglu.l

i I PCO 195 Yo pudll B2axall it Jgamll poxins ool jiol g2l ,5.2
aalizo PCO wljgl e saclds JS soin 0l oSoy 60268 JSI 50206.3



ol ,i8Y1 PCO Lle ay5)gYl saclall PCO 35b :esliglgVI gos.4

PCO s Jo Juulw©®
:PCO Jé> JSI ayolgVI caniyi

(a38)9] lel) baclal]l PCO jolxi.1
(Lis ¢5lisl)) DNS e P-CSCF osLiwsl.2
(&2l / aslsl idl) salladl PCO (195:.3

seris JS jolois ammsall 45,5 82215 (DNS glais IMS awul> :Jlio

P ("IMS aS 5" sac v asy U ) IMS awls>

(bacladl ¥ lajoli pin pd) wodledl o :DNS polgs —

(6ac Ladl 9 aiussi o5 p _cscf discovery fqdn) DNS e LS| 5o :P-CSCF —
DNS Jis 15] soclall yo gzl s —L

(bacladl ¥ b jol pin pd) wodledl o :MTU —

("awwsad | aS 5" sl ady Wbo) awwdoedl awl>
(192.168.1.11 ,192.168.1.10) sacladl o :DNS polgs> —
(e lad]l ¥ Lol piun o) wodledl o :P-CSCF —
(1500) saclaJl o :MTU —

t(ady o 80c 8 0595 Y) aunl 9l awls

wod Ledl 5o :DNS polgs> —

wod Ledl WliiSYl uSesi o5 13] DNS gl udledl o :P-CSCF —
wod Ledl o MTU —

ra>liall PCO jgloi Joi>

i I DNS eols glgic - primary dns server addresse

s9Wl DNS esls plgic - secondary dns _server addresse

o I NBNS peols glgic - primary nbns server addresse

s9Wl NBNS el ¢lgic - secondary nbns server addresse

2955 plail - (IMS J) P-CSCF polg> uolis aoils - p_cscf ipv4 address liste
wSao iyl P-CSCF wlisY P-CSCF asl 0 ¢ PCO

eyl MTU ex> - ipv4 link mtu sizee

:62£l6 JSI P-CSCF 5Ll
: wSxolyall P-CSCF GsLawS| UPF | lis| xlgd o of oSas PCO wljsli ] aslioyl,

DNS e o5lall P-CSCF LSy p _cscf discovery fqdn - (String) FQDNe
("pcscf.mnc380.mcc313.3gppnetwork.org" \Jlndl Juw le)

tdoleoll 032 Huswi oiy Loaic

dadzl sliwi] slil sazall FQDN (¢ DNS sz ¢l,5L, PGW-C pgiy. 1
P-CSCF J IP (yi5lizs &ails DNS p3l5 x42,.2
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ayxall P-CSCF polgs laao Elali DNS sz, - NJladl jolgalle

:yowaio P-CSCF go IMS aS > :Jlo

] :rules
}%
, "IMS as ,>" :name
,priority: 20
,match field: :apn
,"match regex: "~ims
] :upf pool
remote ip address: "10.100.2.21", remote port: 8805, weight: }%
, {80
remote ip address: "10.100.2.22", remote port: 8805, weight: }%
{20
o [
P-CSCF (u 9 lird DNS e S0 Lino pMeiwl :P-CSCF @ LliiS| #
FQDN lxa oJ| 15 Lowl 44Jl2J| P-CSCF uglic DNS éxy ousy #
,"p _cscf discovery fqdn: "pcscf.mnc380.mcc313.3gppnetwork.org
Jivw 153] bl poiws) daawmo P-CSCF polg> e Joxs IMS oluls #

(DNS
}% :pco
p cscf ipv4 address list: ["10.101.2.100", "10.101.2.101"]
s | pco 0 oS5 go wlol ,59Yl DNS. NBNS. MTU posiwsiw #
{
{

[

] :rules
}%
, "awmwdod | &S >" :iname
,priority: 15
,match field: :apn
,"match regex: "~(enterprise|corporate)\.apn
] :upf pool
remote ip address: "10.100.3.21", remote port: 8805, weight: }%
{100
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,

o MTUg uuwso DNS e Joxi ammwsold| oluwl> #

}% :pco
,"primary dns server address: "192.168.1.10
,"secondary dns server address: "192.168.1.11
ipv4 link mtu size: 1500

{
[

:(PCO Jgo> gro>) JolS jolxi : Jlo

] :rules
}%
Vdo ULy - name: "APN IoT
,priority: 10
,match_field: :apn
,"match_regex: "7iot\.m2m
] :upf pool
remote ip address: "10.100.5.21", remote port: 8805, weight: }%

o [

Jo BLIL yawexxo PCO e I0T oluds Joxs #

}% :pco
,"primary dns server address: "8.8.8.8
,"secondary dns server address: "8.8.4.4
,"prlmary nbns server address: "10.0.0.100
,"secondary nbns server address: "10.0.0.101
ToT _J P- CSCF Y # ,[] :p_cscf_ipv4 address_list
soaioll 8,620 Lswl ipv4 link mtu size: 1280 # MTU

{

{

{100

[
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ozl s Lini] @ lasod amdzll 5,0 ¢ ESuoliys aaiuiSall UPFs go PFCP L,

}% :upf selection
DNS e oo Ladl LYl uSos #
,dns _enabled: true

iy )oYl wui i ww> Lgis pMeiw gdlgall gloil #
,dns _query priority: [:ecgi, :tai, :rai, :sai, :cgi]

NAPTR o lLoMsiwY DNS as>MJI #
,"dns suffix: "epc.3gppnetwork.org

ini U Juoll DNS pMesiwl algo #
,dns timeout ms: 5000

. bLisY] agameg aclgall ... #
{

: by oS DNS e piladl [ Lis Y Jos

(Js1 asolol) aisli aclgd s gallais ¥ Losic Lis DNS Lis| plaziwl i tasglgVI.1

:UE gdg0 J| I3Liwl NAPTR DNS o loMsiw! i : o Maian VI 2ulgs.2

ECGI: eci- pMeiwle
<hex>.ecgi.epc.mnc&lt;MNC>.mcc&lt;MCC>.epc.3gppnetwork.org

TAI: tac-lb<hex>.tac- pMsiwle
hb<hex>.tac.epc.mnc&lt;MNC>.mcc&lt;MCC>.epc.3gppnetwork.org

Jilooll 3GPP TS 23.003 gumis CGly SAly RAT wloMsiww| guis©

aiylloo Ble sirll pi i @9d9Y i > g0 £95 JS Jol tJaalausdl &>1,5.3
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PLMN 313-380 4w TAC 100 —J NAPTR Jxw ;
tac-1b64.tac-hb00.tac.epc.mnc380.mcc313.epc.3gppnetwork.org IN NAPTR
.10 50 "a" "x-3gpp-upf:x-sxb" "" upf-edge-1.example.com

UPF J A J=w ;
upf-edge-1.example.com IN A 10.100.1.21

:‘ol.):'u'uu.lyl w V>

a9kl UPFs o1 (] wlulzll axzsi :(MEC) Jgaogll 63axi0 ax9 loll amwglls
sl 2=
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allio 83900 ald wlian 3 o U1 ealédl yows duloimml.2
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Bumuo WWI o sl O 13] e pat UPF s,

PFCP (assoc1ated false) bli,l slis] piy oJ*
629800l adliall cdall wliaw uo)JSI ol 3¢
UPF)JJQJ d.L.Lo.C q.;LZu.ul ©X1< _9| J.lax;

aslall aJl
:(upf_selection () aigSoll UPFs J amwudls

Jassaill i Jsall ls amall g imo
ul_g.; 5 JS edall o liow JL,..;J
slia)l Liall missed heartbeats consecutive slasll gui®
Bl bli>Yl 4cgomog 28lga)l o UPFS gra> Juzuui piy®

(Sxoliys Juxuss) DNS ue aguiniSall UPFs J awill,

AVl awlll gl i o sisi
ToI plhriwd] i Glak el i
Jizanai)| sy aal] s |M-

SLis VI ol

[(weight: 0 elasiwl 2is) wolobiz Y1/ lakiaid] gios
(weight == 0) cslolui>ls (oight o 0) dosis ool] ot 2
o Lgio sl wslS 5] alaiidl UPFs ploxiwl.3

asmo b alaiill graz il 5] (weight 1 S uicl) abolisYl UPFs Jusasd
a0 UPFs sl s S, o) 5] alolSIl asganall W] 5392)1.5
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d.u.kaa.” UPFs O U990 U\JISMLS« JLA.L?' Sl)?l 2
ao UPFs sl Jlin o, o) 1] alolSIl s gomall (] 83921.3

(bloizl 1 jay=adl UPFs 2/3) dhiud| UPF acgozxo ploxiwl [debug]

UPFs 1) abli>¥l UPFs Jus=asi daumo juf dhiid| UPFs guo> [info]

(1 5 0 ougdl el bl

icgozxoll ploxiwl (o] 3) dacgoxall ¥ du=o UPFS o595 Y [warning]
blossls aloe I

UPF azuo (o gaxull
u’*-o)-

Lo gu2o UPF g5 15| loo gaxi #
iex> PGW C.PFCP Node.is peer healthy?({10, 100, 1, 21})
true

igliwei )l daxadl ologles de Jouxd| #
iex> PGW C.PFCP_Node.get peer health({10, 100, 1, 21})
}%

,associated: true

,missed heartbeats: 0

,healthy: true

registered: true

{
icugll agzlg jus

oSxill a>9) 9 upf _selection/ (J| Jaule

ifg9oxo0 JS 9 UPFS grox) (drall widgll (9 axall alls o e
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(950l 29 39790 su6 DNS i
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asuall andl o) ol loadl Jiasl

wlegozmog 2clgall 9 UPFS gro> audl 10 oi :upf_selection («9 UPFs ()u9%.1
Bkl blisY

}% :upf selection
] :rules
}%
y les i Y1 as >" iname
,priority: 10
,match field: :apn



,"match regex: "~internet
] :upf pool
remote ip address: "10.100.1.21", remote port: 8805, }%
{weight: 100
[
{
o [
] :fallback pool
remote ip address: "10.100.2.21", remote port: 8805, }%
{weight: 100
[
{
tode Joxi U5 il UPFs guo> #
oles 5J5 s ol - #
Loziid| ey go dmall sl o - #
G Lels u@@qup,;uwl- #

Juissll weight: 0 go aisbudl olblizYl (usSi ab rarleluizV1 UPFS pasiawl.2
ilali]

] :upf pool

remote ip address: "10.1.1.1", remote port: 8805, weight: }%
bis # {100

{remote ip address: "10.1.1.2", remote port: 8805, weight: 0}%
ob Lo #
[

oSzl a>9) (8 UPF dxo all> o pllail §axi :eaugll agzlg jue wasl,.3

oY1 o3 13] 568Ul 8 3 > Linall e laviay @8 ieadéd]l youi dnic lowio.4
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10.200.5.99 Go 20 b UPF polaildl wisS, .1 #
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CDR &> asd wa> il cisll tctuosll
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38 JSuiny D yiinall 22 il Jgamall cislel) adsall o jnivall disn teitaogll
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<bearer_type> bearer_ <event> : gaaiill
toatl
default_bearer_starte
default_bearer_updatee
default_bearer_ende
dedicated_bearer_starte
dedicated bearer updatee
dedicated_bearer_ende
sagazall

default :(lag ol J5UWI 9 ,90) LBI sgbws (EPS JsWI 9 ,20) EBI il 3]
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pauiaill adoc
MCC: 505, MNC: 57
”505;7”
i .
"055570" :zlo sVl oo
decimal: 0x055570 = 349552 ,J| ;Iex
:Jlio
MCC: 505, MNC: 57 - 349552
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(grisdl ailaio jo ) tac .9

o 16 ghoo ut o 228 tggall
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218 JSuin UE pasy ol aulsdl E-UTRAN auls 5,20 533 ictangll
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PGW-C o 5Ll Q0S wloles :yammall
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cu 64 ghgo b s 228 tggall

(UE — aSuil) J5WI oVl (s alwpall <l @@l 555 1etumpll

b relasgll

:Jlio

Ll obuVl o o b ls 1 - 1048576

(SGW-U 5| PGW-U) pasxiasall ssiuso ro PFCP ozl (ulis 2 yamaall
iollas e
update wlaY aSlie

end whoy ilg lez|e
start whsY 0 il

(a2Lall oVl o=>) octets_out .17

cur 64 390 sub o 225 igsall

(&Sl = UE) xelall olu¥l (o8 aliwsoll ol 538 teuogll

cul relsgll

:Jlo

e ladl oluVl s e LsleS 512 » 524288

(SGW-U 5f PGW-U) pasimall ssisso (o PFCP azall Gulis 1) numall
rollas e
update wlxY (Sl ie

end wlo oilg ezl
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aliol
25l i go dswlbwl awal> 11 Jladl
tesiall Jgazll

JsWI sliw| @1
(a5 Lall olw¥l d cublise 5 (J5WI olw¥l 8 cublase 10) plaziwdl e @.u, 5 a2

bl slgi] 0.3
:CDR wl> 50

ol L) CDR wls #

(1726570800) 10:00: OB talodl s cdg #

(1726574400) 11:00:00 :wloll slgiil wso #

pgw-c-01 :ay lgdl ol #

epoch,imsi,event,charging id,msisdn,ue_imei,timezone raw,plmn,tac,eci,sgw_ip,ue_ip,pgw_ip,apn,qci,octets in,octets out #

default_bearer start,10001,15551111111,111111111111111,,349552,1600,2000,10.0.1.1,172.16.1. 1/,10.0.2.1,internet,9,0,0,1726570800, ,310260111111111
default_bearer update,10001,15551111111,111111111111111,,349552,1000, 2@00 160.6.1.1,172.16.1.1], 10 0.2.1,internet,9,10485760, 5242880 1726571100,310260111111111
defaultibeareriend,10001,15551111111,111111111111111,,349552,1800,2000,10.0.1.1,172.16.1.1\,10.9.2.1,internet,9,10485769,5242880,1726571408,310260111111111

63ami0 oz go T9Ijo o> dnul> :2 JLJI
iesiasll Jgazll
(IPv4 + TPV6) o330 as> J5WI £liw] ps.1

oasin planiwl wliim.2

k)l slg] 0.3
:CDR wl> e

default_bearer start,10002,15552222222,222222222222222,,349552,1001,2001,10.0.1.1,172.16.1.2|2001:db8::2,10.0.2.1,internet,9,0,0,1726570800,310260222222222
default_bearer_update, 10002, 15552222222,222222222222222,,349552,1001,2001,10.0.1.1,172.16.1.2|2001:db8::2,10.0.2.1,internet,9,2097152,1048576,1726571100,310260222222222
default_bearer_update,10002,15552222222,222222222222222,,349552,1001,2001,10.0.1.1,172.16.1.2|2001: de :2,10.0.2.1,internet,9,8388608,4194304,1726571400,310260222222222
default_bearer update, 10002, 15552222222 222222222222222 349552 1001 2001,10.6.1.1,172.16.1.2]2001:db: 0 0.2.1,internet,9,20971520, 10485760 17265717600,310260222222222
default_bearer end,10002,15552222222,222222222222222,,349552,1001,2001,10.0.1.1,172.16.1.2|2001:db8: 2 10.0.2.1,internet,9,31457280,15728640,1726572000,310260222222222

vosairoe JSU go amul> :3 Jll
ool Jgazll

(QCT 9) (mioly8Y1 J5WI £liws] i1
(QCI 6) sixsall paao J5b slisi] p5.2
Wl o JSJ plasiwIl oliyams.3
azall JsWI 93> id

ol oYl Jsll slgs| @5

:CDR wl> 50

default_bearer start,10003,15553333333,333333333333333,,1258248,1002,2002,10.0.1.1,172.16.1.3|,10.0.2.1,internet,9,0,0,1726570800,310260333333333

dedicated bearer start,10004,15553333333, 333333333333333,,1258248 1002,2002,10.60.1.1,172.16.1.3],10.0.2.1,internet,6,0,0,1726571100,310260333333333

default_bearer update,10003,15553333333,333333333333333,,1258248,1002,2002,10.0.1.1,172.16.1.3|,10.0.2.1, internet,9,5242880,2097152,1726571400,310260333333333
dedicated bearer update, 10004, 15553333333 538333833333333M 1258248 1002,2002, 10 0.1.1,172.16.1.3],10.0.2.1,internet,6,104857600,1048576,1726571400,310260333333333
dedicated bearer_end,10004,15553333333,333333333333333, ,1258248,1002,2002,10.0.1.1,172.16.1.3],10.0.2.1, internet, 6,209715200, 2097152, 1726571700, 310260333333333
defaultibeareriend,10003,15553333333,333333333333333,,1258248,1002,2002,10.0.1.1,172.16.1.3\,10.0.2.l,internet,g,1@485760,4194304,1726572000,310260333333333

: dalidl
(a5 Lall olw¥l 6 cublise 4 (J5WI olwi¥l 6 cublase 10) asalsdl g poll aS,> Jam (10003) ol isYl Jslle

(xLall ol¥l b cubliss 2 1 Ul ol b cublise 200) srasidl s o 5 ,> Josn (10004) paaall Jslle
aaliall Q0S alalre (6 JLlio 9) aalinall QCT b puSai®

JelSl
CDR azllze Lo

CDR go> 9 b
rolalall s piladl gazdl .1

(PGW-C Jlis) CDR Jud> aus |l o #

inotifywait -m /var/log/pgw_c/cdrs/ -e close write | while read path action file; do
CDR ax)leo waladl u9a5 JoiS| #
"process_cdr "$path$file

done

(SGW-C Jlio) CDR Juds assl o #

inotifywait -m /var/log/sgw c/cdrs/ -e close write | while read path action file; do
CDR axdleo waloadl o0 JoiS| #
"process_cdr "$path$file

done

tontiatiall casgll 5 cardl .2

andleadl ks ] ey asms Lio #
tail -F /var/log/pgw_c/cdrs/* /var/log/sgw_c/cdrs/* | process_cdr_stream

aLall wls siligll
ol

o ou89930)l S siianll cuii| Q@1 uc il - Diameter Gy ag=>lg®
CDR &M 9 ol a6lsdg awbd] (o8 oSxill - Diameter Gx ag=>lg®
Yl e ol 5usS - el Ludae

bl olas

URRS jue PGW-U (0 plaziwdl i ,lis - PECP ag>lg
CDR Mo Jsll wloglen - S3/S8 agals
CDR wljianog amdall 8L 6,95 - asulall a,4la]

CDR Mo (59 almuall UE J IP (yslis - UE L IP popacs

wldasll

8sisa)l JolS5 g5 (CDR sulss puanlio - axdlall Llae
CDR e aSwisl] Slolzo Gluw - PCO paeSie

:3GPP g2l,0

Packet Switched (PS) Jlxo =i - TS 32.251¢
(GTPV2-C) ,skaiall GPRS 845 JsSsigm (EPS) 6 shaiall a0l pllai - TS 29.274«
(PFCP) pasximell Sginnio 289 oSl 2iS o agzlsll - TS 29.244+


https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/diameter-gy
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/diameter-gx
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/configuration
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/pfcp-interface
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/s5s8-interface
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/session-management
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/ue-ip-allocation
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/monitoring
https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/pco-configuration




B
Gx ,lod ag>lg sl

wbgizell Jga=>

le=Nols sUaoyI 6 LuSiml 9

aole 6 ,las

ag.dog) PCF ol (pomllg ambull aclgd agidog) PCRF _, Gx PGW-C ag>lg L,
rigzloll 03 i .56 Wl (9 (amlaadl (19 oSl

b cdgll (58 awbudly QOS 3uais - awmwbiadl (9 Saolivall pSulle
il gy Ol ousis - g Il o8 Sl

Gubaill sgimo e g 0ll 45,5 juoi - anaxdl neglle

ez JSJ awludl gulai - GaS jininell oy i wlals 6,05]°

aSuiall asis a9 GX
ass 1 csllall

o)l aalooll

ol @55 go Jolal &4asS 330 il PCC aclgs PCRF o9, auslanad] jud s
Q0S wlalrog cull wYisa) (Ssoliall Lzl QOS (9 oSl

=W/ sumall @92l wlags,)liwd Qi jagsi pgam I (59 Sl

aolodl Gle Fly &S ,odl wliss Julasi/puSoi §9aidl nd oSl

ioas JS) ULl Igiwl g plazuamV axdl e




Gx ag>lg wluwlwl

3GPP TS 29.212 :asuelgalle

(Gx) 16777238 lod gudai 9 %0
(RFC 6733) cuwlwdl ,lns JgSsig u :JgSgig yulle

awl=ll pggio

oxn .Session-ID aluwlg oz ey il dblioll GX dawuls> oJ UE poxiswo PDN Jlasl JS
sand =l

UE (CCR-Initial) Jlasl s Liude

UE (CCR-Termination) Ja9 xic gis®

Session ID gruuwis

Session-ID: <Origin-Host>;<high32>;<low32>[;<optional>]
omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org;1234567890;98765 :JULw

LSl

PGW-C J ,las 492 :0Origin-Host*
a8l 8 psall o e 32 (el shigh32e
2 pall 8 el o 32 ol :low32e

Hod JgSgig s
allw_Jl JSi»
AW Sl G5 6o a5 oy 09

(o b 20) s wl,

1= (bl 1) LIyl —

(w b 3) adludl Job —F

(e b 1) pMeVI —F

(0) & lz] / (1) olb :R —

azoil) S5 P —
o>
Jl] sole] pin 28 T —

(ca b 3) oYl o, —f
(Gx) 16777238 = (cu U 4) gashaidl 6,20 —F

(e b 4) _)_n_n_” Y R0 —T




(e b 4) oy Leid] oJ] au Lgidl dyea —L

(adodl-aosall ¢lg;l) AVPs
AVP wi, —}

AVP o, —

(V, M, P) oMeVI —

AVP Job —

(oo lbusl) & Ll 6o —
AVP oL L, —t

Hod (59 arausi Il panlasll
:(atall-aossll zg;) AVP

as 8 apwlwYl oLl sa>g°
4.04.93 I‘Oy'cl (o) ‘_;\ch..SS.LZJ'
(dzazo AVP) alslain 05 Ol Sau®

3).03”

alzl/db 7oy

(LYl 6 oSl &l>]) CCA / (0lo¥l 6 aSoxdl calls) CCRe
il 9o,

DIAMETER _SUCCESS - 2001+
JsSgig u sllas| - 3xxxe

8§ Juiws - 4xXXXe

osl> Juiwd - Sxxxe

oSVl (s9 oSSl il

.Gx J (RFC 4006) jlaé 9 glaizVl 9 oSl ganlai PGW-C oy
JilwJI glgsl

(ol - YloisVI 6 oS2ill walls) CCR-Initial

23> PDN Jlail UE ¢guinis tlooas

: go_pall

adoYl powly awluull xclss lloe

PCRF J aSuidly UE slow pdgse
pom)l Laugiis Q0S wlalzo (s Jgalle



:PGW-C alouslgs aluw yoll asmusi ,JI AVPs

o oll €9l AVP o, AVP ol
2w 8)l GX awd> 9,20 UTF8String 263 Session-Id
(Gx) 16777238 Unsigned32 258 Auth-Application-Id
PGW-C J ,las a9 Diamldent 264 Origin-Host
PGW-C J jhs Jl=s Diamldent 296 Origin-Realm
PCRF Jlko Diamldent 283 Destination-Realm
INITIAL REQUEST = 1 Enumerated 416 CC-Request-Type
(0 oo 1) Junbwill o8, Unsigned32 415 CC-Request-Number
UE (IMSI/MSISDN) 8 j20 Grouped 443 Subscription-Id
APN ol UTF8String 30 Called-Station-Id
UE J jauaxoll IPV4 plgic OctetString 8 Framed-IP-Address
3GPP-EPS = 5 Enumerated 1027 [P-CAN-Type
EUTRAN = 1004 Enumerated 1032 RAT-Type
(AMBR) J&JI QoS Grouped 1016 QoS-Information
aSwidl ey wlsl 2| Enumerated 1024 Network-Request-Support
GX wljus aoild Grouped 628 Supported-Features

:CCR-I JSu» le JLo

(wlb 272 : Yl j0,) CCR

"Session-Id: "pgw c.example.com;123;456 —¢
Auth-Application-Id: 16777238 —|

"Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org —r
"Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org —r
“Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org —r
CC-Request-Type: INITIAL REQUEST (1) —F
CC-Request-Number: 0 —F

(d2o=0) Subscription-Id —r¢

Subscription-Id-Type: END USER IMSI (1) ——t
"Subscription-Id-Data: "310260123456789 —
"Called-Station-Id: "internet —F

Framed-IP-Address: 100.64.1.42 —r¢

IP-CAN-Type: 3GPP-EPS (5) —r

RAT-Type: EUTRAN (1004) —F

(dzo=o) QoS-Information —F

APN-Aggregate-Max-Bitrate-UL: 100000000 (100 Mbps) —t
APN-Aggregate-Max-Bitrate-DL: 50000000 (50 Mbps) —
Network-Request-Support: 1 —rf

[...] :Supported-Features —*:

(adol - YloisVl 9 oSmill asl>]) CCA-Initial
CCR-I (¢ I5, PCRF :alouslgs alaw o

tgedl




fualzll gas ) ol Gaypase
&Sl axlleal PCC 35155 juigie
QoS wlolzo xaxs®

:PGW-C alowlgs aolisoll asmsiJl AVPs

ogll AVP o, AVP ol
s> o, ol (2001) zlill 268 Result-Code
BWL aols wls o 297 Experimental-Result
(cdla]l e alizg 28) Jogaoll QOS 1016 QoS-Information

Juzaill PCC xclgs 1001 Charging-Rule-Install
dinicoll >O®lgill wlay 2 1003 Charging-Rule-Definition
ol Yl JlaiVl ol QoS 1049 Default-EPS-Bearer-QoS

selaudl alziawl cale Jlis

(o L] 272 :,0Yl jo,) CCA

"Session-Id: "pgw c.example.com;123;456 —¢

Result-Code: DIAMETER SUCCESS (2001) —F|

"Origin-Host: "pcrf.example.com —|

"Origin-Realm: "example.com —F|

Auth-Application-Id: 16777238 —}

CC-Request-Type: INITIAL REQUEST (1) —r¢

CC-Request-Number: 0 —

(dzo=o) QoS-Information —F
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1yl VI

"OCS algo" go o lualnll JLisis
"CCR-Initial (Gy) alga" :Jzuull®
talozzall wolow¥l
Jswosll s ue OCS*
055l 8 o yue OCS plgis
Diameter (3868) siio lan alanll lsz®
alone OCS»
]

oSl Jlas VI Las| #
<ping <ocs_ip
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Diameter (TCP 3868) xaio _Liis| #
telnet <ocs ip> 3868

oe9S] go gans #
peer_list s UCS)..JM 0188 ge AL #

OCS alawlgs ainss ol wlualall .2
1yl eVl

Result-Code != 2001 go CCA-I+
awnl)l s Lini] aslriaol Jiins e

ansLiadl @bl e,

J=di Joizoll carsadl  azmaiidl o,
ol ] Dssnall iz 0las¥l 2> | Jsosll o 4012
Diall ligsl o Gaxs arsaill (ad, @i 5003
OCS (s Doiisall jud95 B9 pm0 pf prxiusall 5031
samaill Clglas

a5 )l canr 89 ,20) OCS Morwr o VW31

OCS o Jyisall 3so) o 5.2
sl Jruw go 3ollaz, CCRT 5 IMSI/MSISDN ol e 3200.3

auasll slicanl csLiuS] pas .3
gl eVl

x5l an SUll plasil pasivall Lols,
CCR-Update JUu,| piz oJ*

taloimall ClusVI
PGW-U (8 aisio jué (p\»ww i 82215) URR®
IS a9 b anislle
PFCP M.J.?,,JL. Nl oty ol

rpamsaill olglas
:PFCP awl> sliui] (9 URR oo sini.1

URR = Lii

URR-ID: 1 —

Measurement-Method: VOLUME —

(e L Liwo 8) Volume-Threshold: 8000000 —

Reporting-Triggers: VOLUME THRESHOLD —
elaiwYl o, lad PGW-U el o $ani.2
o188l o8 quota_threshold percentage go §ax.3

amsuall juf Buiaill acgons 4

:galreVl

"a8g pme yub hsisas afgena’ g OCS jad
Sl Laaise

S|

OCS (4555 g0 3sllais ¥ CCR (6 cisivaill a8 gamno®
axllo b Chuinr @gsano 355 PCRFe

sJ=dl
PCRFWPCCoubﬁMJIoMQaQMI

anllall Chuiail] wyanal OCS (5% o $i.2
OCS (s iy ysilly PCC alsd o @sloill o 356.3

arslall
asssill pussliall

Gy L Lu, o¥are #
rate(gy_inbound_messages_total{message_type="cca"}[5m])
rate(gy_outbound_messages_total{message_type="ccr"}[5m])

Gy sl oVaso #
rate(gy_inbound_errors_total[5m])

awnd | 5 laisul ol #
rate(gy _quota_exhausted total[5m])

0cs Joso #
rate(gy timeout total[5m])

Gy L5 Ly, andles 620 #
histogram quantile(0.95, rate(gy inbound _handling duration_bucket[5m]))

wlgawadl
Gy slhs] Jaso glis, | ole apeis #
alert: GyErrorRateHigh -
expr: rate(gy_inbound errors_total[5m]) > 0.1
for: 5m
:annotations
"Gy slbsl Jame glas | o wasdl o5" :summary

0CS algn ol apsii #
alert: OcsTimeout -
expr: rate(gy timeout total[5m]) > 0.05
for: 2m
:annotations
"0CS cMgo ©axs" isummary
olais ¥l 5 liiiul Jowo glis,l wle areis #
alert: CreditExhaustionSpike -
expr: rate(gy quota exhausted total[5m]) > 10
for: 5m
:annotations
"olais VI > laiiwl Jaze glas " isummary

Gy olaisVl o8 aSmill (Sl - cusll ls pazisnall agzls
w25 OCS | azl 09> cuul ue gl aadog lisY gore Gy/RO (Slre OMNiPGW oiai,

http://<omnipgw-ip>:<web-port>/gy simulator :Jgsesll
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Diameter
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UPF Status
UPF Selection
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Gy Simulator

Request Parameters

Ms|

Service ID

1000000 1

Send CCR-1

Bt el S pisiall i)l s ool ol 8lros s 2o pall
ol jmall
wllall lalss .1
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(culdl) arsllaall aanll o - asgllasll wlasglle
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0CS wllaawly Jlai¥l yo saxill - OCS LolSse
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awiosill Gogalls cuill oasie
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onanslaoll aslgs alnss

:config/runtime.exs 9 puwlioll HuSois ob

,config :pgw c
}% :metrics
,enabled: true
olgzlod| guoxy by, # ,"ip address: "0.0.0.0
HTTP saio # ,port: 9090
eMaiwY!| 6,59 # registry poll period ms: 5 000
{

uanlaall I Jouesll

HTTP algs alads
http://<omnipgw_ip>:<port>/metrics
:Jblio

curl http://10.0.0.20:9090/metrics
ooVl seuis

o lbud=l] Jmuwod| TEID >ac HELP teid registry count #
TYPE teid registry count gauge #
teid registry count 150

o lbwd=l] adl=wed| ¢y glisd| >ac HELP address registry count #
TYPE address registry count gauge #
address registry count 150

S5/58 5 W go dodiwed | L5 L d) Jl>yYl >aeJl HELP s5s8 inbound messages total #
TYPE s5s8 inbound messages total counter #

s5s8 inbound messages total{message type="create session request"} 1523

s5s8 inbound messages total{message type="delete session request"} 1487

as>liadl guulaall
somuliall go adWl wlisll o OMNIPGW oSy

salowinidl o bwdadl slaci

o gll goall ool ouwl
(TEID »x¢) S5/S8 dlasull wluwl=llGauge teid registry count
(SEID »x¢) PFCP alauiwdl wludxllGauge seid registry count

(Diameter awd=ll 9 120 23¢) Gx daaiiidl wlwlx)lGauge session _id registry count
UE J aaaxall IP (y5lic Gauge address_registry count
(CDR 6 _sga)l wMzxwd wlilyll CDR §puuis g2l)) adosiidl =il ol 420 Gauge charging id registry count

19Vl

i) bl dhiid ] olud=dl #
teid registry count

(a5 LIl 03) olusdl sliv] Joxo #
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rate(teid registry count[5m])

agolod ] acludl ¥ cludxdl 89,5 #
max_over_ time(teid registry count[1lh])

Ll Jl wlblas
:S5/S8 (GTP-C) Lilw,

ogll O PP || egull owbioll ol
83,l9Jl S5/S8 Jilw, JlezImessage typeCounter s5s8 inbound messages total
8,oLall S5/S8 Lilw, gJLc..?jmessagei‘cypeCounter55sSiou‘cboundimessagesito‘cal
S5/S8 axllzo slasimessage typeCounter s5s8 inbound errors total

: Lkl glgil

create_session_requeste
create _session_responsee
delete session requeste
delete session _responsee
create bearer requeste
delete bearer requests

:Sxb (PFCP) Jilw,

gl < Lol egull onbiioll ol
82,)lgJl PFCP Jilw, Jlo>Imessage typeCounter sxb inbound messages total
6 oball PFCP Jilw, Jle>Imessage typeCounter sxbioutboundimessagesitotal
PFCP axllzo slasimessage typeCounter sxb_inbound errors total

: il Jl glgil

association_setup requeste
association_setup responsee
heartbeat requeste

heartbeat response-
session_establishment requeste
session establishment responses
session_modification requeste
session_deletion requeste

:Gx (Diameter) Jilw,

ogll < boauidl ggull ovliaall oawl
62,lgJl Diameter Jilw, J>Imessage typeCounter gx _inbound messages total
8 olall Diameter Jilw, Jlo>|message typeCountergx outbound messages total
Diameter a=llzo slla>imessage typeCounter  gx_inbound errors total

: LilwJl glgsl

cca (Credit-Control-Answer) *
ccr_initiale
ccr_terminatione

vgoSll juulao
: Ll )l axdlas 520

ogll < bowuid| egull ovlioall ol
S5/S8 dlw, axlles o request message typeHistograms5s8 inbound handling duration
PFCP aJlw, axlleo (o jrequest message typeHistogram sxb_inbound handling duration
Diameter alw, axlleo o jrequest message typeHistogram gx_inbound handling duration



Haxilig ySao) pla>VI

100ps. 500ps. 1ms, 5ms., 10ms. 50ms. 100ms. 500ms. 1s. 55 a4z 390l pyslle
tplasianVl

S5/S8 cluwd=d 95 & ginldl apwidl 9 eS| #

,histogram quantile(0.95
rate(s5s8 inbound handling duration bucket[5m])
(

PFCP ygoSI| bwgio #
/ rate(sxb _inbound handling duration sum[5m])
rate(sxb_inbound handling duration_count[5m])

:VM Erlang guulés

o gll ggull ovbioll ol
(eul) VM 6,515 Jla>] Gauge vm_memory_ total
wldosll dawlss dorzimadl 8,513l Gauge VI_memory processes
eladl aawlg doaximall 8,513l Gauge vin_memory system

Erlang wllac Jl>|Gaugevm_system process count
i>gisall MLl J=>| Gauge vm_system port count

YN0y (P19%i
MoV (295G
:prometheus.yml J] OmniPGW Casl

prometheus.yml #

:global
scrape interval: 15s
evaluation interval: 15s

:scrape_configs
'job_name: 'omnipgw -
:static_configs
targets: ['10.0.0.20:9090'] -
:labels
"instance: 'omnipgw-01
‘environment: 'production
'site: 'datacenter-1

OmniPGW o oMo 62
:scrape_configs

‘job_name: 'omnipgw -
:static_configs

:targets -
'10.0.0.20:9090" -
'10.0.0.21:9090"' -
'10.0.0.22:9090"' -
:labels
'environment: 'production
FPRCH | - Ry |
:Kubernetes

:scrape_configs



'job_name: 'omnipgw -
:kubernetes sd configs
role: pod -
:relabel configs
source labels: [ meta kubernetes pod label app] -
action: keep
regex: omnipgw
source labels: [ meta kubernetes pod ip] -
__target label: _ address
"replacement: '${1}:9090

reMlaiw VI Lus|

Wo-t-iio 9t &|;§i oo Gin #
curl http://prometheus:9090/api/vl/targets

wlhiso e eMeiwl #
‘curl 'http://prometheus:9090/api/vl/query?query=teid registry count

Llsl,> wl>gl
a>5JJ|)|a$!

UMS_LLLOSJJ —’uLJLL_J _) oo ABLm!—'uLJLLx_”J.)L;a.a—’UJSS_L”
URL: http://prometheus:9090

tas gl Sl .2

JSON 0 shuiawl sl 830> a>g) slawl, pb
arni )l >l
alowaidl o lual=dl 1 a> gl

,o)l.v_LuH #
teid registry count

Gauge :a>olJl gq5 #

to L] | #
5000 > :wsYl  #
8000-5000 :,a0Yl  #
8000 < :,a>Yl #

wludadl Jaxo 12 a>glll

eleiw| #
rate(s5s8 inbound messages total{message type="create session request"}[5m])

Graph :a>olJl g9 #
i b/olbdb :eosgll #

IP acgoxo plaziwl :3 asglll

(IP 254 go 24/ aSid) pMseiwl #
100 * (address registry count / 254)

Gauge :a>glJl gqi #
(100-0) & siodl awwidl :so>ell #



%70 > : sl #
%85-70 :,a0Yl  #
%85 < ,oxVl  #

(95 agioll amuill) allw )l ygaS :4 a>gll

pMesiwl #
,histogram quantile(0.95

rate(s5s8 inbound handling duration bucket{request message type="create session request"}[5m])
Graph :a>glJl go5 #
i b o tsosgdl #
sUosVl Joxo :5 a>olll

pMesiwl #
rate(s5s8 inbound errors total[5m])

Graph :azolJl g9 #
i U/sls| teosgll #
0.1 < tau il ae #

PFCP bls,l all> :6 a>9ll
elesiw| #

pfcp peer associated

| #
S ks lsdlo#

( :I) IIUPII = l
(Ja>1) "DOWN" = 0

} :"dashboard"
Volbdes]l a>g) - title": "OmniPGW"

] :"panels"
}
yabicd |l o ludadIl" i"title"
] :"targets"
}
,"expr": "teid registry count”
"dbhiuJl o lul=JIl" :"legendFormat"
{
ol
Iltypell: Ilgraphll
ol
}
Jobdd !l slis ] Joso" :"title”
] :"targets"
}
expr": "

,""rate(s5s8 inbound messages total{message type=\"create session request\"}[5m])
"a i /o luls" :"legendFormat"
{
o [
"type": "graph"

}
y"IP acgomo ploxiwl" "title"



] :"targets"

,"expr": "(address registry count / 254) * 100"
"% acgoxall plaziwl" :"legendFormat"
{

ol
utypen: ugaugen

"(p95) adlwJdl ygas" :"title"
] :"targets"

expr": "histogram quantile(0.95, "

,"rate(s5s8 inbound handling duration_bucket[5m]))

"legendFormat": "S5/S8 p95"
1
}

expr": "histogram quantile(0.95, "

,"rate(sxb_inbound handling duration_bucket[5m]))

"legendFormat": "PFCP p95"

{
Al
"type": ugraphn

o Lganiill

amiidl aclgd

:omnipgw alerts.yml sbisl o8

:groups
name: omnipgw -

interval: 30s
:rules
olud=dl >ac olgaii #
alert: OmniPGW_HighSessionCount -
expr: teid registry count > 8000
for: 5m
:labels
severity: warning
:annotations
"OmniPGW ¢ aJledl oludxd| 5oe™ :summary
"(8000 :ayis])l) dbhis olul> description: "{{ $value }}

alert: OmniPGW_SessionCountCritical -
expr: teid registry count > 9500
for: 2m
:labels
severity: critical
:annotations
"OmniPGW ¥ a> =]l olaud=dl >xe™ :summary
"agwd | o oiss dhis oluls> description: "{{ $value }}

Ich,C}o.zo L@_A_Au_;#
alert: OmniPGW_IPPoolUtilizationHigh -

expr: (address registry count / 254) * 100 > 80
for: 10m
:labels
severity: warning
:annotations



"egai o OMNiPGW ¥ IP acgoxo ploxiwl" :summary
"doaximo %IP {{ $value }} acsoxo" :description
alert: OmniPGW_IPPoolExhausted
expr: address registry count >= 254
for: 1m
: labels
severity: critical
:annotations
"OmNiPGW 9 IP acgomo o les" :summary
"powezxil] a>lis IPS a>gs Y" :description

,CLL\?.V/ J.l.&o uL@_*_J_L_J
alert: OmniPGW_HighErrorRate
expr: rate(s5s8 inbound errors total[5m]) > 0.1
for: 5m
:labels
severity: warning
:annotations
"OmniPGW 9 dJLxJI s WYl Joso" rsummary
"S5/S8 ag>lg wle i U /s lasl description: "{{ $value }}

alert: OmniPGW GxErrorRate
expr: rate(gx_inbound errors total[5m]) > 0.05
for: 5m
:labels
severity: warning
:annotations
"0mn1PGw w9 Gx s Uns " rsummary
"a,; L/Diameter slas>i description: "{{ $value }}

PFCP o lgsris

alert: OmniPGW PFCPAssociationDown
expr: pfcp_peer associated ==
for: 1m
:labels
severity: critical
:annotations
"Joio ,ut PFCP {{ $labels.peer }} " :summary
"PFCP LLs 1 ¢laas" :description

alert: OmniPGW_PFCPHeartbeatFailures
expr: pfcp consecutive heartbeat failures > 2
for: 30s
: labels
severity: warning
:annotations
"PFCP ¢lows Jas" :summary
"{{ labels.peer$ }} J Jlio Jiww description: "{{ $value }}

ueaSJ Il olgurii
alert: OmniPGW HighLatency
| :rexpr
,histogram quantile(0.95
rate(s5s8 inbound handling duration bucket[5m])
100000 < (
for: 5m
:labels
severity: warning
:annotations
"OmniPGW ¢ Jledl adlw,Jl yeeS™ :summary
"p95 {{ $value }}us (> 100ms) ygaS" :description

plhil] olgaicii
alert: OmniPGW_HighMemoryUsage



expr: vm memory total > 2000000000
for: 10m
:labels
severity: warning
:annotations
"OmMNiPGW o JLedl 6,8 15d1 plosiwl™ :summary
"6,513J1 9o B{{ value | humanize$ }} poxiws description: "VM

alert: OmniPGW_HighProcessCount -
expr: vm_system process count > 100000
for: 10m
:labels
severity: warning
:annotations
"OmniPGW ¢ JLledl oldoes=dl 5oe™ :summary
"(oms Jlaizl) Erlang oldec description: "{{ $value }}

AlertManager .95

alertmanager.yml #
:global
resolve timeout: 5m

:route
'olbdosJl g 9" :receiver
group _by: ['alertname', 'instance']
group wait: 10s
group_interval: 10s
repeat interval: 12h

:routes
:match -
severity: critical
'receiver: 'pagerduty

:match -
severity: warning
'receiver: 'slack

:receivers
'obdosJl g 9" :name -
:email configs
'to: 'ops@example.com -

'name: ‘'slack -
:slack configs
'api_url: 'https://hooks.slack.com/services/YOUR/SLACK/WEBHOOK -
‘channel: '#omnipgw-alerts
'OmniPGW: {{ .GroupLabels.alertname }} ais' :title
"text: '{{ range .Alerts }}{{ .Annotations.description }}{{ end }}

'name: 'pagerduty -
:pagerduty configs
'service key: 'YOUR PAGERDUTY_ KEY -

LV adl 0

(KPIs) auuniJl bVl wluise
arz LYl o loMaiul

toludal slag] Jase



rate(s5s8 inbound messages total{message type="create session request"}[5m])
tobudadl slgs] Joso
rate(s5s8 inbound messages total{message type="delete session request"}[5m])
te9blall wludadl gos

rate(s5s8 inbound messages total{message type="create session request"}[5m])
rate(s5s8 inbound messages total{message type="delete session request"}[5m])

VoSl Jadsi
$(asgiodl canuidl) Lilw,Jl axdleo HgoS
(bowsJIl) p50 #

,histogram quantile(0.50
rate(s5s8 inbound handling duration bucket[5m])
(

p95 #
,histogram quantile(0.95

rate(s5s8 inbound handling duration bucket[5m])
(

p99 #
,histogram quantile(0.99

rate(s5s8 inbound handling duration bucket[5m])
(

tallwll g5 waams 9goSIl Joni
,histogram quantile(0.95

rate(s5s8 inbound handling duration_ bucket[5m])
by (request message type) (

asaudl ozl
(aclw 24) wludadl gos olil

- teid registry count
teid registry count offset 24h

awl> 10,000 sgwsd| aswl] #
teid registry count - 10000

:wlalﬁiud:aésﬂ
(a5 Lo 630d gaill Joss o] 13 Liiwl) amudl slis wis oLYI #

/ (teid registry count - 10000)
(rate(teid registry count[1lh]) * 86400)

onnsliall o MSuino <9liaSianl
o MSinadl 2wy

Sl Cladxdl jos, Jase talSisall

: pMaianl

rate(s5s8 inbound errors total[5m]) by (message type)



s>Vl

lea.'?S” u&l; W o GaRG®
(Gx ¢llasl) PORF Jlodl o ‘s

slow wluwdadl Hlac] talShuodl
: o Maiaw|
,histogram quantile(0.95

rate(s5s8 inbound handling duration bucket{request message type="create session request"}[5m])
(

HIPEAY|
(PGW-U tolris] 0) PFCP tanS re 3amie
el 5)ls0 plaxiwl dazzl 0

ard JoSiue 6,81l o puni alSiinall

s Lo Msmiaw |

aadlazyl 6,5 13dl olxs | #
rate(vm_memory total[1lh])

oldos]l 8,515 olxs | #
rate(vm_memory processes[1lh])

oldas]l sac ol | #
rate(vm_system process count[1lh])

HIFEAY|

aapill olulzll po sanie
Mzl slael i'uz;bp'

il ST a5 5] Jasiid| 851c] e

towaidl o loMriawl

telwdall 69,3 cadg wnle gindl

max_over time(teid registry count[24h])
tesuy Wl go NI aiyléo

/ teid registry count
avg over time(teid registry count[7d])

:.i_,.uul' A |.)...xa..

)abs

- teid registry count

avg over time(teid registry count[1lh])
100 < (
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(Jaroxidlg a8l a0 jles) @l 30-15 :eMlaiamVI 6,09.1
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|
(PCO) JsgSgigrnll pu9%i wl,lu>

UE (] avosioll aSuid] wlolso

Omnitouch aSui wloas o OmniPGW

aole & o

Wil (Jsamall jlezdl) UE (J] dlu o)l aSuidl wlalzo o (JoS9ig sl (ueSi wl,L>) PCO
IMSg DNS Jis aSuidd] wlors ] Jsooll o UE wlalsall 030 Sai .PDN Jlasl slis
LaSaid]l whlas] sSse

:PCO wloglro juolic

ey swlwYl DNS 0x000D DNS IPV4 psl5 olsic

syl s9Wl DNS 0x000D DNS IPv4 sl olgis
(IMS) s, sl IMS J P-CSCF 0x000C  P-CSCF IPV4 ylsic
@ swose Jaill 8x>9) uasd¥l axll 0x0010 IPv4 lnyl, MTU
sobizl NetBIOS ol pols 0x0011NBNS IPv4 esls olgis

wl-uyl 29S|

config/runtime.exs #
,config :pgw cC
}% :pco
(a5 gllao) DNS polg> #
,"primary dns server address: "8.8.8.8
,"secondary dns server address: "8.8.4.4

(Windows & je>Y ., Lis1) NBNS psle> #
,primary nbns server address: nil
,secondary nbns server address: nil

(s, Lasl) IMS/VOLTE —J P-CSCF uolic #
,[1 :p cscf ipv4 address list

(oo Loz |) oSuo Liyadl P-CSCF @ laxs| #
,p_cscf _discovery enabled: false



,p_cscf discovery dns server: nil
,p _cscf discovery timeout ms: 5000

(o L) MTU IPV4 ox> #
ipv4 link mtu size: 1400

PCO wlol=o
DNS ‘o.)l.'> ua_gl.l.‘

:s9illly sawlwVl DNS

}%
,"primary _dns _server address: "8.8.
"“secondary dns server address: "8.8.

.pco
8.8
4.4

{

KA H] wwlwVI 990ll
8.8.4.4 8.8.8.8 Google
1.0.0.1 1.1.1.1 Cloudflare

149.112.112.112 9.9.9.9 Quad9
208.67.220.220208.67.222.222 OpenDNS

}

,"primary dns server address: "10.0.0.1
"secondary dns server address: "10.0.0.1

P-CSCF (IMS) guolic
:IMS/VOLTE ool

}% :pco
] :p_cscf ipv4 address list
owlwyl P-CSCF # ,"10.0.0.50"
s Lidl P-CSCF # "10.0.0.51"
[
{

:(alSoll wladlSoll aml> 9 oSl agylog) P-CSCF



IMS wlluy Josl akaii®
RCSs VoWiFig VOLTE J agllao®
,o.)l.'z.” 52 s UE SIP Ay

Sxoliuall P-CSCF sLiuss]
:DNS e oilall P-CSCF o Lusl

3GPP 59 5320 sb LS DNS wloMeiwl e (S, @@Ll P-CSCF Glius| OmniPGW pc
VY, P-CSCF slic ¢ DNS oMsiwl PGW-C J S0y «uSoill 2ic TS 24.2294 TS 23.003
el roSil plaziwl o

}% ip
wSao L oJ 1 P-CSCF wliS | uSas #
,p_cscf discovery enabled: true

Cco

(z9sS) P-CSCF o loMaswY DNS po s #
,p_cscf discovery dns server: {10, 179, 2, 177}

(i U JadbL ) DNS clodeiwy algo #
,p_cscf discovery timeout ms: 5000

(DNS Jis 15] JoouS poxiws) au Lidl P-CSCF aos L6 #
p cscf ipv4 address list: ["10.0.0.50"]
{

wlbeMeiwl 3uaiy PGW-C pg4;, .p cscf discovery enabled: true ys boaic.1
P-CSCF 5l DNS

usSall p_cscf discovery dns server (J| DNS pMeiwl Jlw)| oi.2

PCO _u¢ UE J| aaiuiSall P-CSCF 5le Jlw] piz (DNS pdeiwl gz 15].3

p_cscf ipv4 address list (J| 92 ]l pi algoll cagiil gl DNS poMaiwl Juiws 15].4
aw Wl

wlwlilly adlall Juolai e Jgaxl] P-CSCFE a8l o ,lail.5

P-CSCF wsLiis| g9
:9LiniSVI asglol

sxcls 9 p_cscf_discovery fqdn - (aslsl wlel) sacls JSI FQDN s Liuisl. 1
UPF Lzl

PCO (95 8 p_cscf discovery enabled: true - (solladl DNS oLiuiSl.2
pes|ey]

saclall PCO ol 8 p_cscf ipv4 address list - saclall auldl PCO aoils.3

PCO (55 9 p_cscf _ipv4 address list - (Jn) aredladl aiuidl PCO aosls.4
pes|ey]
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tandl oll
reolwlall go lgmuiig P-CSCF LoliwiST wYglro gro> Juzmuwi oy

DNS oY O®cuul Jiss/zln wYazo®
SLaiST o

il plaziwl wlsbas]e

apalleg 528 JSI LSVl wlwlse

alolSIl @l o)l Jpoles e Jgaxl] P-CSCF a8l 0 lail
toeeSil ol b

0 oll ol eVl ggull aolxoll
Saeliza)l P-CSCF Lo LiwiS| (uSoi .
DNS ole sl falseBoolean p_cscf discovery enabled
oY) L’)gS.o CS)S DNS ,o.)l.'xl IP u|2.n.§« - Tuple .
,2 ,179 ,10} :Jis) pl6,1 4 nil GP)p_cscf_dlscovery_dns_server
({177
aul oJb DNS wloMeiwY algo 5000 Integerp cscf discovery timeout ms

(el VL

DNS (155 e £l P-CSCF (yslis uiis - (nSaolisall IMS i ®
P-CSCF psls> o8] DNS sz, - w8 aadl Josdl o jlgse
a>lio)l P-CSCF psls> Glali DNS s - lle ,9lgsie

aalixs P-CSCF ,oJ|_9.'7 wle u_g.nla.z.o u_gS).u.u.o Jax - Pl.l.au.n." 622mio wliu®

DNS oliuS| go glisYI IMS : Jlw
}% :pco

,"primary dns_server address: "10.0.0.10
,"secondary dns server address: "10.0.0.11

oSao LisoJl P-CSCF LS| uSos #

,p_cscf discovery enabled: true

IMS _J DNS ool # ,p _cscf discovery dns server: {10, 179, 2, 177}
,p_cscf_discovery_timeout_ms: 3000

(DNS Jiaws 15]) alyouJl P-CSCF uglic #
] :p_cscf_ipv4 address list

swlwdl LuJl # ,"10.0.0.50"

oo Ll Lol # 0 "10.0.0.51"

’ [

ipv4 link mtu size: 1400
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toacls JSI P-CSCF oo luuisl

olxziwl APNS Caliza) U5 gouw .UPF Liz| 83618 JSI P-CSCF GoliwiST 585 Bl Sy
:P-CSCF LlaiSY aalizo DNS polg>

upf Ll oo oS 9 #
] :rules
}%

,"name: "IMS Traffic
,priority: 20
,match field: :apn
, "match regex: "~ims
y[...] upf pool

sac s JSJ P-CSCF wliusS| #
"p _cscf discovery fqgdn: "pcscf.mnc380.mcc313.3gppnetwork.org

{
[

62¢ls JSJ P-CSCF GLiwsS| Js> Juolis (e Jouaxll UPF Lis| (usSi lal
aizwg P-CSCF LS| axél o) P-CSCF a8l ,0 :Laal lail

NBNS (NetBIOS) 0,9 ® o>

:Windows & g>1 go §91gill

}

,"primary nbns server address: "10.0.0.
"secondary nbns server address: "10.0.0.

2
2

pco

0

1

{
o et

Windows & jg2] go dmmmsoll oSl

dosni)] Slinbaill acse
NetBIOS pul J> wollas

losl LU MTU p=>
:hurJIa;>,J‘,ua§VI;:JI
}% :pco

ew L # 1pv4 _link mtu size: 1400
{

ranslid] MTU ou6
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plaziawVl all> MTU
(84 O9x) wliall Ethernet 1500
GTP 54 a5 wlwizl 051400
aJ Sl Julsi 1420

IPv6 MTU J wixYl 2=J11280
$4i/VPN iy, 1360

lieYl 9 GTP-U IS5 35Y LTE J 1400 paziw! :amegill

or9Sill aliol
wu syl APN

}% :pco
,"primary dns server address: "8.8.8.8
,"secondary dns server address: "8.8.4.4
ipv4 link mtu size: 1400

{
APN IMS
}% :pco
,"primary dns server address: "10.0.0.10
,"secondary dns server address: "10.0.0.11
] :p cscf ipv4 address list
,"10.0.0.50"
"10.0.0.51"
,
ipv4 link mtu size: 1400
{

P-CSCF axog IMS Jizuwws gl wVYaso adl ol P-CSCF aél 0 ¢ ylail

}% :pco
,"primary dns server address: "10.100.0.10
,"secondary dns server address: "10.100.0.11
,"primary nbns_server address: "10.100.0.20
,"secondary nbns server address: "10.100.0.21
ipv4 link mtu size: 1400
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GTP-C Llw, 9 PCO
analzdl sLins] aslnianl
rasalzdl slini] asloianl allw, 8 OMNiPGW PCO (aiaiy

Create Session Response
Cause: Request accepted —F
UE IP Address: 100.64.1.42 —

PCO (Protocol Configuration Options) —

DNS Server IPv4 Address: 8.8.8.8 —

DNS Server IPv4 Address: 8.8.4.4 —
P-CSCF IPv4 Address: 10.0.0.50 —
P-CSCF IPv4 Address: 10.0.0.51 —

IPv4 Link MTU: 1400 —

.g UE PCO Luili
doxdoll polgll go DNS M=o (oS pgiy.1

IMS wloax) P-CSCF go J=uw.2
82020l dousll (J| agzlgdl MTU lava,.3

lg> Vol sUas VI 9 LinSinwl
DNS J> aiSos V UE :alSaoll

:goleVI

e il Wl Jgwooll aiSey ¥ aiSly IP olgic ayn) UEe
DNS Lol Juiss®

raloizall wlawVI
PCO (11555 (x8 ammo jué DNS osls oslic. 1

UE J aol| IP acgomo yo Jgogl) alils 4 DNS polgs.2
DNS 500 &S gios s, L1223

:J=dl
DNS po b J| Jgeogdl ai o] ,Lus| #
ping 8.8.8.8

UE aSuiv g0 DNS J> L] #
nslookup google.com 8.8.8.8



grep "primary dns server address" config/runtime.exs

IMS Jowws Juia9 :alSiuoll
:goleVI

VOLTE wldKo Juinse
"IMS Lz azg0 V' UE gl e

taloizoll wlanVI

sgda0 P-CSCF ,45.1
iy e P-CSCF J IP uglic.2
Jeosl) albls ,ue P-CSCF.3

:J=dl

P-CSCF 065G o gaxadl #

) }% :pco

at ;o LgigS pae o 2L # p _cscf ipv4 address list: ["10.0.0.50"] .

MTU JSLine :alSuaoll
:geleVI

Y 51 pandls (i gslsall jass®
o uSdl wlaladl Jasi Juiuwse

& jzil JSlio e

taloizoll wlauVI

il S 3> S MTU

:J=dl
GTP a5 @) S 1400 :ay wgo #
}% :pco
ipv4 link mtu size: 1400
{
J51 doud o,z WSSl yod Jls Y es s I5] #
}% :pco

ipv4 link mtu size: 1360
{



b, loadl Liasl

ad9gigo DNS pilgs paziawl.1

Google (8.8.8.8). Cloudflare (1.1.1.1) :aolc°
wluwwsoll > DNS :anlse

soslill HueSiu LSSl 09.2

OSS 9900
ardgigall pauz©
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ole3 DN syimio

IMS (195
P-CSCF sas paé.1

LSl 2 JsYI e o
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Josogll anilSel o 25L.2

UE J aoll IP a8 9020 o Jsosll s P-CSCF 465, ol wy©
SIP JlasVl Lislo

MTU aaazni
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(IPv4) <ol GTP-U: 36°
(el 100-50) uzis :IPsece
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$9lsills azwYl pu ojlss®
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aotlinig PCO juo i «\GTP-C JsSeign - S3/S8 ag=lg
do il 8 5Uall dwd> cliii| - PFCP ag>lg
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a
P-CSCF ax5l,09 «9LiuiS]

raaall cadoll 9 ardlrall go sSolisall P-CSCF pals <ol

Omnitouch aSwidl wlors yo OmniPGW

aole 6 las

16 jall 030 quis . aiinll cuSgll (x9 SIP OPTIONS anw jaxs go DNS SRV wloMaiaw! plasiwl IMS P-CSCF polss ioliss Blas] 495, (aliSsll JLasVl aual> (o8 oSl a2.log) P-CSCF sl a9 csLinisl

aalizall g p0ll 45,5 glosY alixe P-CSCF poly> :0aels JSI P-CSCF wolisiSle
(240 60 J5) DNS > ol 1,5 sl 9 aulos ‘ailals acslm®
SIP OPTIONS wloxo ¢ Jasi P-CSCE pilss Ol o (s :SIP OPTIONS ame who.
(as3gisall J= go Jiaio) TCP i SIP OPTIONS Jglx :Vsl TCPt
TCP Jiss 1ol UDP o] Jaiis :UDP wall 529all>
alxiwYl Gle 2l down: sl up: S esls JS samu :alladl ;-_0 °
anall Aoy aaiuSall TP sliss ol o cusll agaly o0 rontistindl cadsll o8 amall gais®
asdsize cuadl saind lgius ¥ oo 6355 ansl il :asaluadl 82981+
owstizes p pusilie pu alolS i3 ipugsises e puslio®

&1 SOa
bV GuoSill
config/runtime.exs #

(P-CSCF & LaiSY DNS p515) od Ll PCO us$s #
,config :pgw c
}% :pco
,"p_cscf _discovery dns_server: "10.179.2.177
,p_cscf_discovery enabled: true
p_cscf_discovery timeout_ms: 5000

A
}% :upf_selection
irules
oo LisaJ | P-CSCF wLlius| - IMS aS_> #
o
,"name: "IMS Traffic
,priority: 20
,match_field: :apn
,"match_ regex "~ims
1 :upf_pool
{remote ip address: "10.100.2.21", remote port: 8865, we1ght 80}%
(UPF L] 36195 o aujed gusSadl Juds kil) P-CSCF @LlaiSy FQDN #
,"p_cscf_discovery fqdn "pcscf.mnc380.mcc313.3gppnetwork.org
(PCO 555 Juds Lk l) an, Ll ssgnll #
}% :pco
p_cscf _ipv4 address list: ["10.101.2.100", "10.101.2.101"]
{
[
{

P-CSCF J awlill 6592l wl,l) PCO 0555 9 UPF ,Lis| sclgal JolS 555 cle Jguand) usSill L ,lail

Jssosll assl e

OmniPGW Ixl.1
P-CSCF (https://localhost: BOEG/pcscf morutor) wdlro = cugll agzly | Jaul.2

P ousliss wisinll cussll b Sl all> goye.3

oesSull

asallaJl P-CSCF wslius| whlas]

:PCO ps 5 P-CSCF (5LiwiSY panisnall DNS o3l> 0155 o

}% :pco
(UE _J paiadl DNS y& Jsmio) P-CSCF &LuiSY DNS eols #
,"p_cscf discovery dns server: "10.179.2.177

P-CSCF _J DNS G LiiS| 6j4n ouSas #
,p_cscf _discovery enabled: true

(a5 U olaJli) DNS SRV o loMeiwy algo #
,p_cscf_discovery timeout ms: 5000

(asadladl 839ed1) sy Lidl P-CSCF oy plis #
p_cscf_ipv4 address list: ["10.101.2.146"]
{

sa<cls JsJ P-CSCF J FQDNs
:lg polJl P-CSCF (LS| FQDN s UPF sl 52615 JS) Sas
}% :upf_selection
1 :rules
IMS J saxe IMS - P-CSCF as_> #
}%
,"name: "IMS Traffic

,match_field: :apn
,"match_regex: "~ims

,[...1 tupf_pool
,"p_cscf_discovery fqdn: “"pcscf.ims.mnc380.mcc313. 3gppnetwork org
co

6392J1 # p_cscf_ipv4_address_list: ["10.101.2. 109 ]

A
auwsall 33m0 P-CSCF - auwwsell #
,"name: "Enterprise Traffic
,match_field: :apn
,"match_regex: "“enterprise
y[...1 :upf_pool
,"p_cscf_discovery fqdn: "pcscf.enterprise.example.com
}% :pco
s39=Jl # p_cscf ipv4 address list: ["192.168.1.50"]

A

(oad Ll g sl pasius) P-CSCF @lusS| azes ¥ - co syl #
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}%
,"name: "Internet Traffic
.matchjield: :apn
,"match_regex: "“internet
[...] :upf pool
ol ledl PCO oy oS5 paxiw, - p_cscf_discovery fqdn dre VO #

{

[
{

Yol £, al

Saadaill £3.1

P-CSCF wsl,) GenServer dug oi®
UPF _Las| 36155 o P-CSCF J 53 5ill FQDNS gao gloiianl orSdl Jlno pois®

FQDN Jazuus.2

8Lyl go 3,8 FQDN JS L aiz®
FQDN JsJ Js| DNS SRV eYawwl sL,2l sl pall esae®
(aasuiSall polgd| ozl 55l5il) SIP OPTIONS amue
(5060 saiall e SIP/2.0/TCP) M,I TCP J,L>l
(5060 3aiall ._.Lc SIP/2. B/UDP% UDP J| Jaul . TCP Juus |5]m
(5l slgpl/arlasug] ¥) down: of (cuumiw) UD: 5 pols JS 220w
avio il glolall go (sUasYl 5l camall alls AP polic) wlidl oo pine

(axli 60 JS) a9l axsl,all.3

FQDNS graz canis sl poll pois®
s> 095 asilsll (28 DNS o lodauwl Ju.uu P
; ool Ui
(gl 5 :2lga) TCP juc SIP OPTIONS Ul
(9l 5 :alge) UDP Jsl> TCP Juias [5]m
abiwd] ols il anall dl> corm
aall dlog DNS wls caol wssall gl cuss pie

awlall slis] s

DNS poMaiswl dalos

16 pilio P-CSCF 5LiiSY DNS SRV wMouw 8l pall iy
sip._tep.{fqdn} e SRV ol eMsiwl :SRV pMaiswl.1
Gislls asle¥l > 59 :asglgVl 9.2
SRV Mo oo a8agiamall puisinall ] zhiwl :oxgll glziwl.3
(A/JAAAA M) TP uslis ] a9xgiuall puavasll slowl J> ictmionll pasl J>.4
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saxe FODN _J aymo pole> # pcscf_servers_healthy{fqdn= o
saze FODN J aime ué polos # pcscf_servers_unhealthy{fqdn="..."}
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DNS Jiss 13| o> okl gl poias®

aS,> g9i JSJ 63330 FQDNS poiawl .3
1 :rules

}%
,"name: "IMS
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s liw] o5 il elgall 35T - laglini] i sill PDRs®
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anudsdl Jsoss
Joll e wWowi gl vamlowd] wliazi (Q0S (8 wlmis wam tleais
Mol Jowisi Ol (Sou
FARs. QERS 63,52 PDRs aslo|
a1 aslgall alljle
s el wlalro cyoxi®
PDN Jlail <lgi| pis ol UE Juasi; :losis
taalonll
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oxclall awrin

(aoj=dl LS| 62<cl5) PDR

saclall odn loule Gulais il ol 2oz 1 go sl
t s> 390l PGW-C (,95;

:sJg i)l oluVI - PDR #1

PDR ID: 1
Precedence: 100
P(ao ]| wliiS| ologles) PDI
(e ,i5Y]l w ) CORE : xonll dgzls -
UE: 100.64.1.42/32 _J IP ylgic -
(ibos ol Jo=iJl s0c) FAR ID: 1

:aclall oliVl - PDR #2

PDR ID: 2
Precedence: 100
t(ao ]l wlisS| ologlso) PDI
(SGW ws Lb) ACCESS :owo]| agzlg -
<S5/S8 @ai 4y lgs aai> :F-TEID -
(abos yodl Jyg=iJl sacls) FAR ID: 2
(QoS >49i5) QER ID: 1

rasausi )l PDR Joi>

o (awdz JSJ) 2 el aclall (8,20 - PDR ID®

(1o LiST = del) saclall asslao a9lgl - Precedence
(.| JIP. TEID .ag>ly) asslonll juleo - PDIe

Jo>all xie GTP-U ywl, alj] - ezl gul, alljle

b ell Lg=idl ¢l ,7] - FAR ID*

(sobis1) Lo sall QOS 45 - QER ID+

(L=l s1,5] 6acls) FAR
:(UE > e iVl Josidl oluVl - FAR #1

FAR ID: 1

Apply Action: FORWARD

:Forwarding Parameters
(SGW J|) ACCESS :agzoll agzly -
GTP-U/UDP/IPvV4 o, wl, clis| -
<SGW S5/S8 g4 ay Lgs dabai> :ouses )| F-TEID -

: (caiis @V - UE) aclall olouVl - FAR #2

FAR ID: 2

Apply Action: FORWARD

:Forwarding Parameters
(s Y1l oJ]) CORE :dagzoll ag=ly -
(gole IP Lo - 2L wl, V) -



rasani )| FAR Jgé>

wa)l sacla)l 20 - FAR ID®

Apply Action - FORWARD., DROP. BUFFER., NOTIFYe
:Forwarding Parameters-

(ACCESS/CORE) dg>sll ag>lg°

(GTP-U sai asbo]) oyl gl sliw]e

(aszsill J532/VRF) Sl Juio©

(QoS x9i 62<c8) QER

s gl aaz 6)15Y plaxiwdl Loyl QERS cassis ol pSar .Q0S wlalrog wlilil Jaze 393> 3iis 1o el
(0leisYl 8 pSill Diameter Gy agzls slail) cu )l

:QER e Jlio

QER ID: 1
ivgidae tayledl AJs
ol Lo Jozo s |
Mbps 100 :xcladl olxs VI -

Mbps 50 oo iidl olxsVl -
(GBR oMo Ll s, Liis|) tosemel] ol Lol Jose

Mbps 10 :acladl olms VI -

Mbps 10 :Jgdl olms VI -

tasuni )l QER Jgi>

)l saclall 9,0 - QER IDe

(o) ailio gl (tlowd]) a>5:5Q@ - aslgadl all>e
(Josidl/aslall o) wlly Jazo uasl - MBRe

(aaaxall eMolxll) Ogaimall <l Jazo - GBRe
(adgazll e ,3i5) QOS as 5 420 - QCIe

(ed50ll ool sl,>] 6acls) BAR
Joexll dl> 38 UE 0985 Losie (Jojill oVl (08 el i 09 oSl 2 yo padl
:BAR le Jlo

BAR ID: 1
100ms :Jgudl oVl W ol Ll [ lei] U
10 : Lein i goisodl pxdl soe

Jooll giog 9 (elasio Jlsiwl) DRX Huwxi 1 e asuiau

oSl

wwlwV1 Sxb ;ueSi
:config/runtime.exs =i o8
,config :pgw C

}% :sxb
PFCP e Jolgid) =l IP ylgic #


https://docs.omnitouch.com.au/ar/docs/repos/OmniCore/pgw_c/docs/diameter-gy

oo 50% #

oo 50% #

,"local ip address: "10.0.0.20

(8805) ol pis VI saiadl Syl i) Luisl #
local port: 8805
7

5 Lils Lis as,mall UPFS gun> Jomai ey - UPF L Las| #

(b Lz |

,{remote ip address:

{remote ip address:

}% :upf selection
] :fallback pool
}%
PGW-U —J IP ylgic #
,"remote ip address: "10.0.0.21

(8805 : ol 591) PFCP daio #
,remote port: 8805

=0 .sole = 100) JoxJI & o leidd o9l #
weight: 100
{
[
{

63amiall PGW-U g, sl
DS 5l Janll 8 0 lsll

,config :pgw c
}% :sxb
“local ip address: "10.0.0.20
I{
}% :upf selection
] :fallback pool
"10.0.1.21", remote port: 8805, weight: 50}%
as = |
"10.0.2.21", remote port: 8805, weight: 50}%
as = |
[

{
olsd 5 JS s clowi go s lals UPFs NS Jumws e #

UPF [ Lis| oo

raue)e¥l e dails aclgd go wlgimuoall (il UPF [ Lus| oliai PGW-C pxsius

aalall Slaw ole 2l sollas - (aslsl Llel) anlidl xelgall.1

DNS NAPTR & loMsiawl s g5l gls aszsi - (alawsio m3J3I) DNS (ols aaixall ,Lu,w 2

UPF ,Li>V Jols Jle

,config :pgw ¢
PFCP ag>1g #
}% :sxb
"local ip address: "10.0.0.20
I{



s lals L@.l_.ouu.; o Lo qs_).on| UPFs gio> :UPF _)L,x__:(_>| #
}% :upf selection
#
(890l glg auzgi) DNS e osoizodl [ LasVI #
= #
aulsdl gdge J] 15 Luwl Sl UPF [ Lus| 94, #
,dns _enabled: false
,dns _query priority: [:ecgi, :tai, :rai, :sai, :cgi]
,"dns suffix: "epc.3gppnetwork.org
,dns timeout ms: 5000

#

(arsoYl > Lgassii aiy) ain Lidl LoVl xclgs #
#
iV I LoVl o selsidl o gamidl piy #

UPF acgaze oJo¥l iy laall saclall o #

) ) I :rules
isglgl del - IMS g0 aS,> :1 6JLLiJ|}#

,"IMS 9,0 aS =" :iname
,priority: 20
,match field: :apn
,"match regex: "7ims
] :upf pool
,{remote ip address: "10.100.2.21", remote port: 8805, weight: 80}%
{remote ip address: "10.100.2.22", remote port: 8805, weight: 20}%
’ [
sac ladl odgd PCO ol ol s, Lius| #
}% :pco
p cscf ipv4 address list: ["10.101.2.100", "10.101.2.101"]
{

I{

adle ayglsl - olS,adl APN :2 saclall #
}%
Vol ud g0 aS =" iname
,priority: 15
,match field: :apn
,"match regex: "~(enterprise|corporate)\.apn
] :upf pool
{remote ip address: "10.100.3.21", remote port: 8805, weight: 100}%
I[
}% :pco
,"primary dns server address: "192.168.1.10
,"secondary dns _server _address: "192.168.1.11
ipv4 link mtu size: 1500
{
I{

abwgio ays)gl - gudemiall oS miell :3 saclall #
}%
yodexied | guS e 1" tname
,priority: 10
,match field: :serving network plmn id
saxiod | ol VYol ol # ,"match regex: "~(310]|311|312|313)



] :upf pool
{remote ip address: "10.100.4.21", remote port: 8805, weight: 100}%
[
o

Js1 ayodol - ci Yl Lo, aS,> :4 saclall #
1%
ylei Yl 9,0 aS,>" iname
,priority: 5
,match field: :apn
,"match regex: "“internet
] :upf pool
,{remote ip address: "10.100.1.21", remote port: 8805, weight: 33}%
,{remote ip address: "10.100.1.22", remote port: 8805, weight: 33}%
{remote ip address: "10.100.1.23", remote port: 8805, weight: 34}%
[
{
I[

#
(Mo ,51) LLisYl acgaxe #
#
alibei piy ol DNS [ Liis| Jauday g aelgd ol @ lais ¥ loois poziws #
] :fallback pool

{remote ip address: "127.0.0.21", remote port: 8805, weight: 100}%

[

{

aogcioll atylUooll Jgi>

JULl aons o gll aiyUooll Jo>
"310260123456789" Jgoxoll ailel Joadl I isiunll a9 imsi:
"internet". "ims" Jgodll idasi puwl apn:
(O@V Lol Jruino) "310260" (MCC+MNC) dgoxzll aSuidl PLMN serving network plmn id:
"10.0.1.50" (abwdw Guwin) SGW J IP plgic sgw_ip address:
"310260" euil| aslniol PLMN (6 420 uli tai plmn_id:
"310260" E-UTRAN adx] PLMN ;20 uli ecgi plmn_id:

Jeoxdl 9 Q)'l_g.i'Jl_g UPF acgoxo

10990 Slguue izl go UPF acgomo oz 82c5 JSU Sy

1 :upf _pool
,{remote ip address: "10.100.1.21", remote port: 8805, weight: 50}%
,{remote ip address: "10.100.1.22", remote port: 8805, weight: 30}%
{remote ip address: "10.100.1.23", remote port: 8805, weight: 20}%

[
109 9l LSVl Josxy cauS

100 = 20 + 30 + 50 : ozl sl olus.1
100.0 J] 0.0 : Slosius pb), 2a)gi.2

:aSLl 0je)l wlllas ol £, UPF Lisl.3
(%50 aw,5) UPF-1 :0-50°

(%30 aw,5) UPF-2 :50-80°



(%20 o ,9) UPF-3 :80-100°

(34 .33 .33) ayslmio 0ljsYl o> 1glaio &1595°
(20) Jaazio (sbolizl ¢ s (80) giire wawlwl g tsloliizl/ o lawl
UPF dsw go wamwliio 0ol tasandl o J] 15Liamle

PCO wljglx

((JsSsio sl 01955 wllz) PCO i jslz aslsall oS @@

1%
yUIMS 9,0 aS >" iname
,match field: :apn
,"match regex: "“~ims
y[...] 1upf pool
}% :pco
o22x0d| JgaxJ| Las 9l #
,p_cscf ipv4 address list: ["10.101.2.100", "10.101.2.101"]
s 51 PCO gy ST o dusel ,id Y euall 5V Jeamd| poziws #
{
{

ra>Lliall PCO jglov Jgé>

primary dns server addresse
secondary dns server addresse
primary nbns server_addresse
secondary nbns server_addresse
p cscf ipv4 address liste

ipv4 link mtu sizee

DNS (nls soinall ,LisVI

:pxxiamal| gdg0 wlogleo (J| I3liwl DNS NAPTR wloMsiwl ¢l ;2L PGW-C pg85 «Juzaill xic

}% :upf selection
,dns _enabled: true
,dns _query priority: [:ecgi, :tai, :rai, :sai, :cgi]
,"dns suffix: "epc.3gppnetwork.org
dns_timeout ms: 5000
{

: o Mainw V1 as0ll

13,050 iV - (E-UTRAN ayallel adzdl 9 ,20) ECGIL1
sl adlnioe - (pull ddlnio 9 ,20) TAL2

3G/2G aslnio - (as>sill aslnis 9,20) RAL3

3G aox> ailais - (doaxll adlnio 9 20) SAL4

2G a5 - (awolla)l adsll L9 ,20) CGIL5

:DNS pMaiml sle Jlio

:ECGI puximy #
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org



:TAT .oll.x_uwy #
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org

:DNS L Lis| adec

(oYl o3 15) LS.mL.:.) a.l:wm) ani Jol P.\Ju.uul L)M).o DNS u.)L(—| [5]. 2
slzo]l UPF ).o| 3

bli>Yl acgaze ] Jail DNS Julass pi o] DNS gl Il Sy o 15].4
islpaail] ©loglaall o 3 ie) DNS ale raisall UPF Lis| Ll

DNS e soizall UPF Las|
aole 6,1

plaziwl DNS NAPTR wloMsiwl sl,2] N> o g99el) Lelg Lgazgi DNS Lle soivall UPF jLis| 495,
JUE J aJl alsdl o (ULI) pasiaall gdg0 wloglso

UPF wslassY DNS wlsl,>| - 3GPP: TS 23.003 &>,

1aslgall

32zl gbgall ] I3liswl Slali UPF Lis|e
il IS aygn 2518 oS izl Ve
UPF o s UJI wal I o salsdl Jaxll u.oJ.Lm

Joxs 0.8
o2eSall
,config :pgw cC
}% :upf selection

DNS le soizedl ,LasYl Jisas #
,dns_enabled: true

&J] RAI o5 .TAI o Yol ECGI Jol> :pMaiwVl ayglql #
,dns query priority: [:ecgi, :tai, :rai, :sai, :cgi]

o bMeiwdJ DNS aa>y #
,"dns _suffix: "epc.3gppnetwork.org

DNS ro)l.x_uwl a_Lq_o #
,dns timeout ms: 5000

DNS e ayodoVl 35U awy Ll selgall Jlss Y #
,[...1 :rules

DNS Jis |53] blLuisYl dcgoxo #
[...] :fallback pool



DNS pMeiawl o loumis

:GTP-C allw, go (ULI) paxiamoall gdgo wloglzo plaxiwl DNS wloMaiwl sl iy
(E-UTRAN asolladl axd=dl 9,20) ECGI .1

LTE al> ssime ol arzoi - I3uazi ,isVI

: Gaauiill
<eCi-<HEX-ECI>.ecgi.epc.mnc<MNC>.mcc<MCC>.<dns suffix

tJlo

(s 1,715,004) 0x1A2B3C :aplsdl 20 #

PLMN: MCC=999. MNC=999 #
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org

LTE (4G) wlluw :plazsuuw VI sic

(aruiid] agloio 9,20) TAI .2

el ddlaio puai 9 LY> 3¢ - ands> adlaio

: il |
<tac-1lb<LB>.tac-hb<HB>.tac.epc.mnc<MNC>.mcc<MCC>.<dns suffix
Jls

(srine 100) TAC: 0x0064 #

0X00 :gai o o L (OX64 jpazmio wu L #
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org
LTE (4G) aw $bolioc :plasuawVI] sic

(ax>gill adloio 9 ,20) RAI .3

3G/2G ar>gill atiloio

: il
<rac<RAC>.lac-lb<LB>.1lac-hb<HB>.1lac.rai.mnc<MNC>.mcc<MCC>.<dns suffix
:Jlo

(spie 10) RAC: OXOA #

(s rine 4660) LAC: 0x1234 #
racOa.lac-1b34.lac-hbl2.lac.rai.mnc999.mcc999.epc.3gppnetwork.org
3G/2G UMTS/GPRS w8 :plasia VI 2uic

(aooxll agloio 9 ,20) SAI .4

3G aod> adfloso



<sac<SAC>.lac-lb<LB>.lac-hb<HB>.lac.sai.mnc<MNC>.mcc<MCC>.<dns suffix
i | 9%

SAC: 0x0001 #

LAC: 0x1234 #
sac0001.lac-1b34.1lac-hbl2.1lac.sai.mnc999.mcc999.epc.3gppnetwork.org
3G UMTS dna> gblis :plasaaw VI sus

(arodladl ad=dl 9 ,20) CGI .5

2G ad> sgimo e
<ci<CI>.lac-lb<LB>.lac-hb<HB>.lac.cgi.mnc<MNC>.mcc<MCC>.<dns suffix
o | 9%

CI: 0x5678 #

LAC: 0x1234 #
ci5678.lac-1b34.lac-hbl2.lac.cgi.mnc999.mcc999.epc.3gppnetwork.org

2G GSM LY :plazuuwVl s

DNS alsuiwl asdlzo

:UPF J IP (olic J| i NAPTR wMsuw DNS susd

.eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org
IN NAPTR 10 50 "a" "x-3gpp-upf:x-s5-gtp:x-s8-gtp" ""

.upfl.epc.mnc999.mcc999.3gppnetwork.org

.upfl.epc.mnc999.mcc999.3gppnetwork.org
IN A 10.100.1.21

:PGW-C axdlxo

UPF J IP ¢pslis ¢laiwY NAPTR oV Juloi. 1

(ool Gle wils sl 385 o) Jsall 1322 050 o) 5] eSaolivs a3
i | V9
DNS: [10.100.1.21. 10.100.5.99., 10.200.3.50] auss

(mire Jsl) 10.100.1.21 : Lisal |
upf_selection o oS0 oJ 131 LGSus Lo Jazw gt



SLisVl asslsl le Jlio

plhaziwdl &Y

Jazdl 08 s9lxadl ojlsall .1

833310 020 (9 UPFs Jaisoll dlia; 194, Lisnall

:DNS (u9%;

o B auls #
(10.1.1.21) ¢¢ Kw-eci-aaa.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF

Dgrori apls #
(10.2.1.21) J,95 9ui-eci-bbb.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF

i , _ ool | ol ayls #
(10.3.1.21) woel=i| wel-eci-ccc.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF

welsdl Joxdly JGiYl o oo Jlis s JUPF o8l W] Blal ororxiw @@l aszgi oi toaslall
ax9lall aswsall .2

LA gdlgo o (ax8 o)l Jguogll 833800 dmwg>) UPFS it ai 19 Lissnll

:DNS (25

o= UPF J| auls JS i #
=0 eci-*.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF

a9l wlindai) &lel) jaasio Jlasil o teasladl
arSaolipall aSuiall apis .3

ailuall of Wil cumy UPF (olic i 2gu, Linand
PGW-C (1655 s 095 DNS eMauw gz teailall
DNS [ Lisl sUasi oo liaSiawl

DNS o LoMsianl Juins

:gele VI

"DNS: :nxdomain ¢ UPF | Liz| Jis" : Jzadle
blLisYl dcgomo J| Jais wludxlle

taloizall wLauVI
tao JSuw DNS o515 50955 pin 0.1
LMWl @l 420 a8 ,20) DNS ddlaio sJo pi ol.2
GTP-C allw, 9 639290 ULI ,SG oJ.3

:J=dl



L9 DNS pMeiwl Lois| #

dig eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org NAPTR

DNS o loMeiwy PGW-C oMow o goxsi #

grep "DNS UPF selection: querying" /var/log/pgw c.log

{remote ip address:

aulzdl 8 ULT 5975 oo gans #

9g o yat DNS UPF ouxi

:Jglanll
upf selection (¥ yud UPF @iv 0 DNS e
wSao sl Szl Blals pladl Jglxy e
dauwd=ll UPF ploxiwl oy PFCP bls)l g 3]
bli>Yl acgoz0 J| Jaii PFCP bls)l Juus I)I-
i | 9%

DNS: [10.99.1.50] xus5
upf selection: [10.100.1.21, 10.100.1.22]

10.99.1.50 LSholino Jzw sl 2yl
PFCP LLos 1 slas] Juw,l -
awd=l) pozxiwl g 15] -
bLossYl dcgomo J| Jais | ralgoll cgis| I)I -
Jdl wl,ls
&y 9all adl,oll UpT selection 9 o (oS pd.1
}% :upf selection
] :fallback pool
"10.99.1.50", remote port: 8805, weight: 100}%
[
{
lEowo @9Sall UPF J IP ¢y5lic 85ley DNS cayaxs.2
(9 I/MEC wlogy,luw®® o wogo) Suoliua)l il zlaw].3
pMriwVl (9 algall slgiil
:gole VI

"algall slgil :DNS ¢ UPF Lus!" : Joull®
ouswlill Jgbol 89 o ludzll (3 pmims e

:J=dl

}% :upf selection
oles 10 J| algaldl 5oL # dns_timeout _ms: 10000
- {



DNS Lisl axslo
: pumliall

DNS oMeiwl 7l Joso #
rate(upf selection dns success total[5m]) /
rate(upf selection dns attempts total[5m])

DNS pMeiwl (o #
histogram quantile(0.95, rate(upf selection dns duration seconds bucket[5m]))

(DNS oMo J| wis) bLisYl acgoxo ploxiwl #
rate(upf selection fallback used total[5m])

HOA EA |

DNS UPF selection: querying [debug]
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org
DNS UPF selection: got 2 candidates from DNS [debug]
DNS UPF selection: selected 10.100.1.21 [info]

Ll wlasa
JolSI anall sbiss] 59

Lg;>llno!:; SlLa;iS’l 9 LSSl
ass lidl o MSuuodl
LLi, V1 slas] Juas .1

:gele VI

"PFCP bls,l slae] Juuws" : Jzad] @l
bls)Vlslae] cdla) alxiwl Yo

taloizall wLawVI

(aSuio alSiino) glio sue PGW-U-
Jsraisill 25 6 PGW-U'e
UDP 8805 siio lax, aslaxll laze

oSl 9 puuo ue remote ip address (9 ,so
:J=dl

Jlas VIl [ Las| #
<ping <pgw u ip address



UDP 3aio Liis| #
nC -u -v <pgw u ip address> 8805

i loxdl oo go gaxs #
iptables -L -n | grep 8805

Lol wliow Jaus .2
:gele VI

"3 bl cdsll jau Juws" td=mwe
"Jaio " S b)Yl yaxi pie

talaizall o luauVI

el Olais ol aSL @@ u5be

3l iy Jaxe PGW-Ue

I35 aulgas cdall jou 6,09

:J=dl

oles 5 e a, U sl o 6,09 rdkodo #

is peer healthy?/1 aJIxJI - lib/core/pfcp node/impl/peer.ex #

) state.missed heartbeats consecutive < 3 : .25 #
(%o Lus ,iS|) state.missed heartbeats consecutive < 5 ] #

anall sbiwi] Juias .3

tgole VI

Uasdl o o andzll slis] alziawle
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