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mix deps.get
mix compile
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mix run --no-halt
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# config/runtime.exs
import Config

config :logger, level: :info

config :pgw c,
metrics: %{...},

diameter: %{...},
s5s8: %{...},
sxb: %{...},

ue: %{...},

pco: %{...}
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config :pgw c,
metrics: %{

# 00/0000000
enabled: true,

# 00 HTTP 0000 IP OO0
ip_address: "0.0.0.0",

# 000000
port: 9090,

# 000000000000
registry poll period ms: 10 000

L]
a [ NN
enabled 0o true
ip address too "0.0.0.0"
{IPd
port ad 9090
registry poll period ms [ 10 000
L]

00 - 00000 1PQ
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000000.0.0.0 = 00000

HTTP 000 /metrics
a0
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metrics: %{

enabled: true,

ip address: "10.0.0.20", # 0000

port: 9090,

registry poll period ms: 5 000 # [J 5 00000
}

0o - 000000

metrics: %{
enabled: true,
ip address: "127.0.0.1",
port: 42069, # [JO0OO
registry poll period ms: 10 000
}

0000

metrics: %{
enabled: false

}
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# 1000
curl http://<ip address>:<port>/metrics

# [0
curl http://10.0.0.20:9090/metrics
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config :pgw c,
diameter: %{
# [0 Diameter OO0 IP [0
listen ip: "0.0.0.0",

# OmniPGW [J Diameter [JO00rigin-Host[]
host: "omnipgw.epc.mnc001.mcc001.3gppnetwork.org",

# OmniPGW [] Diameter [J0Origin-Realm[]
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",

# PCRF 00000
peer list: [
%{
# PCRF Diameter [
host: "“pcrf.epc.mnc001l.mcc001.3gppnetwork.org",

# PCRF [J
realm: "epc.mncOOl.mcc00l.3gppnetwork.org",

# PCRF IP [IJ
ip: "10.0.0.30",

# [J00 PCRF OO0

initiate connection: true
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listen ip O000Po [ Diameter [J0

host OOO0OFQDN[ [ OmniPGW [] Origin-Host[JJJJ FQDN[]

realm 000000 [ OmniPGW [] Origin-Realm

peer list [ 0 PCRF 0000
000000

0o 0d ad 1l

host O000OFQDN[ [ PCRF Diameter [][]

realm aoooo [ PCRF []

ip doooiePg 1l PCRF IP [

initiate connection  [][] U OmniPGW 0000 PCRF
FQDN (]

Diameter [[J[[]] FQDNI[]

# [0

host: "omnipgw.epc.mnc@01l.mcc001.3gppnetwork.org"
# [0

host: "omnipgw" # [0 FQDN

host: "10.0.0.20" # 00000 IP

3GPP [



<hostname>.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org

NN
- omnipgw.epc.mnc00l.mccOOl.3gppnetwork.org (MCC=001, MNC=001)

- pgw-c.epc.mnc260.mcc310.3gppnetwork.org (MCC=310, MNC=260 - [0
T-Mobile)

il

00 PCRF[]

diameter: %{

listen ip: "0.0.0.0",

host: "omnipgw.epc.mnc001.mcc001.3gppnetwork.org",

realm: "epc.mnc00l.mccOO1l.3gppnetwork.org",

peer list: [

%{

host: "pcrf.epc.mnc00l.mcc001l.3gppnetwork.org",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",
ip: "10.0.0.30",

initiate connection: true

00 PCRFOO000O



diameter: %{

listen ip: "0.0.0.0",

host: "omnipgw.epc.mnc001l.mcc@O1l.3gppnetwork.org",

realm: "epc.mncOO0l.mcc001.3gppnetwork.org",

peer list: [

%{

host: "pcrf-primary.epc.mnc001l.mcc001.3gppnetwork.org",
realm: "epc.mnc001l.mcc001.3gppnetwork.org",
ip: "10.0.1.30",
initiate connection: true

host: "pcrf-backup.epc.mnc001l.mccO01l.3gppnetwork.org",
realm: "epc.mncOOl.mcc00l.3gppnetwork.org",

ip: "10.0.2.30",

initiate connection: true

PCRF (00000

diameter: %{
listen ip: "0.0.0.0",
host: "omnipgw.epc.mnc00l.mcc@O1.3gppnetwork.org",
realm: "epc.mncO0l.mcc@0l.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc001l.mcc001.3gppnetwork.org",
realm: "epc.mncOOl.mcc00l.3gppnetwork.org",
ip: "10.0.0.30",
initiate connection: false # [0 PCRF [0
}

ad
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00 GTP-C 0000 SGW-C 000

i

config :pgw c,
s5s58: %{

# S5/S8 0000 IPv4 OO0
local ipv4 address: "10.0.0.20",

# 00000 IPve OO
local ipv6 address: nil,

# 0006600 GTP-C 0021230
local port: 2123,

# GTP-C [0000000OCO0O5006ms(

# [0 GTP-C O00000O00CO
request timeout ms: 500,

# GTP-C [J0000COC00000O30
# 0000000 = request timeout ms * request attempts

request attempts: 3



il

0]
local ipv4 address
local ipv6 address
local port
request timeout ms

request attempts

joad

e OO0 GTP-C OO 2
e OO ubp

* 00000 2123
0000 SGW-C 0

il

0 1Pva(000

s5s58: %{

local ipv4 address: "10.0.0.20"

}

IPv4 + IPV6 ][]

s5s8: %{

local ipv4 address:

}

ad

poooiPvan

poooiPven

0o

ad

ad

ad

nil

2123

500

"10.0.0.20",
local ipv6 address: "2001:db8::20"

0d

S5/S8 (00 IPv4 [0

S5/58 [0 IPve 000000

GTP-C J UDP 0000000 2123(

Oo000000oo0o0

0o00o0o00o
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s5s8: %{
local ipv4 address: "10.0.0.20",
local port: 2124 # 00000

}

0oooon

s5s8: %{
local ipv4 address: "10.0.0.20",
request timeout ms: 1500, # OO00 1.5 [
request attempts: 3 # 00000 4.5 [

}

joad

55/58 (000000000000 GTP-C 0I/O00D0D0000COD000000O

Oo0oooo0

0000000 = request timeout ms x request attempts
0005600ms x 3 = 1.5 []

0oooo

0ooa 0ooa 0000
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00 (50-150ms)  500ms[000 1.5s
000 (=150ms)  1000-2000ms  3-6s
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* JO0O0O0 SGW-C 0000
 [J0000VRRP/HSRP€€ 000000

000000

# 0000 SGW-C [J GTP-C
iptables -A INPUT -p udp --dport 2123 -s <sgw c network> -j ACCEPT

Gn/Gp [J[] (GGSN)

il

00 GTP-C v1 0000 SGSN 0000 GGSN 00000 2G/3G 000
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config :pgw c,
gn: %{
# Gn [JOOOO IPv4 OO
local ipv4 address: "10.0.0.20",

# 00000 IPve 000000 2G/3G (0000 IPv4[
local ipv6 address: nil,

# GTP-C OO00 S5/S8 000
local port: 2123

}

# [0 PCO JO0OO DNS [O00O0O0 S5/S8 (000
dns: %{
primary ipv4: {8, 8, 8, 8},
secondary ipv4: {8, 8, 4, 4}

}
L]
[ 0 [ 0l
: ao0
local ipv4 address 00 Gn 00 IPv4 0O0GGSN 00
dIPv4[]
: 0oo :
local ipv6 address nil Gn 00O IPve 000000000
[IPV6[]
Local port o i UDP 000 GTP-C v1[J S5/S8 [

g



DNS [][]

0] 0] 0] 0
primary ipv4 0g {8, 8, 8, 8 PCO [JO0g DNS 00

secondary ipv4 [ {8, 8, 4, 4} PCO 000 DNS 00

joad
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- 000 UDP
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* 0000 SGSN OO

[1$5/S8 [0

OmniPGW 00000 PGWQO4GOO GGSN2G/3GH000
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GTP J0000000CO
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0000000!P OOUPF/PECPOOOO0

0o

Sxb/PFCP []]

il

00 PFCP 0000 PGW-UODOOCOOOO


https://www.3gpp.org/DynaReport/29060.htm

i

config :pgw c,
sxb: %{

# PFCP [JO00O0O IP OO
local ip address: "10.0.0.20",

# 0000000 PECP 00088050
local port: 8805

}
il
ad ad ad A
local ip address  [000O0PO OO PFCP 0000
local port a0 8805 PFCP UDP [
aod

* 00 UPF (0000000000000 upf_selection (JOOOO + 0000

* 0000 UPF 000000COO
o 0000O00CO "UPF-<ip>:<port>"

o [J0 PFCP 00000 UPF 000

o 5 0000
» UPF 0000000000 upf_selection (00000000 [
* 0000 UPF 000000COO0O00D DNS 000 UPF

il

0oooo



sxb: %{
local ip address: "10.0.0.20"
}

# 00 upf_selection [JJ UPF [O00O0O0O00
# - 00000000 "UPF-10.0.0.21:8805"°

# - 00 PFCP [O00OO UPF OO0
# - 5 (0000

000 PECP (00

sxb: %{
local ip address: "10.0.0.20",
local port: 8806 # OO0 PFCP OO

}

0 UPF 0000000



sxb: %{
local ip address: "10.0.0.20"

I
upf selection: %{
rules: [
%{
name: "IMS []",

priority: 10,
match field: :apn,
match regex: ~r/”ims$/,
upf pool: [
%s{remote ip address: "10.0.1.21", remote port: 8805,
weight: 100},
%{remote ip address: "10.0.1.22", remote port: 8805,
weight: 100}
]
}

1,
fallback pool: [

%{remote ip address: "10.0.2.21", remote port: 8805, weight:

100}
]

}
# 00 3 0 UPF10.0.1.21[160.60.1.22[J10.0.2.2100J006&[

00 DNS (000000000

sxb: %{
local ip address: "10.0.0.20"

|

upf selection: %{
dns enabled: true,
dns query priority: [:ecgi, :tai],
dns suffix: "epc.3gppnetwork.org",
fallback pool: [

%{remote ip address: "10.0.2.21", remote port: 8805, weight:

100}
]
}
# DNS [J00 UPF [00000OCOOO
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config :pgw c,
# PFCP 00 - 0O UPF OO0 upf selection 000
sxb: %{
local ip address: "127.0.0.20"
}

# UPF (000 - O00COOO UPE OOOOOO
upf selection: %{
# [0 DNS 0000
dns _enabled: false,
dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],
dns suffix: "epc.3gppnetwork.org",
dns_ timeout ms: 5000,

# [000000000000000

rules: [
# 00 10IMS OO0 - 00000
%{

name: "IMS []71",
priority: 20,

match field: :apn,
match regex: "~ims",
upf pool: [

%s{remote ip address: "10.100.2.21", remote port:

weight: 80},

%{remote ip address: "10.100.2.22", remote port:

weight: 20}
]
}

# 00 2000 APN
%{
name: “[{000",
priority: 15,
match field: :apn,
match regex: "~(enterprise|corporate)\.apn”,
upf pool: [

%s{remote ip address: "10.100.3.21", remote port:

weight: 100}
]
}

# [0 3000000 - 0000

8805,

8805,

8805,



o®
-~

name: “[(J0000",

priority: 5,

match field: :apn,

match regex: "“~internet",

upf pool: [
%{remote ip address: "10.100.1.21", remote port: 8805,
weight: 33},
%s{remote ip address: "10.100.1.22", remote port: 8805,
weight: 33},

%{remote ip address: "10.100.1.23", remote port: 8805,
weight: 34}
]
}
1,

# 000 - 0O000O00OOCO DNS 00000
fallback pool: [

%{remote ip address: "127.0.0.21", remote port: 8805,
weight: 100}
]
}

Huo
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0000000000 upf_selection [0 UPF 00000000
[ 0000000 UPF 0000000000000

0 0000000000 uef_pool 00000000 UPFO

0 00000000 fallback_pool OOOOCOM

0 DNS [JO0DNS 000000000

0 000CODNS 000 UPF 0000000000

0 0000000000 UPE 000 5 0000000

Ooooooon

* UOOsxb.peer list 00000000
(000000000000 selection list



* [0 UPF 000000 upf_selection OOOO0OOO
UPF 000000
1. 000000000000 UPF O00O0OC

o [0 = PFCP 0000 + 0000 3 00000
o (000 UPF 00000
o (000000 UPFIOOOOOO UPFOOOOOO

2. /0000000 weight: O (000 UPF

° 00 UPFOO > 00000000000
° [0 UPFOO == 000000000 UPF 0000000
o 00 UPF 0000000 weight: 1

3. J0000C000000000O000000n uPr

° J000000070% 000000 -21020% 000 -22010% 000 .23
o 000000000 UPF 00000
o 0000 = 0000

4. 1000000000 UPF 00000000

o 0000000 "UPF-<ip>:<port>"
o 000000 PFCP 0005 OO0
o (0000 UPF 00000000
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0oL
UPF-A: [0 56, 00

UPF-B: [0 30, 00
UPF-C: OO0 20, 00O
]

N

N

N

000050 + 30 + 20 = 100

0000
UPF-A: 0-49 (50%)
UPF-B: 50-79 (30%)
UPF-C: 80-99 (20%)

0000e3 - [0 UPF-B

000015 - g UPF-A
000091 - 0Od UPF-C

00/000000000



0000t
UPF-A: [J0 100, [OOJ v (oo
UPF-B: 00 0, 00O v (oo
]

00 10UPF-A [0
- 00000O[UPF-A: 100]
- 00000 UPE-A

00 20UPF-A 0O

~ (000000 UPE

~ 0000O[UPE-B: 1]

- (00000000 UPF-B

~ 000“0000 UPF 000000 upe”

00 30000000

~ (0000 UPF
- JO00000[UPF-A: 160, UPF-B: 0]

-~ [00000000O000000a
~ 000"000000 UPFOOOOODOOOO™

0oooooa



# 0000000 25%[
upf pool: [

%s{remote ip address: "10.0.1.1", remote port: 8805, weight: 1},
%s{remote ip address: "10.0.1.2", remote port: 8805, weight: 1},
%{remote ip address: "10.0.1.3", remote port: 8805, weight: 1},
%s{remote ip address: "10.0.1.4", remote port: 8805, weight: 1}

# [1/00000096% / 10%[]
upf pool: [

%s{remote ip address: "10.0.1.21", remote port: 8805, weight:
90},

%s{remote ip address: "10.0.1.22", remote port: 8805, weight: 10}

]

# 00/000100% [O06% 000000000
upf pool: [

%s{remote ip address: "10.0.1.21", remote port: 8805, weight:
100}, # O

%s{remote ip address: "10.0.1.22", remote port: 8805, weight: 0}
# 0000000000
]

# U000000O0000000
upf pool: [

%{remote ip address: "10.0.1.1", remote port: 8805, weight:
100}, # (0

%s{remote ip address: "10.0.1.2", remote port: 8805, weight: 0},
#00 1

%s{remote ip address: "10.0.1.3", remote port: 8805, weight: 0}
# 00 2
]
# 0000000 1ees0000000000000 56/56%[]

# A/B [0050% / 50%[]
upf pool: [

%s{remote ip address: "10.0.1.100", remote port: 8805, weight:
50}, # (00

%{remote ip address: "10.0.1.200", remote port: 8805, weight:
50} # 00O
]
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IMS O0000“IMS 00”0000

|- DNS OOO0000D000000000

- P-CSCFOO0 DNS 0000000 p_cscf discovery fqdn[
| ' 00000 DNS 00000000

L MTUOOO00000000000

0000000“0000” 0000
I DNS 00000000192.168.1.100192.168.1.11(

- P-CSCFOODNO0O0000000
L MTUOOOOOO15000

0o000o00o00a

[~ DNS 00000000

I~ P-CSCFOOO000 DNSOOOOOO0000
L mMTUOOo0o

000 PCO J0o00

e primary dns server address - [] DNS @@ IP

* secondary dns server address -[][J DNS [0 IP

e primary nbns server address -[] WINS [ IP

* secondary nbns server address - [J0J WINS 00 IP

* p cscf ipv4 address list - P-CSCF (00 IP 00000 IMS[ - 00
00000 P-CSCF OO
ipv4 link mtu size - MTU J00000

0000 P-CSCF (00



00 PCO O000UPF 0000OOOOOCO P-CSCF 000

e p cscf discovery fqgdn - Q00000000 DNS [0 P-CSCF [0 FQDN[IO
00 "pcscf.mnc380.mcc313.3gppnetwork.org"[]

Oo0oooo0

1. PGW-C (0000000000 FQDN 00 DNS ff
2. DNS 0000 P-CSCF IP 0000
3. 000 P-CSCF 000 PCO 00 UE

4. 00 DNS 000000000 PCO 0000 p _cscf ipv4 address list 00000000 PCO [
[

5. [0 0000000on/00a
Oo00o0o00o0a

 IMS APN - ] IMS 000000 P-CSCF OO0
* (0000 - 000000000 P-CSCF 0000

* 0000 - DNS 00 UE 0000000 P-CSCE

* 0000 - DNS 00000000 P-CSCF O0d

00000000 P-CSCF [0 IMS [0



rules: [
%q{
name: "IMS (0",
priority: 20,
match field: :apn,

match regex: "7ims",
upf pool: [
%s{remote ip address: "10.100.2.21", remote port: 8805,
weight: 80},

%s{remote ip address: "10.100.2.22", remote port: 8805,
weight: 20}

1,

# P-CSCF Q000000 DNS [OOO P-CSCF OO

# DNS 000000 FQDN QOO P-CSCF IP

p cscf discovery fqdn: "pcscf.mnc380.mcc313.3gppnetwork.org",

# IMS 0000000 P-CSCF 00000 DNS 00000000000

pco: %{
p cscf ipv4 address list: ["10.101.2.100", "10.101.2.101"]
# DNS[NBNSOMTU (000 pco 000000

}

}

00000000 DNS 000000



rules: [
%{
name: "[000",
priority: 15,
match field: :apn,
match regex: ""(enterprise|corporate)\.apn",
upf pool: [
%s{remote ip address: "10.100.3.21", remote port: 8805,
weight: 100}
1,
# (0000000 DNS 00o0 MTu
pco: %{
primary dns server address: "192.168.1.10",
secondary dns server address: "192.168.1.11",
ipv4 link mtu size: 1500
# P-CSCFONBNS (000 pco 0000000

0000000000 PCO 0000



rules: [
%{
name: "IoT APN - [JO0OO0O",
priority: 10,
match field: :apn,
match regex: "“iot\.m2m",
upf pool: [
%s{remote ip address: "10.100.5.21", remote port: 8805,
weight: 100}
1,
# IoT [JOO00O0OOCO PCO
pco: S%{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
primary nbns server address: "10.0.0.100",
secondary nbns server address: "10.0.0.101",
p cscf ipv4 address list: [], # IoT [JJ P-CSCF
ipv4 link mtu size: 1280 # 000000000 MTU

S B~ 00

0o

IMS/VoLTE[[JII0000000000 P-CSCF 000
00 APNOO0OC0 BNS 000000000
loT/M2M{0000 DNS (000 MTU 00000000
000000000000 DNS 000
OioC00oobo0ooOooooO

00 DNS [0 UPF [J000

000C0000000ULIONOO UPF 00000 DNS NAPTR [OO0ODNS 00000 upf_selection OO0
0o

(€0 000000000000 UPF 000000 000000000 UPE 00 PECP 00000 [
0ooo0ooon



upf selection: %{

# (000 DNS OO0
dns_enabled: true,

# [J0000000000Oa

dns query priority: [:ecgi, :tai, :rai, :sai, :cgil],

# 3GPP NAPTR [JOJO DNS O
dns suffix: "epc.3gppnetwork.org",

# DNS 0000000
dns timeout ms: 5000,

# ... 0ooooo ..
}

00 DNS 00000000

1. 000000 DO00CODOO 0o BNS 0o00ooooo

2. 0000000 VUE 0000 DNS NAPTR 000
o ECGIJ00eci-
<hex>.ecgi.epc.mnc&lt;MNC>.mcc&lt;MCC>.epc.3gppnetwork.org

o TAI[J[J]tac-lb<hex>.tac-
hb<hex>.tac.epc.mnc&lt;MNC>.mcc&lt;MCC>.epc.3gppnetwork.org

o RAI[JSAIJCGI JO00000 3GPP TS 23.003 (I
3. (J000C00000000CODO00000C00G
4. J00O00ODNS 0000000oo0UooonO
5. (I0000000000OCODOO0OOODODOO000oO

00 DNS 00000 DNS 0000o0oa

; NAPTR 000 PLMN 313-380 [JJ TAC 100
tac-1b64.tac-hb00.tac.epc.mnc380.mcc313.epc.3gppnetwork.org IN
NAPTR 10 50 "a" "x-3gpp-upf:x-sxb" "" upf-edge-1l.example.com.

; UPF [0 A [0
upf-edge-1.example.com IN A 10.100.1.21
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* J00000OOMECODOID00D000000000 UPF
* [0 UPF 00000/00 UPF 0000000 PGW-C
+ (000000000 UPF 000000

* [00000D00O0000O UPE 0000

UPF (000

H0000ooooPGW-C 00000 UPF O00000000000000 UPFD

0ooooo
UPF 0000 DO00OO000CO00000

1. PFCP J000O0OUPF OO0 PECP OO

2. 000000000 3 0ooog
3. JOOOOUPF 00 GenServer 00000

000000000000 UPF 0000 000OO

e PFCP [J00000associated: false[]

* 00 3 00000ooo
« UPF [000000DOOC

0ooa

00000 UPFOO upf selection [0

* J000000O0ooo

PFCP 000000

0 5 D000eee0n

missed heartbeats consecutive 00000000

00000000000 UPE OO0

00 DNS (00 UPFOO0OO00O

* J0000000000oO



* (000000000
* 000000000

0ooa

00/0000000 weight: 6 000

1. 000000 UPF

2. J00 0000C > o0o 0oooo == od
3. (00000000 UPFOOOOO UPE

4. (0000000D0O0C00O UPFODOOO 10
5. (000000 VUPFOOOOOOOO

00000000000 > oo

1. 000000 UPkE
2. (000 UPF 000000000
3. (000000 UPFODOOOOOO

0ooto

[debug] 0000 UPF 0002/3 00 UPFO1 00O
[info] 0000 UPF OO000CO UPFO1 OO UPFOOOO © 00O 10
[warning] 0000000 UPFOOOD 3 OO0CCOOOOOOO

00 UPF [0

0oooo



# (000 UPF 0000
iex> PGW C.PFCP Node.is peer healthy?({10, 100, 1, 21})
true

# 00000000
iex> PGW C.PFCP Node.get peer health({10, 100, 1, 21})
%{

associated: true,

missed heartbeats: 0,

healthy: true,

registered: true

}

00 Web Ul

e 00000000 /upf selection

00000000000 UPF 00000000

(00000 00-UPHO 00-0000 00-0000 0o

0000000000 > oUdodood == OUdoOoObNS Oio0oooon
00 UPF 000000000OO

0oo0oooo

1. 0 upf_selection [J[JJ UPF00 UPF 000000000CCO



upf selection: %{
rules: [
%{
name: "[(0000",
priority: 10,
match field: :apn,
match regex: "“internet",
upf pool: [
%s{remote ip address: "10.100.1.21", remote port: 8805,
weight: 100}
]
}

1
fallback pool: [

%{remote ip address: "10.100.2.21", remote port: 8805,
weight: 100}
]

00 UPF 00000
- 5 (00

- 0000000

- 000000

H oW W W

2. J000 UPFOOO weight: 6 OO00000COOOOCO

upf pool: [

%{remote ip address: "10.1.1.1", remote port: 8805, weight:
100}, # 00O

%s{remote ip address: "10.1.1.2", remote port: 8805, weight:
0} # [0

]

3. 0 Web UI 0000000000000 UPF 0000

4. (0000000000 3 0oooobtOO0oooooooon

00 UPF [

000PGW-C 000000000 DNS 000 UPFOOOOOOD upf_selection (JO00



0ooa

00000000000C00O0 BNSOO00000 UPF 00000000

1. 00 PFCP (000000 UPF 0000OOOOO
2.0 PFCP 00000 UPF OO0 PFCP O
3. (00000000000 UPF 00000000000
4. J0000000O0000OD0010 ooa

5. (00000000 UPF 000000

00 UPF 00000

00000 UPF 00000000000O0O

(o)
%{

name: "Dynamic-UPF-<IP>", # J00"Dynamic-UPF-10-100-
1-21"

remote ip address: <discovered ip>, # [00 DNS [Oon IP

remote port: 8805, # [0 PFCP 000000

initiate pfcp association setup: true, # PGW-C 00O

heartbeat period ms: 10 000 # 10 0000

00000 UPF 00000000000 wpf_selection O000OCOOOOCOOOCOOOOCOOC

JOODNS (000 UPF

# DNS [J0000upf-edge-2.example.com -> 10.200.5.99
# [0 UPF 0000 upf selection OO

# 000000
# 1. (000000 UPF 10.200.5.99

# 2. [O00“uPF {16, 200, 5, 99} O0OCOOOOOOCO. ..”
# 3. [0 10.200.5.99:8805 [0 PFCP 000000

# 4. [J0 UPF [OO00000COOOCOO
# 5. [0 UPF [I00OCO0OOCOOOCOOO

ad
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e [J[] 3GPP @[] - [J[] 3GPP TS 32.251[]PS [J0000 TS 32.298[JCDR [I[[]

il

0d 0d
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0d 0000000
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0000 foooooooo
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0oa
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0000000000 Unix 0000000000000
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e PGW-C: /var/log/pgw c/cdrs/

000 cdr _directory [ config/runtime.exs 0000

i

00 CDR J000000000O000CO

# [0 CDR Q00O
# JOOOOOOHH:MM:SS (unix_ timestamp)

# O0O0O00OHH:MM:SS (unix_ timestamp)

# (J0000O<gateway name>

#
epoch,imsi,event,charging id,msisdn,ue imei,timezone raw,plmn,tac,eci

0ooa

« (00000 - COR 0000000000000 Unix 0000

» (00000 - O000000O00000000 Unix 0000

* (000 - PGW-C 000000000 pgw_name 00000
* [0 - 00000 €SV Oooo



CDR [

joad

0o
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13
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0ooa

epoch
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event
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timezone_raw
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sgw_ip
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pgw_ip
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gd

0o

0o

0d

0o

0o

oo

0d

0d

0d

0o

0o
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0o

0d

0o

000000Unix 0000

Oo0oooon

CDR 00000O00O“default_bearer _start™[]

0ooo0ooooO

000 I1SDN 00000000

Oo0oooo0

UE (0000000000

Oo00o0000o0

000000

E-UTRAN 0000

SGW-C S5/S8 (000 1P 00

UE IP OO0IPv4|IPv6 000

PGW-C S5/S8 0000 IP 00

0oooo

QoS 000



00 0000 00
15 octets in 00 000000000

16 octets out 00 HO0000000

CDR [

jooo

CDR 00000000000
0doc {d 1
0000  <type> bearer start 0000

0000  <type>_bearer_update  [000000O00

0000 <type> bearer end 000

0oooo

* default - 000000 PDN 00000
¢ dedicated - 00000 PDN 0OO000OO

I
default bearer start - JO000o0
default bearer update - 0000000
default bearer end - 0000000
dedicated bearer start - 000000

dedicated bearer update - 0000000
dedicated bearer end - 000000

0o

0oon

0ooooooo

0o00o0O0Oo0Oa

0o00on/oa



Hond
00 CDR [0

# [0 CDR 000
# 000000018:53:42 (1726598022)

# 000000019:53:42 (1726601622)

# JO0000Osgw-c-prod-01

# epoch,imsi,event,charging id,msisdn,ue imei,timezone raw,plmn,tac,e
1726598022,310260123456789,default bearer start,12345,15551234567,12:
1726598322,310260123456789,default bearer update,12345,15551234567,1-
1726598622,310260123456789,default bearer update,12345,15551234567,1-
1726598922,310260123456789,default bearer end,12345,15551234567,1234¢

joad

CDR O0000OCOOO0O0OCOO
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il
0000

PGW-C CDR 000 config/runtime.exs 000

0d

pgw name

cdr file duration

cdr directory

usage report interval

joad

0000 (config/runtime.exs):

[

0o

PGW

0ooO
0oo0

CDR
0o

aooa
0ooa
ad

CDR

aooa
g

URR

0ooo
0ooo

PGW-
U 0

0ooo

0oo

00

"omni-
pgw01"

3600000

"/tmp/pgw_c"

60000

0o

©oo0000000 1D

360000011 000

/var/log/pgw _c/cdrs

600001 0]



config :pgw c,
# CDR (000
pgw name: "“omni-pgw01l",
cdr file duration: 3 600 000, # 1 00
cdr directory: "/var/log/pgw c/cdrs",

# URR [JO0O00 PGW-U 000000
usage report interval: 60 000 # 60

0oon-

config :pgw c,
pgw name: "pgw-c-prod-01",

cdr file duration: 3 600 000, # 1 0000

cdr directory: "/var/log/pgw c/cdrs",

usage report interval: 60 000 # 1 0000
Oooo:

config :pgw c,
pgw name: "pgw-c-dev",

cdr file duration: 300 000, # 000 5 0000

cdr _directory: "/tmp/pgw _c_cdrs",

usage report interval: 30 000 # 0000 30 00
HEE

config :pgw c,
pgw name: "pgw-c-prod-heavy",

cdr_file duration: 1 800 000, # 30 0000

cdr _directory: "/mnt/fast-storage/cdrs",

usage report interval: 300 000 # 5 000000000
URROOOOO00OO

PGW-C [J0 PFCP URRs[JI00000 000 PGW-U 00000000 URR OO0COOOOOPGW-U
000000000000O0000000 COR OO0



URR 000000

1. usage report interval JJ00000000O0 PFCP OOO0OOO
2. PGW-C [I00000000000000 URR

3. PGW-U [I000000DOO0000

4. 000000000 bearer update CDR [

5. J00000000CD0O00O0 bearer _end CDR [0

000 usage report interval: 60 000 [0

« PGW-U [] 60 0000000OCO
* [0 60 000 CDR 0000
* J0000000000OO

URR 000

# lib/core/session/types.ex
defmodule PGW C.Session.Types.URR do
typedstruct do
field :urr_id, non _neg integer()
field :measurement method, :duration | nil
field :reporting triggers, :time threshold | nil
field :time threshold, non neg integer() | nil # [J
end
end

000 000 URR PFCP 0000000 lib/core/session/impl/procedures.ex:468
000000000 URR OO0

CDR 000
000000 €PR 00

PGW-C CDR [[]]



‘ SGW-C | ‘ PGW-C | ‘ PGW-U | CDR Reporter
\
oooo
0ooooo
PFCP 0000
(0 URR)
PFCP 000000
start_report(session, ebi)
00 CDR:
default_bearer_start
octets_in: 0
octets out: 0
0ooooo
000 - 0ooo
PFCP 000000
(URR [J000)
update_report(session, urr_id, octets_in, octets_out)
00 CDR:
default_bearer_update
octets_in: 1048576
octets_out: 524288
\
oooo
0ooooo
PFCP 0000
PFCP 000000
(00 URR OO0
end_report(session, urr_id, octets_in, octets_out)
00 CDR:
default_bearer_end
octets_in: 10485760
octets_out: 5242880
DeeeI00

‘ SGW-C | ‘ PGW-C | ‘ PGW-U |

CDR Reporter




CDR 000

1. (0000

* 00 000000000
* 00 O00000O000O
e octets_in[] 0

e octets out[] 0

2. (0000

* (00 0 PGW-U [0 PFCP O00O0OCURR 00000

000 00000000

octets_in[] JI000000000000

octets_out(] [II000O000COC0

000 URR 000000000 usage report interval 00

3. (0000

* 000 0 PGW-U (IO PFCP 000DO000000000OCO
* (00 dOOoOdoddooood

» octets_in[] 000000

e octets_out[] JJ00000

Hooood

1. epoch{00
000 Unix 00000000
000 COR 0000000

0o



1726598022 - 2025-09-17 18:53:42 UTC

2. imsi[00000
000 000000 15 0000
000 MCCMNC + MSIN
000 000000000000000

ooo

310260123456789

| | 1 | |
| | I

MCC MNC MSIN
(310) (260) (123456789)

000 VE 000000000O00000

3. event[JCDR [0

000 000

000 <bearer type> bearer <event>

ad

¢ default bearer start

e default bearer update

¢ default bearer end

* dedicated bearer start
e dedicated bearer update

* dedicated bearer end

0o



 [J0 EBIOEPS [0 1DO00 LBIOOOOO IDO0default
e [JJ EBI[JJJ LBI[Jdedicated

000 O000O0EBI O LBI OO0

4. charging_id[J000000

000 000 32 000
000 OO0OoOo0Oo0o0Oo0a

ooo

12345

000 0 PGW-C 000000000000
ooo

* [0 SGW {1 PGW 000000
* 0000 Gy/Gz 0000
* 000000

5. msisdn[]]1000
000 O000E- 164 000

000 000 ISPN 00000000000
000 0000 + 0000

0o



15551234567

I_I_I I_I_I
cC OO0
(1) (5551234567)

000 VE 00000000 MME [0 HSS 00

6. ue_imei[I1© €
000 000015 0o0do

000 TACO8[O+ SNR{6[+ Spare[]1[]
000 DO0000000000000

ooo

123456789012345

| | | |
| | U

TAC  SNR S

000 VE 00000 MME [0

7. timezone_raw[]JUE [[]]
000 00000000/000

000 0000000 VE 0000

00000 0000CSVY 000000

00000 00000000000000

0o



,» (000)

8. plmn{00000
000 00000000
000 000000000000000000000

0000

MCC: 505, MNC: 57
I
“50557"
!
0o0d “e55570"
I
00000000060x055570 = 349552

0o

349552 - MCC: 505, MNC: 57

000 0 MME (000 UE 0000

000 do0Oo0odOobotooooa

9. tac[jllI0000
000 000 16 000
000 00000000 VE 0000000

000 O - 65535

0o



1234

000 VE 000000 MME 0000000000
oo

* J0000000
* 000000000
+ TAIOOOOOOOOOOOO

10. eci[JE-UTRAN 0000
000 000 28 000

000 E-UTRAN 00000000000 VE 00O

(00 eNodeB 1D[]20 [J[J+ [0 1B[8 [

000 0 - 268,435,455

ooo

5678

0o 0 MME 00 UE 0000
oo

* [O000000OOO0
* 000000000
* 0000000

11. sgw _ip[JSGW 00 IP[]

000 0oOoipv4 0 1pve 000



000 SGW-C [ S5/S8 00000 1P OO0OF-TEID

000 O000OoIPv40000000COIPveD

000
10.0.0.15 (IPv4)
2001:db8::15  (IPv6)
000 00000000 S5/58 00

12. ue_ ip{JUE IP 0
000 00001Pv4|1Pve 000

000 000 UE 00 1P 00000 PDN OO0

000 <ipvé4>|<ipv6>

aod
172.16.1.100| (0 IPv4)
|2001:db8::1 (0 IPv6)
172.16.1.100|2001:db8::1 (0o

(D€ €€ [0 PGW-C [J00 PDN [O000PAAD
ooo

« [ IPv40000 IPv4 00
« [0 IPv60000 IPV6 O
* 00000000 PON OO0

13. pgw_ip[JPGW 000 IP[]

000 00ooiev4 [0 1Pve 000



000 PGW-C [0 S5/S8 0000 IP 00000 F-TEID

000 O000OoIPv40000000COIPveD

oo
10.0.0.20 (IPv4)
2001:db8: : 20 (IPV6)

0oo 0 PGW-C 0000000000

14. apn{JI0000
000 000000 100 0000
000 0000000PONCO0000D
000 00 DNS 00000

0o

internet

ims

mms
enterprise.corporate

000 0 MME 0000000000
0o

* (0000000000
+ [00000000
* (000 e 000



15. qci[lQoS (0000

000 000 8 000

000 QoS 0000000000000

000 1 - 9000000128-2540000000

000 Q€I 00
QCl 0o NN
1 GBR 2
2 GBR 4
3 GBR 3
4 GBR 5
5 Non-GBR 1
6 Non-GBR 6
7 Non-GBR 7
8 Non-GBR 8
9 Non-GBR 9

NN

9 -~ 0000000000

000 0 PGW-C 00000 Qos 00

0ooog

100 ms

150 ms

50 ms

300 ms

100 ms

300 ms

100 ms

300 ms

300 ms

0o0oo

107-2

107~-3

107~-3

10™-6

107°-6

107-6

10™-3

107°-6

107-6

0ooa

0o

0ooa

0ooa

0ooo0

IMS [

000000

0ooo0ooo

0o0oon

0ooa



16. octets _in[JJ0J000
000 000 64 000

000 00000000 - VEDDDOo00

000 00

0o

1048576 - 1 MB [J]

0o 0 PGW-U 000 PFCP 0000000 URR 00000

ooo

* [0 update [O00000

* [0 end 0000000

* [0 start 00000 O

e 00 URR JOO0O0OO0O usage report interval [

17. octets_out[]]]
000 000 64 000

000 00000O0OVE - 000000000

000 0o

0o

524288 - 512 KB [

0o 0 PGW-U 000 PFCP 0000000 URR 00000

0o



00 update [JOO0CO

00 end 0000000

00 start 00000 O

000 URR 000000000 usage report interval 00

il
00 10000000000

0ooa

1. 0000
2. 5 0000000000 10 MBOOO 5 MB(J
3. 0000

CDR (00

# [0 CDR OO
# [O0000010:00:00 (1726570800)
# 00000011:00:00 (1726574400)

# J0000pgw-c-01

# epoch,imsi,event,charging id,msisdn,ue imei,timezone raw,plmn,tac,e
1726570800,310260111111111,default bearer start,10001,15551111111,11]
1726571100,310260111111111,default bearer update,10001,15551111111,1]
1726571400,310260111111111,default bearer end,10001,15551111111,1111]

00 2000000000000

0ooa

1. 0000000IPv4 + 1Pv6[]
2. 00000
3. 0000



CDR 00

1726570800,310260222222222,default bearer start,10002,15552222222,22%
1726571100,310260222222222 ,default bearer update,10002,15552222222, 2=
1726571400,310260222222222,default bearer update,10002,15552222222,2-
1726571700,310260222222222,default bearer update,10002,15552222222,2-
1726572000,310260222222222,default bearer end,10002,15552222222,2222.

00 30000000000
0000

1. f00000OQCI of

2. (00000000oQCr 6O
3. (00000000

4. 000000

5. (00000

CDR [0

1726570800,310260333333333,default bearer start,10003,15553333333,33:
1726571100,310260333333333,dedicated bearer start,10004,15553333333,:
1726571400,310260333333333,default bearer update,10003,15553333333, 3:
1726571400,310260333333333,dedicated bearer update,10004,15553333333,
1726571700,310260333333333,dedicated bearer end,10004,15553333333,33:
1726572000,310260333333333,default bearer end,10003,15553333333,3333:

ooo

* [0000100030000000000 10 MBOOO 4 MB[J
+ [J000010004000000000C0 200 MBOOO 2 MB(
* (00 QCIO09 O 6000000 Qos OO



il
CDR (000



re

SGW-C

PGW-C PGW-U CDR Reporter

OmniCore  OmniCall OmniRAN OmniCharge Platform
XA 0000+
5GC - v - v
PFCP 0000
(0 URR)
) PFCP 000000
start_report(session, ebi)
OO CDR:
default bearer start
octets in: 0
octets out: 0
~ 000000
[0 - OO0
PFCP 000000
{URR OOOO)
update_report{session, urr_id, octets_in, octets_out)
Og CDR:
default_bearer update
octets in: 1048576
octets out: 524288
anoo
00000 R
PFCP O0O0O0O
PFCP 000000
(D0 URR O000)
end report(session, urr_id, octets_in, octets out)
0 CDR:
default_bearer_end
octets in: 10485760
octets_out: 5242880
[€e€0000
R
SGW-C PGW-C PGW-U CDR Reporter



CDR 000

1. (0000000

# [0 CDR [OOPGW-C[
inotifywait -m /var/log/pgw c/cdrs/ -e close write | while read
path action file; do

# 000000000 CDR
process cdr "$path$file"
done

2. (000

# 00000000000
tail -F /var/log/pgw c/cdrs/* | process cdr_stream

Juo

. - 0000000 €DR 00
. - 00 URRs [J PGW-U 00000
. - CDR 0000000
. - CDR [J URR 0000
. - CDR 1 QCI OOOooO
. - 000000
3GPP ]

TS 32.251 - OJ00O0oPsO000

TS 29.274 - 3GPP J00000O0EPSOOGTP-C OO0

TS 29.244 - CP [J UP O0000O0O0OOPFCPO - URR [0
TS 32.298 - CDR [0



CDR (000 - PGW-C g

[] Omnitouch [0

00000 1.0 00000 2025-12-28



Diameter Gx

000000000 (PCRF) OO

[
1]

© 0 N o U A WwDNH

il

Gx [J0 0 PGW-C 00 PCRFII0COIO0000O0 O PCFOO0O0O0O0 0 5G 000000CO0O

000000 - 00 QoS 0o
0000 - d0ooooo0oo
0000 - Do00ooo0
00000000 - 0o00o0O



000000 Gx

el N W -

Sy

0aod

0ooo

0o

EPC J]

SGW-C

/

55/58

Gx Diameter Sxb PFCP

—

Sp

; ;
0Ccs SPR
Wi 000000

N

oooa

[O/PDN




jooo

0d ad
0oda PCRF (J0 PCC 000000OOCOOO
QoS [ 0000000 QoS [d
ooon 000/0000000000
0oda 000000/0000

0oda Oo00o0o00o0

Gx (000

3GPP (][]

e (00 3GPP TS 29.212
e Diameter ][] ID[] 16777238 (Gx)
e [0 Diameter [J00 (RFC 6733)

joad
00 UE PDN (00000000 Gx 0000 Session-1D (000000

e [J UE J0000 (CCR-Initial)

0000000000 (CCR-Update) - (0
e [J UE 0000 (CCR-Termination)



00 1D 00

Session-ID: <Origin-Host>;<high32>;<low32>[;<optional>]
00: omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org;1234567890;98765

0o

e Origin-Host[] PGW-C [J Diameter [J[]
 high32[] 0000000 32 0
* low32[] I000000 32 [0

Diameter [|]

joad

Diameter [00000000C0000000



Diameter Header (20 bytes)

— Version (1 byte) =1

— Message Length (3 bytes)

— Flags (1 byte)

| — R: Request (1) / Answer (0)
| |— P: Proxiable

| |+ E: Error

| L— T: Potentially retransmitted
— Command Code (3 bytes)

— Application ID (4 bytes) = 16777238 (Gx)
— Hop-by-Hop ID (4 bytes)

L— End-to-End ID (4 bytes)

AVPs (00-00)
— AVP Header
| | AVP Code

| |} Flags (v, M, P)

| | AVP Length

| L— Vendor ID (optional)
L— AVP Data

[[] Diameter [][]

AVPLIO-0000

« Diameter 00000000
* 000000000
* 0000000 AVPO

0o

* 00/000
 CCRONOOIOOOO/ CCANDOOOOOO

0ooto

* 2001 - DIAMETER_SUCCESS

* 3xxx - 000
o 4xxx - QO



* Sxxx - [J000

Huoood

PGW-C [J0 Diameter J000000RFC 4006000 Gx[

o
UE Attach
Initial
CCA-Initial (Success)
CCA-Update

Policy Change (Optional) UE Detach CCA-Initial (Failure)

[Termination]

CCA-Termination

O]

CCR-InitialJ00000 - 000
000 VE 0000 PDN 00
000

* (0000000000
[ PCRF JO UE 000000



* [0 QoS [0000OO

PGW-C [J0000 AVP[]

AVP [

Session-ld

Auth-Application-Id

Origin-Host

Origin-Realm

Destination-Realm

CC-Request-Type

CC-Request-Number

Subscription-ld

Called-Station-Id

Framed-IP-Address

IP-CAN-Type

RAT-Type

QoS-Information

Network-Request-
Support

Supported-Features

00 CCR-1 000

AVP [

263

258

264

296

283

416

415

443

30

1027

1032

1016

1024

628

0o

UTF8String

Unsigned32

Diamldent

Diamldent

Diamldent

Enumerated

Unsigned32

Grouped

UTF8String

OctetString

Enumerated

Enumerated

Grouped

Enumerated

Grouped

0o

00 Gx 00000

16777238 (Gx)

PGW-C [] Diameter [J[J

PGW-C [] Diameter [][]

PCRF 000

1 = INITIAL_REQUEST

0000o o 0oo

UE OO00MSI/MSISDN[]

APN [I[]

(00 UE 1Pv4 ]

5 = 3GPP-EPS

1004 = EUTRAN

00 QoS (AMBR)

Ooooooa

Gx 0000



CCR (Command Code: 272, Request)

— Session-Id: "pgw c.example.com;123;456"

— Auth-Application-Id: 16777238

— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— CC-Request-Type: INITIAL REQUEST (1)

— CC-Request-Number: 0

— Subscription-Id (Grouped)

| }— Subscription-Id-Type: END USER IMSI (1)

| L— Subscription-Id-Data: "310260123456789"

— Called-Station-Id: "internet"

— Framed-IP-Address: 100.64.1.42

— IP-CAN-Type: 3GPP-EPS (5)

— RAT-Type: EUTRAN (1004)

— QoS-Information (Grouped)

| |— APN-Aggregate-Max-Bitrate-UL: 100000000 (100 Mbps)
| L— APN-Aggregate-Max-Bitrate-DL: 50000000 (50 Mbps)
— Network-Request-Support: 1

L— Supported-Features: [...]

CCA-InitialJJ0000O0 - OO0
0000 PCRF [ CCR-1 [0
aoa

* 0000000
* 000000 PCC OO
* 00 QoS [0

PGW-C 0000 AVP[]



AVP []] AVP ] 0

Result-Code 268 00 (2001) 0O0O0O
Experimental-Result 297 UO000000000
QoS-Information 1016 000 QoSHI0IO00000
Charging-Rule-Install 1001 0000 PCC 0

Charging-Rule-Definition 1003 AN EEEN

Default-EPS-Bearer-QoS 1049 00000 QoS
O0000o0

CCA (Command Code: 272, Answer)
— Session-Id: "pgw c.example.com;123;456"
— Result-Code: DIAMETER SUCCESS (2001)
— Origin-Host: "pcrf.example.com"
— Origin-Realm: "example.com"
— Auth-Application-Id: 16777238
— CC-Request-Type: INITIAL REQUEST (1)
— CC-Request-Number: 0
— QoS-Information (Grouped)
| |— APN-Aggregate-Max-Bitrate-UL: 50000000 (50 Mbps - reduced)
| L— APN-Aggregate-Max-Bitrate-DL: 100000000 (100 Mbps -
increased)
— Charging-Rule-Install (Grouped)
| | Charging-Rule-Name: "default internet rule"
| L— Charging-Rule-Name: "video streaming rule"
L— Charging-Rule-Definition (Grouped)
— Charging-Rule-Name: "default internet rule"
— QoS-Information: {...}
L— Precedence: 1000

CCR-Termination[J[J0J0000 - 00O

000 UE 000 PDN 00000



ooo

* [0 PCRF 0000
* J000/o000

0 CCR-1 Q00000

e CC-Request-Type: TERMINATION REQUEST (3)

* 00000000
* 000 AVP OO

00 CCR-T[]

CCR (Command Code: 272, Request)

— Session-Id: "pgw c.example.com;123;456"

— Auth-Application-Id: 16777238

— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— CC-Request-Type: TERMINATION REQUEST (3)

— CC-Request-Number: 1

L— Termination-Cause: DIAMETER LOGOUT (1)

CCA-Termination
0000 PCRF [J CCR-T [0

ooo

* 000000
* 0000000

[0 CCA-T[]



CCA (Command Code: 272, Answer)

— Session-Id: "pgw c.example.com;123;456"
— Result-Code: DIAMETER SUCCESS (2001)
— Origin-Host: "pcrf.example.com"

— Origin-Realm: "example.com"

— Auth-Application-Id: 16777238

— CC-Request-Type: TERMINATION REQUEST (3)
L— CC-Request-Number: 1

NN
PCC (000

PCCIDIN00OOOD DODOOOO0bOoOa

7

UE Attach

Initial

CCA-Initial (Success)

CCA-Updat
PAatSlicy Change (Optional) UE Detach CCA-Initial (Failure)

\

Termination 1

\

CCA-Termination




jooo

1. (0000

* Q00000oo

* [J00"video streaming rule"

2. (000

* (000 = 00004
* [J000-65535

* 000000000
3. JOOOOTFT - 0000000

+ (00000000000

* 000
o 1P 5 J0000CO/00 PO0/O000

o "permit out ip from any to 8.8.8.8 80"

4. QoS [

* QCIJQoS 1000 1-9000000128-2540000000
o QCI 100000

o QCI 50IMS [0

o QCI 90iond
* ARPI00O0000C DOOO
« MBR/GBR[] [0/00000

5. 00000

* (000 DO0DOOCO o¢cs 0o -0 O

* 0000 Oo00o0oooO

* [00/00000 ocspud 00000000 CobROOOO - O
6. (0000

* 000 0000



* 000 0000

Hooooo
PCRF 000000000000

1. 0000000000

Charging-Rule-Install (Grouped)
— Charging-Rule-Name: "gold subscriber internet"
L— Charging-Rule-Name: "video qos boost"

2. 0000000000

Charging-Rule-Definition (Grouped)

— Charging-Rule-Name: "dynamic rule 123"

— Precedence: 100

— Flow-Information (Grouped)

| — Flow-Description: "permit out ip from any to 192.0.2.0/24"
| L— Flow-Direction: DOWNLINK

— QoS-Information (Grouped)

| — QoS-Class-Identifier: 5

|  |— Max-Requested-Bandwidth-UL: 10000000

| L — Max-Requested-Bandwidth-DL: 50000000

L— Rating-Group: 1000

QoS [[] AVP

APN-AMBRI0OO00OCO

0000 APN (000 GBR 000

QoS-Information (Grouped)
— APN-Aggregate-Max-Bitrate-UL: 100000000 # 100 Mbps
L— APN-Aggregate-Max-Bitrate-DL: 200000000 # 200 Mbps

PGW-C [0



* (000 AMBR ]
* [ PGW-U 000000 QER 0O00OOO

il
00 Gx 00

U0 config/runtime.exs[]



config :pgw c,
diameter: %{
# [0 Diameter OO0 IP QOO
listen ip: "0.0.0.0",

# PGW-C [] Diameter [JJ (Origin-Host)
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",

# PGW-C [] Diameter [JJ (Origin-Realm)
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# PCRF 0000
peer list: [
%{
# PCRF Diameter [
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",

# PCRF 00000 PeW-C 00000
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# PCRF IP [I0
ip: "10.0.0.30",

# PGW-C 0000 PCRF QOO0
# true = PGW-C [JJ PCRF

# false = [[J PCRF [
initiate connection: true

00 PCRF [

Oo00o0oo0Oo



config :pgw c,
diameter: %{
listen ip: "0.0.0.0",
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf-primary.example.com",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.1.30",
initiate connection: true

-

o®

{
host: "pcrf-backup.example.com",

realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.2.30",

initiate connection: true

}

0000

« Diameter (00000000
* J00000COO
* JO000000O0OOO

NN

Diameter [0 FRDNOOOOOOOOO

# 00 - FQDN [0
host: "pgw c.epc.mnc999.mcc999.3gppnetwork.org"

# 000 - 00000 Diameter [
host: "pgw c"

host: "10.0.0.20" # 000 IP OO

0000



* U0dooooo
e [J00 3GPP PLMN 0000 epc -mncXXX.mccYYY.3gppnetwork.org



i
0000000

| SGW-C | | PGW-C | | PCRF | ‘ PGW-U ‘
000000 (GTP-C)
1.0JJ UEIP
2. [][] Session-ID
3. 0 Charging-ID
CCR-Initial (Diameter Gx)
oo
- IMSI
- APN
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Experimental-Result (Grouped)
— Vendor-Id: 10415 (3GPP)
L— Experimental-Result-Code: <vendor-specific code>
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# 100000
ping <pcrf ip>

# [J[] Diameter [JOTCP 3868[]
telnet <pcrf ip> 3868

# [J0 Diameter [0
# [000000O FQDNOOOO IP

0oooo



config :pgw c,
diameter: %{

# 000 FODNOOOO IP
host: "pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.0.30"

}
]
}

2. CCR-Initial ][]
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e [J00“CCR-Initial OO
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« PCRF [I]
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e PCRF [J[] Session-1D

0oooo

1. 00 PCRF 00OCOOO

2. [J0 PCRF 00000000

3. 0000000 ping <perf_ip>
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e CCA-Initial [] Result-Code '= 2001
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# PGW-C 0000
[error] Diameter Gx (000000 56030 (DIAMETER USER UNKNOWN)
[error] IMSI 310260999999999 [] PCRF I

4. QoS [0
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+ 000000000

Oodoo
1. [ CCA-Initial[]

o [0 QoS-Information AVP 00
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2. [J0 PFCP (0000
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# 000000
config :pgw c,
diameter: %{
realm: "epc.mnc999.mcc999.3gppnetwork.org", # PGW-C 0O
peer list: [
%{
realm: "epc.mnc999.mcc999.3gppnetwork.org" # PCRF 000000
o

[] CCR-Initial []]]

Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

00 Gx [0

0000



# Gx [(J000
rate(gx inbound messages total{message type="gx CCA"}[5m])
rate(gx outbound messages total{message type="gx CCR"}[5m])

# Gx (000
rate(gx inbound errors total[5m])

# Gx 000000000
sum(rate(gx outbound responses total{result code class="2xxx"}

[5m])) /
sum(rate(gx outbound responses total[5m])) * 100

# [0 PCRF 00 Gx 0000
rate(gx outbound responses total{result code class!="2xxx"}[5m])
by (diameter host)

# Gx (000

session id registry count
# Gx 0000000

histogram quantile(0.95,
rate(gx_inbound handling duration bucket[5m]))

0ooo0ooobooon

gx_outbound responses total J€€J00000 PCRF J000 Diameter Q000000000
0000000

e message_type 000000 9x RAA[Jgx CCA[]
* result_code_class [I[IIO000 2xxx [1 3xxx [] 4xxx [15xxx [

* diameter_host 0000 PCRF 000
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2001[DIAMETER_SUCCESS]] - 0000
3001[]DIAMETER_COMMAND_UNSUPPORTED(] - (000
5012[JDIAMETER_UNABLE_TO COMPLY[] - 000000
5030[]DIAMETER_USER_UNKNOWN[] - 0000
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# 0 6x 00000
- alert: GxErrorRateHigh

expr: rate(gx_inbound errors total[5m]) > 0.1
for: 5m
annotations:

summary: "[000 Gx 000"

# [ Gx 0000000
- alert: GxResponseFailureRate
expr: |

sum(rate(gx _outbound responses total{result code class!="2xxx"}
[5m])) /
sum(rate(gx outbound responses total[5m])) > 0.1
for: 5m
annotations:
summary: "[J Gx J0O0OO"
description: "[OJ 10% [J Gx [JOooo"

# PCRF O00O0OO
- alert: GxPCRFFailures
expr:
rate(gx outbound responses total{result code class=~"4xxx|5xxx"}
[5m]) by (diameter host) > 0.05
for: 3m
annotations:
summary: "PCRF {{ $labels.diameter host }} [O006®®&"
description: "PCRF QO0O0OOOO"

# 000000
- alert: GxSessionRejection

expr: rate(gx inbound errors total{result code="5030"}[5m]) >
0.01

for: 5m
annotations:
summary: "PCRF O00OOCOUSER UNKNOWN[™
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# config/runtime.exs
config :logger, level: :debug

# 00000
iex> Logger.configure(level: :debug)
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CCR (OO00O: 272, 0O0)
— Session-Id: "pgw c.example.com;123;456;gy"
— Auth-Application-Id: 4
— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— CC-Request-Type: INITIAL REQUEST (1)
— CC-Request-Number: 0
— Subscription-Id (Grouped)
| }— Subscription-Id-Type: END USER IMSI (1)
| L— Subscription-Id-Data: "310260123456789"
— Subscription-Id (Grouped)
| |— Subscription-Id-Type: END USER E164 (0)
| L— Subscription-Id-Data: "15551234567"
— Service-Context-Id: "32251@3gpp.org"
— Multiple-Services-Credit-Control (Grouped)
| | Service-Identifier: 1
| |— Rating-Group: 100
| L— Requested-Service-Unit (Grouped)
| L— CC-Total-Octets: 10000000 ([JJ106 MB)
L— Used-Service-Unit (Grouped)
L— CC-Total-Octets: 0 (O00O0)

CCA-Initial0J00000 - 00O

0000 OCSOOCCR-I
0o

* J000000Od
+ 000000000
* 000000000

PGW-C[JO0AVP
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Result-Code

Multiple-Services-Credit-Control

Granted-Service-Unit

Validity-Time

Result-Code

Final-Unit-Indication

Volume-Quota-Threshold

0oooooa

CCA (0O0Doo: 272, (00)

AVP[[

268
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0002001000000
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Ho00o0000o00O

00000000

OoooOooa

00000000

0oooooo

— Session-Id: "pgw c.example.com;123;456;gy"
— Result-Code: DIAMETER SUCCESS (2001)

— Origin-Host: "ocs.example.com"
— Origin-Realm: "example.com"

— Auth-Application-Id: 4

— CC-Request-Type: INITIAL REQUEST (1)

— CC-Request-Number: 0

L— Multiple-Services-Credit-Control (Grouped)
— Result-Code: DIAMETER SUCCESS (2001)

— Service-Identifier: 1

— Rating-Group: 100

— Granted-Service-Unit (Grouped)
| L— cC-Total-Octets:

— validity-Time: 3600 (0O0000100)

10000000 ([JO16 MB)

L— Volume-Quota-Threshold: 8000000 ([JJ08 MBIIINII80%)

CCR-Update[JI00000 - 000

0o
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* 000000
* [O0000OOOoOOO
* 000000

OCCR-1I000000

¢ (CC-Request-Type: UPDATE REQUEST (2)
* CC-Request-Number ]

e Used-Service-Unit 0000000

* Requested-Service-Unit 00000

HOCCR-U00

CCR (0OOO: 272, 00)
— Session-Id: "pgw c.example.com;123;456;gy"
— Auth-Application-Id: 4
— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— CC-Request-Type: UPDATE REQUEST (2)
— CC-Request-Number: 1
L— Multiple-Services-Credit-Control (Grouped)

— Service-Identifier: 1

— Rating-Group: 100

— Used-Service-Unit (Grouped)

| L— CC-Total-Octets: 8000000 ([0S MB)

L— Requested-Service-Unit (Grouped)

L— CC-Total-Octets: 10000000 ([JJJ10 MB)



CCA-Update[IJ00000 - 000
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« I0000000C€ 0000
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* 000000
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1. (000000

CCA (DO)

L— Multiple-Services-Credit-Control
— Result-Code: DIAMETER SUCCESS (2001)
— Granted-Service-Unit
| L— CC-Total-Octets: 10000000 ([J10 MB)
L— validity-Time: 3600

2. (000000000

CCA (00)
L— Multiple-Services-Credit-Control
— Result-Code: DIAMETER SUCCESS (2001)
— Granted-Service-Unit
| L— CC-Total-Octets: 1000000 ([JJ1 MB)
L— Final-Unit-Indication
L— Final-Unit-Action: TERMINATE (0)

3. 000000



CCA (OO)
— Result-Code: DIAMETER CREDIT LIMIT REACHED (4012)

L— Multiple-Services-Credit-Control
F—— Result-Code: DIAMETER CREDIT LIMIT REACHED (4012)
L— Final-Unit-Indication
L — Final-Unit-Action: TERMINATE (0)

CCR-Termination[J[J0J0000 - 000

0o

 UE[D
» PDNOOOO
+ [00000000

0o

» 00000
* [J0Gy/Ro[
« 0000

0oooo

e CC-Request-Type: TERMINATION REQUEST (3)
* Used-Service-Unit 00000000
* [JRequested-Service-Unit 00000000

e [JTermination-Cause

OOCCR-TOOD



CCR (0O0O0: 272, 00)
— Session-Id: "pgw c.example.com;123;456;gy"
— Auth-Application-Id: 4
— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— CC-Request-Type: TERMINATION REQUEST (3)
— CC-Request-Number: 5
|— Termination-Cause: DIAMETER LOGOUT (1)
L— Multiple-Services-Credit-Control (Grouped)

— Service-Identifier: 1

— Rating-Group: 100

L— Used-Service-Unit (Grouped)

L— CC-Total-Octets: 18500000 ([J[J18.5 MB)

CCA-Termination[[]00000 - 000

0000 OCSOOCCR-T

0o

* 000000
* 0000
* 0000000

[JJCCA-T[]

CCA (0oOO: 272, 0O0)

— Session-Id: "pgw c.example.com;123;456;gy"
— Result-Code: DIAMETER SUCCESS (2001)

— Origin-Host: "ocs.example.com"

— Origin-Realm: "example.com"

— Auth-Application-Id: 4

— CC-Request-Type: TERMINATION REQUEST (3)
L— CC-Request-Number: 5
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1. 0CS[]]10 MBOOOMNONO86%[18 MBI[]
2. PGW-COOPGW-U00000000O0OPFCPOOOCO
3. (00008 MBOO
- PGW-CJCCR-Update
~ 000000000000
4. 0CsO0oOoO
5. [00000CCR-Update(000000
~ PGW- COO0000O

0oooo

Granted-Service-Unit: 10000000[]]]10 MB[]
Volume-Quota-Threshold: 8000000[]]8 MB[]
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‘ PGW-U | PGW-C ‘ 0OCSs |
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0d: 10 MB
(: 8 MB
0dg: 0 MB

00oo0oo: 2 MBO
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(0oom

00000oo: 6 MBO

000: 6 MB
(CODO)

00000oo: 8 MBO

000: 8 MB
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OCS[JCCAJOFinal-Unit-Indication AVPII0OO

Final-Unit-Action [ PGW-C[][]
TERMINATE 0 [0000OCOOo0O0O
REDIRECT 1 0J0000000000000000O

RESTRICT_ACCESS 2 [I0000C0000CO0C0COCOO

Ho00o0oooooa

CCA (OO)
L— Multiple-Services-Credit-Control
— Result-Code: DIAMETER SUCCESS (2001)
— Granted-Service-Unit
| L— CC-Total-Octets: 1000000 ([JJ1 MB)
L— Final-Unit-Indication
— Final-Unit-Action: REDIRECT (1)
L— Redirect-Server (Grouped)
— Redirect-Address-Type: URL (2)
L— Redirect-Server-Address:
"http://topup.example.com”

PGW-C[[]

1. TERMINATE: [JJCCR-T0000
2. REDIRECT: [JJPFCP[IHTTPOIOO00URL
3. RESTRICT _ACCESS: [JJPFCPO0000000IPON
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JoddoooPCeC

PCRF[JJIGX[JJCCA-I[]]

CCA (GxOm)
L— Charging-Rule-Definition (Grouped)
— Charging-Rule-Name: "prepaid data rule"
— Rating-Group: 100
— online: 1 (0ODODO)
— offline: 0 (OOO0O0)
— Metering-Method: VOLUME (1)
— Precedence: 100
— Flow-Information: [...]
L— QoS-Information: [...]

PCCOO0OOOO0AVPL
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Rating-Group

Online

Offline

Metering-Method

Reporting-Level

AVP[] 0

432 Unsigned32

1009 0=00, 1=00

1008 0=00, 1=00

1007 0=00, 1=00, 2=00

1011

Rating-Group
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00 0o
1 0 [0
0 1 m
11 [0
0 0
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0=00, 1=000
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— Rating-Group: 106000000

L— Online: 1

0000100000

— Rating-Group: 200000000

L— Online: 1

000020IMsO00

— Rating-Group: 3000000

L— Online: 1

PGW-C Gy[[

* JOCCR-I0000OMSCCOINNONODOO0O

CCR-Initial
— Session-Id: "...
L— Multiple-Services

— [Rating-Group:
— [Rating-Group:
L— [Rating-Group:

ocsin

CCA-Initial
L— Multiple-Services

— [Rating-Group:
— [Rating-Group:
L— [Rating-Group:

NN

PGW-C00I0000000O

-Credit-Control

100] - 0000

200] - 0000
300] - [0

-Credit-Control
100] - [JJ: 10 MB

200] -~ 0: 5 MBOOOOOO
300] -~ [O0: 6e[d



# 000

state.charging quotas = %{
100 => %{granted: 10 000 000, used: 0, threshold: 8 000 000},
200 => %{granted: 5 000 000, used: 0, threshold: 4 000 000},
300 => %{granted: 60 000, used: 0, threshold: 48 000} # [

0ooo0ooooo



e OmniCore  OmniCall  OmniRAN  OmniCharge Platform

Xa 0000+

- 5GCw+ - - - -
00: 10 MB
0: 8 MB
000: © MB

000000d- 2 Me(

>

O00: 2 MB
(O0oO)

00000og: & MB( .

000: 6 MB
(000

0000000 & MB[

L

000: 8 MB
0000+

CCR-Update
(000: 8 MB[Q: 10 MB)

>
0000000 © MB[

L

00000glo ms,
0o

CCA-Update
(00: 10 MB)

00: 20 MB
000: 18 MB
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MSCCOI0000000AVP

000 O0000/000000000
€O

Multiple-Services-Credit-Control (Grouped, AVP 456)

— Service-Identifier (Unsigned32, AVP 439)

— Rating-Group (Unsigned32, AVP 432)

— Requested-Service-Unit (Grouped, AVP 437)

| |— CC-Time (Unsigned32, AVP 420)

| |— CC-Total-Octets (Unsigned64, AVP 421)

| |— CC-Input-Octets (Unsigned64, AVP 412)

| L— CC-Output-Octets (Unsigned64, AVP 414)

— Used-Service-Unit (Grouped, AVP 446)

| L— [[ORequested-Service-Unit0000]

— Granted-Service-Unit (Grouped, AVP 431)

| L— [[Requested-Service-UnitJ000]

— validity-Time (Unsigned32, AVP 448)

— Result-Code (Unsigned32, AVP 268)

L— Final-Unit-Indication (Grouped, AVP 430)
L— Final-Unit-Action (Enumerated, AVP 449)
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0d 00000 0da
00 000000 00000
00 1=0002=0003=00  100=000200=[0
00 0000 0ooa
oo o0 00000
00 O000000RG ocsunoon
aoa
Service-Identifier: 100000

— Rating-Group: 10000000 - $0.01/MB[J]
L— Rating-Group: 20000000 - $0.05/MB[]

Service-Identifier: 20000
L— Rating-Group: 30000000 - $0.10/000
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HOGy[l

U0 config/runtime.exs[]



config :pgw c,
gy: %{
# 0000000000
enabled: true,

# 0CSO0000000
timeout ms: 5000,

# [OPCRFO00O0OOCOOCOOOO
default requested quota: 10 000 000, # 10 MB

# 000000000
# (0.8 = [J00180%J0000CCR-Update)
quota threshold percentage: 0.8,

# 0CSO0000000
# [0: :block, :allow
timeout action: :block,

# 0CSO0000000O0
# [: :terminate, :redirect
no credit action: :terminate,

# JOOO0OOURLOOno credit action: :redirectd0d
topup redirect url: "http://topup.example.com"
¥,
diameter: %{
listen ip: "0.0.0.0",
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# 0CSO000
peer list: [
# PCRFOO00000GXO
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.0.30",
initiate connection: true

}'
# 0CSO000000GY0

{
host: "ocs.epc.mnc999.mcc999.3gppnetwork.org",

o



realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.0.40",
initiate connection: true

}
]
}

Huooon

enabled

¢ true000000000COCCROOOOOOCS
« false[JI000COO000DGYOO

timeout ms

* [JOocspccAnnnd
e [J003000-5000 ms

default_requested quota

» [JOPCRFOOO000COCOOOO
« [0001-100 MB

quota_threshold_percentage

* [0000000C0O000CCR-Update
* [J000.75-0.85[075%-85%(]

+ [0 = 000D0000000o00
* [0 = 000000000

timeout_action

* :block - 0OCSOII00OODO0OOOODOO0OOO
* :allow - JIOCSOINDOIOOOOIOODODODOOOOCO

no_credit_action

 :terminate - 000000000



e :redirect - 0000000

Hooooon

Ho00o0oooooa

config :pgw c,
gy: %{
enabled: true,
timeout action: :block,
no credit action: :terminate,
quota threshold percentage: 0.8

00/000

config :pgw c,
gy: %{
enabled: false # 0000
}

0o0000000R0o0OO0

config :pgw c,
gy: %{
enabled: true, # [JPCRFOOO0OO
timeout action: :allow, # 0CSOOOOO0OOOO
no credit action: :terminate

}
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2. J000ib
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CCA-Initial (Gx)
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Joog: 100
oo: 1
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CCA-Initial (Gy)
MSCC:
-00: 10 MB
-00: 8 MB
OoooorPFCPO
OOVRROOOO0000O
0d: 8 MB
O0oooo
Oooooo
0000 - 0ooo
\ \

SGW-C PGW-C PCRF (Gx) OCSs (Gy) PGW-U




J000000CCR-Update(]



O0ooao

|

PGW-C[JJCCR-IJPCRF

l

e OmniCore OmniCall  OmniRAN  OmniCha

- EGC‘V b - -

i f
OPCCOOOO
000 OO0o0000
Oooo
O0d

0Cs
Q00

rrrr rrrn



| B[ LI

PGW-C0
000

Jo0o0ooood



‘ PGW-U |

‘ PGW-U |

(00: 8.1 MB)

aooo
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- 000000:
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001 MBQO
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CCR-Termination (Gy)
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- 000: 10 MBOOOO
CCA-Termination (Gy)
O0oooo
0o0o0o
0000000000
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‘ SGW-C | ‘ PGW-C | ‘ PCRF (Gx) | ‘ OCS (O |

00oooo

CCR-Initial (Gx)

CCA-Initial (Gx)
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CCR-Initial (Gy)
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timeout_action: :block
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2001 DIAMETER_SUCCESS 00000000

O00004xxx]

o0 0o PGW-C[]]
4010 DIAMETER TOO_BUSY toooo

4011 DIAMETER_UNABLE TO COMPLY U0O000oon

4012 DIAMETER_CREDIT_LIMIT_REACHED  [0O00000

000005 xxx[(

00 00 PGW-C[[]

5003 DIAMETER_AUTHORIZATION_REJECTED  [O000

5031 DIAMETER_USER_UNKNOWN UO00d0ooooO

Joooooo
000 Result-Code(000000000

1. 0000 - D000
2. MSCC[[ - 00000

0o



CCA-Initial

— Result-Code: DIAMETER SUCCESS (2001)
L— Multiple-Services-Credit-Control
— [Rating-Group: 100]

| L— Result-Code: DIAMETER SUCCESS (2001)
L— [Rating-Group: 200]

L— Result-Code: DIAMETER CREDIT LIMIT REACHED (4012)
RG 2000000

< 0000ook
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PGW-C[]

* [J000o100000
* (0000200000
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I 100
m:1
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1. CCR-InitialJOCS[]]
0o

* [000000*ocson”
 000“CCR-InitialDGyO00”

0000

ocsnd

00000CS 1POan

000000000038680
ocs[

0000

# 100000
ping <ocs ip>

# 0000000TCP 3868[
telnet <ocs ip> 3868

# (00O
# [(00peer listggpocsgoo

2. jooocsan
ooo

e CCA-I[JResult-Code '= 2001
* (0000000

poooood
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4012 (000000 0000000
5003 [O0000 0000000

5031 {000 poCspUuonn

0oooo

1. fnocsnnonootog
2. Joocsnnnoon
3. JOCCR-Ig0IMSI/MSISDNOI00000000

3. 00000000
oo

* JO000000000O0O0
e [JOOCCR-Update

0oooo

 PGW-UQDOOURROOOOCOOO
* 0000000
* [OOpPrFCPOOOO

0000

1. OOPFCPOOOOOOVRRA

0JOURR

— URR-ID: 1

— Measurement-Method: VOLUME

— Volume-Threshold: 800000008 MB[]

L— Reporting-Triggers: VOLUME THRESHOLD

2. JOPGW-UDD00O000CO



3. 00000 quota threshold percentage

4. 00000
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+ OCS00000“0oooo”
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0oooo

1. JOPCRFOOPCCOODOOOO
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il
0000

# Gydooo
rate(gy inbound messages total{message type="cca"}[5m])
rate(gy outbound messages total{message type="ccr"}[5m])

# Gydooo
rate(gy inbound errors total[5m])

# 000000
rate(gy quota exhausted total[5m])

# 0CsSO00
rate(gy timeout total[5m])

# GylUooOoOoO
histogram quantile(0.95,

rate(gy inbound handling duration bucket[5m]))



il

# UeyOdo0o

- alert: GyErrorRateHigh
expr: rate(gy inbound errors total[5m]) > 0.1
for: 5m
annotations:

summary: "“Jogoeydon”

# 0CS[00
- alert: OcsTimeout

expr: rate(gy timeout total[5m]) > 0.05
for: 2m
annotations:

summary: "[gocsgn"

# 00000000
- alert: CreditExhaustionSpike

expr: rate(gy quota exhausted total[5m]) > 10
for: 5m
annotations:

summary: "000000"

Web Ul - Gy[iI0000

OmniPGWINODO0GY/Rol0000OCOIDO0OC0O000OCSH

000 http://<omnipgw-ip>:<web-port>/gy simulator
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000 - 0odd
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« [OCCR-Initialj000000000
- 000000000000000
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Gn/Gp

0 SGSN [] GTP-C [J[JJ2G/3G [0

OmniPGW [] Omnitouch [J]J]

il

Gn/Gp [0 0 OmniPGW 0000 2G/3G 00 GGSNOIO GPRS 0000000 GTP-C v1
00000 GGSN [0 SGSN 000 PDPOOO00000000000

* Gn 000000 PLMNOOOOOO0OC SGSN
* Gp 000000 PLMNOOOOOOOO SGSN

000000000000 - DOODOoOOOn
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————— [ Gn/Gp
T GTP-L

- ——— o~
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| GniGp ’
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0 PGWI[]S5/S8[1000L

0o GGSN (Gn/Gp)

0000 GTP-C v1

3GPP [ TS 29.060

0ooo PDP (00
00000 NSAPI (0-15)
aooo oooooo

QoS [][] R99 QoS (000

0o 21230000

1

GTP-C[]1

e JOOGTP-C vl (
e [JOQUDP

PGW (S5/S8)

GTP-C v2

TS 29.274

PDN 00 + 0O

EBI (5-15)

Gx (PCRF)

EPS [0 QoS (QCI)

2123

e 00212300 S5/58 GTP-C v2 00
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TEIDI000000O
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* GGSN ][] TEID( UPF 000000000


https://www.3gpp.org/DynaReport/29060.htm
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# config/runtime.exs
config :pgw c,
# 000 gn 0000Gn/Gp 000000
gn: %{
# Gn JO0O0O IPv4 OO
local ipv4 address: "10.0.0.20",

# 00000 IPve OO
local ipv6 address: nil,

# GTP-C vl 0000 S5/S8 000
local port: 2123

}

# [0 PCO 0000 DNS 00000 PGW O0OO
dns: %{
primary ipv4: {8, 8, 8, 8},
secondary ipv4: {8, 8, 4, 4}

}
Gn [J000
O
1l [ - o0 00

local ipv4 address 1o 0 - 00 Gn 00000 1Pv4 000000 SGSN O
1 00 GGSN 000

local ipv6 address _ 0 | (it 000 1Pve 000000 2G/3G 00000
U IPvA(]

GTP-C [J UDP
local port og 0 2123 - Hooaa

0000000 S5/58 000


https://www.3gpp.org/DynaReport/29060.htm
https://www.3gpp.org/DynaReport/29060.htm

DNS [][]

0 0
a0 0 0 0o 0o
, . O 8, B ©y 0 PCO 00000 DNS 0000 1Pva O
primary ipv4 0
0 8} ao
. 0 {8, 8, 4, 0 PCO (0000 DNS 0000 1pva
secondary ipvé4 [
0 4} oo
primary ipv6 g [ nil 0 DNS 0000 IPve 000
secondary ipv6 B [ nil 00 DNS 000 1Pve OO0
OO0
000000

# 000 SGSN OO GTP-C

iptables -A INPUT -p udp --dport 2123 -s <sgsn network>/24 -j
ACCEPT

# 00 SGSN OO GTP-C

iptables -A OUTPUT -p udp --dport 2123 -d <sgsn network>/24 -j
ACCEPT

Hodn
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00 PDP 00000
— IMSI: 310260123456789

— NSAPI: 5

— TEID O I: 0x12345678
— TEID OO: 0x87654321
— 000000: IPv4OOOO

— APN: internet

— GSN OOOooO: 10.1.1.100
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— QoS [OOO: [R99 QoS (O]
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— Dooooo
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209  [000000C 00000000

il
Gn [J000

# 10000

gn_inbound messages total{message type="create pdp context request"}
gn _inbound messages total{message type="update pdp context request"}
gn_inbound messages total{message type="delete pdp context request"}

gn outbound messages total{message type="create pdp context response'
gn outbound messages total{message type="update pdp context response’
gn_outbound messages total{message type="delete pdp context response’

# 000666

gn outbound transaction duration bucket

Hooon

PDP 00000

rate(gn_inbound messages total{message type="create pdp context reque
[5m])

0o

sum(rate(gn outbound messages total{message type="create pdp context
[5m]))

/
sum(rate(gn_inbound messages total{message type="create pdp context r
[5m]))



00 PDP 000

gn_inbound messages total{message type="create pdp context request"}

gn_inbound messages total{message type="delete pdp context request"}

Juo

Joood PBP 0000000
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* 000000
* SGSN [

000000

1. 000000
2. OmniPGW 0000 IP 00O

3. 00000 UDP 2123
4. UPF/PFCP 000

0o



# [0 omniPGW 0000
netstat -ulnp | grep 2123

# (000000
tcpdump -i any -n port 2123

# (000
grep "local ipv4 address" config/runtime.exs

# [JO0 PFCP [0
curl http://pgw:9090/metrics | grep pfcp

Jo0PDP 0000000
o0n

« [0 PDP 00000000000
* PDP [J000CO
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00 19900000000
-~ IP 00
- [O00curl http://pgw:9090/metrics | grep address registry count
- [] ue.subnet map OO0 IP O

00 262000 IE 0000
-~ SGSN 00000 IE
-~ [0 SGSN (0
- [0 tcpdump 00000

00 2040000000

~ UPF/PFCP IO

-~ 00 PFCP OO0
- [0 OmniPGW [][]

0o0od PBP 00000
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« [0 PDP 00000000000
* 0000

0oooon

» (00 PDP OO0OOTEID 00O
« NSAPI [0

* 00000

0o

# 100000
curl http://pgw:9090/metrics | grep session count

# 000000000
journalctl -u omnipgw | grep "PDP Context"
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0 config/runtime.exs 000000



config :pgw c,
metrics: %{
enabled: true,
ip address: "0.0.0.0", # [QOO0000OO
port: 9090, # HTTP [0
registry poll period ms: 5 000 # 000
}

jooo

HTTP 000
http://<omnipgw ip>:<port>/metrics

0o

curl http://10.0.0.20:9090/metrics

joad

(000 Prometheus [0 000

# HELP teid registry count OO000O0 TEID OO
# TYPE teid registry count gauge
teid registry count 150

# HELP address registry count [O00000000O0
# TYPE address registry count gauge
address registry count 150

# HELP s5s8 inbound messages total [J S5/S8 [000000OOO

# TYPE s5s8 inbound messages total counter

s5s8 inbound messages total{message type="create session request"}
1523

s5s8 inbound messages total{message type="delete session request"}
1487
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teid registry count

seid registry count
session id registry count

session registry count

address registry count
charging id registry count

sxb sequence number registry count
s5s8 sequence number registry count

sxb peer registry count
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# (00000
teid registry count

# (000000000
rate(teid registry count[5m])

# 1000000000
max _over time(teid registry count[1lh])
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s5s8 inbound messages total Counter

s5s8 outbound messages total  Counter

s5s8 inbound errors total Counter
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sxb_inbound messages total

sxb outbound messages total

sxb inbound errors total

sxb outbound errors total

0000

* association setup request

* association setup response

* heartbeat request

* heartbeat response

0o

Counter

Counter

Counter

Counter

* session establishment request
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* session modification request

e session deletion request
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gx_outbound messages total

gx_inbound errors total

gx _outbound errors total

gx_outbound responses total
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* gx CCA (Credit-Control-Answer)

0o

Counter

Counter
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Counter
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e gx CCR (Credit-Control-Request)

* gx RAA (Re-Auth-Answer)
* gx RAR (Re-Auth-Request)

0o

message type
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result code class,
diameter host

NI€Y€YeI00000 gx _outbound responses total[]]
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# [0 Gx 00000
sum(rate(gx outbound responses total{result code class="2xxx"}[5m]))
sum(rate(gx outbound responses total[5m])) * 100

# [0 PCRF 000000
rate(gx outbound responses total{result code class!="2xxx"}[5m]) by (

# 0000 Re-Auth-Answer [000
gx_outbound responses total{message type="gx RAA",result code class='

# 000 PCRF O000OOCOO
rate(gx _outbound responses total{result code class=~"4xxx|5xxx",diame

[5m]) > 0.1

0000

aooo 0o ad 0d

rescues_total Counter module, function [JOO000000COO
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s5s8 inbound handling duration  Histogram

0d

sxb _inbound handling duration Histogram
gx_inbound handling duration Histogram
0000000
aoao 0
s5s8 outbound transaction duration  Histogram
sxb outbound transaction duration Histogram
gx_outbound transaction duration Histogram
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0d
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e []00.0001, 0.0005, 0.001, 0.005, 0.01, 0.05, 0.1, 0.5,1.0, 5.0
e []100ps, 500us, Ims, 5ms, 10ms, 50ms, 100ms, 500ms, 1s, 5s[]

0o

# 95th OO0 S5/S8 OO
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket[5m])

)

# 00 PFCP OO

rate(sxb _inbound handling duration sum[5m]) /

rate(sxb _inbound handling duration count[5m])
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ooo

# 00 UPF 00O
upf peers healthy / upf peers total

# (0000 UPF [000
upf peers unhealthy > 0

# (000 UPF 00O
upf peer healthy{peer ip="10.98.0.20"}

# 0000000 UPF
upf peer missed heartbeats > 2

0oooo



# [0 UPF [00000OC
- alert: UPF_Peer Down

expr: upf peer healthy ==

for: 1m

labels:
severity: critical

annotations:
summary: "UPF {{ $labels.peer ip }} QO0O0O"
description: "UPF Q0000 PFCP OO

# 100 UPF (000000
- alert: UPF _Pool Degraded

expr: (upf peers healthy / upf peers total) < 0.5
for: 2m
labels:
severity: critical
annotations:
summary: “UPF JgO"
description: "[00 {{ $value | humanizePercentage }} [0 UPF OOOO"

# 100000000
- alert: UPF _Heartbeat Issues

expr: upf peer missed heartbeats > 2

for: 30s

labels:
severity: warning

annotations:
summary: "UPF {{ $labels.peer ip }} 0OO0OO"
description: "{{ $value }} O00OOCOO"

P-CSCF (000

P-CSCF 00000
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pcscf fqdns total Gauge
pcscf fgdns resolved Gauge
pcscf fqdns failed Gauge
pcscf servers total Gauge
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pcscf servers unhealthy  Gauge
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license status  Gauge
NN

# 00000000

license status == 1

# 1000000000

license status == 0

0000



- alert: PGW C License Invalid

expr: license status == 0

for: 1m

labels:
severity: critical

annotations:
summary: "PGW-C JO00000OO"
description: "[000000 - O0OOCOOCOO

0o0oooooa

000000000C00OCO0000OCO0RO00000CO0O eTP-C 000 "0000CO™ (73)0000000000
0oooooa

Wireshark [J000000C000000000 000000 G0

0o

* J00000000DO0000 omnipgwce

e 00000 URL[J config/runtime.exs [ :license client O[]

0000000 ticense status == 0 0000000000COOGTP-C OOOOO 7300000000
* J0000RODODODOODORODOOO

» Diameter[JGTP-C [J PFCP 00000000
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Erlang VM [0

0oao 0d 1l
vm_memory total Gauge [ VM Q00000
VIn_memory processes Gauge [000O00O0
vm_memory system Gauge [JO00O0OO

vm system process count Gauge [J Erlang [

vm_system port count Gauge [J00O0O0OO

Prometheus []]

jooo

0 OmniPGW [0 Prometheus prometheus.yml[]

# prometheus.yml

global:
scrape interval: 15s
evaluation interval: 15s

scrape configs:
- job name: 'omnipgw'
static configs:
- targets: ['10.0.0.20:9090']
labels:
instance: 'omnipgw-01'
environment: 'production’
site: 'datacenter-1'



[0 OmniPGW [][]

scrape_configs:
- job _name: 'omnipgw'
static configs:

- targets:
- '10.0.0.20:9090'
- '10.0.0.21:9090'
- '10.0.0.22:9090'

labels:

environment: 'production'

joad

Kubernetes[]

scrape configs:
- job name: 'omnipgw'
kubernetes sd configs:
- role: pod
relabel configs:
- source labels: [ meta kubernetes pod label app]
action: keep
regex: omnipgw
- source labels: [ meta kubernetes pod ip]
target label:  address
replacement: '${1}:9090'

il

0ooto

# [J[] Prometheus [
curl http://prometheus:9090/api/vl/targets

# 000000
curl 'http://prometheus:9090/api/v1l/query?
query=teid registry count'



Grafana [|]]
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# [JU00OGauge
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# [0
rate(s5s8 inbound messages total{message type="create session request

[5m])
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00 301P 0000

# 00000 /24 (000254 0 IPQ
(address registry count / 254) * 100

# [0000Gauge

# 0000006 -1ee(
# 000

#  [O0< 70%
# [0070-85%
# [O0> 85%

00 400000095th 0000

# [0
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="crec

[5m])
)

# (000000
# (0000

0o SO0oo

# [0
rate(s5s8 inbound errors total[5m])

# (000000
# [J0000/0
# (0000~ 6.1

00 edGx o000



# 0000000 Gx 000000
sum(rate(gx outbound responses total{result code class="2xxx"}

[5m])) /
sum(rate(gx outbound responses total[5m])) * 100

# 00000Gauge

# 0000006 -16e0
# 000

# [00> 95%

# [J0090-95%
# O00< 90%

00 - 000000000

# [000000000000000

sum(rate(gx outbound responses total[5m])) by (result code class)

# (0000000000
# 000{{ result code class }}

00 - 0 PCRF (0000

# 000 PCRF 000000
sum(rate(gx outbound responses total[5m])) by (diameter host,

result code class)

# (000000000
# O00{{ diameter host }} - {{ result code class }}

00 70UPF (000



# 0000000000
(upf peers healthy / upf peers total) * 100

# [0000Gauge

# (0000006 -1eed
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Hooooon

{
"dashboard": {

“title": "OmniPGW - [JO000",

“panels": [
{
“title": "OO00O",
“targets": [
{
"expr": "teid registry count",
"legendFormat": "[OO0O0O"
}
1,
"type": "graph"
},
{
"title": "000000",
"targets": [

{
"expr":
“rate(s5s8 inbound messages total{message type=\"create session reque
[5m])*",
"legendFormat": "[QOo/0"

}
I,
“type": "graph"
},
{
"title": "IP QQOOO",
"targets": [
{
"expr": "(address registry count / 254) * 100",
“legendFormat": "[JO0O0O %"
}
1,
“type": "gauge"
}
{
"title": "00000P9SD",
"targets": [

{

"expr": "histogram quantile(0.95,



rate(s5s8 inbound handling duration bucket[5m]))",
"legendFormat": "S5/S8 p95"
},
{

"expr": "histogram quantile(0.95,
rate(sxb _inbound handling duration bucket[5m]))",
“legendFormat"”: "PFCP p95"

}
1,
“type": "graph"
}
]

i
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00 omnipgw alerts.yml[]



groups:
- name: omnipgw
interval: 30s
rules:
# 100000
- alert: OmniPGW HighSessionCount
expr: teid registry count > 8000
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW [J0O0O0O"

description: "{{ $value }} 000O0OOC8©006"

- alert: OmniPGW _SessionCountCritical
expr: teid registry count > 9500
for: 2m
labels:

severity: critical
annotations:
summary: "OmniPGW [J00000"

description: "{{ $value }} O0O0OOOOOCO"

# IP 00
- alert: OmniPGW IPPoolUtilizationHigh

expr: (address registry count / 254) * 100 > 80
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW IP [J0Q0O0O"
description: "IP [ {{ $value }}% [JOO"

- alert: OmniPGW IPPoolExhausted
expr: address registry count >= 254
for: 1m
labels:

severity: critical
annotations:

summary: "OmniPGW IP 00"

description: "[QOOOOO IP"

# 00000



- alert: OmniPGW HighErrorRate
expr: rate(s5s8 inbound errors total[5m]) > 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW 000"
description: "{{ $value }} 00/00 S5/S8 [OOO"

- alert: OmniPGW _GxErrorRate
expr: rate(gx inbound errors total[5m]) > 0.05
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW Gx [JJ"
description: "{{ $value }} Diameter [/0"

# Gx (1000
- alert: OmniPGW GxResponseFailureRate

expr: |

sum(rate(gx outbound responses total{result code class!="2xxx"}
[5ml)) /
sum(rate(gx outbound responses total[5m])) > 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW [J Gx JO0OO0O"
description: "{{ $value | humanizePercentage }} [0 Gx 00O
0000 2xxx 00000"

- alert: OmniPGW GxPCRFFailures
expr:
rate(gx _outbound responses total{result code class=~"4xxx|5xxx"}
[5m]) by (diameter host) > 0.05
for: 3m
labels:
severity: warning
annotations:
summary: "PCRF {{ $labels.diameter host }} 0O0O0O0O0O"
description: "{{ $value }} [0 PCRF {{
$labels.diameter host }} 000O0/0"



# UPF 000
- alert: OmniPGW_UPF_PeerDown

expr: upf peer healthy ==
for: 1m
labels:

severity: critical
annotations:

summary: "UPF 000 {{ $labels.peer ip }} 0O0O00"
description: "UPF OO PFCP [OO"

- alert: OmniPGW UPF PoolDegraded
expr: (upf peers healthy / upf peers total) < 0.5
for: 2m
labels:
severity: critical
annotations:
summary: "UPF [JgO"
description: "{{ $value | humanizePercentage }} [0 UPF O

O00< 56%"

- alert: OmniPGW UPF HeartbeatFailures

expr: upf peer missed heartbeats > 2

for: 30s

labels:
severity: warning

annotations:
summary: "UPF {{ $labels.peer ip }} QOO0OO"
description: "{{ $value }} O00OCOO"

- alert: OmniPGW_UPF_AllDown
expr: upf peers healthy == 0 and upf peers total > 0
for: 30s
labels:
severity: critical
annotations:
summary: "[J0 UPF JO0OOOO"
description: "[OJ00 UPF 0000000

# 1000
- alert: OmniPGW HighLatency

expr: |
histogram quantile(0.95,
rate(s5s8 inbound handling duration bucket[5m])



) > 100000
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW [JOQ0O0O"
description: "p95 OO {{ $value }}us (> 100ms)"

aoa
alert: OmniPGW HighMemoryUsage

expr: vm_memory total > 2000000000
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW [J0000O"
description: "VM [ {{ $value | humanize }}B [O"

alert: OmniPGW_HighProcessCount
expr: vm system process count > 100000
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW [J0O00O"
description: "{{ $value }} Erlang J000OOOO"



Hooooon

# alertmanager.yml
global:
resolve timeout: 5m

route:
receiver: 'ops-team'
group by: ['alertname', 'instance']
group wait: 10s
group _interval: 10s
repeat interval: 12h

routes:
- match:
severity: critical
receiver: 'pagerduty'

- match:
severity: warning
receiver: 'slack'

receivers:
- name: 'ops-team'’
email configs:
- to: 'ops@example.com'

- name: 'slack'
slack configs:
- api url:
"https://hooks.slack.com/services/YOUR/SLACK/WEBHOOK'
channel: '#omnipgw-alerts'
title: 'OmniPGW [J00{{ .GroupLabels.alertname }}'

text: '{{ range .Alerts }}{{ .Annotations.description }}{{
end }}'

- name: 'pagerduty’
pagerduty configs:
- service key: 'YOUR PAGERDUTY KEY'
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rate(s5s8 inbound messages total{message type="create session request
[5m])

0oooooa

rate(s5s8 inbound messages total{message type="delete session request
[5m])

0oooon

rate(s5s8 inbound messages total{message type="create session request
[5m]) -

rate(s5s8 inbound messages total{message type="delete session request
[5m])
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# p5600000
histogram quantile(0.50,

rate(s5s8 inbound handling duration bucket[5m])
)

# p95
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket[5m])

)

# p99
histogram quantile(0.99,
rate(s5s8 inbound handling duration bucket[5m])

)

0oob00ooooa

histogram quantile(0.95,
rate(s5s8 inbound handling duration bucket[5m])
) by (request message type)
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10000 - teid registry count
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# 00 1 J0000000000CO
(10000 - teid registry count) /

(rate(teid registry count[1lh]) * 86400)
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rate(s5s8 inbound errors total[5m]) by (message type)
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histogram quantile(0.95,
rate(s5s8 inbound handling duration bucket{request message type="crec

[5m])
)
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* Q000000000
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0o

# [0 Gx 00000

sum(rate(gx outbound responses total{result code class!="2xxx"}
[5m])) /

sum(rate(gx outbound responses total[5m])) * 100

# [0 PCRF 0000

sum(rate(gx outbound responses total[5m])) by (diameter host,
result code class)

# (0000000

rate(gx outbound responses total{result code class="5xxx"}[5m]) by
(diameter host)

0o

* [0 PCRF 0000000

00 PCRF O00000005xxx 00000000000
(0 Diameter 0000

00 PCRF 000000000
[0 5012[DIAMETER_UNABLE_TO_COMPLY[JO[ Re-Auth-Request [

0ooo0ooon
ooo

# 00000
rate(vm memory total[1lh])

# 100000
rate(vm memory processes[1lh])

# 000000
rate(vm system process count[1lh])
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* 000000
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Oo0oooooa

max_over time(teid registry count[24h])

Ooooooon

teid registry count /
avg over time(teid registry count[7d])

0ooto

abs (

teid registry count -

avg over time(teid registry count[1lh])
) > 100
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0oooo0
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il
0000

# config/runtime.exs
config :pgw c,
pco: %{
# DNS [JOO (O0)
primary dns server address: "8.8.8.8",

secondary dns server address: "8.8.4.4",

# NBNS (00 (000000 Windows (i)

primary nbns server address: nil,
secondary nbns server address: nil,

# IMS/VoLTE [] P-CSCF [0 (O0o)
p cscf ipv4 address list: [],

# P-CSCF 0000 (O0O)
p cscf discovery enabled: false,

p _cscf discovery dns server: nil,
p_cscf discovery timeout ms: 5000,

# IPv4 MTU OO0 (O0O)
ipv4 link mtu size: 1400

PCO []]

DNS (10000

[0 DNS [J00 DNS[]



pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4"

}

00 DNS 0000
NN [0 DNS [0 DNS
Google 8.8.8.8 8.8.4.4
Cloudflare 1.1.1.1 1.0.0.1
Quad9 9.9.9.9 149.112.112.112

OpenDNS 208.67.222.222 208.67.220.220

00 DNS[]

pco: %{
primary dns _server address: "10.0.0.10",
secondary dns server address: "10.0.0.11"

}

P-CSCF (] (IMS)

00 IMS/VoLTE [0

pco: %{
p cscf ipv4 address list: [
"10.0.0.50", # [J P-CSCF
"10.0.0.51"  # [J P-CSCF

P-CSCF (0000000000



 IMS 000000
« VOLTE[JVoWIFi[JRCS [0

+ UE 000000CO SiP

P-CSCF 0O
00 DNS [J P-CSCF [

OmniPGW 0000 DNS 000000 P-CSCF 00000000 3GPP TS 23.003 [ TS 24.2290000
OOPGW-C 000 DNS [0 P-CSCF 000000000000

pco: %{

# 000 P-CSCF OO
p cscf discovery enabled: true,

# P-CSCF 00O DNS 000 (O0O00)
p _cscf discovery dns server: {10, 179, 2, 177},

# DNS (0000 (O0)
p_cscf discovery timeout ms: 5000,

# (0 P-CSCF [JO0 (OO DNS (JO00O0)
p cscf ipv4 address list: ["10.0.0.50"]

0oooo

1.[] p_cscf discovery enabled: true [JOJPGW-C [JOJ0 DNS 0000 P-CSCF [0
2. DNS Q0000000 p_cscf discovery dns server

3. 00 DNS 0000000 P-CSCF 00000 PCO OOo UE

4. J00 DNS 0000000000000 p_cscf_ipv4 address list

5. (000000000000



P-CSCF [0

00000 P-CSCF 1P 00000 P-CSCF 1P
0000 0000

~| e

CSCF
0PcoOmn
00000000

0o0oon

1. 000 FQDN 00 (O0000) - p_cscf discovery fqdn [0 UPF O0000
2. Q0 DNS [J[]- p _cscf discovery enabled: true [ PCO 00



3. 00 PCO 0000 - p_cscf ipv4 address list [JO0 PCO OO0
4. [J0 PCO OO0 (O0) - p_cscf ipv4 address list [J] PCO 00

0o
00 P-CSCF 0000000000000

+ DNS [000/000
* [oo0

* 000000

* 0000000000

0oob00oooooonO [

0000

0d

p _cscf discovery enabled

p_cscf discovery dns server

p _cscf discovery timeout ms

0o

0d

aod

ad
(1P)

ad

* 00 IMS []0 - P-CSCF (1000 DNS 0000

* (00000 - BNS 00000 P-CSCF 00d
* (000 - DNS 000000 P-CSCF O0d

+ (0000 - O000000000a P-CSCF 000

00000 DNS (0000 1Ms

oog

false

nil

5000

od

0000 DNS 000 P-CSCF 00

DNS (100 1P 0000 4 00 (O
Oo{1e, 179, 2, 177})

DNS [00000000



pcC

0o

0: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",

# 000 P-CSCF OO
p cscf discovery enabled: true,

p cscf discovery dns server: {10, 179, 2, 177}, # IMS DNS OO0
p_cscf discovery timeout ms: 3000,

# [0 P-CSCF OO0 (OO DNS [0)

p cscf ipv4 address list: [
"10.0.0.50", # OO0
"10.0.0.51" # OO0

1,

ipv4 link mtu size: 1400

P-CSCF (][]

P-CSCF 00000 UPF 0000OOCCOOOO00O APN 00000 DNS (0000 P-CSCF 000

#

0 upf selection OO0

rules: |

%q{
name: "IMS [O",
priority: 20,
match field: :apn,
match regex: "~ims",
upf pool: [...],

# 000 P-CSCF OO
p cscf discovery fqdn: "pcscf.mnc380.mcc313.3gppnetwork.org"

00000 P-CSCF 00000000000 [

0o

000 P-CSCF 0000000



NBNS (][] (NetBIOS)

00 Windows 00000

pco: S%{
primary nbns server address: "10.0.0.20",
secondary nbns server address: "10.0.0.21"

}

0oooo

» 00000 Windows (I
* (0000000
 [J0 NetBIOS 00

00 MTU [
Ho000o0
pco: %{
ipv4 link mtu size: 1400 # [0
}
00 MTU [
MTU 0d

1500 (000000000

1400 [0 GTP 0000

1420 000

1280 IPv6 [J[] MTU

1360 VPN/O000



000 00 LTE 00 1400 (00 GTP-U 000

Juo

Internet APN

pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
ipv4 link mtu size: 1400

}

IMS APN

pco: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",
p cscf ipv4 address list: [
"10.0.0.50",
"10.0.0.51"

1,
ipv4 link mtu size: 1400

ad 000 IMS 000000 P-CSCF O0od



00 APN

pco: %{
primary dns server address: "10.100.0.10",
secondary dns server address: "10.100.0.11",
primary nbns server address: "10.100.0.20",
secondary nbns server address: "10.100.0.21",
ipv4 link mtu size: 1400

PCO [] GTP-C 10000

Huooo

OmniPGW ] 000000 00000 PCOO

000000

— 00: 0Oooo

— UE IP [J0: 100.64.1.42

— Pco (oOooom)

| | DNS OO0 IPv4 [O: 8.8.8.
| | DNS OOO IPv4 [OJ: 8.8.4.
| — P-CSCF IPv4 [J0: 10.0.0.
| 0.0.0.
|

Ul U1 B~ 0

0
— P-CSCF IPv4 [O: 1 1
L— IPv4 [JJ MTU: 1400

UE [1[]

UE 0 PCO [0

1. 0000000000 DNS 000
2. [ P-CSCF 00 IMS OO

3. (00 MTU 000000



Juod

UOOUE 0000 DNS
000

« UE [JIP 0000000COO
 DNS 000

0oooo

1. PCO (000 DNS 00000000
2. ] UE IP 00000 DNS 000
3. 00000 DNS OO

0000

# [0 DNS 00000
ping 8.8.8.8

# [0 UE 0000 DNS OO
nslookup google.com 8.8.8.8

# 00 PCO OO
grep "primary dns server address" config/runtime.exs

0OomMS oo
0oo

* VoLTE (000
e UE [O0O“0O IMS 00"

0000

1. 00 P-CSCF [0
2. P-CSCF IP OO0000
3. P-CSCF 000



0ooto

# [0 P-CSCF [0
pco: %{

p cscf ipv4 address list: ["10.0.0.50"] # 0000
}

JO00MTU [
000

+ [O00C0O00OOOOO
* 0000000
* 0o0a

0oooo

* MTU 0000000
* MTU (0000000

0000

# JOOGTP 0000 1400
pco: %{

ipv4 link mtu size: 1400
}

# 0000000000000
pco: %{

ipv4 link mtu size: 1360
}



Juod

DNS [I[J

1. 00000 DNS 000

o [00Google (8.8.8.8)Cloudflare (1.1.1.1)
° 0000000 DNS

2. 00000 DNS

o 000
o 0000d

3. 00 DNS 00

o [J0 DNSSEC 0000
° [J0 DNS 00000000

IMS [][]

1. 0000 P-CSCF

o [0 2 000000
o (0000000000

2. 0000

o P-CSCF 000 VE IP 000
° 00 SIP 000

MTU (]

1. 0000

o GTP-U: 36 [][] (IPv4)
o |Psec: [J[] (50-100 [J)



2. [ LTE MTU

° [J001400 [
o (00000000

3. 0000000

o 0 MTU OO
° 0000000000

Juo

0o
. - 000 runtime.exs O00UPF 000 PCO [0
. - IP 000000 APN 000
. - P-CSCF 00000000000
Hodoo0
. - PDN €€ 000000000
. - GTP-C JO0PCO 00000
. - 0000000
IMS [] VOLTE
. - IMS 000000
. - 0 PCO 000000000

OmniPGW PCO [][] - /] Omnitouch []JjJ7



P-CSCF

00 P-CSCF 0000000000

OmniPGW [] Omnitouch [J]J]

il

P-CSCFI0O0N0000OOD0O0000 0000 DNS SRV (00 IMS P-CSCF 0000000000000
SIP OPTIONS (0000000000

* 000 P-CSCF 0000000000000 P-CSCF OO0
+ (000000000000 DNS 0000 60 0ooo

e SIP OPTIONS 000000 SIP OPTIONS ping 0 P-CSCF O000000O
o [0 TCPOOOOO TCP OO SIP OPTIONSOOOOOOO

o UDP [JJ000 TCP 0000000 UDP
° J00000000000000000 :up O :down
« JO0000OWeb Ul 00O000000C 1P 00000
* Ji0dOOoO0oOdo0oO0on
* Prometheus [J[J[ Prometheus J000000000



0000

oo e

oo

UPF €600

DNS 00000

[0 FQDNs

DNS 000
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- 000o
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Web UI [J]

0oooooa
0ooa
DNS [0
0ooa
0ooa




Hond
0000

# config/runtime.exs

# (00 PCO 00000 P-CSCF 000 DNS OO0
config :pgw c,
pco: %{
p cscf discovery dns server: "10.179.2.177",
p cscf discovery enabled: true,
p _cscf discovery timeout ms: 5000

},
upf selection: %{
rules: [
# IMS [0 - OO P-CSCF QOO
%{

name: "IMS [7",
priority: 20,

match field: :apn,
match regex: "~ims",
upf pool: [

%s{remote ip address: "10.100.2.21", remote port:

weight: 80}
Il

# P-CSCF [0 FQDNOOOOO UPF 00O0000OCOOCOOO
p_cscf discovery fqdn:

"pcscf.mnc380.mcc313.3gppnetwork.org",

# 00000000 PCO 00000

pco: %{

p cscf ipv4 address list: ["10.101.2.100",

"10.101.2.101"]

}

}
]
}

0o 000000 UPF Q00000000 00000 P-CSCF O0ooo

8805,



jooo

1. 00 OmniPGW
2. 000 Web Ul =» P-CSCF [J[] (https://localhost:8086/pcscf monitor)
3. 0000000000 1P

il
00 P-CSCF 000

[ PCO (00000 P-CSCF 000 DNS Oo0o

pco: %{
# [0 P-CSCF JO0O DNS (0000000 UE O DNS (000
p _cscf discovery dns server: "10.179.2.177",

# [0 P-CSCF DNS 00O
p cscf discovery enabled: true,

# DNS SRV (00000000
p cscf discovery timeout ms: 5000,

# [0 P-CSCF 0000000
p cscf ipv4 address list: ["10.101.2.146"]

000 P-CSCF FQDNs

00 UPF 000000000000 P-CSCF OO FQDN(



upf selection: %{
rules: [
# IMS 00 - IMS QOgO P-CSCF
%{
name: "IMS 7",
match field: :apn,
match regex: "7~ims",
upf pool: [...1],
p _cscf discovery fqdn:
"pcscf.ims.mnc380.mcc313.3gppnetwork.org",
pco: %{
p _cscf ipv4 address list: ["10.101.2.100"] # OO
}
},

# 00 - 00000 P-CSCF
%{
name: "“{000",
match field: :apn,
match regex: "“enterprise",
upf pool: [...],
p_cscf discovery fqdn: "pcscf.enterprise.example.com”,
pco: %{
p cscf ipv4 address list: ["192.168.1.50"] # [0
}
},

# 000 - 0 P-CSCF O0000000CO
%{
name: “[0000",
match field: :apn,
match regex: "“internet",
upf pool: [...]
# [J p_cscf discovery fqdn - 000 PCO [0



Hond
0000

1. 0000

o P-CSCF [ GenServer 00
o (00000 UPF OUO0000CO0O0O P-CSCF FQDNs

2. FQDN [

o 00000 FQDN 000000000
° (00000 FQDN 0000 DNS SRV I

o SIP OPTIONS [0000000000000000000
= (000 TCPOSIP/2.0/TCP [ 5060 000

= 00 TCP 0000000 UDPOSIP/2.6/UDP [J 5060 000
= 000000000 =uweDOOOOO :down O0O0/000
° JodiPO0d00O0NOOOOOO00O0E

3. (00000 60 00

[e]

0000000 FQDNs
DNS 000000000000

Oo00o0o0Oon
= [JO0 TCP OO0 SIP OPTIONS[OOO5 O

= [0 TCP 00000 UbPOODOS OO
= (000000000
00000000 DNS 0000000

o

(o]

(o]



AN NEN

000000 (APN=ims)

P-CSCF [0

DNS 000

0ooo
IMS 0000 (FQDN=pcscf.ims.example.com)
OO FQDN [ IP
[10.101.2.100, 10.101.2.101]

000000 (00 P-CSCF 1P [J PCO)

000000 60s 0000

SRV [0 (_sip._tcp.pcscf.ims.example.com)
SRV [0
A/AAAA [
[10.101.2.100, 10.101.2.101]

0ooo

DNS 000

P-CSCF [0

0ooo OmniPGW ‘ 0ooo ‘

DNS (1000

00000 DNS SRV [0 0000 P-CSCF 000

1. SRV 0000 _sip. tcp.{fqdn} O SRV [
2. J00000CO0OO000O

3. 000000 SRV 0000000000

4. JI000O0OROO0OOO 1P OOOA/AAAA 00

5. Q0000000 1P 00000000

P-CSCF 00000

000000000 FQDN (00 PCO [JOFQDN (00



%1

p cscf ipv4 address list: ["10.101.2.100",

name: "IMS [O",
p cscf discovery fqdn:
< Qooo
pco: %{
< g
}
}
Oooo
P-
il CSCF
d
FQDN DNS [
aoao a0
1l
FQDN PCO
0ooo
O
FQDN -
PCO ]
NN
O
0]
0o0oo  pPcoO
I
1l
000 PCO [
FQDN
Ooao

0000

ooo e

[0 DNS 00 IP

0d

pco.p cscf ipv4 address list

goo e

0a

pco.p cscf ipv4 address list

0oo 1P
0d

pco.p cscf ipv4 address list

0oa e

poo0oooooooo e

"pcscf.mnc380.mcc313.3gppnetwork.org”, #

"10.101.2.101"] #
000
"0000 FODN
pcscf.example.com
0 P-CSCF OO"

000 FQDN [0 P-
CSCF IPs..., 00000
iy

0o

000000

0o0oooo0



IMS (000000000

|

| 1. 0000000 FQDNO |

| v [: "pcscf.mnc380.mcc313..." |
|

\4

2. 00000000000 IP |
Monitor.get ips(fqdn)

o6 :
|
|
| |
v v
| | |
| OO | | 00/0 |
| {:0k, ips} | | {:error, reason}
| I | | I
| |
\ 4 A 4
| | |
| OO0 bNs IPs | | OOOO PCO |
| (oo ons1 || [ooood |
| | |
| |
| I |
v
| |
| O PCO OOOOO |
|

0oooo

00 10PNS 000000 0



ad:
p cscf discovery fqdn: "pcscf.ims.example.com"
pco.p cscf ipv4 address list: ["10.101.2.100"]

DNS [O0: [10.101.2.150, 10.101.2.151]
UE 0O0: [10.101.2.150, 10.101.2.151] < [0 DNS

00: 0O DNS (00000 PCo 00O

00 20PNS 0000000 A

-
p _cscf discovery fqdn: "pcscf.ims.example.com"
pco.p cscf ipv4 address list: ["10.101.2.100"]

DNS [0: ERROR :no naptr records
UE OO0: [10.101.2.100] <« QOggg PcCo

00: 00 DNS 000000000

00 30000 FQDN

ad:
# 000 p cscf discovery fqdn
pco.p cscf ipv4 address list: ["192.168.1.50"]

UE 00: [192.168.1.50] « QOO0 PCO
00: 000 DNS [0

0ooo0ooooo

1. 0000ODBNS 0o0000ot0bootoooo
2. J000000000000O00O DNS 00000
3. (00000000000OCODo000

4. J00000000DODOO

0000000000000 FQDN 000 PCOo



# v 00+ 00000

%{
p cscf discovery fqdn: "pcscf.ims.example.com", # [
pco: %{
p cscf ipv4 address list: ["10.101.2.100"] # 000
}
¥

# » [00: 00000O0OCOO Pcod
{
p cscf discovery fqdn: "pcscf.ims.example.com"
# (00000000
}

o°

# v [J0: 00000 DNS (00
{
pco: %{
p cscf ipv4 address list: ["192.168.1.50"]
}
}

o°

Web Ul [][]

P-CSCF [0

0000000 https://localhost:8086/pcscf monitor



ooo

* 0000

o

O

(o]

o

0000 FQDNs
00000 FQDNs

0oooooa
000 P-CSCF 1P

« FQDN []

o

o

00000 FQDN

00000v 000/ X 00/ 0 0000
0oo e o0

000 1P O000D00O0000O0O0OO
Oooooon

00 FQDN [J000000

Oo000000OCOoOOOn
= IP 0000

= (00000 DNS SRV 000
= [0000000v 0O/ 4 0000



* 0000

° [J000 00000000000 FQDNs
o [J FQDN (00000000 FQDN
° 0000000 5 DO00O

* 0000000

° [J FRDNs[IO000000OO FQDN 00
0000000 DNS 00000 FQDNs
DNS 000000000 FQDNs

€€ P-CSCF [JJ0000 FQDNs 000000000
~ 0OosiP OPTIONS (00000 SIP OPTIONS 00000000

X 0000SIP OPTIONS 0000000 S!P OPTIONS 0000
DNS [I00000 DNS 00009 €0
O000000SIP OPTIONS 0000000060s05s 0od

o

(o]

[e]

o

(o]

(o]

[e]

00000000 DNS 00000 P-CSCF 0000000000000 SIP OPTIONSQ

UPF (00000

UPF 0000 ( /upf_selection) JOO000O0 P-CSCF OOo0d



0 IMS 00 (00O 20)
00: APN [0 ~ims
0: UPF-IMS-Primary (10.100.2.21:8805)

0 P-CSCF OO0
FQDN: pcscf.mnc380.mcc313.3gppnetwork.org
aod: «~ 000 (2 0 IP)
0og IPs: 10.101.2.100, 10.101.2.101

& PCO [0

[J DNS: 10.103.2.195
P-CSCFOOOOOO: 10.101.2.100, 10.101.2.101

1NN

Prometheus []]

P-CSCF Q00000 Prometheus 000000000 4206900

Gauge [
# FQDN 000
pcscf fgdns total # (00 FQDN [0
pcscf fgdns resolved # 00000 FQDNs[DNS (00
pcscf fqgdns failed # 00000 FQDNsODNS {00

# 0000000000

pcscf servers total # [JO DNS SRV OO P-CSCF OO0
0d

pcscf servers healthy # OO0 SIP OPTIONS Q0000000
pcscf servers unhealthy # 00 SIP OPTIONS [O0O000OOO

# (00000000 FQDN OO0
pcscf servers healthy{fqdn="..."} # [0 FQDN 00000

pcscf servers unhealthy{fqdn="..."} # [J0 FQDN 000000

0o0oooa



* healthy: J00000 SIP OPTIONS ping[JTCP [J UDP[J
e unhealthy: 000000 SIP OPTIONSOOOOO 5s 000

joad

DNS (0000

# 000000 FQDNs
pcscf fqdns resolved

# [0 DNS 000
(pcscf fqdns resolved / pcscf fqdns total) * 100

# 0000000
pcscf servers total

SIP OPTIONS 0000

# 00 FQDNs [O0000000CO
pcscf servers healthy

# (00000000
pcscf servers unhealthy

# (00000000
(pcscf _servers healthy / pcscf servers total) * 100

# 00 FQDN 00000
pcscf servers healthy{fqdn="pcscf.mnc380.mcc313.3gppnetwork.org"}

# 0000000000000
pcscf servers healthy == 0 AND pcscf servers total > 0

Prometheus [J[][[[]



# (00 P-CSCF J00000OOOOOCO
- alert: ALLPCSCFServersDown

expr: pcscf servers healthy == 0 AND pcscf servers total > 0
for: 5m
labels:
severity: critical
annotations:

summary: "[O0 P-CSCF J0Ooooo"
description: "{{ $value }} 000000 (@) - OO0 SIP OPTIONS [OQO0O"

# 000 50% 000000000000
- alert: MajorityPCSCFServersDown

expr: (pcscf servers healthy / pcscf servers total) < 0.5
for: 5m
labels:
severity: warning
annotations:

summary: "[00J0 P-CSCF QO0OO0OOO"
description: "[OO {{ $value }}% [JOO0OOO SIP OPTIONS"

# [0 DNS 0000000
- alert: PCSCFDNSResolutionFailed

expr: pcscf fgdns failed > 0
for: 5m
labels:
severity: warning
annotations:
summary: "P-CSCF DNS [O0O0O"
description: "{{ $value }} [0 FQDN Q0OOOO"

joad
0000000000



[info] P-CSCF OO0

[info] OO0 2 QOO0 P-CSCF FQDNs [JOO0: ["pcscf.ims.example.com",
"pcscf.enterprise.example.com"]

[info] P-CSCF J0: 0O FQDN pcscf.ims.example.com

[debug] P-CSCF [O0: OO0 pcscf.ims.example.com 00 2 O IP

[warning] P-CSCF [J0: 0000 pcscf.enterprise.example.com: :nxdomain
[debug] [O000 FQDN pcscf.ims.example.com [J P-CSCF [[&%: [{10, 101,
2, 100}, {10, 101, 2, 101}]

Juo

00000 000000 0o00o0oo0

0 1 JODNS (00000

p_cscf discovery fqdn: "pcscf.ims.example.com"

* (0000 DNS 0000oa e
* (00000000 1P
* [00000O0OOOOO0G

[ 2 (00000000 PCoiod

pco: %{
p cscf ipv4 address list: ["10.101.2.100", "10.101.2.101"]

}

* [0 DNS 00000000 1Poooo
* J000000OO
* (0000000000000



0 3 0000 PCO 00000000

# 0O PCO OO
pco: S%{
p cscf ipv4 address list: ["10.101.2.146"]

}

* 00000000000 DNS 0o0ooo
* (0000 P-CSCF 00
* J000000OO0OOoO

Joooo

0000 “IMS 00" 0o0

1. 0 DNS [0 "pcscf.ims.example.com"
00 - 00 [10.101.2.100, 10.101.2.101] v

- 00 - Ooooo

2. 00000 PCo OO
F— 00 -00 [10.101.2.100, 10.101.2.101] v
- 000 - ooooo

3. (000 PCO [0
- g [10.1601.2.146]1 « (OO0O0O)

DNS []]

DNS (0000

00 DNS 00000 SRV 0 A/AAAA 000 P-CSCF 00



; P-CSCF [ SRV [J00_sip._tcp 00000000
_sip. tcp.pcscf.mnc380.mcc313.3gppnetwork.org. IN SRV 10 50 5060

pcscfl.example.com.
_sip. tcp.pcscf.mnc380.mcc313.3gppnetwork.org. IN SRV 20 50 5060

pcscf2.example. com.
; A0

pcscfl.example.com. IN A 10.101.2.100
pcscf2.example.com. IN A 10.101.2.101

000OmniPGW OO000000 FQDN 000 sip. tcp. 000000 p_cscf discovery fqdn:
"pcscf.mnc380.mcc313.3gppnetwork.org" (00000
_sip. tcp.pcscf.mnc380.mcc313.3gppnetwork.org[]

SRV 1000

SRV (00000000

_service. proto.domain. IN SRV priority weight port target.

0000000000000000010 0 20 OO0
0O0000O0000OOO0OODO00O = DOooda
OJO0SIP J0000 TCP [J 5060JUDP [J 5060(]

0o0oo0o e 0ooood



00 DNS [

# [0 SRV 00000 _sip._tcp 000
dig SRV sip. tcp.pcscf.mnc380.mcc313.3gppnetwork.org
@10.179.2.177

# 00000
# sip. tcp.pcscf.mnc380.mcc313.3gppnetwork.org. 300 IN SRV 10 50

5060 pcscfl.example.com.

# 00 P-CSCF OOOO IP
dig A pcscfl.example.com @10.179.2.177

# 10000
# pcscfl.example.com. 300 IN A 10.101.2.100

Juo

JO0OFQDN [0“00™ 00
000

« Web UIJ0 X 0000

e 00 :nxdomain[]:timeout [] :no naptr records
NENEN

1. DNS (00000
2. FQDN [J DNS 0000
3. 000 NAPTR [0

4. DNS [J0000
0oooo



# 1. 0O DNS 00000
ping 10.179.2.177

# 2. 0000 NAPTR OO
dig NAPTR pcscf.mnc380.mcc313.3gppnetwork.org @10.179.2.177

# 3. [0 OmniPGW [][]
grep "P-CSCF" /var/log/pgw c.log

# 4. 0000
grep "p _cscf discovery dns server" config/runtime.exs

# 5. [] Web UI 00000
# 0000 FQDN OO0“00”00

Jooooo 1e
000

« Web ulg“ogIpP”
0000 » D000 ¢ 00

0000

1. NAPTR 00000000 FQDN 0000

2. 0000000 IMS/SIP 00
3. 00 A/AAAA [

0ooto

# [0 NAPTR 000000
dig NAPTR pcscf.example.com @10.179.2.177

# J000og “sIe* g “IMS*™:
# O0: "SIP+D2U", "x-3gpp-ims:sip"
# 00: “"HTTP", "FTP"

# 00 A/AAAA 000000
dig pcscfl.example.com A @10.179.2.177



0000000000 P-CSCF

0o

« UE 000000 P-CSCF OO
+ [0000000O0Oa 1e

0000

1. DNS (00000000000
2. (000000
3. FQDN OO0

0000

# 1. 00 P-CSCF 0000
# 00 FQDN [O00000CO

# 2. 00000
grep "0000 FQDN [0 P-CSCF O /var/log/pgw_c.log

# 3. [0 UPF 0000
# 0000000000 FODN 000

# 4. (0000O
# (000 APN O00000CO00OCO

0000 DNS (000

0o

* 000000

e 0000 pcscf discovery query duration seconds
ENEN

1. DNS 000000
2. [] DNS (0000000
3. (00000



0ooto

# 00000
pco: %{

p cscf discovery timeout ms: 2000 # [] 5000ms [
}

# 0000000 DNS 00
pco: %{

p _cscf discovery dns server: "10.0.0.10" # [JJ DNS
}

Hoon
1. DNS (0000

0000 DNS (€€

pco: %{
# 00 P-CSCF OO0 DNSOO UE DNS QOO0
p _cscf discovery dns server: "10.179.2.177",

# UE DNS (00000000000
primary dns server address: "8.8.8.8",

secondary dns server address: "8.8.4.4"

0ooa

* J000O0OOUVE DNS 000 IMS DNS
* [O000000OO0
* (0000000



2. 0000000

%{
p _cscf discovery fqdn: "pcscf.ims.example.com", # [
pco: %{
p cscf ipv4 address list: ["10.101.2.100"] # J00OO
}
}

0ooa

* 0000000 BNS footood
* 0000
« OOSLAOO

3. 000000000000 FQDN

rules: [
# IMS
%q{
name: "IMS",
match regex: "7ims",
p_cscf discovery fqdn:
"pcscf.ims.mnc380.mcc313.3gppnetwork.org"

}

H*

(]

{

name: "[1",

match regex: "“enterprise",

p cscf discovery fqdn: "pcscf.enterprise.example.com"

}

o°

0o

* 000000000 P-CSCF I
* 0000000



* Q00000

4. [J0 DNS (1000

# 00 P-CSCF 000000CO
alert: HighPCSCFQueryLatency

expr: histogram quantile(0.95,
pcscf discovery query duration seconds bucket) > 2
for: 5m
labels:
severity: warning
annotations:
summary: "P-CSCF DNS 000 (p95 > 2s)”

S. (000 DNS (000

 Web UIJJJ00 P-CSCF 0000

0000 pcscf monitor fqdns failed [0
* 00000 DNS (0

* 0000000 DNS OOo0oo

6. (000000

# (000000000000
pco: %{

p cscf discovery timeout ms: 5000 # 5 []
}

# (000000000000
pco: %{

p cscf discovery timeout ms: 2000 # 2 []
}

7. [0 DNS 0

(00 DNS (00 BNS(]



# [ P-CSCF DNS
pcscf.mnc380.mcc313.3gppnetwork.org. IN NAPTR 10 50 "s" "SIP+D2U"
"" sip. udp.pcscfl.example.com.

# (0O P-CSCF DNS
pcscf.mnc380.mcc313.3gppnetwork.org. IN NAPTR 20 50 "s" "SIP+D2U"
"" sip. udp.pcscf2.example.com.

Juo

. - J00COOODNS [ P-CSCF [0
. - 000 OmniPGW 000

[l - 00000Oo0a

. - J000000 PCO OO

. - Q0000000

OmniPGW P-CSCEF (][] - [ Omnitouch [J]



PFCP/Sxb

000000000 - PGW-C [0 PGW-U [0

[
1]

© 0 N o U A WwDNH

e
= O

il

Sxb [0 00 PFCPUO000000000 0O PGW-COOO000 PGW-UDDO000OCCO000000O

* 0oooPGW-CL - 0000000000000
* [J000PGW-U[ - (000000000000



PFCP [

000
’_____-EH
-
{ Y
‘ PFCP 00000 \> 0000
— _d_d-f P
-..____.--"'"-- ~ _.--""_'":"'--u.____x h"'\-\-..,‘_\_‘
- i - x\n )
oo 000ad 0o 0000
0o oo ]!: :|I|:|
[ / "\\
[ 2 __.-'/ S 0oo J
- e il —
P ~ T ™~
' v v v
PDRs | FARs QERs PDRs ‘ ‘ FARs QERs

Juo

PFCP ]

PGW-C [J0 PFCP [0 1(03GPP TS 29.244[]]

il

* OO0 UbP
* (0000 8805
* (0000 0O PRCP O00000OCO

00 1D 00

PFCP 0000000 1D 000000000

 1Pv4 ][] - 000
e IPV6 []]



« FQDN[OO0000O0

PFCP 10

0000000000000 PGW-C 0 PGW-U 000 PFCP 000



Hooood

‘ PGW-C

PGW-U
[ [
000000
000000
0o:
-[0O D
- 1@een
- 0000000
000000
0o:
-[0O0 D
- 00000
- 0000000
- 000 1P OO
[
00000
b (00000000 5 00
0ooo
0ooo
0000 3 0
00000
0000000
|

PGW-C [ PGW-U




Hooooon

00 PFCP 00000000

1l
is associated
remote node id
remote ip address
remote port
heartbeat period ms
missed heartbeats consecutive
up_function features

up_recovery time stamp

joad
000 D000000000000000

0o

0o

0oooooooeo

000000 1DOIP 0 FQDNQ

0oooa e oo

UDP 000 8805[

0oooooo0

0o0oooa

0ooooooo

0o00ooooaO



# [ config/runtime.exs [J
sxb: %{
local ip address: "10.0.0.20"
},
upf selection: %{
fallback pool: [

%{remote ip address: "10.0.0.21", remote port: 8805, weight:
100}

]
}
# [0 UPF [0000O000COOO S5 O

0000

* JU0O000O0O00OO missed heartbeats consecutive
* 000000000 3 0000
* JUO000O0000000000

PFCP 10

PFCP 0000 UE PDN O0000CO00OOO00COOO



Hooood

e OmniCore  OmniCall  OmniRAN
000000
00000
>
[0-
-0oio
- ee0
- 000000
OO000
-
-
-0 1D
- 0000
- 0000000
-00o0 1P O0d
(0000
loop [0O00O0COO0 5 001
000
>
(000
<
Oooo 30
Ho00n
000000
PGW-C PGW-U

OmniCharge



joad
000 UE 00000 PDN [0

PGW-C [J[JJ PGW-U[]
OO0000 00O

* SEID[I000 100 - 0000000

00 ID - PGW-C 00 ID

e F-SEID - [JJ000 SEIDOO0 IP + SEID[]
 PDRs - [[I000000CO0 2000 + 000
 FARs - [[I000000CO 2000 + 000

* QERs - QoS (0000000000

* BAR - [[I000O000OO0CO

PGW-U [

000000 0oo

* [0 - 000000
« F-SEID - PGW-U [0

(00 PDRs - 000000000
« F-TEID - 0000 TEID 0 S5/S8 [

joad
000 QoS 000000000000000
0000000

e (000 PDRs[OFARS[IQERs
* 000000
* 000000



joad
000 UE 000 PON 00000
000

1. PGW-C (JI00DO00OO0 SEID
2. PGW-U [00000CO00O
3. PGW-U (0000000

F-TEID [

F-TEID[[0000000000O0 O0000ODooD GeTp-U 0000000 PFCP O000OCOO F-TEIDODO
0 UPF [00000O00O0OOO0OO00OOO

00 F-TEID (I
00000000 F-TEID 000000

« TEIDOO000000C - 32 00000000
« 1P [J00 - (000 GTP-U [O00OUPE [0 1P 000

000 000 TEID 00

00 1JUPF (J00000CO

« PGW-C 00000000 TEID"OCHOOSE (00
« UPF 0000000000 TEID 00000

00 20PGW-C (0000000

« PGW-C 000 TEID 000 UPF“0000000 TEID”
+ UPF 0000 TEIDOOOOOOO

UPF 0000 - 000

0o



sxb: %{
allocate uplink f teid: false # [
}

2 22 21

1. PGW-C [JO00O F-TEID CHOOSE [0 PFCP 000000

2. UPF [[II0DCCCCCCCOO TEID
3. UPF (0000 F-TEIDOTEID + IP 000

4. PGW-C [0000000O000CO F-TEID
0o0oooooa
0 00000

« UPF 0000 = UPF 00000000
« PGW-C [J000 UPF 000 TEID

* 00000000OO0O
00 PGW-C 000

* 00 PGW-C 000000 UPF O0DOOOOO
* [0 PGW-C 000000 TEID 00000
+ UPF [0000000CO000OC

000 3GPP ]

« CHOOSE [J0 3GPP TS 29.244 [0

* [0 UPF 0000000
* (0"000000" 000

0 00000000

* [0 PGW-C [0000UPF 0000 TEID 0000
* (000 TEID 0000
« UPF 00000000 TEID

0000



0 00 UPF 000000000

0 00 UPF 000 PGW-C [0
0 00000000000a

[ 000000 3GPP PECP [0

0000

A 0000000 UPF 00000 CHOOSE [0
A [0000000O000"0000 'E”000000UPF 00000 CHOOSE

PGW-C (0000000

0o

sxb: %{
allocate uplink f teid: true

}

0ooto

1. PGW-C 0000000000000 TEID
2. PGW-C 00000 TEID 00 PFCP 000000

3. UPF [[00COCCCCD TEIDOOOOOOO
4. PGW-C [] UPF 00000 TEID O

0oob00ooooa

0 UPF 00 CHOOSE

* [0 UPF 000000C0/O00CO00000
+ UPF 00 PFCP 000O000OCOO TEID
+ 000000000000

000 TEID ]

+ (0000 PGW-C 000CO00O TEID
* J000000000OOPGW-C 00000 TEID 00
* 000000000 TEID 00000000



0 00000

* 000000000 TEID 0000
+ (€€e00000000000 TEID 00

ooo

A [ PGW-C 000

* [0 UPF 000 PGW-C 000000 TEID OO

* 000
o [0 PGW-C (00 TEID 00000000

o [0 TEID 000000000000
o JO000D0O000ODOOO

A 000

+ PGW-C J00000OC TEID 00000
« PGW-C JO0O0 TEID 0U000CO0OODO0O
* 0000000000

A 0000

* 00000 PRCP 0000
* (000000 CHOOSE 1 UPF 00000

0000

« A [0 UPF 00 CHOOSE [[]
* A [0 UPF 0000000000000

* A 0000000

+ A [0 PGW-C TEID [00CCCOO

TEID 0000 PGW-C 00000000000

« TEID 0001 0 OXFFFFFFFFO42 0000
* 000000 100 Oooooaa 0.023%
+ (0000000000000



+ (00000000 TEID

0o



00 UPF 00
allocate_uplink_f teid:
false

il
+| N S

allocate_uplink_f _teid:
true




oooo
0oob00ooooa

00 PFCP 000

# (00 CHOOSE (0000
grep -i "choose\|mandatory.*missing" /var/log/pgw c.log

# 00 PFCP 0000OCOCO
grep "Session Establishment Response" /var/log/pgw c.log

00 UPF 000 CHOOSE [0

* 000000"0000 1e"0*00 18
« UPF 000 F-TEIDOOOO0 CHOOSE

e (OO0 OO allocate uplink f teid: true
00 PGW-C 000000

+ (000 - TEID 0000040 0000
* [0 TEID QU00000C000000000OO

# 00000
grep "registered teid count" /var/log/pgw c.log

N00€ <€ 0000

# (00 config/runtime.exs
sxb: %{

local ip address: "10.0.0.20",

allocate uplink f teid: false # [JJ UPF OO0 CHOOSEQOOOO true
}

0ooo PGW-C[J



systemctl restart pgw c

0000000000000 oo PRCP 000000

# [JO0 PFCP [0
tcpdump -i any -n port 8805 -w pfcp.pcap

# [ Wireshark [000000000CCO
# 00 F-TEID [JJ“CHOOSE”[O0UPF 0000
# 00 F-TEID 0000 TEID OOPGW-C 0000

Juoodo

PFCP [000000O000000OD0O00O0

jooo

-

PDRI0O0O000

000 O0000o0o0oo0Oa

00 PGW-C 00

PDR #1 - [0



PDR ID: 1

0o0: 100
PDION0000O0DOO

- (000COREQOOO0O
- UE IP [J00160.64.1.42/32

FAR ID: 1000000000

PDR #2 - [

PDR ID: 2

0dd: 160

PDINOOCOCOOOO00
- OOODACCESSOSGW [0

- F-TEID: <S5/S8 000>

FAR ID: 2000000000
QER ID: 1[QoS 00O

00 PDR (00

« PDRID - [I[N0000CO00OCO
000 - 0000000000000
PDI - [000000OIPOTEID OO
000000 - 000000 GTP-U 00
FAR ID - (000000

QER ID - [JO0 QoS 000000

FAR[JOUOOOOO

000 00U0o0000o00a

FAR #1 - [J0000O0 - VEQQ



FAR ID: 1

O000o0a
ENEN
- OOO00ACCESSOO SGWI
- 0000000GTP-U/UDP/IPv4
- 00 F-TEID: <SGW S5/S8 [O0d>

FAR #2 - [JOUE - 00000

FAR ID: 2

0oo0oog
0oooa
- 00000CoREOOOOOO
- 00oooo - 0 IP OO0

00 FAR (00

« FARID - 000000
* (000 - DOODOOOOo0a

* 00000
o [NOOJACCESS/CORE[]

° (00000000 GTP-U 000
o 00O00OVRF/OOOO

QER[]QoS [0

000 00000000 QoS ODUQER OODUIDDDUIOOCUOOODOOODOOO
oot

00 QER[]

00000



QER ID: 1

0oooao

O00000
- 000160 Mbps

- 00050 Mbps
000000000000 GBR 00O

- 00010 Mbps

- 00010 Mbps

00 QER (00

* QER ID - (J000000

000 - 000000000000a
MBR - [[I000000/000
GBR - 000000000000
QCI - QoS [N00000o0D

BAR[IUIOOOOO
000 00 UE 00000000000

00 BAR[]

BAR ID: 1

0000000C0106ms
00000ooCOo1e

000 0000 DRXO00O0000O

i
00 Sxb 00

(] config/runtime.exs[]



config :pgw c,
sxb: %{
# PFCP 0000 IP (666
local ip address: "10.0.0.20",

# (0000000008805[]
local port: 8805,

# PFCP 0000COO000COS00ms(
# [0 UPF O0000000OOCOO

# 00000000 UPF OO0000OOOOOOO
request timeout ms: 500,

# PFCP O00000COCOC30
# 000000 = request timeout ms * request attempts

request attempts: 3,

# (00000000 F-TEID OO

# [0 false[OUUOUPF OO F-TEID[JCHOOSE [O0O0
# 00 truePGW-C OO0 F-TEID OO00O0O

# (U000 UPF 0JO00O CHOOSE [00O0OOCO
allocate uplink f teid: false

}

# UPF [0 - 00000OOC UPF 0OOOO
upf selection: %{
fallback pool: [
%{
# PGW-U IP 0
remote ip address: "10.0.0.21",

# PFCP 00000088650
remote port: 8805,

# 00000001600 = (006 = 000
weight: 100



Hooood

PFCP 0000000OD0O00O0 UPF O0000OOCOOOOOO

ooo

0d 0o 0oo 0d
request_timeout_ms [0 500 [0 UPF 00000000OCOOO0COCO

request attempts oo 3 O000000000CO00

000000 request timeout ms x request attempts
00000 500ms x 3 000 = 1.5 000000

Oo00o0o0Oo

00 request timeout ms [0 UPF OO000O00O0OO

. PGW-C 0000000

. 000 UPF 000000

. PGW-C J00000000000

UPF 000000000 000 PFCP 00
PGW-C (0000000000000 1D

- 000000 UPF 000 000

o U A W N P



A&

e OmniCore  OmniCall  OmniRAN  OmniCharge Platform

T

(0 UPF ]

Xa 0000«

-

0000
0000

000D 00 UPF [0
CHOOSE [J[] IE[] 000000




0ooa

UPF 0000 00 request_timeout_ms 00000
N00<100ms[] 200-300ms 600-900ms[]3 0000
000100-300ms[]  500ms[000 1.5s003 0000
00300-500ms[] 750-1000ms 2.25-3s[13 0000
0000=>500ms[] 1500-2000ms 4.5-6s[13 0000

000 0 request_timeout_ms (0000 2 0000 UPF 00000CO000O000COOOOCO

0d - 0 UPF

sxb: %{
local ip address: "10.0.0.20",
request timeout ms: 1000, # O000 1 O
request attempts: 3 # 00000 3 [0
}

000000

0oo0oooo

* UPF 00 PFCP 0000000
* (0000 UPF 000000
+ 000000000000 boboo0a

0000

1. 00 UPF API 00000 UPF 0000
2. [1 PGW-C (000000000
3. 00 UPF 000000000CCOO0000000C

0oooo



1. 00 request timeout ms [0 UPF 0000

2. [J0 PGW-C 000000

3. 1 UPF 000000000000 UPF OO0

00 PGW-U [0

Oo00o0oo0Oo

config :pgw c,
sxb: %{

local ip address: "10.0.0.20"

b
upf selection: %{
fallback pool: [

%{remote ip address:

50}, # 50% [

%s{remote ip address:

50} # 50% [
]
}
# [0 UPF [0000O00OCOOO S O

“10.0.1.21",

"10.0.2.21",

remote port: 8805, weight:

remote port: 8805, weight:



UPF (000

PGW-C [J0 00 UPF 0000000000000

1. 0000000000 - 0oo0oooooo
2. [J0 DNS (000000000 - 00 DNS NAPTR 0000000000
3. (000000000 - DO000O0000O WPk O






000 UPF 000



config :pgw c,
# PFCP [0
sxb: %{
local ip address: "10.0.0.20"
b

# UPF [J00000UOOOC UPF O0O0OOO
upf selection: %{
#

# (00 DNS [00000CCCOO
#

# [00000000OULIOOO DNS

# (0000000000 UPE 00
dns enabled: false,

dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],
dns suffix: "epc.3gppnetwork.org",
dns_timeout ms: 5000,

#

# (0000000000000
#

# 00000000000
# (000000000 UPE I

rules: [
# 066® 10IMS 00 - 00000
%{

name: "IMS []71",
priority: 20,
match field: :apn,
match regex: "~ims",
upf pool: [
%s{remote ip address: "10.100.2.21", remote port: 8805,
weight: 80},
%s{remote ip address: "10.100.2.22", remote port: 8805,
weight: 20}
1,
# 0000000 PCO OO
pco: %{
p_cscf ipv4 address list: ["10.101.2.100", "10.101.2.101"]



}

#

o°

{

weight:

}

#
{

weight:

}

#
{

weight:

weight:

}

00 2000 APN - 0000

name: "[000",

priority: 15,

match field: :apn,

match regex: "”~(enterprise|corporate)\.apn”,
upf pool: [

%{remote ip address: "10.100.3.21", remote port:

100}

1,

pco: %{
primary dns server _address: "192.168.1.10",
secondary dns server address: "192.168.1.11",
ipv4 link mtu size: 1500

}

00 300000 - 0oooO

name: "[000",

priority: 10,

match field: :serving network plmn id,
match regex: "~(310|311|312|313)", # 0000
upf pool: [

%s{remote ip address: "10.100.4.21", remote port:

100}
]

00 4000000 - 0000d

name: "00000",

priority: 5,

match field: :apn,

match regex: "“~internet",
upf pool: [

%s{remote ip address: "10.100.1.21", remote port:

33},

%{remote ip address: "10.100.1.22", remote port:

33},

%s{remote ip address: "10.100.1.23", remote port:

8805,

8805,

8805,

8805,

8805,



weight: 34}
]

}
]I

#

# 00000000
#

# 00000000 DNS 00000000000

fallback pool: [

%{remote ip address: "127.0.0.21", remote port: 8805, weight:

100}
]
}

0oooooa

0ooo

:imsi

:apn

:serving network plmn id

:sgw _ip address

:uli tai plmn_id

:uli ecgi plmn_id

UPF (00000

0000000000 UPF (00000000000

0d

0ooooood

0000

0000 PLMN
[JMCC+MNC[]

SGW IP 00000000

00 PLMN 1D

E-UTRAN [J] PLMN ID

0o0

"310260123456789"

"internet"[]"ims"

"310260" 0000000

*10.0.1.50"

*310260"

"310260"



upf pool: [

%s{remote ip address: "10.100.1.21",

50},

%s{remote ip address: "10.100.1.22",

30},

%s{remote ip address: "10.100.1.23",

20}
]

Oo00o0o0Oo

1. 00000050 + 30 + 20 = 100
2. (00000o.0 0 160.0

3. (000000000 UPFD
o 0-50[JUPF-1[]50% (00

o 50-80[JUPF-2[]30% 00O
o 80-100JUPF-3[J20% {00

0o

* (0000 000000033, 33, 340
« [/00 Oo0DO8onUoonrO200
* 00000 000 UPF 00000

PCO 1]

000000 PCONUDOnCOOn

remote port: 8805, weight:
remote port: 8805, weight:

remote port: 8805, weight:



o°
-~

name: "IMS [O",
match field: :apn,
match regex: "~ims",
upf pool: [...],
pco: %{

# 000000

p cscf ipv4 address list: ["10.101.2.100",

# (000000 PCO 000000
}
}

000 PCO J0oo0

e primary dns server address

e secondary dns server address
* primary nbns server address

e secondary nbns server address

e p cscf ipv4 address list

ipv4 link mtu size

00 DNS (00

0000PGW-C 0000000000 DNS NAPTR (00

upf selection: %{
dns enabled: true,
dns query priority: [:ecgi, :tai, :rai,
dns suffix: "epc.3gppnetwork.org",
dns timeout ms: 5000

}

0ooood

1. ECGI[E-UTRAN [JO00COOC - 000
2. TAIODOOOOO - DOoO

3. RAINDO000000 - 3G/2G 00

4. SAINN0I000000 - 3G 0000

:sai,

“10.101.2.101"],

:coil],



5. CGIN0000000O0 - 2G 00
00 DNS [0

# 00 ECGI 00
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org

# 00 TAI 000
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org

DNS (0000

1. J0000D000OCOECG! 000000 TAI OO

2. [J0 DNS [0000000000D000D0000DOD0O
3. 00000 UPF

4. 0000 DNS 000 BbNS 0ooootooog

ooo 0oo0oooo

[0 DNS [] UPF ([

il

00 DNS [ UPF 0000 0000000000000 VE ©«€<€00000000000ULI000 DNS NAPTR [J
ad

3GPP [J0 TS 23.003 - UPF [JO0 DNS 00

ooo

* 000000000 UPF OO
* 000000000000

* (000000000

* 00000000 UPE 0000



jooo

Parse error on line 25: ... style PGWC fill: #4CAF50,stroke: #2E7 --------=----=-==---
--~ Expecting 'SOLID_OPEN_ARROW', 'DOTTED_OPEN_ARROW:!,
'SOLID_ARROW!', 'BIDIRECTIONAL SOLID_ARROW!', 'DOTTED_ARROW!',
'BIDIRECTIONAL_DOTTED_ARROW!', 'SOLID_CROSS', 'DOTTED_CROSS',
'SOLID_POINT', 'DOTTED_POINT', got 'TXT"

il

config :pgw c,
upf selection: %{

# (000 DNS OO0
dns enabled: true,

# 0000000000 ECGIOOO TAIOOO RAI (I
dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],

# 000 DNS [0
dns suffix: "epc.3gppnetwork.org",

# DNS 000
dns timeout ms: 5000,

# (00000000 DNS
rules: [...],

# [J0 DNS [0
fallback pool: [...]

DNS (000
DNS (000000 GTP-C 0O00000000ULI00000

1. ECGI[JE-UTRAN 0000000



oo - LTE 00000

0o

eci-<HEX-ECI>.ecgi.epc.mnc<MNC>.mcc<MCC>.<dns suffix>

0o

# [0 ID: 0x1A2B3C[1,715,004 000
# PLMN: MCC=999, MNC=999
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org

00000 Lrep4Gaod

2. TAIOOOOOOOO

0000 - OOo0o0oooO

ooo

tac- lb<LB>.tac-hb<HB>.tac.epc.mnc<MNC>.mcc<MCC>.<dns suffix>

ooo

# TAC: 0x0064[160 0000
# [00: ox64000: o0xe0
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org

00000 LTEp4GOo00

3. RAIJ00OO0O0OO

3G/2G 000

0o



rac<RAC>.lac-1b<LB>.1lac-hb<HB>.1lac.rai.mnc<MNC>.mcc<MCC>.
<dns suffix>

ooo

# RAC: Ox0AQ010 OO0
# LAC: 0x1234[4660 000
racOa.lac-1b34.lac-hbl2.lac.rai.mnc999.mcc999.epc.3gppnetwork.org

00000 3G/2G UMTS/GPRS [0
4. SAINO000C0000
3G (000

0o

sac<SAC>.lac-lb<LB>.lac-hb<HB>.lac.sai.mnc<MNC>.mcc<MCC>.
<dns_suffix>

0o

# SAC: 0x0001

# LAC: 0x1234

sac0001.lac-1b34.1lac-
hbl2.lac.sai.mnc999.mcc999.epc.3gppnetwork.org

00ooo 3G UMTS 0000

5. caljin0oonon

2G [0

0o



ci<CI>.lac-1lb<LB>.lac-hb<HB>.lac.cgi.mnc<MNC>.mcc<MCC>.
<dns suffix>

ooo

# CI: 0x5678
# LAC: 0x1234
ci5678.lac-1b34.lac-hbl2.1lac.cgi.mnc999.mcc999.epc.3gppnetwork.org

00000 2G GSM [0

DNS (1000

NAPTR 0000

DNS 0000 UPF 1P OO0 NAPTR OO0

eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org.
IN NAPTR 10 50 "a" "x-3gpp-upf:x-s5-gtp:x-s8-gtp" ""
upfl.epc.mnc999.mcc999.3gppnetwork.org.

upfl.epc.mnc999.mcc999.3gppnetwork.org.
IN A 10.100.1.21

PGW-C [0

1. 00 NAPTR 00000 UPF IP OO
2. 1 DNS 0000000000
3. J00000000000

0o

DNS OO0 [10.100.1.21, 10.100.5.99]

0oa 10.1060.1. 2100000000
0oa 0000 upf_selection 0000000



Hooooon

o oo

il [—= O

il

1. (00000
000 0000000000 UPk

DNS [0

# (0000
eci-aaa.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF-[O0
[10.1.1.21[]

# 1000
eci-bbb.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF-[

010.2.1.21[]

# (0000
eci-ccc.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF-[O0

010.3.1.21[]

000 0000000000 UPFODOOOOOO

2. (000
000 0000000 MECOD0O000O0ODUPE

DNS 00

# 000000000 UPE
eci-*.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - OO0 UPF



000 0b00ooooa

3. (00000

000 O000000OUPE 000000

000 00 BNS 00000000 PGW-C 00

0000 DNS [

DNS (000
0o

e [0O0“DNS UPF J0000:nxdomain”
» JU00O0OOOO

0ooto

1. DNS J00000oo

2. DNS 000000 1D
3. GTP-C [J0000g uLl

0000

# (000 DNS [0
dig eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org NAPTR

# [0 PGW-C [OO0O0O DNS OO
grep "DNS UPF selection: querying" /var/log/pgw c.log

# (000000 ULL
# 00000000 “uli® 00

DNS [J0J00 UPF

ooo

e DNS 000000 upf selection 0000 UPF
* J000000ooo



* 00 PFCP 000000000 UPF 0000
« [0 PFCP 00000OCOO0OO

0o

DNS 00 [10.99.1.50]

upf selection: [10.100.1.21, 10.100.1.22]

0000000 10.99.1.50
- 00 PFCP 00O
- 000000000
- U00000000oa

0oooooa

1. 0 upf_selection J00000000OOO

upf selection: %{
fallback pool: [

%{remote ip address: "10.99.1.50",

100}
]
}

2. 0 DNS 0000000 UPFE 1P

3. J00000O0000O MEC/O0000

0ooa

0o

* [O0“DNS UPF (000000
* (0000000

0000

remote port: 8805, weight:



upf selection: %{
dns timeout ms: 10000 # Q00000 10 O
}

00 DNS [

0o

# DNS (0000
rate(upf selection dns success total[5m]) /
rate(upf selection dns attempts total[5m])

# DNS 000
histogram quantile(0.95,

rate(upf selection dns duration seconds bucket[5m]))

# 000000000 DNS 000
rate(upf selection fallback used total[5m])

ooo

[debug] DNS UPF selection: querying eci-
la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org
[debug] DNS UPF selection: got 2 candidates from DNS
[info] DNS UPF selection: selected 10.100.1.21



i
00000000



‘ SGW-C | ‘ PGW-C PGW-U |

[ [
PFCP 00000
O000000GTP-CO
1. [J[J UE IP
2. 00 PGW-U 000
3. [0 SEID
000000
0o:
- F-SEID[]CP[]
- PDR
aooa:

- [J[] PDRs
- [0 FARs
- 00 QERs
- [0 BAR

- [0 F-TEID

000000
ao:
- 00000
- F-SEID[JUP[]
- 000 PDRs
- F-TEID[]S5/S8[]
O000000GTP-CO
0000 - 00000000
| |

‘ SGW-C | ‘ PGW-C | ‘ PGW-U |




Hooon

‘ PCRF |

PGW-C ] [ PGW-U

00000Gx0

00 QoS [:
00050 Mbps
(000100 Mbps

0ooGxa

000000
ag:
- SEI
- 00 QER
00 QER:
- 000000
- 00000
0ooooo
0oooa
000 QoS (0
| |
PGW-C PGW-U




Hooood



i

e OmniCore  OmniCall  OmniRAN  OmniCharge Platform

v 5GCw - - v\ - *a 0000 ~

oo
DNS
oo

oooo

0
UPF 000
oooo

00 UPF




Hodo
0000

1. (00000

ooo

* [J0000*PFCP OODOOO"
* [O000000OO0

0ooto

* PGW-U 000000000
« PGW-U 000

* (0000 UDP [0 8805
e 0000 remote ip address [0

0oooo

# 00000
ping <pgw u ip address>

# [0 UDP (OO0
nC -u -v <pgw u ip address> 8805

# (0000
iptables -L -n | grep 8805

2. (000
ooo



* 000“00000003”
* Q000000

0000

* Q000000000
* PGW-U [

* [0000000
0000
0000000 5 000000 3 00000
3. 000000
0o

+ J00000000000
* [J00“PFCP 000OOO"

0000

* 00000 PGW-U 000
« PGW-U 000

* 0000000
ooa

1. 0000000000 is_associated = true
2. 00 PGW-U 000000
3. 00 SEID 0000

4. 7] SEID [
aod
- [@9e1ee110000000000”

ooo



* SEID 0000000
« PGW-U 00 PGW-C 00

0000

+ (000 PFCP 0000OO0OOOOOO
 PGW-C 000 PGW-U 00000000

00 PFCP

0ooooo

# PFCP O0000OOO
pfcp peer associated{peer="PGW-U Primary"} 1

# [0 PFCP OO
seid registry count 150

# PFCP 0000
rate(sxb_inbound messages total[5m])

# PFCP (0
rate(sxb_inbound errors total[5m])

# 0000
pfcp consecutive heartbeat failures{peer="PGW-U Primary"} 0

0000



# JU0000O
- alert: PFCPAssociationDown
expr: pfcp peer associated ==
for: 1m
annotations:
summary: "PFCP 00 {{ $labels.peer }} [OOO"

# 00000000000
- alert: PFCPSessionEstablishmentFailureHigh
expr:
rate(sxb _inbound errors total{message type="session establishment res
[5m]) > 0.1
for: 5m
annotations:

summary: "PFCP [Q0000OOOO"

Web Ul - PFCP ([

OmniPGW 000 Web Ul JO0000000 PFCP/Sxb 000

UPF/PFCP 00000

000 http://<omnipgw-ip>:<web-port>/upf status



000 00000000 PGW-U 0000 PECP 0000

0o

1. 0000000

00000 - 0000 PRCP 00000000
00000 - D0h0000ODOo0a
0 2 00000

2. 000000 DOD00o0 PGW-U 0000

00000 - 00000000

IP (0 - 00 PGW-U IP
0000 - OOO0odooooOoon
00 1D - PFCP 00000
00000 - Do00o0oooa
0000 - dOo0oo0

000000 - booood

UP (000 - PGW-U 00000

3. 0000000 D00ooOooooO



0oo0oooo
UP 000000
0oot0
0ooooooo

PFCP 00

U0 http://<omnipgw-ip>:<web-port>/pfcp sessions

000 00 OmniPGW [J PGW-U 00000 PFCP OO
0o
1. (00000

« [0 PFCP 00000
* (000

2. 000 00oo PECP OO0

* 0000 - 0000oa
- 001D - 000©©@00



* IMSI - [0000000000
* [0 - 0000

3. 000000 ODoOooooO

000 PRCP 00000
PDRsOFARSOQERs[BARsOO0000

F-SEIDsO00000000
PGW-U (0000

Hooo

00 PFCP 0000

A W IN R

. 00 UPF 0000

. J00bCCooo*ooo™
. 00000000 = ©

. D000000“00C™0

- 00000 Ip 000
- 0000000000
- 000000UDP 8805([]

Oo00o0o00o0
1. 00000O0O0C
2. 00 PGW 000 - OOOOOO
3. 00 PFCP 0000 - PFCP 000000
4. 0000 PRCP OO0

- 00 UPF 00 - 000000000
- 000000 PRCP OO

. 00 PFCP O0OOO

- [0 PDRs/FARs [0000000OO
- 00000000PGW-U - 0000

0o00o0o00o



- 0000 PGW-U 0000

- 00 PFCP 0000

- 000000000000

- O0000000Oo0o0C0a

A W DN

Oo0oooo0

* 0000 UPF 0000
* [0“000"000000
* [O000O00OROOCOO0O
* [0 Web Ul 00000000

ooo

* (000 - 0000000 SSH

0000 - D00000o0/000

0000000 - D000000ooooa

00000 - 0000000 PDRs/FARS/QERSs
0000 - d0000o0Oa

Juod

il
. - UPF 00000000PFCP OO
. - PDN (0000000000
Ooooo
. - 00 PFCP QoS 00 PCC [0
. - 00 URR 0000000000
. - 0 PFCP 000000 CDR

. - PFCP J0000000UPF OO00



jooo

. - J000000
- [0 PFCP [0 UE 0000



QoS

il

PGW-C (000000000000 QoS DUDODUIDODODOO

e Gx (Diameter) - [] PCRF 00000 QoS [0
e S5/S8 (GTP-C) - [] SGW-C 000000
e Sxb (PFCP) - [] QoS [J0000oo PGw-U

jooo

SGW-C PGW-C PCRF

Create Session Reqguest

CCR-Initial (request policy)

|

CCA-Initial {Qo5 parameters)

i
b ]

PFCP Session Establishment (QERs)

PGW-U

Create Session Response

il

SGW-C PGW-C PCRF

joad

 [0: 00 VE O000O0OOOPDR/FAR/QER/BAR (00 AMBR
00000: O EBI(EPS [0 1D) 000000 PDROFAR [J QER
QER (Qos [J000): 000OCOOO00 MBR/GBR 000000
0000: 000 PDN O0000000000CO

0000: 00 PCRF 000000€€€00000 QoS [0

PGW-U



il
0000: 00 Qes [0

00 QoS 0000 biameter Gx (000000 PCRFOON PCRF 0O00OOOCCOOOO0 OmniHSSHN

0000 config/runtime.exs [JJ[J PCRF [

config :pgw c,
diameter: %{
listen ip: "0.0.0.0",
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "192.168.1.100",
initiate connection: true

QoS [II0N0I0ODO0D PCRF 00000000 PGW-C 000000

Houoon
000000

00000 PDN 000000000



Create Session Request

AllocatelP

UE IP assigned

[ RequestPoIicy]

CCR-Initial sent to PCRF

[CreateBearer}

CCA-Initial received
with QoS

[ProgramUPF]

PFCP Session
Establishment

Delete Session Request

©
pooo:

1. SGW-C [J] Create Session Request
2. PGW-C IIO00O0 UE 1P OO0
3. PGW-C []J[] CCR-Initial [] PCRF[]] IMSIJAPNJIP [

4. PCRF [J[] CCA-Initial[J0] QoS [0
o Default-EPS-Bearer-QoS (QCI, ARP)

o QoS-Information (AMBR [J[)



5. PGW-C (0000000000
o [0 ID: O PDR=1[]0] PDR=2[]] FAR=1[]][] FAR=2[JQER=1[JBAR=1

o QER 0000 QoS OO0 MBR
6. PGW-C [] PGW-U [JJ PFCP Session Establishment Request
7. PGW-C [] SGW-C [J[] Create Session Response

Oooooo:

+ [ PDN 00000O00OO0OOCO

* (000 QCI'S [0 QCI 90 GBR[
* EBI 00000000

* [O0000o0OoOoOOOn

Hooodo
000000 PCRF 0000000

(0= 00 PCRF [J Re-Auth Request (RAR)[] Charging-Rule-Install

oooo-

1. PCRF [0 RARO Charging-Rule-Definition000000
o Charging-Rule-Name (J000000)
o Flow-Information (O00O000)
o QoS-Information (QCI, MBR, GBR, ARP)
o Precedence (0000000

2. PGW-C 0000000 PFCP OO0
o [][] Flow-Information [J[] = [J[] PDR[][] SDF [

o QoS-Information = [J[] QER[][] MBR/GBR []]

o Flow-Description = IP 5-(000000
3. PGW-C [J[] PFCP Session Modification Request[][J[J[] PDRs/FARs/QERs
4. PGW-C [J SGW-C [JJ Create Bearer Request
5. SGW-C ][] Create Bearer Response[JJ000

00 Charging-Rule-Definition:



Charging-Rule-Name: "video streaming"
Flow-Information:
- Flow-Description: "permit in ip from any to 10.0.0.1 5000-
6000"
Flow-Direction: 1 (downlink)
QoS-Information:
QoS-Class-Identifier: 7
Max-Requested-Bandwidth-UL: 5000000 (5 Mbps)
Max-Requested-Bandwidth-DL: 10000000 (10 Mbps)
Guaranteed-Bitrate-UL: 1000000 (1 Mbps)
Guaranteed-Bitrate-DL: 2000000 (2 Mbps)
Precedence: 100
Flow-Status: 2 (ENABLED)

joad

00 QoS 0000000000

e Gx RAR[OOO Charging-Rule-Definition

» PFCP Session ModificationJJJJ00 QERsOOJI000O0FARSOOOOOO0 PDRsOOD
0000000

Huo
o0:

* Delete Session Request[SGW [ - 00000000000
e Re-Auth Request with Charging-Rule-Remove[]PCRF [J0J - JOOOOO

0ooo-

1. J0000C0000O
2. 0000 PDRs/FARs/QERs
3. [J SGW-C [J[] Delete Bearer Request[JJ0J PCRF J00

4. [ PFCP Session Modification[JJ00000 Session DeletionJ00000000



QoS []]
QCI (QoS [000)

(= PCRF [J[] Gx QoS-Class-Identifier AVP

ooo:

« QCI 1: 000 (GBR, 100ms [J000)

« QCI 2: 00 (GBR, 150ms [J0)

« QCI 3: 000 (GBR, 50ms O00)

« QCI 4: 0000 (GBR, 300ms [000)

* QCI 5: IMS ][] (O GBR, 100ms [000) - 0O00OOOO
« QCI 6: [ (OO0 TCP)OOOO (O GBR, 300ms J000)

* QCI 7: 000000 (O GBR, 100ms [O000)
e QCI 8: [I[] (OO0 TCP)OIO YouTube ([J GBR, 300ms [00)

* QCI 9: (JO000 (O GBR, 300ms [1000)

Ooooo:

 QCI [ PCRF 000000OC Qos IE 0 SGW-C [

+ PGW-C 000000 QCIO0 - O0U00OC QERs [0 MBR/GBR [
* (00 QCI f00UDO0DOooO
+ QCI JI000D0OCODOoDO

ARP (0000O00O0OO)

(0= PCRF [J[] Allocation-Retention-Priority [][J AVP

Nk

00000: 100000000 150000000

0000: OU0DO00O00ODO00a
o 0 = 000000000

o 1 = 0000000
€ ©©1100: 10000000000000000



o 0 = 00000000
o 1 = 00000000

HNE

* [0000: 1
* [000: 00 (0)
* [0000: 00 (1)

noooo:

e ARP [J SGW-C (0000000 eNodeB

« PGW-C [J0000 - 00000 eNodeB 0000000000
* [O0O0OOOOOOOCOOOOO0a
+ (00000000000 100000000000

MBR (0O0O0O0)

(= PCRF [J[] Max-Requested-Bandwidth-UL [] Max-Requested-Bandwidth-DL
AVPs

00: 0000000000 kbps: bytes / 1000(]
0000: 0o00o0o0oo0

0oon-

e PGW-C [J[J QER[] mbr: %Bitrate{ul: kbps ul, dl: kbps dl}
 QER [JJ PFCP OO0 PGW-U

* PGW-U [JI00000000000OC

* [0 MBR 0000000

0o-



Max-Requested-Bandwidth-UL: 5000000 (5 Mbps)
Max-Requested-Bandwidth-DL: 10000000 (10 Mbps)

- QER OO0 mbr: {ul: 5000, dl: 10000} kbps

-~ PGW-U 000 5 Mbps 000000
-~ PGW-U JO000 10 Mbps 000000

GBR (000C0O)

(0= PCRF [J[] Guaranteed-Bitrate-UL [] Guaranteed-Bitrate-DL AVPs

00: 00000000 kbps
0000: 000000000GBR 000

0oon-

e [0 Charging-Rule-Definition (] GBROOOOO GBR [
¢ PGW-U [0 QER 00000000000

* (00 eNodeB O00000000000C

 GBR [J000000 - 0000000000000

0o-

Guaranteed-Bitrate-UL: 1000000 (1 Mbps)
Guaranteed-Bitrate-DL: 2000000 (2 Mbps)

- QER OO0 gbr: {ul: 1000, dl: 2000} kbps
~ 000000 1 Mbps 0000 2 Mbps (00
-~ [0 VoIPOOOOOOOOO

0oooo:

+ GBR 0000000000
* 0000 GBR 000CO0OO
* (000000000000 GBR OOOO



AMBR (000000)

00: PCRF [JJ APN-Aggregate-Max-Bitrate-UL [J] APN-Aggregate-Max-Bitrate-
DL AVPs

0= 000 000 GBR 00 0 APNOOOO0000O
oooo:

« AMBR 000000 GBR 0000000
¢ [] Create Session Response [ SGW-C

e 00000 eNodeB/SGW [
+ PGW-C [000O00CO AMBROOOOOOOOO SGW-C

Nk

APN-Aggregate-Max-Bitrate-UL: 50000000 (50 Mbps)
APN-Aggregate-Max-Bitrate-DL: 100000000 (100 Mbps)

~ 000 GBR 000000000 56 Mbps QOO / 166 Mbps [0

~ (0000000 MBR (0
-~ AMBR [J00 UE/APN 00000000

poooo:

« [0 HSS/PCRF 00000000000
* 0000CCO000000010 Mbps (00 100 Mbps (00
* 000 GBR [

Houoon
000 (Gx) 0000 (PFCP) (10

PCRF 0000 Flow-Status AVP [] Charging-Rule-Definition 00000000



Flow-Status (Gx)

0 = ENABLED-UPLINK

1 = ENABLED-DOWNLINK

2 = ENABLED

3 = DISABLED

4 = REMOVED
Nk

ENABLED: [

Huooodo

Prometheus []]

288 NI NIE

session registry count
address registry count

Gate-Status (PFCP QER)

ul: OPEN, dl: CLOSED

ul: CLOSED, dl: OPEN

ul: OPEN, dl: OPEN

ul: CLOSED, dl: CLOSED

ul: CLOSED, dl: CLOSED

DISABLED: [[II0000C000C0O000CO00000

ENABLED-UPLINK: (0000000000000
ENABLED-DOWNLINK: 0000000000000

# (0000 (IMSI, EBI [0)

# 000 UE IP

charging id registry count # 000000

Gx 000

0o

0ooooao

0oooooa

0oooooo

0ooo0

Ooooon



gx_inbound messages total{message type="gx RAR"} # [0 PCRF OO0

1l
gx_outbound messages total{message type="gx CCR"} # [0 PCRF Q00O

0
gx_outbound transaction duration bucket # [0 PCRF 00

PFCP J000:

sxb outbound messages total{message type="pfcp session establishment_
sxb outbound messages total{message type="pfcp session modification
sxb outbound transaction duration_ bucket

Oooooo:

s5s8 inbound messages total{message type="create session request"}

# 0000
s5s8 outbound messages total{message type="create bearer request"}

# (000

Web Ul ][]

PGW [0 (/pgw_sessions):

0 IMSIJIP JOOMSISDN [0 APN (7

Oo00o0o00o0
0000 QoS [0 (QCI, MBR, GBR, AMBR)

000ooo (2 0)

Diameter [J[] (/diameter):

 PCRF (J000CO
* Gx 0000
* [0000000/0000

0000 (/logs ):

* 00000



« [0 "Credit Control" ] CCR/CCA ©9€[

* [0 "Re-Auth" I RAR 00000000
* [0 "PFCP" 0O0O0DCOOO

Hooooo
[debug] Sending Credit Control Request: ... # CCR [J PCRF
[debug] Handling Credit Control Answer: ... # CCA O PCRF
000 QoS(
[debug] Handling Re-Auth Request # RAR [J0 PCRF
aoooon
[debug] Sending Session Establishment Request # PFCP [J PGW-
ugo0d QERs[]
[debug] Sending Session Modification Request # PFCP [J PGW-
UOOO QERs[]

Hodo
00000000 QoS

1. 00 Web Ul - PGW [ 00
2. 00 IMSIOO00 99960600123456789 ]
3. 00000000
4. 00 ger_map [
ger id: 1
gate status: {ul: OPEN, dl: OPEN}

mbr: {ul: 50000, dl: 100000} # kbps
gbr: {ul: 10000, dl: 20000} # kbpsOQ nil 00O GBR{

5. (000000 PCRF 0000

00000 QoS

00: 000000000 QoS



N
1. 00 PCRF [

o [J0 Web Ul -» Diameter [
o [J] PCRF [JO0 = "connected"
o (0000000000000 Diameter 00

2. JJ CCR/CCA [[:

o [J00 Web Ul - Logs [
o [][] "Credit Control Answer"

o [JJ CCA 0000 QoS-Information AVP
o [][] CCA [JJ000Result-Code [][] 2001 = SUCCESS[]

3. 00 PFCP Q=

o (00000 "PFCP Session Establishment Request"
o 0000000 QER
°o [0 PGW-U 000 PFCP 0000

4. 00 PCRF 000

° [0 PCRF 0000000OO
o (000 APN 0000000
o [0 PCRF 00000OCOOC

A NENEND

Prometheus []:



# [0000000000/00

rate(s5s8 inbound messages total{message type="create session request
[5m])

# (0000000

rate(s5s8 outbound messages total{message type="create bearer request
[5m])

# 00 PCRF (000000
rate(gx inbound messages total{message type="gx RAR"}[5m])
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o []] "Association: DOWN"

o [00pfcp peer associated =0



4. 00 APN [0

o [][] config/runtime.exs [J[] ue.apn _map

° (0000 APN 00000000
0000

0d 1P 0000

1. J000000OWeb Ul = /pgw_sessions[ 000
2.[] config/runtime.exs [0 IP [0

config :pgw c,
ue: %{
subnet map: %{
"internet" => "10.0.0.0/23" # [ /24 000 /23000000
}
}

3. [0 OmniPGW
4. 000curl http://<ip>:9090/metrics | grep address registry count

00 PCRF (00000

1. 0000000 ping <perf_ip>
2. [J0 PCRF Diameter JJtelnet <pcrf ip> 3868
3. [0 config/runtime.exs [][] Diameter [0

4. 00000000 OmniPGW
5. [J[] Web Ul - /diameter [J00000 "connected"[]

00 PFCP {00
* 000 ad
ooo

* 00 IP 0000000 80% 000
« [0 PCRF 000000 Diameter 0000
* 00000000



Jooooooooon

0o

* 00 Web Ul 0000000
* [0000000OoOO0OO0O
* JO000000OO0

0ooto

1. PFCP 00000000 S5/58 00000
2. PCRF CCR-Initial [[]

3. (000000000000G
4. 000000000

ooo

1.0 Web UI (00000

o /pgw_sessions - [] IMSI ]
o [0 pfcp_seid O00O00OOOOPFCP OO0
o [0 gx_session_id JO00000000Gx OO0

2. (00000 IMSI[

o [JIMSI 0000
° [0 "000000"0OPFCPO
o [0 "0000€9Y0"0Gx0
o (00000000

3. (0000

# [J TEID OO PFCP OO0OOO
teid registry count - seid registry count

# [0 TEID OO0 Gx 00000
teid registry count - session id registry count



0ooto
1. 00 PFCP 00000

o [0 PGW-U 0000000
o [0 PFCP OOWeb Ul - /pfcp_peers

o [J SGW-C 0000000000000
2. [J0 Gx 00000

o []J PCRF [JJJhistogram quantile(0.95,
rate(gx_outbound transaction duration bucket[5m]))

o 000000 config/runtime.exs OO0 Gx OO
o JUbbOoOOOO00O

3. (0000000000

o 000000 OmniPGW 0000000
o 00000 teid registry count (OO0

ooo

* [0 PFCP [0 Gx OO0
* [00000/D000000000O
* [00000O0OO0OO

PFCP / 000000
UOOPFCP (OO0

000

Web Ul - /pfcp_peers [J] "Association: DOWN"

O000000000
O00pfcp peer associated =0

0oo"PFCP 0000 0 "DO0OO0"



NN 78 72 72

1. PGW-U 0000000000
2. PGW-U 00000

3. PFCP 000000PO000
4. 0000 UDP 8805

ooo

1. 000000

ping <pgw_u_ip>
nc -u -v <pgw u ip> 8805

2. 00 PFCP 000

o [0 config/runtime.exs [J[J upf.peer list
o [0 IP 00000 1D 00O PGW-U 0000

3. (0 PGW-U [

o [0 PGW-U ]
o [0 PGW-U 0000000 systemctl status omnipgw u 000000

4. 0000

# 0000
pfcp consecutive heartbeat failures

# PFCP 00O
rate(sxb _inbound errors total[5m])

0000
1. 0000000

o (JO0000traceroute <pgw u_ ip>
° 00000000000 UDP 8805



° J00000000000O

2. 00 PGW-U [0

o [0 PGW-U [0

o [0 30 00000000
o []00 Web Ul - /pfcp_peers (0000 "Association: UP"[]

3. (000000

o [0 config/runtime.exs [J[J PFCP 000
o [0 OmniPGW

o (0000000
0o

e [0 pfcp peer associated [JOO0O0OO0
e []] pfcp _consecutive heartbeat failures[]] > 2 000000

* (000 PGW-U [0
* [0 PFCP O0/O000C0OCO0

UO0PFCP (00000
000

* 00000000

* QoS 000000 PCRF RAROMM
* J00"000ooooo

* 000

sxb_inbound errors total{message type="session modification respon

se"} [0

0oooo

1. PFCP JQJOOOPDR/FAR/QER [0
2. PGW-U 000

3. 001D 00



4. PGW-U 0000
aod
1. 00000

o [0 "0000" O SEID
o [0 PFCP [00000OCOO
° (000000 1D 0oo*0*tooo*

2. 00 PGW-U [0

o [0 PFCP 0000
° [000000oCPUOOCO

3. 1 Web UI (0000000

o /pgw_sessions - [] IMSI [0

o [0 pdr_map[]far_map[Jger_map (00000
o 0000 1D

ooooa
1. 000000

o (0000000000
° 0000000000000 VE 0000

2. J0 PGW-U 0000

o [0 PGW-U [JO000OPDROOCOO
° (000000 PGW-U
° (0000 PGW-U 0000000

3. 0000000

° J00000C0OOWeb Ul OO000O
o [0 PFCP 0000
o JU000UOCO0OOOO



ooo

« [0 PGW-U 00000
» JII0000OOOOOOOO
e (0 sxb inbound errors total 0000

Diameter (Gx/Gy) [][]

UOOPCRF [0000GX[]
o0n

e Web Ul - /diameter [J[] PCRF [][] "disconnected"

+ 0000000 QoS 0oonono QCI=5(]
« [00"Diameter OO0000" O "CER/CEA 0"

0oooo

1. PCRF 0000000000
2. PCRF 0000

3. Diameter J0000Crigin-Host[JRealm[]
4. [J0000 TCP 3868

0o

1. 000000

ping <pcrf ip>
telnet <pcrf ip> 3868

2. [J[] Diameter [][]

o [JJ config/runtime.exs [][] diameter.peer list

o [0 hostJrealmip OO PCRF OO0OO
o [J0 origin host 000 PCRF 0000



3. 0 PCRF 00

o (000 PGW-C [J CERODOOOOOO
o 000000

4. 0000

# Diameter [JJ00
diameter peer connected{peer="<pcrf host>"}

0000
1. (000000

o (00 PCRF 00000
o (00000000000 TCP 3868
o JO000Onc -v <pcrf ip> 3868

2. 00 PCRF [JO000O

o [0 PCRF 00

o 00000000030 Oo0o0o
o ][] Web Ul - /diameter []]]

3. (0000000

o [J0 config/runtime.exs [ Diameter 000



config :pgw c,
diameter: %{
host: "pgw-c.epc.mnc999.mcc999.3gppnetwork.org", # OO0

PCRF O0O0OO
realm: "epc.mnc999.mcc999.3gppnetwork.org",

peer list: [
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "192.168.1.100",
initiate connection: true
¥
]
}

o [J[] OMniPGW
o [O000000O0

ooo

 [J0 Diameter J00000000CO0
» 000 PCRF 00000OCOO
» 0000000 Diameter [0

JO0CCR/CCA [JOGx (0000

0o

 0000000=> 5 00
 JO0"00000O0o*
* [(Q00gx outbound transaction duration 000> 5s[]

« 000000000 QoSe€€0000n

0oooo

1. PCRF [[]
2. PCRF 00000
3. 0000



4. PCRF 000
0o

1. 00 Gx (00

# P95 [0
histogram quantile(0.95,
rate(gx_outbound transaction duration bucket[5m]))

# P99 (000000
histogram quantile(0.99,

rate(gx_outbound transaction duration bucket[5m]))

2. [J0 PCRF 0000

o [0 PCRF 00000
o [0 CPUOIOODOOOO
o [0 PCRF 00000000

3. 0000000

ping -c 100 <pcrf ip> | tail -1 # Q0000

4. 0000

° [0 CCR/CCA 000000 "booo*
o [0 "00 CCR™ [0 "00 CCA" 00000

0oooo

1. 00 PCRF 000

o [0 PCRFODOOOO
° 000000 CCR 0000
o [0 PCRF 000/000

2. 000000



° Ji000000C000000
o (00 PGW-C {1 PCRF 0000000

3. 000000000000

o []00 config/runtime.exs[]

config :pgw c,
diameter: %{
transaction timeout ms: 10000 # OO0 5000 O
}

o [0 OmniPGW
o (00 0000000000000

0o

* [0 Gx 0000000000 > 1sO00 > 5s0
* 0000000000 PCRF OOOO
* 00000 PCRF 00

J00OCS [iiiiGyld
000

e Web Ul - /diameter [J[] OCS [][] "disconnected"
* [JU0000O00C0000O
 J00"Gy 0ooooo*

Oo0oooo0
oo 000o Gy 000
0oooo

* (00000 TCP 386800 Gx (00

* J000OO000COO0OCOO0OCOOO0OOOO00O0O0:
* 00000 diameter.peer list [0 OCS [0



0aoo 000 Gy 0000000

IP 1000
O001P 000

0o

+ 000000000000 "0ooooo™

» J00address_registry_count 00000000
* Web Ul - /pgw_sessions [J1000000

« [00"IP O000OoO0"
0oooo

1. (0000o0oa

2. 0000 IPO00000C0
3. 000000000

4. 1P 000

0o0

1. (000000

# 00 /24 000254 0 IPO
(address registry count / 254) * 100

2. 00000000

o [0 config/runtime.exs [J ue.subnet_map
o (00"10.0.0.0/24" = 254 [ IP

3. (000000 1P 0oo



# 00000
teid registry count
address registry count

4. J000000

o Web Ul » /pgw_sessions
o 00000000
o JO000o0oO00000

00000

Ooooooo0

1. [ config/runtime.exs[]

config :pgw c,
ue: %{
subnet map: %{
"internet" => "10.0.0.0/22" # 1022 [ IPOOOO /24 = 254 [
IP[
}
}

2. [0 OmniPGW
3. J00000000C0

0oooooa

1. 0 Web UI 0000000

2. [0 SGW-C 000000000

3. ] PCRF/SGW 00000000

4.0 address registry count Q0000000000

0o0

* [0 IP 0O00O000O0OO
o 00> 70%

o 00> 85%



* (00000000
* (0000000
- J0e@00

0ooooooo e go
000

« UE [0 IP 0000
* [00%IP 000" 0O
 Web Ul I000000O0OO 1P OO

00000

1. f00000Ooa
2. 000000000
3. (00000

0o0

1. 0 Web UI 00 1P

o /pgw_sessions - [] IP (00
o (000000 IMSI 00000 1P

2. 0000

o 0O 1P 00
o [0 "IP 00" 00

0000
1. (0000oooa

o (00000 1P 000 IMSI
2. 000000

o [J SGW-C [I000000000000000 IMSI



° 000000000
3. UE 00000

o UE (000000
o JO0oooo Ip

4. J00000a

o [0 OmniPGW [JO0 IP 000
° [000000C0000000

0o

* J00000000O00O0Oa
* JO0000O0O00OO0O
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[[] Prometheus [][]

# 0000
teid registry count

# (000000000
rate(s5s8 inbound messages total{message type="create session request

# IP 00000860 /24 000
(address registry count / 254) * 100

# P95 (00000
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="cres

[5m]))

# 000
rate(s5s8 inbound errors total[5m])

# PCRF [
histogram quantile(0.95, rate(gx outbound transaction duration bucket

# PFCP 0000
pfcp peer associated



(00000COWeb UL

00

IMSI

"create_session"

"delete_session"

"Credit Control"

"PFCP Session"

"error"

"timeout"

"Association"

ad

Oo00o0oCoo0

aooodo

0oooo0

Gx PCRF [

000000

0ooooa

ooda

PFCP 0000
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# 000000
systemctl status omnipgw c

# 00 Web UI
curl http://<omnipgw ip>:4000

# 100000
curl http://<omnipgw ip>:9090/metrics

# (00000
curl http://<omnipgw ip>:9090/metrics | grep teid registry count

# 00 PFCP OO
curl http://<omnipgw ip>:9090/metrics | grep pfcp peer associated

# 00 IP 00000
curl http://<omnipgw ip>:9090/metrics | grep
address registry count

Juod

. - Prometheus [JJGrafana 000000
. - 000000

. - 0000000

. - PFCP JO0000

. - Gx 00000

. - Gy 000000

. - QoS 000

OmniPGW []0000 - [7 Omnitouch [J7
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0oooo e 0ooo
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PGW-C [J UEQO00O0OO PONOOIO0O0OOOCOOD 1P O000DO00DODOODOD0O0O0OCODO00O



0od 1P 00000

UE1
100.64.1.10

UE 2
100.64.1.11

UE 3
100.64.1.12

00 UE 0 PGW-C 0000 000 1P 0000000

* 00000000

* 0000000

* J000000OO

* [ PDN 0000O000COO

god 1P Od

IP [ 0d 00
IPva 000 00 1Pv4 OO

IPv6 000 1Pve 00000

IPvav6e [J[00 [000OPv4 ] IPve[]




IP (000

PDN [

[0 UE (0 PDN 000000000 PDN 000

PDN [0 0d 0000
IPv4 giPva OOd 0O0IPva OO
IPv6 OIPve OO0  IPv6 O0O000O0/640

IPv4av6 000 IPv4 [0 1Pv6 [0

Hooo

PGW-C [JO0O 1P 00000
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f

Static Allocation

g
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No
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B e

1. (000000000

* PGW-C 0000000 1P
* JO000000OO0



* 00000000
2. (0000

« UE [ GTP-C 0000000 1P
* PGW-C 0000
* 0000000 P 00000

U0 APN (0000

000 APNOOO0000 0000000 1P 0d



L= T R e el |

e OmniCore  OmniCall  OmniRAN  OmniCharge Platform

X 0000 =
v 5GC+w - - - .
UE Requests
Specific IP?
o
Yes
Select Subnet
Based on APN
Generate Random IP
from Subnet
IP Available? Already
Allocated?
S
B Yes No
i i Retry
Assign Requested IP Reject Request ‘ Max 100 fimes

\

* (000 - 00 APN 0000000
« 00%€00 - 0000 APN 000000

Reqgister in
Address Registry

ooo



* (000 - D000000oooooo
* [0 - f000000O00Oa

joad
0000 000000 1P
0 0
00 O0UEIP - 0000 PID
00 00 VEIPOOO0
00 0000000 1P

0000 00oooo

i
0000

U0 config/runtime.exs[]



config :pgw c,
ue: %{
subnet map: %{
# APN "internet" [JO000O0
"internet" => [
"100.64.1.0/24", # 254 0 IP
"100.64.2.0/24" # 254 0 IP

]'

# APN "ims" 00000
"ims" => |

"100.64.10.0/24"
1,

# 00 APN 0000
default: [

"42.42.42.0/24"
]
}
}

APN 000000000
0000 APN [00000000000000 0000000 000000 APN 000000000 APN 0000000

0000

« 0~ 00000UO0OOCOo0O

» 00 ~ 000000000oOOO

* 0000000 - DO0OOo0O

* J000000000O00 default



config :pgw c,
ue: %{
subnet map: %{

# 0000 "ims" 000 APNOO
O00"ims"[Q"ims.apn"[J"ims.something.else"[]

"Aimst => [

"100.64.10.0/24"
1,

# 0000 "m2m." OO0 APNOOOO"m2m.test"[]"m2m.prod"[]
“m2m\. " => |

“100.64.20.0/24"
15

# 00000 - "enterprise.corp" 0OO0OO
“enterprise.corp" => [

"10.100.0.0/16"
1,

# 00 APN 0000
default: [

"42.42.42.0/24"
]
}
}

00000

00000000000 Elixir/Erlang 0000000
000000 Elixir 000000000 \ 00 \O
000 ~ O000o00o0ooooOo
JO000O00O00Oo0Oo0U0O0Oo00
000000000000C - 0o0000o00a

0oooooa



0ooa 0o 0d

0...00 "~ims" ims[Jims.apn[]ims.anything
0...00 "NU*\Lcorp$” foo.corp[lbar.corp
00 "NLo*test R test[]foo.test.bar[Jtesting

000000  "~internet\.apn$" [] internet.apn

0oooooa

0000000000 . corp 0000 APNOOOO ~.*\.suffixs$[]

subnet map: %{

# 000 ".corp™ (OO0 APN
"Aox\Lcorp$" => ["10.100.0.0/16"],

# 000 ".iot"™ OO0 APN
"AUF\L1lot$" => ["10.200.0.0/16"],

default: ["42.42.42.0/24"]
}

0oooooa



APN [
ims
ims.apn
ims.something.else
m2m.test
m2m
enterprise.corp
foo.corp

unknown.apn

Hooo

0o

~ims

ims

~ims

~m2m\ .

default

enterprise.corp

~.*\.corp$

default

CIDR [J000 <network>/<prefix length>

CIDR [[JIP

0ooa

/24 254 100.64.1.1 - 100.64.1.254

/23 510 100.64.0.1 - 100.64.1.254

/22 1022 100.64.0.1 - 100.64.3.254

0oda

100.64.10.0/24

100.64.10.0/24

100.64.10.0/24

100.64.20.0/24

42.42.42.0/24

10.100.0.0/16

10.100.0.0/16

42.42.42.0/24

/20 4094 100.64.0.1 - 100.64.15.254

/16 65534 100.64.0.1 - 100.64.255.254

ooo



+ [0000000100.64.1.000000
* [0000000100.64.1.25500000

e PGW-C [] <network> + 1 [] <broadcast> -

00 APN (000

0o0oooo0

config :pgw c,
ue: %{
subnet map: %{
"internet" => [
"100.64.1.0/24",
"100.64.2.0/24",
"100.64.3.0/24",
"100.64.4.0/24"
]
}
}

0oot0

 PGW-C J0000000CO0O
* 000000000
* [O0000o0OO0O

0o0

* JO0000000O0
* JO00C0O0Oo0OO0
* 00000000

100



Hooood

config :pgw c,
ue: %{
subnet map: %{
# (000000
"internet" => [
"100.64.0.0/20"
1,

# IMSOOO LTE QOOO0O
"ims" => [

"100.64.16.0/22"
1,

# [0 APN
"enterprise.corp" => [
"10.100.0.0/16"

1,

# (0000000000
"iot.m2m" => [

"100.64.20.0/22"
1,

# 0000
default: [

"42.42.42.0/24"
]
}
}

# 4094 [] IP 000000

# 1022 [J IP OO IMS

# 65534 [] IP [JO00O

# 1022 [J IP 00000

# 254 [0 IP OO0 APN



IPV6 []]

config :pgw c,
ue: %{
subnet map: %{
“internet" => [
# IPv4 ]
"100.64.1.0/24"
1,
"internet.ipv6" => [
# IPv6 000000
"2001:db8:1::/48"
1,
default: [
"42.42.42.0/24"
]
}
}

IPv6 (0000

« UE 000000 /64 00

» [0 UE 0000 'PO000CO0O00CO
e [JOOUE ] 2001:db8:1:a::/64

O01IPv4ve[ ][]

config :pgw c,
ue: %{
subnet map: %{
“internet" => [
"100.64.1.0/24",
"2001:db8:1::/48"
]
¥
}

00000

# IPV4 [
# IPv6 [OO00 IPv6 (0O



« UE [J] PDN [JJIPv4v6
« PGW-C [J7 IPv4 [0 IPV6 [
» 0000000000

Juoa

IP 0000000000000 PGW-C 00 S5/58 0000000O0000O0D GTP-C 00000000000
O 0o00o0oooo



Joood 1Pva g

UE SGW-C

roic

Attach Request

Attach Accept
(IP: 100.64.1.42)

UE [JJ] 100.64.1.42
0000000

Address Registry

Create Session Request
(APN: internet, PDN Type: IPv4)

1. 00 APN: "internet"

00 APN "internet" OO0

subnet_map["internet"]
- ["100.64.1.0/24", "100.64.2.0/24"]

0o0ooo

[0: 100.64.1.0/24

[0: 100.64.1.1 - 100.64.1.254

y (00 100 00!
0ooo 1P
OO 1P: 100.64.1.42
00 IP 00000
0oo
Oo 1P - Qg PID

00: 100.64.1.42

Create Session Response
(UE IP: 100.64.1.42)

UE SGW-C

100.64.1.42 - <session_pid>

PGW-C

joad

0oooooa

Address Registry




1. 00000 D00000O APN 00000

2. J0000 DO00DO000C00oO

3. IP (00 00000000COoO 1P

4. 00000 Ooto e O00ooo

5. 00000 000000000000 100 Do€<€n00nn 1P
6. 000 000000 'PO000000CO

0oooooa

* [0 100 0000 0D000ODOoCOooooO
+ (0000 DODOOC e 0o0000o0oag

* 00000 O00000OoOO0Oo0a

* 000000 DO000000O APNOOOOOOO

joad

000 00000000oo0oo 1



\ \
000000
100.64.1.42
(0 100.64.1.42 -1
(] 100.64.1.42 - ][] 2
oo - 1P 000
ao10oip
00 - 0000
00 2 00
Ooooo 1P
100.64.1.43
[0 100.64.1.43 - [][] 2
0o - 1P 000
0o 2 0oo e
|
‘ Session 1 | Session 2
00000000

‘ Session 1 | ‘ Session 2 |

* [00000000ROOOOO0
0o0oooooa

00oo0ooo 1P oa

O00€€00 1P 000
0o00000000oooO 1P

Address Registry
(000m

0ooooao
ad

Address Registry
(0000)




Hooood

000 UE 0000 APN

0ooto

# [0

subnet map: %{
"internet" => ["100.64.1.0/24"],
default: ["42.42.42.0/24"]

}

o€

UE 0O APN: "unknown.apn"

000 subnet_map OO0 "unknown.apn”

000000000000
[ 42.42.42.0/24 [ IP

00000

1. 000000000000 APN OO
2. J00000000 default (]
3. (0000000000000



Jooooooon

ire . OmniCore  OmniCall  OmniRAN  OmniCharge Platform
5GC X 0000+

- - - - -

Attach Request

Create Session Request
(APM: internet, PDN Type: IPvd)

1

1. 0O APN: “internet®

00 APN “intermet" OO0

—

subnet_ map[“internet”]
= ["100.64.1.0/24", "100.64.2.0/24"]

0om

—

O0: 100.64.1.0/24
[D: 100.64.1.1 - 100.64.1.254

loop [O0 100 o)

oo 1P

>

00 IP: 100.64.1.42

0 IP 0000 .
O
. sasmEmsmEsEEaEsamEEEnEn
oo P = g PID
100.64.1.42 - =session_pid>
O0: 100.64.1.42
Create Session Response
{UE IP: 100.64.1.42)
Attach Accept
{IP: 100.64.1.42)
UE 0 100.64.1.42
N
UE SGW-C PGW-C Address Registry

0ooto

* [O000000OOCOOOOO0
* IP 000000000
* 000000



Juo

i
000 00000 1P 0000

0: 100.64.1.0/24 (254 [0 IP)
OO00: 254 [ IP
goooo - 0o

000000

1. PGW-C [JJ 100 00000
2. J0oooa 1P 000

3.00: {:error, :ue ip address allocation failed}
4. 000000
5. SGW-C 000000

0oooo

# 00000
address registry count / total pool size > 0.8 # [J 80% [0

# (0000000

"internet" => |
"100.64.1.0/24",
"100.64.2.0/24", # 000000
"100.64.3.0/24"

]

RN

000 0000oooo 1P

GTP-C 0000



Create Session Request
— IMSI: 310260123456789
— APN: enterprise.corp

— PDN [0O00 (IE)
| L— PDN [J: IPv4

| L— IPv4 [J: 10.100.0.50 « UE OO0 IP

OmniPGW [][]

1. 00000 e 000000 PDN 0000 1E
2. [0 1P 00000 1P 0000 APN OO000
3. 00000 00 1P 0000000000

4. 00000
° (00000000 e 000000

o (O00U0o0ODOOUOOOOO
0oooon

* (00 VE 00000000 1P 00
* [0ONe 0oooo 0oooa - e oo
* [00e 000000 booto - e 0000000

IPv6 [

UE (] IPv6[]

Create Session Request
l6&&— PDN [JJ: IPv6

PGW-C ][] /64 [0



Oo0o0: 2001:db8:1:a::/64

UE (0000
- 2001:db8:1:a::1
- 2001:db8:1:a::2
. (18 [J quintillion [0O)

ooo

+ UE [J00000O IPO0000000CO
[0 SLAACOOOO0O0CO00O

* [0 NAT 00

jooo

UE (][] IPv4ve6[]

Create Session Request
— PDN [O: IPv4vé6

PGW-C (000000

IPv4: 100.64.1.42
IPv6: 2001:db8:1:a::/64

0000

e IPv4 [JO0O0O 1Pv4 00O

* IPv6 [JO00 IPv6 00

* (000000000

* 000 GTP J00OCODOO

0oood 1P o0

00 1P JORFC 1918[]]



# 000000000
subnet map: %{
“internet" => [
"10.0.0.0/8",
"172.16.0.0/12",
"192.168.0.0/16"
]
}

000 PGW-U I NAT 000000

AERLANN

# (00000 IPOOOOO
subnet map: %{
"internet" => [
"203.0.113.0/24" # [0 IP []
]
}

000 NAT - (000000
ooo

0000 IPORFC 6598[][11600.64.0.6/10 00000 NAT[
* 0000o0ooooo 1P

il

Web UI - IP [

OmniPGW [JO00 Web 0000000 1P 00000CCOO

000 http://<omnipgw-ip>:<web-port>/ip pools



ooo
1. 000

 JOoog e O
* (0000000
e Joooie

* (0000000

2. [J0 APN (00 00000000

e 00 - APN 0000000 “default”J“ims.something.else”[J“Internet”[]
APN []J - 000 APN 000

IP [J0 - 0000000 CIDR 000

000 - DO00000000000

0000
o 000000 1P 00

o J00000ooo e
° (00000000 e

3. (000



* 0200000
* (0000000
* 0000000

ooo

* 000000000

* [0000000

* 00000

* [ APN 000000

AN

0oooooo

# 000000 IP
address registry count

# (000000000
address registry count / <total pool size> * 100

ooo

0: 100.64.1.0/24 (254 [J IP)

Ood: 150 [ IP
do0d: 150 / 254 = 59%



il

# (00000000
- alert: UEIPPoolUtilizationHigh

expr: address registry count > 200 # [|] /24 []
for: 10m
annotations:

summary: "UE IP JO00O00 80%"

description: "[OO: {{ $value }} / 254 [ IP OOO"

# (000000
- alert: UEIPPoolExhausted

expr: address registry count >= 254 # [|[] /24 []
for: 1m
annotations:

summary: "UE IP 0O - QOOOO IP™

# (0000000

- alert: UEIPAllocationFailures
expr: rate(ue ip allocation failures total[5m]) > 0O
for: 5m
annotations:

summary: "UE IP J00OOO"
Grafana [][][]
00 101P 0000

# 0000000
(address registry count / 254) * 100

00 20000000000 1P

# 0000
address registry count

00 30000



# (00000
rate(address registry count[5m])

00 4000000

# (0000000000000
(254 - address registry count) / rate(address registry count[1lh])

Hodn
00 1000000000000 1PC

0o

+ (00000000 "boooo*
* (00 "UE Ip O00000"

00000

1. 000

# (00000
curl http://<pgw c ip>:42069/metrics | grep
address registry count

2. 000



# 00000
config :pgw c,
ue: %{
subnet map: %{
"internet" => [
"100.64.1.0/24" # 0000 CIDR
]
}
}

3. APN 000

# (0000 APNOOOOOCO
# (000000
subnet map: %{
default: ["42.42.42.0/24"]
}

0oooo

* 000 000000
» (000000 0O PGW-C 000000 1P
e JUOOO 0O runtime.exs (00000

00 201P 0000

000

+ [0 UE 000000 1PO0000O
* (000

000
* JO0000OCOO0OOO

ooo



# 0000000 IP
grep "already registered" /var/log/pgw c.log

0ooto

* (0000000000000
* JO000000OO0

00 3000000 1P
000

 UE 000000 1P
e APN "internet" [] "ims" [ IP

0o
* 00000000

ooo

# (0000 APN 00000
subnet map: %{

"internet" => [...], # 0000
"Internet" => [...] # 00 APN!
}
00000

* [0 APN 0000000000000
* JO0000OCOOOOOO

00 401Pve 00

000

 UE [0 IPvel0000



0ooto

1. 000 1Pveé ]

# 00 IPve OO
subnet map: %{
"internet" => [
"100.64.1.0/24" # [] IPv4
]
}

2.000 1Pvé 0

# 000000 /748 D000
"internet" => [

"2001:db8::/128" # 00 - 0O0OOOO
]

0000

# 00 IPv6 [J
subnet map: %{

"internet" => [
"100.64.1.0/24",
"2001:db8:1::/48" # IPv6 []

]

}

00 000000

000

* 00000
* address registry count 00000

0000

1. 00000



"internet" => [
"100.64.1.0/24", # 00
"100.64.2.0/24", # 00000 254 0 IPQ
"100.64.3.0/24" # 00000 254 0 IPQ

]

2. 0000000

# 0 /24 o6 /22
"internet" => [

"100.64.0.0/22" # 1022 OO IP
]

3. (0000

o 000o0o
o QU000OoOoOOO

Hodo
0000

0o0oooooa

00o00oC1e, 000
0000036%03, 000 000000

O000050%
00 IPO3,000 * 1.5 = 4,500 [ IP

000/2e04,094 000 IPOD - OO0
000/1908,196 000 IPOD - OO0

joad

000



* [J 100.64.0.0/10[JRFC 6598 - [JO00 NAT(]

e O 400001IP
* 000000000 NAT

ooo

* [0 IPO0000CO
* (00 VPN 000000000

joad

config :pgw c,
ue: %{
subnet map: %{
# (0000 APN - [0
"internet" => [
"100.64.0.0/18" # 16,382 [J IP
¥

# IMS - (00000
||ims|| = [

"100.64.64.0/22" # 1,022 [J IP
1,

# [0 - 000
“enterprise.corp" => [
"100.64.68.0/22" # 1,022 ] IP

1,

# 00 - 000000000
"iot.m2m" => [

"100.64.72.0/20" # 4,094 [] IP
Il

# 00 - 0000
default: [

"100.64.127.0/24" # 254 [ IP
]
}
}
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