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OO
OO

pgw c/

config/
— config.exs
— dev.exs
— prod.exs
— runtime.exs

OO

# config/runtime.exs
import Config

config :logger, level:

config :pgw c,
metrics: %{...},
diameter: %{...},
s5s8: %{...},

sxb: %{...},

ue: %{...},
pco: %{...}

OO

# OO runtime.exs®

# OOOOOO
# OOOOOO
# e QOO0

:info

QOO
O®

&< Prometheus &0&0 00O OmniPGW®

OO

config :pgw c,
metrics: %{
# OD/OODOOOD
enabled: true,

# && HTTP 0000 IP &
ip address: "0.0.0.0",

# OOOOOOQ



port: 9090,

# OOOOOOROOOOY
registry poll period ms: 10 000

}

O
O 020 O OO

enabled O true OO
ip address OOORIPS"0.0.0.0" @02220.0.0.0 = SO
port O 9090 /metrics &> HTTP &&
registry poll period ms <& 10 000 QOOROOROOR
O

OO - OO TIPSO

metrics: %{

enabled: true,

ip_address: "10.0.0.20", # Qo

port: 9090,

registry poll period ms: 5 000 # & 5 Q00O
}

Q@ - SOOOOOQ

metrics: %{
enabled: true,
ip address: "127.0.0.1",
port: 42069, # OOOO®
registry poll period ms: 10 000
}

QOO

metrics: %{
enabled: false
}

OO0

# OO
curl http://<ip address>:<port>/metrics

# OQ
curl http://10.0.0.20:9090/metrics



OO LOOODOL OOOOOOOOOO

Diameter/Gx &&
&

&< Diameter OO0 Gx OOOPCRF ©00¢
OO

config :pgw c,
diameter: %{
# && Diameter &&& IP &
listen ip: "0.0.0.0",

# OmniPGW <& Diameter &&<®0rigin-Host<®
host: "omnipgw.epc.mncO01l.mcc@01.3gppnetwork.org",

# OmniPGW <& Diameter &<&0rigin-Realm&
realm: "epc.mncO01l.mcc@01.3gppnetwork.org",

# PCRF o000
peer list: [
%{
# PCRF Diameter &<&
host: "pcrf.epc.mnc00l.mcc001.3gppnetwork.org",

# PCRF &
realm: "epc.mncOO0l.mcc@O1.3gppnetwork.org",

# PCRF IP &0
ip: "10.0.0.30",

# OO PCRF &0
initiate connection: true

}
]
}
20204
& 1020 S S
listen ip>O>OOIPS & Diameter @&
host OOOOFQDN® ¢ OmniPGW <& Origin-Host&&&<& FQDN®

realm QOO & OmniPGW < Origin-Realm
peer listoo & PCRF 00000
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OO

O O & &
host OOOOFQDN<® ¢ PCRF Diameter &&
realm OO & PCRF &
ip OOODIPO & PCRF IP &&
initiate connection<&®<® & OmniPGW ©&&&<& PCRF
FQDN &¢&

Diameter &0 FQDN®

# O

host: "omnipgw.epc.mnc00l.mcc001l.3gppnetwork.org"
# O

host: "omnipgw" # &< FQDN

host: "10.0.0.20" # OO0 IP

3GPP &>0&

<hostname>.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org

OO

- omnipgw.epc.mnc001l.mccO01.3gppnetwork.org (MCC=001, MNC=001)

- pgw-c.epc.mnc260.mcc310.3gppnetwork.org (MCC=310, MNC=260 - && T-
Mobile)

OO
&& PCRFO

diameter: %{
listen ip: "0.0.0.0",
host: "omnipgw.epc.mnc001l.mcc@01.3gppnetwork.org",
realm: "epc.mnc001l.mcc@01.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mncOO1l.mcc@O1.3gppnetwork.org",
realm: "epc.mncO0l.mcc@0l.3gppnetwork.org",
ip: "10.0.0.30",
initiate connection: true
}
]
}

& PCRFOOOOQ



diameter: %{

listen ip: "0.0.0.0",

host: "omnipgw.epc.mncO01l.mcc@01.3gppnetwork.org",

realm: "epc.mncO01l.mcc@0l.3gppnetwork.org",

peer list: [

%{

host: "pcrf-primary.epc.mnc00l.mcc001.3gppnetwork.org",
realm: "epc.mnc00l.mcc001l.3gppnetwork.org",
ip: "10.0.1.30",
initiate connection: true

host: "pcrf-backup.epc.mnc00l.mcc@0l.3gppnetwork.org",
realm: "epc.mncOO01l.mcc@O1.3gppnetwork.org",
ip: "10.0.2.30",
initiate connection: true
}
]
}

PCRF 000000

diameter: %{

listen ip: "0.0.0.0",

host: "omnipgw.epc.mncO01l.mcc@01.3gppnetwork.org",

realm: "epc.mncO01l.mcc@0l.3gppnetwork.org",

peer list: [

%{

host: "pcrf.epc.mnc00l.mcc001.3gppnetwork.org",
realm: "epc.mnc00l.mcc001l.3gppnetwork.org",
ip: "10.0.0.30",
initiate connection: false # &<& PCRF &<&

}
]
}

&<& Diameter Gx &0

S5/S8 &&

OO
&& GTP-C ©&&® SGW-C 0@

OO

config :pgw c,
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s558: %{
# S5/58 0O IPv4 @
local ipv4 address: "10.0.0.20",

# OO IPV6 @@
local ipv6 address: nil,

# OO GTP-C 002123
local port: 2123

}
OO

O O O OO
local ipv4 address &OO@IPv4AS @& S5/S8 &< IPv4 &&
local ipv6 address & QIPv6dnil S5/S8 OO IPVE @O0

local port O 2123 GTP-C & UDP 0000000 21230
OO

e OO GTP-C ©© 2

« &OO UDP

¢ OOOO® 2123
e OOV O SGW-C ©©

OO
O IPVAOOOOO

s5s58: %{
local ipv4 address: "10.0.0.20"
}

IPv4 + IPv6 &Q0&

s558: %{
local ipv4 address: "10.0.0.20",
local ipv6 address: "2001:db8::20"
}

QOOODOOOOOOY

s558: %{
local ipv4 address: "10.0.0.20",
local port: 2124 # OO0 Q

}



OO0
IP OO0

¢ DOOOOO/OOOO

e OOOOY SGW-C OO0

e OOOOOVRRP/HSRPOOOOOOOO
OOV

# OO SGW-C & GTP-C
iptables -A INPUT -p udp --dport 2123 -s <sgw c network> -j ACCEPT

Sxb/PFCP &<&
@

&& PFCP 0000 PGW-USOOOOOOO0

OO

config :pgw c,
sxb: %{
# PFCP &0 IP &&
local ip address: "10.0.0.20",

# OOOOOOL PFCP &0®8805¢
local port: 8805

}
O&

O O& O O
local ip address Q&IPS &S PFCP 000
local port O& 8805PFCP UDP ¢<&

OO

* && UPF &0 upf_selection OO0 D + 00O OORQ
e OOOOY UPF 000000000

o QOOOOOOO"UPF-<ip>:<port>"

o && PFCP &&&&® UPF ©&&

° 5 OO0 Y
* UPF ©00000000® upf _selection 000000000 Q
LO2OR0Z

e OOV UPF OO0 0000OO00 O DNS & UPF



O
OO

sxb: %{
local ip address: "10.0.0.20"
}

# OO upf selection && UPF SO0
# - QOO0 "UPF-10.0.0.21:8805"

# - ©& PFCP OO0 UPF 00

# -5 QOO0

OO PFCP 000

sxb: %{
local ip address: "10.0.0.20",
local port: 8806 # ©&<& PFCP &&

}
& UPF OO000000

sxb: %{
local ip address: "10.0.0.20"
I

upf selection: %{
rules: [
%{
name: "IMS Pool",
priority: 10,
match field: :apn,
match regex: ~r/”ims$/,
upf pool: [
%s{remote ip address: "10.0.1.21", remote port: 8805, weight:
100},
%s{remote ip address: "10.0.1.22", remote port: 8805, weight:

]
}
]I
fallback pool: [
%{remote ip address: "10.0.2.21", remote port: 8805, weight: 100}
! ]
# ©® 3 & UPF®10.0.1.21, 10.0.1.22, 10.0.2.210Q0000%

100}

&& DNS OOOOOOOOOO

sxb: %{



local ip address: "10.0.0.20"

}I

upf selection: %{
dns _enabled: true,
dns query priority: [:ecgi, :tai],
dns suffix: "epc.3gppnetwork.org",
fallback pool: [

]
}
# DNS OO UPF OOQ000DOO0Q

%{remote ip address: "10.0.2.21", remote port: 8805, weight:

100}

UPF &0

SOOUPF 000000000 UPF &&&® upf_selection @000 0@
QOO
UPF &&<&® upf_selection 000000 Q

1. 00V - POVOVOOOQOOOOO

2. DNS && - 000000 UPF &
3. OOQ - OOOOOOOD DNS OO0 0000

OO
1. SOOODOOOODOD - GO OOOOOOOOD
2. OO DNS OOOOOOOOOD - OO0 UPF O©
3. OOQOODOOOY - OOV OOY DNS OO0
UPF OO0 0@
OO

QCOOOOOOOODOOOOOOOOOOD

OO0 & OO
rimsi OOOOOOOO 7313380. * (OOOO®)
rapn >0 | DNN ~internet\. & "~ims\.
:serving network plmn id QOO ~313380%
:sgw _1ip address SGW IP &¢© ~10\.1006\..*
:uli tai plmn_id &>&<® PLMN ID ~313.%*

:uli_ecgi plmn_id E-UTRAN ©< PLMN ID"313.*



SO

O OO0 O O
UPF & OO0 QOOOOOOOOOOOOO OOV UPF
& APN 000 SO IMS/OQQ OO
OO IMSI OO OO OOV
&& DNS MEC/QQ000 0000000 && DNS 0000
OO OO & UPF OOOOOOY
SO OO OO OO
OOV

QCOOOOOOOOOOOOOOOOOOY UPF &0 PCO ©O®
OOV
1. UPF OO0
° SOOOOOOOOO—> DNS OO - OO
° POOOOOOOOOY
0 QOIOOOOOOOOOOD
°o OO OO UPF 0000000

2. PCO 000000

o && PCO && - P-CSCF DNS ©& —» && PCO ©©
0 POOOOOODOOOOOODOOOOOOOY
° OO OO0 PCO &

3. P-CSCF ©00000

o &&& FQDN - ©& DNS && - &&00 PCO -» &0 PCO
° OO QCODOOOOOOOO

4. QOO
°© PCRF 000000000 @Rating-Group + Online=1¢
°© OCS QOO0

o PGW-C &0 ® CCR-Update &0
o OB & COQYYPOOOOOD

OO
QOOOOOOOOOOOOD UPF QOO0 OO00®

config :pgw c,
# PFCP && - && UPF & upf selection &0
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sxb: %{
local ip address: "127.0.0.20"
I

# UPF OO0 - OO0 UPF 00000
upf selection: %{
# OO DNS Q@O0
dns enabled: false,
dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],
dns suffix: "epc.3gppnetwork.org",
dns timeout ms: 5000,

# OOOOODODOODOOOOROQ
rules: [
# OO 1OIMS & - OO
%{
name: "IMS &&",
priority: 20,
match field: :apn,
match regex: "~ims",
upf pool: [

%{remote ip address: "10.100.2.21", remote port:

weight: 80},

%{remote ip address: "10.100.2.22", remote port:

weight: 20}
]
}

# OO 200 APN
%{
name: "&oOOO",
priority: 15,
match field: :apn,
match regex: "~ (enterprise|corporate)\.apn",
upf pool: [

%s{remote ip address: "10.100.3.21", remote port:

weight: 100}
]
}

# OO 3ODOODD - SO
%{
name: "OOOOO",
priority: 5,
match field: :apn,
match regex: "“internet",
upf pool: [

%{remote ip address: "10.100.1.21", remote port:

weight: 33},

8805,

8805,

8805,

8805,



%{remote ip address: "10.100.1.22", remote port: 8805,
weight: 33},
%{remote ip address: "10.100.1.23", remote port: 8805,
weight: 34}
]
}
1,

# OO - OOOOOODOD DNS OO
fallback pool: [
%{remote ip address: "127.0.0.21", remote port: 8805, weight:
100}

]
}
OO

OOOO®

O OOVOOOOOY upf_selection & UPF @000 OQ
O OOOOODODO UPF OO0 DOOO0Q

O QOO OOOOOY upf _pool S>> UPFO

O OOOOOOOOY fallback pool &OOO®

& DNS OOODNS 000000000

O OOOOODNS & UPF Q000000000

O QOVOOOOOOY UPF & 5 OO0

OOOOOOOY
o O>O&sxb.peer list QO OOOOOD
¢ DO selection list
e && UPF &0 @ upf selection &0
UPF OO0
1. SOOOOOOOOOY UPF &0
o &O& = PFCP @& + & 3 00000000
o OOOD UPF ©00000Q
0o OO UPFOQO000Q UPFOOOOO®
2. OO[/OOOOOOY weight: 0 @& UPF
o & UPFOOO > 00000000000
o OO UPFOOO == 00000 UPF 0000000
o OOOOOOY UPF ©&® weight: 1

3. OOVOODOODOOOVOOOOOOOOOY UPF



o QOOOOOOOT0% &0 .21020% OO .22010% & .23
° OO = OOOO UPF OO0
o QOO = OO

4., OOOOOOOOOO UPF OO0

o OOOOOOOR"UPF-<ip>:<port>"
o OOOROOY PFCP &5 &@
o OOOROY UPF @000 Q

OOOOOOOOO/OO
OOOOOOOOO

o2l
UPF-A: ©& 50, && v
UPF-B: ©& 30, && v
UPF-C: && 20, && v
]

OOo®50 + 30 + 20 = 100

SOOOV
UPF-A: 0-49 (50%)
UPF-B: 50-79 (30%)
UPF-C: 80-99 (20%)

OOo®63 » & UPF-B
OOo215 » & UPF-A
OO0®91 » & UPF-C

OO[OOOOOOOOO

QOO [
UPF-A: ©& 100, && v  (OQ)
UPF-B: && 0, & v (&)

]

& 1OUPF-A ©&
- OOOOOO[UPF-A: 100]
- OO0 UPF-A

OO 20UPF-A &

- OOOOOOe UPF

- OOOOQ[UPF-B: 1]

- OOOOOOO UPF-B

- OO OOOD UPF OO0 UPF”

OO 3OO



OO UPF

SOOOOO[UPF-A: 100, UPF-B: 0]
OOOOODOOOOOOOOOY
OORUIOOOOOOY UPFOOOOOOOOOY

1 I 1l

OOV

# OOOOOOY 25%

upf pool: [
%{remote ip address: "10.0.1.1", remote port: 8805, weight: 1},
%{remote ip address: "10.0.1.2", remote port: 8805, weight: 1},
%{remote ip address: "10.0.1.3", remote port: 8805, weight: 1},
%{remote ip address: "10.0.1.4", remote port: 8805, weight: 1}

]

# O/OOOOOD90% / 10%

upf pool: [
%s{remote ip address: "10.0.1.21", remote port: 8805, weight: 90},
%s{remote ip address: "10.0.1.22", remote port: 8805, weight: 10}

]

# OO/OODL00% O0% SODOOOOOV
upf pool: [
%{remote ip address: "10.0.1.21", remote port: 8805, weight: 100},
# OO
%{remote ip address: "10.0.1.22", remote port: 8805, weight: 0}
# OOOOOOOOOOO
]

# OOOOOOY 100%OOOOOOOOOOOO 50/50%

# A/B &OB50% / 50%
upf pool: [

%{remote ip address: "10.0.1.100", remote port: 8805, weight: 50},
# OO

%s{remote ip address: "10.0.1.200", remote port: 8805, weight: 50}
# OO
]

OO

OO[OOOOOOOOD weight: 0 OOOOO UPFOOOO UPF 00000
SOOOOOOOOY UPF && PFCP &S00 00000000000
SOOOODOOO UPF OO0
QOOOOOOOOOOOY UPF ©©
OOOOODOOOOOODOOOOOODDIZ% OO5% OO

OOV OOOOOOOOOOO® UPF
SOOOOOOY UPF OO0



PCOOOOOOOOOOOD

&& UPF OO0 00000000OO PCO O0OOOOOOOOOD PCO OO0 OOO
& APN OO 0000000000000

PCO 00000000

SOOOOOOOOOOY PCO &

QOO OOOOOOOOD pCo OOV
SOOOODOOOOOOOO PCO &
SOV PCO 0000 PCO

B WN -

PCO 000000
OO PCO 000000000

1. & PCO OO0
2. P-CSCF DNS &&00000® P-CSCF ©0&
3. OO PCO 000D/

SORIMS OO DNSOOOOOOOOO

IMS QOOOBMIMS OR"OOOY
DNS Q0000000000000
P-CSCF&®® DNS &&&p cscf discovery fgdn 00000
L 000606000 0® DNS &0
MTUO OO ODOOOOOOR

OOOOODDOOOR" OO

— DNS 000000004 192.168.1.10, 192.168.1.11¢
— P-CSCFOOOQOOODOOOOOOD

— MTUOOO 0215000

QCODOOOOOOOOC

— DNS OO0

— P-CSCFOORORQOD DNSOOOO00OS
— MTUOOOO®

OO PCO 009 OOOO

* primary dns server address - & DNS &&<& IP

* secondary dns server address - & DNS &&& [P

* primary nbns server address - & WINS &&<& IP

* secondary nbns server address - & WINS &&<& IP

* p cscf ipv4 address list - P-CSCF &&® IP &0 IMS® - &
& P-CSCF ©& ©&&&<® P-CSCF ¢

« ipv4 link mtu size - MTU &OOOO>®

OO P-CSCF 00
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&& PCO ©OOUPF 00000000 P-CSCF ©0¢

* p cscf discovery fqdn - Q000> DNS & P-CSCF &< FQDN&®
&O&"pcscf.mnc380.mcc313.3gppnetwork.org"<®

QCOOOOOOO

PGW-C &0 000000 FQDN & DNS &¢©

DNS ©&&&<® P-CSCF IP 000

&&<& P-CSCF ¢ PCO &&& UE

&> DNS 00000000 PCO &0 p _cscf ipv4d address listooo®
SOOO® PCO &

5. ¢ SOROOOOOD[OOY

WD -

QCODOOOOOOOO

IMS APN - && IMS 000000 P-CSCF 00
QOOOY - SOOOOOOOY P-CSCF &0
SO - DNS ©& UE 000000 P-CSCF
SO - DNS 00000000 P-CSCF ©0®

OOV P-CSCF & IMS ©&&

rules: [
%{
name: "IMS &&",
priority: 20,
match field: :apn,
match regex: "~ims",
upf pool: [
%{remote ip address: "10.100.2.21", remote port: 8805, weight:

80},
%s{remote ip address: "10.100.2.22", remote port: 8805, weight:
20}
1,
# P-CSCF 00000 DNS &&& P-CSCF &&
# DNS &&OO>&>® P-CSCF IPOO®® FQDN
p cscf discovery fqgdn: "pcscf.mnc380.mcc313.3gppnetwork.org",
# IMS OOOQQOY P-CSCF Q00O DNS QOO0
pco: %{
p cscf ipv4 address list: ["10.101.2.100", "10.101.2.101"]
# DNS, NBNS, MTU &&@& pco OO0
}
}

]
SOOOOOOO DNS SO0

rules: [
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o°
=5

name: "&OOQO",
priority: 15,
match field: :apn,
match regex: "~(enterprise|corporate)\.apn",
upf pool: [
%{remote ip address: "10.100.3.21", remote port: 8805, weight:
100}
1,
# OOQOOOOY DNS &> MTU
pco: %{
primary dns server address: "192.168.1.10",
secondary dns server address: "192.168.1.11",
ipv4 link mtu size: 1500
# P-CSCF, NBNS &0 pCco QOO0
}
}
]

OOOOOOOOOY PCO &0

rules: [
%{
name: "IoT APN - &OOOO",
priority: 10,
match field: :apn,
match regex: "~iot\.m2m",
upf pool: [
%{remote ip address: "10.100.5.21", remote port: 8805, weight:
100}
1,
# IoT OOOOOOOOOS PCO
pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
primary nbns server address: "10.0.0.100",
secondary nbns server address: "10.0.0.101",
p cscf ipv4 address list: [], # IoT &<& P-CSCF
ipv4 link mtu size: 1280 # OOOOOOOOO MTU

}

}
]

OO

e IMS/VOLTEQOOOOOOOOOOOOY P-CSCF ©00®
e OO APNOOOOO DNS Q00000000

e IoT/M2MOo&o>d DNS OO0 MTU OO000000
¢ OAOOOOOOOOOO DNS OO



¢ DOVOOOODOOOOOODOOOO
&& DNS & UPF ©0®

SOROOOOOOOOULIOOO® UPF &&&&® DNS NAPTR &&O&DNS 0000
upf selection SOOOO>®

OOQ COOOOOOOOOOO UPF &OOOOO® PECP & &000OOO0 UPF
& PFCP 00000 000 OO0 O0O0000

upf selection: %{
# SO>S DNS &&@
dns enabled: true,

# QOOQOODOOOO
dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],

# 3GPP NAPTR &&<& DNS &<
dns suffix: "epc.3gppnetwork.org",

# DNS OOOOOOO®
dns timeout ms: 5000,

# ... OO0 ...
}

&& DNS 0OOO0000000

1. QOO OOODOORROD OO DNS OO0
2. OO0 UE €& DNS NAPTR ©&@
o ECGI &&¢®eci-
<hex>.ecgi.epc.mnc&lt;MNC>.mcc&lt;MCC>.epc.3gppnetwork.org
o TAI &&<&tac-lb<hex>.tac-
hb<hex>.tac.epc.mnc&lt;MNC>.mcc&lt;MCC>.epc.3gppnetwork.org
o RAI®SAI®CGI €000 3GPP TS 23.003 ©&
3. CODDOOOODOOOODOOOOOOOOOOC
4, OOQOOODNS COOORROOOOOROOOY
5. QODDOOOODODOOODODOOODODOOOOOOOOC

& DNS @000 DNS @000

; NAPTR &&&<¢® PLMN 313-380 &<& TAC 100
tac-1b64.tac-hb00.tac.epc.mnc380.mcc313.epc.3gppnetwork.org IN NAPTR
10 50 "a" "x-3gpp-upf:x-sxb" "" upf-edge-1l.example.com.

; UPF & A &&
upf-edge-1.example.com IN A 10.100.1.21

OO
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OOOOOOOOMECOOOOOOOOOOOOOOOO UPF
&& UPF &0 00000 PGW-C &0/ UPF
OOOOOOOOOY UPF OO0
OOROOOOOOOOOOOOOOOOY UPF

UPF &0

SOOOOOOOOPGW-C OO0 0D UPF 0OOOOO00OOOOOY UPF OO0
&

OOV

UPF 00O OOOOODOOOOO0DO00

1. PFCP &&&&&UPF ©&<& PFCP ¢&
2. QODOOOOD 3 OOOOOORY
3. OOOOOUPF &&<¢& GenServer OO0

OOROOOOOOOOY UPF OO0 OO0

 PFCP &&o&&&®associated: false®
¢ JOOOOOOOOOR
e UPF 0000000000

OO

OOOO® UPFO® upf _selection &&&

¢ POVQVOVOOVOOD
* PFCP 00000

e OS5 OOORQ

* missed heartbeats consecutive SO OO
¢ OOV OOOY UPF 000

& DNS 000 UPFOOOOOOQ
¢ DOODOOOOOOOOC

¢ DOOOOOOOOC
¢ DOV

OO

OO[OOOOOOY weight: 0 OO

OOOOOO® UPF

QOO OOVOD > OO OOOOO == 0O
OOOOOOOOOY UPFOOOOOO UPF

OOOOOY UPF O00O000O0 UPFOOOOO 10

B WN -



5. OOOOOOO UPFOOOOOOO®
OOV OOOOY > 00O

1. o000 0® UPF
2. OO0 UPF 000000000
3. OOOOOOO UPFOOOOOOO®

OOV

[debug] &&&& UPF ©©2/3 && UPFOL OO
[info] OO UPF 00000000 UPFO1 OO UPFOOOR 0 & 10
[warning] OO OOOOO UPFOOD 3 OOOODODOOO00

&& UPF &©

OOV

# OO UPF 000
iex> PGW C.PFCP _Node.is peer healthy?({10, 100, 1, 21})
true

# OOOYPYGOOOO O
iex> PGW_C.PFCP_Node.get peer health({10, 100, 1, 21})
%{

associated: true,

missed heartbeats: 0,

healthy: true,

registered: true

}
&& Web UIS

¢ OOOOOOOYY Jupf selection

¢ OAROOOOOOROY UPF OO0

¢ OAORODOD OO-UPOD OO-00BD OO-ODOD OB@

¢ OAROOOROODR > POVOROOROROY == (OOOOODNS SROOOOOOR
e OOOOY UPF OO0

QOO

1. & upf _selection &> UPFO&® UPF 00O OOOOOOOQ

upf selection: %{
rules: [
%{
name: "&OOOOO",
priority: 10,



match field: :apn,
match regex: "“internet",
upf pool: [
%{remote ip address: "10.100.1.21", remote port: 8805,
weight: 100}
]
}
1,
fallback pool: [
%{remote ip address: "10.100.2.21", remote port: 8805,
weight: 100}
]

}
# OO UPF OOO0Q
# -5 000

# - OOOOOORQ
# - OOOOO0Q

2. OO0 UPFOOQ weight: 0 OO0 O UPF ©OOOOOO00

upf pool: [

%{remote ip address: "10.1.1.1", remote port: 8805, weight:
100}, # ©¢

%{remote ip address: "10.1.1.2", remote port: 8805, weight: 0}
# OO

]
3. ©& Web Ul 000000000000 UPF @00
4, QOOODDRODROORODOROD < 3 OO
o &>&O&lib/core/pfcp node/impl/peer.ex && is peer healthy?/1

0 QDOOODO = QOVOOOODOOOOOOOOC
0 DOV = QOVOOOOOOOY

&> UPF @
SOOPGW-C 0000000 DNS &0 UPFOOOOOOO upf selection &00®
OO

QOOOOOOOOOOOOOO DNSOOOOOOOOOD UPF OO0

& PFCP 0000000 UPF OO0000000
&& PFCP ©0000¢ UPF && PFCP &&
SOOOODOOOOOOY UPF ©OOOOOO0000D
OOOOOOOOOOOOOOOOL0 OO
SOOOOOOOY UPF OO0

el



&& UPF 00000
OOOOO UPF ©OOOOO00O0OO
%{

name: "Dynamic-UPF-<IP>", # ©&&"Dynamic-
UPF-10-100-1-21"
remote ip address: <discovered ip>, # & DNS OO0 IP
remote port: 8805, # OO PFCP OO0
initiate pfcp association setup: true, # PGW-C @&
heartbeat period ms: 10 000 # 10 QOO
}

OOOOY UPF 00000000000 upf_selection OO0 0O0OOOOOOOY
OOV

OOODNS &0 UPF

DNS &&&@@upf-edge-2.example.com -> 10.200.5.99
& UPF ©&&<® upf selection &&&

QOO

. OO0 UPF 10.200.5.99

. OOO“UPF {10, 200, 5, 99} COOOOOOOOOR...”
. & 10.200.5.99:8805 && PFCP 000000

. OO UPF 0000000000000

. OO UPF OO0 OOOO00ODOOOO0000

HHHFHRHFEH OHHR
O WNRE

OO

O OOOOOOOOOO DNS & UPF O0OO0ODOOOOOOOO
O QOVOOOOOOOY PGW-C 00000 UPF

O OODOODOOODOOOOOODOOOOOOY

O OOOOOOOOY UPF OO0

O OOVOVOY UPF 0@@OOOOOODOOO0OD

OO0

SOOOOOY UPF ©&&® PFCP &%

[error] ©& UPF {10, 200, 5, 99} & PFCP &&&000¢ timeout

[error] ©&&<& UPF {10, 200, 5, 99} &&<& :timeout®
QOOOOOOOOOOY UPF &< upf selection &>

OOOOOOOOY PGW-C OO0 DOOO0000



SOOOOOOOOY

O O
&0 UPF & upf_selection COOOOOOOOOOOOOOY
DNS &000O UPFOOOOOOOOOOOOOODO0
&/ UPF OOOOODOOOOOY
OO UPF & upf_selection QOOOOOOOOOOOOO

OO[/OOOO UPF QOO OOOOIOUPF OO0

&> UPF

OO UPF OO0 QOOO000DOO0

[info] &&& PFCP &0000OOOC-UPF-10-200-5-99 ({10, 200, 5,
99}:8805)

[info] && UPF &&&&<&-UPF-10-200-5-99 &&OOOOPID #PID<0.1234.0>
OROROROTRGTIOTOTOTOROTOTOTOTOTOTOTORCTGROTOTOROROROROR 2 2 2203

# OOOOOOOOOY
PGW C.PFCP Node.registered peer count()

# OO0 UPF 0000

PGW C.PFCP Node.get peer({10, 200, 5, 99})
# ©&&{:0k, #PID<0.1234.0>} OO OOOOOY :error

&& UPF ©00000

OO UPF ©00OO PFCP OOOOO0000000

# OOOOOOOY UPF
PGW C.PFCP Node.register dynamic peer({10, 200, 5, 99}, 9999)

OOOOO DNS 000000000000 8805000 PFCP 000
UPF OO0
SOOOOOOOOOOOOOOOOOD UPF OOOO®
config :pgw c,
# OOOOOOOOOOOOOOOOY
upf selection dry run: true

OOOOOOOOO

1. SOQOOOOOOOOOOOOOY UPF
2. OOOOODOODOOODOOOOOOOOC



3. &OOO®assign _sxb peer/1 & {:error, :dry run _mode}
4., QOOOOOOOOOOOOOOY
5. OOOOOOOOOOOOO DNS &0 00®

OOOOOOY
[warning] Ao UPF QOO0 0QODRL - OOOOOOOQ

[info] & OOOOOOOOOY
SOOOOOR
OO rapn
QOQOO~r/"internet\./
OO 10
&®<® UPF&10.0.1.21:8805

[warning] & &S QRO UPFOOOROOOD
&> IMSI®313380000000670
&& APN&internet.apn
OOROOOR
OOO10.0.1.21:8805
A DOROOOOOOOY

&& LiveView Ul &&&
UPF &< LiveView &&&/upf selectiondooo000000000

1. OO0 OOOQ UPF OO0 @
2. ©OO"®® UPF &070&
3. OOOOOOOOY
o IMSI®®&<®313380000000670¢
o APN&®&®internet.apn®
o &&&®® PLMN ID&&®®313380¢
4., QOO OOOOY
5, QOOOOROOOR
0o OORVROOOOOROOY DNS&
o OO UPF 000000
0o SOVOOOOOOOY
0o OO

LiveView OO0 00D OOOOOODOOOOOODOOOOOODOOOOOODOOOOOOD
OOOOOOOY

1020204
o FXSHG



g
SOOOOOOY (CDR) ©©

PGW-C & SGW-C ©000&

&
<

.00
. CDR ©00¢
CDR &

CDR ©&
foleol

. CDR ©00%
folol

folos

SComNoURWNE

-

o

&<& CDR ( ) (PGW-C) (SGW-C) DR

EPC
fogeaedod

OO CSV 0OD - DOOODODOODVOOODOD

¢ QOO - VOVOVOVVOODOOY
¢ QOO - VOVOVVOOOVOOOY
¢ & 3GPP ©® - ®& 3GPP TS 32.251 (PS ©&<¢) & TS 32.298 (CDR ©®)

fodd

> foacd
DOV OOOOOOOY CDR
QO OOV
fogosedegelotorededototodedod
fogogedegodototedotototod ]
DOVDOOVOOOOOY

CDR 00
DO
<epoch_timestamp>
OO

1726598022

Unix
DO
OO

* PGW-C: /var/log/pgw_c/cdrs/
* SGW-C: /var/log/sgw_c/cdrs/

&»&® CDR directory

folode

& CDR 900000000 OOOO0OP

# & (DR ©O:

# OQOOO®: HH:MM:SS (unix_timestamp)

# OOOOO®: HH:MM:SS (unix_timestamp)

# QOO <gateway name>

# epoch,imsi,event,charging id,msisdn,ue imei,timezone raw,plmn,tac,eci,sgw ip,ue ip,pgw ip,apn,qci,octets in,octets out

OO

. - CDR Unix &00&
. - Unix &00&
¢ OOV - VOOOOVOOOOPGW-C & SGW-CO

¢ Y- OOOOY CSV 0000

CDR @

DO

DO OOOP > >

0 epoch QOO OO Unix ©OO®

1 imsi DOV VOOV

2 event @&®CDR ©0000@0 default_bearer start”®
3 charging id ©& @VOOOVOOOR

4 msisdn SO PP ISDN OOOOOOOD

5 ue imei DOV OOOOOOOD

6 timezone raw ®&® UE 0000000000

7 plmn DO POVOOOOOOOD

8 tac DO VOVOVR

9 eci &&® E-UTRAN 0000

10 sgw_ip &®&SGW-C S5/S8 &¢&¢® IP &&&® PGW-C S5/S8 IP && PGW CDR&
11 ue_ip &&& UE IP ©OQIPV4|IPVE OO

12 pgw_ip &&OPGW-C S5/S8 &0 IP 0@

13 apn DOV OOV

14 qci & QoS ¥V

15 octets_in SO VOVOVOVOR
16 octets out DO DDOOODOOD




CDR &&

SO0
CDR 90000000000
fogedodod fogd (g fogedodd
SOOP<type> bearer start &0 fegedeodotodedoto]
OOP<type> bearer_update
OOOD<type> bearer_end fotedodod fotedodedoteion
SOV

« default - ©®0®OO® PDN 0000

« dedicated - PDN
SO0
default_bearer_start - OOV
default_bearer_update - DOV
default_bearer end EERCReRoRoRoR ot
dedicated bearer start - OOV
dedicated bearer update - OOV
dedicated_bearer_end EEReRedodototoded
fudedodod
&& CDR &¢&
# ©® (DR ©O:

# OO0 18:53:42 (1726598022)

# OO0V 19:53:42 (1726601622)

# ©O®®®: pgw-c-prod-01

# epoch,imsi,event,charging id,msisdn,ue_imei,timezone raw,plmn,tac,eci,sgw _ip,ue_ip,pgw_ip,apn,qci,octets in,octets out
1726598022,310260123456789,default_bearer_start,12345,15551234567,123456789012345,,349552,1234,5678,10.0.1.10,172.16.1.100|2001:db8::1,16.0.1.20, internet,9,0,0
1726598322,310260123456789, default_bearer_update, 12345,15551234567,123456789012345, ,349552,1234,5678,10.0.1.160,172.16.1.100|2001:db8::1,10.0.1.20, internet,9,1048576,524288
1726598622,310260123456789,default_bearer_update, 12345,15551234567,123456789012345, ,349552,1234,5678,10.0.1.10,172.16.1.100|2001:db8::1,10.0.1.20, internet,9,5242880,2097152
1726598922,310260123456789,default_bearer_end,12345,15551234567,123456789012345, ,349552,1234,5678,10.0.1.10,172.16.1.160|2001:db8::1,160.6.1.20,internet,9,10485760,5242880

SOO®
CDR 9000000000000 000
DOV

1. ®®®® CDR &

2. QOOVDOOVOOOVR

3. OO0V

4. ®®® CDR 000000
(o2
DO

(ool (il (gl foseRd (ol

gateway_name - D
duration DO VOVOVOVOROD- 3600000 (1 ©©)
directory OOOCDR 0O - /var/log/{pgw,sgw} _c/cdrs
SOOQ
SO

« gateway_name: "pgw-c-prod-01" & "sgw-c-prod-01"
¢ duration: 3,600,000 ®®&1 4GOGSO
« directory: "/var/log/pgw_c/cdrs" ¢ "/var/log/sgw_c/cdrs"

OO
« gateway_name: "pgw-c-dev" & "sgw-c-dev"
* duration: 300,000 ®@®5 ¢OOOOOOOR
« directory: "/tmp/pgw_c_cdrs" ¢ "/tmp/sgw_c_cdrs"
O
« gateway_name: "pgw-c-prod-heavy" & "sgw-c-prod-heavy"

* duration: 1,800,000 ®&&30 00O
« directory: "/mnt/fast-storage/cdrs"

CDR &00®

SOOOO® CDR &
SGW-C CDR ¢©&:
PGW-C CDR ¢¢:
CDR &00¢
1. 0000:
¢ DD GOVOVOVOD
¢ DD POVVOVOVOVOD
* octets_in: 0
* octets_out: 0
2. 0000:
fogedd PFCP
DP: POV Y

octets_in: OOOOOOOOOOOOOD
octets_out: OOOOOOOOOOOODOR

3. 0000

Q&1 OO PFCP 0000000000000
DD POVOVOVOVOVOOY
octets_in: ®00000Q

octets_out: 0000




SO

1. epoch (&)

©&: Unix 000000 Q@O

&®: CDR 000000 ®

O

1726598022 - 2025-09-17 18:53:42 UTC

&&: DateTime.utc_now() |> DateTime.to_unix()

2. imsi (O0®®)

DD VOOV 15 OOV

&®: MCCMNC + MSIN

DV: DOVVOOVOPOOVOOY
1

310260123456789

MCC  MNC MSIN
(310) (260) (123456789)

@: UE 0000000000000

3. event (CDR ©&&®)

DP: OO

&&: <bearer_type> bearer <event>
&1

default_bearer_start
default_bearer_update
default_bearer_end
dedicated_bearer_start
dedicated bearer_update
dedicated_bearer_end

1

& EBI (EPS ¢ ID) & LBI (&®®® ID): default
&»& EBI ©&¢ LBI: dedicated

&O: ©OOOOOEBI © LBI &0

4. charging_id (®0&&®)
QP OOP 32 OO
OO

foaed]
12345
DP: & PGW-C 0000000000000
OO
¢ >& SGW & PGW 00000 0d

¢ 90O Gy/Gz GOOD
. 0OOOOD

5. msisdn (&OOQ)

OO: OOOVE.164 OO

QP: OO ISDN 0000000000
OV OOOY + OOV

OO:

15551234567

CC National
(1) (5551234567)

&&: UE ©000000® MME & HSS &

6. ue_imei (O00®)
DV: OOOVL5 VOO
&®: TAC (8) + SNR (6) + Spare (1)
DP: POVOVOVOVOOOOOOD
S0
123456789012345
[ —
TAC SNR S
&®: UE ©000® MME ©&

7. timezone_raw (UE &<¢)
DP: OVOVOVOV/OOD
P ©OOOOOD UE 0000

sV




&1
, (000)

8. plmn (OOOOP)
OV: VOOV
il

OOV
MCC: 505, MNC: 57
"56557"
.
Q&&: "055570"
@é@@@@@@: 0x055570 = 349552
OO
349552 - MCC: 505, MNC: 57
@®: & MME ¢&® UE 000
O:

9. tac (OOVOPP)
OD: OOP 16 OO
&1 UE

&®: 0-65535
&1
1234

®&: UE MME

foaed]

¢ OOVOOOO
¢ QOOOVOOOO
¢ TAI (QOOOOP) OO

10. eci (E-UTRAN &&00®)
DD OOP 28 OO
&&: E-UTRAN UE

®®: eNodeB ID (20 ©) + @& ID (8 @)
&&: 0 - 268,435,455
OO
5678
&&: & MME &&& UE 000
foaed]
DOV VOOOVOY

¢ QOOOVOOOO
¢ DOOOOOY

11. sgw_ip (000000 IP)
©O: ©OOOIPVA & IPVE OO
@&: & §5/58 ©0® IP ©OOF-TEID®

¢ && SGW-C CDR: SGW-C & S5/S8 &&&¢ IP
* ®& PGW-C CDR: PGW-C & S5/S8 ©®&&® [P&&®® F-TEID®

O 1Pv4 IPv6®>
SO

10.0.1.10 (IPv4)
2001:db8::10 (IPv6)

OO

* SGW-C: ®00000d® S5/S8 &&
¢ PGW-C: 0000000® S5/S8 &&

0 "sgw_ip" PGW & SGW CDR $6066 IP &

12. ue_ip (UE IP ©®)
QO: QOOVIPVA|IPVE OO
Q®: @ UE © PDN 0@ IP &&

Q®: <ipvé>|<ipv6>

1

172.16.1.100| (& IPv4)
|2001:db8::1 (& IPV6)
172.16.1.100]|2001:db8::1 (&)

&®: PGW-C & PDN ©&&® (PAA)
1
¢ & IPvd: ©OO [PV O&

* & IPV6: & IPV6 OO
© OOOO: & PDN ©&




13. pgw_ip (0000000 IP)
@®: ©OOOIPV4 & IPV6 0O
@P: ©OOO S5/S8 ¥OO® IP ©OOF-TEID®

¢ ®& SGW-C CDR: PGW-C & S5/S8 ®&&® IP&&® F-TEID®
¢ && PGW-C CDR: SGW-C ¢ S5/S8 &&&<¢ [PO®¢® F-TEID®

1 1Pv4 TPV6<®
OO

10.0.1.20 (IPv4)
2001:db8::20 (IPv6)

foaed]

¢ SGW-C: & PGW-C 000000000 ®
¢ PGW-C: & SGW-C 0000000000

foRoH "pgw_ip" IP &&

14. apn (OOOO)
QO OOVOOY 100 QOO
OO GOOOOD (PDN) 00000
O&: & DNS 0000
S0
internet
ims
mms
enterprise.corporate
Q®: ® MME 9000000000
OO
¢ DOOVOVOVOOY

¢ DOOOVOOOR
© QOO IP 00O

15. qci (QoS &&0Q)
P: 0O 8 9O
@®: QS POVOVPPOVOVOOOD

©®:1-9 128-254
$0® QCI o

qQcI 000

1 GBR 2 100ms 10°-2 000

2 GBR 4 150ms 1073 ©00®

3 GBR 3 50ms 1073 ©000

4 GBR 5 300ms 1076 00000

5 ®GBR1 100ms 107-6 IMS &&

6 ©GBR6 300ms 1076 ©00000

7 ®GBR7 100ms 1073 00000000
8 ©GBR8 300ms 10%-6 ©00000

9 ®GBR9 300ms 10%-6 ©0&®

©
g

9 5 OOV

&&: PGW-C &0 QoS ¢

16. octets_in (&0&®)
DO OOV 64 OO
1 G - UE

O0: OO

&1

1048576 - 1 MB &

OO PFCP PGW-U & SGW-U®

O:

« &® update VOOV
« OO end QOVOOOP
* OO start OOV 0

17. octets_out (&>&®)

DD OOY 64 OO

O UE —
OP: OO

:

524288 - 512 KB &®

foaed] PFCP PGW-U & SGW-U®

&1

* &® update OOOOV
¢ OO end QOO
« OO start @OV 0




o
DO 1: GOVOOOOOO
OO

1. 6000
2. 5000: $000®10 MB ®&&5 MB &0
3. 000e

CDR &¢:

# & (DR ©O:

# ©00O0®: 10:00:00 (1726570800)

# OOO0OO®: 11:00:00 (1726574400)

# ©00®: pgw-c-01

# epoch,imsi,event,charging id,msisdn,ue imei,timezone_raw,plmn,tac,eci,sgw ip,ue ip,pgw_ip,apn,qci,octets in,octets out
1726570800,310260111111111,default_bearer_start,10001,15551111111,111111111111111,,349552,16000,26000,10.0.1.1,172.16.1.1],10.0.2.1,internet,9,0,0
1726571100,310260111111111,default_bearer_update,10001,15551111111,111111111111111, ,349552,1000,26000,10.0.1.1,172.16.1.1|,10.0.2.1,internet,9,10485760,5242880
1726571400,310260111111111,default_bearer_end,10001,15551111111,111111111111111,,349552,10600,2000,10.0.1.1,172.16.1.1],10.0.2.1,internet,9,10485760,5242880

DD 2: GOVOVOOO®
OO:

1. ®000OOOIPVA + IPV6S
2. OO0OOO
3. O00®

CDR &&:

1726570800,310260222222222,default _bearer start,10002,15552222222,222222222222222,,349552,1001,2001,16.0.1.1,172.16.1.2|2001:db8::2,10.6.2.1,internet,9,0,0
1726571100,310260222222222,default_bearer_update, 10002,15552222222,222222222222222,,349552,1001,2001,10.0.1.1,172.16.1.2|2001:db8::2,10.0.2.1,internet,9,2097152, 1048576
1726571400,310260222222222,default_bearer_update, 10002,15552222222,222222222222222,,349552,1001,26001,10.0.1.1,172.16.1.2|2001:db8::2,10.0.2.1,internet,9,8388608,4194304
1726571700,310260222222222,default_bearer_update, 10002,15552222222,222222222222222,,349552,1001,26001,10.0.1.1,172.16.1.2|2001:db8::2,10.0.2.1,internet,9,20971520, 10485760
1726572000,310260222222222,default_bearer_end, 10002, 15552222222,222222222222222,,349552,1001,2001,16.0.1.1,172.16.1.2|2001:db8::2,10.0.2.1,internet,9,31457280, 15728640

OO 3: GOOOVOO
OOO:

. O00OOOOQCI 9O

. OOV OOOQCI 6¢
fedogededototodeo]

. QOO0

. OOV

G WN =

CDR ¢&¢:

1726570800,310260333333333,default_bearer_start,10003,15553333333,333333333333333, , 1258248, 1002,2002,16.6.1.1,172.16.1.3|,10.0.2.1,internet,9,0,0
1726571100,310260333333333,dedicated bearer_start,10004,15553333333,333333333333333,,1258248,1002,2002,10.0.1.1,172.16.1.3],10.0.2.1,internet,6,0,0
1726571400,310260333333333,default_bearer_update, 10003,15553333333,333333333333333, ,1258248,1002,2002,16.0.1.1,172.16.1.3|,10.0.2.1, internet,9,5242880,2097152
1726571400,310260333333333,dedicated bearer update,10004,15553333333,333333333333333, ,1258248,1002,2002,10.0.1.1,172.16.1.3],10.0.2.1,internet,6,104857600, 1048576
1726571700,310260333333333, dedicated bearer_end, 10004, 15553333333,333333333333333, ,1258248,1002,2002,10.0.1.1,172.16.1.3|,10.0.2.1, internet,6,209715200,2097152
1726572000,310260333333333,default_bearer_end, 10003,15553333333,333333333333333, ,1258248,1002,2002,10.60.1.1,172.16.1.3|,10.0.2.1,internet,9,10485760,4194304

&:
¢ 009 (10003) ©OOOG® (10 MB &4 MB &)

¢ 0009 (10004) ©O0® (200 MB &&&2 MB &)
« ©O® QCI Y (9 @ 6) &OOVOY QoS ©&

O

CDR &00®
CDR &0
1. 9000000

# ©& (DR ©© (PGW-C ©®)

inotifywait -m /var/log/pgw_c/cdrs/ -e close write | while read path action file; do
# 0000000 OY (DR
process_cdr "$paths$file"

done

# & (DR & (SGW-C &®)

inotifywait -m /var/log/sgw c/cdrs/ -e close write | while read path action file; do
# OOOOOOOOY (DR
process_cdr "$path$file"

done

2. 000

# OOOOPOOOO
tail -F /var/log/pgw_c/cdrs/* /var/log/sgw_c/cdrs/* | process_cdr_stream

OOOY
foled
« Di Gy -
* Di Gx - CDR
. - OO0V
foacicd

¢ PECP ©&& - & PGW-U ®000&&® URRs
¢ S5/S8 && - CDR &000&

¢ 2OOD - HOOOODP CDR 00O@

« UEIP ©¢ - CDR ®&&® UE IP &

R

* SOOY - CDR 90000 OOOOOY
¢ PCO ©¢ - CDR 90000000

3GPP &0:

¢ TS 32.251 - ©00& (PS) 0
« TS 29.274 - 3GPP (EPS); (GPRS) (GTPv2-C)
¢ TS 29.244 - QOOOOVOOOOOOOOOY (PFCP)



https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gy
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gx
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pfcp-interface
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/s5s8-interface
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/session-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/ue-ip-allocation
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/monitoring
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pco-configuration




i
Diameter Gx &%

OO0 (PCRF) ©©

%
©

Diameter &&
0202020202020

LCONoURLNE

A

Gx & © PGW-C ©&<& PCRF (0000000 d) & PCF (OO0 0D) & 5G 0000
OOOOOQ

¢ OOV Y - O QoS VOOV

¢ OOVY - OOV

¢ OOVD - OOOOOOC

¢ OOVOOD - SOOIV OOOOD

OO Gx
OO0

O® O
OO PCRF && PCC OO0
QoS OO OOOOOOLY QoS &
OOOO DO/ OOOOOOOY
QOO DOOOOR/OOOOY
OOOD SOOOOOOOOOY




Gx OO0

3GPP &&
« ®®: 3GPP TS 29.212

e Diameter &< ID: 16777238 (Gx)
e &&: Diameter &&&&® (RFC 6733)

SO0
&<& UE PDN 000000000 Gx OO0 Session-ID &0000O0
e & UE &©&&& (CCR-Initial)

¢ OOVOOOOORY (CCR-Update) - &
e & UE ©00&& (CCR-Termination)

OO ID &

Session-ID: <Origin-Host>;<high32>;<low32>[;<optional>]
&&: omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org;1234567890;98765

SO
* Origin-Host: PGW-C ¢ Diameter &<

* high32: 0000000 32
* low32: OO OO 32 @

Diameter ¢&

SO
Diameter @O0 Q O OOOOOOOOOOD

Diameter Header (20 bytes)

— Version (1 byte) =1

— Message Length (3 bytes)

— Flags (1 byte)

— R: Request (1) / Answer (0)
— P: Proxiable

— E: Error

— T: Potentially retransmitted
— Command Code (3 bytes)

— Application ID (4 bytes) = 16777238 (Gx)
— Hop-by-Hop ID (4 bytes)

— End-to-End ID (4 bytes)




AVPs (Attribute-Value Pairs)
—— AVP Header

—— AVP Code

— Flags (V, M, P)

— AVP Length

— Vendor ID (optional)
—— AVP Data

&<& Diameter &

AVP (&&-00):
¢ Diameter oo OOQ
¢ BOOOOOOOR
e OO (& AVP)

LOZOH

e OO/OOC®
* CCR (©COOOOD) [ CCA (OO0 Q)

OO

2001 - DIAMETER SUCCESS
XXX - QOO
4XXX - QOO
5XxXX - &0

OOOOOO

PGW-C ®<¢ Diameter ®0@¥>&& (RFC 4006) ¢ Gx&
ROROTORS

CCR-Initial (SO0 Q - &)
&®: UE ©&&& PDN ©&
LO2OH

¢ DOVOOOOOOOR

e & PCRF ©& UE ©0000®

e & Q0SS OOV Y

PGW-C &&00& AVP:



AVP && AVP && OO O

Session-Id 263 UTF8String ¢ Gx @000
Auth-Application-Id 258 Unsigned32 16777238 (Gx)
Origin-Host 264 DiamIdent PGW-C <& Diameter &<
Origin-Realm 296 DiamlIdent PGW-C & Diameter &<
Destination-Realm 283 DiamIdent PCRF ©&&<&
CC-Request-Type 416 Enumerated1 = INITIAL REQUEST
CC-Request-Number 415 Unsigned32 &&& (& 0 &)
Subscription-Id 443 Grouped UE ©&<® (IMSI/MSISDN)
Called-Station-Id 30 UTF8String APN &<&
Framed-IP-Address 8 OctetString ©©<¢ UE IPv4 ©<&
I[P-CAN-Type 1027 Enumerated 5 = 3GPP-EPS
RAT-Type 1032 Enumerated 1004 = EUTRAN
QoS-Information 1016 Grouped &< QoS (AMBR)
Network-Request-Support 1024 Enumerated @000
Supported-Features 628 Grouped Gx OO0

&> CCR-1 &&:

CCR (o0@0: 272, &)

— Session-Id: "pgw c.example.com;123;456"

— Auth-Application-Id: 16777238

— 0Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"”
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"”
— CC-Request-Type: INITIAL REQUEST (1)

— CC-Request-Number: 0

— Subscription-Id (Grouped)

— Subscription-Id-Type: END USER IMSI (1)

— Subscription-Id-Data: "310260123456789"

— Called-Station-Id: "internet"

— Framed-IP-Address: 100.64.1.42

— IP-CAN-Type: 3GPP-EPS (5)

— RAT-Type: EUTRAN (1004)

— QoS-Information (Grouped)

— APN-Aggregate-Max-Bitrate-UL: 100000000 (100 Mbps)
— APN-Aggregate-Max-Bitrate-DL: 50000000 (50 Mbps)
— Network-Request-Support: 1

—— Supported-Features: [...]

CCA-Initial (OO0 - &)
®®®: PCRF @99 CCR-I
>d:

. DOOOODD



¢ OOOOOOY PCC &
* && QoS &

PGW-C &0 AVP:

AVP && AVP && Q&
Result-Code 268 & (2001) o000
Experimental-Result 297 OOOOOOOOO
QoS-Information 1016 OO QoS (SOOOORR)

Charging-Rule-Install 1001 OOO>O PCC &
Charging-Rule-Definition 1003 QOO
Default-EPS-Bearer-QoS 1049 SO QoS

QOO

CCA

(OO 272, &)

Session-Id: "pgw c.example.com;123;456"

Result-Code: DIAMETER SUCCESS (2001)

Origin-Host: "pcrf.example.com"

Origin-Realm: "example.com"

Auth-Application-Id: 16777238

CC-Request-Type: INITIAL REQUEST (1)

CC-Request-Number: 0

QoS-Information (Grouped)

— APN-Aggregate-Max-Bitrate-UL: 50000000 (50 Mbps - ©<)
— APN-Aggregate-Max-Bitrate-DL: 100000000 (100 Mbps - &<)
Charging-Rule-Install (Grouped)

— Charging-Rule-Name: "default internet rule"

— Charging-Rule-Name: "video streaming rule"
Charging-Rule-Definition (Grouped)

66— Charging-Rule-Name: "default internet rule"
QoS-Information: {...}

— Precedence: 1000

CCR-Termination (& 0000 % - &)

20208
O

UE &&<& PDN 00000

e && PCRF ©00®
¢ DO/

& CCR-I OO0

* CC-Request-Type: TERMINATION REQUEST (3)
¢ DOOOOOOY
e OOO AVP ®



&& CCR-T:

CCR (oo 272, &)

— Session-Id: "pgw c.example.com;123;456"

— Auth-Application-Id: 16777238

— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"”
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"”

— CC-Request-Type: TERMINATION REQUEST (3)

— CC-Request-Number: 1

—— Termination-Cause: DIAMETER LOGOUT (1)

CCA-Termination
&&®: PCRF ©<& CCR-T
YO2OH

¢ OO
¢ OOV

&& CCA-T:

CCA (o0 272, &)

— Session-Id: "pgw c.example.com;123;456"
— Result-Code: DIAMETER SUCCESS (2001)

— Origin-Host: "pcrf.example.com"

—— Origin-Realm: "example.com"

— Auth-Application-Id: 16777238

— CC-Request-Type: TERMINATION REQUEST (3)
— (CC-Request-Number: 1

QOO
PCC ©00®

PCC (SO0 Q) OO OO0 DOOOOO000

SO
1. OOOQ:

¢ DOOOOOOY
e &&: "video streaming rule"

2. OO0



¢ OOOY = OOV
* &&:0-65535
¢ OOVOOOOOOY

3. OO0 (TFT - &000Q):

° DROOOOOOOOOR
o OO:
o JP 5-0&: OO, &/ IP, O[OS
o "permit out ip from any to 8.8.8.8 80"

4. QoS &¢:

* QCI (QoS &0&V): 1-9 (&), 128-254 (OOOOD)
° QCI1: ©000®
o QCI 5: IMS ¢¢©
° QCI9: 0000

* ARP (OO0 D): OO0

* MBR/GBR: &O/00000

5. OO&0:
¢ OOO: OOOOOY (© OCS ©¢ - & Diameter Q)
¢ OOV DOVOOOOOOO
e OO/OOOY: OCS (00O <® Diameter Gy) <& CDR (&0 - &
Q)
6. OOV

e OO OOV
¢ OO OOV

OOOOROQ

PCRF &0

1. OOO0S (©0Q):
Charging-Rule-Install (Grouped)

— Charging-Rule-Name: "gold subscriber internet"
— Charging-Rule-Name: "video qos boost”

2. OO (OOOV):

Charging-Rule-Definition (Grouped)
— Charging-Rule-Name: "dynamic rule 123"
— Precedence: 100
— Flow-Information (Grouped)
— Flow-Description: "permit out ip from any to 192.0.2.0/24"
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L— Flow-Direction: DOWNLINK
— QoS-Information (Grouped)
— QoS-Class-Identifier: 5
— Max-Requested-Bandwidth-UL: 10000000
— Max-Requested-Bandwidth-DL: 50000000
— Rating-Group: 1000

QoS && AVP

APN-AMBR (@000 00®):
&OO® APN &&&&® GBR &0
QoS-Information (Grouped)

— APN-Aggregate-Max-Bitrate-UL: 100000000 # 100 Mbps
— APN-Aggregate-Max-Bitrate-DL: 200000000 # 200 Mbps

PGW-C &¢:

e OOOO AMBR &¢
e & PGW-U 0000 0® QER 0000000

Q@
®® Gx OO

& config/runtime.exs:

config :pgw c,
diameter: %{
# & Diameter &&& IP ©&
listen ip: "0.0.0.0",

# PGW-C & Diameter &<& (0Origin-Host)
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",

# PGW-C & Diameter &<& (Origin-Realm)
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# PCRF &0000
peer list: [
%{
# PCRF Diameter &<
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",

# PCRF @& (&% PGW-C &)
realm: "epc.mnc999.mcc999.3gppnetwork.org",



# PCRF IP &<&
ip: "10.0.0.30",

# PGW-C &0 PCRF 00O
# true = PGW-C &&<& PCRF
# false = && PCRF &<
initiate connection: true
}
]
}

&>& PCRF &&&
QOOOOOOOO

config :pgw c,
diameter: %{
listen ip: "0.0.0.0",
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%
host: "pcrf-primary.example.com",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.1.30",
initiate connection: true

o°

host: "pcrf-backup.example.com",

realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.2.30",

initiate connection: true

}
]
}

LO2OTO2OH
e Diameter &0 OOO®

¢ OOBOOOOOOY
¢ DOVOOOOOOOOOY

OO

Diameter &0 FQDN (0000 ®):
# && - FQDN &



host: "pgw c.epc.mnc999.mcc999.3gppnetwork.org"”

# OO - OOOOY Diameter &&
host: "pgw c"
host: "10.0.0.20" # &&& IP ©&

OO

¢ DOOOOOOY
e &&<& 3GPP PLMN &&&<¢: epc.mncXXX.mccYYY.3gppnetwork.org

OO
SOOOOOD

&&: PCRF ¢ QoS &&0000& QER®QOS ©000000O PFCP 00O PGW-USOO
&& QER &0

OO (OOOQ)
OO0

QOO
OO

PGW-C & CCA &0000®<® Diameter Q000 &

OOO:
OO OO OO
2001 DIAMETER SUCCESS ¢¢000 0
SOV (Oxxx):
O O PGW-C €9 €&
5002 DIAMETER UNKNOWN SESSION ID DOOOOOOOD
5030 DIAMETER USER UNKNOWN SOV (OOOD)

5140DIAMETER ERROR INITIAL PARAMETERS 000000000
5003DIAMETER AUTHORIZATION REJECTED <&@ (&)

OO (4xxx):
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OO O& PGW-C &
4001 DIAMETER AUTHENTICATION REJECTED &0

4010 DIAMETER TOO BUSY SOOOD
4012DIAMETER UNABLE TO COMPLY OOOOODODDD
OOOOOO®

OOOOOODDD

Experimental-Result (Grouped)
— Vendor-Id: 10415 (3GPP)
— Experimental-Result-Code: <vendor-specific code>

OOO 3GPP OO0

@ @ @
5065IP CAN SESSION NOT AVAILABLEPCRF &&&&dd
5143INVALID SERVICE INFORMATION &&&&00

OO0
CCR-I ©&<©:
&<& PCRF &0 00 CCR-Initial®

1. PGW-C 000000 (005 @)

2. OO0 CCA:
- &&®: "CCR-Initial ©®<®Session-ID: ..."
- & SGW-C 0000
- OOOOOOR

3. SGW-C O@: OO0 (HHD: OOOOOOOD)

& SGW-C 00000
&®: /lib/session/impl/message handlers.ex

{:error, :credit control initial request timeout} ->
Procedures.do gtp c error response(
from,
:Ccreate session response,
seq_num,
:remote peer _not responding

)
OO0

&& 1: PCRF 000 (000Q)



& 2: PCRF 0000 @

OO
COOD

1. Diameter SO0 ®

202N

e &&: "Diameter OO
e &&<® CCR-Initial

OO0

PCRF &&&

&&<® PCRF IP &&&
&OOOO<® Diameter ©<& (3868)
Diameter @O (O/O)

OO0

# OO
ping <pcrf ip>

# ©& Diameter ©<& (TCP 3868)
telnet <pcrf ip> 3868

# && Diameter &&&®
# OOOOOOOY FQDNOOO® IP

OO0

config :pgw c,
diameter: %{
# &&® FQDNOO®® IP
host: "pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org"
ip: "10.0.0.30"
¥
]
}



2. CCR-Initial &&

O

¢ DOOOOOOO
e &&: "CCR-Initial &&"

OO0

e PCRF ¢¢&
¢ OO
e PCRF ©&&<® Session-ID

SOV

&< PCRF 00000

&> PCRF &0Q00000@
QOO ping <pcrf ip>
OOVORRROROOOOY

W=

3. &&<& PCRF ©¢©

20208

¢ CCA-Initial & Result-Code != 2001
¢ QOOOOOOOQ

OO0

OO OO OO

5030 IMSI @ 00O O HSS/SPR 00000
5003 <O QOO

4010 PCRF &0 OO PCRF ©©
SO0

# PGW-C 000!
[error] Diameter Gx &<&: Result-Code 5030 (DIAMETER USER UNKNOWN)
[error] IMSI 310260999999999 <& PCRF &<&

4. QoS >

20208

¢ OOOOOY QoS OO
¢ OOVOOOOOOY

OO



1. & CCA-Initial:

o && QoS-Information AVP &&&&
o && APN-Aggregate-Max-Bitrate-UL/DL &

2. OO PFCP 000!

o && QER 000000000 MBR &
o && PGW-U &0 QER 0000

3. ©& PCRF &0:

o && PCRF ©¢&
° QOOOOOOOOOOOY QoS

5. Diameter ¢&&¢

20208

e Diameter &&&&<&® PCRF
¢ OO "OOOOOOOOO"

OO

¢ DODDODOVOOOORR
SOV
QOO

# OOOOOQ
config :pgw c,
diameter: %{
realm: "epc.mnc999.mcc999.3gppnetwork.org"”, # PGW-C &&&
peer list: [
%{
realm: "epc.mnc999.mcc999.3gppnetwork.org" # PCRF &&& (&@

}
]

&)

}
& CCR-Initial ¢:

Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"



OO Gx &
SO0

# Gx OOQ
rate(gx inbound messages total{message type="cca"}[5m])

# GX OOOQ
rate(gx _inbound errors total[5m])

# GX OO
session id registry count

# GX QOO
histogram quantile(0.95,
rate(gx inbound handling duration bucket[5m]))

OOV

# & GXx OO0
- alert: GxErrorRateHigh
expr: rate(gx _inbound errors total[5m]) > 0.1
for: 5m
annotations:
summary: "QOQO Gx OO

# Gx OO
- alert: GxTimeout
expr: rate(gx inbound errors total{error type="timeout"}[5m]) >
0.05
for: 2m
annotations:
summary: "&& Gx OO

# OO0
- alert: GxSessionRejection
expr: rate(gx_inbound errors total{result code="5030"}[5m]) > 0.01
for: 5m
annotations:
summary: "PCRF &&&<& (USER UNKNOWN) "

SO
SO>S <® Diameter &&:

# config/runtime.exs
config :logger, level: :debug



# OYHHOOO
iex> Logger.configure(level: :debug)

OO
* [debug] ®& CCR-Initial®Session-ID:

* [debug] ®& CCA-Initial: Result-Code '2'0'01
e [error] Diameter &<¢:

Web UI - Diameter &0

OmniPGW &0 Web UISOO@ @ Diameter 00000000
Diameter 00O

&®: http://<omnipgw-ip>:<web-port>/diameter

O&: & Diameter Gx ©&&® PCRF ©0&®

OO

1. QOO0 Q

e SO - OO PCRF €000
¢ OOVD - DOVOOOOOOOOY
e O] OOOOD (OOOOOOOOOD)

2. OOVOOOOOD OOOOOOY PCRF &0

&< - Diameter &< (Origin-Host)

IP && - PCRF IP

&& - Diameter &¢& (&< 3868)

QR - OO (ORQ) [ OO (@)

&& - TCP & SCTP

QOROY - &Y (PGW & PCRF)

&< - Diameter &&

OOOLY - PCRF ©@OQOQ (OO0 RQ)

&& ID - &&<® Diameter && (©Q&Gx = 16777238)

3. QOO OOOOOOOOOO0:

HOBOOOOD
&G (CER/CEA) &000®
HOOOD
QOO0



OO0
&& PCRF &&¢:

1. OO0 Diameter &

2. OO PCRF 00000 "O"
3. OOODOOOODOOR®

4, &S ID & Gx (16777238)

OOODOOOOOY (Gx &):

1. SOQOOOODOR "PCRF ©@" &
2. & Diameter &<
3. OO0
- O7?
5> OOOOOR
-» && PCRF 000000
- OOOOOOOOO® TCP 3868 &<
- OO
5> OOVOOODY (OORV)
-» PCRF &0

&<¢ Diameter &&:

. OO PCRF &&0&®
. ®& Diameter &
. DODOOOOOOOR
. OO "O"
. OOOOOOOD:
- OOOOOOR
- & ID ©&® Gx
- OOOOO® PCRF ©0¢

O WNRE

OOOOO:

&&: & PCRF &&

1. Diameter &QOOOOOOO "OO"
2. OO PCRF €& "oOo"

3. QOO0

4. OOOOOOOOOOOO OO

&<& Diameter &&>&Q:
¢ DOVOD "G HOVOOD
e && ID & Gx (16777238)
¢ HOOOOOOQPYY PCRF ©00&

OOOOOOD:



Web UI &<&:

QOO "OOOOO"
OO

initiate connection: true

OO
- OmniPGW ©&&®
- & PCRF ©&o®
- OOOOOOOORR

2O2OH

QOVOOROR -1 OO

QOODOD - QOO/OO®

&<& Diameter &< - &<& Diameter CLI &&
QOVOOODD - DOODODOOOOOOOR
OOOOOROY - OO Diameter &&
OO - &&® Diameter OO

OO

&& Web Ul 00000000 Prometheus &<
e OO Gx O¢
e CCR/CCA o0&
¢ OO

Web Ul = "OO000O00D" OO = "OOOODOOOOOOOOOO"

QOO
OOV

- Diameter ®&&®PCRF &0 ¢
- & PCC &< QER ¢

R RO OROLOTOTOTOLOROS

- OO® QoS SOV OOR

OO

. - & PCC 000000000
. S DROBDDODDOOODD
. - IMS ®®®®® P-CSCF &&
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&

. - GX OQOOOOOOOPCRF ©00®
. - ODOOODOOOY

YAYAVAYAURY
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|
Diameter &&&¢® (Gy/Ro &)

OO0 (0CS) OO

@

20

3GPP 000
200000

ROROTOROL0R0)
QOOOROOD

-
SomNmurwne

foZol
5
folololos

11. & Gx ©0Q
12. 200¢

@

Gy ®090® IMS 90000 d® Ro OO PGW-C 00 (0Cs)

DOOVD - POVOOOOOD
DOOVOY - HPOVOOOOOOOD

DOOPOD - VOVPOOOYD
DOV - POOOOOOOOD

fetogededogodd

@O 0009 (Gy/Ro) @O0 (Gz/Rf)
DO OOOOOY QOO
DO 0000® OO
@& OCS ( ) CGF/CDF (; )
>0
DO POOVOOD OOV

QOP 2@ CDR @& 9P POPDDOOOOOOP
foteRy SOOOOOOOY PDN 000000
0600 Gy

000

(24 (24
VOGP PPOOOPOOD OCS OO
DOOY VPPV OVPVOVPOOOPOD
DOOPOOOVVPOOD
VOGO VVOOVVOOOOOD
QOGS PVVOOVVOOOD
DOOY VPOV PVOOOOOOD

3GPP 0000
facacacdd
QOO0 (CTF)

PGW-C & CTF (90000 R) 0000

DOOPOD - VOVOOOD
DOOPDD - OOOOOP
DOOPDD - POOOOD

. QOVOVD - POVOVOOOOD

0OO® (OCF)
0OCS & OCF (000009)¢

ba ok ol

DOOVOD - OOOOY

DD - POVVOOOOO MBOOOOD
DOV - GOOOOOOOOY
QOO - POOOOOOD

DO - QOVOOOOOP

G

Gy/Ro ©00®
3GPP ¢®
+ $® 3GPP TS 32.299 (00G)
+ $®® 3GPP TS 32.251 (PS ©00)
+ Diameter ® ID® 4 (Gy/Ro - $0GODD)
* ®O9O® RFC 4006 (Diameter @000 @)

foacioad

UE PDN Session-ID ®®® Gy/Ro ®O00OO&

* QOOOOOOOOOOY (CCR-Initial)
* O0OOOOOO (CCR-Update)
* &OOOOPOY (CCR-Termination)

&0 ID ©©

Session-ID: <Origin-Host>;<high32>;<low32>[;<optional>]
@®: omni-pgw_c.epc.mnc999.mcc999.3gppnetwork.org;9876543210;12345;gy

QOO

+ Origin-Host: PGW-C ¢ Diameter ®&

+ high32: 000000 32 &

* low32: $00000P 32 &

+ optional: ©OOVOOOVO Gy OOY GO

DOOOOY
fogcdoded
CCR-Initial (0000 ® - &)
$&® UE ¢ PDN 000000000000
00

© 900G OCS GOCOOOS

PR otototototodod
* && Gy/Ro &
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PGW-C ©0000 AVPO

AVP &® AVP && > foacd
Session-Id 263 UTF8String ©&® Gy 00000
Auth-Application-Id 258 Unsigned32 4 (¢0&Q)
Origin-Host 264 Diamldent PGW-C ¢ Diameter ®&
Origin-Realm 296 Diamldent PGW-C ¢ Diameter &
Destination-Realm 283 Diamldent OCS &¢&
CC-Request-Type 416 Enumerated 1 = INITIAL REQUEST
CC-Request-Number 415 Unsigned32 ¢000¢ 0 000
Subscription-Id 443 Grouped  UE & (IMSI/MSISDN)
Service-Context-Id 461 UTF8String ®000000®
Multiple-Services-Credit-Control 456 Grouped  @OOOOOOOY
Requested-Service-Unit 437 Grouped feaeRodotededotosedototon
Used-Service-Unit 446 Grouped QOOVOOOOOY 0O
Service-Identifier 439 Unsigned32 000000
Rating-Group 432 Unsigned32 ©00000@

& CCR-1 90¢

CR (0000 272, &)
Session-Id: "pgw_c.example.com;123;456;gy"
Auth-Application-Id: 4
Origin-Host:
Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
CC-Request-Type: INITIAL_REQUEST (1)
CC-Request-Number: 0@
Subscription-Id (&®)
Subscription-Id-Type:
Subscription-Id-Data:
Subscription-Id (&®)
Subscription-Id-Type: END_USER E164 (0)
Subscription-Id-Data: "15551234567"
Service-Context-Id: "32251@3gpp.org"
Multiple-Services-Credit-Control (&®)
Service-Identifier: 1
Rating-Group: 100
Requested-Service-Unit (©@)
CC-Total-Octets: 10000000 (&< 10 MB)
Used-Service-Unit (&)
L— CC-Total-Octets: 0 (©0®®)

END_USER_IMSI (1)
310260123456789"

CCA-Initial (QOOOOD - &)
DO OCS & CCRI 0@
224

. OOPOOOOOO

. OOOOOOOOD

* OVOOOVOOY

PGW-C 90000 AVPO

AVP & AVP o0& >0
Result-Code 268 ¢ (2001) @O0
Multiple-Services-Credit-Control 456 QOO0
Granted-Service-Unit faededototedodotedetotond
Validity-Time 448 foaedodogededoted
Result-Code 268 fogododotofodod ]
Final-Unit-Indication 430 fodogogododododod ]
Volume-Quota-Threshold - OOV

DOOOOOP

CCA (0000: 272, OO)
Session-Id: "pgw c.example.com;123;456;gy"
Result-Code: DIAMETER SUCCESS (2001)

Origin-Realm:
Auth-Application-Id: 4
CC-Request-Type: INITIAL REQUEST (1)
CC-Request-Number: 0@
Multiple-Services-Credit-Control (&<@)
Result-Code: DIAMETER SUCCESS (2001)
Service-Identifier: 1
Rating-Group: 100
Granted-Service-Unit (&®)
L— CC-Total-Octets: 10000000 (&< 10 MB)
Validity-Time: 3600 (QQ000O 1 &)

mni-pgw_c.epc.mnc999.mcc999.3gppnetwork.org"

Volume-Quota-Threshold: 8000000 (®&¢® 8 MB ®OOOO®80%)

CCR-Update (®00000 - &0)
fodoscd

* OVOOOVOOOVOOD80% OO
. OOOOOG

© POOODOOOOOY

* OVOOOY

OO

. OOOOOS
PR eReRtooRetotoRoto]
. OOOOOY

& CCR-1 900000

+ CC-Request-Type: UPDATE REQUEST (2)
+ CC-Request-Number ©&

+ Used-Service-Unit 0000000

+ Requested-Service-Unit ®000®®

&& CCR-U 00

CCR (000®: 272, ©9)
Session-Id: "pgw c.example.com;123;456;gy"
Auth-Application-Id: 4
Origin-Host:
Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
CC-Request-Type: UPDATE REQUEST (2)
CC-Request-Number: 1
Multiple-Services-Credit-Control (@)
Service-Identifier: 1
Rating-Group: 100
Used-Service-Unit (&®)
L— CC-Total-Octets: 8000000 (&&& 8 MB)
Requested-Service-Unit (&)
L— CC-Total-Octets: 10000000 (©&<& 10 MB)

CCA-Update (00000% - &)
®®®d OCS & CCR-U ©0¢
OO

* OVOOVVPOVOOOVOY

. OOOOOD

. OOOOOY

DOOOOD

mni-pgw_c.epc.mnc999.mcc999.3gppnetwork.org"



1. 0000 00®

CCA (©@)

L— Multiple-Services-Credit-Contri
Result-Code: DIAMETER SUCCESS (2001)
Granted-Service-Unit
L— CC-Total-Octets: 10000000 (& 10 MB)
Validity-Time: 3600

2. OOOOOOOOOOD

CCA (&0)

L— Multiple-Services-Credit-Control
Result-Code: DIAMETER SUCCESS (26001)
Granted-Service-Unit
L— CC-Total-Octets: 1000000 (& 1 MB)
Final-Unit-Indication

Final-Unit-Action: TERMINATE (0)

3. 0000

CCA (&0)
I: Result-Code: DIAMETER CREDIT LIMIT REACHED (4012)
Multiple-Services-Credit-Control
Result-Code: DIAMETER CREDIT_LIMIT_REACHED (46012)
Final-Unit-Indication
Final-Unit-Action: TERMINATE ()

CCR-Termination (®0000® - ©¥)
fodoacd
+ UE ©0®

PDN ©00&
DOOOVOOOOY

OO

DOOOOY
&& Gy/Ro &
OO

OO

+ CC-Request-Type: TERMINATION |_ REQUEST (3)
+ Used-Service-Unit 0000000

+ & Requested-Service- Unlt@@@@@@@@

+ ©&® Termination-Cause

&& CCR-T ©00&

CCR (000®: 272, ©9)

Session-Id: "pgw c.example.com;123;456;gy"
Auth-Application-Id: 4
Origin-Host: mni-pgw_c.epc.mnc999.mcc999.3gppnetwork.org"
Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
CC-Request-Type: TERMINATION REQUEST (3)
CC-Request-Number: 5
Termination-Cause: DIAMETER LOGOUT (1)
Multiple-Services-Credit-Control (&¢)

Service-Identifier: 1

Rating-Group: 100

Used-Service-Unit (&)

L— CC-Total-Octets: 18500000 (&>®® 18.5 MB)

CCA-Termination (¢®O0OQ - &)

PO OCS & CCR-T 0@

OO

. OOOOOY
. 000
. OOV

@@ CCA-T®

CCA (0000: 272, ©9)
Session-Id: "pgw c.example.com;123;456;9y"
Result-Code: DIAMETER SUCCESS (2001)
Origin-Host: cs.example.com"
Origin-Realm: example com"
Auth-Application-Id:
CC-Request-Type: TERMINATION | REQUEST (3)
CC-Request-Number:

OOV

QOO0
OCS 00000000 OOO

fodotond AVP > foicd
foacd CC-Time fogogodototodotododond
foacd CC-Total-Octets @@@@@@@@@@@@
@O CC-Input-Octets, CC-Output-Octets SOOPOS  QOOOD
@®®®  CC-Service-Specific-Units OOV QOOOOVOAPI OO
iy - OO0 fotododotosed
foacdodosedod

DOP PGW-C 0000000000000
&P OCS & Volume-Quota-Threshold ¢ Time-Quota-Threshold®PGW-C &&&® PGW-U & PFCP ©000000000dd PECP 000&
OO

1. 0CS ®& 10 MB ®000O® 80%d8 MBO
2. PGW-C ©& PGW-U
3. 9000 8 MBO

- PGW-C ©® CCR-Update

B aacacavacaciotored
. 0CS 00000

CCR-Update

- PGW-C ©00000

[LES

OO

Granted-Service-Unit: 10000000 ©< (10 MB)
Volume-Quota-Threshold: 8000000 &< (8 MB)

& 8 MB ®®&® - && CCR-Update
QOOOOD2 MBOOD 0CS dOOOOD

PGW-C ¢0&

PGW-C 9&¢® PGW-U & PFCP 9000 0000000
OO0

VOVVVOOOOOOOR

0OCS ¢ CCA &< Final-Unit-Indication AVP ¢
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Final-Unit-Action <& PGW-C &
TERMINATE 0 QOVOOVOVOOVVOY
REDIRECT 1 QOVPOOPOOPOOOOOOO
RESTRICT_ACCESS 2 9000000000000 000000

folgeietodotetedodotodd

CCA (&@)
L— Multiple-Services-Credit-Contr
Result-Code: DIAMETER SUCCESS (2001)
Granted-Service-Unit
L— CC-Total-Octets: 1000000 (& 1 MB)
Final-Unit-Indication
Final-Unit-Action: REDIRECT (1)
Redirect-Server (&®)
Redirect-Address-Type: URL (2)
Redirect-Server-Address: "http://topup.example.com"

PGW-C ©0&
1. TERMINATE: ®& CCR-TOOOO®

2. REDIRECT: ©& PFCP ®©&®®®® HTTP ©&& URL
3. RESTRICT_ACCESS: ¢® PFCP &0000000d IP

SOOOOY

fogoavaeaedododotosoned

3GPP ¢ TS 23.203, TS 29.212, TS 32.251

®®&6® PCRF & Gx PCC 00 PCC Diameter Gx ©2&
TR

DOOOOO® PCC &
PCRF ©® (CCA-I & G

CCA (Gx @)
L— Charging-Rule-Definition (&%)
Charging-Rule-Name: "prepaid_data_rule"
Rating-Group: 100
Online: 1 (®0©O&P)
0ffline: 0 (®OOOOV)
Metering-Method: VOLUME (1)
Precedence: 100
Flow-Information: 1
QoS-Information: [

PCC 00000000 AVPO

AVP && AVP &® > foacd
Rating-Group 432 Unsigned32 QOOOOOOY OCS ©OOOY
Online 1009 0=090, 1=00® OOV (Gy)
Offline 1008 0=090, 1=0® OO0V (Gz)
Metering-Method 1007  0=0009, 1=00, 2=00 00O
Reporting-Level 1011 0=00, 1=000 QOOOOOY
DOOVOOOY
©® @ Rating-Group f2ed
1 0 o@ fogododedodododododod
01 oo fogododedodododododd
11 %0 fododudodododododododd
0 0 - POOOOOOOO
foacdogedod

&® PDN ©0000 900000 OOOOOOD

fogoguaodod

DOOOVOOOD
Rating-Group: 100 (©@&®)
Online: 1

DOV 10000
Rating-Group: 200 (&&&®)
Online: 1

QOO 20IMS OO
Rating-Group: 300 (&)
Online: 1

PGW-C Gy $0&

+ && CCR-I MSCC:

CCR-Initial

Session-Id: "..."

Multiple- Serv1ces Credit-Control
[Rating-Group: 100] -» ®&&&
[Rating-Group: 200] » @&
[Rating-Group: 300] - ©&

0CS ©0®

CCA-Initial
L— Multiple-Services-Credit-Control
E [Rating-Group: 100] - ®&: 10 M
[Rating-Group: 200] - ®&: 5 MB (©00®)
[Rating-Group: 300] - ®&: 60 &

foacavacddodod
PGW-C ®&&<¢ Rating-Group ¢0o&

# 00O

state.charging quotas = %{
100 => %{granted: 10 000 000, used: 0, threshold: 8 000 000},
200 => %{granted: 5 000 000, used: 0, threshold: 4 0600 000},
300 => %{granted: 60_000, used: 0, threshold: 48 000} # ®&

}

DOPPOOOOOD

DOOOVOY

MSCC (0000000) AVP
DOV VOOV POVOOOOOY
(224

Multiple-Services-Credit-Control (&<, AVP 456)
Service-Identifier (Unsigned32, AVP 439)
Rating-Group (Unsigned32, AVP 432)
Requested-Service-Unit (®®, AVP 437)

CC-Time (Unsigned32, AVP 420)

CC-Total-Octets (Unsigned64, AVP 421)
CC-Input-Octets (Unsigned64, AVP 412)
CC-Output-Octets (Unsigned64, AVP 414)


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gx

Used-Service-Unit (©®, AVP 446)
L— [® Requested-Service-Unit ©®®®0®]
Granted-Service-Unit (®®, AVP 431)

[® Requested-Service-Unit ©®0&0®]
Validity-Time (Unsigned32, AVP 448)
Result-Code (Unsigned32, AVP 268)
Final-Unit-Indication (®®, AVP 430)

Final-Unit-Action (Enumerated, AVP 449)

Service-Identifier ¢ Rating-Group

©&® Service-Identifier Rating-Group

DO1=00, 2=00, 3=00100=00, 200=00

DOOOOY QOO

fologenes QOOOOD
OOV RG 0OCS ©0000®
OO

Service-Identifier: 1 (®00®)
Rating-Group: 100 (©®®& - $0.01/MB)
Rating-Group: 200 (&®®®® - $0.05/MB)

Service-Identifier: 2 (¢®)
L— Rating-Group: 300 (®®®® - $0.10/00)

fo2]
% Gy 6

@& config/runtime.exs®

config :pgw_c,
online_charging: %{
# QOOVVOOVOOY
enabled: true,

# 0CS ©00OHHOOS
timeout_ms: 5000,

# QOOVVOOVOOODOY PCRF ©O&
default_requested quota: 10_000 000, # 10 MB

# GOV
# (0.8 = ©0O 80% ®OO®® CCR-Update)
quota_threshold percentage: 0.8,

# 0CS OOOOOOOQ
# ©®&:block, :allow
timeout action: :block,

# 0CS 0OV
# ©O®:terminate, :redirect
no_credit_action: :terminate,

# ©0OOO® URLO® no_credit action: :redirect ®&&&
topup_redirect url: "http://topup.example.com”

},

diameter: %{
listen_ip: "0.0.0.0",
host: "omni-pgw_c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# 0CS ©00Q

peer list: [
# PCRF ©0000® (Gx)
%{

host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org”,
realm: "epc.mnc999.mcc999.3gppnetwork.org”,
ip: "10.6.0.30",

initiate_connection: true

#1005 000000 (Gy)
%{

cs.epc.mnc999.mcc999.3gppnetwork.org",
"epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.0.40",

initiate_connection: true

1
}

DOOOOP
enabled

+ true: ©OVOOVOOOOOCCR OOV OCS
« false: 90OOOOOOOO Gy OO

timeout_ms

+ & OCS & CCA 0000®
+ ®&®3000-5000 ms

default_requested_quota

+ && PCRF 900000000000
+ &®®®1-100 MB

quota_threshold_percentage
© OOOO % ©OOOOH CCR-Update
+ ©0®0.75-0.85075%-85%<
+ OO = 0OOOOOOOOOOOOP
0D = QOOVOOOOY
timeout_action

+ :iblock- ©® OCS
+ :allow- ®& OCS

no_credit_action

+ :terminate - VOOV OY
« iredirect - ©QOOOOOD

fedogedododad
DOOPOOOOOOOD

config :pgw _c,
online_charging: %{
enabled: true,
timeout action: :block,
no_credit_action: :terminate,
quota_threshold percentage: 0.8

foaotlofoned
config :pgw c,

online_charging: %{
enabled: false # ®OOO®



fodgeaedodtetedototedetotodsed

config :pgw_c,
online charging: %{
enabled: true, # & PCRF 0000O®
timeout action: :allow, # 0CS QQOPOOOOR
no_credit_action: :terminate

}

fogedodod

foacdogesedogododod
>OOOP® (CCR-Update)
OOV (0O0Q)

0OCS &00®

DOOQ

fogoacacs
Raaaacd

2 O
2001 DIAMETER _SUCCESS @0 0000®

SOOP (Axxx) &

¢ o PGW-C ¢&
4010DIAMETER TOO BUSY POOOD
4011DIAMETER UNABLE TO COMPLY 000000000
4012DIAMETER CREDIT LIMIT REACHED #9€66000

QOO (5xxx) &

[ L2 PGW-C &&
5003DIAMETER AUTHORIZATION_REJECTED ¢&&&

5031 DIAMETER USER_UNKNOWN POPOOOPOOD
foacacacadodod

&&¢ Result-Code &000E 9OOOO

1. 0000 - 00O
2. MSCC &9 - 90000

fodoscd
CCA-Initial
Result-Code: DIAMETER SUCCESS (2001) « ©&&&®0K
Multiple-Services-Credit-Control
[Rating-Group: 100]
L— Result-Code: DIAMETER SUCCESS (2001) « RG 100: OK
[Rating-Group: 200]
L— Result-Code: DIAMETER_CREDIT_LIMIT REACHED (4012) « RG 200: &&&
PGW-C ©0¢

+ &® Rating-Group 100 &&&
+ ©¢ Rating-Group 200 ®&¢

& Gx OO

Gx ©®®®PCRF Gy ©®¢ Rating-Group® @00 0000000999 9<® Diameter Gx @&
Gx & Gy 60

000

1. 00000
PGW-C 0000000
1
&® CCR-I & PCRF (Gx)
1
& CCA-I & PCC 0@
.
@& PCC 0@
- ©®®®® Rating-Group®
- 00 =100

0
fodoauad
®® CCR-I & 0CS (Gy) @ Rating-Group
o
& CCA-I 00O
4
fododododododododd
foaededotodedototodod
OO
fdododododododd
2. ©©099®®® (PCRF ¢ RAR)®
PCRF && RAR (9000 0®) & Gx &
.
@& PCC ©0000OO=1®Rating-Group=200

5
PGW-C & CCR-U @ 0CS (Gy)
- % RG=200 & MSCC

5
0CS OOV

8
fieodotodedolotededoton

DOO®

fogoaoacs

1. CCR-Initial ¢ OCS ¢
00

« 9OOCOHG "OCS GO
+ ®&® "CCR-Initial (Gy) ®&"
JERTRRS
* OCS 0000
+ 9000 OCS IP 90&

&&@O® Diameter ©>>3868%
0OCS ©¢

OO

# COOV0Q
ping <ocs_ip>
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# ©® Diameter ©& (TCP 3868)
telnet <ocs ip> 3868

# OOO®
# ©O® peer_list ©0®® 0(S OO

2. 0CS ©00®
OO

* CCA-I & Result-Code != 2001
* OVOOOVOY

DOOOOOD

OO OO OO
4012 VOOV VOOV
5003 ©OVOY DOOOOY
5031 ©00® @ 0OCS 000
OOV
1. ®& OCS VOOV OD
2. @& OCS 0000V
3. ®& CCR-1 & IMSI/MSISDN &0000000d
3. 000000 O
OO

* ODOVOVOOOVOOOY
+ & CCR-Update

faaaad
* PGW-U ©0@® URROOOOOOOD
R g
* OOOP PFCP 000&
fogogotodod
1. ®® PFCP ©®®®&®® URR®
»& URR
URR-ID: 1
Measurement-Method: VOLUME
Volume-Threshold: 8000000 (8 MB)
Reporting-Triggers: VOLUME_ THRESHOLD
2. ®® PGW-U 000000000
3. ®&®®®® quota_threshold percentage
4. ®®9<® Rating-Group
OO0

* OCS ©®9&% "®¢ Rating-Group"
. OV0Q

OO

* CCR-I ®¢ Rating-Group ¢ OCS ¢&&&¢&
+ PCRF ®©&®®¢ Rating-Group

OO
1. & PCRF ¢ PCC & Rating-Group

2. ©® OCS ®090®®99® Rating-Group
3. @@ PCC &0 OCS 9000000

>
fogoacacs

# Gy 0000
rate(gy_inbound_messages_total{message_type="cca"}[5m])
rate(gy_outbound_messages_total{message_type="ccr"}[5m])

# Gy 0000
rate(gy inbound_errors_total[5m])

# OO0
rate(gy quota_exhausted total[5m])

# 0CS 000
rate(gy timeout_ total[5m])

# Gy 00000000
histogram_quantile(0.95, rate(gy _inbound handling duration_bucket[5m]))

>

# @ Gy ¢
alert: GyErrorRateHigh
expr: rate(gy_inbound errors_total[5m]) > 0.1
for: 5m
annotations:
summary: "G666 Gy GOO"

OcsTimeout
expr: rate(gy timeout total[5m]) > 0.05
for: 2m
annotations:
summary: "&<& 0CS &oO"

alert: CreditExhaustionSpike
expr: rate(gy quota exhausted total[5m]) > 10
for: 5m
annotations:
summary: "®oQoOO"

Web UI - Gy &000000

OmniPGW Gy/Ro 0OCS®

QOO http://<omnipgw-ip>:<web-port>/gy_simulator



PGW-C

Resources

Configuration Gy Credit Control Simulator

Topology
UE Search Request Parameters

PGW s
Sessions

Session
History

IP Pools
Diameter queste ytes Service ID

PFCP 1000000 1
Sessions

UPF Status Send CCR-l
UPF Selection

P-CSCF
Monitor

Gy Simulator

VOO POVVPPOOOOOOOOOOD
(22
1. 9000

IMSI - ®00000®“310170123456789" ¢
MSISDN - ¢00O0O>“14155551234" ¢
DOOD - POVOPOPOOOOOOVOD

@@ ID - GOOOOO

DOP - OO

2. CCR-1 ©&

+ ®& CCR-Initial @@ 00000
* OVOOVVPOVOOOVOY
+ O OCS VPOV VOOD

3. 00

DOV - FOOOOOP Gy O
0OCS & - & OCS VOOV
DOV - QOVOOOOOD
DOV - VOOV

DD - VOOOOOVOVOOOOD

VOOV

1. Q00O OOOOIMSIOMSISDNG

2. O00OOVOOOV1000000 GO 1 MBO
3. ©00® ID 90O

4. ©® "O& CCR-I"

5. ©0 0CS 0OV

00

DOOOOOOS OCS
DOOOOOOD
DOOOVOY
fogogogototododod

OO
DOOOQ
+ Diameter Gx ¢& - PCRF 90000000000 PCC &
. - DOVOVOOOOOOOY
. DOPD - POVPPVOOOOOO
DOV
+ OO - PDN 9000000000
* PECP ©& - ©® URR & PGW-U ¢0000¢
* S5/S8 ©& - GTP-C 000000 d
O®

* QOO - Gy @OOPOOOPOCS OO
+ UEIP ©¢ - 0000 IP 00O

fololotelotol
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J
OmniPGW 000000

Prometheus 00O ®
<& Omnitouch & QA A

%
©

PNk WN =

OO

OmniPGW 000000000000
1. @& Web UIOO Q000D O0DOOOOOOO0Y

DOOOOOR
PFCP 000
Diameter o0&
DOVOROR

2. Prometheus &0 OQOQOO®

¢ OOV
¢ OOV
e OOOO
¢ OOOO
OO0 Prometheus &OSOO Web Ul OO0 0OO®

. &% - Web Ul
e Diameter Gx - Web UI

Prometheus &&&¢
OmniPGW &<¢& & Prometheus 00000 OOOODOOODDOOODOOOODOOOOORO

SOOOOD - SOOOOOOOOOO
SOVD - OV

QOVD - SOVOOOOO®

SO - OOV

QD - QOVOOOOOQ

OO
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OO

@
& config/runtime.exs SO OO
config :pgw _c,
metrics: %{
enabled: true,
ip address: "0.0.0.0", # OOOOOOO

port: 9090, # HTTP &<&
registry poll period ms: 5 000 # &

SO

HTTP &0
http://<omnipgw_ip>:<port>/metrics
OO

curl http://10.0.0.20:9090/metrics
OO

&®<® Prometheus &Q&& &&&

# HELP teid registry count The number of TEID registered to sessions
# TYPE teid registry count gauge
teid registry count 150

# HELP address registry count The number of addresses registered to sessions
# TYPE address registry count gauge
address registry count 150

# HELP s5s8 inbound messages total The total number of messages received from S5/S8 peers
# TYPE s5s8 inbound messages total counter

s5s8 inbound messages total{message type="create session request"} 1523

s5s8 inbound messages total{message type="delete session request"} 1487

OO
OmniPGW @000
OO
SOV

fogogodod O O
teid registry count Gauge &< S5/S8 ©OSTEID &€&
seid registry count Gauge &< PFCP ©®®SEID &&©

session_id registry count Gauge®<® Gx ®&®Diameter Session-ID &&&
address_registry count Gauge ®®<® UE I[P &&
charging _id registry countGauge @& IDO@ OO && CDR && &&& CDR 003

OO

# OO0
teid registry count

# QOO0
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rate(teid registry count[5m])

# OOOOOOOOO
max_over_ time(teid registry count[1lh])

SO
S5/S8 (GTP-C) &&®

fogogotes O O@ O
s5s8 inbound messages total Countermessage type®®<® S5/S8 &&
s5s8 outbound messages totalCountermessage type®®<® S5/S8 &&
s5s8 inbound errors total Countermessage typeS5/S8 ©&&&

DOOOR

* create session request
* create session response
* delete session request
* delete session _response
* create bearer request

* delete bearer request

Sxb (PFCP) o0&

OO OO O &
sxb_inbound messages total Countermessage type®®<® PFCP &&
sxb_outbound messages total Countermessage type<®®<® PFCP &&
sxb_inbound errors total Countermessage typePFCP &&&&

SO

association_setup request
association_setup response
heartbeat request

heartbeat response
session_establishment request
session_establishment response
session_modification request
session_deletion_ request

Gx (Diameter) &&&

OO O OO O
gx_inbound messages total Countermessage type &<&<& Diameter &<&
gx_outbound messages totalCountermessage type®®<® Diameter &&
gx_inbound errors_total Countermessage_typeDiameter &&&&

SOV

* cca (Credit-Control-Answer)
e ccr_initial
* ccr_termination

OO
DOV

SO O OO O
s5s8 inbound handling durationHistogram request message typeS5/S8 & &0
sxb_inbound handling duration Histogram request message typePFCP &0 &
gx_inbound_handling duration Histogramrequest message_ typeDiameter &0 &



SOOORR
e &&SS100ps, 500ps, 1ms, Sms, 10ms, 50ms, 100ms, 500ms, 1s, 5s

OO
# 95th ®&®® S5/58 ©&
histogram quantile(0.95,

rate(s5s8 inbound handling duration_ bucket[5m])
)
# & PFCP &®

rate(sxb_inbound handling duration sum[5m]) /
rate(sxb_inbound handling duration_count[5m])

SO

Erlang VM &&¢&

fodogoded O O
vm_memory total Gauge® VM 000000
Vm_memory_processes Gauge 000000
vm_memory system Gauge O 000

vm_system process countGauge < Erlang &¢&
vm_system port count Gauge &0 00®

Prometheus &&
OO

& OmniPGW &&<® Prometheus & prometheus.yml®

# prometheus.yml

global:
scrape interval: 15s
evaluation interval: 15s

scrape_configs:
- job_name: 'omnipgw'
static _configs:
- targets: ['10.0.0.20:9090']
labels:
instance: 'omnipgw-01'
environment: 'production’
site: 'datacenter-1'

& OmniPGW &&

scrape_configs:
- job_name: 'omnipgw'
static configs:
- targets:
- '10.0.0.20:9090'
- '10.0.0.21:9090'"
- '10.0.0.22:9090'
labels:
environment: 'production'

OO

Kubernetes<®

scrape_configs:



- job _name: ‘'omnipgw'
kubernetes sd configs:
- role: pod
relabel configs:
- source labels: [ meta kubernetes pod label app]
action: keep
regex: omnipgw
- source labels: [ meta kubernetes pod ip]
target label: address
replacement: '${1}:9090'

O
QOO0

# ©& Prometheus &&
curl http://prometheus:9090/api/vl/targets

# OOOOOR
curl 'http://prometheus:9090/api/v1l/query?query=teid registry count'

Grafana &
SOOO®

1. &&® Prometheus &&&¢

OB -5 OO - OOOB®Y® - Prometheus
URL: http://prometheus:9090

2, DOOOOO
SOOOROOOOOY JSON &0

SO
OO 1O

# 0@
teid registry count

# OOOOGauge

# OOQ

# OO&< 5000

# ©&®5000-8000
# ©OOO> 8000

OO 20000¢

# @
rate(s5s8 inbound messages total{message type='"create session request"}[5m])

# OOOOOOQ
# OOOOQ/O

OO 3CIP OOOQ

# OORQOD /24 254 & IP®
(address_registry count / 254) * 100

# ©O>O®Gauge
# OO0 (0-100)



19202
SOO< T0%
SOBT0-85%
S&&> 85%

H H HH

OO 400OOOOI95th 60O

# O®
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="create session request"}[5m])

)

# OO0
# OO0

SO 50000

# O
rate(s5s8 inbound errors total[5m])

# OO0
# OO/
# OO000> 0.1

& 6OPFCP 0000

# OO
pfcp peer associated

# QOO

# OO®

# 1= "UP" (&)
# 0 = "DOWN" (&)

DOOOOO

"dashboard": {
"title": "OmniPGW - ",

"panels": [
{
"title": "OOOO",
"targets": [
{
"expr": "teid registry count",
"legendFormat": "&oOS"
}
1,
Iltypell : Ilgraphll
I
{
"title": "OOOOOR",
"targets": [
{

"expr":
"rate(s5s8 inbound messages total{message type=\"create session request\"}[5m])",
"legendFormat": "&&/"
}
1,
"type": "graph"
}I
{

"title": "IP &0OQ",



"targets": [

"expr": "(address registry count / 254)

"legendFormat": "&& & %"

}
1,
||type||: llgaugell

’

{
"title": "®®O® (p95)",
"targets": [

"expr": "histogram quantile(0.95,

rate(s5s8 inbound handling duration_bucket[5m]))",

"legendFormat": "S5/S8 p95"
}
{

"expr": "histogram quantile(0.95,
rate(sxb_inbound handling duration_bucket[5m]))",
"legendFormat": "PFCP p95"

* 100",

]}
"%ype”: "graph"
}
1
}
}
&
OOO®

&& omnipgw_alerts.yml®

groups:
- name: omnipgw
interval: 30s
rules:
# OO0
- alert: OmniPGW_HighSessionCount
expr: teid registry count > 8000
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW &&&Q"

description: "{{ $value }} & & OO>OA8000"

- alert: OmniPGW_SessionCountCritical
expr: teid registry count > 9500
for: 2m
labels:

severity: critical
annotations:
summary: "OmniPGW &&&Q Q"

description: "{{ $value }} OOOOOOOO"

# IP &
- alert: OmniPGW_IPPoolUtilizationHigh

expr: (address registry count / 254) * 100 > 80

for: 10m
labels:

severity: warning
annotations:



summary: "OmniPGW IP &&&o"
description: "IP & {{ $value }}% &&&"

alert: OmniPGW_IPPoolExhausted
expr: address registry count >= 254
for: 1m
labels:
severity: critical
annotations:
summary: "OmniPGW IP &&&"
description: "@&&O&& IP"

QOO
alert: OmniPGW HighErrorRate
expr: rate(s5s8 inbound errors_total[5m]) > 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW &&&&"
description: "{{ $value }} &&/&& S5/58 &&"

alert: OmniPGW_GxErrorRate
expr: rate(gx_inbound errors total[5m]) > 0.05
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW Gx &&"
description: "{{ $value }} Diameter &&/&"

PFCP &&

alert: OmniPGW PFCPAssociationDown

expr: pfcp _peer associated ==

for: 1m

labels:
severity: critical

annotations:
summary: "PFCP &<& {{ $labels.peer }} &&&"
description: "PFCP &&&&"

alert: OmniPGW_PFCPHeartbeatFailures
expr: pfcp consecutive heartbeat failures > 2
for: 30s
labels:
severity: warning
annotations:
summary: "PFCP &&"
description: "{{ $value }} &&&&®® {{ $labels.peer }}"

SO
alert: OmniPGW _HighLatency
expr: |
histogram quantile(0.95,
rate(s5s8 inbound handling duration bucket[5m])
) > 100000
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW & & "
description: "p95 &<& {{ $value }}us (> 100ms)"

SRR
alert: OmniPGW_HighMemoryUsage



expr: vm memory total > 2000000000
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW &&&&"
description: "VM &<& {{ $value | humanize }}B &&"

- alert: OmniPGW_HighProcessCount
expr: vm_system process count > 100000
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW & & "
description: "{{ $value }} Erlang &0 O "

AlertManager &<
# alertmanager.yml

global:
resolve timeout: 5m

route:
receiver: 'ops-team'
group _by: ['alertname', 'instance']

group_wait: 10s
group_interval: 10s
repeat interval: 12h

routes:
- match:
severity: critical
receiver: 'pagerduty'’

- match:
severity: warning
receiver: 'slack'

receivers:
- name: 'ops-team'
email configs:
- to: 'ops@example.com'

- name: 'slack'
slack configs:
- api_url: 'https://hooks.slack.com/services/YOUR/SLACK/WEBHOOK"
channel: '#omnipgw-alerts'
title: 'OmniPGW &&&{{ .GrouplLabels.alertname }}'
text: '{{ range .Alerts }}{{ .Annotations.description }}{{ end }}'

- name: 'pagerduty'
pagerduty configs:
- service key: 'YOUR PAGERDUTY KEY'

OO
OO0 (KPI)

OOV
OO0



rate(s5s8 inbound messages total{message type="create session request"}[5m])
SOROOOOY

rate(s5s8 inbound messages total{message type="delete session request"}[5m])
SOOOOR

rate(s5s8 inbound messages total{message type="create session request"}[5m]) -
rate(s5s8 inbound messages total{message type="delete session request"}[5m])

OO
SOOOOOOOOOO

# p50 (&)
histogram quantile(0.50,
rate(s5s8 inbound handling duration bucket[5m])

)

# p95
histogram quantile(0.95,
rate(s5s8 inbound handling duration bucket[5m])

)
# p99
histogram quantile(0.99,
rate(s5s8 inbound handling duration bucket[5m])

)
PO OO LT OTOTOTOL
histogram quantile(0.95,

rate(s5s8 inbound handling duration_bucket[5m])
) by (request message type)

SO

DOVOVOOD240000

teid registry count -
teid registry count offset 24h

DOOOR

# OO0 10,000 &
10000 - teid registry count

SOOOOOOOOO
# OOOOOOOOOOROD 1 OOOOO®

(10000 - teid registry count) /
(rate(teid registry count[1lh]) * 86400)

OOOOOY
SO
POOOOOOOD

OO

rate(s5s8 inbound errors_total[5m]) by (message type)



OO
e OOOOOY

* &O PCRF &00Gx 0@
e OO IP OO

DOBOOVOOORO

OO
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="create session request"}[5m])

)
SO
e OO Gx ©OOPCRF 00000

* &O PFCP OOOPGW-U 00000
° SO0

DOVOOOOOR

OO

# OOOOQ
rate(vm_memory total[1lh])

# OO
rate(vm_memory processes[1lh])

# OOOORO®
rate(vm_system process count[1lh])

OO
e BOOOOY

¢ SOOOOY
¢ DOVOOROOOY

OO

Naudodedededototos

max_over time(teid registry count[24h])
Naudodededodotod

teid registry count /
avg over time(teid registry count[7d])

QOO0

abs (

teid registry count -

avg over time(teid registry count[1lh])
) > 100

OOV
QOO

1. OO 15-30 OOOODOOOROR



2. QOO 15 OOV
3. OOD OOOODODOOOOOOOOOY

OO

1. 0% - NOC &0 KPI
2. QOVOD - OOOVOOOO
3. OODOODD - OOV

SO
1. COODDOD - OOV DOOOOOOY

2. OO -0 - OOVOOOOOOY
3. OO - COOOOVDOOOOORY

OO
SOOO®

. - Prometheus &&&&®Web Ul &&
. - OO

SO

. - PFCP ¢0& O UPF 000 ®

* Diameter Gx & - Gx OO OOPCRF 000 &

. - Gy Q00000000 O0CS O
. B && - GTP-C OO0 OSGW-C &

SO

. - P-CSCF 0000 IMS &
. - OODOOOOOOOOOC
. -IP 000000

QOO

OmniPGW &&&<¢ - & Omnitouch & Q@
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i
OOOOO (PCO)

OO UE &0000

OmniPGW by Omnitouch Network Services

OO

PCO (0000 0) ©O PDN 000000000 UE (OO0 0) 0000000000 UE ©
QOOOOOOOOO DNSOIMSO OO0 OO

PCO &0

IE && &> ID O& O
DNS ©&<& IPv4 ©& 0x000D <& DNS &
DNS ©&<& IPv4 ©& 0x000D <& DNS @
P-CSCF IPv4 &<& 0x000CIMS & P-CSCF &< (IMS)
IPv4 && MTU 0x0010 OO OO
NBNS ©&<& IPv4 & 0x0011 NetBIOS 00000 0@
OO
OO

# config/runtime.exs
config :pgw c,
pco: %{
# DNS 00 (&)
primary dns _server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",

# NBNS &0 (0000 ®® Windows &)
primary nbns server address: nil,
secondary nbns server address: nil,

# IMS/VOLTE & P-CSCF & (©®)
p_cscf ipv4 address list: [],

# P-CSCF &0 (@)
p cscf discovery enabled: false,
p _cscf discovery dns server: nil,



p cscf discovery timeout ms: 5000,

# IPv4 MTU && (&Q)
ipv4 link mtu size: 1400
}

PCO &©

DNS O000®
& DNS ©& DNS®
pco: %{

primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4"

}
& DNS 000@

SO & DNS & DNS
Google 8.8.8.8 8.8.4.4
Cloudflare1.1.1.1 1.0.0.1
Quad9 9.9.9.9 149.112.112.112
OpenDNS 208.67.222.222208.67.220.220
&& DNS¢©
pco: %{

primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11"

}
P-CSCF &<¢ (IMS)
&>& IMS/VOLTE &&&®
pco: %{
p cscf ipv4 address list: [
"10.0.0.50", # <& P-CSCF
"10.0.0.51" # & P-CSCF

]
}

P-CSCF (O000000000)0
e IMS SO0



* VOLTE®VoWiFi®RCS &&&
* UE 00000000 SIP

P-CSCF &00¢
&& DNS & P-CSCF &0¢

OmniPGW &&&& DNS &0 P-CSCF €& 3GPP TS 23.003 & TS 24.229
OO OOOOPGW-C &0 DNS && P-CSCF OO0 00000000

pco: %{
# OO0 P-CSCF &
p _cscf discovery enabled: true,

# ©& P-CSCF &0 DNS 000 (O00Q)
p cscf discovery dns server: {10, 179, 2, 177},

# DNS 00000 (O0)
p cscf discovery timeout ms: 5000,

# ©& P-CSCF ©& (OO DNS O000Q)
p cscf ipv4 address list: ["10.0.0.50"]

}
OOV

1. & p cscf discovery enabled: true &&PGW-C && DNS &&&&& P-CSCF
O

DNS &0 p_cscf _discovery dns_server

&& DNS 0000000 P-CSCF &0 PCO ©&& UE

& DNS 0000000000000 p_cscf _ipv4 address list

O QOO

P-CSCF ©o0@

Al

OO
1. @& FQDN && (@&0®®) - p cscf discovery fqdn & UPF @000
2. &> DNS && -p cscf discovery enabled: true &&&® PCO @&
3. ®& PCO ®®® - p cscf ipv4 address list @@ PCO 0@
4. & PCO 000 (©®)-p _cscf _ipv4 address list &> PCO &
OO
& P-CSCF 0000000000000

* DNS ©0000/000
¢ OOOO
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¢ OOOOOY
¢ OOVOOOOOOY

O QCOOOOOOOOOY
OOV
O OO OO O®

p cscf discovery enabled OO® false @@ DNS &&& P-CSCF &&
O nil DNS &&& IP 003 4 & (00
(IP) {10, 179, 2, 177})

p cscf discovery timeout ms®<& 5000 DNS SO OOOOOD

p _cscf discovery dns server

OO

& IMS &<& - P-CSCF &0 DNS 00000
SOOOOY - DNS &0 P-CSCF ©0®
SOOY - DNS 000000 P-CSCF ©00®
QOVROD - DOOOOOOOOYY P-CSCF &0¢

OO0 IMS & DNS &

pco: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",

# OO P-CSCF &

p cscf discovery enabled: true,

p cscf discovery dns server: {10, 179, 2, 177}, # IMS DNS &&<&
p _cscf discovery timeout ms: 3000,

# && P-CSCF & (&< DNS &)

p cscf ipv4 address list: [
"10.0.0.50", # OO
"10.0.0.51" # ©O®

1,

ipv4 link mtu size: 1400
}

&S P-CSCF ©00¢

P-CSCF &0 000 &® UPF 0000000000000 0O APN ©OOO® DNS ©0OO0 P-
CSCF &o&¢

# & upf selection &&&
rules: [

o
%{
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name: "IMS &&",
priority: 20,

match field: :apn,
match regex: "“ims",
upf pool: [...],

# O P-CSCF @@
p_cscf discovery fqdn: "pcscf.mnc380.mcc313.3gppnetwork.org"”

}
]

& OOOOOY P-CSCF 00000000
OO & P-CSCF 0000000

NBNS &&& (NetBIOS)

& Windows 0000

pco: %{
primary nbns server address: "10.0.0.20",
secondary nbns server address: "10.0.0.21"

}
OOV

e OOOOO® Windows &
¢ OOV
*+ && NetBIOS &0 @

& MTU &&

OOOOOOO

pco: %{
ipv4 link mtu size: 1400 # &
}

SO MTU &

MTU OO

1500 OOOOOOOOO
14000 GTP 000©
14200000
1280IPv6 ©& MTU
1360 VPN/o0&&

OOO O LTE ©<¢© 1400 ©&& GTP-U 000
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OO

Internet APN

pco: %{
primary dns server _address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
ipv4 link mtu size: 1400

}
IMS APN
pco: %{
primary dns server_address: "10.0.0.10",
secondary dns server address: "10.0.0.11",
p_cscf ipv4 address list: [
"10.0.0.50",
"10.0.0.51"
1,
ipv4 link mtu size: 1400
}
& P-CSCFE && &0 IMS &000@@<@ P-CSCF &0
&>& APN
pco: %{

primary dns server_address: "10.100.0.10",
secondary dns server address: "10.100.0.11",
primary nbns server address: "10.100.0.20",
secondary nbns server address: "10.100.0.21",
ipv4 link mtu size: 1400

PCO & GTP-C 000000

OO
OmniPGW & 00000 &0 PCO®

OO

— OO OO

— UE IP &<&: 100.64.1.42
— PCO (00000 Q)
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— DNS &&<& IPv4 &&: 8.8.8.8
— DNS &&<& IPv4 &&: 8.8.4.4
— P-CSCF IPv4 &&: 10.0.0.50
— P-CSCF IPv4 &&: 10.0.0.51

— IPv4 && MTU: 1400

UE &®
UE && PCO &¢
1. OO0OOOOOOY DNS &0

2. © P-CSCF ©<& IMS &¢©
3. @ MTU SO0

OO

OOOUE &0 DNS
OO

e UE & IP OOOOOOOO00
* DNS ©00®

OO
1. PCO OO DNS 00000000
2. ® UEIP &&&&& DNS &0
3. OO DNS &©

SOV

# OO DNS Q00000
ping 8.8.8.8

# O UE €& DNS @&
nslookup google.com 8.8.8.8

# & PCO &
grep "primary dns server address" config/runtime.exs

SOOIMS OO

OO

* VOLTE &&00&
e UE ©& "® IMS &0"



QOO

1. ©& P-CSCF &
2. P-CSCF IP o000
3. P-CSCF &o&&

OOV

# && P-CSCF &
pco: %{

p cscf ipv4 address list: ["10.0.0.50"] # QOOOQ
}

OOOMTU &
OO

¢ DOV ODOOOOOOOY
¢ OOV
¢ OOOO

OO

e MTU OO0
e MTU OO0

OOV

# OOOGETP 0 1400
pco: %{

ipv4 link mtu size: 1400
}

# OOODODOODOOOOOOY
pco: %{

ipv4 link mtu size: 1360
}

OO
DNS ©&&

1. o030 DNS &0¢

o &&&Google (8.8.8.8), Cloudflare (1.1.1.1)
o LOOOOOO DNS



2. OOOOOS DNS

° QOO
o OOOOY

3. ©& DNS &0

o && DNSSEC 0000
o && DNS &&

IMS &
1. ©&&% P-CSCF

° OB 2 OO
° OOVOOOOOOOY

2. OOOOQ

o P-CSCF &&® UE IP o0&
o && SIP &o0®

MTU &

1. 0000

o GTP-U: 36 &< (IPv4)
o IPsec: ©<& (50-100 &)

2. & LTE MTU

° &&01400 &&
° OOVOOOOOY

3. OO

o && MTU &
° SOOIV

QOO
OO

. - &&¢ runtime.exs @OOUPF &&<& PCO &&©
e UEIP &¢& -IP &0 APN &0
. - P-CSCF &0 000000000
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OO
. - PDN 00000000000
. - GTP-C &QQ@PCO 0000
. - OOOOOOO

IMS <& VoLTE

e Diameter Gx && - IMS OO OO
. - O PCO OO000000%

YaUAYLYRGIY,

OmniPGW PCO ¢&<¢ - & Omnitouch Network Services &<
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0|
P-CSCF ©00000

&® P-CSCF 9000000000

OmniPGW & Omnitouch ¢&&&&¢

fod

P-CSCF (000000000 Q) 00O ©@O® DNS SRV & IMS P-CSCF 900000000000 dd SIP OPTIONS ©000000000

®&® P-CSCF 900000000000 d P-CSCF ©0¢
DOOPOOOOOOODD DNS ©OOD 60 OO
SIP OPTIONS ®®®®®&® SIP OPTIONS ping ¢& P-CSCF ¢00000¢
° && TCPOO® TCP ©& SIP OPTIONS® @000
= UDP &&®&® TCP ®&&®&® UDP
o QOVVLPOOOOOOOOOOPY up & :down
i

Web UI
foavavavavguiviutoiodototototototodoned
Prometheus ®®&®® Prometheus ®0OOOOOOOY

&
&

2000
folol
2000

Web Ul &&
felololol

CENOOPONE

DNS ©&
2000

SOOQ
000

# config/runtime.exs

# ©® PCO ®OOO® P-CSCF & DNS 000
config :pgw c,
pco: %{
p_cscf_discovery dns_server: "10.179.2.177",
p_cscf _discovery enabled: true,
p_cscf_discovery_ timeout _ms: 5000
hH

upf_selection: %{
rules:
# IMS &® - && P-CSCF &
%{

name: "IMS &&",
priority: 20,
match_field: pn,
match_regex: "~ims",
upf_pool: [

%{remote ip_address: "10.100.2.21", remote port: 8805, weight: 80}

1,
# P-CSCF @& FQDN UPF
p_cscf _discovery fqdn: "pcscf.mnc380.mcc313.3gppnetwork.org”,
# OOOPOOOY PCO OO
pco: %{
p_cscf_ipv4 address list: ["10.101.2.100", "10.101.2.101"]
}
1
}

fclogetotolon UPF PCO ©& P-CSCF

fogosoacs

1. ©® OmniPGW
2. ©®® Web UI - P-CSCF & (https://localhost:8086/pcscf monitor)
3. COOOOOOOOOOQ IP

OO
& P-CSCF 0000
@ PCO $0000G P-CSCF 04 DNS G000

pco: %{
# & P-CSCF &0® DNS 00000 Od UE & DNS 00
cscf discovery dns server: "10.179.2.177",

[
# & P-CSCF DNS &00®

p_cscf discovery enabled: true,
#

P_

DNS SRV &0000000®
cscf_discovery_timeout ms: 5000,

# OO P-CSCF 00000000
p_cscf_ipvd4 address list: ["10.101.2.146"]

©®% P-CSCF FQDN
@& UPF 900000000000 ® P-CSCF ©¢® FQDN&

upf_selection: %{
rules: [
# IMS & - IMS ®®® P-CSCF
%{
name: "IMS &&",
match_field: :apn,
match_regex: "~ims",

upf_pool: [...],
p_cscf_discovery faqdn: "pcscf.ims.mnc380.mcc313.3gppnetwork.org",
pco: %{
p_cscf_ipv4 address_list: ["10.101.2.100"] # @&
}
i

# OO - ®OOO® P-CSCF
%{

name: "®ood",
match_field: :apn,
match_regex: "“enterprise",

upf_pool: [...],
p_cscf_discovery fqgdn: "pcscf.enterprise.example.com",
pco: %{

p_cscf _ipv4 address list: ["192.168.1.50"] # &&
+
# 00O - & P-CSCF 0000
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%{
name: "®oOOQ",
match_field: :apn,
match_regex: "“internet",
upf_pool: [...]
# & p_cscf_discovery fqdn - ©&&& PCO ©&

}
DO
SOV
1. 0000
° P-CSCF ©@® GenServer ®0¢
° UPF P-CSCF FQDN
2. FQDN ¢
o ©O®&® FQDN 00000000
° ©O®OO® FQDN ©&&® DNS SRV &
° SIP OPTIONS
n &&O® TCPOSIP/2.0/TCP & 5060 ©&
n @O TCP &&&&&& UDPOSIP/2.0/UDP & 5060 ©&&
[ Tup: :down !
° OPVIPOOVVPOVPPOVPOOVOP
3. 90OOOY 60 OO
° 00900 O® FQDN
° DNS ¢0000000000
° POOOPOOOOOD
u && TCP && SIP OPTIONS®® &5 ©&
n & TCP ®000d® UDPOOOO5 0O
1 POVOOOOOOD
° OVOOOVOY DNS 00000
DOOOOP
DNS &00®

&®@P® DNS SRV & &&&® P-CSCF 90¢

. SRV ©®®&® sip. tcp.{fqdn} ®& SRV &&

. OOOOOOOOOOOOOOD

. @OOPOP SRV OOOOOOOOOD

. POOPPOOVOOOOOOD IP OODOA/AAAA OOO
. QOOOOOOP IP 0OV

SR NIRICES

P-CSCF 0000000

QOOPOOGOO FQDN ©&® PCO ©OFQDN ¢0&

%{

name: "IMS &&",
p_cscf_discovery fqdn: "pcscf.mnc380.mcc313.3gppnetwork.org", # « ©0O&

pco: %{
p_cscf_ipv4_address_list: ["10.101.2.100", "10.101.2.101"] # « ©&
}
fogogotodod
> P-CSCF ¢¢& 00 IP fodododod
FQDN ¢&®¢® DNS ¢0000¢® & DNS &0® IP "®>&®® FQDN pcscf.example.com & P-CSCF &o"

FQDN ¢0&¢® <&¢ PCO @@ &® pco.p_cscf_ipv4 address list ®&& [P"®O® FQDN && P-CSCF IPOOOOOOOO"
FQDN ©&®0® &% PCO ©& @@ pco.p_cscf_ipv4_address_list @0 I[POOOS

Relodogodod @@ PCO @& @& pco.p_cscf_ipv4_address_list ¢ IPOOOOOD
@@ FQDN &0 PCO 90000 000000000000 IP fogodododododod ]
fogogododod

IMS QOOVOOOVOY

1. ©09000® FQDNO |
v & "pcscf.mnc380.mcc313..." |

\

v

2. POVOOOVOOOY IPs ‘
Monitor.get_ips(fqdn)
6

-

v v
I 0 1] 9o/e |
{:0k, ips} } \ {:error, reason}
| !

v v
l 0 DNS IPs | | ©00® PCO |

[©® DNS] \‘ \J@@@@J |

]

v

@ PCO 00000 |
& UE |

OO

&& 1ODNS 000D &

>
p_cscf_discovery fqdn: "pcscf.ims.example.com"
pco.p_cscf_ipv4 address_list: ["10.101.2.100"]

DNS ©&<¢ [10.101.2.150, 10.101.2.151]
UE ©®<¢ [10.101.2.150, 10.101.2.151] « &<& DNS
QOOD DNS OO OD PCO OO

& 20DNS 9000000 A

>
p_cscf discovery fqdn: "pcscf.ims.example.com"
pco.p_cscf_ipv4_address_list: ["10.101.2.100"]

DNS ©®®®®® :no_naptr_records

UE ©&<¢ [10.101.2.100] « ©&&® PCO

OO DNS OO0

& 300>% FQDN

>0
# @ p_cscf_discovery fqdn
pco.p_cscf_ipv4_address_list: ["192.168.1.50"]

UE ©®<¢ [192.168.1.50] « ©&&® PCO



SOOOOY DNS &
DOOPOOOOOD

1. DNS
2. DNS

3.
4. QPOOVPOOOOOOOYD
VPPV OOOOOPOP FQDN &&& PCO®

# /7 QOO0
%{
p_cscf_discovery fgdn: "pcscf.ims.example.com", # ©&&
pco: %{
p_cscf _ipv4 address list: ["10.101.2.100"] # 0@

# 4 QOOOVOOVOOOY PLOO

p_cscf_discovery fqgdn: "pcscf.ims.example.com"
# 000000
}

# 7 QOOOOOOY DNS O0@
%{
pco: %{
p_cscf_ipv4 address list: ["192.168.1.50"]

Web UI &&
P-CSCF 0000
QOOOOP https://localhost:8086/pcscf_monitor
fodoacd
. 0000

» @9®® FQDN ©&

° &®®&S FQDN ©&

o VPOV

° ®&&® P-CSCF IP &

« FQDN ¢

° ©09>® FQDN
© DOVODY GOV X OV & O
QO IP OO
DO [P QOOOPOOOPPOOOOOOOD
DOOOVOR
° && FQDN ¢00000%
0 QOPPOVOPOOOPOOOD
u [P OO0
n $OOPOP DNS SRV 0@
B POVOOOODY OO [ X 0OOD

. 000

o POOP VVOOOOPOOOD FQDN
> ©® FQDN ¢000000>dd FQDN
o OVOOOVPY 5 O

R Rt gototot

> & FQDNs®®&&00d»® FQDN ©&

° OOOVPOP DNS &0 & FQDN

° ©&& DNS $600&&& FQDN

¢ & P-CSCF 90990909 FQDN 0009900000

o v ©OOSIP OPTIONS SIP OPTIONS

o X P OPTIONS SIP OPTIONS ©&&&
> DNS ®00&&® DNS 00000 ®

> P OPTIONS 0s®5s &

PGW-C

Resources

Configuration P-CSCF Discovery Monitor

Topology

UE Search

FQDN STATUS
PGW RESOLVED ADDRESS LAST UPDATED
Sessions

Session pesctmnd] lgppnetwork.org

History
IP Pools
Diameter

PFCP
Sessions

UPF Status
UPF Selection

P-CSCF
Monitor

Gy Simulator

Logs

60s (5s timeout)

DNS P-CSCF SIP OPTIONS®
UPF 000000
UPF ©®&& (/upf_selection) ®&@@&®® P-CSCF ©000
@ IMS ©& (©0® 20)

SOOAPN && ~ims
@®UPF-IMS-Primary (10.100.2.21:8805)

SERVERS
ACTIONS

RESPONDING

1/ 2 Healthy

< Refresh All




& P-CSCF 0®
FQDN: pcscf.mnc380.mcc313.3gppnetwork.org
Dd: v OO (2 & IP)
®®® IPs: 10.101.2.160, 10.101.2.101

® PCO ©¢
< DNS: 10.103.2.195
P-CSCFOO000®910.101.2.100, 10.101.2.101

QOO
Prometheus &

P-CSCF Pr 420690%
OO

# FQDN ©000¢

pcscf_fgdns_total # ©&& FQDN &&
pcscf_fqdns_resolved # ©OOO® FQDNODNS ©@&
pcscf_fqdns_failed # ©®& FQDN ®OODNS &0
Ealodotodododododododododod

pcscf _servers total # ©& DNS SRV ©&®& P-CSCF ©000®
pcscf_servers_healthy # @& SIP OPTIONS ©@000000
pcscf_servers_unhealthy # ©O® SIP OPTIONS &Q000000Y

# OOOOOOOOOD FQIDN 000
pcscf_servers_healthy{fqdn= o
pcscf_servers_unhealthy{fqdn=

# @@ FQDN 000000
# ©& FQDN 0000000

fogogodododonod

+ healthy: ®®®®& SIP OPTIONS ping®TCP ¢ UDP&

+ unhealthy: SIP OPTIO! 55 ©OQ
fogoacacs
DNS 00000

# OO FQDN
pcscf _fqdns_resolved

# ©® DNS &0
(pcscf_fqdns_resolved / pcscf fqdns total) * 100

# 000000
pcscf_servers_total

SIP OPTIONS ¢000®

# ©® FQDN 000000000
pcscf_servers_healthy

# COOVOOOOY
pcscf_servers_unhealthy

# COOVOOOOP
(pcscf_servers_healthy / pcscf_servers total) * 100

# OO FQDN 000000
pcscf_servers_healthy{fqdn="pcscf.mnc380.mcc313.3gppnetwork.org"}

EaRoZotododododododododod
pcscf servers healthy == 0 AND pcscf servers total > 0
& Prometheus &&&
# P-CSCF @
ALLPCSCFServersDown
: pcscf_servers_healthy == @ AND pcscf_servers_total > 0

for: 5m
labels:

severity: critical
annotations:

summary: "&& P-CSCF 000000

description: "{{ $value }} ®®®®® (0) - & SIP OPTIONS OO "

50% &
MajorityPCSCFServersDown
(pcscf_servers_healthy / pcscf_servers total) < 0.5
for: 5m
labels:
severity: warning
annotations:
summary: "®&® P-CSCF 0000OO"
description: "®& {{ $value }}% ©&®®®® SIP OPTIONS"

3
S}
=
&

PCSCFDNSResolutionFailed
expr: pcscf _fqdns failed > @
for: 5m
labels:
severity: warning
annotations:
summary: "P-CSCF DNS &&00"
description: "{{ $value }} & FQDN &¢&>&&"

fogosoacs
DOOOOOOOOY

[info] P-CSCF ©0000®

[info] ©®® 2 ©®®® P-CSCF FQDN ©&&®: ["pcscf.ims.example.com", "pcscf.enterprise.example.com"]
[info] P-CSCF ©®®®®® FQDN pcscf.ims.example.com

[debug] P-CSCF ©@&&®¢® pcscf.ims.example.com &&& 2 & IP

[warning] P-CSCF ©&&®®®® pcscf.enterprise.example.com: :nxdomain

[debug] ®®®¢® FQDN pcscf.ims.example.com & P-CSCF ©&: [{10, 101, 2, 100}, {10, 101, 2, 101}]

DO

DOV GOVOOD VVVVVVOOD

& 1 OODNS OO0

p_cscf discovery fqdn: "pcscf.ims.example.com"
+ OOOOY DNS 00000 IP
OOV OOQ IP
s DOVVVVPVOVPOOOY

D 2 QOOOOOOD PCOVOOD

pco: %{

p_cscf _ipv4 address list: ["10.101.2.100", "10.101.2.101"]

+ & DNS 0000 POOD [POOOD
. OOOOOOOOO
* POPPVOPOVOOOOOD



@ 3 000D PCO 00000000

# 0 PCO 0
pco: %{
p_cscf_ipvd4 address list: ["10.101.2.146"]

. DNS
+ ®®P® P-CSCF &
* DOPPVOOPOOOOOOD

DOOOOO

OO "IMS OO" OO

1. ©® DNS ®® "pcscf.ims.example.com"
&® - & [10.101.2.100, 10.101.2.101] v
OO - OOOOP

2. 9000 PCO ©@
@09 - ©& [10.101.2.100, 10.101.2.101] v
VOO » VOOOD

3. 9000 PCO 0O
L ©¢ [10.101.2.146] v (®0®®)

DNS &&

DNS 00000

& DNS $0000d SRV & A/AAAA GHOG P-CSCF 000
; P-CSCF @ SRV ©®&_sip._tcp 00000000

| ip.itcp.pcscf.mnc3§0.mcc313.3gppnetwork.org. IN SRV 10 50 5060 pcscfl.example.com.
_sip._tcp.pcscf.mnc380.mcc313.3gppnetwork.org. IN SRV 20 50 5060 pcscf2.example.com.

i A OO

pcscfl.example.com. IN A 10.101.2.100

pcscf2.example.com. IN A 16.101.2.101

@OOOmMNiPGW ¢ 000 &®® FQDN @& _sip._tcp.®0@®®® p_cscf_discovery faqdn: "pcscf.mnc380.mcc313.3gppnetwork.org"®®o®®® _sip._tcp.pcscf.mnc386.mcc313.3gppnetwork.orgd
SRV &000®

SRV 000000000

service. proto.domain. IN SRV priority weight port target.

DOOOOOOOOOOOOOOOD10 & 20 ¥V

SOOSIP &O@ TCP © 50600UDP & 5060¢
DOOOOOD IP OO0

&& DNS &

# ©® SRV ©000® _sip._tcp 00O
dig SRV _sip. tcp.pcscf.mnc380.mcc313.3gppnetwork.org @10.179.2.177

# 00000
# _sip. tcp.pcscf.mnc380.mcc313.3gppnetwork.org. 300 IN SRV 10 50 5060 pcscfl.example.com.

# & P-CSCF 000000 IP
dig A pcscfl.example.com @10.179.2.177

# 00000
# pcscfl.example.com. 300 IN A 10.101.2.100

DOO®
QOOFQDN 9000”00
000

* Web Ul 0@ X 000®
+ ©®® :nxdomain®:timeout & :no_naptr_records

VOO

. DNS 00000

. FQDN & DNS ¢&&&
. &% NAPTR 0@

. DNS ¢000®

SIS

VOO0

# 1. 9 DNS 000G
ping 10.179.2.177

# 2. ©©®& NAPTR &&
dig NAPTR pcscf.mnc380.mcc313.3gppnetwork.org @10.179.2.177

# 3. ©® OmniPGW &&
grep "P-CSCF" /var/log/pgw_c.log

#4. 0000
grep "p_cscf_discovery dns_server" config/runtime.exs

#5. O Web UI 00000
# ©OOP FQDN 000" 00"0d

OOV IP
foiond

* Web UI ©&“0 IPs”
* DOVOD /OO O X OO

OO
1. NAPTR &®®®@000®® FQDN ©0&&
2. QOOOOOY IMS/SIP ©&
3. ©& A/AAAA ©&

OO

# ©O NAPTR 90000 d
dig NAPTR pcscf.example.com @10.179.2.177

# 900000 "SIP" & "IMS":
# & "SIP+D2U", "x-3gpp-ims:sip"
# 0O "HTTP", "FTP"

# OO A/AAAA QOO
dig pcscfl.example.com A @10.179.2.177

DOOOOOOOOY P-CSCF
000

+ UE ©®®&®®® P-CSCF &
* OVOOOVOOOVOR TP

OO



1. DNS 9000000000000
2. Q000D
3. FQDN ©&¢

QOO

# 1. @@ P-CSCF 000
# & FQDN 0000000

#2. Q0000Q
grep "®®&® FQDN ¢ P-CSCF &&" /var/log/pgw_c.log

# 3. &0 UPF 0000
# COOOOPOOOPD FQDN &0&

# 4. 00000
# OOOD APN OOOOOPOOOOOD

OO DNS 000
foiond

00000
+ ®®®®® pcscf_discovery query duration_seconds

OO

1. DNS 0000000
2. © DNS 9000000¢
3. 90OOOY

DOV

# OO0
pco: %{
p_cscf_discovery timeout ms: 2000 # & 5000ms &&

# OOOOOODD DNS &0
pco: %{
p_cscf_discovery dns_server: "10.0.0.10" # ©& DNS

(ogdodod
1. DNS 60000
®®0% DNS 600

pco: %{
# & DNS && P-CSCF ©&&® UE DNS &0
p_cscf_discovery dns_server: "10.179.2.177",

# UE DNS 000000000000
primary_dns_server address: "8.8.8.8",
secondary_dns_server_address: "8.8.4.4"

}
OO

+ ®©0OOOUE DNS ©&® IMS DNS
. VOOV OOOOOD
* OVOOOVOOY

2. OVOOOOP

%{
p_cscf_discovery fgdn: "pcscf.ims.example.com", # &&
pco:
p_cscf_ipv4_address list: ["10.101.2.100"] # &00O®

}
OO

* POPOOOP DNS 9000 OD
. OV0Q
* & SLA ©®

3. 900V FQDN
rules: [

%{
name: "IMS",
match_regex: "~ims",
p_cscf_discovery fgdn: "pcscf.ims.mnc380.mcc313.3gppnetwork.org”

+

# OO
%{
name: "®&",
match_regex: "“enterprise”,
p_cscf_discovery_fqdn: "pcscf.enterprise.example.com"
}
1

OO

* QOOOOOOOOOY P-CSCF @
OOV
RS2ttt

4. & DNS 000

# & P-CSCF 00000000
alert: HighPCSCFQueryLatency
expr: histogram_quantile(0.95, pcscf_discovery_query duration_seconds_bucket) > 2
for: 5m
labels:
severity: warning
annotations:
summary: "P-CSCF DNS ©&&® (p95 > 2s)"

5. 0> DNS 000 ®

* Web UI®®®®® P-CSCF ©00&
+ ©®®@® pcscf monitor fqdns failed @&
+ ©OOO® DNS 0@

* QOOOOOY DNS 00000

6. QOVVOOY

# COVVPOVOOOY
pco: %{
p_cscf _discovery timeout ms: 5000 # 5 &

# COVVPOVOOOVOY
pco: %{
p_cscf_discovery timeout ms: 2000 # 2 &



7. @& DNS &
©»&® DNS ®& DNS&
# & P-CSCF DNS

pcscf.mnc386.mcc313. 3gppnetwork.org. IN NAPTR 10 50 "s* “SIP+D2U" " _sip. udp.pcscfl.example.com.
# & P-CSCF DNS

pcscf.mnc386.mcc313. 3gppnetwork.org. IN NAPTR 20 50 "s* “SIP+D2U" " _sip. udp.pcscf2.example.com.
DOOY

PCO €& - 900> OODNS & P-CSCF &&
200 - OO OmniPGW &0O&

DO - POOVOOOOOOOD

OO - HOPPHOP PCO &

PECP ©¢ - 90000000

20000

OmniPGW P-CSCF ¢¢ - ¢ Omnitouch ¢0¢ @@€0


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pco-configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/monitoring
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/session-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pfcp-interface
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/README.md

i
PFCP/Sxb &&&&

DOOOOOOOY - PGW-C & PGW-U &&

%
©

&> DNS & UPEF &&
NeDb - P P &&

mPoLINoORWNE

= =

OO

Sxb OOOOMPFCPOOOOOOOOOOOM OO PGW-COOOOOOD PGW-USOOOOOOOOO0O
QOO

e SOOOOPGW-CO - OOOOODODOOOOO0
e OOOOOPGW-USD - OQOOO000000000

PFCP &&

OO0

PFCP &&
PGW-C ©& PFCP & 1&3GPP TS 29.2440¢
OO

e & UDP

e OOOOY 8805

e OOV OO PFCP 000000000
& ID &@
PFCP 0000000 ID OO0 000

e IPv4 OO - OO0
* IPv6 &&



* FQDNOOOOOOOO

PEFCP &&0©

SOOOPPOOOODDD PGW-C & PGW-U &4 PFCP 900
OO

OOOOOO

&& PFCP 00000000

O O
is associated OOOOOOOOOC
remote node id OO IDOIP & FQDN&
remote ip address OO IP O
remote port UDP &0 8805
heartbeat period ms QOO
missed heartbeats consecutive®@OOOO&
up_function features OOOOOOOOY
up recovery time stamp QOORRRORORR

OO
OOV DOOOOOOOOOOOOY

OO
# & config/runtime.exs <&
sxb: %{
local ip address: "10.0.0.20"
}

upf selection: %{
fallback pool: [
%{remote ip address: "10.0.0.21", remote port: 8805, weight: 100}
]

}
# OO UPF OOOQ0000OO0 5 @

OO
¢ OOOOOOOOMissed heartbeats consecutive && 1

¢ DOODOODOY 3 OOV
¢ DOV

PEFCP &&00@

PFCP &&&&<® UE PDN 00000000 O0QOOOOOO0



QOO
OO

&&® UE ©000<® PDN ©©

PGW-C &&& PGW-U®

OOV OO0

SEIDOOOOQ IDO - Q000000

& ID - PGW-C &< ID

F-SEID - &&&&<® SEIDO®® IP + SEID®
PDRS - QOOOOOO0OD 2000 + OO0
FARS - QOO0 OO0 2000 + OO
QERSs - Q0S OO0

BAR - OO0 0O0OOOQ

PGW-U &&©

OOV OO0

OO - OOV

F-SEID - PGW-U 00000

OO PDRs - QOO0
F-TEID - S5/S8 &0 &0 TEID

OO

SOQ QoS SOV OOOOOOOOOY

QOO

&> PDRs®FARs®QERs
OO
OO

OO

& UE &< PDN 00000

OO

1.
2.
3.

PGW-C 0000000000 SEID
PGW-U OO0 0000000
PGW-U 00000000

OO

PFCP 0000000000000 00000



OO

PDROOOOOOOOS
QOO OOODODOOOOOO
& PGW-C &0

PDR #1 - &0

PDR ID: 1
OO 100
PDICOOOOOOOOQ
- OOQ: COREQDOOOQ
- UE IP &<¢: 100.64.1.42/32
FAR ID: 1000000000

PDR #2 - o0&

PDR ID: 2
OO 100
PDIOOOOOOOOOO
- OO&: ACCESSOSGW &
- F-TEID: <S5/S8 ©&&o&>
FAR ID: 2000000000
QER ID: 1&QoS &<

&& PDR &&&

PDR ID - OOQ0000OO00000
SOV - COOOOOOOOOOOOQ
PDI - SO0 OOOQIPOTEID O
SOVOOY - OOV GTP-U &
FAR ID - 000000

QER ID - &< QoS 000000

FAROOOOOOOO
QOQ DOV DOOOOOY
FAR #1 - 00000 » UESS®

FAR ID: 1
QOO OO
OO
- OOOQ: ACCESSO® SGW®
- OO0 GTP-U/UDP/IPV4
- & F-TEID: <SGW S5/S8 &&o&&>

FAR #2 - OQOQUE - OO0

FAR ID: 2
OO OO
SHHOD
- &O®G: COREQOOOOD
- DOORD - & IP OWBS



&& FAR &0@

* FARID - 000000

¢ DOVY - DOVOVOOOOOC

¢ OOOOO
o OOOOOACCESS/CORE®
° QOOOOOOOY GTP-U &0
o OOOOOVRE/OOOO

QER®Qo0S 00000

OOV QOVOOOROY QoS OVVQER @O0 OOOOOODODODODODODOODOOOOOOOROD
Diameter Gy €&

& QER®

QER ID: 1
SRR @
SOV
- ®&®: 100 Mbps
- &&: 50 Mbps
QOOOD 1 OOOOROROROY GBR OO
- &&: 10 Mbps
- ®&: 10 Mbps

&& QER 00O

QER ID - 000000

OOV - OOODODODOOOO
MBR - Q0000000 /OOO
GBR - OO0 O0O0O0O0
QCI - Q0S COVOVOOOOQ

BAROOOOOOO®

SO & UE 00000000000
&& BAR®

BAR ID: 1

SOV VOO 100ms
SOOOVOOOR: 10

SO OOOO DRXOOOOOOOOQ

Q@
&® Sxb ©®

&® config/runtime.exs®

config :pgw c,
sxb: %{
# PFCP 0000 IP &


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gy

local ip address: "10.0.0.20",

# OO 880O5®
local port: 8805
I

# UPF ©& - OO0 UPF &O0Q
upf selection: %{
fallback pool: [
%{
# PGW-U IP @<
remote ip address: "10.0.0.21",

# PFCP &&000®8805¢
remote port: 8805,

# OOOOOORL00 = OV0 = OO
weight: 100
}
]
}

OO PGW-U &

OOOOOOOOROR

config :pgw c,
sxb: %{

local ip address: "10.0.0.20"
b

upf selection: %{
fallback pool: [

%{remote ip address: "10.0.1.21",
%{remote ip address: "10.0.2.21",
]
¥
# OO UPF O00O000000 5 &

UPF &0
PGW-C ©& && UPF O0OO0OO0OO0000
1. COOOODOOODOD - OOV

remote port: 8805, weight: 50},

remote port: 8805, weight: 50}

2. ©O DNS OO00O00O0Y - &O DNS NAPTR Q00000000
3. OOV OOODOOY - OOV OOY UPF ©

& UPF ©00@

config :pgw c,
# PFCP ©¢@
sxb: %{
local ip address: "10.0.0.20"
}I

# 50% &

# 50% &



# UPF Q00000000 UPF &0
upf selection: %{

#
# OO DNS OOOOOOOOOOQ

#

# OOOOOOOOOULI® O DNS
# OOOOOOOOOOY UPF &
dns enabled: false,

dns query priority: [:ecgi, :tai, :rai, :sai, :cgil,

dns suffix: "epc.3gppnetwork.org",
dns timeout ms: 5000,

#
# OOOOOOOOOOOOO0

#

# OOOODOOOOORO
# OOOOOOOOOY® UPF ©
rules: [
# OO 1QIMS & - OO
%{
name: "IMS &&",
priority: 20,
match field: :apn,
match regex: "“~ims",
upf pool: [

%s{remote ip address: "10.100.2.21", remote port: 8805, weight:
%s{remote ip address: "10.100.2.22", remote port: 8805, weight:

1,
# OO0 PCO O

pco: %{
p cscf ipv4 address list: ["10.101.2.100",
}'}
o# OO 200 APN - OO0
6{name: "OOOR",

priority: 15,

match field: :apn,

match regex: ""~(enterprise|corporate)\.apn",
upf pool: [

%{remote ip address: "10.100.3.21", remote port: 8805, weight:

Iy
pco: %{

primary dns server address: "192.168.1.10",

“10.101.2.101"]

secondary dns server address: "192.168.1.11",

ipv4 link mtu size: 1500

}
b
# OO 300D - OOOR®
{

name: "o OO",

priority: 10,
match field: :serving network plmn id,
match regex: "7(310|311|312|313)", # OO

80},
20}

100}



upf pool: [
%{remote ip address: "10.100.4.21", remote port: 8805, weight: 100}
]
}

# OO 4OOOOOD - OO
%{
name: "&OOOOO",
priority: 5,
match field: :apn,
match regex: "“internet",
upf pool: [
%s{remote ip address: "10.100.1.21", remote port: 8805, weight: 33},
%{remote ip address: "10.100.1.22", remote port: 8805, weight: 33},
%s{remote ip address: "10.100.1.23", remote port: 8805, weight: 34}

}
]I

#
#@@@@@@@@@@
# I e I S —— —— —
#@@@@@@@@[WS@@@@@@@@@@@
fallback pool: [

%{remote ip address: "127.0.0.21", remote port: 8805, weight: 100}

]

}
SO
OO O OO
rimsi QOO "310260123456789"
rapn QOO "internet"®"ims"
:serving network plmn id &&&<® PLMNOMCC+MNC® "310260" 000000
:Sgw_1ip address SGW IP 00000000 @ "10.0.1.50"
ruli tai plmn_id &>&>&<® PLMN ID "310260"
ruli ecgi plmn_id E-UTRAN &<® PLMN ID "310260"

UPF &O000Q

QOOOOOOOOD UPF OOOOOOOO0O0

upf pool: [
%s{remote ip address: "10.100.1.21", remote port: 8805, weight: 50},
%s{remote ip address: "10.100.1.22", remote port: 8805, weight: 30},
%s{remote ip address: "10.100.1.23", remote port: 8805, weight: 20}

]
QODODOOOO

1. 00050 + 30 + 20 =100
2. ©000020.0 © 100.0
3. OOOOOOOOOY UPF®
° 0-500UPF-1©50% &&&
° 50-80&UPF-2¢30% &&<©



° 80-100&UPF-3020% &0
OO

¢ OOV OOOOOOO33933034¢
¢ O[OD VOOV VBOVVOOOOOO209®
e OO OO UPF 00000

PCO &&
QOO PCODOOOOOOOOQ

%q{
name: "IMS &&",
match field: :apn,
match regex: "~ims",
upf pool: [...1],
pco: %{
# OOOOOOQ
p cscf ipv4 address list: ["10.101.2.100",
# OOOOOOD PCO 000000
}
}

& PCO 00000

primary dns server address
secondary dns server address
primary nbns server_address
secondary nbns server address
p _cscf ipv4 address list

ipv4 link mtu size

&& DNS &0

SOOOPGW-C OO0 000 0O0& DNS NAPTR ©&&

upf selection: %{
dns_enabled: true,

dns query priority: [:ecgi, :tai, :rai, :sai,

dns suffix: "epc.3gppnetwork.org",
dns_timeout ms: 5000
}

SOOOO

ECGI®E-UTRAN 00000000 - OO
TAIOOO OO OOOD - OO

RAIOO QOO OO - 3G/2G &
SAIOOOOOOOOY - 3G OOV
CGIOOOOOOO0R - 2G &

O whe

&>& DNS 0@
# OO ECGI &0

“10.101.2.101"],

rcgi],

eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org



# & TAI 0@
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org

DNS 00000

1. OOOOOOOOOOOOOO ECGIOO OO TAI &

2. OO DNS 00000000 OOOODODODOOOOOO
3. & UPF

4. ©OOO DNS &&& DNS 0000000000

QOOOOOOOOY & DNS & UPF ©0&

&& DNS & UPF &&

O

&& DNS ¢ UPF &&&&&<® DNS NAPTR 0000000 UE 000000000 OOOULIOOOOOOO
OO

3GPP &&<& TS 23.003 - UPF &&<& DNS &¢&
OO

OO0 UPF
OOVOOOOOOOOC

OOOOOOOOOO
SOOOOOOY UPF OO0

OO0
O®

config :pgw c,
upf selection: %{
# OOOO DNS 0@
dns _enabled: true,

# OOOOOOOOOY ECGIOOROQ TAIOOO® RAI &
dns query priority: [:ecgi, :tai, :rai, :sai, :cgil,

# O DNS &
dns suffix: "epc.3gppnetwork.org",

# DNS 0@
dns_timeout ms: 5000,

# OOOOOOOOY DNS
rules: [...],

# && DNS 00000
fallback pool: [...]



DNS &00¢

DNS 000000 GTP-C 000000000 OULIOOO®
1. ECGI®OE-UTRAN OO0

QQQ - LTE ©000@

OO
eci-<HEX-ECI>.ecgi.epc.mnc<MNC>.mcc<MCC>.<dns suffix>
OO

# && ID: Ox1A2B3C®1,715,004 &0

# PLMN: MCC=999, MNC=999
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org

OOOOO LTEQLAGO O
2. TAIOOO OO OO

DOV - QOOOOOOVOOOY

OO
tac-lb<LB>.tac-hb<HB>.tac.epc.mnc<MNC>.mcc<MCC>.<dns suffix>
OO

# TAC: 0x00642100 OO

# OO®: 0x64, S Ox00
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org

QOO LTEQLAGOOOOO
3. RAIOOOOOOOOO

3G/2G SO

OO
rac<RAC>.lac-1b<LB>.lac-hb<HB>.lac.rai.mnc<MNC>.mcc<MCC>.<dns suffix>
OO

# RAC: OX0A®10 OO

# LAC: 0x123424660 00O
racOa.lac-1b34.lac-hbl2.lac.rai.mnc999.mcc999.epc.3gppnetwork.org

OOOO® 3G/2G UMTS/GPRS &&
4. SAIOOOOOOOOO

3G O0O¢



OO

sac<SAC>.lac- lb<LB>.lac-hb<HB>.lac.sai.mnc<MNC>.mcc<MCC>.<dns suffix>
OO

# SAC: 0x0001

# LAC: 0x1234
sac0001.lac-1b34.1lac-hbl2.1lac.sai.mnc999.mcc999.epc.3gppnetwork.org

SO 3G UMTS 0000
5. CGIOOOOOOOOQ

2G 00

OO
ci<CI>.lac-1lb<LB>.lac-hb<HB>.lac.cgi.mnc<MNC>.mcc<MCC>.<dns suffix>
OO

# CI: 0x5678

# LAC: 0x1234
ci5678.lac-1b34.lac-hbl2.lac.cgi.mnc999.mcc999.epc.3gppnetwork.org

SOOOY 2G GSM &

DNS ©o&&

NAPTR &0

DNS && NAPTR ©&&&<& UPF IP &&@

eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org.
IN NAPTR 10 50 "a" "x-3gpp-upf:x-s5-gtp:x-s8-gtp" ""

upfl.epc.mnc999.mcc999.3gppnetwork.org.

upfl.epc.mnc999.mcc999.3gppnetwork.org.
IN A 10.100.1.21

PGW-C &&&

1. ©& NAPTR &&&&<@ UPF IP ©&

2. © DNS 00000000000

3. COOOOOOOOOOOOOOOODOOOOOY
OO
DNS &<¢®: [10.100.1.21, 10.100.5.99]

O 10.100.1.210Q000000@
O OO upf selection S O OO



OOV
O
1. OO0

SO OOOOOOOOOY UPF
DNS &&¢®

# OOOOQ
eci-aaa.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org » UPF-&&& (10.1.1.21)

# OO0
eci-bbb.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF-&<& (10.2.1.21)

# OO
eci-ccc.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org » UPF-&&<® (10.3.1.21)

SOV OOOOOOOOOO UPFOOOOOOOQ
2. OO0

SO OOOOOOY MECOOOOOOOOOUPF
DNS &&®

# OOOOOOOOOY UPF
eci-*.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org -» &&&& UPF

QOO OOV
3. OO

SOO OOOOOOOOUPF OO0
SO & DNS 0000000 PGW-C ©©

SOOO DNS &
DNS &0

OO

e &&OG“DNS UPF &&&& ¢ nxdomain”
¢ OO

OO
1. DNS &Q000000®
2. DNS ©000000 ID
3. GTP-C &0 ULI

QOO



# OOO® DNS &

dig eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org NAPTR

# && PGW-C &0 DNS &
grep "DNS UPF &&: &&" /var/log/pgw_c.log

# OOOOOO® ULI
# OOOOOOOQ "uli" &

DNS &&&<® UPF

OO

DNS ¢ ®¢® upf selection &&&<® UPF
SOOVOOOOOY

&& PFCP 00000000 UPF 000

&& PFCP 000000000000

OO

DNS &<&: [10.99.1.50]
upf selection: [10.100.1.21, 10.100.1.22]

Q& &Y 10.99.1.50
- & PFCP &00¢
- OOOOOOOOY
- OOODOOOORORR
SOVOVOR
1. © upf _selection @OOOOOOOOOD

upf selection: %{
fallback pool: [

%s{remote ip address: "10.99.1.50", remote port:

]
}

2. ©& DNS ©000&&® UPF IP
3. COOOOOOOOOO MEC/OQ0OOC

OO0

OO

e OOO“DNS UPF 0000000”
¢ DOOOOOOQ

OO
upf selection: %{

dns_timeout ms: 10000 # SOORY> 10 &
}

8805, weight: 100}



&>& DNS &
OO

# DNS 000
rate(upf selection dns success total[5m]) /
rate(upf selection dns attempts total[5m])

# DNS OO0
histogram quantile(0.95, rate(upf selection dns duration seconds bucket[5m]))

# OOROOOROOR DNS &
rate(upf selection fallback used total[5m])

OO
[debug] DNS UPF &<&: &<& eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org

[debug] DNS UPF &&: & DNS && 2 &&&
[info] DNS UPF &&: &¢ 10.100.1.21

OO
SOOOOODD
POV
OOV

OO
OO

1. OO0

OO

e SOOOOPFCP 00000 0”
¢ DOV

SO0

PGW-U 00000000

PGW-U &&&

SO UDP &< 8805

SO remote ip address @@

SOOOO

# OO
ping <pgw u ip address>

# OO UDP &<©



NnCc -u -v <pgw u ip address> 8805

# OO
iptables -L -n | grep 8805

2. OOOQ

OO

¢ SORIOOOOOORT”
¢ OOV

DO
¢ DODOOOOOROR
« PGW-U ©© 0@
¢ DODOOORR
QOO
# OOOOOOOOOO 5
# OOOOOOOODDOOOOOOOOC
# lib/core/pfcp node/impl/peer.ex - function is peer healthy?/1

# ©OOstate.missed heartbeats consecutive < 3
# &O&state.missed heartbeats consecutive < 50000

3. QOO0

OO

¢ DOV
* OOQ“PFCP ©000000”

OO
¢ OOOOY PGW-U &0 &
* PGW-U ¢
¢ DOV R
OO
1. OOOOOOOOOOY is associated = true

2. OO PGW-U 000000
3. ©& SEID ©0&¢

4. && SEID ©¢©

OO
¢ SOV OOOOOOOV”
OO

* SEID 0000000
* PGW-U ©&& PGW-C ©&



SO0

e OOOY PFCP 0000000000000
* PGW-C &0 PGW-U OO0

&& PFCP &&
SOVOOOOOR

# PFCP 0000000
pfcp peer associated{peer="PGW-U Primary"} 1

# ©& PFCP &&
seid registry count 150

# PFCP ©00®
rate(sxb inbound messages total[5m])

# PFCP &®
rate(sxb_inbound errors total[5m])

# OO0
pfcp consecutive heartbeat failures{peer="PGW-U Primary"} 0

SO

# OO0
- alert: PFCPAssociationDown
expr: pfcp peer associated ==
for: 1m
annotations:
summary: "PFCP &&<& {{ $labels.peer }} &&&"

# OOOOOOOOO0Y
- alert: PFCPSessionEstablishmentFailureHigh

expr:
rate(sxb_inbound errors total{message type="session establishment response"}[5m])
> 0.1

for: 5m

annotations:

summary: "PFCP &Q0000000"

Web UI - PFCP &¢©

OmniPGW &&&& Web Ul @000 &&&&@ PFCP/Sxb &&&
UPF/PFCP 0000000

OO http://<omnipgw-ip>:<web-port>/upf status
SOOD OOV OOOOY PGW-U ©&&& PFCP ©00®

OO



1. OO0

e OO - OO PFCP OO0
e DOVOD - OOV OOOOOC
e O 200000

2. SOVODOOD OOOOOOY PGW-U €000

SOVOD - COVOOOOOY

IP && - && PGW-U IP

OOV - DOVOOOOOOOOOOY
& ID - PFCP 0000 ®

QOVVD - POVOOYOOOOR
OOV - DOV

SOVOVD - DOV

UP &0 - PGW-U 00000

3. SODOOODD OOV OY

OOV
UP 000000
OO

OOV

PFCP o000

&&® http://<omnipgw-ip>:<web-port>/pfcp sessions
&Y && OmniPGW & PGW-U &&&&<&@ PFCP ©&

OO

1. QOO0

* OO PFCP 00000
¢ OO

2. OOOO OOV PFCP &0 @

SOV - OOV

OO ID - QOO
IMSI - SO0 O0OOOO0
OO - QOO

3. SOOOOOD COOOOOOO
* OO PFCP 0000@
* PDRS®FARS®QERS®BARSOOO OO

* F-SEIDSOOOOO0OO0
* PGW-U 00000

OO

&& PFCP 00000
1. && UPF &00&



L OO
L OO0 Y = 0
L OOV
- OO0 IP OO0
- OO0
- OOOOOOUDP 8805¢

S WN

OOV

. OOOOOHHGO O

. OO PGW QOO0 - OO0

. OO PFCP &0 - PFCP OO0 00Q

. OO PFCP 00
- OO UPF OO - OO0 00
- OOOOOY PFCP &©

5. && PFCP &000&

- ©& PDRS/FARs &0

- QOOOOOOOPGW-U OO0

A WN B

SOOOOOOOO

. OOOO PGW-U 000

. OO PFCP &00Q

. OODOODOOOOOY

L OODOODOOOOOOOOOO

A WN R

SOOOOOOO

OO UPF 0000
OOIOOOTOOOOOY
OOOOOOOOOOOOOOOOOOOOOC
OO Web Ul 00000000

SOO

QOO - OOOOOOY SSH

SOVD - DOVOOOO/OOO

SOVOOODOD - POVOOOOOOOOO
SOV - &Y PDRs/FARS/QERs &
SOVD - DOV

OOO®
G

. - UPF 0000000 OPFCP ©©
. - PDN 00000000000
. - 0% QoS OOOQER ©©

OO
. - && PFCP QoS ©&<& PCC ©&

. - & URR OO0 000000
. - & PFCP ©00&<&® CDR


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/session-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/qos-bearers.md
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gx
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gy
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/data-cdr-format

. - PFCP &0 000 OOOUPF 0000
OO

. - QOO
. - && PFCP ©& UE 0000

QOO


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/monitoring
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/s5s8-interface
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/ue-ip-allocation
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/OPERATIONS

J
S35/S8 &%

& SGW-C & GTP-C &&

OmniPGW <& Omnitouch &S Q0@

&

S§5/S8 & && GTP-C v2OGPRS 00 ® - 0000 OmniPGW &&& SGW-COOOOOOOOOOODOOOOOY
QOO

OO
GTP-C ©¢ 2

*+ &&® GTP-C v2 (3GPP TS 29.274)
+ &&& UDP

e OOQ 21230000

e OOVOO OO

TEIDOOOOOOOOO

QOOOOOOOOOD TEID OO0O0O0

* && TEID - ¢ OmniPGW &Q 00000 &
* && TEID - & SGW-C 0000000

SOO®
SGW-C - OmniPGW: &<& TEID
OmniPGW - SGW-C: &<& TEID

OmniPGW &&<& TEID
SGW-C &&<® TEID

O
OO

# config/runtime.exs
config :pgw _c,
s558: %{
# S5/58 &Y IPv4 &
local ipv4 address: "10.0.0.20",

# OO0 IPV6 @&
local ipv6_address: nil,

# OOOOOOOOY
local port: 2123
}
OOOO
OOV

# OOOO SGW-C & GTP-C
iptables -A INPUT -p udp --dport 2123 -s <sgw network>/24 -j ACCEPT

# OO® SGW-C & GTP-C



iptables -A OUTPUT -p udp --dport 2123 -d <sgw network>/24 -j ACCEPT
OO

# OOQ SGW-C OO0
ip route add <sgw network>/24 via <gateway ip> dev eth0

OO

$5/S8 ®®® PDN 9000® GTP-C 90000PPDDDDDOOOPPPIDDOD QOOOOEOG
OO

CECICRR RS

& SGW-C » OmniPGW
OO OO PDN &
SOOOOOVIESO®

IE && &6 Lo
IMSI SO OO0 Y
MSISDN & OO0
APN OO SOOOOROOY “internet”®
RAT & & QOOOOOOOEUTRAN®
(22RO OO OTOROROTOROS
UE && &&<® UE &0
ULI OO  OOOOOORTAI ECGI®
&O®® PLMNO&&®® MCC/MNC

OO

SOOOOY

— IMSI: 310260123456789
—— MSISDN: 14155551234
—— APN: internet

— RAT &<&: EUTRAN (6)
— OOOOR

EBI: 5
&& QoS (QCI 9, ARP, &&®)
S5/S8 F-TEID (SGW-U &&&<@)

— ULI
TAI: MCC 310, MNC 260, TAC 12345
ECGI: MCC 310, MNC 260, ECI 67890
SOV

&&® OmniPGW - SGW-C
DOV OOV

&® IEs®
IE && ©&¢ O
O 20X OROROLOROTOROS

QOO OO

PDN ¢&0&&IP &&& UE IP ©&&® UE [P &&®
APN &&  OOAPN 0000

PCO OO OOOOOOOO PCO 00O


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/session-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/ue-ip-allocation
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pco-configuration

DOV

OOV

— 9860 : 000 (16)

— PDN &&&6

L— IPv4: 100.64.1.42

— SOV

— EBI: 5

— O OOOG

L S5/S8 F-TEID (PGW-U &&&®®®& PFCP)
— APN &&: Public-1 (1)

— DNS &&<®: 8.8.8.8
— DNS &&¢®: 8.8.4.4
— && MTU: 1400

SOOOOR

&&® SGW-C » OmniPGW
&&® & PDN &¢&

&& IEs®

IE && O
EBI OO EPS ©© ID
OO EBIOOOOOOOQ

DOV

&&® OmniPGW - SGW-C
DOV OOV
& IEs®

IE && &
SO OO0

SO0
SOV

&&® OmniPGW - SGW-C
DO OOOOOOOO PCRE 0000
DOV

* PCRF &&0&&® PCC &0000000
* OmniPGW && SGW-C & &

DOV

& OmniPGW - SGW-C & SGW-C —» OmniPGW
DOV OOV

OO

* PGW &&& PCRF 0000000000
* SGW OO0 000000




222 2272

SO
SO

QOO
O

SO OO OO
16 OO OO0

OO

& 3 SO

65 GO PCRF &&®IMSI &00&
66 OOV IP ©0O@®

93 YOO ®®® APN

94 TFT 000000 0OOOOOOD
SO

O® O® OO

72 Q00000 0®  PCRF/PGW-U &©
73 OOOOOODOOOOOOOD

O®

S5/S8 &¢

# OO

s5s8 inbound messages total{message type="create session request"}
s5s8 inbound messages total{message type="delete session request"}

# OO0
s5s8 inbound errors total

# OOOORO®
s5s8 inbound handling duration bucket

# ©& TEID
teid registry count

OO

SOOOOY

rate(s5s8 inbound messages total{message type="create session request"}[5m])
SOO®

rate(s5s8 inbound errors total[5m])

SOOp9I50®

histogram quantile(0.95,

rate(s5s8 inbound handling duration_ bucket{request message type="create session_ request"}[5m])
)



OO

SOOOOOS OMniPGW &&&

OO

* SGW-C 0000000
¢ OOOOOO
* SGW-C &

OO

OO

OmniPGW &0 0000 [P OO0
OO UDP 2123

&S TEID ©¢&

OO

# OO 0mMnNiPGW &0 &
netstat -ulnp | grep 2123

# OOOOOOQ
tcpdump -i any -n port 2123

# OOO®
grep "local ipv4 address" config/runtime.exs

# OO
iptables -L -n | grep 2123

SODOOOOOO

OO

° SOODOOOOOOOO
e SOV

DOV

OO B5OOOOOO
- PCRF &00®
- && HSS/SPR && IMSI

OO 66OOOOOD
- IP o0&
-» &&: curl http://pgw:9090/metrics | grep address registry count
- @ IP @

OO 720000
- PCRF &&& PGW-U &0

- OO Gx O
- && PFCP &

OOOTEID &©

OO

° COODOOOOOY
¢ OOOO

OO



* TEID 00000000
* TEID 00000

DOV

*+ &O TEID ©000¢
* OO TEID 00000000

SO
OOOQ
1. ®OOOO®
o & S5/S8 ®&GGG VLAN
0 DOOOOOD
2. MTU &¢
o ®& MTU & GTP &
o && MTU®1500 ©&®1464 &0 + 36 GTPS
3. &0
o ®&& OmniPGW &&
o QOO SGW-C ©0>&® DNS 00000
fo2o

1. UDP &000&

EEROZOTOROROROROTORORORO2
o DOROOOOY 4-8 MB
2. OO
0 DOVOOOOROY
o &&@ TEID &00&®
&
1. IP &&®
o SOOOOOOY SGW-C IP & GTP-C
o &< iptables ®®&® ACL
2. OO
°© OmniPGW &0 00®
o SOOOOOY GTP-C &0
QOO
QOOQ

. - S5/S8 @O OO IP &®

. - PDN 00000000000

. - OOOOOOOOOO P OO
. - GTP-C &0 PCO &
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SO

e PFCP ©&® - & S5/S8 0000000000
* Diameter Gx @& - QOOOOOOOOY
. EROAACRORUIOAULORAS

O
. - S5/S8 GTP-C &0
. - & GTP-C ©©&® CDR

OmniPGW S5/S8 &<¢ - ¢ Omnitouch &&&00@
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|
SOOOOO

PDN 000000000

OmniPGW by Omnitouch Network Services

fod

&& PDN (00000®) & &0 UE && OmniPGW

SOOQ

OO0
POOOOOVPVVOOOOOOOOD

foacacd > >
TEID §5/S8 (GTP-C) SGW-C &®&&0&® ID
SEID Sxb (PFCP) PGW-U ©00&&&® ID
Session-ID Gx (Diameter) PCRF ©®¢ Diameter &<
Charging-ID & &OOO® ID
foacdoded
DOOQ
fogoacacs
>
1. @000 (S5/S8)
DOOOOP S5/S8 OO GTP-C GTP-C S5/S8 0@
O

+ IMSI, MSISDN, IMEI
* APN (¢®®“internet”)
* RAT ®& (EUTRAN)

* UE ®& (TAI ECGI)

* ®®OP (QoS, F-TEID)

2. 000®

& APN ©®&® UE IP
Q0o ID

& 6x & ID

- ®® S5/58 TEID

- OO PGW-U &0&

3. ©009® (Gx)
& PCRF ©000¢®

+ & CCR-0®
* &&P® QoS & PCC &&& CCA-0@

4. 20000 (PFCP)
SOOOOOOP PGW-US
. OVOOOOOY
* & PDRs, FARs, QERs, BAR
+ && §5/S8 ®&¢ F-TEID
5. ®® SGW-C
DOOOOOOOD
UE IP &
S5/S8 F-TEID (&< PGW-U)

PCO (DNS, P-CSCF, MTU)
QOO

fogedodod
fodoged
DOPOPOPOOOOOOD
* QoS ¢¢ - PCRF ©00&&
OOV - O[OVOOOD
+ OO -SGW &
* ®OPP - & PCRF ¢ PCC ©&

QoS ©000

SOOQ
000
000
OO0

UE IP ¢ = ®000
TEID = ®000000
SEID - ¢00000¢
OO ID = GOV
. @O ID - &
foetodonedod

QUB W

DOOOOOD:

* POOOOOPOPD CDR (OO PD) - 9P & CDR ©&

DOO®
OO
fogoacacs
OO

& TEID (S5/S8):
TEID 0x12345678 - &< PID

& SEID (Sxb):
SEID OXABCDEF - && PID

@@ ID (Gx):
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"pgw.example.com;123;456" - ©& PID

& UE IP:
100.64.1.42 - & PID

& IMSI + EBI:
"310260123456789" + EBI 5 » && PID

QOO
2ottt

# 00000
teid_registry count

# PFCP ©&
seid_registry_count

# Gx O
session_id_registry_count

fogoaeacs

# COOO0Q
rate(s5s8_inbound_messages_total{message_type="create_session_request"}[5m])

# OOOVOQ
rate(s5s8_inbound_messages_total{message_type="delete_session_request"}[5m])

# ©0OGGG (p95)
histogram_quantile(0.95,
rate(s5s8 inbound_handling duration_bucket{request message_ type="create session_request"}[5m])

DO
DOV
@0
1. IP 600 - 90000 IP
2. PCRF 900 - Gx 0&
3. PGW-U $¢ - 90054 PFCP 600
4. PCRF 00 - 90000000
o

# 0O IP &
curl http://pgw:9090/metrics | grep address_registry count

# ©& PCRF &0
# COOOPP Gx OO

# OO PGW-U ©&
# ©@ PFCP 00000

OOV
OO
OOV
OV
* DOPPOOPOOOOD
O
1. 0OOOOVOOD
2. QOOVPOOOOOD
3. 00O
DOOD:

# ©& OmniPGW (OO O®)
# COOVOOOO

UE 9000000
OO

+ UE 0000
* OOOOOOOOOOOD

DOOOOOD:

SO 2 o2
QOO PCRF &¢ (IMSI 0000 00) 0000
QOO IP ©0® QO IP &
OOOOOO P PCRF/PGW-U ©& OO
DOOOD »& APN »& APN &

OO

foacdoded

ERR RS
@960 : 10,000

DOOOVD ~10KB RAM
©®® RAM: ~100MB

Erlang VM ©&:
- O000: 262,144 (09)
- 00008 OO0
foacioad
fodogededodosod]
1. 00OV
PR LZodododododododododod ]
3. QPVVVOVOOOY
foacioded
fogogeded]
* OOVVVOD (OOOOOOP)

© DOPOOOPVOOOOVOOD (OP)
* DNS/@0000000000

SOOOOY
fgcaaavaedogedodoned

®90® PDN 000000000
UE ¢0:

« IMSI: "310260123456789" (000®)
+ MSISDN: "14155551234" (&0&®)



* MEI/IMEL ®&00®
PDN &00®:
* APN: "internet" (®&&®)
« UEIP ©®: 100.64.1.42 (00 IP)
+ PDN ©&: IPv4, IPv6, & IPvAV6
QOO

OO ID: POOOOOOD
* OO EBL: EPS 0000® (&0 5)

QoS &

* APN-AMBR: ®0&000®
o &&: 100 Mbps
> ©&: 50 Mbps

fodedoted]

* PDRs (900000 D): 000D
* FARs (00000Q): 9O/O0OD
* QERs (QoS 90¢0): 0000

* BAR (900099): 00O

OOV
+ S5/S8 ®&: /O TEIDs, SGW-C &

* Sxb ®&: ®&/®® SEIDs, PGW-U &
¢+ Gx ©¢: Diameter ¢® ID, 000®

Web UI - 00000

OmniPGW ‘Web UI

UE 90000000

&®: http://<omnipgw-ip>:<web-port>/ue_search
PGW-C

Resources

Configuration UE Search & Deep Dive

Topology
Enter IMS
UE Search

PGW
Sessions

Session
History

IP Pools

Diameter
PFCP Search for a UE

Sessions
UPF Status
UPF Selection

P-CSCF
Monitor

Gy Simulator

Logs

/f- winiteuch

OO: GOOP UE 000000000

01
1. OOP CVOPOOOOO
+ IMSI (©®®“310170123456789")

* MSISDN (&)
* IP & (¢99"100.64.1.42")

N

OO

DOOOOOOOOOD
DOOOOOOOD
DOOOVOOOOY

foaedodoredetotoncd
DOOPOOOOOD
QoS OO
DOOOVOR

01

foieodosedotonod
DOOOOD
QOOOP IP &
DOOOVY

PGW ©00®
®®: http://<omnipgw-ip>:<web-port>/pgw_sessions
QP QOOOPOOY PDN @&
O
1. 0000
* OVOOOD (O 2 00Q)
R ddedododododododod
VPP - OOOY
2. OOVOVDD VOOV Y
+ IMSI - 000®



UEIP - ©&& IP &&

SGW TEID - ©@€€ SGW ¢ S5/S8 ¢& ID
PGW TEID - & OmniPGW ¢ S5/S8 & ID
APN - ©000®

3. QOVP VPOVOOOVRY

IMSI (¢&©“310260")

UE IP ¢ (¢©©"100.64")
MSISDN / &0

APN &&

©OOOOO¢ (IMSI, MSISDN, IMEI)
QOOOY (RAT @, ®&&® MCC/MNC)
QoS & (AMBR ©&/000OO0OOP)
QOOOP (&® TEIDs 00000 P)
QOOOOO® ID

DOPOVOY (OOOOOQ)

OOV

®®: http://<omnipgw-ip>:<web-port>/topology

PGW-C

Resources

Configuration Network Topology

Topology
UE Search

PGW

Sessions

Session Select a Node
History

IP Pools

Diameter

PFCP
Sessions

UPF Status
UPF Selection

P-CSCF
Monitor

Gy Simulator

Logs

DO: POVOOPPOOPPOOOD
01
1. 00000

DOOOOOODOD

@& PGW-C (000®) &

OO HSS (0000000) 00O
DOOOOOOD

2. 000®

OO (+/)

* OVOOOY

* OOOOOVOOOO

OOV OY (OO = 00, 0O = 0Q)

W

OO

DOOOOOODOD
foedoded
fsctotesedotoned

01
DOOOVOOOOOR

fetetetettoonc]
DOOOOOOOO

@®: http://<omnipgw-ip>:<web-port>/session history



PGW-C

Resources

Configuration Session History & Audit Log

Topology
From

LEEzmE All Events v mm/dd/yyyy, -

PGW
Sessions

Session
History

IP Pools
Diameter

PFCP
Sessions

UPF Status
UPF Selection

P-CSCF
Monitor

Gy Simulator

DD COVVVOOVOOOOD
O0:
1. 9000
* DOVOVOY (VDY POV, VOOV, @)
© DOOVOD (OO [ OOOQ)
+ & IMSI, MSISDN, IP ®&& TEID &
2. 9000
* &P CSV 000
. OOOOOOOY
. OOOOOOOR
3. 000000

DOOOOD

&
1
[ d
@

fededd

&
1
[
&
53
&
i

DOOOVOOVOOR
fodogedod
DOOD:

. OOV

. @ IMSI 000D Web UI &0&
OOOOOP® UE & IP &

. OO Q0S VOVVOOVOOY

. OOV OOOD

[CENRENE

OO

© POPPOOOOOOODOD
* OVOOOVOOY
+ @ APN 00000

DOOD:

DOOOVOOOVOOD
DOPOOOPOOOOD SSH/IEX

@@ SGW @ PGW TEIDs 9000000 d
©& PCRF ©0@€€ AMBR ¢

DOOPOOOD:

DOOOVOOVVY (OOVOOD)
DOOOOOD

DOOOOY (¥ Mbps &SP OP bps)
DOOOVY

DOOOOOD

mm/dd/yyyy, ———

No session events found

SOO®

DOVOOD

PECP ©¢ - 9009909, PDRs, FARs, QERs, URRs
UE IP ©@ - IP $&®®, APN ©0&

PCO ©& - ®&& UE ¢ DNS, P-CSCF, MTU ©&
20Q& - UPF ¢, 90000

OOV

+ Diameter Gx ®& - PCRF ®®®®, PCC &®, QoS &
+ Diameter Gy & - OCS 9000, 900
* 90 CDR ©¢ - 900000

fodogedod

* S5/S8 ©¢ - GTP-C ©®, SGW-C &&
* QoS QY - && QoS *&

foied

. QOO - OOV, DOOOOD, OO
* P-CSCF &¢ - IMS ¢00&


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pfcp-interface
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/ue-ip-allocation
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pco-configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gx
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/diameter-gy
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/data-cdr-format
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/s5s8-interface
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/qos-bearers.md
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/monitoring
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/docs/pcscf-monitoring

felolelololod

OmniPGW &®&® - by Omnitouch Network Services


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/pgw_c/OPERATIONS

|
UE IP &000¢

DOOOD IP OO

OO

NoURWN

(o

PGW-C & UE PDN
SO IP 9000
@&® UE & PGW-C 0000 000 IP 9000000

. OOOOOOOR

* OOV D

© POOOOOOOD

* & PDN ©000000¢

OO IP 0O

IP 00 & L2

IPvd & 00 OO IPV4 OO

IPv6 & OOIPVE 00000
IPv4v6 & ©O OOOIPV4 & IPV6D

IP 0000
PDN &&
& UE ©@ PDN ©000000dd PDN 00
PDN ©& &0 e aad
IPv4 & IPvd ©@ &@ IPvd OO
IPv6 @ IPV6 OQIPV6 ©O00O /640
IPvAv6 QOO IPv4 @@ IPV6 @&
DOV
PGW-C ©00¢ IP 00000
1. QOOOPOOOOD
* PGW-C 0000000 IP
* POOPOOOOOOD
. OOPOOOOOY
2. 0000
* UE © GTP-C 9000000 1P
* PGW-C 000
© POOVOOD IP OVOOOPOOD
& APN 00000
QOO APNOOOOOOO 000000 IP 0O
OO

DOV - 9O APN 000000
&& APN

00O -
DOV - FOVVOOOOOOOOD
QP - GOPOOOOOOOD

facacacdd
DOOVOD VOOV OY PO

& 24
pod && UE IP - ©&&® PID
foacd & UE IP &00&
foacd OOV IP
DOV OOV OOD

OO
foacdoded
@& config/runtime.exs®
config :pgw_c,
ue: %{

subnet_map: %{
# APN "internet" ®0000®
"internet" => [
"100.64.1.0/24", # 254 ©® IP
"100.64.2.0/24" # 254 & IP
1

# APN "ims" QOO

"imsh =>
"100.64.10.0/24"

1,

# OO APN &0
default: [

"42.42.42.0/24"
1

b
}

DOOOY
CIDR ©&®® <network>/<prefix_length>

CIDR®® IP OO

/24 254 100.64.1.1-100.64.1.254
/23 510 100.64.0.1 - 100.64.1.254
/22 1022 100.64.0.1 - 100.64.3.254
/20 4094 100.64.0.1 - 100.64.15.254
/16 65534 100.64.0.1 - 100.64.255.254

(224

* 00POO0P9100.64.1.0000
. 100.64.1.255

+ PGW-C & <network> + 1® <broadcast> - 10&



OO APN 000
LoteletoteRon s
config :pgw_c,
ue: %
subnet_map: %{
"internet" => [
"100.64.1.0/24",
"100.64.2.0/24",
"100.64.3.0/24",
"100.64.4.0/24"
1

}
}

OO
* PGW-C 900000000000

DOPOOOOOD
foeodotedetotosedotonod

OO

fdgeiododtotododdd
DOPOOOOPOOOOOD
DOOOOOOD

OOV

config :pgw_c,
ue: %
subnet_map: %{
# OOOOOOP
"internet" => [
"100.64.0.0/20" # 4094 & IP OOOOOO
1

# IMSOLTE 0@
ims" = [
"100.64.16.0/22" #1022 & IP & IMS

# ©& APN
"enterprise.corp" => [

"10.100.0.0/16" # 65534 & IP ©00®
1,

# COVVOOVOOOY
"iot.m2m" => [

"100.64.20.0/22" #1022 & IP 9000
1,

# OO
default: [

"42.42.42.0/24" # 254 & IP ©©®® APN
1

}
}

IPv6 ©&

config :pgw_c,
ue: %{
subnet_map: %{
"internet" => [
# IPv4 &
"100.64.1.0/24"

1,

“internet.ipv6" => [
# IPVE 9000000
“2001:db8:1::/48"

1,
default: [
"42.42.42.0/24"
1
}
}
IPV6 00000

* UE 000009 /64 ©&
+ O UE 9000 [POOOOOOOOOOD
+ ®®QUE ©® 2001:db8:1:a::/64

DOOOIPVAVE OO
config :pgw_c,
ue: %

subnet_map: %{
"internet" => [
"100.64.1.0/24", # IPv4 &
"2001:db8:1::/48" # IPV6 0000 IPV6 OO
1
}
}

OO
+ UE ©© PDN &OOIPv4v6

* PGW-C & IPv4 0@ IPV6 OO
* OVOOOVRY

DOOQ

IP $0000OOOOOOOG PGW-C & S5/S8 GTP-C
QOO IPVA OO

OO

OO0

APN

IP 900 00000V OOQ IP
. QOOOPD VOO IP OO

PomwN e

X 100

. 90P 9POOOG IPOGOGOOOOD

COPOO000

D0 100 GOOD GPOOOPOIDODOPODD
1P

: Al
fogoaoacs

DOP POVOOOVOOOODD IP
DOOVOOOOO

* POPPDPOOPOOOOOOOD
RSt Rotodttotod

S5/S8 && & LOVL PPOVVOOVOD
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. OOOOOOD IP OO
© OOOOOD IP OO
* OVOOOVOOOVOOR IP

OO

09 UE ©00& APN

faaaad

# 00

subnet_map: %{
"internet" => ["100.64.1.0/24"],
default: ["42.42.42.0/24"]

fotond

UE && APN: "unknown.apn"

©&® subnet_map ©&<® "unknown.apn"

DOOOPOOOOOOD
©42.42.42.0/24 & 1P

QOO
1. 00POOOOOOOOD APN OO
2. OOV default &
3. POPPPOPOOOOOOD
fedogedetotododonon
OO
* DOPPPOPPVOOPOOOVD

+ IP 0000000 D
. OOOOOO

DO

foacod

SOO GOVOG P GOOS

@: 100.64.1.0/24 (254 ®& IP)

O®: 254 & IP
DOOOD » OO

fodcacacacecd
1. PGW-C ©¢ 100 000
2. OO0V IP 00O
3. @®: {:error, :ue_ip_address_allocation_failed}
4. OOOOOQ
5. SGW-C 000000
OO
# 000000

address_registry_count / total_pool size > 0.8 # & 80% ©&&

# 0000000

"internet" => [
"100.64.1.0/24",
"100.64.2.0/24", # OOVOOD
"100.64.3.0/24"

1

OO IP OO
VOO COOOOOOY IP
GTP-C 90000
Create Session Request
IMSI: 310260123456789
APN: enterprise.corp
PDN ©&&® (IE)
L— PDN ®&: IPv4
L— IPv4 ©®: 10.100.0.50 « UE ©&®& IP
OmniPGW &0&

1. ®00P® IPO ®OOO® PDN ©00¢ IE
2. @O IPO 900D IP &0 APN ©0000d

3.
4. 600000
© GPOVOOOOD IP SOOOOD
© POPVOPPOOOPOOOOOOD
00000
© $&® UE 90000000 IP 00
* QOVIP 0OV 9OV PVVO - IP 90O
. SOOIP -1P
IPV6 ©00®

UE &9 IPV6®

Create Session Request
}— PDN ®®: IPV6

PGW-C &0 /64 ©0&
QOOO®: 2001:db8:1:a::/64
UE 00000

- 2001:db8:1:a::2
- ... (18 © quintillion @<®)

OO
* UE 900000 [POOOOOOOOY
+ O SLAACOOOOOO00000
* OO NAT &

DOV

UE 00 IPv4v6®>

Create Session Request
|— PDN ®®: IPvave

PGW-C 9000000

IPv4: 100.64.1.42
IPv6: 2001:db8:1:a::/64

OO

IPv4 ©OO® IPv4 OO
IPV6 ©OO® IPV6 &
DOOOVY

QOGP GTP 90000000



DOVRP IP O
& IP ©ORFC 19180¢

E i Rododododododofodod
subnet _map: %{
“internet" => [
"10.0.0.0/8",
"172.16.0.0/12",
"192.168.0.0/16"
1
¥

OO® PGW-U && NAT ¢0000&
O IP ©&
# 000000 IPOOOOOD
subnet_map: %{
"internet" => [
"203.0.113.0/24" # © IP &
]
}
POPY NAT - 9000000
foaoacd

* O && IPORFC 65980100.64.0.0/10000>0® NATS
© OOPOOOOOOD TP

>®

Web UI - IP &0
OmniPGW ¢&&® Web ®00000® IP 90000000 d

&&® http://<omnipgw-ip>:<web-port>/ip_pools

PGW-C

Resources
Configuration IP Pool Management

Topology
LIPS

1024

UE Search

PGW
Sessions

Session default (IPv4)  asnoerauer

History
2 42.42.42

IP Pools
Diameter
ims.something.else (IPv4)  APN s SOMETHING ELSE
PFCP
Sessions

Rangs: 160 © - 100.64.1.255

UPF Status
internet (IPv4 Pool 1)  APMINTERNET  00%Used
UPF Selection
P-CSCF
Monitor

Gy Simulator internet (IPv4 Pool 2) = APMINTERNET  00%Used

100.64.1.255 Tc
Logs

0P
1. 00

© QOOOOO P &
. OOOOOOOR
. OOOOIP

. OOOOOOOD

2. @@ APN 000 00000000

+ OO - APN 000 00& @ “default”®“ims.something.else”®“Internet” &
+ APN ©¢ - 90 APN 0000
+ IP ¢ - 900000 ® CIDR 00®
* 00D - DOVOOVOOVOOOOOOD
. 0000
o DOOOODIP &
° OOPOOOOOO IP
© QVOOVOOO IP

3. 4000
* 0200000

DOOOOOOY
© OO0

fodedog

DOOOOOOOD
foiedodosedototod
OO

& APN 000000

fogcdoded

DOOOOOO

# OO0V IP
address_registry_count

# OOOOOOOOBHHD
address_registry count / <total pool size> * 100

00

&: 100.64.1.0/24 (254 & IP)
Qo®: 150 © IP



©O®: 150 / 254 = 59%
&

alert: UEIPPoolUtilizationHigh
expr: address registry count > 200 # <
for: 16m
annotations:
summary: "UE IP ©0000¢® 80%"
description: "®&: {{ $value }} / 254 & IP OOO"

alert: UEIPPoolExhausted
expr: address _registry count >= 254 #
for: 1m
annotations:
summary: "UE IP ©&& - &0& IP"

- alert: UEIPAllocationFailures
expr: rate(ue_ip_allocation failures_total[5m]) > @
for: 5m
annotations:
summary: "UE IP QQQQQQ"

Grafana ®®&
OO 1QIP 00

# OOOOOOOP
(address_registry count / 254) * 100

QO 200000OOOOY IP

# 0000
address_registry_count

OO 300D

# OOOV0Q
rate(address_registry count[5m])

DO 40OV

# DOPDPDODDDDOODDOOOD
(254 - address_registry count) / rate(address_registry count[1h])

SOOQ

DO 1OOVOOVOOOOD IPO
fodosd

* OVOOOVVOVROOOR”
+ 9OO“UE IP 900000"

DOOOOP
1. 000

# 00000
curl http://<pgw_c_ip>:42069/metrics | grep address registry count

N

. Q000

# QOO P
config :pgw_c,
ue: %{
subnet_map: %{
"internet" => [
"100.64.1.0/24" # ©©®®® CIDR
1
}
}

. APN ©000®

w

# 000D APNOOOOOOO
# OO0V
subnet_map: %{
default: ["42.42.42.0/24"]
fogosuaodod
* OOVD POOOOY
* QOOOOOP OO PGW-C 000000 IP
OOV OO runtime.exs GOOOOS
OO 20IP OO0
fodoscd

+ &0 UE 900000 IPOOOOOO
. 0000

folaed
* POPOVOOOVOOOOOOD
o324

# OO0 IP
grep "already registered" /var/log/pgw c.log

OO

RIS gttt dootottotod
* OVOPOVOOOVD

OOV 3000000 IP &
foltod

+ UE 0000000 IP
* APN "internet" ¢ "ims" ®&& IP

fodoscd

RERRctotetodotogodod
fodoscd
# OOOVP APN OO0
subnet_map: %{

"internet" => [...], # OO0
"Internet" => [...] # &0 APN!

DOV

* &O APN 000000000 OD
. POVOOOOOOOOOOY



OO 4QIPV6 OO
00O
* UE 00 IPVv6OOO0Q
foacacacacacd
1. ©0® IPV6 &
# ©& IPV6 ©@
subnet_map: %{
"internet" => [

"100.64.1.0/24" # & IPv4
1

}
2. ©OO IPV6 OO
# QOOOPOD /48 OOOO
"internet" => [
"2001:db8::/128" # OO - GOVOOY
OO
# @ IPV6 @

subnet_map: %{

“internet" => [
"100.64.1.0/24",
"2001:db8:1::/48" # IPv6 &

}
DO 5000000
fotosd

. 0000
+ address_registry_count ®00&®

fogoauaodd
1. 00000
"internet" => [
"100.64.1.0/24", # 0O
"100.64.2.0/24", # OOOOOO 254 & IPO
"100.64.3.0/24" # 00000 254 & IPO
|

. Q00000 D

N

# O /24 0O /22
"internet" =>
"100.64.0.0/22" # 1022 ®0® IP

w

. Q000

° OOOOOY
° OVOOOVOOOVOY

SOOQ
fogoacacy

DOOOOOOOD

POOOOOP10,000
DOOOP30%P3,000 POOOOD
DOOOD50%

&& IP®3,000 * 1.5 = 4,500 & IP

O00/2004,094 OOO IPO - OO
QO9/1998,190 ©OO IPO - OO

foacioded
fodoscd

+ & 100.64.0.0/109RFC 6598 - ®&&& NAT®
0400 0O IP
* POOOOOOP NAT

fol2ed

OO IPOOOOOOD
* &OP VPN 000000000

foacioned
config :pgw_c,
ue: %
subnet_map: %{
# OO0 APN - OO
"internet" => [

"100.64.0.0/18" # 16,382 & IP
1,

# IMS - OOOOOD
"imst =>
"100.64.64.0/22" # 1,022 & IP
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