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mix deps.get
mix compile
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mix run --no-halt

jooo

Ho00o0oooooa

[info]l [ OmniPGW. ..

[info] [J 127.0.0.42:42069 000000
[info] [J 127.0.0.10 [J0J S5/S8 [
[info] [0 127.0.0.20 [JJ Sxb [0
[info] OO Gx OO

[info] 00O PFCP [O0OOOO
[info]l OmniPGW [0

00000 http://127.0.0.42:42069/metrics (OO000D)O



[

000000000 config/runtime.exs O00000000000000

N
Ea N N ] ] N
/" \ 7/ \ /7 \ /7 O\ / \ ~ N
ElEE EE B EE B EE EE B EE B EX
NN
0o 0o 0o
metrics Prometheus [0

diameter Gx [][J[J PCRF

s5s8 GTP-C [0 SGW-C

sxb PFCP 00 PGW-U

ue UE IP 000

pco 000000

CDR 0o00ooooo
@00 Ooodoooo

000000 (OAM API)

OmniPGW [JO000 OAM REST API [JJ00000000000CCO0000OCO0000OCO00000000
0000/0000000000000C - O0DOooODoooo0oo0oa



] OAM API

API [0 HTTPS/TLS 000000000 /api 00000
https://<omnipgw-ip>:8443/
000 API OO (Swagger Ul) 000000000

https://<omnipgw-ip>:8443/api/docs

000000 (00 -k 00000000oOO

curl -k https://localhost:8443/api/status
{"result":"ok"}

0000



0o

0ooooooa
(IMSI/MSISDN/IP)

00/0000 PDN 00

0 IMSI 000000

0000/0000

0oooo0

UE IP 000000

UPF / PFCP OO000O

UPF 00000000
PCO [

Diameter (Gx/Gy)
000000

000000000 (Gy) O
[

P-CSCF DNS 000

0ooa

0d

POST /api/ue search

GET /api/sessions[?search=
<imsi|msisdn|ip>]

GET /api/sessions/<imsi>

GET /api/session history[?
type=&search=&page=&page size=]

GET /api/topology

GET /api/ip pools, GET
/api/ip pools/<name>

GET /api/upf, GET /api/upf/<ip>

GET /api/upf selection

GET /api/diameter[?

status=connected|disconnected], GET

/api/diameter/<origin-host>

GET /api/charging[?search=<imsi>],

GET /api/charging/<imsi>

GET /api/pcscf monitor

GET /api/status

JO00C0O0OONOCOOOOOOOtOOOOO0a

00 (0oo)

UE (00

PGW [0

PGW [0
(00)

0ooa

0ooa

P[]

PFCP OO/
UPF

UPF

Diameter
god

Gy 00

P-CSCF [



watch -n 2 'curl -sk https://localhost:8443/api/sessions’
watch -n 1 'curl -sk https://localhost:8443/api/diameter?
status=disconnected’

000000 00 00 (00000) 0 Gy 000 0000 ©AM API ID00000/00C000000C0000000
GET /api/charging (JO00 Gy/0000000

joad
00000000

« (00000 OmniPGW 000000000

» [0 watch/cron/0000000000COO00CO
» 000 (00000 connected/associated) [JJSON II1€ €

0ooooo

e 00 GET /api/sessions?search=... [ IMSIJQIPOMSISDN [J APN 0000
e [0 ?status=connected|disconnected [J[J Diameter (00
e [0 ?search=<imsi> 00000

0oooooa

» 000000 (/api/sessions/<imsi>[]/api/upf/<ip>[/api/diameter/<origin-
host>[]/api/charging/<imsi>) 0000000 JSON

* [O0000ODOOOOO0G

0oooo

e O HTTPS/TLS [0 8443 000
* 000000 'PO000C0000000O000
* 0000 NOC/OUo0OROo0OO

Hooo

000000 (OoOma



1. 00000000
2. POST /api/ue search[JJSON 0000 IMSIMSISDN [J IP
3. J000000O0COOCO0
a) 0000 - O0000OCOCOCOoO
b) 000000 - OO0 TACOOO IDOOOCO
c) 0000 - 000000000
- QCIOMBR/GBROOOOOOO
- APN-AMBR [
d) 0000 - Gy QOO IDQJUUUO (U0 GET /api/charging/<imsi>)
e) 0000 - Gx 0000000 PCC OO
f) 0000 - GET /api/session history?search=<imsi>
4. 000000 - GET /api/diameter?status=disconnected [JJ PCRF 00

0o0oooa

1. 000000
2. GET /api/sessions?search=<imsi|msisdn> ([J GET

/api/sessions/<imsi>)
3. (000000O0CDOoO0O
- 000 UE IP 00O
- QoS [0
- Uo00o000
4. Q00000 - POST /api/ue search

0000000
1. GET /api/upf - 000 pGW-U 00O "pOO"
2. GET /api/diameter?status=connected - 000 PCRF OO0 "0OOO"
3. GET /api/sessions - (0000000000
4. GET /api/status - 00000 ({"result":"ok"})
0000

e [J0 GET /api/sessions [JO000

 000/000000C0

* JdodoooOo

* [0 APN 0000000 GET /api/ip_pools 000000000



API ]

00 OAM API [

» 0000000 (POST /api/ue_search)

* 1000000000000 (GET /api/sessions/<imsi>)
e 0000000 (GET /api/upf[GET /api/diameter)
e 00000000000 (GET /api/status)

« [ IMSI/MSISDN/IP 0000000

[0 QoS 00 (MBROGBROQCI)

e 000000000 (GET /api/charging)
 JD0€€00000 (GET /api/session history)

e IP 0000 (GET /api/ip pools)

e 0000000 (GET /api/upf selection)

[0 Prometheus [0

* 0000
0000
noooa
0ooa
0ooa

00000 000000 - ©AM API [J000000Prometheus (0000000

Juoad

[0 OAM APIJOmniPGW 0000 Prometheus 0000000000

joad
+ 0000

o teid registry count - [ S5/S8 [0



o seid registry count - [0 PFCP [0

[e]

session id registry count - [ Gx [

o address registry count - [0 UE IP [

(o]

charging id registry count - [J000 ID

* 0000

[e]

s5s8 inbound messages total - JO00 GTP-C 0
o sxb inbound messages total - 000 PFCP 00
gx_inbound messages total - [J[J[] Diameter [](]
0000000000

(o]

(o]

* 0000

o s5s8 inbound errors total - S5/S8 (000
o sxb inbound errors total - PFCP J000

o gx_inbound_errors_total - Diameter [
* 00000000

o pgw session create total{result,cause,pdn type,rat type} - PDN

00 00000000 (success/ failure )OO0 GTP OOOPDN 00O
(ipv4/ipv6/ipv4ve ) [ RAT 000000

o pgw session delete total{pdn type} -[] PDN 000 PDN 00
o pgw session modify total - (0O0000O00

« UEIP OO

o ue pool addresses allocated{pool,ip version} - [00 (APN[O0) OIP [
0000 VE 00

o ue pool addresses total{pool,ip version} - [0

o ue pool addresses utilization ratio{pool,ip version} - [JO0J0O

(0.0-1.0)I000000CO000COO00CO000CO00000

o ue ip allocation failures total{ip version,reason} - [
(pool exhausted, already registered)

e 00000 UPF / PECP [0



o upf peer associated{peer ip} - 00000 PFCP 0000 1/0

o upf_peer_healthy{peer_ip} - 000000000 1/0
o upf peer missed heartbeats{peer ip} - (UO0O0OO0OO0O
o upf heartbeat rtt -[ peer ip [0 PFCP JO0O0OO0O0OO

* 000 QoS (0

o pgw bearer create total{type,qci} - OUIOUOOO
(default/dedicated) [] QCI

o pgw_bearer_delete total{type} - 00000000

e Diameter [0

o diameter peers connected{application} - NNYYY]00] Diameter ]
00 (gx/gy/all)

jooo

0000 HTTP 0000000000

curl http://127.0.0.42:42069/metrics

0o Oo00o0oo0o0oon

1

00000 OmniPGW O00000C000000000000



jooo

OmniPGW [
— OPERATIONS.md (000)

L— docs/
— Ooooo
| — configuration.md 000 runtime.exs [
| }— ue-ip-allocation.md IP 000
| — pco-configuration.md DNS[JP-CSCF[MTU [
|
— 0000
| }— pfcp-interface.md Sxb/PFCP (PGW-U []0)
| |— diameter-gx.md Gx (PCRF [0)
| — diameter-gy.md Gy/Ro (0CS [I0)
| L— s5s8-interface.md S5/S8 (SGW-C [0)
|
— o0
— session-management.md PDN 00000
L— monitoring.md Prometheus 0000
Ooo0o
0 00
(L] (] 0

000000 (O00) -+ 0000000

& [0



0d 0d 0d

(00 runtime.exs 000 1,600+

UE IP (00000 943

[0 PGW-C [J UPF [J IPv6 / IPv4ve PDN [

000000 (DNS[P-CSCFMTU) 344
0 0o0o
0o 0d 0d
PFCP/Sxb OO0 PGW-U 1,355
Diameter Gx [[JJ PCRF (O000) 941
Diameter Gy/Ro [J0J00 OCS (0000 1,100+
GTP-C S5/S8 [0 SGW-C 456
0 00000
0d 1l 0d
PDN [0000C0O0OCO 435

Prometheus [J[J0Grafana 0000 807

CDR JU0OOURR 0000000 847

QoS J00000000O 448

Oo00o0o0Oo0 687



0 o000

0o 0o 0d

P-CSCF 000000 894

joad

[0 Mermaid [
0000000 Mermaid [0 000000

* 000

* 000 (O0o0O)
* 000

* 000a

0 oo
Oo0oooo0

* 0000000
* 00000000
* 000a

0 0000
pooooooooO

+ 000000000
* 0000
* (000

0 0ood
Oo000000OCOoOOOn



jooo

O0000o0

1 - 00 (CoO)

2 - [0

3. - [0

4 - 00ao
O0000on

1. - 0000 (Ooo)

2. - 100000

3. - 0000

4. - 0000

5. - 0000

6. - 1P 0
O000don

1 - 0000

2 -1IP[]

3. - 00d0

4 - 0000
0000

e (0000 14

e 000 ~10,900+

e (000 ~265 KB

e Mermaid [J[J[] 75+

(0000 150+
0000000

0o



[ 00/000000

0 OTP/Elixir [

0 000

0 00 GenServer (00

od

« [ PFCP (J0000DCOO)

e [ GTP-C v2 (O000CDOO)
e [] Diameter (RFC 6733)

3GPP [

e []Sxb (PGW-C & PGW-U)

[0 Gx (PGW-C « PCRF)

0 Gy/Ro (PGW-C & OCS)

[0 S5/S8 (SGW-C & PGW-C)

0o

0 0000

0 1P 0000
0 QoS (10
0 0000

0 00000



Juod

3GPP (I

0d
TS 29.274
TS 29.244
TS 29.212
TS 32.299
TS 32.251

TS 23.401

joad

0o

GTP-C v2 (S5/S8 1)

PFCP (Sxb )

Diameter Gx [0 (0J000)

Diameter 000 (Gy/Ro)

0o0oooa

EPC 00

e J0000config/runtime.exs



OmniPGW

runtime.exs 00000

[] Omnitouch [0

il

N oA W

10.
11.
12.

il

OmniPGW [0 0000000000 config/ runtime. exs NOOOOO00 OOOO0OC0 000000000
000000000000000



jooo

/ _»  S5/SB[

o
AN
\\\
\_.\ 4 exm
\
\"\'\.
N
by
\'-"' 000ooo
0000

* 000000 - Oo000Oo0Oa

* (000 - 0000000

* (0000 - O000o0oooO

+ 000000 - DOOOOODOo0Oa

Jooood

H000
pgw _c/
— config/
| — config.exs # 0000000 runtime.exs[]
| | dev.exs # 000000
I — prod.exs # 000000

L— runtime.exs # « 00000



joad

# config/runtime.exs
import Config

config :logger, level: :info

config :pgw c,
metrics: %{...},

diameter: %{...},
s5s8: %{...},
sxb: %{...},

ue: %{...},

pco: %{...}
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config :pgw c,
metrics: %{

# 00/0000000
enabled: true,

# 00 HTTP 0000 IP OO0
ip_address: "0.0.0.0",

# 000000
port: 9090,

# 0000000000
registry poll period ms: 10 000

L]
a [ NN
enabled 1NN true
ip address too "0.0.0.0"
{IPd
port ad 9090
registry poll period ms [ 10 000
L]

00 - 00000 1PQ

0d

0oooooa

000000.0.0.0 = 00000

/metrics [ HTTP []
0

0o00o0o0oa



metrics: %{

enabled: true,

ip address: "10.0.0.20", # 0000

port: 9090,

registry poll period ms: 5 000 # [J 5 00000
}

00 - 000000 €

metrics: %{
enabled: true,
ip address: "127.0.0.1",
port: 42069, # [JO0OO
registry poll period ms: 10 000
}

0000

metrics: %{
enabled: false

}
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# 1000
curl http://<ip address>:<port>/metrics

# [0
curl http://10.0.0.20:9090/metrics
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config :pgw c,
diameter: %{
# [0 Diameter OO0 IP [0
listen ip: "0.0.0.0",

# OmniPGW [J Diameter [JO00rigin-Host[]
host: "omnipgw.epc.mnc001.mcc001.3gppnetwork.org",

# OmniPGW [] Diameter [J0Origin-Realm[]
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",

# PCRF 00000
peer list: [
%{
# PCRF Diameter [
host: "“pcrf.epc.mnc001l.mcc001.3gppnetwork.org",

# PCRF [J
realm: "epc.mncOOl.mcc00l.3gppnetwork.org",

# PCRF IP [IJ
ip: "10.0.0.30",

# [J00 PCRF OO0

initiate connection: true
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listen ip O000Po [ Diameter [J0

host OOO0OFQDN[ [ OmniPGW [] Origin-Host[JJJJ FQDN[]

realm 000000 [ OmniPGW [] Origin-Realm

peer list [ 0 PCRF 0000
000000

0o 0d ad 1l

host O000OFQDN[ [ PCRF Diameter [][]

realm aoooo [ PCRF []

ip doooiePg 1l PCRF IP [

initiate connection [ U OmniPGW 0000 PCRF
FQDN (]

Diameter [[J[[]] FQDNI[]

# [0

host: "omnipgw.epc.mnc@01l.mcc001.3gppnetwork.org"
# [0

host: "omnipgw" # [0 FQDN

host: "10.0.0.20" # 00000 IP

3GPP [



<hostname>.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org

NN
- omnipgw.epc.mnc00l.mccOOl.3gppnetwork.org (MCC=001, MNC=001)

- pgw-c.epc.mnc260.mcc310.3gppnetwork.org (MCC=310, MNC=260 - [0
T-Mobile)

il

00 PCRF[]

diameter: %{

listen ip: "0.0.0.0",

host: "omnipgw.epc.mnc001.mcc001.3gppnetwork.org",

realm: "epc.mnc00l.mccOO1l.3gppnetwork.org",

peer list: [

%{

host: "pcrf.epc.mnc00l.mcc001l.3gppnetwork.org",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",
ip: "10.0.0.30",

initiate connection: true

00 PCRFOO000O



diameter: %{

listen ip: "0.0.0.0",

host: "omnipgw.epc.mnc001l.mcc@O1l.3gppnetwork.org",

realm: "epc.mncOO0l.mcc001.3gppnetwork.org",

peer list: [

%{

host: "pcrf-primary.epc.mnc001l.mcc001.3gppnetwork.org",
realm: "epc.mnc001l.mcc001.3gppnetwork.org",
ip: "10.0.1.30",
initiate connection: true

host: "pcrf-backup.epc.mnc001l.mccO01l.3gppnetwork.org",
realm: "epc.mncOOl.mcc00l.3gppnetwork.org",

ip: "10.0.2.30",

initiate connection: true

PCRF (00000

diameter: %{
listen ip: "0.0.0.0",
host: "omnipgw.epc.mnc00l.mcc@O1.3gppnetwork.org",
realm: "epc.mncO0l.mcc@0l.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc001l.mcc001.3gppnetwork.org",
realm: "epc.mncOOl.mcc00l.3gppnetwork.org",
ip: "10.0.0.30",
initiate connection: false # [0 PCRF [0
}

0o
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config :pgw c,
s5s58: %{

# S5/S8 0000 IPv4 OO0
local ipv4 address: "10.0.0.20",

# 00000 IPve OO
local ipv6 address: nil,

# 000000 GTP-C O002123(]
local port: 2123,

# GTP-C [0000000OCOOSeed0n

# [0 GTP-C O00000O00CO
request timeout ms: 500,

# GTP-C [J000000COCO30
# 0000000 = request timeout ms * request attempts

request attempts: 3



il

0]
local ipv4 address
local ipv6 address
local port
request timeout ms

request attempts

joad

e OO0 GTP-C OO 2
e [JOO ubp

* 00000 2123
000 0SsGW-C 0

il

0 1Pva(000

s5s58: %{

local ipv4 address: "10.0.0.20"

}

IPv4 + IPV6 ][]

s5s8: %{

local ipv4 address:

}

ad

poooiPvan

poooiPven

0o

ad

ad

0o0

nil

2123

500

"10.0.0.20",
local ipv6 address: "2001:db8::20"

0d

S5/S8 (00 IPv4 [0

S5/58 [0 IPve 000000

GTP-C J UDP 0000000 2123(

Oo00o0o0Oo0

00000000
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s5s8: %{
local ipv4 address: "10.0.0.20",
local port: 2124 # 00000

}

0oooon

s5s8: %{
local ipv4 address: "10.0.0.20",
request timeout ms: 1500, # OO00 1.5 [
request attempts: 3 # 00000 4.5 [

}

joad

55/58 (00000000000 GTP-C I/0000000CO0000000C000

Oo0oooo0

00000 = request timeout ms x request attempts
0oo5ee0] x 3 = 1.5 []

0oooo

aooo 0ooa 0000

0000<50ms[] 200-300(] 600-900(0

00050-150ms[] 500000000 1.5[]

0000>150ms[] 1000-200000 3-6[]

00/000 2000-3000000  6-90
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« (000 000000 00000000" 0000 Wireshark 0000000
* 0000 OOODO0OOoOODOo0a
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- (0000000 ooooooo0
« 00 PCRF [ Diameter 0000000 5012000000
* [ Charging-Rule-Remove [[J00000000000CCCO00

joad
P 00000

* (000000/0000
* (0000 SGW-C 0oo0od
 JO000VRRP/HSRPOOOOOOOO

000000

# 00 SGW-C [J GTP-C
iptables -A INPUT -p udp --dport 2123 -s <sgw c network> -j ACCEPT

Gn/Gp [J[] (GGSN)

il

000 SGSN 00 GTP-C v1 0000 GGSN 000 2G/3G 000



i

config :pgw c,
gn: %{
# Gn [JOOOO IPv4 OO
local ipv4 address: "10.0.0.20",

# 00000 IPve 000000 2G/3G (0000 IPv4[
local ipv6 address: nil,

# GTP-C OO00 S5/S8 000
local port: 2123

}

# [J PCO 0O0OC DNS 00000 S5/s8 Q00
dns: %{

primary ipv4: {8, 8, 8, 8},
secondary ipv4: {8, 8, 4, 4}

}
L]
[ 0 aoa 1
: 0
local ipv4 address 00 Gn 00 IPv4 O00GGSN 000
dIPv4[]
: a0a :
local ipv6 address nil Gn 000 IPve 000000000
[IPV6[]
Local port o i GTP-C v1 J UDP 000 S5/S8 [0

ad



DNS [][]

0] 0] 0oa 0
primary ipv4 0g {8, 8, 8, 8 PCO [JO0g DNS 00

secondary ipv4 [ {8, 8, 4, 4} PCO 000 DNS 00

joad

* OO0 GTP-COO 1 ( )
* 000 uDP
« 00000 212300 GTP-C v2 [0
(00 O SGSN [0
1 $5/S8 [

OmniPGW 00000 PGWQO4GOO GGSN2G/3GH000

* (00000 UDP OO0 2123

 GTP [0000CO0OO

* [0 IP O00000O 4G 0 26G/3G 00
* 0000000 DOUPE/PECPOOOO0

0o

Sxb/PFCP []]

il

000 PGW-UD000000CO PFCP 00O
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i

config :pgw c,
sxb: %{

# PFCP [JO00O0O IP OO
local ip address: "10.0.0.20",

# 0000000 PECP 00088050
local port: 8805

}
il
ad ad ada A
local ip address  [000O0PO QOO PFCP 0000
local port a0 8805 PFCP UDP [
aod

* 00 UPF 000000000 upf_selection (0000 + OOOCCOOO

* (0000 UPF 000000CO0
o 0000O00CO "UPF-<ip>:<port>"

o [0 PFCP 00000 UPF 000

o 5 0000
» UPF 0000000000 upf_selection (0000000000 [
* 0000 UPF 0O0000COO00OC DNS 000 UPF

il

0oooo



sxb: %{
local ip address: "10.0.0.20"
}

# [0 upf selection [0 UPF 0000000
# - 000000O00“UPF-10.0.60.21:8805”

# - 00 PFCP [O00OO UPF OO0
# - 5 (0000

000 PECP (00

sxb: %{
local ip address: "10.0.0.20",
local port: 8806 # OO0 PFCP OO

}

00 UPF 00000000



sxb: %{
local ip address: "10.0.0.20"

I
upf selection: %{
rules: [
%{
name: "IMS []",

priority: 10,
match field: :apn,
match regex: ~r/”ims$/,
upf pool: [
%s{remote ip address: "10.0.1.21", remote port: 8805,
weight: 100},
%{remote ip address: "10.0.1.22", remote port: 8805,
weight: 100}
]
}

1,
fallback pool: [

%{remote ip address: "10.0.2.21", remote port: 8805, weight:

100}
]

}
# 00 3 0 UPFO10.0.1.21[010.0.1.22010.0.2.21000000

00 DNS (000000000

sxb: %{
local ip address: "10.0.0.20"

|

upf selection: %{
dns enabled: true,
dns query priority: [:ecgi, :tai],
dns suffix: "epc.3gppnetwork.org",
fallback pool: [

%{remote ip address: "10.0.2.21", remote port: 8805, weight:

100}
]
}
# DNS [J00 UPF [00000OCOOO



UPF (000

UOOUPF 0000000000 UPF 00000 upf_selection OOOOOOOO

joad
UPF 000 upf_selection 0000000

1. 0000 - 0O0ODoo0ooo0O
2. DNS [0 - 000000 UPF OO
3. J00 - 00000000 DNS 000000

NN

1. 00000000000 - DODOO0o0oo0oa
2. [J0 DNS 000000000 - DO00000 UPF 00
3. 000000040 - 00000000 DNS 0000000

UPF 00000
¢ { Y N
‘metrics :diameter :s558 sxb ue
Prometheus ] Gx [ GTP-C [0 PFCP IO IP MO
Hooooa

Oo00o0o00o0oCOo0a

:pco
o



:imsi

:apn

0ooa

0d 0ooa

0ooooooo ~001001. * 00000

~internet\. []

00000 / DNN

~ims\.
:serving network plmn id  [O00000 ~001001%
:sgw_ip address SGW IP 1] ~10\.100\. . *
:uli tai plmn id 0000 PLMN 1D ~313.%
:uli ecgi plmn id IEI;UTRAN 00 PLMN ~313. %
InEEN

[ aood 0] [
UPF [] Ooo 0000000000000 - D000 UPE
00 APN (0000 0000 IMS/000 OO
0o st 0000 aoao 0000000
00 DNS  MEC/OO00 0000000 00 DNS 0000
aoa aod 000 UPE O0000o0d
NN aooo OO NN AN



Jooooood

000C00OUPFOOOPCONODDNODOODOOOOOOO



SGW-C ‘ PGW-C ‘ ‘ PCRF (Gx) ‘ ‘ OCS (Gy) ‘ ‘ DNS Server ‘ ‘ Selected UPF ‘

Create Session Request
(IMSI, APN, ULI, etc.)

1. 000000
IMSI, APN, PLMN, TAI, ECGI

DAPNQOUE 1P

CCR-Initial (Gx)
popccon

CCA-Initial (Gx)
PCCOO + 0000

2. 000000000
(D000ORating-Group?)

b [000ooo!

CCR-Initial (Gy)
0opao

CCA-Initial (Gy)
0ooo

3. UPFOOOO

0000000000
O=0

[ (000000

00000
00000UPFO

(0000001
| [DNS[O]

NAPTR[O
gouul

UPF IPO0

[DNsOn/O01

00000

4. [O000UPF
O0PFCPOD + 00

000000
00o0/o0

000UPFOOO0

5. Pconnng

I (oooooec-
onn!

JoooPconn
+ OoPcond

[Oopconl

fooorPcon

[ [00P-CSCFON]

y (00000FQDN]
O0p_cscf_discovery_fqdn

P-CSCF IPO0




(0000001
O000P-CSCF DNS

P-CSCF IP(0

I (v

J0000P-CSCF

[DNS[OO]

0000P-CSCFON
(0000

0000P-CSCFON

Joogpco:
DNS, NBNS, P-CSCF, MTU

6. PFCPOO00

(00001

PFCPOOOO
PDRs, FARs, QERs, URRs

PFCPOO0000
S5/S8-UlF-TEID

7. JOSGW-C

000000
UE IP, PCO, 0000

00000
000000uUPFOO
0oog
v O00UPF: 0000 + 00
v PCO[Q: DNS + P-CSCF + MTU
v [00: 0000000000
v 0000
SGW-C ‘ PGW-C ‘ PCRF (Gx) ‘ OCS (Gy) ‘ DNS Server Selected UPF

0oooon
1. UPFIOOCO

° [J00000000O- DNSOO - 000
o (0000000000
o J000000/0000
o 0do 0OOUPFOOCOOC

2. Pcoinoon

o [JOPCO[O - P-CSCF DNS[[] - gOPcon

o (U000U0D0ODODUOCOODOD0OO
o 00O poooooPCond

3. P-CSCFI0000



° [JOOFQDN - OODNSOQO - 0000PCO - O000PCo
o 0od O00000000000

4. 0000

o PCRFOIOO0ONO0OORating-Group + Online=1[]

o OCS[I000000000
o PGW-COOO0OO0CCR-UpdateOOn
° 000 [ 0o0ooo0on

Hooodo
O00000000000000YPFO0000000000



config :pgw c,
# PFCPO0 - JOUPFOQupf selectionO00
sxb: %{
local ip address: "127.0.0.20"
}

# UPFOOOO - O0O00DOCUPROOOCO
upf selection: %{
# 0ODPNSOOO0O
dns _enabled: false,
dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],
dns suffix: "epc.3gppnetwork.org",
dns_ timeout ms: 5000,

# [000000000000000

rules: [
# (010IMSO0 - 00000
%{

name: "IMS Traffic",
priority: 20,
match field: :apn,
match regex: "~ims",
upf pool: [
%s{remote ip address: "10.100.2.21", remote port: 8805,
weight: 80},
%s{remote ip address: "10.100.2.22", remote port: 8805,
weight: 20}
]
s

# [02000APN
%{
name: "Enterprise Traffic",
priority: 15,
match field: :apn,
match regex: "~(enterprise|corporate)\.apn”,
upf pool: [
%s{remote ip address: "10.100.3.21", remote port: 8805,
weight: 100}
]
},

# (03000000 - 0000



o®
-~

name: "Internet Traffic",
priority: 5,

match field: :apn,

match regex: "“~internet",

upf pool: [
%{remote ip address: "10.100.1.21", remote port: 8805,
weight: 33},
%s{remote ip address: "10.100.1.22", remote port: 8805,
weight: 33},

%{remote ip address: "10.100.1.23", remote port: 8805,
weight: 34}
]
}
1,

# 000 - O000000CDNSOOO0O
fallback pool: [

%{remote ip address: "127.0.0.21", remote port: 8805,
weight: 100}
]
}

Huo
ooonn

* 0000000000 upf_selection OUPFOOOOOOO0
[ 0000000V PFODOOOO0OOO0OCO

0 0000000000 upf_pool OO00O0OOUPFQ

0 000000000 fallback_pool OOOOOOO

0 DNSOOODBNSOOO000000

0 0000O0000000DODNSOOOUPE

0 0000000000uUPFOOSOO0OOOOOO

Ooooooon

* UOOsxb.peer list 0000000
* 00000000000 selection list



* JOUPFOOOOOO upf_selection 0000000
UPFLO00000
1. f000ODO000OOUPFOOOO

o [0 = PFCPOOOD + 0O00OOCO30
o JO00OUPFOOOOOO
o [0000C0UPFOOOOOOOUPFOOOOOO

2. JI/0000000Oweight: @ JO00UPF

° JOUPFOweight > 00000000000
° JOUPFQweight == O[0000000VPFOO00CO0
o JOO00OUPFOOOweight: 1

3. J0000CO0000000000000OO0uUPE

° J000000070%000.21020%000.22010%000.23
o 0000 = 000000O0OUPE
o 00000 = 0000

4. J000000CO0UPFOOOCOOOO

o 00000000 "UPF-<ip>:<port>"
o [J000000OPFCPOOOSOOO
o J00000UPFOOOOOOOO



Jo0oooooo/o0






goo-1
000000000

~—__/

D)
000000000

O: [
UPF-A: [JO0 50, 00 v
UPF-B: [0 36, 00 v
UPF-C: OO0 20, 00O v
]

Ood: 50 + 30 + 20 = 100

0ooa:
UPF-A: 0-49 (50%)
UPF-B: 50-79 (30%)
UPF-C: 80-99 (20%)

0dd: 63 - [OOUPF-B

0od: 15 - [JOuPF-A
00d: 91 - QOOuPF-C

00/000000000



ood: [
UPF-A: [J0 100, [OOJ v (oo
UPF-B: 00 0, 00O v (oo
]

001: UPF-AQ0
- JO0000: [UPF-A: 100]
~ [O0OO0OUPE-A

002: UPF-AQQ

~ [JO00OUPFOO

- JOOd: [UPF-B: 1]

~ JO00000OUPE -B

~ [00: "0000UPFOO0O0O0OUPE*

003: 000000

~ [000UPE

- 0J0000: [UPF-A: 100, UPF-B: 0]
-~ [00000000O000000a

~ [0: "000000UPFOODOOOOCOO"

0oooooa



# 000000025%[
upf pool: [

%s{remote ip address: "10.0.1.1", remote port: 8805, weight: 1},
%s{remote ip address: "10.0.1.2", remote port: 8805, weight: 1},
%{remote ip address: "10.0.1.3", remote port: 8805, weight: 1},
%s{remote ip address: "10.0.1.4", remote port: 8805, weight: 1}

# [1/00000096% / 10%[]
upf pool: [

%s{remote ip address: "10.0.1.21", remote port: 8805, weight:
90},

%s{remote ip address: "10.0.1.22", remote port: 8805, weight: 10}

]

# [00/000100%000%000000000
upf pool: [

%s{remote ip address: "10.0.1.21", remote port: 8805, weight:
100}, # O

%s{remote ip address: "10.0.1.22", remote port: 8805, weight: 0}
# 0000000000
]

# U000000O0000000
upf pool: [

%{remote ip address: "10.0.1.1", remote port: 8805, weight:
100}, # (0

%s{remote ip address: "10.0.1.2", remote port: 8805, weight: 0},
# 001

%s{remote ip address: "10.0.1.3", remote port: 8805, weight: 0}
# 02
]
# [000000160%000000066000050/50%0

# A/BO0O0O50% / 50%[]
upf pool: [

%s{remote ip address: "10.0.1.100", remote port: 8805, weight:
50}, # (00

%{remote ip address: "10.0.1.200", remote port: 8805, weight:
50} # 00O
]



ooo

* [0/000000000weight: @ J000OUPFOOCOUPFOOOOO
* JOOOHADOUPFOOPFCPOOOOOOOOOOOOOO

* [000000OUPFOOODOOOOOOO

* J00000DOO00O0OUPFOO

+ [0000O00O0000DO00000095 %005 %00

* [0000000OCO0OO0OOOUPE

* 000000COUPFOOCOOO

PCOoJ00000000O

UOUPFOOOD000CODOODOOPCONDINNNINNODONOPCONINNOINODAPNODIDOODOOOO0O
ad

PCoI000000

1. f000OCODOODOPCOnO

2. 0000000000000 peo OOOOO
3. (0000000000OoCOPCOnO
4. J00000OOPCODOnODPCO



PCOlI00



SGW-C PEW-C

PCRF {Gx) OCS [Gy) DS Server
Creaste Session Request
(IMISI, APN, LALI, &tc.) R
1.
IMISI, APN, PLMN, TAI, ECGI
[APNIOOUE IP
CCR-Imitial (Gx)
mPoc
CCA-Initial (Gx]
FCCO0 + D000
2. 000
(DD0DRating-Group?)
alt 1000
CCR-Initial (Gy)
CCA-Anitial (Gy]
3 urﬁ]]]]
e OmniCore  OmniCall OmniRAN  OmniCharge Platform
v 5GCw - v - -
_. (e EE R IE]
00N
OOIOOuPFD
ID0OD0m1
alt IDNS00]
MAPTR[
Oou
) UPF IPTI]
(DRS00
00mo
4. (o0UeF
[OPFCPOO + 00
00000
DIOAD
OODUPFOOI
5. pcomD
akr - NOOO0PC-
0l
OoOoPCoOn
+ I0~CoI
I00PCO00]
alt IDOP-CSCFOO]
alt [OIDODFQDN]

[Dp_coel_discovery fadn

P-CSCF IR

Xa 0000+



ID0000m

[O00P-CSCF DMS

P-CSCF 1P
-
alt [DHSD]]
[DOOOOP-CSCF
[DMS]

OIODP-CSCR]
(000om

[00nm
OIODP-CSCA]

QO0PCa:
DNS, NENS, P-CSCF, MTU

6. PRCPOI]

PRCPII
PDAs, FARS, OERs, URRs

S5/58-UDF-TEID

7. [ISGW-C

UE IP, PCO. 0000

[N
OIOMUPFI

000
+ [OUPF: 000 + 00
 PCOQ: DNS + P-CSCF + MTU
+ O DOO0O00000
+ DO

SGW-C PGW-C PCRF (Gx) OCS (Gy) DS Server Sajected LIPF

poPCoiiiinnOiong

1. fj0Pcoliiinoond
2. P-CSCF DNS[JJJ0J00P-CSCFOOO

3. J0PCO0I000On/oO0
OO0MSO00DNS 0000000000



IMSOO00O"IMSOO” 0000

- DNSOOD00000D00000000

- P-CSCFOOODNSOOOO0OOOp cscf discovery fqdn[
| - ODooopeNSOooooooO0

L MTUODOO000O000000

0000000 0000”0000
- DNSOOOO00O00192.168.1.10, 192.168.1.11(

- P-CSCRONONONNONON00D
L MTUDOO0n015000

000000000000

I~ DNSOOO00000

I~ P-CSCFOO000000000000000DNS
L mMTUOOo0o

pooPcofionn

* primary dns server address - [JDNSOOOIPOIPv4[]

* secondary dns server address - [IDNSOO0IPOIPv4[]

e primary dns server ipv6 address - [JDNS[IPOIPv6[][]]0x0003[]

* secondary dns server ipv6 address - [IDNSOO0IPOIPv6[I0x0003[]
e primary nbns server address - JWINSOOOIP

e secondary nbns server address - [JWINS[IOIP

* p cscf ipv4 address list - P-CSCFO0IPOIPvAQOOOOMSOOO0x000C - OO
a 00000P-CSCROO
* p cscf ipv6 address list - P-CSCFOOIPOIPveJOOOOIMSOON0x0001]

* ipv4 link mtu size - MTUOOOOOOOOOO
0000P-CSCFROO0

0OPCONINOVUPFONOODOOCOOP-CSCROOD



* p cscf discovery fqdn - JO000000ODNSOP-CSCFOOOFQDNQON
(0 "pcscf.mncOO1l.mccOO1.3gppnetwork.org"[]

Hooooood

1. PGW-C 000000CCCODO FQDN 00 DNS OO
2. DNS 0000 P-CSCF IP 0000
3. 000 P-CSCF 0000 PCO 00 UE

4. [J00 DNS 00000000 PCO OO0 p_cscf ipv4 address list 00000000 PCO O
[

5. (0000000/0000000
Ho00o0o0oooa

 IMS APNs - [0 IMS 0000000 P-CSCF 000

* (0000 - D00000O0D P-CSCF 0000
« 0000 - DNS 00 UE 0000000 P-CSCE
* 0000 - DNS 00000000 P-CSCF 00d

00000000 P-CSCF [ IMS [0



rule

o
%{

s: |

name: "IMS Traffic"
priority: 20,
match field: :apn,
match regex: "~ims
upf pool: [

’

’

%s{remote ip address: "10.100.2.21", remote port: 8805,
weight: 80},

%s{remote ip address:

weight: 20}

}
]

0oooo

]

# P-CSCF J000e®600 DNS (OO P-CSCF 0

# DNS U000 FQDN 0000 P-CSCF IP

p cscf discovery fqdn:

*10.100.2.22",

remote port: 8805,

“pcscf.mncOO1l.mccO01.3gppnetwork.org",

# IMS (000000 P-CSCF 0000 DNS [OO00OCOO

pco: %{

p cscf ipv4 address list:

# DNS[NBNS[JMTU 000 PCO 0000000

}

UE IP OO0

00 UPF 000000 VE 1P [00000C00000000O0OO

0o 0ooa
1. 00 (an)
ue ip pool:
2. (00

3. UPF upf assigns ip:

0o

n namell

true

0oo

PGW-COOOCO
0 UPFQ

PGW-C00OO
0 UPFO

UPF[JPFCP
CHVA[]

["203.0.113.100", "203.0.113.101"]

0ooo

APN [0 ue.subnet map[Q
00 :default

000 ue.subnet map [J
n namell

UPF 00000



e upf assigns ip - 000000 falsedOO true OOPGW-C O UE-IP-Address IE[[]
00 CHVA4[“UP 00"00000000000000 UPF O Created-PDR OO0000000O00000OO
OOUPF 0000000000 UPF 00000000 UPF OOO0O0O0OCOCO APN / PECP 0000000
00—— PGW-C 0000000000000

* ue_ip_pool - J00000000O0O0COOPGW-C 0000 ue.subnet_map 0000000
PGW-C [0 UPF 000000CO0000O00CO0/O0 100.64.20.0/24 [ UPF 0000000000
O000000000R0000C000 nil - 000 APN 00 ue.subnet_map [O0000 100

upf_assigns_ip [1 ue_ip_pool [J (00 — 000OOOOO UPFOOOOOOOD PGW-C O000OC
00000000000000000C00000 upf_assigns_ip [J00ue_ip_pool OO0

000 PGW-C 0 UPF 0000000000 20 47 UPF 00000 30000000 UPF O00000COO0OOO
0 OSPF 0000 1e6.64.26.06/24 0000000 VE 00000 /32 — 000 UPF 0DOO0O0OCOOO

00 VE 00000000D000000D VE DO000000OO

00 — /UPF 00 000 VE 0000000000 UPF OO00O000CDOOC 20000 UPF O00OOO
upf_pool 0000 UPF 00000000 3000 upf_pool UPF [O0000000(© €

ueip pool[Jomniupf feature ueip: true00000

Oroute_advertise_pools [J000 UE 00000 UPF 00000000000 UPF OOO0OOOOOO

ad
00 — 00 20PGW-C 0000000 UPF (00000



# ue.subnet map 000000
ue: %{
subnet map: %{
"ims upf03"
"ims upfo4"
default:
}
¥,
# 0000000 UPE OO0CO
upf selection: %{
rules: [

%{name: "IMS-upf@3", priority: 21, match field:

match regex: "~ims",
upf pool:
8805, weight: 1}],

[%{remote ip address:

=> ["100.64.20.0/24"],
=> ["100.64.21.0/24"],
["100.64.16.0/24"]

ue ip pool: "ims upf03"},

%{name: "IMS-upf04", priority: 20, match field:

match regex: "~ims",
upf pool:

8805, weight: 1}],

[%{remote ip address:

ue ip pool: "ims upf04"}

]

00 — 00 30UPF [0 CHV4 [ VE 1P

rules: [
%q{
name: "IMS",
priority: 20,
match field: :apn,
match regex: "~ims",

upf pool: [

%{remote ip address:

weight: 50},

%s{remote ip address:

weight: 50}
1,
upf assigns ip: true

}

"10.179.1.42",

"10.179.1.45",

“10.179.1.42",

"10.179.1.45",

:apn,

remote port:

:apn,

remote port:

remote port: 8805,

remote port: 8805,

# UPF [J0 UE IPCHVA[OOO UPF [J



00000000 DNS 000000

rules: [
%{
name: "Enterprise Traffic",
priority: 15,
match field: :apn,
match regex: ""(enterprise|corporate)\.apn",
upf pool: [

%{remote ip address: "10.100.3.21", remote port:

weight: 100}

1,

# 00000000 DNS (0o0 MTu

pco: %{
primary dns server address: "192.168.1.10",
secondary dns server address: "192.168.1.11",
ipv4 link mtu size: 1500
# P-CSCFONBNS 0000 PCO 0000000

0000000000 PCO 0000

8805,



rules: [
%{
name: "IoT APN - Fully Custom",
priority: 10,
match field: :apn,
match regex: "“iot\.m2m",
upf pool: [
%s{remote ip address: "10.100.5.21", remote port: 8805,
weight: 100}
1,
# IoT [JOO00O0OOCO PCO
pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
primary nbns server address: "10.0.0.100",
secondary nbns server address: "10.0.0.101",
p cscf ipv4 address list: [], # IoT [J P-CSCF
ipv4 link mtu size: 1280 # 000000O0OO MTU

0o

IMS/VoLTE[[JII0000000000 P-CSCF 000
00 APNs[000 DNS 000000000
loT/M2M{0000 DNS (000 MTU 00000000
000000000000 DNS 000
OioC00oobo0ooOooooO

00 DNS [0 UPF [J000

00000000000ULIONOO UPF 00000 DNS NAPTR [OO0ODNS 00000 upf_selection OO0
0o

000 00000000000 UPF 00000000000 UPE 000 PRCP O000OCOOOOC [
pooo0oooon



upf selection: %{

# (000 DNS OO0
dns_enabled: true,

# 00000000000
dns query priority: [:ecgi, :tai, :rai, :sai, :cgil],

# 3GPP NAPTR [JOJO DNS O
dns suffix: "epc.3gppnetwork.org",

# DNS 0000000
dns timeout ms: 5000,

# ... 00 fallback pool ...
¥

00 DNS 00000000

1. 000000 DO0DOO00ODO00000O0O DNS 00

2. 0000000 VUE 0000 DNS NAPTR 000
o ECGIJ00eci-
<hex>.ecgi.epc.mnc<MNC>.mcc<MCC>.epc.3gppnetwork.org

o TAl @Y O[] tac-1b<hex>.tac-
hb<hex>.tac.epc.mnc<MNC>.mcc<MCC>.epc.3gppnetwork.org

o RAI[JSAIJCGI JO00000 3GPP TS 23.003 [0
3. (J000CO000D000D0O000CO00000
4. J00O0OODNS Q0000000oo0oooeO
5. (I0000000000OCODOO0OOODODOO000oO

00 DNS 00000 DNS 0000o0oa

; NAPTR 000 PLMN 001-001 O TAC 100
tac-1b64.tac-hb00.tac.epc.mncOOl.mccOOLl.epc.3gppnetwork.org IN
NAPTR 10 50 "a" "x-3gpp-upf:x-sxb" "" upf-edge-1l.example.com.

; UPF [0 A [0
upf-edge-1.example.com IN A 10.100.1.21



ooo

* J000000OMECODOID00D00000000O UPF
* [0 UPF 00000/00 UPF 0000000 PGW-C
+ (000000000 UPF 000000

* (0000000ODOOO0OO00O0O uPE

UPF (000

O00000oooPGW-C 00000 UPF OO000000000000 UPF 0O0000OO

0ooooo
00000000000OUPFE 000 000

1. PFCP J000O0OUPF OO0 PECP OO

2. 0000000 3 000000000
3. JOOOOUPF 00 GenServer 00000

000000000000 UPF 000 0000

e PFCP [J00000associated: false[]

* 3 0000000000
+ UPF [000000OOO

0ooa

00000 UPFQOO upf selection [0

* J000000o0o0o

PFCP 000000

0 5 0000000

missed heartbeats consecutive [JUIOU00OO0
(0000000000 UPF 00000

00 DNS (00 UPFOO0OO00O

* J000000000000O



* (000000000
* 000000000

0ooa

00/0000000 weight: 6 000

1. 000000 UPF

2. [J0 00000 > o00 Uoooo == og

3. (0000000 UPFOOOOCO UPE

4. 00000 UPF 000000000 UPFOOOOO 10
5. (000000 VUPFOOOOOOOO

00000000000 > oo

1. 000000 UPkE
2. (000 UPF 000000000
3. (000000 UPFODOOOOOO

0ooto

[debug] 0000 UPF 0002/3 00 UPFO1 00O
[info] 0000 UPF OO000CO0OO UPFOL (0O UPFOOOD © OO 10
[warning] 0000000 UPFOD 3 OO00CCCOOOOO

00 UPF [0

0ooood



# (000 UPF 0000
iex> PGW C.PFCP Node.is peer healthy?({10, 100, 1, 21})
true

# (00000000
iex> PGW C.PFCP Node.get peer health({10, 100, 1, 21})
%{

associated: true,

missed heartbeats: 0,

healthy: true,

registered: true

[0 OAM API[]

e (0 /api/upf selection J00curl -k
https://localhost:8443/api/upf selection

 [O0000CO UPF O00COOO
e [JO00Active-UP[JStandby-Ready[JActive-DOWN[]Not Associated
e [JOOOACTIVEDD = OOOSTANDBY[I == OJIDYNAMIC[IDNS 00000000

* (0000 UPF 0000000

Ooooooon

1. 0 upf_selection (] UPFI000CO0000 UPF 00000



upf selection: %{
rules: [
%{
name: "Internet Traffic",
priority: 10,
match field: :apn,
match regex: "“internet",
upf pool: [
%s{remote ip address: "10.100.1.21", remote port: 8805,
weight: 100}
]
}

1
fallback pool: [

%{remote ip address: "10.100.2.21", remote port: 8805,
weight: 100}
]

00 UPF 00000
- 5 (00

- 0000000

- 00o00a

H oW W W

2. J000 UPFODO00ODOO O OoODoo0OoO

upf pool: [

%{remote ip address: "10.1.1.1", remote port: 8805, weight:
100}, # 00O

%s{remote ip address: "10.1.1.2", remote port: 8805, weight:
0} # [0

]

3. 00 OAM API 0000000 /api/upf selection JO000 UPF 0000

4. (00000000 3 000OooobCOO0ooooooo00

00 UPF [

000PGW-C 000000000 DNS 000 UPFOOOOOOD upf_selection (JO0O



0ooa

00000000000C000 BNSOO00000000 UPF 00000000

1. 00 PFCP (00000 UPF O0000OOO
2.0 PFCP 00000 UPF OO0 PFCP O
3. (000000000 UPF O00000ODOOC

4. J0000000O0000OD0010 ooa

5. (00000000 UPF 000000

00 UPF 00000

0 UPF [00000D00C000000CO

(o)
%{

name: "Dynamic-UPF-<IP>", # 0 "Dynamic-UPF-10-100-
1-21"

remote ip address: <discovered ip>, # [1 DNS 000000 Ip

remote port: 8805, # [0 PFCP 000000

initiate pfcp association setup: true, # PGW-C 00O

heartbeat period ms: 10 000 # 10 0000

00000 UPF 00000000000 wpf_selection O0000COOOOCOOOCOOOOCOOC

JOODNS (000 UPF

# DNS [J0000upf-edge-2.example.com -> 10.200.5.99
# [0 UPF 0000 upf selection OO

# 000000
# 1. (000000 UPF 10.200.5.99

# 2. [O00“uPF {16, 200, 5, 99} O0OCOOOOOOCO. ..”
# 3. [0 10.200.5.99:8805 [0 PFCP 000000

# 4. [J0 UPF [OO00000COOOCOO
# 5. [0 UPF [I000CO0OOOOOOOOOOOC

ad



0 0000000000 DNS 0 UPF 0000000000000
[ 000000 UPF 0000000000000 PGW-C

0 O0000OoOOOOoOOoOOooo0Oa

0 000000000 UPF 0000000

0 0000000 UPF 000000000000

0ooa

0000000 UPF 0000 PRCP 00000

[error] PFCP OIO0OOOO0O UPF {16, 200, 5, 99}[]:timeout
[error] OO0 UPF {10, 200, 5, 99} [:timeout[]
000000000000 UPF OO0 upf_selection [O00O0

000000000 PGW-C 0000000000000

pooooooonn
oo ad
0000 UPF 0 upf_selection O0O000OCOO0OCOOOC

DNS (0000 UPF  [00000CO00OO000CO

00/00 UPF 0o00000000000

0000 UPF 0 upf_selection [O0000OOOCCOOO

00/0000 UPF 0000000OUPF 00000000

0000 UPF

00 UPF 000000000CO00000

[info] OO0 PFCP [OOO0OOO-UPF-10-200-5-99 ({10, 200, 5, 99}:8805)
[info] [0 UPF [O0O-UPF-10-200-5-99 [OOOIPID #PID<0.1234.0>



000C0000000ooO0oobo0otooo000

# 00000000
PGW C.PFCP_Node.registered peer count()

# 0000 UPF 00000
PGW C.PFCP Node.get peer({10, 200, 5, 99})

# [O00{:o0k, #PID<0.1234.0>} OO0000O0OOO :error

00 UPF (00000

0000 UPF 00000 PRCP O00000CO0OOCO

# (0000000 UPF
PGW C.PFCP _Node.register dynamic peer({10, 200, 5, 99}, 9999)

00000 DNS 0000000000000C 8805000 PFCP 000

UPF 0000000

0000000 UPF OO000OOO0OOOOOO

config :pgw c,
# 0000000000000000
upf selection dry run: true

0o00o0o00o

1. 00000C00O00000On UPk

2. (000000DO0O00COOOO
3. 00000assign sxb peer/1 [0 {:error, :dry run mode}

4. J000000000ODOOCO
5. (000000000000CO0D DNS 000

0oooooa



[warning] » UPF 000000000 - 0O00OCOO

[info] 0 OOODOOCDOOO
0000000
00000 : apn
O0000~r/~internet\./

goool1e
000 UPF[]10.0.1.21:8805

[warning] [ 0000000 UPFOOOOOCOO
00 IMSI[J0010016000006760

00 APN[internet.apn

Ooooooa
0000010.0.1.21:8805

a (0000000000

0 LiveView UI [
UPF [0 LiveView [0 ( /api/upf selection) 0000000000

1. 0 Web 000000 UPF 0000
2. J00“00 UPF 00”00

3. J00000000
o IMSI[0661001000000670 ]

o APNOOOOinternet.apn[]
o (000 PLMN ID[000 60616061 []
4. J0"0000"0000OO

5. (000000000
° (00000000000 DNSO

o (00 UPF 00000
o (0000000000
o Q0000

LiveView [000000000 O00000OOOOCCOOOO00OOOOOOOCOOOOO0OO
oo

* [O000OO0OOOODOOOOOO



+ [00000000CODOOD0O0G UPE
* (00000000C UPF 0000
* [O00000OOCOOOOOn

0oooo

e :imsi - 00000000

* :apn - (JOOOOOAPN/DNN]

e :serving network plmn id - [J00J PLMN ID
* :sgw ip address - SGW IP [

e :uli tai plmn_id - [J0J00J PLMN ID

e :uli ecgi plmn_id - E-UTRAN JJ PLMN ID

0ooto

# 000000000
heartbeat period ms: 2 000 # 2 []

# (00000
heartbeat period ms: 5 000 # 5 [J

# 00000000
heartbeat period ms: 10 000 # 10 []

0o

UE IP ][]

il

0000 UE 000 1P 00000 APN 000



i

config :pgw c,
ue: %{
subnet map: %{
# APN "internet" []
"internet" => |
"100.64.0.0/20" # 4094 [ IP
1,

# APN "ims" []
Ilimsll => [

"100.64.16.0/22" # 1022 [ IP
I,

# J0000OCO APN
default: [

"42.42.42.0/24" # 254 [ IP
]

}
}
a0
ad 00 00 00
subnet map Map 0 0 APN 000000000
default List (O0) 0O 0000 APN 000
Q000

CIDR [0 <network address>/<prefix length>

0o 1P 00a



CIDR
/24
/23
/22
/21
/20

/16

il

0oooo

ue: %{

RLN

256

512

1024

2048

4096

65536

Rl

254

510

1022

2046

4094

65534

subnet map: %{
"internet" => ["100.64.1.0/24"],
default:

0000

0ooa

100.64.1.1 - 100.64.1.254

100.64.0.1 - 100.64.1.254

100.64.0.1 - 100.64.3.254

100.64.0.1 - 100.64.7.254

100.64.0.1 - 100.64.15.254

100.64.0.1 - 100.64.255.254

["42.42.42.0/24"]



ue: %{
subnet map: %{
# 00000 - 00
"internet" => |
"100.64.0.0/18" # 16,382 IP
1,

# IMS (VoLTE)
n ims n => [

*100.64.64.0/22" # 1,022 IP
1,

# [0 APN
"enterprise.corp" => |

“10.100.0.0/16" # 65,534 IP
1,

# IoT [
"iot.m2m" => [

"100.64.72.0/20" # 4,094 IP
1,

# 00O
default: [

"42.42.42.0/24" # 254 1P

0000000 APN (00000



ue: %{
subnet map: %{
"internet" => [

"100.64.0.0/22", # 1022 IP
"100.64.4.0/22", # 1022 IP
*100.64.8.0/22", # 1022 IP

*100.64.12.0/22"  # 1022 IP
1,

# (004088 IPOOOOD
default: ["42.42.42.0/24"]

}
}

Oo00o0o0Oo

00000 APN 000000 ~ 0000000000000

ue: %{
subnet map: %{
# 0000 "ims" 000 APNOOO "ims"[("ims.apn“["ims.something"[]
"timst => [
"100.64.10.0/24"
1,

# 0000 "m2m." QOO0 APNOOO "m2m.test"[]"m2m.prod"[]
||/\m2m\.|| => [

"100.64.20.0/24"
Il

# (0000
"enterprise.corp" => [
"10.100.0.0/16"

]I

default: ["42.42.42.0/24"]

0oooo

* 0~ 00000OoOoOOO



00 ~ 0o00ooooooooO
Oo00o0o00o0oo0a
Oo0oo0ooOo
00000000N 00 \O

0000

e [...000 "~ims" [0 ims[]Jims.apn[]ims.foo.bar

e [0...000 "~.*\.corp$" ] foo.corp[lbar.corp
e 0O "~.*test.*" [JJ test[Jfoo.test.bar

IPv6 [

ue: %{
subnet map: %{
# IPv4 []
"internet" => |
"100.64.0.0/20"
1,

# IPv6 (000000
“internet.ipv6" => [
"2001:db8:1::/48"

1,

default: [
"42.42.42.0/24"
]
}
}

god 1P O

RFC 6598[J000] NAT]

000 100.64.0.0/10
- 000 ~400Q0 1P
* 000 000000 NAT 00



00 1P JO0ORFC 1918[]

e 10.0.0.0/8 -1600IP
e 172.16.0.0/12 -100JIP
* 192.168.0.0/16 - 65,534 IP

0o

PCO [I[]

il

00000 UE 0000ootoPeonn



i

config :pgw c,
pco: %{
# DNS [0
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",

# IPv6 DNS 00000000 6x0003[
primary dns server ipv6 address: nil,
secondary dns server ipv6 address: nil,

# NBNS (000000000 Windows {00
primary nbns server address: nil,

secondary nbns server address: nil,

# IMS [0 P-CSCF O
p cscf ipv4 address list: ["10.0.0.50", "10.0.0.51"], # 00
0x000C

p cscf ipv6 address list: [], # [0
0x0001

# IPv4 MTU 0
ipv4 link mtu size: 1400
}



il

ad

primary dns server address

secondary dns server address

primary dns server ipv6 address

secondary dns server ipv6 address

primary nbns server address

secondary nbns server address

p cscf ipv4 address list

p cscf ipv6 address list

ipv4 link mtu size

il

00 DNSOO000

0o

0o
[IPvA[]

{00
IPVA[]

0o
dIPve[]

{00
[IPV6[]

aod
[IPVA4[]

0oa
dIPv4[]

a0
IPVA[

a0
[IPve[]

0d

000

0d

0d

nil

nil

nil

nil

[]

[]

1400

ad

0 DNS 000

0 DNS 000

0 1Pve DNS 00
000 0x0003[]

[ IPv6 DNS [0
(00 0x0003[]

[ NBNS
[NetBIOSOON

0 NBNS [0

IMS [] IPv4 P-

CSCF 0o0oa
0x000C[]

IMS ] IPv6 P-

CSCF 000oa
0x0001[]

0ooooood



pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
ipv4 link mtu size: 1400

}

00 DNS[]

pco: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",
ipv4 link mtu size: 1400

}

IMS (00

pco: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",

# IMS/VoLTE [J P-CSCF

p cscf ipv4 address list: [
"10.0.0.50", # [J P-CSCF
"10.0.0.51" # [J P-CSCF

1

ipv4 link mtu size: 1400

NBNS[]Windows [][][][]

pco: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",
primary nbns server address: "10.0.0.20",
secondary nbns server address: "10.0.0.21",
ipv4 link mtu size: 1400



MTU 00

# 0000
ipv4 link mtu size: 1500

# 0000000
ipv4 link mtu size: 1400

# Jumbo (000000
ipv4 link mtu size: 9000

0o

OAM API []]

il

000000000 OmniPGW [J OAM REST API 0000000000000 API 00O

000 APl 0000000000000 config env() [0 :test[]:test mock []
rtest impl O0000OCOO



REST API [

config :api ex,
api: %{
# 1000
port: 8443,
listen ip: "0.0.0.0",

# API 00

product name: "PGW-C",
title: "API - PGW-C",
hostname: "localhost",

# TLS OO0

enable tls: true,

tls cert path: "priv/cert/omnitouch.crt",
tls key path: "priv/cert/omnitouch.pem",

# 000
routes: [

o
path: "/status",
module: ApiEx.Api.StatusController,
actions: [:index]



API [

o 0o ada ad

port 0 8443 REST API [J HTTPS [I[]
listen ip aooaeg "0.0.0.0" API []00000.0.0.0 = 00000
product_name 000 "PGW-C" 0000000 AP OOOO
title Nl "API - PGW-C" APl 0000
hostname gad "localhost" API 00000
enable tls {0 true 00 API [J HTTPS
tls_cert_path  [O000000 OO SSL/TLS (00000
tls_key path 000oooo oo SSL/TLS (00000
routes 000000 [] AP 0000

Hooodo

routes [JIII00OCO000000COOOOOO

(] 0] 0] (]
path NN 000 URL OO "/status"
module Hl 000000000 - ApiEx.Api.StatusController

actions OO0000 - 0oooooo6 [:index, :show]



il

Oo0oooooa

# API [] localhost:8443
config :api ex,
api: %{
port: 8443,
listen ip: "127.0.0.1", # 00000OO
hostname: "localhost",
enable tls: true,
tls cert path: "priv/cert/dev-cert.crt",
tls key path: "priv/cert/dev-key.pem",
routes: [
%{path: "/status", module: ApiEx.Api.StatusController,
actions: [:index]}

]

}
00000
# API (0000
config :api ex,
api: %{

port: 8443,
listen ip: "10.0.0.20", # Q00O
product name: "OmniPGW-C",
hostname: "pgw-c-api.example.com",
enable tls: true,
tls cert path: "/etc/ssl/certs/pgw-c-api.crt",
tls key path: "/etc/ssl/private/pgw-c-api.key",
routes: [
%{path: "/status", module: ApiEx.Api.StatusController,
actions: [:index]},
%s{path: "/sessions", module: ApiEx.Api.SessionController,
actions: [:index, :show]}

]



0 API

0000

# 0000000000000
curl -k https://localhost:8443/api/status

# 00000000000
curl https://pgw-c-api.example.com:8443/api/status

000000 /api OOO000COOOOOO
/api/status[]/api/sessions[]/api/upf[]/api/diameter[]/api/charging[]/ap
i/ip pools[]/api/session history[]/api/topology[]/api/ue search
[JPOST[][]/api/pcscf monitor [] /api/upf selection[]

000 API JO0Swagger Ul

https://localhost:8443/api/docs

TLS (000
000000000000

# 1000000
openssl req -x509 -newkey rsa:4096 -keyout priv/cert/omnitouch.pem

\
-out priv/cert/omnitouch.crt -days 365 -nodes \
-subj "/CN=localhost"

ooooa
00000000D000D0O000CO0CADDODOOD

¢ Let's Encrypt00000000
* [0 CA[DigiCert[JGlobalSign [0
* 0000000 CA



jooo

. 00000000 TLS - 00 enable tls: true

1

2. []0 listen_ip - (00000000 1P O000CCO 0.0.0.000
3. (000000 - DO00ODo0000on

4. 00000 - 00000O0os44 30000

5. 0000 - 00 4096 0 RSA 000

6. 0000 - 0000000000

joad

0oooood APl

# 00000000
netstat -tulpn | grep 8443

# 000000000
1s -la priv/cert/

# 0000000000
tail -f /var/log/pgw c/application.log

OOOSSL/TLS [0

* (00000000000

» JU0000OOOOO
000000 openss1 x509 -in cert.crt -text -noout

* 00000CCOO0oO PGW-C 00000

0o 000 OAM API JO00CO



Hond
000000

# config/runtime.exs
import Config

# (000

config :logger, level: :info

config :pgw c,

# [JPrometheus[]

metrics: %{
enabled: true,
ip address: "10.0.0.20", # 0000
port: 9090,
registry poll period ms: 5 000

¥,

# Diameter/Gx[JPCRF [0
diameter: %{
listen ip: "0.0.0.0",
host: "omnipgw.epc.mnc001l.mcc@O1.3gppnetwork.org",
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
peer list: [
%{
host: "pcrf-primary.epc.mnc001l.mcc001.3gppnetwork.org",
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
ip: "10.0.1.30",
initiate connection: true

host: "pcrf-backup.epc.mnc60l.mccO01l.3gppnetwork.org",
realm: "epc.mncOOl.mcc00l.3gppnetwork.org",

ip: "10.0.2.30",

initiate connection: true

]
}

# S5/S8[SGW-C [0
s5s58: %{



local ipv4 address: "10.0.0.20"
}

# Sxb/PFCPOPGW-U 00
sxb: %{

local ip address: "10.0.0.20"
I

# UPF [0
upf selection: %{
rules: [
%{
name: “[00000",
priority: 1,
match field: :apn,
match regex: ~r/"internet/,
upf pool: [
%s{remote ip address: "10.0.0.21", remote port: 8805,
weight: 100},
%s{remote ip address: "10.0.0.22", remote port: 8805,
weight: 0} # O
]
}
1,
fallback pool: [
%{remote ip address: "10.0.0.21", remote port: 8805, weight:

100}
]
¥,
# UE IP [J
ue: %{

subnet map: %{
"internet" => [
"100.64.0.0/18" # 16,382 IP
1,
"ims" => [
"100.64.64.0/22" # 1,022 IP
1,
“enterprise.corp" => [
“10.100.0.0/16" # 65,534 IP
1,
default: [
"100.64.127.0/24" # 254 IP



]
}
I
# 000000
pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",

p cscf ipv4 address list: ["10.0.0.50", "10.0.0.51"],
ipv4 link mtu size: 1400

Hodo
0000

OmniPGW 0000000000000

[info] [J runtime.exs [0

[infol 0O0OO. . .
[infol 0000
[info]l [ OmniPGW. . .

Hooooo

0oa 1P 000

[error] s5s8.local ipv4 address 000 IP JJ0"10.0.0"

poooood

[error] J0000OOsxb.local ip address

000 CIDR[J



[error] ue.subnet map J000000"100.64.1.0/33"

(00 Diameter ][]

[error] Diameter [J000 FQDNOOOO IP"10.0.0.20"

joad

0o0oooooa

# (000
mix compile

# 00000
iex -S mix
iex> Application.get env(:pgw c, :metrics)



Jooood
il

# config/dev.exs
import Config

config :logger, level: :debug

config :pgw c,
metrics: %{
enabled: true,
ip address: "127.0.0.1",
port: 42069,
registry poll period ms: 10 000
¥,
diameter: %{
listen ip: "0.0.0.0",
host: "omnipgw-dev.local",
realm: "local",
peer list: [
%{
host: "pcrf-dev.local”,
realm: "local",
ip: "127.0.0.1",
initiate connection: true

}

]
}
s558: %{

local ipv4 address: "127.0.0.10"
I
sxb: %{

local ip address: "127.0.0.20"
b

upf selection: %{
fallback pool: [

%{remote ip address: "127.0.0.21", remote port: 8805,

weight: 100}
]

-

c

D

o
-~



subnet map: %{
"internet" => ["100.64.1.0/24"],
default: ["42.42.42.0/24"]
}
}
pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
ipv4 link mtu size: 1400
}



Hooood

# config/runtime.exs
import Config

config :pgw c,
metrics: %{
enabled: System.get env("METRICS ENABLED", "true") == "true",
ip address: System.get env("METRICS IP", "0.0.0.0"),
port: String.to integer(System.get env("METRICS PORT",
“9090")),
registry poll period ms: 10 000
s
diameter: %{
listen ip: System.get env("DIAMETER LISTEN IP", "0.0.0.0"),
host: System.get env("DIAMETER HOST") || raise("DIAMETER HOST
required"),
realm: System.get env("DIAMETER REALM") ||
raise("DIAMETER REALM required"),
peer list: [
%{
host: System.get env("PCRF _HOST") || raise("PCRF_HOST
required"),
realm: System.get env("PCRF_REALM") ||
System.get env("DIAMETER REALM"),
ip: System.get env("PCRF_IP") || raise("PCRF_IP

required"),
initiate connection: true
}
]
}
# ... 000
aoa

export DIAMETER HOST="omnipgw.epc.mnc001l.mcc@01l.3gppnetwork.org"
export DIAMETER REALM="epc.mnc001l.mcc@0O01l.3gppnetwork.org"

export PCRF HOST="pcrf.epc.mnc00l.mcc001.3gppnetwork.org"

export PCRF IP="10.0.0.30"

mix run --no-halt



L0
o - Sxb/PFCP [JJOUPF 0000000
o - PCRF J0J00O0OPCC OOoQos 0o
. - OCS [INI000000000O0O
o - GTP-C v2 [J0SGW-C [NJ4G/LTE[]
. - GTP-C v1 [JSGSN [02G/3G GGSN[]
L0
° - IP 000000 APN JOO0DHCP
. - J000000DNSOP-CSCFOMTU
. - P-CSCF J000Oms 0ooo
L0
. - PDN 00000000000
. - Prometheus 00000000
. - (0000000000

OmniPGW []00 - [J Omnitouch [JJJJ7



(CDR)

PGW-C (0000

OmniPGW [] Omnitouch [J]J]

[
1

© 0 N ULk W=

[
©

il

00 CDROIOOOOO0 0ODO0DOODOOCOPGW-COONODOODOOCDR OO0000O0ODOODOO0O0OO
Oo00o0o00o00on

000000 sGw-C CHR 00000 EPC O000000OO0O0OO

Hooo

[0 €SV 0 - D00000ooOog
+ 0000000 - 0oo00o0ooooog
+ (000 - DO00U0O0OODOo0a



* 0000 - 00000000000000
« [0 3GPP [0 - 00 3GPP TS 32.251[PS 00000 TS 32.2980CDR O[]

il

0d 0d
0000 00000000 CDR
0d 0000000
0000 - 00000ooooo
0ood  0000ooooa

0000 foooooooo

CDR 000
000000
<epoch_tinestanp>
0a-
1726508022

0000000000 Unix 0000000000000

joad

0oon-



e PGW-C: /var/log/pgw c/cdrs/

000 cdr _directory [0 config/runtime.exs 000

i

00 CDR J000000000O000CO

# 00 CDR [OO:

# JO00O0O0O0O: HH:MM:SS (unix_ timestamp)

# 00000: HH:MM:SS (unix timestamp)

# J000: <gateway name>

#
epoch,imsi,event,charging id,msisdn,ue imei,timezone raw,plmn,tac,eci

Ooo:

« (00000 - COR 00000000000 Unix 0000

* (00000 - 0000000000000 Unix 0000

* (000 - PGW-C 000000000 pgw_name 00000
* [0 - 00000 €SV Oooo



CDR [

joad

0o

10
11
12
13

14

0ooa

epoch

imsi

event

charging_id

msisdn

ue_imei

timezone_raw

plmn

tac

eci

sgw_ip

ue_ip

pgw_ip

apn

qci

0d

gd

0o

0o

0d

0o

0o

oo

0d

0d

0d

0o

0o

oo

0o

0d

0o

000000Unix 0000

Oo0oooon

CDR 00000O00O“default_bearer _start™[]

0ooo0ooooO

000 I1SDN 00000000

Oo0oooo0

UE (0000000000

Oo00o0000o0

000000

E-UTRAN 0000

SGW-C S5/S8 (000 1P 00

UE IP OO0IPv4|IPv6 000

PGW-C S5/S8 0000 IP 00

0oooo

QoS 000



00 0000 00
15 octets in 00 000000000

16 octets out 00 HO0000000

CDR [

jooo

CDR 00000000000
0doc {d 0
0000  <type> bearer start 0000

0000  <type> bearer_update 0000000

0000 <type> bearer end 000

0oon-

* default - 000000 PODN 00000
* dedicated - [JO000CO PDN 0OO00COO

I
default bearer start - JO000o0
default bearer update - 0000000
default bearer end - 0000000
dedicated bearer start - 000000

dedicated bearer update - 0000000
dedicated bearer end - 000000

0o

0ooa

0ooooooo

0o00o0O00o0Oa

0oo0oo/oa



Hond
00 CDR [0

# [0 CDR [O:

# J00000: 18:53:42 (1726598022)

# 000000: 19:53:42 (1726601622)

# 0000: sgw-c-prod-01

# epoch,imsi,event,charging id,msisdn,ue imei,timezone raw,plmn,tac,e
1726598022,310260123456789,default bearer start,12345,15551234567,12:
1726598322,310260123456789,default bearer update,12345,15551234567,1-
1726598622,310260123456789,default bearer update,12345,15551234567,1-
1726598922,310260123456789,default bearer end,12345,15551234567,1234¢

joad

CDR O0000OCOOO0O0OCOO



H = AT NN S SATHIT Al LR IR R TR ] LTI Y= Qe

- 5GCw - - - -

I
CDR Reporter [J[]

Filel
e 00000
K (0001 o)
0: 1726598022 .
- 0-999 File2
: 000000
00: 1726601622 F";“‘
: 1000-1999 ]
0ooooo
Filed

0ooo-

1. 0000 COR 00

2. 000000000000
3. 0000000

4. 000 CDR 0000000



il
0000

PGW-C CDR 000 config/runtime.exs 000

0d

pgw_name

cdr _file duration

cdr directory

usage report interval

joad

0000 (config/runtime.exs):

0d

PGW

0ooto

aooa
CDR

900
00

0ooao
0ooog

CDR
0oot0

URR []

ENEN
ad -

PGW-
U 000
ENEN

0o

"omni-
pgwO01"

3600000

"/tmp/ng_C"

60000

000

0oooooto 1D

3600000(]1 OO0

/var/log/pgw c/cdr

60000011 OO0



config :pgw c,
# CDR (000
pgw name: "“omni-pgw01l",
cdr file duration: 3 600 000, # 1 00
cdr directory: "/var/log/pgw c/cdrs",

# URR [JO0O00 PGW-U 000000
usage report interval: 60 000 # 60

0oon-

config :pgw c,
pgw name: "pgw-c-prod-01",

cdr file duration: 3 600 000, # 1 0000

cdr directory: "/var/log/pgw c/cdrs",

usage report interval: 60 000 # 1 0000
Oooo:

config :pgw c,
pgw name: "pgw-c-dev",

cdr file duration: 300 000, # 000 5 0000

cdr _directory: "/tmp/pgw _c_cdrs",

usage report interval: 30 000 # 0000 30 00
HEE

config :pgw c,
pgw name: "pgw-c-prod-heavy",

cdr_file duration: 1 800 000, # 30 0000

cdr _directory: "/mnt/fast-storage/cdrs",

usage report interval: 300 000 # 5 000000000
URROOOOO00OO

PGW-C [JI PFCP URR[JII00000 000 PGW-U 000000000 URR OOO0COOOOPGW-U [0
0000000000000000000 COR OO0



URR [J00000C:

1. usage report interval JJ0000000O0 PFCP OOO0OOO
2. PGW-C [I00000000000000 URR

3. PGW-U [I000000DOO0000

4. 000000000 bearer update CDR [

5. J00000000CD0O00O0 bearer_end CDR [0

(= usage report interval: 60 000 000

« PGW-U [] 60 00000000O
* [0 60 000 CDR 0000
+ JO000000000OO

URR [J000:

defmodule PGW C.Session.Types.URR do
typedstruct do
field :urr_id, non neg integer()
field :measurement method, :duration | nil
field :reporting triggers, :time threshold | nil
field :time threshold, non neg integer() | nil # [J
end
end

0o 000 URR PFCP JO0000000000CO0000 URRO

CDR 000
000000 €PR 00

PGW-C CDR [J:



‘ SGW-C | ‘ PGW-C | ‘ PGW-U |

CDR Reporter

‘ SGW-C | ‘ PGW-C | ‘ PGW-U |

oooo
0ooooo
PFCP 0000
(0 URR)
PFCP 000000
start_report(session, ebi)
00 CDR:
default_bearer_start
octets_in: 0
octets_out: 0
0ooooo
000 - 0ooo
PFCP 000000
(URR [J000)
update_report(session, urr_id, octets_in, octets_out)
00 CDR:
default_bearer_update
octets_in: 1048576
octets_out: 524288
\
oooo
0ooooo
PFCP 0000
PFCP 000000
(00 URR OO0
end_report(session, urr_id, octets_in, octets_out)
00 CDR:
default_bearer_end
octets_in: 10485760
octets_out: 5242880
0ooooo
CDR Reporter




CDR 000

1. 000o0:

* [0: 00000000
* 0= OOO0OO0OCO0
e octets_in: 0

e octets out: 0

2. (o0o:

* [0: 0 PGW-U 00 PFCP O000OOOURR OO0O0O

00: 0000000000

octets_in: 1000000000000

octets_out: [I1I00O000COC0

00: URR 000000000 usage report interval (00

3. (00C:

* 00: 0 PGW-U 000 PFCP O000000000000CO
* [0: dO000OoO0oOooCoon

e octets _in: (00000

e octets out: 0000

Hooood

1. epoch (000)
00: Unix 00000000
00: CDR 0000000

Nk



1726598022 - 2025-09-17 18:53:42 UTC

2. imsi (J000)
00: 000000 15 0000
[0: MCCMNC + MSIN
00: J0000000oO000C0O

0o-

310260123456789

| | 1 | |
| | I

MCC MNC MSIN
(310) (260) (123456789)

00: UE D00€ 990000000000

3. event (CDR )

00: 000

[: <bearer type> bearer <event>

default bearer start

default bearer update

default bearer end

dedicated bearer start

dedicated bearer update

dedicated bearer end

Nk



 [J0 EBIOEPS [0 1DO00 LBIOOOOD IDO0default
e [JJ EBI[JJ] LBI[Jdedicated

00: DO00O0EBI O LBI OO0

4. charging_id ([JJ000)
00: 000 32 000
[0: 000000000000000000

0o-

12345

00= 0 PGW-C 0000000000000
ao-

* [0 SGW [J PGW [JO0000OO
* [J0 Diameter Gy/Gz 0000

* 000000

5. msisdn ([J[1)
00: OO00E.164 000

00: 000 1SPN 00000000000
00: 0000 + 0000

Nk



15551234567

I_I_I I_I_I
cC OO0
(1) (5551234567)

00: UE 00000000 HSS 00 MME

6. ue_imei (JJ00)

00: 000015 0000

00: TAC (8) + SNR (6) + Spare (1)
€ ©©[: (10000000000000

0o-

123456789012345

| | | |
| | U

TAC  SNR S

00= UE 00000 MME [0

7. timezone_raw (UE [][])
00: 00000000/000

00: 00 UE 000000000

0000: 0000CSY 000000

0000: 00000000000000

Nk



,» (000)

8. pimn (0000
00: 00000000
00: D00000000000000000000

nooo-

MCC: 505, MNC: 57
!
“50557"
!
Ood: "e55570"
!
00000000: 0x655570 = 349552

Nk
349552 - MCC: 505, MNC: 57

00: 0 MME [JO0 UE 0000

00: Oo000OoOoOOon

9. tac (QJOO00O0)
00= 000 16 000
00= 00000000 VE 0000000

[0: 0 - 65535

Nk



1234

00= UE 000000 MME 0000000000
Nk

* [0000000
+ 000000000
* TAIOOOODOOOOOOO

10. eci (E-UTRAN [00N)
00 000 28 000

0= E-UTRAN 0000000000 UE 00000

[0: eNodeB ID[J20 (0] + (0 D08 [
[0: O - 268,435,455

0o-

5678

00= 0 MME (00 UE 0000
[o-

* [O000000OO0
* 000000000
* 0000000

11. sgw _ip (SGW 00 1P)

00: DO00iPv4 [ 1Pve 100



[0: SGW-C [] S5/S8 000 IP OO0F-TEID[
00: J0000OPvAQDO0O0OCDOOPven

Nk

10.0.0.15 (IPv4)
2001:db8::15 (IPv6)

00= 00000000 S5/58 00

12. ue_ip (UE IP )
00: O0001Pv4|1Pv6 000

0= 000 UE 00 PDN 000 1P 00

(= <ipv4>|<ipv6>

HiE
172.16.1.100| (0 IPv4)
|2001:db8::1 (0 IPv6)
172.16.1.100|2001:db8::1 (0o

00: PGW-C [J PDN 00000OPAAQO
Nk

e [J1Pv4: (00 IPV4 [0
« [J1Pv6: [0 IPV6 [0
* [000O0: OO PDN OO

13. pgw_ip (PGW [ IP)

0= 0OCoiPv4 [0 1pve [0



O0: PGW-C [J S5/S8 [JO00 IP 00000 F-TEID

00: DO0000IPvANDO0000OOIPYVe[

I
10.0.0.20 (IPv4)
2001:db8: : 20 (IPV6)

00= 0 PGW-C 0000000000

14. apn (0OO0O0O)
00: 000000 100 0000

00: 0000000PDNOO0000D
00: 00 DNS [0000

Nk

internet

ims

mms
enterprise.corporate

00: 0 MME 000000000
Nk

* (0000000000
* J00000000
* (000 e 000



15. qci (QoS [0

00= 000 8 000

00: QoS 00000000C0O0O

00: 1 - 90000001 28-2540000000

000 Qi :

QCl 0ooa ooa

1 GBR 2
2 GBR 4
3 GBR 3
4 GBR 5
5 Non-GBR 1
6 Non-GBR 6
7 Non-GBR 7
8 Non-GBR 8
9 Non-GBR 9
(=

9 -~ 0000000000

00: PGW-C J00 QoS [0

0ooog

100 ms

150 ms

50 ms

300 ms

100 ms

300 ms

100 ms

300 ms

300 ms

0o0oo

107-2

107~-3

107~-3

10™-6

107°-6

107-6

10™-3

107°-6

107-6

0ooa

0o

0ooa

0ooa

0ooo0

IMS [

000000

0ooo0ooo

0o0oon

0ooa



16. octets _in ((J00)
[0: 000 64 000

00: 00000000 - VEDDODOOD

00: 00

Nk

1048576 - 1 MB [J]

0d: PGW-U [1 PFCP 0000000 URR 00000

0o-

00 update [O00000

00 end 0000000

00 start 00000 O

(000 URR JO0O000O00 usage report interval [0

17. octets_out ([J00)
00: 000 64 000

00: 0O0000VE - 000000000

00: 00

Nk

524288 - 512 KB [

0d= PGW-U [1 PFCP 0000000 URR 00000

Nk



00 update [JOO0CO

00 end 0000000

00 start 00000 O

000 URR 000000000 usage report interval 00

il

00 1= 000000000
ooo:

1. 0000
2. 5 [00: 0000010 MB 0005 MB 000
3. 0000

CDR [

# 00 CDR [OO:

# 00000: 10:00:00 (1726570800)

# J00000: 11:00:00 (1726574400)

# 0000: pgw-c-01

# epoch,imsi,event,charging id,msisdn,ue imei,timezone raw,plmn,tac,e
1726570800,310260111111111,default bearer start,10001,15551111111,11]
1726571100,310260111111111,default bearer update,10001,15551111111,1]
1726571400,310260111111111,default bearer end,10001,15551111111,1111]

00 2: 000000000
ooo:

1. 0000000IPv4 + 1Pv6[]
2. 00000
3. 0000



CDR []]:

1726570800,310260222222222,default bearer start,10002,15552222222,22%
1726571100,310260222222222 ,default bearer update,10002,15552222222, 2=
1726571400,310260222222222,default bearer update,10002,15552222222,2-
1726571700,310260222222222,default bearer update,10002,15552222222,2-
1726572000,310260222222222,default bearer end,10002,15552222222,2222.

00 3+ 0000000
ooo:

1. f00000OQCI of

2. (00000000oQCr 6O
3. (00000000

4. 000000

5. (00000

CDR [

1726570800,310260333333333,default bearer start,10003,15553333333,33:
1726571100,310260333333333,dedicated bearer start,10004,15553333333,:
1726571400,310260333333333,default bearer update,10003,15553333333, 3:
1726571400,310260333333333,dedicated bearer update,10004,15553333333,
1726571700,310260333333333,dedicated bearer end,10004,15553333333,33:
1726572000,310260333333333,default bearer end,10003,15553333333,3333:

0o-

* [J0000100030000000010 MB 0004 MB 000
+ [00001000400000000200 MB (002 MB 000
* (00 QCI'O09 O 6000000 Qos OO



il
CDR (000



SGW-C PGW-C PGW-U CDR Reporter

e OmniCore  OmniCall  OmniRAN  OmniCharge Platform

?A -
- 5GCw - - - - oo
PFCP 0000
(0 URR)
) PFCP 000000
start_report(session, ebi)
OO CDR:
default bearer start
octets in: 0
octets out: 0
~ 000000
[0 - OO0
PFCP 000000
{URR OOOO)
update_report{session, urr_id, octets_in, octets_out)
0o CDR:
default_bearer update
octets in: 1048576
octets out: 524288
anoo
00000 R
PFCP O0O0O0O
PFCP 000000
(D0 URR O000)
end report(session, urr_id, octets_in, octets out)
[0 CDR:
default_bearer_end
octets in: 10485760
octets_out: 5242880
a0000o

SGW-C PGW-C PGW-U CDR Reporter



CDR 000

1. 0000000z

# (00 CDR [0 (PGW-C)
inotifywait -m /var/log/pgw c/cdrs/ -e close write | while read
path action file; do

# 000000000 CDR
process cdr "$path$file"
done

2. [J0000:

# 00000000000
tail -F /var/log/pgw c/cdrs/* | process cdr_stream

Juo

. - 0000000 €DR 00

. - 00 URR [1 PGW-U 00000

. - CDR 0000000

. - CDR [J URR 0000

. - CDR 1 QCI 000000

. - 00000d
3GPP [

TS 32.251 - J000O0PSO0O00

TS 29.274 - 3GPP J00000O0EPSOOGTP-C OO0

TS 29.244 - CP [J UP O0000O0O0OOPFCPO - URR [0
TS 32.298 - CDR [0



CDR (000 - PGW-C g

[] Omnitouch [J000

0000 1.0 Ooof: 2025-12-28



Diameter Gx

000000000 (PCRF) OO

[
1]

© 0 N o U A WwDNH

=
©

il

Gx [JJ 0 PGW-C 00 PCRFII0COIOOOCO0 O PCFOO0ODO0OD 0 5G 0o0000CO0O

000000 - 00 QoS {oofd
0000 - 00000o0ooo
0000 - dOo00o0
000000 - 0o000OO



000000 Gx

R N T - -

0ooo

0000

EPC [[]

SGW-C
/ \
55/58

Gx Diameter Sxb PFCP

—

S'y S:p
v v 0aod
oCcs SPR

PDMN
000 ee -




jooo

0d ad
0oda PCRF (J0 PCC 000000OOCOOO
QoS [ 0000000 QoS [d
ooon 000/0000000000
0oda 000000/0000

0oda Oo00o0o00o0

Gx (000

3GPP (][]

e (00 3GPP TS 29.212
e Diameter ][] ID[] 16777238 (Gx)
e [0 Diameter [J00 (RFC 6733)

joad
00 UE PDN (00000000 Gx 0000 Session-1D (000000

e [J UE J0000 (CCR-Initial)

« 0000000000 (CCR-Update) - O00000000O
e [J UE 0000 (CCR-Termination)



00 1D 00

Session-ID: <Origin-Host>;<high32>;<low32>[;<optional>]
00: omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org;1234567890;98765

0o

e Origin-Host[] PGW-C [J Diameter [J[]
 high32[] 0000000 32 0
* low32[] I000000 32 [

Diameter [|]

joad

Diameter [00000000C0000000



Diameter Header (20 bytes)

— Version (1 byte) =1

— Message Length (3 bytes)

— Flags (1 byte)

| — R: Request (1) / Answer (0)
| |— P: Proxiable

| |+ E: Error

| L— T: Potentially retransmitted
— Command Code (3 bytes)

— Application ID (4 bytes) = 16777238 (Gx)
— Hop-by-Hop ID (4 bytes)

L— End-to-End ID (4 bytes)

AVPs (00-00)
— AVP Header
| | AVP Code

| |} Flags (v, M, P)

| | AVP Length

| L— Vendor ID (optional)
L— AVP Data

[[] Diameter [][]

AVPLIO-0000

« Diameter 00000000
* 000000000
* (000000 AVPO

0o

* 00/000
 CCRONDOIOOOO/ CCADDOOOOOO

0ooto

* 2001 - DIAMETER_SUCCESS

e 3xxx - 000
e 4dxxx - [J000



* Sxxx - [000

Huoood

PGW-C ][] Diameter 00000 (RFC 4006) [0 Gx[]

o
UE Attach
Initial
CCA-Initial (Success)
CCA-Update

Policy Change (Optional) UE Detach CCA-Initial (Failure)

[Termination]

CCA-Termination

O]

CCR-InitialJ00000 - 000
000 VE 0000 PDN 00
000

* (0000000000
[ PCRF JO UE 000000



* [0 QoS [0000OO

PGW-C [J0000 AVP[]



AVP [

Session-ld

Auth-Application-Id

Origin-Host

Origin-Realm

Destination-Realm

CC-Request-Type

CC-Request-
Number

Subscription-ld

Called-Station-Id

Framed-IP-Address

Framed-IPv6-Prefix

3GPP-User-
Location-Info

User-Equipment-
Info

IP-CAN-Type

RAT-Type

AVP []

263

258

264

296

283

416

415

443

30

97

22

458

1027

1032

g

UTF8String

Unsigned32

Diamldent

Diamldent

Diamldent

Enumerated

Unsigned32

Grouped

UTF8String

OctetString

OctetString

OctetString

Grouped

Enumerated

Enumerated

0d

00 Gx 00000

16777238 (Gx)

PGW-C [] Diameter [][]

PGW-C [] Diameter [][]

PCRF 000

1 = INITIAL_REQUEST

00000 O 000

UE 000 (IMSI/MSISDN)

APN [][]

000 UVE 1Pv4 00 (IPv4 [
IPv4v6 PDNs)

000 UE 1Pv6 00 (O IPve PDNs)

0000 ULl (TS 29.061)

UE 00 (OO0 IMEISV)O0000

5 = 3GPP-EPS

00 GTP RAT 000000 (OO 1004
= EUTRAN)



AVP [

QoS-Information

Default-EPS-Bearer-
QoS

Network-Request-
Support

Supported-Features

AVP []

1016

1049

1024

628

ad

Grouped

Grouped

Enumerated

Grouped

ad

00 QoS (APN-AMBR UL/DL)

0000 QCI/ARP (QCI 5)

000000

Gx 000 (Rel-8/9/10 Gx)

(000 AVP [J UE 000000 Framed-IP-Address [ IPv4[]] IPv4ve PDN [] IPv4[][]
Framed-IPv6-Prefix [J[JJ IPv6 PDN[II] IPv4ve[]IPv6 0000 Gx 0000000

[
00 CCR-1 000

CCR (Command Code: 272, Request)
— Session-Id: "pgw c.example.com;123;456"
— Auth-Application-Id: 16777238
— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— CC-Request-Type: INITIAL REQUEST (1)

— CC-Request-Number: 0
— Subscription-Id (Grouped)
| | Subscription-Id-Type: END USER IMSI (1)
| L— Subscription-Id-Data: "310260123456789"
— Called-Station-Id: "internet"
— Framed-IP-Address: 100.64.1.42
— IP-CAN-Type: 3GPP-EPS (5)

— RAT-Type: EUTRAN (1004)

— QoS-Information (Grouped)
| — APN-Aggregate-Max-Bitrate-UL: 100000000 (100 Mbps)
| L— APN-Aggregate-Max-Bitrate-DL: 50000000 (50 Mbps)

— Network-Request-Support: 1

L— Supported-Features: [..

. ]



CCA-Initial]00000 - 00O
0000 PCRF [0 CCR-I
000

* 0000000
* 000000 PCC OO
* 00 QoS [0

PGW-C [J0000 AVP[]

AVP []] AVP ] il
Result-Code 268 00 (2001) 00000
Experimental-Result 297 UOO0000000
QoS-Information 1016 000 QoS (D0000On)
Charging-Rule-Install 1001 0000 PCC [0

Charging-Rule-Definition 1003 Joddoo

Default-EPS-Bearer-QoS 1049 00000 QoS

0oooooo



CCA (Command Code: 272, Answer)
— Session-Id: "pgw c.example.com;123;456"
— Result-Code: DIAMETER SUCCESS (2001)
— Origin-Host: "pcrf.example.com"
— Origin-Realm: "example.com"
— Auth-Application-Id: 16777238
— CC-Request-Type: INITIAL REQUEST (1)
— CC-Request-Number: 0
— QoS-Information (Grouped)
| — APN-Aggregate-Max-Bitrate-UL: 50000000 (50 Mbps - reduced)
| L— APN-Aggregate-Max-Bitrate-DL: 100000000 (100 Mbps -
increased)
— Charging-Rule-Install (Grouped)
| — Charging-Rule-Name: "default internet rule"
| L— Charging-Rule-Name: "video streaming rule"
L— Charging-Rule-Definition (Grouped)
— Charging-Rule-Name: "default internet rule"
— QoS-Information: {...}
L— Precedence: 1000

CCR-Termination[ 100000 - 000

000 UE 000 PDN 00000
oo

* [0 PCRF 0000
* J000/o000

0 CCR-1 00000

« CC-Request-Type: TERMINATION REQUEST (3)
* 000000000
(00 AVP [0

00 CCR-T[]



CCR (Command Code: 272, Request)

— Session-Id: "pgw c.example.com;123;456"

— Auth-Application-Id: 16777238

— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

— CC-Request-Type: TERMINATION REQUEST (3)

— CC-Request-Number: 1

L— Termination-Cause: DIAMETER LOGOUT (1)

CCA-Termination

0000 PCRF OO CCR-T

0o

* 000000
* 0000000

00 CCA-T[

CCA (Command Code: 272, Answer)

— Session-Id: "pgw c.example.com;123;456"
— Result-Code: DIAMETER SUCCESS (2001)
— Origin-Host: "pcrf.example.com"

— Origin-Realm: "example.com"

— Auth-Application-Id: 16777238

— CC-Request-Type: TERMINATION REQUEST (3)
L— CC-Request-Number: 1

NN
PCC (000

PCCI000OI00ODD ODODOOOOoOoa



T

UE Attach

Initial

—

CCA-Initial (Success)

e

CCA-Update

rulicy Change (Optional) UE Detach CCA-Initial (Failure)
‘ Update Termination 1

\

CCA-Termination

Hoo
1. 00000

* J00o00oo

e [JU"video streaming rule"
2. (000

* 0000 = 00000
e [J000-65535

+ 000000000
3. J0OOOTFT - 0000000

* (00000000000

* 000
o IP'5 [000000/00 PO0/00C0



o "permit out ip from any to 8.8.8.8 80"

4. QoS [0

* QCIJQoS 1000 1-9000000128-2540000000
o QCI 100000
o QCI 50IMS [I]

o QCI 90IionO
* ARPII0I00000CO OOCO
« MBR/GBR[ 00/00000

5. 00000

* (000 00000000 ©Cs 0o - 0o O
« 00000 oD@ eeliil0e €
* [0/00000 ocsiid 00000000 ChbROOOO - 0O

6. 0000

* 000 0000
* 000 0000

Huooon

PCRF 000000000000

1. (0000000000

Charging-Rule-Install (Grouped)
— Charging-Rule-Name: "gold subscriber internet"
L— Charging-Rule-Name: "video qos boost"

2. 0000000000



Charging-Rule-Definition (Grouped)

— Charging-Rule-Name: "dynamic rule 123"

— Precedence: 100

— Flow-Information (Grouped)

| — Flow-Description: "permit out ip from any to 192.0.2.0/24"
| L— Flow-Direction: DOWNLINK

— QoS-Information (Grouped)

| — QoS-Class-Identifier: 5

| — Max-Requested-Bandwidth-UL: 10000000

| L— Max-Requested-Bandwidth-DL: 50000000

L— Rating-Group: 1000

QoS [[] AVP

APN-AMBRI0O000OCO

0000 APN (000 GBR 000

QoS-Information (Grouped)
— APN-Aggregate-Max-Bitrate-UL: 100000000 # 100 Mbps
L— APN-Aggregate-Max-Bitrate-DL: 200000000 # 200 Mbps

PGW-C [

* (000 AMBR ]
* [ PGW-U 00000 QER 000000

Hooood

PGW-C 00000000000 PCRF 0000 ODOOOOOOC (RAT)OOD PLMN [0 VE 00 0000000
000 CCR-Update [|[][] 3GPP-User-Location-Info [J[][] AVP 00

J0000000PCRF 000

0000 00 PCRF 00 — 00 3GPP TS 29.212 §4.5.7 / §5.3.7 O0000PCRF /7 0000000
00000 €CAN0 RARIOOOOO00D Event-Trigger AVPIPGW-C [J00 Gx 000000000000



00000 CCR-Update[]

1. 000 Event-Trigger 0000000000

2. 00000 Gx OO0

00 PCRF 00 00 000000 Event-TriggersIPGW-C 0000000000 — O00000000OOCO
GTP-C J000CU000CO00D0000D PCRF 000OCODOODOO PCRF OOCOOO

O00000000000000000 PGW-C 0 PCRF 0000 Event-Trigger AVP 0000 — 0 CCA-
InitialJCCA-Update [J PCRF JJ0 RAR [JJ000 Event-Trigger 000000000000 Event-
Trigger AVP 00000000000000PCRE OO00O000COCOCOOOOO00O00OCOO RAR OOOOOOOOCO
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UE 0000
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‘ SGW-C
\ \
00don (CCR-I / CCA-I).
CCA-I (000 USER_LOCATION_CHANGE, TAl_CHANGE.
000000 (O ULl / RAT)
aooo.
Oooooo.
O0oooooo
[ [0000000000]
CCR-Update
(Event-Trigger + 3GPP-User-Location-Info)
CCA-Update (2001)
000000000000
(0000000001
000000000000
aooooo
‘ SGW-C ‘ PGW-C l ‘ PCRF l

0000 0 PCRF 00000000 GTP-C 0O00COO00O CCR-Update 000 PCRF OO0OOPGW-
C 0000000D sew-C — I0D00oo0oootOoootooo00

00 AP 0000000

00 API (GET /api/sessions [] GET /api/sessions/:imsi) O0000OOOJSON 00000
0 state O000000O00000O0CPCRE OO0OOCOOO

state.gx.requested event triggers Q00000000 Gx 00000 session id[]
cc_request number O0000/0000000 state.uliO0000000000COCOO00000O0COCOOO
1l

00 AP 0000000

00000000 PATCH /api/sessions/:imsi (000000000C0U0000 PCRF 000OCOOOCOOO
00/0000000000 o0D0oDOooo0oooD GET 00000000 — 00o0ooo ox OO



PATCH /api/sessions/310260000000001
Content-Type: application/json

{ "gx": { "requested event triggers": [13, 26, 27] } }

+ €[ Gx J0000000000000000000 9x 000000000000

000 (1) DOO0O00COOo0O
* [000000000000000 stateld

00000 OO00O0OO0OROOOOO0OOOOD 4oy biotood — botdbdobditobtoodotooooa
UPFOOO APN-AMBR 000 QoS 000000000 QEROQCI / MBR / GBRONODOOIOD QER 1

00 PFCP 000000

PATCH /api/sessions/310260000000001
Content-Type: application/json

{ "ambr": { "uplink": 200000, "downlink": 200000 } }

PATCH /api/sessions/310260000000001
Content-Type: application/json

{ "default bearer qos": { "qci": 5, "mbr ul": 300000, "mbr dl":
250000 } }

0 default bearer qos (000 MBR/GBR[OGBR 00000000 QER O000OO0O APN-
AMBR 000000 MBR[]

0000000000000 PGW-C [0 PCRF O0OOOOOOPCRFE 000000 CCA 00 RAR O00000OO
Oo0oooooa



il
00 Gx 00

U0 config/runtime.exs[]

config :pgw c,
diameter: %{
# [ Diameter 00 IP [0
listen ip: "0.0.0.0",

# PGW-C [] Diameter [JJ (Origin-Host)
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",

# PGW-C [] Diameter [JJ (Origin-Realm)
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# PCRF [JO0O0OO
peer list: [
%{
# PCRF Diameter [
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",

# PCRF 00000 PGW-C 00000
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# PCRF IP [
ip: "10.0.0.30",

# PGW-C 0000 PCRF 00
# true = PGW-C [JJO PCRF

# false = [JJ PCRF [
initiate connection: true

00 PCRF [

Oo0oo0ooOo



config :pgw c,
diameter: %{
listen ip: "0.0.0.0",
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf-primary.example.com",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.1.30",
initiate connection: true

-

o®

{
host: "pcrf-backup.example.com",

realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.2.30",

initiate connection: true

}

0000

« Diameter (00000000
* J000000Oa
* JO000000O0OOO

NN

Diameter [0 FRDNOOOOOOOOO

# 00 - FQDN [0
host: "pgw c.epc.mnc999.mcc999.3gppnetwork.org"

# 000 - 00000 Diameter [
host: "pgw c"

host: "10.0.0.20" # 000 IP OO

0000



* U0dooooo
e [J00 3GPP PLMN [J0000epc -mncXXX.mccYYY.3gppnetwork.org
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000000 (GTP-C)
1.0JJ UEIP
2. [][] Session-ID
3. 00 Charging-ID
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aa:
- IMSI
- APN
- UE IP
- 000 QoS
aooo:
1. 000000
2. 0000
3. 00 QoS
4. 00 PCC OO
CCA-Initial (O0O)
n:
- Result-Code: 2001
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aooo:
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CCR-Update
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SGW-C PGW-C PCRF PGW-U

00000o (GTP-C)

000o0o (PFCP)

oonoeo

CCR-Termination (Diameter Gx)

aooo

CCA-Termination

000 PCRF [0

000000 (GTP-C)

0o
- 00 UE IP
- 00 Session-ID
- 00 Charging-ID

SGW-C PGW-C PCRF PGW-U

Hodn
0000

PGW-C [ CCA [J00000 Diameter (0000

0ooto

0d 0d g

2001 DIAMETER_SUCCESS [O0000O

0000 (5xxx)[



U0 00 PGW-C [

5002 DIAMETER_UNKNOWN_SESSION_ID HO0000000

5030 DIAMETER_USER_UNKNOWN 000000000

5140 DIAMETER_ERROR_INITIAL_PARAMETERS  [O0O0O0000000

5003 DIAMETER_AUTHORIZATION_REJECTED HOO000000

0000 (4xxx)[]

00 00 PGW-C [

4001 DIAMETER_AUTHENTICATION_REJECTED  [00000O0

4010 DIAMETER_TOO_BUSY 00000
4012 DIAMETER_UNABLE_TO_COMPLY 000000000
Oo0o00
Oo00000000

Experimental-Result (Grouped)
— Vendor-Id: 10415 (3GPP)
L— Experimental-Result-Code: <vendor-specific code>

000 3GPP 0000

0d ad 0o
5065 IP_CAN_SESSION_NOT_AVAILABLE PCRF 00000

5143 INVALID_SERVICE_INFORMATION OO0
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CCR-I [0

00 PCRF 000000 CCR-Initial]

1. PGW-C [0000000OCOOS OO

2. 00000 CCAQ
- JO0“CCR-Initial [Session-ID: ..."

- 0 SGW-C 00000
- J00000a
3. SGW-C [0000000C0000000COO00O

0 SGW-C (00000

0 CCR-Initial JOOPGW-C [0 SGW-C 00000000000000

:remote peer not responding[]

joad

00 10PCRF 0000000000



ire OmniCore  OmniCall  OmniRAN  OmniCharge Platform
X 0000 =
+ 5LHGCw - - - -
000000 (GTP-C)
1. 00 UE 1P
2. [0 Session-1D
3. 00 Charging-ID
CCR-Initial (Diameter Gx)
on:
- IMsI
- APN
-UEIP
- 000 Qo5
0ono:
1. 000000
2. 0000
3. [0 Qo5
4, 00 PCC OO
CCA-Initial ({00)
00-
- Result-Code: 2001
- DoS-Information
-PCCOO
000o:
- 00 AMBR
-00PCcOn
000000 (PFCP)
00 PCRF 000 QoS 00 QER
{00 PECP OO0O0)
- 000000
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0000000000 PCRF OO0
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"Gx [[session"

0oooag

(0000000000D)
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‘ SGW-C |
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Hodn
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1. Diameter 00000

0o

* [00“Diameter 000000
e 00 CCR-Initial

0ooto

e PCRF 000
e [JO00 PCRF IP 000

PCRF (Down)
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e 0000 Diameter [J]3868[]
« Diameter O0000/000000

0000

# (00000
ping <pcrf ip>

# [J[] Diameter [J[J (TCP 3868)
telnet <pcrf ip> 3868

# [J0 Diameter [0
# (0000000 FQDNOOOO IP

0000

config :pgw c,
diameter: %{
# (000 FQDNOQOOO IP
host: "pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.0.30"

}
]
}

2. CCR-Initial [
O

* (0000000
e JO00“CCR-Initial 00"

0000

« PCRF [I]



* (0od
e PCRF [J[] Session-1D

0000

1. 00 PCRF 0000OOO

2. [J0 PCRF 00000000

3. 0000000 ping <perf_ip>
4. J000000CODOO0O

3. (00 PCRF (I
0o

e CCA-Initial [] Result-Code '= 2001
* (0000000

0oooooa

0ooo 0aoo 0ooo

5030 IMSI 00000000 O HSS/SPR OO00O

5003 (0000 0ooooo
4010 PCRF [ 00000 PCRF OO0
0000

# PGW-C 0000
[error] Diameter Gx [JJResult-Code 5030 (DIAMETER USER UNKNOWN)

[error] IMSI 310260999999999 [] PCRF [

4. QoS (]
oo

* (00000 QoS OO



* 000000000
Oodao
1. [J0 CCA-Initial[]

o [J[J QoS-Information AVP [0
o [][] APN-Aggregate-Max-Bitrate-UL/DL []

2. 00 PFCP 0000

o [0 QER 000000 MBR 00O
o [0 PGW-U 00000 QER 0000

3. 00 PCRF 00

o [0 PCRF 00
° 000000000000 Qos

5. Diameter [

0o

e Diameter [J000 PCRF
 J00"0O0000O0CO”

ooo
* [00000000000G
0oooo

0o0oon



# (00000
config :pgw c,
diameter: %{
realm: "epc.mnc999.mcc999.3gppnetwork.org", # PGW-C 0O
peer list: [
%{
realm: "epc.mnc999.mcc999.3gppnetwork.org" # PCRF 000000
0

[] CCR-Initial ][]

Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"”
Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"

00 Gx (I
00000



# Gx [(J000
rate(gx inbound messages total{message type="gx CCA"}[5m])
rate(gx outbound messages total{message type="gx CCR"}[5m])

# Gx (000
rate(gx inbound errors total[5m])

# Gx 000000000
sum(rate(gx outbound responses total{result code class="2xxx"}

[5m])) /
sum(rate(gx outbound responses total[5m])) * 100

# [0 PCRF 00 Gx 0000
rate(gx outbound responses total{result code class!="2xxx"}[5m])
by (diameter host)

# Gx (000

session id registry count
# Gx 0000000

histogram quantile(0.95,
rate(gx_inbound handling duration bucket[5m]))

0ooo0ooobooon

gx_outbound responses total OJ0J00000 PCRF 0000 Diameter OO00000000COO
N

e message_type[0000009x RAA[Jgx CCA[]
* result_code_class [IIO000 2xxx [1 3xxx [] 4xxx [15xxx ]

* diameter_host 0000 PCRF 000

0oooooa

2001[DIAMETER_SUCCESS]] - 0000
3001[]DIAMETER_COMMAND_UNSUPPORTED(] - (000
5012[JDIAMETER_UNABLE_TO COMPLY[] - 000000
5030[]DIAMETER_USER_UNKNOWN[] - 000000

0000



# 0 6x 00000
- alert: GxErrorRateHigh

expr: rate(gx_inbound errors total[5m]) > 0.1
for: 5m
annotations:

summary: "[000 Gx 000"

# [ Gx 0000000
- alert: GxResponseFailureRate
expr: |

sum(rate(gx _outbound responses total{result code class!="2xxx"}
[5m])) /
sum(rate(gx outbound responses total[5m])) > 0.1
for: 5m
annotations:
summary: "[J Gx J0O0OO"
description: "[OJ 10% [J Gx [JOooo"

# PCRF O00O0OO
- alert: GxPCRFFailures
expr:
rate(gx outbound responses total{result code class=~"4xxx|5xxx"}
[5m]) by (diameter host) > 0.05
for: 3m
annotations:
summary: "PCRF {{ $labels.diameter host }} O00O0OOO"
description: "[OOOOO PCRF OO"

# 000000
- alert: GxSessionRejection

expr: rate(gx inbound errors total{result code="5030"}[5m]) >
0.01

for: 5m
annotations:
summary: "PCRF O00OOCOUSER UNKNOWN[™

AN

00000 Diameter [0



# config/runtime.exs
config :logger, level: :debug

# 0000
iex> Logger.configure(level: :debug)

0o

* [debug] OO0 CCR-Initial[jSession-ID: ...
¢ [debug] O CCA-Initial: Result-Code 2001

e [error] Diameter []: ...

Diameter (][]

Diameter Gx [[[€€ €[] PCRF [J[000] OAM REST API [[JJ0JAPI [J0 HTTPS/TLS []

https://<host>:8443 [JOO00000 /api UOOOOOO APl Od0Swagger U0
https://<host>:8443/api/docs 00

Diameter [J[J][[]

GET /api/diameter # (0000000 + 0000

GET /api/diameter?status=disconnected # Q000000

GET /api/diameter/<origin-host> # 0 Origin-Host [OO00O0OOO
aoa

curl -k https://localhost:8443/api/diameter

GET /api/diameter (000000 Diameter Q0000000000000 ?status=connected [J
?status=disconnected J00000000000000O0 Origin-Host [] GET
/api/diameter/<origin-host> 00000000

Oo00o0000o0Oo0a



0d 0d

host 0000 Diameter [ (Origin-Host)
status 00000000000 /7 000 / 00000

ip 0oo 1P 0o

port 000

transport TCP [ SCTP

connection initiation  OmniPGW O0000000000CCOOO0OO

realm 0000 CEA 0000 Diameter [0
product name 0000 CEA 00000000000
application ids [] CEA [0 Diameter [J[] ID[]Gx = 16777238[]

000000000000 PCRF 0000 000000 Gx 0000DO00ODO00DO000DO00O

joad

00 PCRF 000

curl -k https://localhost:8443/api/diameter

0000 PCRF 000000 DOOOconnection initiation [JO000000 application ids []
0 Gx[J16777238[]

00000000D00Gx 0000 000000 *PCRF 00" 0000O00OCO0OODO00O

curl -k https://localhost:8443/api/diameter/<origin-host>

 status [] 000 - 000000000 PCRF O0000CODOOCO00OOO TCP 3868(]



e status [J 000 0O0CCCO - 000OCCOOOO000OPCRE OO00000OO

00 Diameter [J00 00000 PCRF 0000000000COO 0OOO

curl -k https://localhost:8443/api/diameter/<origin-host>

00 realm JO0000O000application ids 000 GxOOO product name Q000000 PCRF
aoda

0000000 00 PCRF [OOO0GET /api/diameter?status=disconnected [J[J00 JO0O0O00
0 PCRF 0 000 C0OODO0COOODO0CDOOO0OOC status (OO0 oOOO

(] Diameter 00

* JOO0O00 OO0 O realm [
e application ids [0 Gx[16777238[]

e product name 0000 PCRF 000

00000000 00 connection_initiation [00000O0OO0O00OOCO
initiate connection: true[00000000000CC0000000CO

Hooud
OAM API I00000000000 Prometheus 00N

* [0 Gx 000
« CCR/CCA 000

* 0o0a

GET /api/diameter [JU"00000000C0TDOO0C"OU0OCOOCOOOOOOCO"
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Gy/Ro 000
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- 000 3GPP TS 32.299 (O00D)
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e Diameter [ ID[] 4 (Gy/Ro - J0J0O0O0O0)
00000 RFC 4006 (Diameter 000000)

0oad
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 J00000000000OCCR-Initialf
 J000000000CCR-Update(]
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00 1D 00

Session-ID: <0Origin-Host>;<high32>;<low32>[;<optional>]
(: omni-
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0o

e Origin-Host: PGW-C [] Diameter [JJ
 high32: [J000000 32 [0
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« optional: 000000009y 000 Gx[
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AVP [

Session-ld

Auth-Application-Id

Origin-Host
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Destination-Realm

CC-Request-Type

CC-Request-Number

Subscription-ld
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Control

Requested-Service-Unit
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Service-ldentifier
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CCR (OO00O: 272, 0O0)
— Session-Id: "pgw c.example.com;123;456;gy"
— Auth-Application-Id: 4
— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— CC-Request-Type: INITIAL REQUEST (1)
— CC-Request-Number: 0
— Subscription-Id (Grouped)
| }— Subscription-Id-Type: END USER IMSI (1)
| L— Subscription-Id-Data: "310260123456789"
— Subscription-Id (Grouped)
| |— Subscription-Id-Type: END USER E164 (0)
| L— Subscription-Id-Data: "15551234567"
— Service-Context-Id: "32251@3gpp.org"
— Multiple-Services-Credit-Control (Grouped)
| | Service-Identifier: 1
| |— Rating-Group: 100
| L— Requested-Service-Unit (Grouped)
| L— CC-Total-Octets: 10000000 ([JJ 16 MB)
L— Used-Service-Unit (Grouped)
L— CC-Total-Octets: 0 (O00O0)

CCA-Initial (000000 - 0O0O)
0000 OCS [ CCR-1 000

0o

* J000000Od
+ 000000000
* 000000000

PGW-C [J0000 AVP[]



AVP (] AVP [ 00

Result-Code 268 00 (2001) 00000
Multiple-Services-Credit-Control 456 H00000000
Granted-Service-Unit 431 000000000000
Validity-Time 448 HO00ddon
Result-Code 268 0ooooooa
Final-Unit-Indication 430 Jo000000O
Volume-Quota-Threshold - 0000000
Ho00oo0

CCA (0000: 272, 00)
— Session-Id: "pgw c.example.com;123;456;gy"
— Result-Code: DIAMETER SUCCESS (2001)
— Origin-Host: "ocs.example.com"
— Origin-Realm: "example.com"
— Auth-Application-Id: 4
— CC-Request-Type: INITIAL REQUEST (1)
— CC-Request-Number: 0
L— Multiple-Services-Credit-Control (Grouped)
— Result-Code: DIAMETER SUCCESS (2001)
— Service-Identifier: 1
— Rating-Group: 100
— Granted-Service-Unit (Grouped)
| L— CC-Total-Octets: 10000000 ([ 16 MB)

— validity-Time: 3600 (0Q0000 1 O0)
L— Volume-Quota-Threshold: 86000000 ([JJJ 8 MB [IIONI80%)

CCR-Update (000000 - O0)

0o



000000000000080% OO0
RNNEN

pooo0oooon

0ooood

0o

* 000000
* [O0000OOOoOOO
* 000000

0 CCR-1 000000

e (CC-Request-Type: UPDATE REQUEST (2)
* CC-Request-Number (]

e Used-Service-Unit 0000000

* Requested-Service-Unit [JO0000

00 CCR-U 00

CCR (0OOO: 272, 00)
— Session-Id: "pgw c.example.com;123;456;gy"
— Auth-Application-Id: 4
— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— CC-Request-Type: UPDATE REQUEST (2)
— CC-Request-Number: 1
L— Multiple-Services-Credit-Control (Grouped)

— Service-Identifier: 1

— Rating-Group: 100

— Used-Service-Unit (Grouped)

| L— CC-Total-Octets: 8000000 (OJOOIJ 8 MB)

L— Requested-Service-Unit (Grouped)

L— CC-Total-Octets: 10000000 (OJJ0J 16 MB)



CCA-Update (000000 - O0)

0000 O¢s 0 CCR-U OO0
ooo

* [O0000ODOOOOO0O
* 000000
* 000000

0oooon

1. (000000

CCA (DO)
L— Multiple-Services-Credit-Control
— Result-Code: DIAMETER SUCCESS (2001)
— Granted-Service-Unit
| L CC-Total-Octets: 10000000 ([ 16 MB)
L— validity-Time: 3600

2. (000000000

CCA (00)
L— Multiple-Services-Credit-Control
— Result-Code: DIAMETER SUCCESS (2001)
— Granted-Service-Unit
| L— CC-Total-Octets: 1000000 ([JJ 1 MB)
L— Final-Unit-Indication
L— Final-Unit-Action: TERMINATE (0)

3. 000000



CCA (OO)
— Result-Code: DIAMETER CREDIT LIMIT REACHED (4012)

L— Multiple-Services-Credit-Control
F—— Result-Code: DIAMETER CREDIT LIMIT REACHED (4012)
L— Final-Unit-Indication
L— Final-Unit-Action: TERMINATE (0)

CCR-Termination (00000 - 00
000

« UEQO
« PDN 00000
+ 000000000

0o

* 000000
* [0 Gy/Ro (I
* 000a

0oooo

e CC-Request-Type: TERMINATION REQUEST (3)
* Used-Service-Unit [JU0I000O0
* [] Requested-Service-Unit 00000000

e [ Termination-Cause

00 CCR-T 00



CCR (0O0O0: 272, 00)
— Session-Id: "pgw c.example.com;123;456;gy"
— Auth-Application-Id: 4
— Origin-Host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org"
— Origin-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— Destination-Realm: "epc.mnc999.mcc999.3gppnetwork.org"
— CC-Request-Type: TERMINATION REQUEST (3)
— CC-Request-Number: 5
|— Termination-Cause: DIAMETER LOGOUT (1)
L— Multiple-Services-Credit-Control (Grouped)

— Service-Identifier: 1

— Rating-Group: 100

L— Used-Service-Unit (Grouped)

L— CC-Total-Octets: 18500000 ([J0J 18.5 MB)

CCA-Termination (00000 - O
0000 OCS [ CCR-T 00
000

* 000000
* 0000
* 0000000

0 CCA-T[]

CCA (0oOO: 272, 0O0)

— Session-Id: "pgw c.example.com;123;456;gy"
— Result-Code: DIAMETER SUCCESS (2001)

— Origin-Host: "ocs.example.com"

— Origin-Realm: "example.com"

— Auth-Application-Id: 4

— CC-Request-Type: TERMINATION REQUEST (3)
L— CC-Request-Number: 5



Jooood

ENEEEN
OCS [JJ00D000000OO
dooo AVP 00 00
0 CC-Time 0 EDDDDDDDDD
0d CC-Total-Octets B;’QODDDDH] a0
000 CC-Input-Octets, CC-Output-
oo Octets O00000 00000
0000 CC-Service-Specific-Units 00000 SDDDDDAH O
il - 0000 000000
ANEEEN

000 PGW-C 00000000CO0O

00000 OCS [][] Volume-Quota-Threshold [ Time-Quota-Threshold[JPGW-C []
000 PGW-U 1 PFCP 00000000000 ao

0000



1. 0CS [J00 16 MB [O0O00O0 80%[18 MB[]
2. PGW-C [J0 PGW-U O000000O0O0OPFCP OO0O0O
3. 00000 8 MB[
- PGW-C [JJ CCR-Update
~ 000000000000
4. 0CS (00000
5. 00000 CCR-Update JO00O00O
~ PGW-C 000000

0oooo

Granted-Service-Unit: 10000000 [J[J (10 MB)
Volume-Quota-Threshold: 8000000 [JJ (8 MB)

0 8 MB 000 - OO CCR-Update
0000002 MBOOO 0CS 000000

PGW-C [0

PGW-C [J000 PGW-U 1 PFCP (000 0000000



‘ PGW-U | PGW-C [ OCS |

\
00: 10 MB
(: 8 MB
0dd: 0 MB

0000 (00: 2 MB)

0dd: 2 MB
(0000O)

00oo (0O: 6 MB)

0dd: 6 MB
(0000O)

00oo (OO: 8 MB)

000: 8 MB
*oo0ooo+*

CCR-Update
(00O: 8 MB, O0: 10 MB)

0000 (00: 9 MB)

000000 10 MB,

0o
CCA-Update
(00: 10 MB)
0od: 20 MB
00d: 18 MB
|
‘ PGW-U | PGW-C ‘ OCS |

Huooon

0o00o0o00o0a



OCS [J CCA IO Final-Unit-Indication AVP 00000

Final-Unit-Action [ PGW-C []]
TERMINATE 0 [0000OCOOo0O0O
REDIRECT 1 0J0000000000000000O

RESTRICT_ACCESS 2 [I0000C0000CO0C0COCOO

Ho00o0oooooa

CCA (OO)
L— Multiple-Services-Credit-Control
— Result-Code: DIAMETER SUCCESS (2001)
— Granted-Service-Unit
| L— CC-Total-Octets: 1000000 ([JJ 1 MB)
L— Final-Unit-Indication
— Final-Unit-Action: REDIRECT (1)
L— Redirect-Server (Grouped)
— Redirect-Address-Type: URL (2)
L— Redirect-Server-Address:
"http://topup.example.com”

PGW-C [0

1. TERMINATE: [0 CCR-TOOOOO
2. REDIRECT: [J(J PFCP 000 HTTP 000000 URL
3. RESTRICT_ACCESS: (][] PFCP J000000O0O0 P OO

AN
00000000000

3GPP [0 TS 23.203, TS 29.212, TS 32.251



00000 PCRF 00 Gx 00000 PCC 00 000000 00000 PCC 00000

0oooooa



PCC [0
aooodo




0000ooo PCC

PCRF ] (CCA-I ] Gx)[]

CCA (Gx [OO)
L— Charging-Rule-Definition (Grouped)
— Charging-Rule-Name: "prepaid data rule"
— Rating-Group: 100
— online: 1 (0OOOOOD)
— offline: 0 (OOOOOO)
— Metering-Method: VOLUME (1)
— Precedence: 100
— Flow-Information: [...]
L— QoS-Information: [...]

PCC (0000000 AVP



AVP [

Rating-Group

Online

Offline

Metering-
Method

AVP []

432

1009

1008

1007

Reporting-Level 1011

Honooodo
00 00 000
1 0 [
0 1 0
1 1 [
0 0

Hoood

0d

0000000000

Oo0oo0o0Oo

Oo0000000o0

0o0oooooa

00 PDN 00000 0000000OOOOCO

0000

Unsigned32

0=00, 1=00
0=00, 1=00

0=0000, 1=00, 2=0
O

0=[0, 1=9ee

ad

00000000 OCs Ooo
ad

000000 (Gy)

000000 (Gz)

000

0oooooo



0oo00oooa

— Rating-Group: 100 (0O0O0)

L— Online: 1

0000 100000

— Rating-Group: 200 (0O00)

L— Online: 1

0000 20IMs 000

— Rating-Group: 300 ([0)

L— Online: 1

PGW-C Gy ][]

* [0 CCR-I 000 MSCCOOOODOOOOOOO

CCR-Initial
— Session-Id: "...
L— Multiple-Services

— [Rating-Group:
— [Rating-Group:
L— [Rating-Group:

OCs [0

CCA-Initial
L— Multiple-Services

— [Rating-Group:
— [Rating-Group:
L— [Rating-Group:

NN

PGW-C 0000000000

-Credit-Control

100] - 0000

200] -~ 0000
300] - OO

-Credit-Control

2001 - [J0J: 5 MB (0000)
300] - Jg: 60



# 000

state.charging quotas = %{
100 => %{granted: 10 000 000, used: 0, threshold: 8 000 000},
200 => %{granted: 5 000 000, used: 0, threshold: 4 000 000},
300 => %{granted: 60 000, used: 0, threshold: 48 000} # [

0ooo0ooooo



re

OmniCore  OmniCall  OmniRAN

5GC»= - -

00: 10 MB
0: 8 MB

O00: O MB

OmniCharge Platform

- -

0000 (00: 2 MB)

>

000: 2 MB
(Q0om

0ooo (0o- 6 MB)
>

O00: 6 MB
(O000O)

0ooo (D0 8 MB)

>
O00: 8 MB

000000+

CCR-Update

(000: 8 MB, [J0: 10 MB)

>

0000 (00: @ MB)

>

00000 10 Ms, ‘

0o

-

CCA-Update
(00: 10 MB)

Jod: 20 MB
Jod:- 18 MB

PGW-U

ocs

Xa 0000«



NN
MSCC (0000000) AVP

000 O0000/000000000

0o

Multiple-Services-Credit-Control (Grouped, AVP 456)

— Service-Identifier (Unsigned32, AVP 439)

— Rating-Group (Unsigned32, AVP 432)

— Requested-Service-Unit (Grouped, AVP 437)

| |— CC-Time (Unsigned32, AVP 420)

| |— CC-Total-Octets (Unsigned64, AVP 421)

| |— CC-Input-Octets (Unsigned64, AVP 412)

| L— CC-Output-Octets (Unsigned64, AVP 414)

— Used-Service-Unit (Grouped, AVP 446)

| L— [0 Requested-Service-Unit 00001

— Granted-Service-Unit (Grouped, AVP 431)

| L— [[] Requested-Service-Unit [OJ000]

— validity-Time (Unsigned32, AVP 448)

— Result-Code (Unsigned32, AVP 268)

L— Final-Unit-Indication (Grouped, AVP 430)
L— Final-Unit-Action (Enumerated, AVP 449)



Jooooooon

0o 0ooog 000

00 000000 0o0oo0

00 1=00, 2=00, 3=00 100=[0, 200=001

0o 0ood ooo

oo oo 0000

00 0000000 RG OCS [0oooa
0o

Service-Identifier: 1 (JJOO0O)
— Rating-Group: 100 (O000 - $0.01/MB)
L— Rating-Group: 200 (0000 - $0.05/MB)

Service-Identifier: 2 ([J0)
L— Rating-Group: 300 (0J&60] - $0.10/00)

i
00 Gy 0O

U0 config/runtime.exs[]



config :pgw c,
gy: %{
# 0000000000
enabled: true,

# 0CS (0000000
timeout ms: 5000,

# [00000000000C PCRE OO0
default requested quota: 10 000 000, # 10 MB

# 000000000
# (0.8 = 00 80% U000 CCR-Update)
quota threshold percentage: 0.8,

# 0CS 0000000
# [00:block, :allow
timeout action: :block,

# 0CS [JO00000OCO
# [0:terminate, :redirect

no credit action: :terminate,

# 000000 URLOO no credit action: :redirect OO0
topup redirect url: "http://topup.example.com"

¥,

diameter: %{
listen ip: "0.0.0.0",
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",

# 0CS 000
peer list: [
# PCRF 000000 (Gx)
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.0.30",
initiate connection: true

}'
# 0CS O00CO (Gy)

{
host: "ocs.epc.mnc999.mcc999.3gppnetwork.org",

o



realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "10.0.0.40",
initiate connection: true

}
]
}

Huooon

enabled

¢ true: J000000000OCCR 00000 OCS
« false: 0000000OCO Gy OO

timeout ms

* 00 OCS [0 CCA 0000
« 0003000-5000 [

default_requested quota

» [0 PCRF J000000COOOO
« [0001-100 MB

quota_threshold_percentage

* 0000 % 000000 CCR-Update
« [J000.75-0.850175%-85%]]

* [0 = 0000000000o0o00
+ [0 = 0000000000

timeout_action

* :block - [ OCS [00CO0000OCOO00OOCOO0
* :allow - [J OCS [00I00OCO00OOOOODODOODO0OO

no_credit_action

 :terminate - 000000000



e :redirect - 0000000

Hooood

Oo0ooooooo

config :pgw c,
gy: %{
enabled: true,
timeout action: :block,
no credit action: :terminate,
quota threshold percentage: 0.8

00/000

config :pgw c,
gy: %{
enabled: false # 0000
}

0o0000000R0o0OO0

config :pgw c,
gy: %{
enabled: true, # [J PCRF 0000
timeout action: :allow, # 0CS O0O00000OOO
no credit action: :terminate

}



Hond
000000000

SGW-C PGW-C PCRF (Gx) OCS (Gy) PGW-U
Oooooo
1. 0 VE IP
2. 000 1D
CCR-Initial (Gx)
CCA-Initial (Gx)
PCC OO0O0:
Rating-Group: 100
0o- 1
PCRF (0000
00 RG 100
CCR-Initial (Gy)
MSCC:
- Rating-Group: 100
-[00: 10 MB
CCA-Initial (Gy)
MSCC:
- 00: 10 MB
-00: 8 MB
0ooa (PFCP)
00 URR (OO000D)
00: 8 MB
O0oooo
Oooooo

0000 - 0000
| |

SGW-C PGW-C PCRF (Gx) OCSs (Gy) PGW-U




000000 (CCR-Update)



Oooo0o

|

PGW-C [] PCRF [J[] CCR-I

e OmniCore  OmniCall  OmniRAN  OmniCharge

| |

! !

0 PCC 00000000 OO0O0oo

O00d
000

0Cs
aoo

O00a a0




PGW-C [
0000

0000 (Oooo)



| PGW-U | | PGW-C | ‘ 0OCs ‘ | SGW-C |

uooo
(00: 8.1 MB)

CCR-Update (Gy)

0ooooo
CCA-Update (Gy)
MSCC:
-[00: 1 MB (O0)
- Final-Unit-Indication:
TERMINATE
001 MBQOO
Jo0oooo

aooo
(O0: 10 MB - 0000)

0ooCooo
0oooco

0000 (PFCP)

0ooooo

CCR-Termination (Gy)

MSCC:
- 00O0: 10 MB (00

CCA-Termination (Gy)

0ooooo

uooooo

0000000000
|

| PGW-U | PGW-C ‘ OCS ‘ | SGW-C |




OCS 00

‘ SGW-C | ‘ PGW-C | ‘ PCRF (Gx) | ‘ OCS (O |

00oooo

CCR-Initial (Gx)

CCA-Initial (Gx)

0ooooo

CCR-Initial (Gy)

aooo. .
0oos d

oao
(OCSs 0000mo)

aoo
0ooao

timeout_action: :block

00000
(O0DOO00DCoO)

0oooo
oo VE 1P

‘ SGW-C | PGW-C ‘ PCRF (Gx) | ‘ OCs (O0) |

Hodn
0000

0000



0d 0o 0o

2001 DIAMETER_SUCCESS 00000000

0000 (4xxx)[]

00 00 PGW-C [
4010 DIAMETER TOO BUSY oooo
4011 DIAMETER UNABLE TO COMPLY Ooooo0ooo

4012 DIAMETER _CREDIT LIMIT REACHED  [J0J000
0000 (5xxx)[]

00 00 PGW-C [
5003 DIAMETER_AUTHORIZATION REJECTED [000

5031 DIAMETER_USER_UNKNOWN J000doooon

Joooooo

000 Result-Code 00000 0OOOO

1. 0000 - D000
2. MSCC [0 - 00000

0o



CCA-Initial
— Result-Code: DIAMETER SUCCESS (2001) « [00J0OOK
L— Multiple-Services-Credit-Control
— [Rating-Group: 100]
| L— Result-Code: DIAMETER SUCCESS (2001) « RG 100: OK
L— [Rating-Group: 200]
L— Result-Code: DIAMETER CREDIT LIMIT REACHED (4012) «
RG 200: 00O

PGW-C [0

* 00 RG 100 00
[0 RG 200 JOO

[ Gx [0

Gx OO0PCRF 0000000COO0000DO0000C0 Gy 000 Rating-GroupdddQ
00000000000 €



Gx [J Gy (]

SGW-C

000am

00010

'y

SGW-C

joad

1. (0000

PGW-C PCRF (Gx) 0Cs (Gy) PGW-U
1. M UE IP
2. Om D

CCR-Initial (Gx)
CCA-Initial (Gx)
PCC Oo:
Rating-Group: 100
m:1
PCRF OO0
OO RG 100
CCR-Initial (Gy)
MSCC:
- Rating-Group: 100
- : 10 MB
CCA-Initial (Gy)
MSCC:
-0 10 MEB
-[: B MB
Oma (PFCF)
O YRR (00000
[: 8 MB
P O0Io
Mo - O
PGW-C PCRF (Gx) 0CSs (Gy) PGW-U



PGW-C 000000000

!
00 CCR-I [J PCRF (Gx)
!
00 CCA-I [ PCC OO
!
00 PCC OO0
- 000000000
- 00 =100
!
0o0o
00 CCR-I [ 0CS (Gy) [OOOO

!

0o CCA-I 000

!
0o00oooao
0o000o0ooo

0oo0
0o000o0ooo

2. 00000 (PCRF [0 RAR)[

PCRF [0 Gx (00 RAR (00O00O0O0O)

l

00 PCC 00000O0=10000=200

J
PGW-C [J O0CS (Gy) [OO CCR-U
- 0000 200 OO MSCC

!

0CS 00000000

l

0o000o00oo0a



Hond
0000

1. CCR-Initial [] OCS [
0o

+ [000000*0Cs Oo”
« J00“CCR-Initial (Gy) 00"

0000

OCS 000
0000 OCs 1P 000

00000 Diameter [J[J[13868[]
ocs [0

0000

# 100000
ping <ocs ip>

# [J[] Diameter [JJ (TCP 3868)
telnet <ocs ip> 3868

# (00O
# 000 peer list [O00O0O O0CS OO0

2. [J00 OCs [0
ooo

e CCA-I[] Result-Code '= 2001
* (0000000

poooood



Oooo 0000 0ooa

4012 00000  O0O0O0OCO
5003 (0000  O0O00CO

5031 {000 0 OCS 00000

0oooo

1. (10 OCS OO0ooooon
2.0 OCS O0oono
3. 00 CCR-1 00 IMSI/MSISDN (00000000

3. 00000000
oo

* JO000000000C0OO
e [0 CCR-Update

0oooo

 PGW-U (000 URROOOOOOCO
* 0000000
* (00 PFCP 0000

0000

1. 00 PFCP 000000 URR[

00 URR

— URR-ID: 1

— Measurement-Method: VOLUME

— Volume-Threshold: 8000000 (8 MB)

L— Reporting-Triggers: VOLUME THRESHOLD

2. [J0 PGW-U 00000000



3. 000000 quota threshold percentage

4. 000000

0o

+ OGS [J0000*boooo”
* (000

0o

+ CCR-l 00000 OCS Oo0od
« PCRF (J00OCOOOO

0oooo

1. 00 PCRF [0 PCC Q00000
2. [J0 OCS (oUDooCoooo
3. J0 PCC 000 OCs oooooo



il
0000

# Gy 0000
rate(gy inbound messages total{message type="cca"}[5m])
rate(gy outbound messages total{message type="ccr"}[5m])

# Gy 0000
rate(gy inbound errors total[5m])

# 000000
rate(gy quota exhausted total[5m])

# 0CS 00O
rate(gy timeout total[5m])

# Gy (0000000
histogram quantile(0.95,

rate(gy inbound handling duration bucket[5m]))



il

# [0 Gy 00000
- alert: GyErrorRateHigh

expr: rate(gy inbound errors total[5m]) > 0.1
for: 5m
annotations:

summary: “(000 Gy QOOO"

# 0CS 000
- alert: OcsTimeout

expr: rate(gy timeout total[5m]) > 0.05
for: 2m
annotations:

summary: "[g 0CS OO"

# 00000000
- alert: CreditExhaustionSpike

expr: rate(gy quota exhausted total[5m]) > 10
for: 5m
annotations:

summary: "000000"

Gy 000 (OAM API)

000000 ©OAM REST API 000000000 HTTPS/TLS 000000 https://<host>:8443]]
000 API O00Swagger UIf00 https://<host>:8443/api/docs [

OO0000
GET /api/charging # JJ000000D + 000000
GET /api/charging?search=<imsi> # [J IMSI 000
GET /api/charging/<imsi> # [ IMSI 000000000000

ooo



curl -k https://localhost:8443/api/charging/310170123456789

GET /api/charging O0000000OCO0OCOOO00OCOOOCS OODOOOOOOOOOL/O00000D0O0OO
J000000000O ?search=<imsi> 0000000 IMSI OO0 GET /api/charging/<imsi> []

Oo00o0o00o00o0

Gy (000000

POST /api/gy simulator

00000000000000O0 ocsHuitibiii——Coobiiittibitittibiiotoobonooo——-—000

000000 DO000000 DODOODO00oo ©AM AP 0000000000 Gy 0000000 Gy 0od
Ogy.enabled: true[0000 PGW-C 00 Gy 000OCOOOOO OCS 00

000 (application/json):

0d

imsi

msisdn

apn

requested units

rating group

service id

CC_request type

00——00 1 MB 000000

0d

string

string

string

integer

integer

integer

string

0d

000 0O MsIg

[0 MSISDN (E.164)[][] User-Name []
<msisdn>@<apn>[]

00 APN[

D0000000000000 (Requested-Service-Unit —»
CC-Total-Octets)[]

00000/0000000 100

00000000

initial 000 update [] terminate 00
1/2/300



curl -k -X POST https://localhost:8443/api/gy simulator \
-H 'content-type: application/json' \
-d
"{"imsi":"310170123456789", "msisdn":"14155551234", "apn":"internet", "1

00000CCA-Initial 00 1 MBOOOO 1 0000

"session id": "omni-pgw c.epc...;734825199;app gy sim",

"cc _request type": 1,

"cc _request type name": "initial",

"result code": "diameter success",

"accepted": true,

"ocs host": "ocs.epc.example.org",

"ocs realm": "epc.example.org",

"granted": { "total octets": 1000000, "input octets": null,
"output octets": null, "time": null },

"validity time": 3600,

“final unit _action": null,

“final unit redirect": null,

"mscc_result code": "diameter success"

000000000 4220imsi 0000 563 0Gy 00000 OCS 000—— reason JO0000C0O0O
:timeout [J[]

joad

* 0000000 — GET /api/charging/<imsi> [000000000C0O000CO

* 00 OCS [000000od — POST /api/gy_simulator (0 OCS 0000000/00000000
IMSIOO000000

» 00000000 — OO GET /api/charging?search=<imsi> O000000000€ 000000
0ooa
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# config/runtime.exs
config :pgw c,
# 000 gn 0000Gn/Gp 000000
gn: %{
# Gn JO0O0O IPv4 OO
local ipv4 address: "10.0.0.20",

# 00000 IPve OO
local ipv6 address: nil,

# GTP-C vl 0000 S5/S8 000
local port: 2123

}

# [0 PCO 0000 DNS 00000 PGW O0OO
dns: %{
primary ipv4: {8, 8, 8, 8},
secondary ipv4: {8, 8, 4, 4}

}
Gn [J000
O
1l [ - o0 00

local ipv4 address 1o 0 - 00 Gn 00000 1Pv4 000000 SGSN O
1 00 GGSN 000

local ipv6 address _ 0 | (it 000 1Pve 000000 2G/3G 00000
U IPvA(]

GTP-C [J UDP
local port og 0 2123 - Hooaa

0000000 S5/58 000
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DNS [][]

0 0
1l 0 0 oo 0
: : 0 {8, 8, 8, 0 PCO 0000 DNS 000 1Pv4 O
primary ipv4 U
0 8} o
: O {8, 8, 4, 00 PCO 0000 DNS 000 1Pv4 O
secondary ipvé4 U
0 4} 1l
primary ipv6 g 0 nil (0 DNS 00 1Pve 00
secondary ipv6 B 0 nil [0 DNS 00 1Pvé (00
ao0
00000

# 000 SGSN OO GTP-C

iptables -A INPUT -p udp --dport 2123 -s <sgsn network>/24 -j
ACCEPT

# 00 SGSN OO GTP-C

iptables -A OUTPUT -p udp --dport 2123 -d <sgsn network>/24 -j
ACCEPT
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Sizing your network? X

Get a deployment estimate in 60 seconds. Pick a
workload size, see the topology, and get pricing — no

sales call needed.

Size my network

| Talk to engineering l
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Gn [J000

# 10000

gn_inbound messages total{message type="create pdp context request"}
gn _inbound messages total{message type="update pdp context request"}
gn_inbound messages total{message type="delete pdp context request"}

gn outbound messages total{message type="create pdp context response'
gn outbound messages total{message type="update pdp context response’
gn_outbound messages total{message type="delete pdp context response’

# 0000
gn outbound transaction duration bucket

Hooon

PDP 00000

rate(gn_inbound messages total{message type="create pdp context reque
[5m])

0o

sum(rate(gn outbound messages total{message type="create pdp context
[5m]))

/
sum(rate(gn_inbound messages total{message type="create pdp context r
[5m]))



00 PDP 000

gn_inbound messages total{message type="create pdp context request"}

gn_inbound messages total{message type="delete pdp context request"}

Juo

000ooo PDP Oo0oood
000

* SGSN JO00 PDP 00000

* 000000
* SGSN [

0000

1. 000000
2. OmniPGW 0000 IP 00O

3. 00000 UDP 2123
4. UPF/PFCP 000
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# [0 omniPGW 0000
netstat -ulnp | grep 2123

# (000000
tcpdump -i any -n port 2123

# (000
grep "local ipv4 address" config/runtime.exs

# [JO0 PFCP [0
curl http://pgw:9090/metrics | grep pfcp

Jo0PDP 0000000
o0n

« [0 PDP 00000000000
« PDP 00000

0000

00 19900000000
-~ IP 00
- [O00curl http://pgw:9090/metrics | grep address registry count
- [0 ue.subnet map OO0 IP

00 202000 IE QOO0
-~ SGSN 00000 IEs
- [0 SGSN [0
- [0 tcpdump 0000

00 2040000000

~ UPF/PFCP IO

-~ 00 PFCP OO0
- [0 OmniPGW [][]

0o0od PBP 00000

0o



« [0 PDP 0000000000
* (000

0000

* (00 PDP OO0OOTEID OO0
« NSAPI [0

* 00000

0o

# 100000
curl http://pgw:9090/metrics | grep session count

# 00000000000
journalctl -u omnipgw | grep "PDP Context"
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o OmniPGW 000 GTP [0
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o [JO00 SGSN 000 GGSN IP

° (00 Gn 000000 VLAN
o [000000000GeO
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1. 0000

o [J[] session count [

o 00000 2G/3G 00000
° (00 2G/3G Q0000000000

2. UDP 0000

o [155/58 00000
° (0000000 4-8 MB
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0 PDN [
1 IPv4
2 IPve
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Crea

reate Session Request (PDN Type = IPv6)

te

SGW-C

JO0OC0O0OOOODOOOOOOOtOoOOoOODOo0Oa

OmniPGW

PCRF (Gx)

OmniUPF

Edge Router

Allocate UE IPv6 from pool

Gx CCR-I (Framed-IPv6-Prefix)
Gx CCA-I (policy rules)

PFCP Session Establishment (PDN

Session Response (PAA = IPv6 prefix)

Type IPv6, UE IPv6)

Program

PFCP Session Establishmen sponse

IPv6 downlink rule

OSPFv3 advertises UE /128

OmniPGW

PCRF

(Gx)

OmniUPF

Edge Router

PGW-C []]

UE IPVv6 [][]]

UE [0 runtime.exs [][] ue.subnet map 0000 APN 000000000000 Pvée OO00
APN (000 1Pve CIDROOOO0OOCOCOO

config :pgw c,

ue: %{

}

subnet map: %{
# APN [J0 => CIDR QO00O0O0OOIPv4 [O/0 IPve(Q
default: [

}

]

"100.64.16.0/24",
"2001:db8:6f85:70::/64"
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[0 APN 0000 :default 000 CIDR 0000

ue.subnet map Map 0
O00default 0000 APN 00000O0C0COO
IPVA[][]] 100.64.16.0/24[]] IPv6[]]
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OmniPGW 00000000000
1. 0 OAM REST APIJI00I00CO000C000CO000CO

e 000000 (GET /api/sessions)
 PFCP 000 (GET /api/upf)

e Diameter 00000 (GET /api/diameter)
* 000000 (GET /api/sessions/<imsi>)

2. Prometheus [[J0000000000

* 0000000
* 00000
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0000000 Prometheus (000 OAM REST APIOO0 HTTPS 000 8443 00000 /api O
00000000

Prometheus [[][1]

OmniPGW (] 0 Prometheus [000000C000000C000000CO000000O

+ 000000 - DOOOOODOoOOa
0000 - d0oooooa

0000 - 00000C0a

00 - 000000

00 - 00000000
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0 config/runtime.exs 00000



config :pgw c,
metrics: %{
enabled: true,
ip _address: "127.0.0.42", # J0000eeeO0 "0.0.0.0" Q00000

000
port: 9090, # [0 HTTP [0

registry poll period ms: 10 000 # 000000 10s{
}

000 00O00000D000000O 127.60.60.42:9090 00000 Prometheus 000000
ip address 00000000000 "e.0.0.0" O

joad

HTTP OO0

http://<omnipgw ip>:<port>/metrics

0o

curl http://10.0.0.20:9090/metrics

Hooo

(000 Prometheus [0 000



# HELP teid registry count The number of TEID registered to
sessions

# TYPE teid registry count gauge

teid registry count 150

# HELP address registry count The number of addresses registered
to sessions

# TYPE address registry count gauge

address registry count 150

# HELP s5s8 inbound messages total The total number of messages
received from S5/S8 peers

# TYPE s5s8 inbound messages total counter

s5s8 inbound messages total{message type="create session request"}
1523

s5s8 inbound messages total{message type="delete session request"}
1487
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OmniPGW 00000000
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teid registry count

seid registry count

gx_session id registry count

gy session id registry count

session registry count

address registry count

charging id registry count

sxb sequence number registry count

s5s8 sequence number registry count

sxb peer registry count

0o

# (00000
teid registry count

# (000000000
rate(teid registry count[5m])

# 1000000000
max_over time(teid registry count[1lh])

0o00o0o00a

0d

Gauge

Gauge

Gauge

Gauge

Gauge

Gauge

Gauge

Gauge

Gauge

Gauge

0d

00 S5/S8 OUOOTEID OO0

00 PFCP OOOSEID OO0

[0 Gx [JODiameter
Session-ID [

00 Gy O00Diameter
Session-ID [

OoooOimmst, EBI 00

000 UE 1P [

0000 1b0ooa
000 CDR 00000

0000 PFCP O000COOO

0000 S5/58 0odooood

000 PECP 000000



0000 PON O00000000000O00000O

0odn

pgw_session create total

pgw session delete total

pgw session modify total
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# (00 UPF 000
upf peers healthy / upf peers total

# 00000 UPE 0000
upf peers unhealthy > 0

# 0000 UPE OO
upf peer healthy{peer ip="10.98.0.20"}

# 0000000 UPF
upf peer missed heartbeats > 2

0000



# [0 UPF [00000OC
- alert: UPF_Peer Down

expr: upf peer healthy ==

for: 1m

labels:
severity: critical

annotations:
summary: "UPF {{ $labels.peer ip }} QO0O0O"
description: "UPF [JO0OOO PFCP OO"

# 100 UPF (000000
- alert: UPF _Pool Degraded

expr: (upf peers healthy / upf peers total) < 0.5
for: 2m
labels:
severity: critical
annotations:
summary: “UPF JgO"
description: "[00 {{ $value | humanizePercentage }} [0 UPF OOOO"

# 100000000
- alert: UPF _Heartbeat Issues

expr: upf peer missed heartbeats > 2

for: 30s

labels:
severity: warning

annotations:
summary: "UPF {{ $labels.peer ip }} 0OO0OO"
description: "{{ $value }} 0O0OOCO"
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pcscf fgdns total Gauge - 00000 P-CSCF FQDN 0
pcscf fgdns resolved Gauge - [0 DNS 0000 P-CSCF FQDN
pcscf fgdns failed Gauge - 00000 P-CSCF FQDN

pcscf servers total Gauge - 000 P-CSCF OOoaoo

pcscf servers healthy Gauge fqdn [0 FQDN OO0 P-CSCF OO0

pcscf servers unhealthy Gauge fqdn [0 FQDN [J000 P-CSCF (00
0ooo 000000 IMS 00000
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diameter peers connected{application="gx"} == 0
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license status Gauge [J000000O1 = Q0000 = 000

0o

# 00000000
license status == 1

# (0000000000
license status == 0

0000

- alert: PGW C License Invalid

expr: license status ==

for: 1m

labels:
severity: critical

annotations:
summary: "PGW-C JO000O0OO"
description: "[JO00000 - OOOOCOOOO"
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vm_memory total Gauge [ VM 000000
VIn_memory processes Gauge [JO00O0OO
vin_memory system Gauge [0000O00O

vim_system process count Gauge [] Erlang [

vm_system port count Gauge [JO0O0OO

Prometheus [][]

Hooo

0 OmniPGW [0 Prometheus prometheus.yml[]

# prometheus.yml

global:
scrape interval: 15s
evaluation interval: 15s

scrape configs:
- job name: 'omnipgw'
static configs:
- targets: ['10.0.0.20:9090']
labels:
instance: 'omnipgw-01'
environment: 'production’
site: 'datacenter-1'



[0 OmniPGW [][]

scrape_configs:
- job _name: 'omnipgw'
static configs:

- targets:
- '10.0.0.20:9090'
- '10.0.0.21:9090'
- '10.0.0.22:9090'

labels:

environment: 'production'

joad

Kubernetes[]

scrape configs:
- job name: 'omnipgw'
kubernetes sd configs:
- role: pod
relabel configs:
- source labels: [ meta kubernetes pod label app]
action: keep
regex: omnipgw
- source labels: [ meta kubernetes pod ip]
target label:  address
replacement: '${1}:9090'

il

0ooto

# [J[] Prometheus [
curl http://prometheus:9090/api/vl/targets

# 000000
curl 'http://prometheus:9090/api/v1l/query?
query=teid registry count'
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(address registry count / 254) * 100
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# [0
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="crec
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# [0
rate(s5s8 inbound errors total[5m])
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# 0000000 Gx 000000
sum(rate(gx outbound responses total{result code class="2xxx"}

[5m])) /
sum(rate(gx outbound responses total[5m])) * 100

# 00000Gauge

# 0000006 -16e0
# 000

# [00> 95%
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# O00< 90%

00 - 000000000

# [000000000000000

sum(rate(gx outbound responses total[5m])) by (result code class)

# (0000000000
# 000{{ result code class }}

00 - 0 PCRF (0000

# 000 PCRF 000000
sum(rate(gx outbound responses total[5m])) by (diameter host,

result code class)

# (000000000
# O00{{ diameter host }} - {{ result code class }}
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# 0000000000
(upf peers healthy / upf peers total) * 100

# [0000Gauge
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Hooooon

{
"dashboard": {

“title": "OmniPGW - [JO000",

“panels": [
{
“title": "OO00O",
“targets": [
{
"expr": "teid registry count",
"legendFormat": "[OO0O0O"
}
1,
"type": "graph"
},
{
"title": "000000",
"targets": [

{
"expr":
“rate(s5s8 inbound messages total{message type=\"create session reque
[5m])*",
"legendFormat": "[QOo/0"

}
I,
“type": "graph"
},
{
"title": "IP QQOOO",
"targets": [
{
"expr": "(address registry count / 254) * 100",
“legendFormat": "[JO0O0O %"
}
1,
“type": "gauge"
}
{
"title": "00000P9SD",
"targets": [

{

"expr": "histogram quantile(0.95,



rate(s5s8 inbound handling duration bucket[5m]))",
"legendFormat": "S5/S8 p95"
},
{

"expr": "histogram quantile(0.95,
rate(sxb _inbound handling duration bucket[5m]))",
“legendFormat"”: "PFCP p95"

}
1,
“type": "graph"
}
]

i
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U0 omnipgw alerts.yml[]



groups:
- name: omnipgw
interval: 30s
rules:
# 100000
- alert: OmniPGW HighSessionCount
expr: teid registry count > 8000
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW [J0O0O0O"

description: "{{ $value }} 000O0OOC8©006"

- alert: OmniPGW _SessionCountCritical
expr: teid registry count > 9500
for: 2m
labels:

severity: critical
annotations:
summary: "OmniPGW [J00000"

description: "{{ $value }} O0O0OOOOOCO"

# IP 00
- alert: OmniPGW IPPoolUtilizationHigh

expr: (address registry count / 254) * 100 > 80
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW IP [J0Q0O0O"
description: "IP [ {{ $value }}% [JOO"

- alert: OmniPGW IPPoolExhausted
expr: address registry count >= 254
for: 1m
labels:

severity: critical
annotations:
summary: "OmniPGW IP 00"

description: "[OOOOO IP QOooo™

# 00000



- alert: OmniPGW HighErrorRate
expr: rate(s5s8 inbound errors total[5m]) > 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW 000"
description: "{{ $value }} 00/00 S5/S8 [OOO"

- alert: OmniPGW _GxErrorRate
expr: rate(gx inbound errors total[5m]) > 0.05
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW Gx [JJ"
description: "{{ $value }} Diameter [/0"

# Gx (1000
- alert: OmniPGW GxResponseFailureRate

expr: |

sum(rate(gx outbound responses total{result code class!="2xxx"}
[5ml)) /
sum(rate(gx outbound responses total[5m])) > 0.1
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW [J Gx JO0OO0O"
description: "{{ $value | humanizePercentage }} [0 Gx 00O
0000 2xxx 00000"

- alert: OmniPGW GxPCRFFailures
expr:
rate(gx _outbound responses total{result code class=~"4xxx|5xxx"}
[5m]) by (diameter host) > 0.05
for: 3m
labels:
severity: warning
annotations:
summary: "PCRF {{ $labels.diameter host }} 0O0O0O0O0O"
description: "{{ $value }} [0 PCRF {{
$labels.diameter host }} 000O0/0"



# UPF 000
- alert: OmniPGW_UPF_PeerDown

expr: upf peer healthy ==

for: 1m

labels:
severity: critical

annotations:
summary: "UPF 00 {{ $labels.peer ip }} 0O0O0O"
description: "UPF OO PFCP [OQO"

- alert: OmniPGW UPF PoolDegraded
expr: (upf peers healthy / upf peers total) < 0.5
for: 2m
labels:
severity: critical
annotations:
summary: "UPF [JgO"
description: "{{ $value | humanizePercentage }} [0 UPF O

O00< 56%"

- alert: OmniPGW UPF HeartbeatFailures

expr: upf peer missed heartbeats > 2

for: 30s

labels:
severity: warning

annotations:
summary: "UPF {{ $labels.peer ip }} QOO0OO"
description: "{{ $value }} O0OOCO"

- alert: OmniPGW_UPF_AllDown
expr: upf peers healthy == 0 and upf peers total > 0
for: 30s
labels:
severity: critical
annotations:
summary: "[J0 UPF JO0OO"
description: "[OJ00 UPF 0000000

# 1000
- alert: OmniPGW HighLatency

expr: |
histogram quantile(0.95,
rate(s5s8 inbound handling duration bucket[5m])



) > 100000
for: 5m
labels:
severity: warning
annotations:
summary: "OmniPGW [JOQ0O0O"
description: "p95 OO {{ $value }}us (> 100ms)"

aoa
alert: OmniPGW HighMemoryUsage

expr: vm_memory total > 2000000000
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW [J0000O"
description: "VM 00 {{ $value | humanize }}B [O"

alert: OmniPGW_HighProcessCount
expr: vm system process count > 100000
for: 10m
labels:
severity: warning
annotations:
summary: "OmniPGW [J0O00O"
description: "{{ $value }} Erlang J000OOOO"



AlertManager [[]

# alertmanager.yml
global:
resolve timeout: 5m

route:
receiver: 'ops-team'
group by: ['alertname', 'instance']
group wait: 10s
group _interval: 10s
repeat interval: 12h

routes:
- match:
severity: critical
receiver: 'pagerduty'

- match:
severity: warning
receiver: 'slack'

receivers:
- name: 'ops-team'’
email configs:
- to: 'ops@example.com'

- name: 'slack'
slack configs:
- api url:
"https://hooks.slack.com/services/YOUR/SLACK/WEBHOOK'
channel: '#omnipgw-alerts'
title: 'OmniPGW [J00{{ .GroupLabels.alertname }}'

text: '{{ range .Alerts }}{{ .Annotations.description }}{{
end }}'

- name: 'pagerduty’
pagerduty configs:
- service key: 'YOUR PAGERDUTY KEY'
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rate(s5s8 inbound messages total{message type="delete session request
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rate(s5s8 inbound messages total{message type="create session request
[5m])
rate(s5s8 inbound messages total{message type="delete session request
[5m])
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# p5600000
histogram quantile(0.50,

rate(s5s8 inbound handling duration bucket[5m])
)

# p95
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket[5m])

)

# p99
histogram quantile(0.99,
rate(s5s8 inbound handling duration bucket[5m])

)
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histogram quantile(0.95,
rate(s5s8 inbound handling duration bucket[5m])
) by (request message type)
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(10000 - teid registry count) /

(rate(teid registry count[1lh]) * 86400)
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# [0 Gx 00000

sum(rate(gx outbound responses total{result code class!="2xxx"}
[5m])) /

sum(rate(gx outbound responses total[5m])) * 100

# [0 PCRF 0000

sum(rate(gx outbound responses total[5m])) by (diameter host,
result code class)

# (0000000

rate(gx outbound responses total{result code class="5xxx"}[5m]) by
(diameter host)
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[0 Diameter [J000
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# 00000
rate(vm memory total[1lh])

# 100000
rate(vm memory processes[1lh])

# 000000
rate(vm system process count[1lh])
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max_over time(teid registry count[24h])

Ooooooon

teid registry count /
avg over time(teid registry count[7d])
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abs (

teid registry count -

avg over time(teid registry count[1lh])
) > 100
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IPv6 P-CSCF [J{J (p _cscf ipv6 address request) []

p cscf ipve address list ([0 DNS/AAAA [O00O0O IPv6 O0) OOOO 1Pve DNS OO0
(dns server ipv6 address request) [J[J] 0x0003 [
primary dns server ipv6 address /

secondary dns server ipv6 address JO00000000000000000O0O E-CSCF OO0
0000000000000 APCO (OO0 PCO)O



il
0000

# config/runtime.exs
config :pgw c,
pco: %{
# DNS (00 (0O0)
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",

# IPv6 DNS 00 (OOOOO 0x0003)
primary dns server ipv6 address: nil,
secondary dns server ipv6 address: nil,

# NBNS (00 (000000 Windows (i)

primary nbns server address: nil,
secondary nbns server address: nil,

# IMS/VoLTE [0 P-CSCF OO0 (QO0O)
p cscf ipv4 address list: [], # [0 0x000C
p _cscf ipv6 address list: [], # [0 0x0001

# P-CSCF 0000 (OOOOO A 0O AAAA [J0)
p cscf discovery enabled: false,

p _cscf discovery dns server: nil,
p cscf discovery timeout ms: 5000,

# IPv4 MTU OO0 (O0O)
ipv4 link mtu size: 1400

PCO ([

DNS (0000

[0 DNS 00 DNS[]



pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4"

}

00 DNS 0000
NN a 0
Google 8.8.8.8 8.8.4.4
Cloudflare 1.1.1.1 1.0.0.1
Quad9 9.9.9.9 149.112.112.112

OpenDNS 208.67.222.222 208.67.220.220

00 DNS[]

pco: %{
primary dns _server address: "10.0.0.10",
secondary dns server address: "10.0.0.11"

}

P-CSCF (] (IMS)

00 IMS/VoLTE [0



pco: %{
p cscf ipv4 address list: [
"10.0.0.50", # [J P-CSCF (IPv4, [JJ 0x000C)
"10.0.0.51" # O P-CSCF

1
# IPv6 P-CSCF [0 (OO 6x6001) Ood IPv6/IPv4ve IMS PDN
p cscf ipv6 address list: [

"2001:db8::50",

"2001:db8::51"

00000000D000R0O0000000 UE 00000——1Pv4 P-CSCF 0000 exeeec O00IPve P-
CSCF [J000 exeeel 00000 IMS PDN [00000OCO

P-CSCF (J0000C000mO

 IMS 000000
« VOLTE[JVOWIFI[JRCS @ © €

« UE 000000CO SiP

P-CSCF [J[[[]
0 DNS [J P-CSCF [

OmniPGW 000 DNS 000000 P-CSCF 0000 3GPP TS 23.003 J TS 24.229 0000000
OOPGW-C (000 DNS 000 P-CSCF 0000000000000



pco: %{

# 0000 P-CSCF OO0
p cscf discovery enabled: true,

# P-CSCF [JOO DNS 000 (O000)
p cscf discovery dns server: {10, 179, 2, 177},

# DNS (0000 (0O0)
p_cscf discovery timeout ms: 5000,

# [0 P-CSCF OO0 (OO DNS QOO0O0O0)
p cscf ipv4 address list: ["10.0.0.50"]

0000

1.0 p cscf discovery enabled: true [(JOJPGW-C [0 DNS 0000 P-CSCF 00
2. DNS 0000000 p_cscf discovery dns server

3. 000 DNS 00000000 P-CSCF OO0o PCO OO0 UE
4. 0 DNS 00000000000000 p_cscf ipv4 address list

5. 000 Oo00o0o00o0




P-CSCF [0

00000 P-CSCF 1P
0ooo

000000

1. 000 FQDN 00 (O00O00) - p_cscf discovery fqdn [J UPF OO000
2.[J0 DNS [J00 - p_cscf discovery enabled: true [JO0 PCO OO0



3. 00 PCO 0000 - p_cscf ipv4 address list [JO0 PCO OO0
4. [J0 PCO OO0 (O0) - p_cscf ipv4 address list [J] PCO 000

0o
00 P-CSCF 0000000000000

« DNS [000/000
* (000

* 000000

* 0000000000

ooo 0ooo00oo0oOon

0000

0d

p _cscf discovery enabled

p_cscf discovery dns server

p _cscf discovery timeout ms

0o

0d

aod

ad
(1P)

ad

* 00 IMS [0 - P-CSCF (1000 DNS 0000

* (00000 - BNS 00000 P-CSCF 0od
* (000 - DNS 000000 P-CSCF O0d

+ (0000 - O000000000a P-CSCF 000

00000 DNS (0000 1Ms

oog

false

nil

5000

od

0000 DNS 000 P-CSCF 00

DNS (100 1P 0000 4 00 (O
Oo{1e, 179, 2, 177})

DNS [00000000



pcC

0o

0: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",

# 000 P-CSCF OO
p cscf discovery enabled: true,

p cscf discovery dns server: {10, 179, 2, 177}, # IMS DNS OO0
p_cscf discovery timeout ms: 3000,

# [0 P-CSCF OO0 (OO DNS [0)

p cscf ipv4 address list: [
"10.0.0.50", # OO0
"10.0.0.51"  # 0000

1,

ipv4 link mtu size: 1400

P-CSCF (][]

P-CSCF 000000 UPF O0O0OOCCOOO000O APN [O000 DNS 00000 P-CSCF 000

#

0 upf selection OO0

rules: |

ooo

0o

%q{
name: "IMS [O",
priority: 20,
match field: :apn,
match regex: "~ims",
upf pool: [...],

# 000 P-CSCF OO
p cscf discovery fqdn: "pcscf.mnc00l.mcc@O1.3gppnetwork.org"

000000 P-CSCF 00000000

000 P-CSCF 0000000



NBNS (][] (NetBIOS)

00 Windows 00000

pco: S%{
primary nbns server address: "10.0.0.20",
secondary nbns server address: "10.0.0.21"

}

0oooo

» 00000 Windows (1]
» 000000000
 [J0 NetBIOS 00

00 MTU [
Ho000o0
pco: %{
ipv4 link mtu size: 1400 # [0
}
00 MTU [
MTU 0d

1500 (0000 (Oom

1400 [0 GTP 0000

1420 000

1280 IPv6 [J[] MTU

1360 VPN/O000



000 00 LTE 00 1400 (00 GTP-U 000

Juo

Internet APN

pco: %{
primary dns server address: "8.8.8.8",
secondary dns server address: "8.8.4.4",
ipv4 link mtu size: 1400

}

IMS APN

pco: %{
primary dns server address: "10.0.0.10",
secondary dns server address: "10.0.0.11",
p cscf ipv4 address list: [
"10.0.0.50",
"10.0.0.51"

1,
ipv4 link mtu size: 1400

ad 000 IMS 000000 P-CSCF O0od



00 APN

pco: %{
primary dns server address: "10.100.0.10",
secondary dns server address: "10.100.0.11",
primary nbns server address: "10.100.0.20",
secondary nbns server address: "10.100.0.21",
ipv4 link mtu size: 1400

PCO [] GTP-C 10000

Huooo

OmniPGW ] 000000 00000 PCOO

000000

— 00: 0Oooo

— UE IP [J0: 100.64.1.42

— Pco (oOooom)

| | DNS OO0 IPv4 [O: 8.8.8.
| | DNS OOO IPv4 [OJ: 8.8.4.
| — P-CSCF IPv4 [J0: 10.0.0.
| 0.0.0.
|

Ul U1 B~ 0

0
— P-CSCF IPv4 [O: 1 1
L— IPv4 [JJ MTU: 1400

UE [1[]

UE 0 PCO [0

1. 0000000000 DNS 000
2. [ P-CSCF 00 IMS OO

3. (00 MTU 000000



Juod

UOOUE 0000 DNS
000

« UE[IPI©©eeee 0]
* DNS 000

0oooo

1. PCO (000 DNS 00000000
2. ] UE IP 00000 DNS 000
3. 00000 DNS OO

0000

# [0 DNS 00000
ping 8.8.8.8

# [0 UE 0000 DNS OO
nslookup google.com 8.8.8.8

# 00 PCO OO
grep "primary dns server address" config/runtime.exs

0OomMS oo
0oo

« VoLTE 0000
< UE QO "0 IMS 00"

0000

1. 00 P-CSCF [0
2. P-CSCF IP OO0000
3. P-CSCF 000



0ooto

# [0 P-CSCF [0
pco: %{

p cscf ipv4 address list: ["10.0.0.50"] # 0000
}

JO00MTU [
000

* [O0000O0Oo0OO0G
* 0000000
* 0o0a

0oooo

* MTU 0000000
* MTU 0000000

0000

# 0000 GTP OO0 1400
pco: %{

ipv4 link mtu size: 1400
}

# 00000000000000
pco: %{

ipv4 link mtu size: 1360
}



Juod

DNS [I[J

1. 00000 DNS 000

o [J00Google (8.8.8.8)[ICloudflare (1.1.1.1)
o (00000 9Y€ DNS

2. 00000

o 000
o 0000d

3. 00 DNS 00

o [J0 DNSSEC 0000
o (0000 BNS 00

IMS [][]

1. 0000 P-CSCF

° [0 2 000000
o (0000000000

2. 0000

o P-CSCF 0000 VE IP 000
° 0o sIP 000

MTU (]

1. 0000

o GTP-U[]36 ][] (IPv4)
o |Psec[]] (50-100 [J0)



2. [ LTE MTU

° [J001400 [
o Q00000000

3. 0000000

o 0 MTU OO
° 0000000000

Juo

0000
J - 000 runtime.exs [JJJUPF 00 PCO [0
. - IP 000000 APN 000
. - P-CSCF 00000000000
Ho00000
. - PDN 00000000000
. - GTP-C JOOpPCO 00000
. - 000000
IMS [] VoLTE
. - IMS 0000000
. - 0 PCO J00OO0COO

OmniPGW PCO [][] - /] Omnitouch []JjJ7



P-CSCF

00 P-CSCF 0000000000

OmniPGW [] Omnitouch [J]J]

il

P-CSCF (00000C0OOO) 00000 0O BNS SRV (0000 SiP OPTIONS (00000 IMS P-
CSCF [0000000ooootOn

* 000 P-CSCF NN000000000000 P-CSCF OO0

0000000000000 DNS 0000 60 0000
SIP OPTIONS 000000 SIP OPTIONS ping 00 P-CSCF 0000000
° 0000 TCPOOOOO TCP [0 SIP OPTIONSOO000OO

o UDP (0000 TCP 000000 UDP

° J0000000000000000C :up O :down
0000000OAM API 0000000000 1P 00000
OO00000000000000000
Prometheus [J[J[ Prometheus J000000000



Session Creation

Rule Matching

Fatch IPs

Send to UE

User Equipment

Configuration

UPF Selection Rules ‘ ‘ DNS Server Config

R.egisbJrFQDHs J
e

[
1]

© o N o U A WNE

0ooa

ad

aood

OAM API [
0o0oooa
aooo

DNS [0
0ooa

aooo




Hond
0000

# config/runtime.exs

# (00 PCO 00000 P-CSCF 000 DNS OO0
config :pgw c,
pco: %{
p cscf discovery dns server: "192.0.2.177",
p cscf discovery enabled: true,
p _cscf discovery timeout ms: 5000

},
upf selection: %{
rules: [
# IMS [0 - OO P-CSCF QOO
%{

name: "IMS Traffic",
priority: 20,

match field: :apn,
match regex: "~ims",
upf pool: [

%s{remote ip address: "10.100.2.21", remote port:

weight: 80}
Il

# P-CSCF [0 FQDNOOOOO UPF 00O0000OCOOCOOO
p_cscf discovery fqdn:

"pcscf.mncOO1l.mccO0O1.3gppnetwork.org",

# 00000000 PCO 00000

pco: %{

p cscf ipv4 address list: ["203.0.113.100",

"203.0.113.101"]

}

}
]
}

0o 000000 UPF Q00000000 00000 P-CSCF O0ooo

8805,



jooo

1. 00 OmniPGW
2. 00 OAM APIJcurl -k https://localhost:8443/api/pcscf monitor

3. (000000000000 PO0COD0O0000000a

il
00 P-CSCF 000

[ PCO (00000 P-CSCF 000 DNS Oo0o

pco: %{
# [0 P-CSCF JO0O DNS (0000000 UE O DNS (000
p _cscf discovery dns server: "192.0.2.177",

# [0 P-CSCF DNS 00O
p cscf discovery enabled: true,

# DNS SRV 0000000
p cscf discovery timeout ms: 5000,

# [0 P-CSCF 0000000
p cscf ipv4 address list: ["203.0.113.146"]

o0 P-CSCF FQDN

00 UPF 000000000000 P-CSCF OO FQDN(



upf selection: %{
rules: [
# IMS 0O - IMS OO P-CSCF
%{
name: "IMS Traffic",
match field: :apn,
match regex: "7~ims",
upf pool: [...1],
p _cscf discovery fqdn:
"pcscf.ims.mncOO1l.mccO01.3gppnetwork.org",
pco: %{
p cscf ipv4 address list: ["203.0.113.100"] # 00
}
},

# 00 - 0000 P-CSCF
%{
name: "Enterprise Traffic",
match field: :apn,
match regex: "“enterprise",
upf pool: [...],
p_cscf discovery fqdn: "pcscf.enterprise.example.com”,
pco: %{
p cscf ipv4 address list: ["192.168.1.50"] # [0
}
¥,

# 000 - 0 P-CSCF 0000000000
%{
name: "Internet Traffic",
match field: :apn,
match regex: "“internet",
upf pool: [...]
# [J p_cscf discovery fqdn - 000 PCO [0



Hond
0000

1. 000000

o P-CSCF [J[] GenServer [
o (00000 UPF 000000000000 P-CSCF FQDN

2. FQDN [

o (0000 FQDN 00000000
° (00000 FQDN 0000 DNS SRV I

o SIP OPTIONS [000000000000000000
= (000 TCPOSIP/2.0/TCP [ 5060 000

= 00 TCP 0000000 UDPOSIP/2.6/UDP [J 5060 000
= 000000000 :uweOOCOO = down OOO0/000
° HodiPHi000OONNOOOOOO0E

3. (00000 60 00

[o]

0000000 FQDN
DNS 000000000000

Oo00o0o0Oon
= [JO0 TCP OO0 SIP OPTIONS[OOO5 O

= [0 TCP 00000 UbPOODOS OO
= (000000000
00000000 DNS 0000000

(o]

o

(o]



OO000

Create Session Request (APN=ims)

P-CSCF Monitor

Rule Engine ‘

Match Rule
IMS Traffic Rule (FQDN=pcscf.ims.example.com)
Get IPs for FQDN
[203.0.113.100, 203.0.113.101

Create Session Response (PCO with P-CSCF IPs)

Background: Monitor refreshes every 60s

SRV Query (_sip._tcp.pcscf.ims.example.com)
SRV Records
A/AAAA Query
[203.0.113.100, 203.0.113.101]

Update Cache

P-CSCF Monitor

Rule Engine ‘

User Equipment OmniPGW

DNS (000
00000 PNS SRV (10 0000 P-CSCF 000

1. SRV 0000 sip. tcp.{fqdn} [0 SRV [
2. J00000COOOO000O

3. 00000 SRV 0000000000

4. (00000000DOR00O0 1P ODOA/AAAA OO

5. J000000OC 1P 00000000

P-CSCF (00000

000000000 FQDN (00 PCO (JOFQDN (00

%{

name: "IMS Traffic",

p _cscf discovery fqdn: "pcscf.mnc00l.mcc001l.3gppnetwork.org", #
< oo

pco: %{

p cscf ipv4 address list: ["203.0.113.100", "203.0.113.101"]

# <« [0

}
¥



0ooto

0d

FQDN
0ood

FQDN
0ooo

FQDN
0000

0000

0o
FQDN

0000

CSCF
0o

DNS [J
a0000

00
PCO [J

ad
PCO [

0d
PCO []

0d
PCO [

0ooa

goo e

[0 DNS (00 1P

0o

pco.p cscf ipv4 address list

0oo 1P

0d

pco.p cscf ipv4 address list

goa e
od

pco.p cscf ipv4 address list

oo e

0000000o0Ooo e

0ooa

"0000 FODN
pcscf.example.com

0 P-CSCF 0"

"000 FQDN (IO P-
CSCF IPOD00OOOO"

0ooa

000000

Oooooood



IMS (000000000

|

| 1. 0000000 FQDNO |

| v [: "pcscf.mncOOl.mccOOL..." |
|

\4

2. 00000000000 IP |
Monitor.get ips(fqdn)

| |
o0 | | oo/o |
aE

{:0k, ips} :error, reason}

\ 4 A 4
| | |
| OO0 DNS IPs | | OOOO PCO |
| (oo oNs1 || [ooo;! |
| | |
| |
| I |
v
| |
| 00O UE [0 PCO |
| OO |
L — 466 |

0000

00 10PNS 000000 0



aoa
p cscf discovery fqdn: "pcscf.ims.example.com"

pco.p cscf ipv4 address list: ["203.0.113.100"]

DNS [00[263.0.113.150, 203.0.113.151]
UE 000[203.0.113.150, 203.0.113.151] < [JJ DNS

0000 DNS [00oon PCo 00O

00 20PNS 0000000 A

0oa

p _cscf discovery fqdn: "pcscf.ims.example.com"
pco.p _cscf ipv4 address list: ["203.0.113.100"]

DNS 00000 :no _naptr records
UE [J00[203.0.113.100] « Q0O Pco

00000 DNS 000000000

00 30000 FQDN

aoa
# 000 p cscf discovery fqdn
pco.p cscf ipv4 address list: ["192.168.1.50"]

UE 000[192.168.1.50] « 0000 PCO
000000 DNS [0

0ooo0ooooo

1. 0000ODBNS 0o0000ot0bootoooo
2. J000000000000O00O DNS 00000
3. (00000000000OCODo000

4. J00000000DODOO

0000000000000 FQDN 000 PCOo



# v 000006600
{
p cscf discovery fqdn: "pcscf.ims.example.com", # [
pco: %{
p cscf ipv4 address list: ["203.0.113.100"] # 000
}
¥

o°

# » 00000000000 PcoO
{
p cscf discovery fqdn: "pcscf.ims.example.com"
# 10000000
}

o°

# v 00000000 DNS OO0
{
pco: S%{
p cscf ipv4 address list: ["192.168.1.50"]
}
}

o°

OAM API []]

P-CSCF [0

0000 OAM REST APIOHTTPS/TLS (J00 8443 0000000000 /api OO000OCO P-CSCF
0oooon

GET /api/pcscf monitor

curl -k https://localhost:8443/api/pcscf monitor

O00000000OC0000000000ROR000000000 APl O00Swagger UIdO0
https://localhost:8443/api/docs [][]

0oooo



* 0000

o (000 FQDN [0
o 0000 FQDN Of

o 0000000
o [JO00 P-CSCF IP OO

[0 FQDN (0000

°o (0000 FQDN

00000000 /7 00 / 000

0o 1P 0d

000 1P OU0000000000O0C00
0o0oooa

000000000000 €000
= IP 00000

= (00000 DNS SRV 00
= 0000000 / 000

(o]

[e]

o

(o]

(o]

* 0000

o [J FQDN (00000000000 FQDN OO

0000000 DNS 00000 FQDN

000 DNS 00000000 FQDN

0 P-CSCF (0000000 FQDN OOooo0od

gaostP OPTIONS [J00000 SIP OPTIONS O000000OO
gooostP OPTIONS 000000 SIP OPTIONS 0000
DNS (00000 DNS 000000

000000OSIP OPTIONS 0000000060 0o0o 5 00

[e]

[e]

o

(o]

[e]

[o]

(o]

000000 DNS 0000000 SstP OPTIONS [ P-CSCF [0N0000O000OD000O000000 GET
/api/pcscf_monitor — [I0O000COOC

UPF (000

UPF 0O00O0O0OGET /api/upf selection 0000000 P-CSCF OO0O0O0



0 IMS 000000 260
[O0APN [0 ~ims
OOUPF-IMS-Primary (10.100.2.21:8805)

0 P-CSCF OO0
FQDN: pcscf.mnc00l.mccOOl.3gppnetwork.org
00: « 00002 O IPQ
0og IP: 203.0.113.100, 203.0.113.101

& PCO [0

[J DNS: 198.51.100.195
P-CSCFO0000O0O0203.60.113.160, 203.0.113.101

1NN

Prometheus []]

P-CSCF 00000 Prometheus[O000 42069000000

Gauge [
# FQDN 000
pcscf fqdns total # 0000 FQDN (IO
pcscf fqgdns resolved # (0000 FQDNODNS (00
pcscf fqdns failed # (00 FODN [O0OPNS 000

# 0000000000

pcscf servers total # [J00 DNS SRV 000 P-CSCF [0
0

pcscf servers healthy # 00 SIP OPTIONS (0000000
pcscf servers unhealthy # 00 SIP OPTIONS [O0O000OOO

# (00000000 FQDN OO0
pcscf servers healthy{fqdn="..."} # [0 FQDN 00000

pcscf servers unhealthy{fqdn="..."} # [J0 FQDN 000000

0o0oooooa



« healthy 000000 SIP OPTIONS ping[JTCP [J UDP[]
« unhealthy Q0000000 SIP OPTIONSOOONN 5 0000

joad

DNS (0000

# 000000 FQDN
pcscf fqdns resolved

# [0 DNS 000
(pcscf fqdns resolved / pcscf fqdns total) * 100

# (0000000
pcscf servers total

SIP OPTIONS 0000

# 00 FODN (0000000
pcscf servers healthy

# (0000000
pcscf servers unhealthy

# (00000000
(pcscf _servers healthy / pcscf servers total) * 100

# 00 FQDN 00000
pcscf servers healthy{fqdn="pcscf.mncOO01l.mcc001.3gppnetwork.org"}

# (0000000000
pcscf servers healthy == 0 AND pcscf servers total > 0

Prometheus [J[][[[]



# (00 P-CSCF 000000COOCO
- alert: ALLPCSCFServersDown

expr: pcscf servers healthy == 0 AND pcscf servers total > 0
for: 5m
labels:
severity: critical
annotations:
summary: "0 P-CSCF JO0OOOOO"
description: "{{ $value }} 000000060 - OO SIP OPTIONS [OoO"

# 000 50% 00000000000
- alert: MajorityPCSCFServersDown

expr: (pcscf servers healthy / pcscf servers total) < 0.5
for: 5m
labels:
severity: warning
annotations:

summary: "[00J0 P-CSCF QO0OO0OOO"
description: "[OO {{ $value }}% [JOO0OOO SIP OPTIONS"

# [0 DNS (000000
- alert: PCSCFDNSResolutionFailed

expr: pcscf fgdns failed > 0
for: 5m
labels:
severity: warning
annotations:
summary: "P-CSCF DNS [O0O0O"
description: "{{ $value }} [0 FQDN Q0OOOO"

joad
0000000000



[info] P-CSCF Monitor started

[info] Registering 2 unique P-CSCF FQDNs for monitoring:
["pcscf.ims.example.com", "pcscf.enterprise.example.com"]
[info] P-CSCF Monitor: Registering FQDN pcscf.ims.example.com
[debug] P-CSCF Monitor: Successfully resolved
pcscf.ims.example.com to 2 IPs

[warning] P-CSCF Monitor: Failed to resolve
pcscf.enterprise.example.com: :nxdomain

[debug] Using P-CSCF addresses from FQDN pcscf.ims.example.com:
[{10, 101, 2, 100}, {10, 101, 2, 101}]

Juoa

00000 000000 0oooboooo

0 1 JOPNS (00000

p _cscf discovery fqdn: "pcscf.ims.example.com"

* (0000 DNS 0ooooo e
* [000000oOo 1P
* [00000C0O000OoCO

0 2 00000000 PCeododd

pco: %{
p cscf ipv4 address list: ["203.0.113.100", "203.0.113.101"]

}

* [0 DNS 00000000 PO000
+ 000000000
* 000000000000



0 3 0000 PCO (0% <€00000

# [0 pco [0
pco: S%{
p cscf ipv4 address list: ["203.0.113.146"]

}

+ 0000000000 DNS Oo0ooo
* (000 P-CSCF 00
* J000000OOOOOCO

Joooo

0000 “IMS 00" 0o0

1. 0 DNS [0 "pcscf.ims.example.com"
00 - 00 [203.0.113.100, 203.0.113.101] v

- 00 - Ooooo

2. 00000 PCo OO
F‘ 00 - 00 [203.60.113.100, 203.0.113.101] v
- 000 - ooooo

3. (000 PCO [0
- 0O [203.60.113.146]1 000000

DNS []]
DNS (0000

00 DNS 000000 P-CSCF 00 SRV O A/AAAA 00



; P-CSCF [ SRV [J00_sip._tcp 00000000
_sip. tcp.pcscf.mncO001l.mccOO1.3gppnetwork.org. IN SRV 10 50 5060

pcscfl.example.com.
_sip. tcp.pcscf.mnc001.mccO01.3gppnetwork.org. IN SRV 20 50 5060

pcscf2.example. com.
; A0

pcscfl.example.com. IN A 203.0.113.100
pcscf2.example.com. IN A 203.0.113.101

000OmniPGW OO000000 FQDN 000 sip. tcp. 000000 p_cscf discovery fqdn:
"pcscf.mncOO1l.mccO01.3gppnetwork.org" (U000
_sip. tcp.pcscf.mncO00l.mccOO1.3gppnetwork.org[]

SRV 1000

SRV (00000000

_service. proto.domain. IN SRV priority weight port target.

0000000000000000010 0 20 OO0
0O0000O0000OOO0OODO00O = DOooda
OJO0SIP J0000 TCP [J 5060JUDP [J 5060(]

0o0oo0o e 0ooood



00 DNS [

# [0 SRV 00000 _sip._tcp OO0
dig SRV sip. tcp.pcscf.mncOOl.mccOO1.3gppnetwork.org @192.0.2.177

# 10000
# sip. tcp.pcscf.mnc001.mcc001.3gppnetwork.org. 300 IN SRV 10 50

5060 pcscfl.example.com.

# [0 P-CSCF OOO0OOO IP
dig A pcscfl.example.com @192.0.2.177

# 00000
# pcscfl.example.com. 300 IN A 203.0.113.100

Hodo
O00FQDN 0000”00

0o

e GET /api/pcscf monitor 000000

e 00 :nxdomain[]:timeout [] :no naptr records
HENEN

1. DNS (00000
2. FQDN [J DNS 0000

3. 000 NAPTR [0
4. DNS 0000

0oooo



# 1. [JO0 DNS (0000
ping 192.0.2.177

# 2. J000 NAPTR 0O
dig NAPTR pcscf.mnc@01l.mccO01l.3gppnetwork.org @192.0.2.177

# 3. [0 OmniPGW [][]
grep "P-CSCF" /var/log/pgw c.log

# 4. 0000
grep "p _cscf discovery dns server" config/runtime.exs

# 5. (0000 OAM API Q000000
curl -k https://localhost:8443/api/pcscf monitor

Jooooo 1e
000

* GET /api/pcscf monitor (0“0 IP”
* 0000000000

0000

1. NAPTR 00000000 FQDN 0000

2. 0000 mMs/sIP 00000
3. 00 A/AAAA [

0ooto

# [0 NAPTR 000000
dig NAPTR pcscf.example.com @192.0.2.177

# 000000 “SIP" [0 "IMS":
# 00O "SIP+D2U", "x-3gpp-ims:sip"
# 0O0Q "HTTP", "FTP"

# 00 A/AAAA 000000
dig pcscfl.example.com A @192.0.2.177



0000000000 P-CSCF

0o

» UE 00000 P-CSCF 00O
* J0000000O0OO 1

0000

1. DNS (0000000000
2. (000000
3. FQDN OO0

0000

# 1. 00 P-CSCF 0000
# 00 FQDN [O00000CO

# 2. 00000
grep "Using P-CSCF addresses from FQDN" /var/log/pgw c.log

# 3. [0 UPF 0000
# (0000000000 FODN (660

# 4. (0000O
# (000 APN O00000CO00OCO

0000 DNS (000

0o

* 000000

e 0000 pcscf discovery query duration seconds
ENEN

1. DNS 000000
2. [] DNS (0000000
3. (00000



0ooto

# 00000
pco: %{

p cscf discovery timeout ms: 2000 # [] 5000ms [
}

# 0000000 DNS 00
pco: %{

p _cscf discovery dns server: "10.0.0.10" # [JJ DNS
}

Hoon
1. DNS (0000

0000 BNS 000

pco: %{

# 00 P-CSCF OO000 DNSOO UE DNS [00
p _cscf discovery dns server: "192.0.2.177",

# UE DNS (00000000000
primary dns server address: "8.8.8.8",

secondary dns server address: "8.8.4.4"

0ooa

e J000O0O0OUVE DNS 000 IMS DNS
* (0000000000
* J000000Oa



2. 0000000

%{
p _cscf discovery fqdn: "pcscf.ims.example.com", # [
pco: %{
p cscf ipv4 address list: ["203.0.113.100"] # 000OO
}
}

0ooa

« 0000000 DNS 00009 €€00
* 0000
« OOSLA OO

3. 000000000000 FQDN

rules: [
# IMS
%q{
name: "IMS",
match regex: "7ims",
p_cscf discovery fqdn:
"pcscf.ims.mncOO1l.mccO001.3gppnetwork.org"

}

H*

ad
{

name: "Enterprise",
match regex: "“enterprise",
p cscf discovery fqdn: "pcscf.enterprise.example.com"

}

o°

0o

* 000000000 P-CSCF I
* 0000000



* 000000

4. [J0 DNS (1000

# [0 P-CSCF 0000000000
alert: HighPCSCFQueryLatency

expr: histogram quantile(0.95,
pcscf discovery query duration seconds bucket) > 2
for: 5m
labels:
severity: warning
annotations:
summary: "P-CSCF DNS [J0000Op95 > 2s"

S. (000 DNS (000

« OAM API[JJ00 GET /api/pcscf monitor
e [0O00 pcscf monitor fqdns failed [][]
* 00000 DNS 00

* 0000000 DNS Q00000

6. (000000

# (0000000000
pco: %{

p cscf discovery timeout ms: 5000 # 5 []
}

# [00000CO00000C0
pco: %{

p cscf discovery timeout ms: 2000 # 2 []
}

7. [0 DNS €@

(00 DNS (00 BNS(]



# [] P-CSCF DNS
pcscf.mncOOl.mccOOl.3gppnetwork.org. IN NAPTR 10 50 "s" "SIP+D2U"
"" sip. udp.pcscfl.example.com.

# [0 P-CSCF DNS
pcscf.mncOOl.mccOO1.3gppnetwork.org. IN NAPTR 20 50 "s" "SIP+D2U"
"" sip. udp.pcscf2.example.com.

Juo

. - J00COOODNS [ P-CSCF [0
. - 000 OmniPGW 000

[ - J00000Oo0oon

. - J000000 PCO OO

. - Q0000000

OmniPGW P-CSCEF (][] - [ Omnitouch [J]



PFCP/Sxb

000000000 - PGW-C 0 PGW-U 000

[
1]

© 0 N o U A WwDNH

e
= O

il

Sxb [0 00 PFCPUIN00000000 OO PGW-COOO0O0D PGW-UDDOD00ODOO0O0OCO0O0O

* 00oooPGW-CL - 0000000000000
* [0000PGW-UN - 000000000000



PFCP ]

‘ h

‘ PFCP 0000 l o
. B il .

____'_,_--:_\___\_\E ""--.._\_H_.
— .,
—~ -
'\ S
A

oo 00

Juo

PFCP ]

PGW-C [J0 PFCP [0 1(03GPP TS 29.244[]]

il

* OO0 UbP
* (0000 8805
* (0000 0O PRCP O0O0O0OOCO

00 1D 00

PFCP 0000000 1D 000000000

 IPv4 []0 - 000
e IPV6 [



« FQDN[O000O00O0

PFCP 10

0000000000000 PGW-C 0 PGW-U 000 PFCP 000



Hooood

‘ PGW-C

PGW-U
[ [
000000
000000
000
-[00 D
- 00000
- CP 000
000000
000
-0 1D
- 00000
- UP 0000
- 0Oooo P 0o
[
00000
b (00000000 5 00
0ooo
0ooo
0000 3 0
00000
0000000
|

PGW-C [ PGW-U




Hooood

00 PFCP 00000000

1l
is associated
remote node id
remote ip address
remote port
heartbeat period ms
missed heartbeats consecutive
up_function features

up_recovery time stamp

joad
000 0000000000000

0o

0o

0oooooooeo

000000 1DOIP 0 FQDNQ

0oooa e oo

UDP 000 8805[

0oooooo0

0o0oooa

000000000

0o00ooooaO



# [ config/runtime.exs [J
sxb: %{
local ip address: "10.0.0.20"
},
upf selection: %{
fallback pool: [

%{remote ip address: "10.0.0.21", remote port: 8805, weight:
100}

]
}
# [0 UPF [0000O00OCO 5 O

0000

* U0O000O0O00OO missed heartbeats consecutive
* 00000000 3 000000
* JUO000O00000R0000

PFCP 10

PFCP 00000 VUE PDN O00000000CO0O0CO00O



Hooood

e OmniCore  OmniCall  OmniRAN
000000
00000
>
oo
-0oio
- 0000
- CP 000
OO000
-
oo
-0o1b
- 0000
- UP 0000
- 0000 1P OO0
(0000
loop [0O00O0COO0 5 001

TN
>
(o0
<
0000 3 0
00000
0000000
PGW-C PGW-U

OmniCharge



0o

000 UE 00000 PDN 00
PGW-C [JJ] PGW-U[]
000000 0do

* SEID[I000 100 - 0000000

e 00 ID - PGW-C 00 ID

e F-SEID - [JJ000 SEIDOO0 IP + SEID[]
» PDRs - [[I000000CO 2 0000 + 000
 FARs - 00000000 2 0000 + 000

* QERs - QoS (0000000000

* BAR - [[I000O000OOOCO

PGW-U [

000000 0oo

* 0 - 000000
« F-SEID - PGW-U [0

* 000 PDRs - (0000000
 F-TEID - S5/S8 0000000 TEID

joad
000 QoS 000000000000000
0000000

* (000 PDRs[OFARS[QERs

* 000000
* 000000



joad
000 UE 000 PON 00000
000

1. PGW-C (JI00DO00OO0 SEID
2. PGW-U [00000CO00O
3. PGW-U (0000000

F-TEID [

F-TEID[00000000000C OO 6TP-U 000CO00O0O0OOODD PRCP O00OOCOO F-TEIDODO
0 UPF [00000O00O0OOO0OO00OOO

00 F-TEID (I
000000 F-TEID 000000

« TEIDOO000000OC - 32 00000000
« 1P [J0 - 00 GTP-U O00000OUPFE [0 1P 000

000 000 TEID 00

00 1JUPF (J00000CO

« PGW-C 10000000 TEID”"OCHOOSE 000
+ UPF [[I000CCCCO TEIDOOOOOO

00 20PGW-C (0000000

« PGW-C 000 TEIDOOOO VPF“O000000 TEID”
« UPF 0000 TEIDOOOOOO

UPF 0000 - 000

0o



sxb: %{
allocate uplink f teid: false # [
}

0000

1. PGW-C [JO00O F-TEID CHOOSE [0 PFCP 000000

2. UPF [[II0DCCCCCCCOO TEID
3. UPF (0000 F-TEIDOTEID + IP 000

4. PGW-C [0000000O000CO F-TEID
0o0oooooa
0 00000

+ UPF 00000 = UPF 000000000
 PGW-C [JO00 UPF OO0 TEID

* 000000000000

00 PGW-C 000

* [0 PGW-C 000000 UPF 0O00COOO
* [0 PGW-C 00000 TEID 00000
+ UPF 0000000CO00OCO00O

000 3GPP ]

« CHOOSE [J0 3GPP TS 29.244 [

* [0 UPF 0000000
* (0*"000000" 000

0 00000000

* [0 PGW-C [00OUPF 0000 TEID 0000
* (000 TEID 0000
« UPF 00000000 TEID

0000



0 00 UPF 000000000
0 00 UPF 000 PGW-C [0
0 0e<00000000000
[ 000000 3GPP PECP [0

0000

A 0000000 UPF 00000 CHOOSE 00
A [0000000O000"0000 'E”000000UPF 00000 CHOOSE

PGW-C (0000000

0o

sxb: %{
allocate uplink f teid: true

}

0ooto

1. PGW-C 0000000000000 TEID
2. PGW-C 00000 TEID 00 PFCP 000000

3. UPF [[000OCCCCD TEIDOOOOOO
4. PGW-C [] UPF 00000 TEID O

0ooo0ooooo

0 UPF 00 CHOOSE

* [0 UPF 000000C0/O00CO00000
« UPF 00 PFCP 000O000OCOO TEID
* 000000000

000 TEID ]

+ (0000 PGW-C 000000O0OO TEID
* J00000000COOPGW-C 00000 TEID OO0
* (00000000 TEID 0000oooO



0 00000

* 000000000 TEID 0000
* [00000000CO0C TEID OO

ooo

A [ PGW-C 000

* [0 UPF 000 PGW-C 000000 TEID OO

- I00@
o [0 PGW-C (00 TEID 00000000

o [0 TEID 000000000000
o JO000D0O000ODOOO

A 000

 PGW-C J00000OC TEID 00000
« PGW-C [JO0 TEID 0000000CO00CO0
* 0000000000

A 0000

* 00000 PRCP 0000
* (000000 CHOOSE [ UPF 00000

0000

A [0 UPF [JJ0 CHOOSE [0
+ A [0 UPF 00000000OCOO

* A 0000000

« A [0 PGW-C TEID 00000000

TEID 0000 PGW-C 00000000000

« TEID 0001 0 OXFFFFFFFFO42 0000
+ 000000 100 Oooooaa 0.023%
* (00000000000000



+ (00000000 TEID

0o



00 UPF 00
allocate_uplink_f teid:
false

il
+| N S

allocate_uplink_f _teid:
true




oooo
0oob00ooooa

00 PFCP 000

# (00 CHOOSE (0000
grep -i "choose\|mandatory.*missing" /var/log/pgw c.log

# 00 PFCP 0000OCOCO
grep "Session Establishment Response" /var/log/pgw c.log

00 UPF 000 CHOOSE [0

* 000000"0000 1E0*00 1E”
« UPF 000 F-TEIDOOO0 CHOOSE

e (U000 OO allocate uplink f teid: true

00 PGW-C 000000

+ (000 - TEID 0000040 oooo
+ [0 TEID (0000D0000000000O0G

# 00000
grep "registered teid count" /var/log/pgw c.log

Oo0oooo0

# (00 config/runtime.exs
sxb: %{

local ip address: "10.0.0.20",

allocate uplink f teid: false # [JJ UPF OO0 CHOOSEQOOOO true
}

0ooo PGW-C[J



systemctl restart pgw c

0000000000000 oo PRCP 000000

# [JO0 PFCP [0
tcpdump -i any -n port 8805 -w pfcp.pcap

# [ Wireshark [000000000CCO
# 00 F-TEID [JJ“CHOOSE”[O0UPF 0000
# 00 F-TEID 0000 TEID OOPGW-C 0000

Juoodo

PFCP [000000D00000OD0O00000O

jooo

-

PDRI0O0O000

000 O0000o0o0oo0Oa

00 PGW-C 00

PDR #1 - [0



PDR ID: 1

0o0: 100
PDIOOO®e000000

- (000COREQOOO0O
- UE IP [J00160.64.1.42/32

FAR ID: 1000000000

PDR #2 - [

PDR ID: 2

0dd: 160

PDINOOCOCOOOO00
- OOODACCESSOSGW [0

- F-TEID: <S5/S8 000>

FAR ID: 2000000000
QER ID: 1[QoS 00O

00 PDR (00

« PDRID - [I[N0000CO00OCO
000 - 0000000000000
PDI - [000000OIPOTEID OO
00000 - 000000 GTP-U
FAR ID - (000000

QER ID - [JO0 QoS 000000

FAR[JOUOOOOO

000 00U0o0000o00a

FAR #1 - [J0000O0 - VEQQ



FAR ID: 1

0000000
00000
- OOOO0ACCESSOD SGWO
- 000000GTP-U/UDP/IPV4
- [0 F-TEID: <SGW S5/S8 000>

FAR #2 - [JJOUE - 00000

FAR ID: 2

0oo0oog

0oooa
- 00000CoREOOOOOO
- 00ooo - 0 IP OO0

00 FAR (00

* FAR ID - [J0000CO
* 0000 - OODOO0Oo0a

s DY
o [OOJACCESS/CORE[]

° (0000000 GTP-U 000
o 00O00OVRF/OOOO

QER[]QoS [0

000 00000000 QoS OOUQER O0NUIOODUIDOODOODDUOOODOOO
noooa

00 QER[]

aooo



QER ID: 1

0oooao

O00000
- 000160 Mbps

- 00050 Mbps
O0000000000000 GBR 00O

- 00010 Mbps

- 00010 Mbps

00 QER (00

* QER ID - [J000000

000 - 000000000000a
MBR - [[I000000/000
GBR - [J00000000C0000
QCI - QoS [N00000o0D

BAR[IUIOOOOO
000 00 UE 00000000000

00 BAR[]

BAR ID: 1

0000000C0106ms
00000ooCOo1e

000 0000 DRXO00O0000O

i
00 Sxb 00

(] config/runtime.exs[]



config :pgw c,
sxb: %{

# PFCP 0000 IP QOO
local ip address: "10.0.0.20",

# (0000000008805[]
local port: 8805,

# PFCP 0000COO000COS00ms(
# [0 UPF 000000000OOO

# 000000000 UPF 000000000000
request timeout ms: 500,

# PFCP O0000000COCOO30
# 000000 = request timeout ms * request attempts

request attempts: 3,

# (000000000 F-TEID OO

# [0 false[OUUOUPF OO F-TEID[JCHOOSE [O0O0
# 00 truePGW-C OO0 F-TEID OO00O0O

# (U000 UPF 0JO00O CHOOSE [00O0OOCO
allocate uplink f teid: false

}

# UPF [0 - 000O0O0OC UPF OOOO
upf selection: %{
fallback pool: [
%{
# PGW-U IP 0
remote ip address: "10.0.0.21",

# PFCP 00000088650
remote port: 8805,

# 00000001600 = (006 = 000
weight: 100



Hooood

PFCP 0000000OD0O00O0 UPF O0000OOCOOOOOO

ooo

1 oo 00 1l
request timeout ms [0 500 [0 UPF J0000000O0OOOOOOO

request attempts oo 3 O000000000CO000

000000 request timeout ms x request attempts
00000 500ms x 3 (000 = 00000 1.5 0

Oo00o0o0Oo

00 request timeout ms [JJ0 UPF OO000O00O0OO

. PGW-C 0000000

. 000 UPF 000000

. PGW-C J0000000000

UPF 000000000 00 PFCP 0
PGW-C (0000000000000 1D
- 000000 UPF 000 000

o U A W N P



A&

e OmniCore  OmniCall  OmniRAN  OmniCharge Platform

T

(0 UPF ]

Xa 0000«

-

0000
0000

000D 00 UPF [0
CHOOSE [J[] IE[] 000000




0ooa

UPF 0000 00 request_timeout_ms 00000
N00<100ms[] 200-300ms 600-900ms[]3 0000
000100-300ms[]  500ms[000 1.5s003 0000
00300-500ms[] 750-1000ms 2.25-3s[13 0000
0000=>500ms[] 1500-2000ms 4.5-6s[13 0000

000 0 request_timeout_ms (0000 2x U0 UPF J00000000O000CO00COOO

0d - 0 UPF

sxb: %{
local ip address: "10.0.0.20",
request timeout ms: 1000, # O000 1 O
request attempts: 3 # 00000 3 [0
}

000000

0ooo0ooooo

+ UPF 00 PFCP 0000000
* (0000 UPF 000000
* (000000000000 o0boooa

0000

1. 00 UPF API 00000 UPF 0000
2. [1 PGW-C (000000000
3. 00 UPF 00000000CCOO0000000C

0oooo



1. 00 request timeout ms [0 UPF 0000

2. [J0 PGW-C 000000
3. [ UPF 0000000000000 UPF 00O

00 PGW-U [0

Oo00o0oo0Oo

config :pgw c,
sxb: %{
local ip address: "10.0.0.20"
},
upf selection: %{
fallback pool: [
%{remote ip address: "10.0.1.21", remote port: 8805, weight:
50}, # 50% [
%{remote ip address: "10.0.2.21", remote port: 8805, weight:
50} # 50% [0
]
}
# 00 UPF O0000COCOO S5 O



UPF (000

PGW-C [J0 00 UPF J000000O0O00OCO0OO

1. 0000000000 - 0oo0oooooo
2. [J0 DNS (000000000 - 00 DNS NAPTR 0000000000
3. (000000000 - DO000O0000O WPk O






000 UPF 0000



config :pgw c,
# PFCP [0
sxb: %{
local ip address: "10.0.0.20"
b

# UPF [J0000ODOOC UPE OOO0O
upf selection: %{
#

# (00 DNS [00000CCCOO
#

# [00000000OULIOOO DNS

# (0000000000 UPE 00
dns enabled: false,

dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],
dns suffix: "epc.3gppnetwork.org",
dns_timeout ms: 5000,

#

# (0000000000000
#

# 00000000000
# (000000000 UPE I

rules: |
# 00 10IMS 6660 - 10000
%{

name: "IMS []71",
priority: 20,
match field: :apn,
match regex: "~ims",
upf pool: [
%s{remote ip address: "10.100.2.21", remote port: 8805,
weight: 80},
%s{remote ip address: "10.100.2.22", remote port: 8805,
weight: 20}
1,
# 0000000 PCO OO
pco: %{
p cscf ipv4 address list: ["203.0.113.100",



"203.0.113.101"]

}

#
{

weight:

}'

#
%{

weight:

}'

#
%{

weight:

weight:

}
00 2000 APN - 0000
name: "[000",

priority: 15,

match field: :apn,

match regex: ""(enterprise|corporate)\.apn”,
upf pool: [

%s{remote ip address: "10.100.3.21", remote port:

100}

1,

pco: %{
primary dns server address: "192.168.1.10",
secondary dns server address: "192.168.1.11",
ipv4 link mtu size: 1500

}

00 300000 - OoooO

name: "“[000",

priority: 10,

match field: :serving network plmn_id,
match regex: "7(310|311|312|313)", # Q00O
upf pool: [

%s{remote ip address: "10.100.4.21", remote port:

100}
]

00 4000000 - 00000

name: “[{0000",

priority: 5,

match field: :apn,

match regex: "“internet",
upf pool: [

%s{remote ip address: "10.100.1.21", remote port:

33},

%{remote ip address: "10.100.1.22", remote port:

33},

8805,

8805,

8805,

8805,



%{remote ip address: "10.100.1.23",

weight: 34}
|
}
1,

#

remote port: 8805,

# 000000000
#

# (0000000 DNS 00000000000

fallback pool: [
%s{remote ip address:
100}
]
}

0oooooa

0ooa

rimsi

:apn

:serving network plmn id

:sgw_ip address

:uli tai plmn_id

:uli ecgi plmn_id

UPF 00000

0000000000 UPF 000000000000

"127.0.0.21", remote port: 8805, weight:

0d

0ooooooo

0000

0ood PLMN
OMCC+MNC[]

SGW IP (00000000

00 PLMN 1D

E-UTRAN [JJ PLMN ID

0o

"310260123456789"

"internet"[]"ims"

"310260" 00000

“10.0.1.50"

*310260"

"310260"



upf pool: [

%s{remote ip address: "10.100.1.21",

50},

%s{remote ip address: "10.100.1.22",

30},

%s{remote ip address: "10.100.1.23",

20}
]

Oo00o0o0Oo

1. 00000050 + 30 + 20 = 100
2. (00000o.0 0 160.0

3. (000000000 UPFD
o 0-50[JUPF-1[]50% 00

o 50-80[JUPF-2[]30% [0
o 80-100JUPF-3[J20% 00

0o

+ (0000 DO0000O330330340
« [/00 Oo00O8onUoonrO200
* 0000 000 UPF 00000

PCO 1]

000000 PCONUDOnCOOn

remote port: 8805, weight:
remote port: 8805, weight:

remote port: 8805, weight:



o°

}

name: "IMS [O",

match field: :apn,

match regex: "~ims",

upf pool: [...],

pco: %{
# 1000000
p cscf ipv4 address list: ["203.0.113.100",
# 0000000 PCO O000OCO

}

000 PCO J0oo0

primary dns server address
secondary dns server address
primary nbns server address
secondary nbns server address
p cscf ipv4 address list

ipv4 link mtu size

00 DNS (00

0000PGW-C 0000000000 DNS NAPTR (00

upf selection: %{

}

dns enabled: true,

dns query priority: [:ecgi, :tai, :rai, :sai,
dns suffix: "epc.3gppnetwork.org",

dns timeout ms: 5000

0ooood

1. ECGI[E-UTRAN [JO00COOC - 000
2. TAIODOOOOO - DOoO

3. RAINDO000000 - 3G/2G 00

4. SAINN0I000000 - 3G 0000

"203.0.113.101"],

:coil],



5. calinoboooo - 26 00
00 DNS [0

# 00 ECGI 00
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org

# 00 TAI 000
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org

DNS (0000

1. 00000000000 ECGIOOO TAN OO

2. [J0 DNS [0000000000000DO000000000
3. 00000 UPF

4. 0000 BNS 000 BbNS 0ooiooooooa

ooo 00000000

[0 DNS [J UPF []]

il
00 DNS [J UPF 0000 DO00O0000CO VE O0O0000000COULIODD DNS NAPTR 000

3GPP [J0 TS 23.003 - UPF (JO0 DNS 00

0o0

0000000000 UPE
Ho00o0o00oo0Oa
Ooo00ooooo
00000000 UPF 000000



Hooo

Parse error on line 25: ... style PGWC fill: #4CAF50,stroke: #2E7 --------------------
--~ Expecting 'SOLID_OPEN_ARROW!', 'DOTTED_OPEN_ARROW!,
'SOLID_ARROW!', 'BIDIRECTIONAL SOLID_ARROW!', 'DOTTED_ARROW:",
'BIDIRECTIONAL_DOTTED_ARROW!', 'SOLID_CROSS', 'DOTTED_CROSS',
'SOLID_POINT', 'DOTTED_POINT', got "TXT'

il

config :pgw c,
upf selection: %{

# (000 DNS Q00
dns_enabled: true,

# 0000000000 ECGIODO TAIOOO RAT (I
dns query priority: [:ecgi, :tai, :rai, :sai, :cgi],

# 000 DNS [0
dns suffix: "epc.3gppnetwork.org",

# DNS 0000
dns_timeout ms: 5000,

# (00000000 DNS
rules: [...],

# (0O DNS 000000
fallback pool: [...]

DNS (000
DNS (000000 GTP-C 0O00000000ULI00000

1. ECGI[JE-UTRAN 0000000



000 - LTE 00000

0o

eci-<HEX-ECI>.ecgi.epc.mnc<MNC>.mcc<MCC>.<dns suffix>

000

# 0 ID: 0x1A2B3C[]1,715,004 00O
# PLMN: MCC=999, MNC=999
eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org

00000 Lrep4Ga0a

2. TAIOOOOOOOO

0000 - DOO00o0oo0O

ooo

tac- lb<LB>.tac-hb<HB>.tac.epc.mnc<MNC>.mcc<MCC>.<dns suffix>

ooo

# TAC: 0x0064[]1600 [O000

# (0006xe4000006x60
tac-1b64.tac-hb00.tac.epc.mnc999.mcc999.epc.3gppnetwork.org

00000 LTEp4GOoon

3. RAIJO0OOOO0OO

3G/2G 000

000



rac<RAC>.lac-1b<LB>.1lac-hb<HB>.1lac.rai.mnc<MNC>.mcc<MCC>.
<dns suffix>

ooo

# RAC: Ox0AQ10 OO0
# LAC: 0x1234[4660 000
racOa.lac-1b34.lac-hbl2.lac.rai.mnc999.mcc999.epc.3gppnetwork.org

00000 3G/2G UMTS/GPRS [0
4. SAINO000C000
3G (000

000

sac<SAC>.lac-lb<LB>.lac-hb<HB>.lac.sai.mnc<MNC>.mcc<MCC>.
<dns_ suffix>

0o

# SAC: 0x0001

# LAC: 0x1234

sac0001.lac-1b34.lac-
hbl2.lac.sai.mnc999.mcc999.epc.3gppnetwork.org

00000 3G UMTS 0000

5. caljioooooon

2G [0

000



ci<CI>.lac-1lb<LB>.lac-hb<HB>.lac.cgi.mnc<MNC>.mcc<MCC>.
<dns suffix>

ooo

# CI: 0x5678
# LAC: 0x1234
ci5678.lac-1b34.lac-hbl2.1lac.cgi.mnc999.mcc999.epc.3gppnetwork.org

00000 2G GSM [0

DNS (1000

NAPTR 0000

DNS [0 NAPTR OO0000 UPF 1P OO0

eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org.
IN NAPTR 10 50 "a" "x-3gpp-upf:x-s5-gtp:x-s8-gtp" ""
upfl.epc.mnc999.mcc999.3gppnetwork.org.

upfl.epc.mnc999.mcc999.3gppnetwork.org.
IN A 10.100.1.21

PGW-C ][

1. 00 NAPTR 00000 UPF IP OO
2. [1 DNS (0000000000
3. (J0000000O00OODO0000Do000

0o

DNS OO0 [10.100.1.21, 10.100.5.99]

0o 10.100.1.2100000000
0oa 0000 upf_selection 0000000



Jooooon

o oo

il [—= O

il

1. (00000
000 0000000000 UPk

DNS [0

# (0000
eci-aaa.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF-[00
010.1.1.217

# (000
eci-bbb.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF-[Q

010.2.1.21[]

# (0000
eci-ccc.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - UPF-[00

010.3.1.21[]

000 0000000000 UPFODODOOOO0O

2. (000
000 0000000 MECOD000D000DUPE

DNS 00

# 000000000 UPE
eci-*.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org - OO0 UPF



000 0b000o0oa

3. (00000

000 00000000UPE 000000

000 00 DNS 0000000 PGW-C [0

0000 DNS [

DNS (000
0o0

e [0O0“DNS UPF J0000:nxdomain”
» JU00O0OOOO

0ooto

1. DNS J00000oo

2. DNS 000000 1D
3. GTP-C (00000 uLl

0oooo

# 0000 DNS [0
dig eci-la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org NAPTR

# [0 PGW-C OO0 DNS OO0
grep "DNS UPF selection: querying" /var/log/pgw c.log

# (000000 ULL
# 00000000 “uli* 00

DNS 000 UPF

ooo

 DNS 0000 UPF OO upf_selection [J
* 000000000



« [0 PFCP 000000000 UPF 0000
« [0 PFCP 000000OCOO0OO

0o

DNS 00 [10.99.1.50]

upf selection: [10.100.1.21, 10.100.1.22]

0000000 10.99.1.50
- 00 PFCP 00O
- 000000000
- 0000000000

0oooooa

1. 00 upf_selection (JU0OCO0OOCOO

upf selection: %{
fallback pool: [

%{remote ip address: "10.99.1.50",

100}
]
}

2. 0 DNS 0000000 UPFE 1P

3. 0000000000 MEC/O0000

0ooa

0o0

* [00“DNS UPF (JO00OCO0"
* (0000000

0oooo

remote port: 8805, weight:



upf selection: %{
dns timeout ms: 10000 # Q00000 10 O
}

00 DNS [

0o

# DNS Q0000
rate(upf selection dns success total[5m]) /
rate(upf selection dns attempts total[5m])

# DNS 000
histogram quantile(0.95,

rate(upf selection dns duration seconds bucket[5m]))

# 000000000 DNS OO0
rate(upf selection fallback used total[5m])

I8 7%

[debug] DNS UPF 0000 eci-
la2b3c.ecgi.epc.mnc999.mcc999.epc.3gppnetwork.org
[debug] DNS UPF [JO0O0O DNS 00 2 0OOOO

[info]l DNS UPF Q0000 10.100.1.21



i
00000000



‘ SGW-C | ‘ PGW-C PGW-U |

\ \
PFCP 00000
O000000GTP-CO
1. 0 UE IP
2. 00 PGW-U 00
3. [0 SEID
Oo0000
aon
- F-SEID[]CP[]
- PDR
do00n

- ] PDRs
-0 FARs
- [0 QERs
- ] BAR

- 00 F-TEID

00000
aao
- (0000
- F-SEID[JUP[]
- 000 PDRs
- F-TEID[]S5/S8[]
O000000GTP-CO
{000 - 00000000a
| |

‘ SGW-C | ‘ PGW-C | ‘ PGW-U |




Hooo

‘ PCRF | [ PGW-C ] [ PGW-U

I0000Gx @ @€

00 QoS 000
UL[]50 Mbps
DL[J100 Mbps

0ooGxa

000000
0o
- SEID
- 00 QER
00 QER[
- 000000
- 00000
0ooooo
0oooa
000 QoS (0
| |
PGW-C PGW-U




Hooood



0000

:

ire . OmniCore  OmniCall  OmniRAN  OmniCharge Platform

~ 5GC+w - - - - 0000~
aooo
DNS
0oo
0
0ooo 0
0
0o
'
0 upr 0000 g .
00 (] DNS 0000 000000
0000
|:||:| UPF

i



Houo
0000

1. 000000

0o

* [J000O0*PFCP OOOOOO"
* J00000000OO

0oooo

* PGW-U 000000000
« PGW-U 000

e [0O00 UDP [J7 8805
e 0000 remote ip address 000

0000

# (0000
ping <pgw u ip address>

# [J0 UDP O
NC -u -v <pgw u ip address> 8805

# 00000
iptables -L -n | grep 8805

2. (000

000

* J00"00000003”



* Q000000
0oooo

* 0000000000
* PGW-U [
* (0000000

00000
0000000 5 000000000 3 DO0oo00

3. (00000

000

* [O000000OO0OO
* [JO0“PFCP 000000

0000

+ 00000 PGW-U 000
« PGW-U 0000

* 0000000
0o

1. 000000000 is associated = true
2. 00 PGW-U 000000
3. 00 SEID 0000

4. [0 SEID [
a0

00000000 DOo00O0.™
00

* SEID (0000000



« PGW-U I PGW-C [I[]
o000

+ (000 PFCP O000OOCO0OOOO
 PGW-C 000 PGW-U 00000000

00 PFCP ]

0oooon

# PFCP 0000000
pfcp peer associated{peer="PGW-U Primary"} 1

# 00 PFCP OO
seid registry count 150

# PFCP 0000
rate(sxb_inbound messages total[5m])

# PFCP Q0
rate(sxb _inbound errors total[5m])

# 1000
pfcp consecutive heartbeat failures{peer="PGW-U Primary"} 0

0ooto



# (000000
- alert: PFCPAssociationDown

expr: pfcp peer associated ==
for: 1m
annotations:
summary: "PFCP 00 {{ $labels.peer }} [OOO"

# (0000000000
- alert: PFCPSessionEstablishmentFailureHigh

expr:
rate(sxb _inbound errors total{message type="session establishment res
[5m]) > 0.1

for: 5m

annotations:

summary: "PFCP Q000OOOOO"

PFCP [

PFCP/Sxb 0000 UPF 0000000 OAM REST API 00000 O APl OO0 HTTPS/TLS 000 8443

O0000000€ €€ /api O000000000Swagger UIOMN https://<omnipgw-
ip>:8443/api/docs [

UPF / PFCP 00O

GET /api/upf # [J0 UPF / PFCP 00O + 0O
GET /api/upf/<ip> # 00 IP 0000 UPF

000 00000000 PGW-U 0000 PFCP 00000

0o

curl -k https://<omnipgw-ip>:8443/api/upf
curl -k https://<omnipgw-ip>:8443/api/upf/10.0.0.1

00000 PGW-U (00000 000



0d ad

0ooo0 00000000

IP 00 0d PGW-U IP
0oda 0oooooa

0o 1D PFCP 00000
0000 0o00oooooo
0ooo 0o0oooa
0oodood - booooa

UP 0000  PGW-U 00000

GET /api/upf/<ip> 0O00000OOCOOO0OO UP OOOOOOOOCOOOO

PFCP 000

00 PFCP 000000O000DO00O00O

GET /api/sessions/<imsi>
00000000000 PGW-U 00000000CO0OPDRSOFARSOQERSOBARsIONNN F-SEIDs[

joad

00 PFCP 0000



. GET /api/upf
. J00000000“0o0”
. 000000000 = ©
. J00000000“000"0
- 0oooo IP OoO
- (000000000
- JO000O0Oubpk 8865(]

A W N R

00000000000
1. 00000000
2. GET /api/sessions/<imsi> - 00000
3. (0000 PFCP OO0 - PFCP (O0000O0O
4. 0000 PFCP 00O

- GET /api/upf - (00000000000
- 00 PFCP O000OO
5. 00 PFCP 00000
- 00 PDRs/FARs 000000000
- 00000000PGW-U 0000

0o00o0o00o

- 0000 PGW-U 000

. GET /api/upf 00000000000
- 000000000000

- 0000000000000C0a

A W NP

0ooooooo

* GET /api/upf JUOOOOOO*00C™0O
* [O000OOOOOOODOOOOO
* [0 OAM API [I00000CO

0o

* 000000 - 000000000 GET /api/upf
* 0000 - 0O0O0oooD/oo0
+ 0000000 - DOoUooooooooa



 J00€ ¥ €0 - 0000000 PDRs/FARS/QERS

Juo

0o
. - UPF 0000000O0OPFCP OO
. - PDN 00000000000
00000
. - 00 PFCP QoS [0 PCC [
. - 0 URR 000000000
. - [1 PFCP 00000 CDR
. - PFCP J0000000OVPE 0000
Ooon
. - J0000000

. - 00 PFCP OO0 UE 0000



QoS

0

PGW-C [J00O0000CO00O QoS OUODONOO0DOODO

e Gx (Diameter) - [] PCRF 00000 QoS [0
e S5/S8 (GTP-C) - [] SGW-C 000000
e Sxb (PFCP) - [] QoS I000O0 PGwW-U

Hooo

SGW-C PGW-C PCRF

Create Session Reqguest

CCR-Initial (request policy)

|

CCA-Initial {Qo5 parameters)

i
b ]

PFCP Session Establishment (QERs)

PGW-U

Create Session Response

il

SGW-C PGW-C PCRF

joad

0000 VE O00000O0O0OPDR/FAR/QER/BAR [0 AMBR
0000000 EBI(EPS 00 1D) 000000 PDROFAR [ QER
QER (QoS [JIIMUUIOOCOOO MBR/GBR 000000
00000000 PDON 00000000000© €€

0000000 PCRF O0000OO00OCO QoS [0

PGW-U



il

0000000 QoS [

00 QoS 00000 Diameter Gx OO00000 PCRFOO0 PCRF OOO00OCOOCOOOOOO
OmniHSS[[]

0000 config/runtime.exs 000 PCRF 00

config :pgw c,
diameter: %{
listen ip: "0.0.0.0",
host: "omni-pgw c.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "192.168.1.100",
initiate connection: true
}
]
}

QoS [I000000OCODD PCRF O0OCO0OO PGW-C 000000

AN
000000

00000 PDN 000000000



Create Session Request

AllocatelP

UE IP assigned

[ RequestPoIicy]

CCR-Initial sent to PCRF

[CreateBearer}

CCA-Initial received
with QoS

[ProgramUPF]

PFCP Session
Establishment

Delete Session Request

©
0ooto

1. SGW-C @9 ¥[] Create Session Request
2. PGW-C NIO00O0 UE 1P OO
3. PGW-C [J] CCR-Initial ] PCRF{] IMSIOAPN[IP [0

4. PCRF [J[] CCA-Initial[J0] QoS [0
o Default-EPS-Bearer-QoS (QCI, ARP)

o QoS-Information (AMBR [J[)



5. PGW-C (0000000000
o [0 1D000 PDR=1[00] PDR=2[]00] FAR=1[][J] FAR=2[JQER=1[]BAR=1

o QER 000 QoS [0 MBR [0
6. PGW-C [] PGW-U [JJ PFCP Session Establishment Request
7. PGW-C [] SGW-C [][] Create Session Response

0oooooa

+ [ PDN 0000O00OOOOOCO

* (000 QCI'S 0 QCI 90 GBR[
* EBI 00000000

* [O000000OCOOOOOn

Hooodo

000000 PCRF O0000CO

0000 PCRF DODO0O0OOORARONNN Charging-Rule-Install
00000

1. PCRF [ RARO Charging-Rule-Definition(00000
o Charging-Rule-Name[JOO0O000O0OO
o Flow-InformationJJ000000
o QoS-Information[JQCIJMBROGBR[JARP[]
o Precedence00000000

2. PGW-C [JO00O0OOO PFCP OO0
o [0 Flow-Information J0 - [0 PDROJ SDF 000

o QoS-Information - [] QER[][] MBR/GBR [][]

o Flow-Description = IP 5 (00000
3. PGW-C [JJ PFCP Session Modification Request[J[JJ[J PDRs/FARs/QERs
4. PGW-C [] SGW-C [JJ Create Bearer Request
5. SGW-C [] Create Bearer Response 00000

00 Charging-Rule-Definition[]



Charging-Rule-Name: "video streaming"
Flow-Information:
- Flow-Description: "permit in ip from any to 10.0.0.1 5000-
6000"
Flow-Direction: 1 (downlink)
QoS-Information:
QoS-Class-Identifier: 7
Max-Requested-Bandwidth-UL: 5000000 (5 Mbps)
Max-Requested-Bandwidth-DL: 10000000 (10 Mbps)
Guaranteed-Bitrate-UL: 1000000 (1 Mbps)
Guaranteed-Bitrate-DL: 2000000 (2 Mbps)
Precedence: 100
Flow-Status: 2 (ENABLED)

joad

00 QoS 00000000000

e Gx RAR[] Charging-Rule-Definition
e PFCP Session Modification[][J[J[][] QERsOIIOIONOFARSOONNOONO PDRsOOOON
O000a

Hoo
0000

e Delete Session Request[]SGW [0 - O0000OOOOOOO
e Re-Auth Request with Charging-Rule-Remove[PCRF [0 - 000000

0000

1. 0000000000
2. 00000 PDRs/FARs/QERSs
3. [J SGW-C [J[] Delete Bearer RequestJJ0J] PCRF J00

4. [0 PFCP Session Modification[J[J0J000 Session DeletionJ00000000



QoS []]
QCI (QoS [000)

000 PCRF [J[J Gx QoS-Class-Identifier AVP

0ooa

QCI 1[00000GBRO100ms OO0

QCI 2(](0000GBRO150ms 0000

QCI 3[00000GBRO50ms 00000

QClI 4[000000GBRO300ms 0000

QCI 5JIMS 000 GBRO100ms (0000 - 00000000

QCI 6[J00000 TCPUODOIOOO GBRO300ms (JOOOM

QCI 70000000000 GBRO100ms 00000

QCI 800000 TCPOOOO YouTubeJO GBRO300ms 00000
QCI 90000000 GBRO300ms (OOCM

Oooooood

QCI 0 PCRF 0O0000OO Qos IE [0 SGW-C [

PGW-C 0000 QCI [0 - 000000 QERs {1 MBR/GBR (I
000 QCI 00000000000

QCI IhDODootoOooOog

ARP (000000O0OO)

000 PCRF 000 Allocation-Retention-Priority [J[J AVP

00000

0000002 00000000 15000€€000

OO0000000D0UOCOO0O00O
o 0 = (000000000

o 1 = 0000000
OO00f0OCOo0OoOODOo0Oo0a



o 0 = (00000000
o 1 = 00000000

0ooa

* 0000001
* 000000000
* 00000000010

Ooooooo0

e ARP [] SGW-C (0000 eNodeB

« PGW-C [JJ000 - 00000 eNodeB 0000000000
* [O0O0OOOOOOOCOOOOO0a
+ (00000000000 100000000000

MBR (0OO0O0)

(00 PCRF [J[] Max-Requested-Bandwidth-UL [] Max-Requested-Bandwidth-DL
AVP

000 0000000000 kbpsObytes / 1000(]
0000 DOOCOOOO00a

00000

e PGW-C [J[] QER[][] mbr: sBitrate{ul: kbps ul, dl: kbps dl}
e QER [JOJ PFCP [JOO PGW-U

« PGW-U 00000000000
* [0 MBR 0000000

ooo



Max-Requested-Bandwidth-UL: 5000000 (5 Mbps)
Max-Requested-Bandwidth-DL: 10000000 (10 Mbps)

- QER Ogd mbr: {ul: 5000, dl: 10000} kbps

-~ PGW-U 000 5 Mbps 000000
-~ PGW-U JO000 10 Mbps 000000

GBR (000C00O)

000 PCRF [J[J Guaranteed-Bitrate-UL [] Guaranteed-Bitrate-DL AVP

000 00000000 kbpsd
0000 DODOO0OGBR 000

0000

e 00 Charging-Rule-Definition (00 GBROOOOO GBR [0
« PGW-U [0 QER 000000000

* (00 eNodeB O00000000000C

 GBR [J000000 - D0000000R0000

ooo

Guaranteed-Bitrate-UL: 1000000 (1 Mbps)
Guaranteed-Bitrate-DL: 2000000 (2 Mbps)

- QER OO0 gbr: {ul: 1000, dl: 2000} kbps
~ 000000 1 Mbps 0000 2 Mbps 000
~ 00 VoIPOOOOOOOOO

0ooooood

* GBR (0000000000
* 0000 GBR 000CO00O
+ (00000000000 GBR 0000



AMBR (000000)

000 PCRF OO0 APN-Aggregate-Max-Bitrate-UL [J] APN-Aggregate-Max-Bitrate-
DL AVP

000 000 000 GBR (0000 APNOOO00OCOO
0oooo

« AMBR 000000 GBR 0000000
e [] Create Session Response [J[] SGW-C

e 00000 eNodeB/SGW [
+ PGW-C [000O00CO AMBROOOOOOOOO SGW-C

0o

APN-Aggregate-Max-Bitrate-UL: 50000000 (50 Mbps)
APN-Aggregate-Max-Bitrate-DL: 100000000 (100 Mbps)

~ 000 GBR [000COO0OOCO 56 Mbps QOO / 166 Mbps [0

~ (0000000 MBR (0
-~ AMBR [J00 UE/APN 00000000

0ooo0ooo

« [0 HSS/PCRF 0000000000
* 0000000000000 Mbps (000 100 Mbps 000
* 000 GBR [

Houoon
000 (Gx) 0000 (PFCP) (10

PCRF 0000000000 Charging-Rule-Definition [JJ Flow-Status AVP[]



Flow-Status (Gx) Gate-Status (PFCP QER) 00

0 = ENABLED-UPLINK ul: OPEN, dI: CLOSED Hoooooo

1 = ENABLED-DOWNLINK  ul: CLOSED, dl: OPEN J00000ad

2 = ENABLED ul: OPEN, dlI: OPEN NENENEN

3 = DISABLED ul: CLOSED, dl: CLOSED 0

4 = REMOVED ul: CLOSED, dI: CLOSED Uooddd
0o

- DISABLED0000000000000000€€000000

ENABLED-UPLINKIIIOOOOOOOOOOO
ENABLED-DOWNLINKIJOOOOOOOOOOOO

ENABLED[00

Huooodo

Prometheus []]

000000
session registry count # O0OOIMSIQEBI [0
address registry count # 00 UE IP

charging id registry count # 000000

Gx 0000



gx_inbound messages total{message type="gx RAR"} # [0 PCRF OO0

0
gx _outbound messages total{message type="gx CCR"} # [0 PCRF Q00O

0
gx_outbound transaction duration bucket # [0 PCRF 0O

PFCP 0000

sxb outbound messages total{message type="pfcp session establishment_
sxb outbound messages total{message type="pfcp session modification
sxb outbound transaction duration_ bucket

0oooooa

s5s8 inbound messages total{message type="create session request"}

# 0000
s5s8 outbound messages total{message type="create bearer request"}

# (000

0 OAM API ][

(00 QoS 000 ©OAM REST API JOOOOHTTPS/TLS 00 8443000 /api 0000000000
OSwagger UIQO0 https://<omnipgw-ip>:8443/api/docs [0

000 QoS OU00CDIOOOOOCOOO0OO

GET /api/sessions/<imsi> # 0000000000OQCI/5QIpoooo

0o

curl -k https://<omnipgw-ip>:8443/api/sessions/999000123456789

000000000000R000000 QoS 00UQCI/5QIOMBROGBROAMBRONININCIIONOINOOON QER
JO00C0oOOOOOCOONODOOCOODODOOOOODOo0Oan



Hooood

[debug] Sending Credit Control Request: ... # CCR 0 PCRF

[debug] Handling Credit Control Answer: ... # CCA O PCRF
000 QoS[

[debug] Handling Re-Auth Request # RAR [JOJ PCRF
aoaoon

[debug] Sending Session Establishment Request # PFCP [0 PGW-
U000 QERs[]

[debug] Sending Session Modification Request # PFCP [J PGW-
udoo QERs[]

Hond
00000000 Qos

1. GET /api/sessions/<imsi>[JJ00curl -k https://<omnipgw-
ip>:8443/api/sessions/999000123456789[]

2. 000000000000
3. (0000000
4.0]0 ger_map [0

ger id: 1

gate status: {ul: OPEN, dl: OPEN}

mbr: {ul: 50000, dl: 100000} # kbps

gbr: {ul: 10000, dl: 20000} # kbps{J nil JO0O0 GBR[{

5. (000000 PCRF 0000

00000 QoS

000 000000000 QoS

ooo

1. 00 PCRF 0000



o [JJ PCRF 000 = "connected"[][] Diameter/Gx OO00000
o 000000000000 Diameter (0

2. [0 CCR/CCA (110

o [1 OmniPGW 000 "Credit Control Answer"
o [J0 CCA 0000 QoS-Information AVP
o ][] CCA J0000Result-Code [[] 2001 = SUCCESS[]

3. 00 PFCP 00

o [JO00O0O0 "PFCP Session Establishment Request”
° 0000000 QER
° [0 PGW-U 000 PFCP 0000

4. 00 PCRF 0000

o [0 PCRF 0000000O
o (000 APN 0000000
° [0 PCRF 000000COOO

AN NENEND

Prometheus [|[][]

# [0000000000/00

rate(s5s8 inbound messages total{message type="create session request
[5m])

# 0000000

rate(s5s8 outbound messages total{message type="create bearer request
[5m])

# (0 PCRF (000000
rate(gx_inbound messages total{message type="gx RAR"}[5m])



Hooo

0o0oooa

# UE IP [JO0UO0O00OO0O
(address registry count / <configured pool size>) * 100

# 000000

session registry count

# PCRF 00000OP950
histogram quantile(0.95, gx outbound transaction duration bucket)

00000
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# config/runtime.exs
config :pgw c,
s5s58: %{

# S5/S8 0O00O IPv4 OO0
local ipv4 address: "10.0.0.20",

# 00000 IPve OO
local ipv6 address: nil,

# (00000000
local port: 2123,

# GTP-C [00000000CO0S06ms(

# [0 GTP-C OU0OOODOODOOCOOOCOOOCOOO
request timeout ms: 500,

# GTP-C O00000O00OOO30
# 0000000 = request timeout ms * request attempts

# [J005606ms * 3 00 = 1566ms[1.5 O0O0O0
request attempts: 3
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s5s58: %{
local ipv4 address: "10.0.0.20",
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}

0oooooo

« OmniPGW 00000 00000000

0000 PCRFOO000O0005012 UNABLE_TO _COMPLY[]
» 000000000000 Charging-Rule-Remove 000

jooo

0o0oon
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iptables -A INPUT -p udp --dport 2123 -s <sgw network>/24 -j
ACCEPT

# 00 SGW-C OO GTP-C
iptables -A OUTPUT -p udp --dport 2123 -d <sgw network>/24 -j
ACCEPT
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# (00 SGW-C 0000
ip route add <sgw network>/24 via <gateway ip> dev ethO
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S5/S8 ][]

# 00000
s5s8 inbound messages total{message type="create session request"}
s5s8 inbound messages total{message type="delete session request"}

# 00000
s5s8 inbound errors total

# 100000
s5s8 inbound handling duration bucket

# 00 TEID
teid registry count
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rate(s5s8 inbound messages total{message type="create session request
[5m])
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rate(s5s8 inbound errors total[5m])
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histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="crec
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# 00 omniPGW 0000
netstat -ulnp | grep 2123

# 1000000
tcpdump -i any -n port 2123

# 1000
grep "local ipv4 address" config/runtime.exs

# 10000
iptables -L -n | grep 2123
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teid registry count
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seid registry count
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rate(s5s8 inbound messages total{message type="create session request

# 100000
rate(s5s8 inbound messages total{message type="delete session request

# 000000 (p95)
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="crec
[5m])
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# 00 IP QO
curl http://pgw:9090/metrics | grep address registry count
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0000000000

00000 PDN 000000000
UE [][]:

e IMSI: "310260123456789" (OOO0)
e MSISDN: "14155551234" (O000)
e MEV/IMEI: 00000

PDN [J00000-

e APN: "internet" (O00O0)
« UEIP[J: 100.64.1.42 (JOQ IP)
e PDN [JJ: IPv4, IPv6, [] IPv4v6

Ooooo:

« [0 1D: 0000000a
« 0000 EBI: EPS 00000 (OO0 5)

QoS (][I

« APN-AMBR: 000000
o [J0: 100 Mbps

o [J: 50 Mbps
O0oa:

« PDRs (J00000D): 00000
* FARs (000COD): O0/0000
 QERs (QoS [00D): 0000
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OmniPGW [J000 OAM REST API [[J0000C000000COO0O00COAPE OO0 HTTPS/TLS [0
0 8443 [0I000OOOO /api OOOO

GET
GET
GET
PUT

/api/sessions
/api/sessions?search=<imsi>
/api/sessions/<imsi>
/api/sessions/<imsi>

DELETE /api/sessions/<imsi>

# (00000

# [J IMSI / MSISDN / IP [0
# 0000000000

# (0000000 (DO0OoO)

# (000 (OOOCO)

000 AP0 (Swagger Ul) 00 https://<omnipgw-ip>:8443/api/docs [0

# (0000000
curl -k https://<omnipgw-ip>:8443/api/sessions

# [ IMSI, MSISDN 0 IP 0O0OOO
curl -k "https://<omnipgw-ip>:8443/api/sessions?
search=310170123456789"

UE (000000
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GET /api/sessions?search=<imsi|msisdn|ip> # 000000
GET /api/sessions/<imsi>

search [00000000CO

e IMSI (0J00"310170123456789")

# 0000000000
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 IP J0 (000"100.64.1.42")

# 0000000000
curl -k https://<omnipgw-ip>:8443/api/sessions/310170123456789
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GET /api/sessions?search=<term> # 000

PUT /api/sessions/<imsi> # 0000000
DELETE /api/sessions/<imsi> # 0000
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curl -k https://<omnipgw-ip>:8443/api/sessions
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curl -k "https://<omnipgw-ip>:8443/api/sessions?search=100.64"
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curl -k -X PUT https://<omnipgw-
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curl -k -X DELETE https://<omnipgw-
ip>:8443/api/sessions/310170123456789 # [
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curl -k https://<omnipgw-ip>:8443/api/upf
curl -k https://<omnipgw-ip>:8443/api/diameter
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search - [J IMSI, MSISDN, IP OO0 TEID 00

* page, page size - (00000

# 0000000000000
curl -k "https://<omnipgw-ip>:8443/api/session history?
type=session deleted&search=310170123456789&page=1&page size=50"
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OAM API
00 URL: https://<omnipgw ip>:8443 (HTTPS/TLSOOO000 /api €€0D)
000 API 0 (Swagger Ul): https://<omnipgw ip>:8443/api/docs
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* GET /api/sessions[?search=<imsi|msisdn|ip>], GET
/api/sessions/<imsi> - (00000000 IMSIOIPOMSISDN 00
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e GET /api/charging[?search=<imsi>], GET /api/charging/<imsi> - [J00
(Gy) 000
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curl -k https://<omnipgw ip>:8443/api/sessions
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1. f00000oooo0oO

curl -k https://<license server ip>:10443/api/status

2.0 config/runtime.exs 000000

config :license client,
license server api urls:
["https://<license server ip>:10443/api"],
licensee: "[00000O"
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0o0

« SGW-C I00000000000000O
* 000000 PDN OO
* [00s5s8 inbound errors total [

0000

1. 1P 000
2. PCRF (Gx) 000000000



3. PGW-U (PFCP) [0
4. 000 APN [0

0o0

1.00 1P 00000

address registry count

° Ji0000oOODOOOOOO
2. 00 PCRF 00O

o [J[] GET /api/diameter ([]J] GET /api/diameter?status=disconnected)
o [0 PCRF JJ00 = "disconnected"
o [JO0O0O0O "Credit Control Answer" 0000

3. [0 PFCP 00000

o [0 GET /api/upf (0 GET /api/upf/<ip> 000 PGW-U)
o [][] "Association: DOWN"
o [M00pfcp peer associated =0

4. 000 APN 00

o [ config/runtime.exs [J[] ue.apn _map

o (0000 APN 00000000
ooooa
0o 1P 0000

1. 000000000 GET /api/sessions (OO GET /api/sessions?search=
<imsi|msisdn|ip>)000000
2. [] config/runtime.exs OO0 IP OO



config :pgw c,
ue: %{
subnet map: %{

"internet" => "10.0.0.0/23"

}
}

3. [J0 OmniPGW

# [0 /24 000 /23000000

4. 000curl http://<ip>:9090/metrics | grep address registry count

00 PCRF (00000

1. 00000000 ping <perf_ip>

2. [0 PCRF Diameter [J[J[]telnet <pcrf ip> 3868
3. 00 config/runtime.exs [ Diameter (000

4. J00000000 OmniPGW

5. [0 GET /api/diameter?status=connected [JJO00000 "connected"[]

00 PFCP {00
* 000 ad
ooo

* [0 IP 0000000 80% 0000
« [0 PCRF 0000000 Diameter (JO00
* J000000OO

Hoonoooood
000

0000 GET /api/sessions 00000
* [D000O00000OOOOOOO
* 0000000000

0oooo



1. PFCP 00000000 S5/58 0000
2. PCRF CCR-Initial [

3. (000000000000O
4. J000000CO0O

0o

1. 00 OAM API [JO00O0O

o GET /api/sessions/<imsi> ([] GET /api/sessions?search=<imsi>)
o 00 pfep_seid OO000000COO PFCP OO0
o [0 gx_session_id 00000000000 Gx OO0

2. 00000 MsIf

[e]

0 IMSI 0000

00 “000000"0PFCPO
00 "000000"0Gx0
00oo0ooon

[e]

(o]

[e]

3. (0000

# [J TEID JOO PFCP [OOOOO
teid registry count - seid registry count

# [ TEID 000 6x 00000

teid registry count - session id registry count

0ooto
1. 00 PFCP 0000

° 00 PGW-U 00000
o 00 PFCP OOOGET /api/upf

o [J SGW-C (000000000000
2. [0 Gx 00000



o [J00 PCRF 000histogram quantile(0.95,
rate(gx_outbound transaction duration bucket[5m]))

o 000000 config/runtime.exs [0 Gx [0
o 000000000000

3. 0000000000

o 000000 OmniPGW 0000000
o JUOO0O0 teid registry count OO0

0o

[0 PFCP [0 Gx 00O
* (00000D0D0000OD/Oa
* 000000000000

PFCP / 000000
JO0PFCP 0000

0o0

e GET /api/upf [0 "Association: DOWN"

0000000000
e [J0pfcp peer associated =0

* [J00"PFCP OO0 0 000000

00000

1. PGW-U 000000000
2. PGW-U 00000

3. PFCP O0000OIPOOCC
4. 00000 UDP 8805

0o



1. f00b00ooa

ping <pgw u ip>
nc -u -v <pgw u ip> 8805

2. [0 PFCP [0

o [ config/runtime.exs [J[] upf.peer list

o [0 IP 00000 1D OO0 PGW-U 0000
3. 0 PGW-U [0

o [0 PGW-U 1]

o [J0 PGW-U [JO00O00O0systemctl status omnipgw u 000000
4. (0000

# 0000
pfcp consecutive heartbeat failures

# PFCP OO
rate(sxb inbound errors total[5m])

0oooo
1. (000000

o (0000traceroute <pgw_u_ip>
° UO0000000000 UDP 8805
o JO000000O0OOO

2. 00 PGW-U (00
o 00 PGW-U OO

o [J0 30 00000000
o 0 GET /api/upf JOOOOO "Association: UP"[]

3. (000000



o [0 config/runtime.exs [0 PFCP 0000
o [J0 OmniPGW

o (0000000
000

» [0 pfcp_peer_associated J00000000

* [0 pfcp consecutive heartbeat failures[ > 2 000000
* 0000 PGW-U 00

* [0 PFCP O00O0/D0000000O00O

UO0PFCP (00000

0o

* (0000000

* QoS 000000 PCRF RAROMM
* J00"00000ooo*

* 000

sxb_inbound errors total{message type="session modification respon

se"} [0
00000

1. (00 PFCP [JOOPDR/FAR/QER [
2. PGW-U 000

3.00 1D 00
4. PGW-U 000

000
1. 00000

o [0 "0000" O SEID
o [0 PFCP O0000CO00O
o J0000"00 1D fo0*"0*oooo®



2. 00 PGW-U [0

o [0 PFCP 0000
° [000000oCPUOODO

3. J0 OAM API 000000

o GET /api/sessions/<imsi> ([0 GET /api/sessions?search=<imsi>)
o [JI pdr_map[]far_map[Jger_map (00000
o [JO000 1D

0oooo
1. (000000

o 0000000000
° (000000000000 VE 0000

2. [J0 PGW-U 0000

o [0 PGW-U 00000CPDROIOOO
°o 0000000 PGW-U
o (0000 PGW-U 0000000

3. (000000

o 0000000 (GET /api/sessions/<imsi>)
o [0 PFCP 0000
o JU000OCOoOOOO

0o

* [0 PGW-U 00000

« 00000DD@e€nnnnn
* [JJ sxb _inbound errors total OO0



Diameter (Gx/Gy) ][]

JO0OPCRF [0000GX[]

ooo

e GET /api/diameter ([J] GET /api/diameter?status=disconnected) [J[] PCRF
[ "disconnected"

+ 0000000 QoS Ooononn QCI=5(]
« [00"Diameter O00000" O "CER/CEA 0"

0ooto

1. PCRF 0000000000
2. PCRF 0000

3. Diameter [J0000Crigin-Host[JRealm[]
4. (0000 TCP 3868

ooo

1. (0000000

ping <pcrf ip>
telnet <pcrf ip> 3868

2. [J[] Diameter [][]

o [J[] config/runtime.exs [J[] diameter.peer list
o [][] host[Jrealm[Jip [J0 PCRF 000
o [0 origin host 00 PCRF O000

3. 00 PCRF 00

o (000 PGW-C [J CERODODOOOO
o 000000

4. 0000



# Diameter 00O
diameter peer connected{peer="<pcrf host>"}

00000

1. 0000000

o [J00 PCRF 000

o (00000000000 TCP 3868
o JO000O0Onc -v <pcrf ip> 3868

2. [J0 PCRF [JO000O

o []J PCRF ][]
o (0000000030 oo0o0o
o []l] GET /api/diameter?status=connected []]

3. (0000000

o [I00 config/runtime.exs Diameter 0

config :pgw c,
diameter: %{
host: "pgw-c.epc.mnc999.mcc999.3gppnetwork.org"”, # 0O
PCRF 0000
realm: "epc.mnc999.mcc999.3gppnetwork.org",
peer list: [
%{
host: "pcrf.epc.mnc999.mcc999.3gppnetwork.org",
realm: "epc.mnc999.mcc999.3gppnetwork.org",
ip: "192.168.1.100",
initiate connection: true

o [J[] OmMniPGW
o (0000000

000



 [J0 Diameter 00000000000
» 000 PCRF O00O00OCOO0
» (0000000 Diameter [0

JOOCCR/CCA [J0Gx 0000

0o

* 000000C=> 5 00

* J00"000ooooO®
e [J00gx outbound transaction duration [JJ00> 5s[]

* 00000000 QosOunUOO

0oooo

1. PCRF [

2. PCRF 0000

3. 0000
4. PCRF 000

0o

1. 00 Gx (00

# P95 [0
histogram quantile(0.95,
rate(gx_outbound transaction duration bucket[5m]))

# P99 (000000
histogram quantile(0.99,

rate(gx_outbound transaction duration bucket[5m]))

2.0 PCRF 00

o [0 PCRF 00000
o [0 CPUOIOODOOOO
o [0 PCRF 00000000



3. (000000

ping -c 100 <pcrf ip> | tail -1 # Q00000

4. 00000

o [0 CCR/CCA 0000000 "oooo*
o [0 "00 CCR™ [0 "00 CCA" 00000

00000
1. 00 PCRF OO0

o [0 PCRFOOOOOO
° 000000 CCR 0000
o [0 PCRF 000/0000

2. 000000

o (i0bOOoOooOoOOO
o [JO00 PGW-C [J PCRF 0000

3. (000000000000

o [ config/runtime.exs[]

config :pgw c,
diameter: %{
transaction timeout ms: 10000 # OO0 5000 [0

}

o [0 OmniPGW
o (00 0000000000000

000

* [0 Gx 0000000000 > 1sO00 > 5si
* 000000000 PCRF OOOO
* 000000 PCRF 00



J000CsS fJiiiiGyd
000

e GET /api/diameter ([J] GET /api/diameter?status=disconnected) [J[] OCS
00 "disconnected"[JGET /api/charging 000000 (Gy) OO

* (0000000000000
* 000"Gy 000ooo*

0ooooooa
0o0 0000 Gy 000
00000

* 000000 TCP 3868[]0 Gx [0
* JO0d0ODO0OOdoODO0oOdO0DO0o0d0000000
e (0000 diameter.peer list [0 OCS [0

0o 000 Gy 0000000

IP 1000
(001P 000

000

(000000000000 *Oo0000”

(00address registry count [JO000000

GET /api/sessions [OUOOUOOOGET /api/ip _pools 00U
000"IP do00o0o0*

0oot0

1. (0000000



2. 0000 Pp000000a
3. 000000000
4. 1P OO0

000

1. 0000000

# [0 /24 00254 0O IP[
(address registry count / 254) * 100

2. 00000000

o [0 config/runtime.exs [J[] ue.subnet map
o [0"10.0.0.0/24" = 254 ][] IP

3. (000000 1 0oo

# 00000
teid registry count
address registry count

4. (000000

o GET /api/sessions[][] GET /api/ip pools/<name> [JOO0O000O0
o (00000000
o 0000000000000

0oooo
0ooo0ooo

1. 00 config/runtime.exs 00 APN 0000 00 O CIDR 00000



config :pgw c,
ue: %{
subnet map: %{
“"internet" => ["10.0.0.0/22"] # 1022 [J IPOOOO /24 = 254
0 IPO
}
}

2. [0 OmniPGW
3. J00000000C0

0oooooa

1. 00 GET /api/sessions 00000

2. [0 SGW-C 000000000

3. 0 PCRF/SGW 000000000

4.0 address registry count 0000000000

0o

* [0 IP JODO0OCOOO
o 00> 70%

o 00> 85%

* J000000OO
* 00000000
* 000000

0ooooooo e go
000

« UE [0 IP 0000

« [JO00"IP 000" OO
e [J GET /api/sessions JOUO0O000OOOO 1P OO

00000



1. f000000a
2. 000000000
3. (00000

000

1. [J0 OAM API []] IP[]

o GET /api/sessions?search=<ip>

° 00000 IMSI 00000 1P
2. 0000

o 0O 1P 00
o [0 "IP 00" 0O

00000

1. f00000Ooa

o (000 IMSI OO0 1P
2. 000000

o [J SGW-C 000000CO0000000 IMSI
o (00000000

3. UE (J0000

o UE 0000000
° (000000 1P

4. J000000

o [0 OmniPGW 00 IP 000
o (U0000oOODO00OO

0o0

* [O000000OCOOOOO0
* [O0O0O0OOoOODOoOOG



HO0000 1Pveé [0 APN [0 1Pv4ve6 []]
oo

e UE [JJ 1IPv4v6 PDN[JOO0 APN [0 ue.subnet map 000 IPv4 CIDR

« 000 (SOS) APN [1 IPv4-only [JO0O00PAA 000 IPve000000C "0O0 APN [0 IPv6
0...000 IPv4-only"
* [0 00 APN [0 000COO0OOCO "APN OO 1Pve [...000 1Pv4ve 0"

0oot0

1. APN 0000 IPve OO0 1Pv4-only 00000
2. APN ] ue.subnet map 000000 IPv6e CIDR

0o

* IPv6 JO00000 IPv6 O00O00ODOO0OOO

« 00 (SOS) APNOOO0OO "sos" 0000 IPv4-only — [0 IPv4 00000 IPv60PDN 0000
IPva{00 P-CSCF 00 PCO 00000000 IMS 00000

+ [0 APN [00000000000ODO00000/C000a

0000

1. [0 APN 000000000 ue.subnet map 0000 1Pv6e CIDR [0 OmniPGWTI]
2. 00 1Pv4-only 0000000000 Pv4-only 0000 SOS APNOOOOOO0O00OO

0o O O
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[[] Prometheus [][]

# 0000
teid registry count

# (000000000
rate(s5s8 inbound messages total{message type="create session request

# IP (000000 /24 000
(address registry count / 254) * 100

# P95 (00000
histogram quantile(0.95,

rate(s5s8 inbound handling duration bucket{request message type="cres

[5m]))

# 000
rate(s5s8 inbound errors total[5m])

# PCRF [
histogram quantile(0.95, rate(gx outbound transaction duration bucket

# PFCP 0000
pfcp peer associated

NN

000000 grep OO000 (journalctl -u omnipgw_c O0000000)O00000000CO0GET
/api/session history[?type=&search=]1 0000000000000



0o ad

IMSI 00000000000

“create _session" 00000

"delete_session" 00000

"Credit Control" Gx PCRF [

"PFCP Session" 000000

"error" Uooooo

"timeout" dood

"Association" PFCP 0000
HoOg00

# J0oooo

systemctl status omnipgw c

# [0 OAM API [OJOOHTTPS/TLSO
curl -k https://<omnipgw ip>:8443/api/status

# 100000
curl http://<omnipgw ip>:9090/metrics

# O0000ee
curl http://<omnipgw ip>:9090/metrics | grep teid registry count

# 00 PFCP OO
curl http://<omnipgw ip>:9090/metrics | grep pfcp peer associated

# 00 IP 00000
curl http://<omnipgw ip>:9090/metrics | grep
address registry count
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. - 0000

. - 000000000

. - PFCP J0000000
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OmniPGW [J0000 - [ Omnitouch [J7
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UE1
100.64.1.10

UE 2
100.64.1.11

UE 3
100.64.1.12

OOUVEOPGW-COOOOOCOPOOOOOOO

* 00000000

* 0000000

* (00000000

* IPDNOOO000CO

gooPoo

IP0©€ [ a0
IPva 000 OOPva4D

IPv6 000 IPvelodon

IPvav6e [J[J] [JOOIPvA4[IPv6([]




P00

PDN[]]

OUEQOPDNOOOC0000OOPDNQON

PDN[] 0d 0000

IPv4 giPv4agd  [goiPv4agd

IPv6 diPved  IPve00000/640

IPvav6e [0 IPVA[OOIPV6[][]

Hooo
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L= T R e el |

e OmniCore  OmniCall  OmniRAN  OmniCharge Platform

X 0000 =
v 5GCw - - - .
UE Requests
Specific IP?
o
Yes
Select Subnet
Based on APN
Generate Random IP
from Subnet
IP Available? Already
Allocated?
S
B Yes No
i i Retry
Assign Requested IP Reject Request ‘ Max 100 fimes

\

* (000 - DOAPNOOOOCOO
* (0000 - O0APNOOOOOO

Reqgister in
Address Registry

ooo



+ 0000 - D00000DO00o0oa
+ [0 - 0000000000

NN
000000000001 PO
0 il
00 OOUE IP - O000PID
00 ODUE IPOOOD
00 00000ooie

0000 00oooo

i
0000

U0 config/runtime.exs[]



config :pgw c,
ue: %{
subnet map: %{
# APN "internet"[OOOUOOO
"internet" => [
"100.64.1.0/24", # 2547001IP
"100.64.2.0/24" # 2547001IP

]'

# APN "ims"[O00000
"ims" => [

"100.64.10.0/24"
1,

# [OAPNOOOO
default: [

"42.42.42.0/24"

]
}
}

APNII00000CO
OO00APNOOOO000000000000000000000000APNOO0000000APNDIOO000

0000

[0~ 0000000OCOO0OO
[0~ O000o00o0oooO
* 0000000 - DO0Ooo0O
* (000000000000 default



config :pgw c,
ue: %{
subnet map: %{

# 0000000 1ms " OOOAPNOO
O00"ims"[Q"ims.apn"[J"ims.something.else"[]

"Aimst => [

"100.64.10.0/24"
1,

# J000000"m2m. "000APNOOOO"m2m. test"[0"m2m. prod"[]
"“m2m\." = [
"100.64.20.0/24"

1,

# 00000 - "enterprise.corp"JO00
“enterprise.corp" => [

"10.100.0.0/16"
1,

# [OOAPNOOOO
default: [

"42.42.42.0/24"
]
}
}

00000

O0000000000Elixir/Erlang 0000000
OElixird000000000C0000 N\ OO\ O
000~ 00000o0000ooe0
JO000O00O00Oo0Oo0U0O0Oo00
000000000000C - 0o0000o00a

0oooooa



0ooa 0o 0d

0...00 "~ims" ims[Jims.apn[]ims.anything
0...00 "NU*\Lcorp$” foo.corp[lbar.corp
00 "NLo*test R test[]foo.test.bar[Jtesting

000000 - “~internet\.apn$" [Jinternet.apn

0oooooa

0000000000 « corp DOOOAPNOOOO ™~ . *\ . suf fix$ ]

subnet map: %{

# (00" . corp™OOAPN
"Aox\Lcorp$" => ["10.100.0.0/16"],

# 000" . iot"OO0APN
"AUF\L1lot$" => ["10.200.0.0/16"],

default: ["42.42.42.0/24"]
}

0oooooa



APN[]
ims
ims.apn
ims.something.else
m2m.test
m2m
enterprise.corp
foo.corp

unknown.apn

Hooo

0ooa

~ims

ims

~ims

~m2m\ .

default

enterprise.corp

~.*\.corp$

default

CIDR000O <network>/<prefix length>

CIDR goieP

0ooa

/24 254 100.64.1.1 - 100.64.1.254

/23 510 100.64.0.1 - 100.64.1.254

/22 1022 100.64.0.1 - 100.64.3.254

0oda

100.64.10.0/24

100.64.10.0/24

100.64.10.0/24

100.64.20.0/24

42.42.42.0/24

10.100.0.0/16

10.100.0.0/16

42.42.42.0/24

/20 4094 100.64.0.1 - 100.64.15.254

/16 65534 100.64.0.1 - 100.64.255.254

ooo



+ [0000000100.64.1.000000
* [0000000100.64.1.25500000

e PGW-C[J<network> + 1[]J<broadcast> -

OOAPNQOOOO

0o0oooo0

config :pgw c,
ue: %{
subnet map: %{
"internet" => [
"100.64.1.0/24",
"100.64.2.0/24",
"100.64.3.0/24",
"100.64.4.0/24"
]
}
}

0oot0

 PGW-COODO0000OO0O
+ 000000000
* JO000000OO0O

0o0

* J00000000OO
* [O00C0O0OOOOOO
* (0000000

10000



Hooood

config :pgw c,
ue: %{
subnet map: %{
# (1000000
"internet" => [
"100.64.0.0/20" # 4094(1IPO0000
1,

# IMSOLTEQOOO

"ims" => [
"100.64.16.0/22" # 1022[]IMS IP
I
# [JOAPN
"enterprise.corp" => [
“10.100.0.0/16" # 6553400IP

1,

# IoTOOO0OOOO
"iot.m2m" => [

"100.64.20.0/22" # 1022[IoT IP
I,
# 0000
default: |

"42.42.42.0/24" # 254[JJ0JAPN[JIP



IPV6[]]

config :pgw c,
ue: %{
subnet map: %{
“internet" => [
# IPva[]
"100.64.1.0/24"
1,
"internet.ipv6" => [
# IPve[O0IO000
"2001:db8:1::/48"
1,
default: [
"42.42.42.0/24"
]
}
}

IPve[I000

« UEQO0OOO0/6400

» [OUEQOOOPO0OODO00OCOO
e [JOOUE[[]2601:db8:1:a::/64

O01IPv4ve[ ][]

config :pgw c,
ue: %{
subnet map: %{
“internet" => [
"100.64.1.0/24",
"2001:db8:1::/48"
]
¥
}

00000

# IPVA[]
# IPv6[IOOOIPveOOn



« UE[OPDN[IPv4v6
« PGW-C[OOIPVAOIPV6
» JU000OOOO

Juoa

IPO000000000R00PGW-COOSS/S80000II0NDNNNO0NNOG TP-CON0DOOD0O00O O
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JooodriPvaL]

UE SGW-C

PGW-C

Attach Request

Attach Accept
(IP: 100.64.1.42)

UE[100.64.1.42
0000000

Address Registry

Create Session Request
(APN: internet, PDN Type: IPv4)

1. JOAPN: "internet"

OOAPN "internet" 000

subnet_mapl["internet"]
- ["100.64.1.0/24", "100.64.2.0/24"]

0ooooo

00: 100.64.1.0/24

[0: 100.64.1.1 - 100.64.1.254

Iy (00100000]
OoooiP
OOIP: 100.64.1.42
O0IPO0000
oo
goip - gOgPID

[0: 100.64.1.42

Create Session Response
(UE IP: 100.64.1.42)

UE SGW-C

100.64.1.42 —» <session_pid>

PGW-C

jooo

0o0oooa

Address Registry




1. 00000 D0O0OOOAPNDOOOO

2. J0000 DO00DO000C00oO

3. IP000 00000000CODOP

4. 000000 OoooPOnooCO

5. (0000 DODOODO00DOo1o000000000ONP
6. 000 O00000PO0D0oCOooO

N0€ €000

* (01000000 D00OODOOCO0oO0O
+ (0000 DODOOOPROD000000O

* 00000 000O000o0oDOo0Oa

* 000000 OO0ODOOOOAPNOODOOOO
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‘ Session 1 | ‘ Session 2 |

000000

100.64.1.42

go1oowe

00100.64.1.42 - [J01

0o - 1PO0O

00200

pooooae
100.64.1.43

0020001P

‘ Session 1

Oo00o0oo0oo

Oo00o0ooOoooooa
0o0oooooo
Oooooooeoa
0oooooePooa

Session 2

[0100.64.1.42 - [J[]2

0o - ood

00100.64.1.43 - [J02

0o - 1PO00

Address Registry
(000m)

0o0oooog
0d

Address Registry
(0000




* [000000000OOOOGOre

Hooood

000 VEOOD9 9 €APN

0oooo

# [0

subnet map: %{
"internet" => ["100.64.1.0/24"],
default: ["42.42.42.0/24"]

}

0o0

e UE[JJAPN: "unknown.apn"
e [JO00subnet_mapJJd"unknown.apn"

- 000000000000
* [042.42.42.0/2400IP

00000

1. 000ODO0OCAPNODO
2. J0000000O0 default
3. (0000000000000



Jooooooon

ire OmniCore  OmniCall  OmniBRAN  OmniCharge Platform
X 0000+

- 5GC - v - -

Attach Request

-
-

Create Session Request
(APN: internet, PDN Type: IPvd)

P
=

1. (MAPN: “internet"

ODAPN "intemet® 000

subnet_map(“internet”]
-+ [*100.64.1.0/24", "100.64.2.0/24"]

000om

—

[0: 100.64.1.0/24
[ 100.64.1.1 - 100.64.1.254

loop [OO1000Tm]

omnoiP
—

OoiP: 100.64.1.42

OPOOO00 .
1
= m s s s s s s s s s s o
ooiP -+ OoPID
100.64.1.42 -+ <session_pid=>
: 100.64.1.42
Create Session Response
{UE IP: 100.64.1.42)
Aftach Accept
(IP: 100.64.1.42)
UEQD100.64.1.42
i
UE SGW-C PGW-C Address Registry

00000

* [000000000000000a
« IPO0000C00O0
* 00000



Juo

i
000 000001 P00

0: 100.64.1.0/24 (254000IP)
000: 2540IP
goooo - 0o

000000

1. PGW-C10000000
2. JoooooePOdn

3.00: {:error, :ue ip address allocation failed}
4. 000000
5. SGW-CO0O00O

0oooo

# 00000
address registry count / total pool size > 0.8 # 18000

# (0000000

"internet" => |
"100.64.1.0/24",
"100.64.2.0/24", # 000000
"100.64.3.0/24"

]

gorego

000 00000o0ooie

GTP-COO00O



000000
— IMSI: 310260123456789

— APN: enterprise.corp

— PDNOOOOOIED
| L— PDN[JJ: IPv4

| L— IPv4[[]: 10.100.0.50 < UEOOOIP

OmniPGWI[][]

1. f000oeh o000oPDNOOODIE
2. [JOIPY OO00OIPOOOOAPNOOOOO
3. (00000 OorrPdoobooooo0

4. 00000
° [00000OC0PODO0OO

o (i0000oOODOOUODOOO
0oooon

* (00 VEQOOOOOOOPOO
* JOorePOioot toooo - TeOoo
« 0001000000 00000 - IPO0€€0000

IPve[ 0

UE[IPv6[]

000000
— PDNOO: IPv6

PGW-C[][1/640



Oo0o0: 2001:db8:1:a::/64
UEOOOOO
- 2001:db8:1:a::1
- 2001:db8:1:a::2
- ...[0180000000
ao0

+ UE[00000IPOO0000000
* J0SLAACOOIODOODOOCO
* [JONATOO

jooo

UE[]JIPvA4v6[]

000000
— PDNOJO: IPv4v6

PGW-C[J000

IPv4: 100.64.1.42
IPv6: 2001:db8:1:a::/64

0000

o IPVAQOOOIPVALD
o IPV6[O0IPV6LI
000000
 [JO0GTPOOO0CO0O0

OJAPN{OIPve]

0000IPv4ve PDNOOOOOAPNOOIPv4 CIDROOOIPV6OOOOIPV6OO000{ :error,
:no_ipv6_pool} 0000000000OCCOAPNOOOOO



APN[[] 00

godorev4 — O0ipva0oonipveiio0C0OPDNOOODOIPVAL

000SOS[ APN
v PAA[PFCPGXI0IPvA000000P-CSCFOOPCONNNNNNnNNnIMS
O00TS 29.274 / TS 23.40100000 / PDNOOOOO0
(€€ APN 00 — 0000000CDOOOCOOOOOOOO0OOO00a
O0oIPveJJAPNOOOIPveOI000000000O OO000o000a
OoooorPad

OOIPOORFC 1918[]

# (000000000
subnet map: %{
"internet" => |
"10.0.0.0/8",
"172.16.0.0/12",
"192.168.0.0/16"
]
}

00OPGW-ULOONATOO00O

LN

# [00000IPOODOOO
subnet map: %{
"internet" => [
"203.0.113.0/24" # [OIPO
]
}

UONAT - (000000

ooo



e JOOOIPORFC 6598[][]1600.64.0.0/16 JOOOONATQ
* J00000COOare

il
IPO00

IPO000000000CAM REST APIOOOOOHTTPS/TLSONON 8443 (000 /api 00000 0OOOO
OSwagger Ul00https://<omnipgw-ip>:8443/api/docs [0

GET /api/ip pools # 000 + 000
GET /api/ip_pools/<name> # 0000000

ooo

curl -k https://<omnipgw-ip>:8443/api/ip pools
curl -k https://<omnipgw-ip>:8443/api/ip pools/Internet

O0000000000
a0 0d
00 O/APNOO00000"default”0“ims.something.else”[]“Internet”[]
0d aodiPa
0o 0ooooore

0d Ooooooare

000% 0000000000

000



0oo000ooooa
00000000
0oooo
OAPNOOOOOO

Hooo

Ooooooo0

# 000000IP
address registry count

# 1000000000
address registry count / <total pool size> * 100

0o

0: 100.64.1.0/24 (254[1IP)

0od: 15eQIpP
Ood: 150 / 254 = 59%



il

# (00000000
- alert: UEIPPoolUtilizationHigh

expr: address registry count > 200 # [][]/24[]
for: 10m
annotations:

summary: "UE IPOOO0O0O80%"

description: "[OO: {{ $value }} / 2540IPOOO"

# (000000
- alert: UEIPPoolExhausted

expr: address registry count >= 254 # []/24][]
for: 1m
annotations:

summary: "UE IPO00 - OOOOIP*"

# (0000000

- alert: UEIPAllocationFailures
expr: rate(ue ip allocation failures total[5m]) > 0O
for: 5m
annotations:

summary: "UE IPOOJO0O0OO"
Grafana[][]]
O0101POo00

# 0000000
(address registry count / 254) * 100

0020000000000P

# 0000
address registry count

00300oa



# (00000
rate(address registry count[5m])

004000000

# 0000000000000
(254 - address registry count) / rate(address registry count[1lh])

Hodn
0010000000000001Pg

0o

+ (00000000 0oooo”
« [00"UE IPO00000"

000000

1. 000

# (00000
curl http://<pgw c ip>:42069/metrics | grep
address registry count

2. 000



# 00000
config :pgw c,
ue: %{
subnet map: %{
"internet" => [
"100.64.1.0/24" # [0OOOCIDR
]
}
}

3. APN[OOO

# [JOO00OAPNOOOOO0OO
# (000000
subnet map: %{
default: ["42.42.42.0/24"]
}

0oooo

* 000 000000
» (000000 OOoPGW-COOO0OOIP
* U000 04 runtime. exs 000000

Jo201PO000

000

* JOUEDOODOOPOODO0O
* [oo0

000
* [O0000ODOoOOO0G

ooo



# J0000000IP
grep "already registered" /var/log/pgw c.log

0ooto

* JO000000O000O00
* JO000000OO0

0030000oorPg
000

« UEOOO0O0000!IP
¢ APN "internet"[]"ims"[JJ0IP

aoo
e [J000subnet_mapdQd

ooo

# [JOO0OAPNOOOOO
subnet map: %{

"internet" => [...], # 0000
"Internet" => [...] # [O0OAPN[
}
00000

* JOAPNODOOOO0ODOOCO
* 0O0000OCO00OOO

Jo4giPve i

000

* UEQOIPveOOOOO



« UE[OIPv4v6 PDN[JAPNLIIPV6III000 OOOIPvALONSOS APNOOOOONN OO0
APN[]

O000€@ € €0

1. QOOIPve[]

# JOIPvelO
subnet map: %{
"internet" => [
"100.64.1.0/24" # [JIPv4

]
}

2. JooiPve

# J0000O00/480000
"internet" => |

"2001:db8::/128" # [0 - 000000
]

garpPvejdIPvaveiiooooog

diPvave0000/PveJO0APNO register new ipv6/1 [ {:error,
:no_1ipv6 pool} 000000000000

* [00SOSOAPNQOOOO "sos " (OO0OONIPV4 — [JOIPvALOOUOIPveNO0OOOPDNODON
OiPvA000000P-CSCFOPCONONNNNOO

* JQUDAPNOIO0OOOA{:error, :no_ipv6 pool} — [000000000CCOO

0o O

00000



# [O0IPve[OIO0O0OOCOCOAPNO
subnet map: %{
"internet" => [
"100.64.1.0/24",
"2001:db8:1::/48" # IPv6[]

]
}

O00IPv4000000SOSOAPNOIPv4-onlyd00000 — OOSOS PDNOOOO0OOOIPvG CIDR[J

Jos000000
1178’2 70

* (U000
* address registry countOO000

0oot0

1. 00000

"internet" => [
"100.64.1.0/24", # 0
"100.64.2.0/24", # [0O00O02540IP
"100.64.3.0/24" # [0000025401P0
]

2. 0000000

# [1/24000/22

"internet" => [
"100.64.0.0/22" # 1022[]00IP

]

3. (0000

o 000000
o QU000OoOoOOO



Juo

AN
000000000

00oo0oo1e, 066
000003e%03, eeeqioond

0000050%
O0IP0O3,000 * 1.5 = 4,5000IP

000/2604,094000IP0 - OO
000/1908, 19eq00IPd - 00

AN
000

* 00100.64.0.0/10[JRFC 6598 - OOOONAT[
« gp4ooQQiP
* UO0OOOOONAT

0o0

* JOPO000C0O0
* J00VPNOOOOOOOCO



Hooo

config :pgw c,

ue:

%{

subnet map: %{

}
}

# JUOOOAPN - (00
"internet" => [
"100.64.0.0/18" # 16,382[]1IP

1,

# IMS - 000000
Ilimsll => [

"100.64.64.0/22" # 1,0220IP
1,

# 000 - 000
"enterprise.corp" => [
"100.64.68.0/22" # 1,0220JIP

1,

# IoT - [J000000CO

"iot.m2m" => [
*100.64.72.0/20" # 4,094[JIP

1,

# 00 - 00O
default: |
"100.64.127.0/24" # 254[]IP

]
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- DIPO000000DNSOP-CSCFOMTU
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