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# config/config.exs
import Config

config :omni sep,
http port: 9014,
http ip: {0, 0, 0, 0},
server fqdn: "sep.mncOO01l.mcc001.pub.3gppnetwork.org",
entitlement version: "2.0"

# 00000000
config :omni sep, :default entitlements,

vowifi: %{
entitlement status: 1,
addr status: 2,
tc status: 2,
prov_status: 1
¥,
volte: %{
entries: [
%{access type: 1, home roaming nw type: 1,
entitlement status: 1}
]
}

# 0000
config :omni_sep, :token,
validity seconds: 86400,
signing secret: "your-production-secret-here"

# EAP-AKA [
config :omni sep, :eap aka,
enabled: true,
session timeout ms: 30 000

0o Oo00o0o0Oo
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HTTP (0000

0000000 HTTP 000

config :omni sep,
http port: 9014,
http ip: {0, 0, 0, 0},
server fqdn: "sep.mnc001l.mcc001.pub.3gppnetwork.org",
entitlement version: "2.0"
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00 Mnesia (J00000000000CO0000COO00000

config :omni sep, :storage,
data dir: "priv/data"
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Mnesia []

00000000 Mnesia disc_copies 0000000

0 a0 aon
activity 0000000000 Mnesia disc_copies
activity by imsi IMSI 0000000  Mnesia disc_copies

activity by terminal 00 1D 00 Mnesia disc_copies
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priv/data/

L— mnesia/
— schema.DAT # Mnesia [
— activity.DCD # 00000
— activity.DCL # 000000

— activity by imsi.DCD

— activity by imsi.DCL

— activity by terminal.DCD
— activity by terminal.DCL
— DECISION TAB.LOG

L— LATEST.LOG
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2. (J00000C00000OC0O00o0000
3. (0000000000 Mnesia (00

4. J00OMnesia 000000000CCO000

# config/prod.exs
config :omni sep, :storage,
data dir: "/var/lib/omni sep/data"
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config :omni_sep,

# VoWiFi (ap2004) OO0
vowifi: %{
entitlement status: 1,
addr status: 2,
tc status: 2,
prov_status: 1,
service flow url: "",
service flow user data: "",

message for incompatible:

b
# [0000000O0ap266030000
volte: %{
entries: [
%{

]
}I

o -

access type: 1,

home roaming nw type: 1,
entitlement status: 1

{
access_type: 2,

home roaming nw type: 1,
entitlement status: 1,

:default entitlements,

# [0
# 000
# 000
# 96600

"VoWiFi 00000000000

# 4G/LTE

# (0000
# [0

# 5G/NR

# 00000
# [0

network voice irat capability: "EPS-Fallback"

# SMSoIP (ap2005) 00
smsoip: %{
entitlement status: 1

}

# 0000 (ap2010) 000
data plan: %{

entitlement status: 1

}

# 0000000 (ap2012) 000
dcb: %{
entitlement status: 0,
tc status: 2

# [0

# (000
# 000



}

# 0000 (ap2016) OO0
satmode: %{
entitlement status: 0O # 000

}
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. 0=000, 1=0
tc status - 0, 2=000. NN AN
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0 O0=000, 1=0
prov_status : 00, 2=000, aood
3=000
I
service flow url 0 URL 0000 URLOOOOOOOOOOMO
I
I
service flow user data 0o - UOO00000000
[
o ol B [0 entitlement_status=2
message for incompatible : O000n

VolLTE [][] (ap2003)

VoLTE [[I00000D000000D000000000
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access type 00 1=4G/LTE, 2=5G/NR

1=00000, 2=000, 3=0

home roaming nw type 0

(]

entitlement status 00  O0=00, 1=00

network voice irat capability BD "EPS-Fallback", "VoNR"
duoad

0 0Od 0]

0 [d ENEN
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2 [00 [000000o

3 000 Oooo
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N0€<€ 000000000000

config :omni sep, :token,

validity seconds: 86400,
signing secret: "change me in production"
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5G (00
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validity seconds

signing secret
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ad ] 000000000000D0O0000000 0000 32
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* 0000000000 signing secret

* 000000

* [o00000OOoOOOOO0a

# config/prod.exs
config :omni sep,

:token,

signing secret: System.get env("OMNI SEP TOKEN SECRET")

EAP-AKA []]

00000000000 EAP-AKA 0000000

config :omni sep,

enabled: true,

:eap aka,

session timeout ms: 30 000
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a 00 EAP-AKA 0000000 false 00000
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0 OO00dooood

EAP [I000000ODO000OOD000000OCE
0oooon

session timeout ms B 0 30000

EAP-AKA []]
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Diameter []]

000000 SWm 0000 EAP-AKA 00000 Diameter 0000



config :diameter ex, :diameter,
service name: :omni sep aaa,
listen ip: {127, 0, 0, 1},
listen port: 3868,
host: "omnisep.example.com",
realm: "example.com",
product name: "OmniSep",
vendor id: 10415,
auth application ids: [16777265],
acct application ids: [],
supported vendor ids: [10415],
request timeout: 5000,
allow undefined peers to connect: true,
peer selection algorithm: :round robin,
control module: OmniSep.Diameter.Control,
processor module: OmniSep.Diameter.Processor,
applications: [
%{
alias: :swm,
dictionary: :diameter gen base rfc6733,
module: OmniSep.Diameter.Swm
}
1,
peers: [
%{
host: "aaaOl.example.com",
ip: "192.168.1.10",
port: 3868,
transport: :tcp

}
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0d

service name

host

realm

vendor id

auth_application ids

request timeout

peer selection algorithm

0o

10415
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:round robin

0d
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Host{i0000000
FQDNO[
O
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Realm0000000
0

3GPP 000 1DO0O0

00000000000 1D 0
OOSWm ]
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00000000
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:failover
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00 0o 00 00 00
listen_ip o0 O {127, 0, 6, 1} [JO0000 Diameter OO0 IP

listen port [0 [ 3868 Diameter 00000

NN

peers [0000C00CO

0o 0o g a0 0o
h 0o 0000 Diameter 0000000000 Origin-Host 0
ost [ -
0 0o
. 0o
ip 0 [ - 0000 TCP/SCTP [ IP [0
port 00 [ 3868 [0 Diameter [[]

transport Hl 0 :tep 00000 :tcp O :sctp

SWm []]
SWm 0000 1D 16777265[]] EAP-AKA 000000 U
00 00 00

DER 268 Diameter-EAP-Request - [J[] EAP 00000 AAA

DEA 268 Diameter-EAP-Answer - [0 AAA [] EAP [[]
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config :omni sep, :activity,
max_ records per subscriber: 1000,
retention seconds: 2 592 000

g O
0 [
g O
max records per subscriber g 0 1000
retention seconds B b 2592000
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a0 0o
imsi 000 IMSl
terminal id 00 IMEL/J0 ID
timestamp aoooo
client ip 000 1P a0
user agent HTTP User-Agent []
app_ids 0000000 1D

auth_method O000000000EAP-AKATOKEN]

HTTP 00000

response code

Hooood
il

# config/dev.exs
import Config

config :omni sep,
http port: 9014

config :omni sep, :eap aka,
enabled: true # 000 - 0O AAA 000

config :logger,
level: :debug

:console,



il

# config/prod.exs
import Config

config :omni sep,
http port: 9014,
http ip: {6, 0, 0, 0},
server fqdn: System.get env("OMNI_SEP FQDN")

config :omni sep, :token,
validity seconds: 86400,
signing secret: System.get env("OMNI SEP TOKEN SECRET")

config :diameter ex, :diameter,

host: System.get env("DIAMETER HOST"),

realm: System.get env("DIAMETER REALM"),

peers: [

%{

host: System.get env("AAA PEER HOST"),
ip: System.get env("AAA PEER IP"),
port: 3868,
transport: :tcp

}

config :logger, :console,
level: :info



jooo

00 0o
OMNI SEP FQDN TS.43 [0 FQDN

OMNI SEP TOKEN SECRET  [JOOOOC

DIAMETER HOST Diameter Origin-Host
DIAMETER REALM Diameter Origin-Realm
AAA PEER HOST AAA 00000

AAA PEER IP AAA OO0 IP OO

Hoonod

config :logger, :console,
format: "$time $metadata[$level] $message\n”,
metadata: [:request id, :imsi, :terminal id]

ao0 ao
request id O00000oouulibn
imsi 000 IMSIOO0000000

terminal id 00000000 1D



API

OmniSEP 00000 RESTful 00 APIDOO000000000 API 00 HTTPS [0 8443 0000 JSON [
0000000000 Swagger/OpenAPI [0

il

AP [0 OmniSEP [ API ([0
2443)
00000  ————HTTP /api/docs
Swagger Ul
HTFPS-*/
[api/schema
curl / HTTP 000 OpenAPI 1]
H"{TPS\
/apif*
0000 }——HTTP T
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/api/docs GET Swagger UlJd00d API 000
/api/schema GET OpenAPI 3.0 JJ0JSON[
/api/status GET 0000000000UOo0O0000
/api/activity GET I000€€<€000000
/api/activity/:id GET 000ooooooag
/api/entitlements GET 0000000000000

/api/entitlements/:id  GET, DELETE [J IMSI 0000000

/api/sessions GET 00000 EAP-AKA [0
/api/sessions/:1id GET, DELETE (000000
/api/tokens GET 00000000000
/api/tokens/:id GET, DELETE [O0000O0OO
/api/diameter GET Diameter 00000
/api/xcap GET 00 XCAP Simservs 000
/api/xcap/:id GET, DELETE [J MSISDN 000000000
il
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TLS [

0 API 00000000000 TLS 000

priv/cert/omnitouch.crt # TLS [0
priv/cert/omnitouch.pem # TLS [

00000000000 curtl -k ODCOO0000000COOOCCCOO000O CA OO0000C -k 000

il

OO0OfOOOOOOOCOOOOONODOOOOOODOo0Oan

GET /api/status

curl -sk https://localhost:8443/api/status



il

"status": "ok",
"application": "OmniSEP",
"version": "1.0.0",
"uptime": "2d 5h 32m",
"uptime seconds": 193920,
"memory": {
"total mb": 118.3,
"processes mb": 42.9,
"ets mb": 3.4
}
“storage": {
"custom entitlements": 12,
"xcap _profiles": 45,
"eap aka sessions": 3,
"active tokens": 8,
"activity records": 1267
}
"services": {
"http port": 80,
"eap aka enabled": true,
"vvm_enabled": false
s

"timestamp": "2026-04-11T10:35:24

.7943317"
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N aa [a
status 000 000000000 “ok®
application oo0  00oooo
version 000 000000
uptime 000 000000000000 “2d 5h 32m"[]
uptime seconds oo 000000000
memory.total mb 000 0 BEAM 0000000 MB 0000
memory.processes mb 0Joo  Erlang Q000000
memory.ets mb 000  ETS 000000

storage.custom entitlements [ HO00000000000

storage.xcap profiles a0 000 XCAP Simservs 000000
storage.eap aka sessions ad (00 EAP-AKA JO00000O0
storage.active tokens 0o 00000000000
storage.activity records a0 000000000

services.http port oo 000000 HTTP OO

services.eap aka enabled 000 EAP-AKA 00000000
services.vvm enabled 000 0000000000

timestamp 000 O00000O0OISO 8601
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000000000O0000OD00D00000 TS.43 00000XCAP 000 EAP-AKA [O00OO0

Huooon

GET /api/activity

# (000 56 000

curl -sk https://localhost:8443/api/activity

# (00

curl -sk "https://localhost:8443/api/activity?page=2&limit=25"

# 000000
curl -sk "https://localhost:8443/api/activity?
type=entitlement query"

# [0 IMSI [0
curl -sk "https://localhost:8443/api/activity?query=001010555"

0ooa

0d

limit

page

type

query
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ad
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0oooooa
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all

entitlement query

xcap

eap challenge

eap _response

token auth

ad
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TS.43 0000

XCAP Simservs [][]

EAP-AKA 00

EAP-AKA 000

000000



"count": 25,
"total": 1267,
"page": 1,

"page size": 25,
"activities": [
{

"id": "72420db8-c328-46bd-9878-2a9f3f0d2b88",
"timestamp": "2026-03-09T04:19:19.461325Z7",
"request type": "entitlement query",
“request method": "GET",
"request path": "/",
"imsi": "001016555555558",
"msisdn": null,
“terminal id": "terminal 001",
"terminal vendor": "Samsung",
"terminal model": "SM-S928B",
"terminal sw version": "1.0",
"client ip": "10.0.0.1",
"user agent": "SEC TS.43/2.0",
"auth method": "EAP-AKA",
“response status": 200,
“response code": 200,
"app ids": ["ap2004"],
"request headers": {},
"request body": null,
"response body": null,
"response summary": {}

0o
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id 000 000000 1IDpuuibh

timestamp 000 OJO0000iso 860177

request type 000  00000O00COOOO

request method OO0 HTTP OOOGETOPOSTOPUTDELETE[]
request path 000  HTTP OO0O0O

imsi 000 0o IMs

msisdn 000 000 MSISDNOO0000

terminal id 000  0O000/MEN 000

terminal vendor 000 00000

terminal model 000 0ooo

terminal sw version [00 000000

client_ip 000 O0O1P 00

user agent 000 HTTP User-Agent []
auth_method 000 OO00000OOEAP-AKAOTOKEN(]
response status 00 HTTP J0000

response code 0d O000000

app_ids 00 0000000 15000 [tap2004t]10

request headers Hl HTTP 00
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request body OO0  HTTP OO0

response_body 000  HTTP OO0

response_summary ad UO000ac
NN

GET /api/activity/:id

curl -sk https://localhost:8443/api/activity/72420db8-c328-46bd-
9878-2a9f3f0d2b88

0O000000000OCOO0OD0O000O0O 4640

il

00000000000 Ts.43 000000000o0D0oDOoooOooo00

Hootbbotooood

GET /api/entitlements

# 1000
curl -sk https://localhost:8443/api/entitlements

# [0 IMSI O
curl -sk "https://localhost:8443/api/entitlements?query=31038"

0ooa



0d 00 00 0o

query OO0 - 0 IMSI J00000000000000

0o

“count": 2,
"entitlements": [
{
"imsi": "310380100000001",
"app ids": ["ap2003", "ap2004"],
"services": ["VoLTE/VoNR", "VoWiFi"]

b
{
"imsi": "310380100000042",
"app ids": ["ap2004", "ap2005"],
“services": ["VoWiFi", "SMSoIP"]
}



Jooo 1D 0o

00 1D Ooo
ap2003  VoLTE/VoNR
ap2004  VoWiFi

ap2005  SMSolP

ap2006  ODSA Companion
ap2009  ODSA Primary
ap2016 (000

ap2012  DCBOOIOOCOOO

ap2016 [

I NENEND

GET /api/entitlements/:imsi

curl -sk https://localhost:8443/api/entitlements/310380100000001

0o



"imsi": "310380100000001",
"entitlements": {
"ap2003": {
"service name": "VoOLTE/VoNR",
"data": {
"entries": [
{
"access type": 1,
“home roaming nw type": 1,
"entitlement status": 1

}
]
}
b
"ap2004": {
"service name": "VoWiFi",
"data": {
"entitlement status": 1,
"addr status": 2,
"tc _status": 2,
"prov_status": 1
}
}
}

0000 IMSI 00000000000 4040

Jooooood

DELETE /api/entitlements/:imsi

curl -sk -X DELETE
https://localhost:8443/api/entitlements/310380100000001

JO00C0O0OONOCOOOOOOOtOOOOO0a

ad



"status": "ok",
"imsi": "310380100000001"

il

00000000 EAP-AKA 000000000000 EAP-AKA 000000OCODOOOOOOCODOODO 30 00O

joad

GET /api/sessions

curl -sk https://localhost:8443/api/sessions

1l
{
"count": 1,
"sessions": [
{
"session id": "alb2c3d4-e5f6-7890-abcd-ef1234567890",
"imsi": "310380100000001",
"state": "challenge sent",
"created at": 1712834400000,
"eap_id": 1,
"aaa session id": "dra@l-sess-001",
“completed at": null
}
]
}

0oooo



0d 0d

pending 00000000 Diameter [0

challenge sent  EAP-AKA 00000000

authenticated Ooooooa

failed 0000
completed 0000000000
aoon

GET /api/sessions/:id

curl -sk https://localhost:8443/api/sessions/alb2c3d4-e5f6-7890-
abcd-ef1234567890

00000000000 4e40

Neeln

DELETE /api/sessions/:id

curl -sk -X DELETE https://localhost:8443/api/sessions/alb2c3d4-
e5f6-7890-abcd-ef1234567890

0OoC00oobo0otOooo00

ad



"status": "ok",
"session id": "alb2c3d4-e5f6-7890-abcd-ef1234567890"

}

il

000C00000000CO0000000 EAP-AKA O00DO00OO0OOCODOOCO

joad

GET /api/tokens

curl -sk https://localhost:8443/api/tokens

ad

“count": 1,
“tokens": [
{

"token id": "f8e7d6c5-b4a3-2190-fedc-ba0987654321",
"imsi": "310380100000001",
“created at": 1712834400,
"expires at": 1712920800,
"expires in seconds": 72340,
"validity": 86400,
"terminal id": "terminal 001",
"app_name": null,
"auth method": "EAP-AKA"

0ooa



0d ad 0o

token id 000 0000000
imsi 000 000 IMSH
created at 00 O000000Unix 0000
expires_at 00  O000000Unix 0000

expires in seconds [0 [@<€l000000

validity 00 Uo00000000O

terminal_id 000  O000000Coo 1D

app_name 000 O00C0O0O0O0COO

auth method 000 0000000000 “EAP-AKA™ [
Hodd

GET /api/tokens/:id

curl -sk https://localhost:8443/api/tokens/f8e7d6c5-b4a3-2190-
fedc-ba0987654321

000000000000000 4040

joad

DELETE /api/tokens/:id



curl -sk -X DELETE https://localhost:8443/api/tokens/f8e7d6c5-
b4a3-2190-fedc-ba0987654321

0000000000000 EAP-AKA 00000

od

{

"status": "ok",
"token id": "f8e7d6c5-b4a3-2190-fedc-bab0987654321"

}

Diameter

00 Diameter 000000000 3GPP AAA 000

GET /api/diameter

curl -sk https://localhost:8443/api/diameter



il

{
"status": "configured",
"connected count": 1,
"disconnected count": 0O,
"peers": [
{
"host": "drab®l.epc.mnc001l.mcc001.3gppnetwork.org",
“status": "Connected",
"ip": "10.179.2.233",
“port": 3868,
“transport": "tcp",
“connection initiation": "OmniSEP -> Peer",
"realm": "epc.mnc00l.mccO0O01.3gppnetwork.org",
"product name": "OmniDRA",
"application ids": {}
}
]
}

joad

0d gd

[ Diameter []

status U 00 "configured"[]"not configured" []
b "no_peers"

connected count B O0000o000

disconnected count g O0000000000
0

peers 000000000000



Hooon

0d

host

status

ip

port

transport

connection_initiation

realm

product name

application ids

0d

ad

0d

ad

0d

ad

ad

ad

0d

ad

0d

0000 Diameter Origin-Host

00000 "Connected" [] "Disconnected" [J
"Unknown"

0od 1P o0

000 Diameter [[]

0o0og “tep® O "sctp®[]

LO000000 "OmniSEP -> Peer™[]

(0000 Diameter [[]

Oo00o0o0Oo

000000 Diameter [ ID



Diameter []]]

0d 0d

configured Diameter 00000€ €000

not configured [J Diameter OOOEAP-AKA J000000OO

no_peers Diameter 00000000000

XCAP

00 XCAP J0000Simservs[000000C00000CCO0000CO00000CO00000CO

Huooon

GET /api/xcap

# 000
curl -sk https://localhost:8443/api/xcap

# [] MSISDN [
curl -sk "https://localhost:8443/api/xcap?query=61400"

0ooa
ad oo 00 0d
query OO0 - 0 MSISDN [00000000000000

ad



"count": 1,
“profiles”: [
{
"msisdn": "61400000001",
"profile": {

"originating identity presentation": {"active": true},
"originating identity presentation restriction":
{"active": false},
“communication waiting": {"active": true},
“communication diversion": {
"active": true,
"rules": []

I
“incoming communication barring": {"active": false},
"outgoing communication barring": {"active": false}

Hooood

GET /api/xcap/:msisdn

curl -sk https://localhost:8443/api/xcap/61400000001
0000 MSISDN 0000000000 4040

Huooon

DELETE /api/xcap/:msisdn

curl -sk -X DELETE https://localhost:8443/api/xcap/61400000001



00000000 XCAP 0000000000000 HSS 0oooooo

a0
{
"status": "ok",
"msisdn": "61400000001"
}
JOO0000O000O0000O
{
"error": "0000000"
}
HTTP [][](]
ad ad
200 [0
404 (00000

422  [00000O00OCOO

il

00 APIOOOO config.exs OOOO000OCOOOCOOOODOOOCOOO



O0000 (config.exs)

config :api ex,
api: %{

port: 8443,
listen ip: "0.0.0.0",
product name: "OmniSEP",
title: "API - OmniSEP",
hostname: "localhost",
enable tls: true,
tls cert path: "priv/cert/omnitouch.crt",
tls key path: "priv/cert/omnitouch.pem",
routes: [...]

00000 (runtime.exs)

00ooo e 0 TLS 000000ooooO

config :api ex,
api: %{
port: 8443,
listen ip: "0.0.0.0",
enable tls: true,
tls cert path: "priv/cert/omnitouch.crt",
tls key path: "priv/cert/omnitouch.pem”



jooo

0o

port

listen ip

product name

title

hostname

enable tls

tls cert path

tls key path

routes

0d

ad

0o

o

0o

g

0o

g

0o

ad

0d

8443

"0.0.0.0"

"OmniSEP"

“API - OmniSEP"

"localhost"

true

"priv/cert/omnitouch.crt"

“priv/cert/omnitouch.pem"

0o

00 APIO HTTPS 00

0000 1P 00000o0oa
IP 00000

0 API OO0 Swagger
Ul O0000000

0 Swagger Ul 00000
O

OpenAPI 00000

00 TLSOO0000000C0
true(]

TLS (00000

TLS (00000

APl 000000000



joad

HTTP

HTTPS

ad ad ad

8000000 HTTP 000000 TS.43 OO0 XCAP

844300000 HTTPS [0 APIOOOCO

3868 TCP Diameter[]SWm [][][] AAA/DRA[]



OmniISEP

OmniSEP [000000C000000C00

il

Juod

0000000 ©OmniSEP 000000000000 TS.43 00000 XCAP 000

0o

* [000000OXCAPOOOOCOEAP 0000



« [ IMSIOMSISDN[D 1D 0000 1P O
« [0 HTTP OOOGETOPUTOPOSTODELETENNNOND

* [O000000OO0O

Huooo

JO0000000DOOo00/O0000

0o0oon

+ 000000 reO0000000000

* 0000 HTTP OOOXCAPOOOOCO

(€ @9eI0MSIOMSISDNIINND

+ (000000 1000000000 User-Agent (100

* 00000000 XCAP 0000000
e User-Agent[][][] User-Agent []

e [J000Content-Type[Jif-Match[J3GPP [][]

* [0/0000XCAP 000 XML 00
* J00000DO0O000O0O0000O HTTP OO



Jooood

[0 S LR ] 00 EAR-AKA ]

[0 WS 0 ETea [0 il

TS.43 [0

Hoo0“000aa”™
N000000 VoW Fi/VoLTE 0000000000
00000

e JUO000O entitlement status: 0O
* JU0000O00O0O0OROG
* 00000000 IMSI 00000

0ooto

1. J00000000o00Oa

GET /api/activity?imsi=<subscriber imsi>

2. J0000000COoa

3. (00000000



config :omni sep, :default entitlements,
vowifi: %{
entitlement status: 1, # [0 1 O00OO

4. (0000000C0O00oO0O

GET /api/entitlements/<imsi>

Jo0oooooood
O0000000000000000

0000

* 00000000000
» 000000 app_id
0000000000

0000
1. 0000000 app_id0000O00O0

2. (00 app I1Ds[]

App ID 00
ap2003  VoLTE/VoNR
ap2004  VoWiFi

ap2005 SMSolP

3. (000000a



GET /api/entitlements/<imsi>
4. 00000000000

DELETE /api/entitlements/<imsi>/<app id>

Joooooo
OOOHTTP 400 0000000000000

0000

* 00000000 Ts.43 00

* 000000
 URL 0000
0000
0d 0d
terminal id 00 IMEIOL15 OO0
terminal vendor 00000 4 0000
terminal model 0000000 10 0o

terminal sw version  [J000

entitlement version [0000000“2.0"0

app 0ooooo 16

0ooto

1. 0000000000ooCO
2. 0000000000000



3. 00 AndroidJ[J User-Agent 00000

PRD-TS43 term-<vendor>/<model> client-IMS-Entitlement/1.0 0S-
Android/<version>

NODOOOHTTP 406(]

0000000 HTTP 406 0000
0000

 J000000OO0 entitlement version
* (0000000000

0oooo

1. f00000DOo0O

config :omni sep,
entitlement version: "2.0"

2. Android JJ000000“2.0”

3. (J000000000000C0oG

XCAP Simservs []]

000000OOHTTP 404(]

OO0OXCAP GET (000 404
0oooo

* [00000O0OOO0O
e 000 SIP URI OO
 MSISDN (0000000



0ooto

1. 000000 siP URI OO0

/simservs.ngn.etsi.org/users/sip:+
<msisdn>@<domain>/simservs.xml

2. J000 APl 000000CO0O

GET /api/xcap/<msisdn>

3. (J00000000COoa

POST /api/xcap/<msisdn>
Content-Type: application/json

{

"oip": {"active": true},

"oir": {"active": true, "default behaviour":

not-restricted"},
"no reply timer": 20,
"call forwarding": {},
“call barring incoming": {},
“call barring outgoing": {}

ETag (JJJOHTTP 412[]
OOOPUT [0 DELETE 0000 HTTP 412 000000
0000

* 000000000 ETag
* (0000000000
* 00000000 ETag

0000

"presentation-



1. 000000000000 ETagO

GET /simservs.ngn.etsi.org/users/<sip uri>/simservs.xml

2.0 If-Match J000000O ETagd

PUT /simservs.ngn.etsi.org/users/<sip uri>/simservs.xml
If-Match: "<etag value>"
Content-Type: application/xcap-el+xml

<simservs>...</simservs>

3. J0000000000000000 If-Match O

OO0 XMLOHTTP 400(]
O00PUT 0000 HTTP 400 0000

0000

* (00000 XML 0000
* 000000000
* 000000

0oooooa

0d 0o

(OO)  http://uri.etsi.org/ngn/params/xml/simservs/xcap

cp urn:ietf:params:xml:ns:common-policy
NENEN
1. 00 XML OO

2. [ID0000000000000



<simservs
xmlns="http://uri.etsi.org/ngn/params/xml/simservs/xcap"
cp="urn:ietf:params:xml:ns:common-policy">

3. Q000000000 ETSITS 183 023 00

Hooodoo
O00000000000000000
ooooo

* (0000000000
* 000000
* 000000000

0ooto

1. 00 communication-diversion JOO00000O0

<communication-diversion active="true">

2. 0000000000

<cp:rule id="cfb">
<cp:conditions>
<busy/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
</forward-to>
</cp:actions>
</cp:rule>

3. (0000 10 00oa



0o 1D

cfu

cfb

cfna

cfnrc

cfnl

0d

(0)

busy

no-answer

not-reachable

not-logged-in

0d

0o

0d

0000

0o

ooda

4. 000000 tel: URIOOOOO E.164 00

1

EAP-AKA (][]0

000000000 EAP_ID 000000000

0oooo

» (00000 EAP-AKA
e EAP_ID OO000
e Diameter (00000

0ooto

1. 00 EAP-AKA 00000

config :omni_sep,

enabled: true

2. [0 EAP_ID 0000 NAIDD

:eap aka,



O0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org

100 6310410123456789@nai.epc.mnc410.mcc310.3gppnetwork.org
3. 00000 Diameter 00000000

4. 0000004 00000000000000

O0000HTTP 511[]
000000000000 HTTP 511 000000
0ooto

* 000a
* 000000000
* J000000Oa

0000

1. (0000000

config :omni sep, :token,
validity seconds: 86400 # [0 24 0

2. J00000000O0000000O
3. (00000 EAP-AKA 00000000

4. 0000000000 signing secret

NN

Ho00o0o00o00a
0000

* 000000000



* 00000000000
* 0000

0000

1. 000000000 signing_secret (00

config :omni sep, :token,
signing secret: System.get env("OMNI SEP TOKEN SECRET")

2. J000000000000000O

3. (J0000000oOoa

Houn
00000

Oo00o0000o0
0000

* [00ood
* 0000000
* 0000000

0000

1. 000000

curl http://<host>:9014/health

2. (00000 @ @€



config :omni_sep,
http port: 9014,
http ip: {0, 0, 0, 0}

3. J000000000O00O0o0oO

4. (000000000

netstat -tlnp | grep 9014

Jooooooon

000 /health 00000 200 00
noooa

(000000

* 000000

* 0000000
 Mnesia 0000000

0000
1. f0000DO0000OoooO
2. (0000000

o Mnesia 000000
o ETS JOO0000OOO0OXCAP 00000

3. [0 Mnesia 0000000

ls -la priv/data/mnesia/

4. 00 Mnesia (0000C0000000CO0000CCO00O0

5. (00000000C0O0a



Hooon

Oo00o0oo0o0oon

0ooto

e Diameter [J0

* 000000
* [0ood

0000

1. [0 Diameter 0000

config :diameter ex, :diameter,
request timeout: 5000 # [0 5 [

2. (000000000000
3. [0 ETS 00000000

4. 0000000000000 @ @€

Houn
00000000

0o00o0o00o0a
0oooo

* Mnesia 000000
* 0000 Mnesia 000000000
* (000

0000



1. f0DO0oooo0Oo0a

ls -la priv/data/mnesia/

2. [0 Mnesia [JO000.DCL 000 - 00000COOOO

ls -la priv/data/mnesia/*.DCL

3. 00000000 Mnesia 000

# 0000 kill -9000 SIGTERM
kill -TERM <pid>

4. 000000

df -h priv/data/

Mnesia [[][]
00000000 Mnesia 0000000
00000

» JU000O0OOOO
0000
e Erlang 000

0000
1. 00DO00O0OC Mnesia 00

2. 00C0O0000000000000O

rm -rf priv/data/mnesia/*
# 000000 - 0000000



3. 000000000000 Mnesia 000

:mnesia.stop()
:mnesia.start()

:mnesia.wait for tables([:activity,

ractivity by terminal], 30000)

AN NENEND

O00000€ €< 00000000
0000

* [oo0
* 000000
* 000000000

0000

1. f0000o0oa

config :omni sep, :activity,

max_records per subscriber: 1000,

retention seconds: 2 592 000

2. 00000

ls -lh priv/data/mnesia/activity.*

3. (00000000000000

ractivity by imsi,

# 000000
# 30 00000000



Hond
0000

curl -s http://localhost:9014/health | jq

O000a
{
"status": "ok",
“service": "omni-sep",
"version": "0.1.0",
"services": ["entitlements", "xcap"]
}
NN
# (0000000

curl "http://localhost:9014/api/activity?imsi=<imsi>&limit=10"

# 00000
curl "http://localhost:9014/api/activity?terminal id=

<imei>&limit=10"

# 00000000
curl "http://localhost:9014/api/activity?from=<unix ts>&to=

<unix_ ts>"



jooo

# (000000
curl http://localhost:9014/api/entitlements/<imsi>

# 000000
curl -X POST http://localhost:9014/api/entitlements/<imsi> \

-H "Content-Type: application/json" \
-d '{"app_1id": "ap2004", "entitlement": {"entitlement status":
13}

XCAP (00000

# (00000
curl http://localhost:9014/api/xcap/<msisdn>

# 00000 simservs [I[]
curl "http://localhost:9014/simservs.ngn.etsi.org/users/sip:+

<msisdn>@domain/simservs.xml"

Juoa

aodooo
1l 1l
[info] GET / ... 0oooooa
[info] POST / ... 000 POST OOOEAP 0000

[warning] Missing parameters Hoo00n

[error] EAP session timeout EAP-AKA 10000

[debug] Token validated N EEEN



Hooood

# config/dev.exs [] runtime
config :logger, :console,

level: :debug,

metadata: [:request id, :imsi,

Juo

Oo0000000oOo0OO0

oo 0d

TS.43
XCAP
Simservs
EAP-AKA

Diameter

:terminal id]


https://www.gsma.com/newsroom/resources/ts-43/
https://datatracker.ietf.org/doc/html/rfc4825
https://www.etsi.org/deliver/etsi_ts/183000_183099/183023/
https://datatracker.ietf.org/doc/html/rfc4187
https://datatracker.ietf.org/doc/html/rfc6733

TS.43

OmniSEP [J0 GSMA T5.43 [JI0000C000000C000000C0000000VoWIiFIVoLTEQSMS
0o

il

OmniSEP

00ao0 0D \ EAP-AKA——=  3GPP AAA =  H55/DM
—GET/POST f——y

T —XMLJSON—T

1

0000 (EAP-AKA)

GET /?EAP_ID=0<IMSI>@realm&terminal_id=...&app=ap2004
Diameter DER (EAP [J0)
DEA (EAP [J0)
200 OK + eap-relay-packet

USIM AKA [0

POST (eap-relay-packet [J0)
Diameter DER (EAP [0)
DEA (EAP [0)

200 OK + 00 + OO



00oooo (oo

Device

GET F7EAP_ID=0=IM5]=@realmé&terminal_id=.. &app=ap2004

OmniSEP

200 OK + eap-relay-packet

i

L ]

Diameter DER (EAP [0)

L

DEA (EAP )

F Y

.

USIM AKA ]
—

POST (eap-relay-packst ()

200 OK + 00 + 00

&

Diameter DER (EAP [0)

DEA (EAP M

L 3

[y

Device

HTTP [

il

oo 00 aooo

GET /0000

POST / application/json

OmniSEP



jooo

0o 0o 0o
terminal id 000 00 IMEIJ15 0000
terminal vendor 000 00000000 RCC.14 00 4 0000
terminal model 000 0000000 RCC.14 [0 10 000

terminal sw version [0 0000000 RCC.14 00 20 0ooo

entitlement version aod O00000o0“2.0"0

app 000/00 - 000000 1D(s)
aoa
O0000000@€nn
d ad
=P EAP-AKA [ NAI:
- 0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org
token 00000000000

temporary token 1NN

operator token 0000000



jooo

00 00 ad
IMSI 000 0000000000 token OOOO
app_name Oo0  00oo

app_version 000 0000
notif action [I[ O00000=0001=GCM[2=FCM[]
notif token 000 000ooo

vers a0 00000000

joad

00000 GET 000

GET /7
terminal 1d=123456789012345&terminal vendor=Goog&terminal model=Pixel

00 EAP-AKA [] POST (][I0

"terminal id": "123456789012345",

"terminal vendor": "Goog",

“terminal model": "Pixel8",

"terminal sw version": "14.0",

"entitlement version": "2.0",

"app": "[ap2003,ap2004]",

"EAP ID":
"0310410123456789@nai.epc.mnc410.mcc310.3gppnetwork.org"
}



Iy
Accept []

Accept []
text/vnd.wap.connectivity-xml
application/json

application/vnd.gsma.eap-relay.vl.0+json

XML ]

<?xml version="1.0"7>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version" value="2"/>
<parm name="validity" value="86400"/>
</characteristic>
<characteristic type="TOKEN">

aooo

XMLOOOO

JSON

EAP relay JSON

<parm name="token" value="eyJOeXAi..."/>

<parm name="validity" value="86400"/>
</characteristic>
<characteristic type="APPLICATION">
<parm name="AppID" value="ap2004"/>
<characteristic type="ap2004">

<parm name="EntitlementStatus" value="1"/>

<parm name="AddrStatus" value="2"/>
<parm name="TC Status" value="2"/>
<parm name="ProvStatus" value="1"/>
</characteristic>
</characteristic>
</wap-provisioningdoc>



JSON (1]

II1II'

{
"Vers": {
"version": "2",
“validity": "86400"
b
"Token": {
“token": "eyJOeXAi...",
“validity": "86400"
b
"ap2004": {
"EntitlementStatus":
"AddrStatus": "2",
"TC Status": "2",
"ProvStatus": "1"
}
}
EAP (00

0 EAP-AKA 0000000

}

"eap-relay-packet":

"AQEALBcBAAAN..."



(] 1D
joodo

0o 1D 0d 0d

ap2003 0000000 (VOLTE/NVONR)  TS.43[J 4[]

ap2004  [JO00 WiFi (VoWiFi) TS.4303(
ap2005 QOO0 IP TS.4305(]
ap2006  ODSA [ TS.43[06 [
ap2009 ODSA TS.4306[]
ap2010 (00000 TS.4307(
ap2011 0000000 TS.43[08[
ap2012  [O0O0000 TS.43[09(
ap2013 (00000 TS.43 010
ap2014 000000 TS.43[11[

ap2016  [O000 1S.43[012[



VoWiFi (ap2004) [

o 0o 0 o
EntitlementStatus a0 0-3 NN
AddrStatus oo 0-3  E911 OO00OOo
TC Status 00  0-3 (000000
ProvStatus oo 0-3 0000
ServiceFlow URL 000  URL  [JO0 URL
ServiceFlow UserData {00 - Ho00oo

0ooa

0 EntitlementStatus AddrStatus/TC_Status/ProvStatus

0 [0 0o
1 00 0d

2[00 0o
3 000 0o

VOoLTE (ap2003) 1100

VoLTE (000000000000



ad

AccessType

HomeRoamingNWType

EntitlementStatus

NetworkVoiceIRATCapability

0d

od

0d

0d

0oa

HomeRoamingNWType [][]

i 0d
1 (0000
2[00
3 (000

Juo

HTTP [ a0

400 000
403 OoCo
406 OoCo
511

000000

ad

0oooon

0ooo

Ooooooon

0000000 EAP-AKA

1=LTE, 2=NR

1-3

0-1

0d

0ooood

0oon

0000

0000000 560



Hooood

HTTP/1.1 400 Bad Request
Content-Type: text/plain

Bad Request: Missing parameters ["terminal id"]

Hooo
0000000

0000 AP 0000000000000

POST /api/entitlements/{imsi}
Content-Type: application/json

{

"app_id": "ap2004",

"entitlement": {
"entitlement status": 0,
"addr status": 1,
"tc_status": 1,
"prov_status": 0O,
"service flow url": "https://activate.example.com/vowifi",
"message for incompatible": "VoWiFi [J0000O0O"

joad

GET /api/entitlements/{imsi}

Ho0000000000o0



{
"imsi": "310410123456789",

"entitlements": {
"ap2004": {
"entitlement status": 1,
"addr status": 2,
“tc_status": 2,
“prov_status": 1

Juo

Oo00o0o00o0oo0a

joad

GET /api/activity?
imsi=310410123456789&from=1704067200&t0=1704153600&1limit=100

0d ad 0o

imsi 000 00oo iMst 0

terminal id [O00 00000 D OO0

from 00 O00000UNix 000
to 00 O00000Unix 000
limit 00 eeelI]0000

offset 00 goddo



jooo

"id": "550e8400-e29b-41d4-a716-446655440000",

"timestamp": "2024-01-15T10:30:00Z",

"imsi": "310410123456789",

"terminal id": "123456789012345",

"terminal vendor": "Google",

"terminal model": "Pixel8",

"app ids": ["ap2003", "ap2004"],

"client ip": "192.168.1.100",

"user agent": "PRD-TS43 Goog/Pixel8 client-IMS-Entitlement/1.
0S-Android/14.0",

"auth method": "TOKEN",

"response code": 200

}

Android (0000

OmniSEP 000 Android AOSP service entitlement 00000

Huooon

Android (000000000000

PRD-TS43 term-<vendor>/<model> <client ts43>/<app version> 0S-
Android/<sw_version>

0o

PRD-TS43 term-Google/Pixel8 client-IMS-Entitlement/1.0 0S-
Android/14.0

jooo 1D

Android [] POST [000000000CO00000OC 100



"app": "[ap2003,ap2004]"

OmniSEP 000000

e "ap2003,ap2004" - 0000
e "[ap2003,ap2004]1" - O00O00ANdroid 0]
e ["ap2003", "ap2004"] -JSON [0

Juo

o0 0d
000000
IMS 000000

000000 (GBA)

EPS AAA [0 (SWm)


https://www.gsma.com/newsroom/resources/ts-43/
https://www.gsma.com/newsroom/resources/rcc-14/
https://www.3gpp.org/DynaReport/33220.htm
https://www.3gpp.org/DynaReport/29273.htm

(VVM)

OmniSEP [000000000000000 OMTP VVM [J00 GSMA TS.46[000000000 IMAP 000
000000OmniSEP [0 SMS 00000000000 IMAP 000000000C0000

OmniSEP 00000 sSMSCOOOO OmniMessage HTTP API 000 SMSOOmnISEP 00000
OmniMessage 000 VVM SMSOOmnISEP 0000 API 00000 STATUS [J SYNC SMS[]

Juod

OFTF VWi Cli=nt

MO SMS bo VWV nasmber
IMAF STATUS [ SYNC SMS

T |
OmNESER VWM Services OmniMessage SMSc
|r-1==1,5cr-.-e|

IMAP Listener HTTFP AP

GET /spifmiessages
POST

faplfmessages_plaintext

STATUS § SYNC Baslider

0o0oooooa

e OmniMessage Poller [ OmniMessage 00 VVM SMS 00000
e STATUS / SYNC Builder [J[] OmniMessage [JO0J00 OMTP SMS[]

 IMAP Server [JJ00000000000CO0O0

Juod

000 VVM 000 Activate SMSOOmMNISEP [J] OmniMessage [0 SMSO0000000CO0
IMAP 00 STATUS SMSOO00000 IMAP 000



IMAP Server

I I
| ® |
Activate SMS to VVM number
GET /api/messages (poll)
Activate from handset MSISDN
Create or update account
POST /api/messages_plaintext (STATUS)
STATUS SMS (server, port, user, password)
‘ 0ooo ‘
LOGIN, SELECT INBOX, UID SEARCH

OK, message list

‘ 0oooo ‘
POST /api/messages_plaintext (SYNC)
SYNC SMS (new message)
UID FETCH (message + audio + transcript)
multipart message
Handset OmniMessage OmniSEP VVM IMAP Server

Juoa

00000D00000ODOD000000O0O oMTP 000

ad

Unknown

New

Ready

Provisioned

Blocked

ad

ad

00000000000

0o0oooooao

I

0oooooooo




Handset OmniMessage OmniSEP VWM IMAP Server

0o

Activate SMS to VWM number

GET fapimessages {poll)

Activate from handset MGISDN

Create or update account

o

POST fapifmessages_plaintext (STATUS)

STATUS SMS (server, port, user, password)

oo
LOGIN, SELECT INBOX, D SEARCH

0K, message list

0000

POST fapifmessages_plaintext (SYNC)

SYNC SM5 (new message)

UID FETCH {imessage + audio + transcript)

multipart message

Handset OmniMessage OmniSEP VWM IMAP Server

OmniMessage []]

OmniSEP [JJ OmniMessage HTTP API 000 VVM SMSO00 oo
0ooo

00 SMS (00)

OmMniSEP (V€YY J00 GET /api/messages 00 destination msisdn 0000
VVM 000000000000 Activate: [dDeactivate: [] //VVM [000O00000CO0OCCOO 1DO
O000000000000000000OmniSEP 00000000000

0000000 Activate Q000000

Activate:pv=11l;ct=samsung.SM-A536E.13


https://10.179.3.219:8443/schema

00 sMs (00

OmniSEP [J0 POST /api/messages plaintext [J STATUS [J SYNC SMSOOO00000OO
OVVM (0000000000 MSISDNOOO0O0O

{

"source msisdn": "123",

"destination msisdn": "15551234212",

"message":
"//VVM:STATUS:st=R; rc=0;srv=10.179.4.165;ipt=9143;..."
}

SMS []]

STATUS [0 (D000OCO)

OmniSEP (00000 STATUS 00000000 IMAP 000

//VVM:STATUS:st=R; rc=0;srv=10.179.4.165;ipt=9143; spt=8025;u=15551234"
15;pm=N;gm=N;vtc=A



0o 0o

- O000O0OR=Ready, B=Blocked, N=New, P=Provisioned,
S

U=Unknown(]
rc 000000 0oooo
srv IMAP 0000000000000 €
ipt IMAP 000
spt SMTP [0
u IMAP 000
pw IMAP [0
tui 000000000
dn 000 SMS 00000000
lang 00000

g_len 0o00o0o00o0

vs_len  [JO00000COCOC

pw_len  PIN O000OO

pm 0000 PINDDY [0 N[

gm 0000000G=000, V=0000, B=00, N=00

vtc 00000A=00, b=00, B=00, N=00



SYNC [0 (O0000O0)

00000C000OmNISEP (00 SYNC 000

//VVM:SYNC:ev=NM; id=1;c=1; t=v;s=15551234567,;dt=19/08/2026 01:39
+0000; 1=8

0o 0o

ev  [OOOONM=(000, MBU=[000, GU=00000
id [0 1D[

C 0o0oooo

t 00000v=00, o=00, f=00, i=0000, e=ECCO

S Ooooon
dt (00000
L 0ooooooa

0000 (CO000o)

0000 Activate JO0O0O0 VVMO

Activate:pv=11l;ct=samsung.SM-A536E.13

0o 0o

pv  00OOO

ct 000000000 vendor.model.os_version([]



0000 (QO000O0)

(000 beactivate 0000 VVM[]

Deactivate:pv=11

IMAP [

IMAP 00000 IMAP4rev1 (0000 ( ) 000000000000 IMAP [0 IMAPS[

il

IMAP4revl AUTH=PLAIN AUTH=LOGIN UIDPLUS MOVE QUOTA


https://datatracker.ietf.org/doc/html/rfc3501
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ad
CAPABILITY
LOGIN
LOGOUT
SELECT
EXAMINE
LIST
STATUS
FETCH
UID FETCH
STORE
UID STORE
SEARCH
UID SEARCH
COPY
EXPUNGE
CLOSE

GETQUOTAROOT

0d

Oo0oooo0

000000O0Oo0Oo0a

0ooo0

00000

0o00o0oo0o

0oooooa

0o0oooa

0o0oooa

0 UID 000

0o0oooa

0 UID 00000

0o00g

0 UID 000

0o00o0o0Oa

0ooooood

0oooooon

0o0oooa



ad 0d

NOOP 0oooo

joad

OmniSEP 0000000000 MIME multipart/mixed 000 1 0000000 2 D00O000O0OOOO0OO
00 Content-Type OO0 ©€Y0000000000000 audio/* 000

Content-Type: multipart/mixed; boundary="----= Part 0"

------ = Part 0

Content-Type: audio/amr

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="voicemail.amr"

[base64 audio]
------ = Part 0
Content-Type: text/plain; charset="UTF-8"

[transcript text]
------ = Part O--

Hooodo
O00000000000000000000000Android (0 OMTP 0000000000

1. UID SEARCH UID <id> Q000000

2. UID FETCH <id> (UID BODY.PEEK[]1) Q000000

3. UID FETCH <id> (... BODY.PEEK[HEADER.FIELDS (...)] BODYSTRUCTURE)
00000000

4. UID FETCH <id> (UID BODY.PEEK[<n>]1) O0O000000000O0

00000 Content-Type OO0 multipart/ 000000000OOCOOO "lgnored non multi-part

message" [J00000000C0OmMNISEP O000000O00CCOO000000000000000 Content-
Type[]



il
0000

config :omni_sep, :vvm,

# 000
enabled: true,

# IMAP 00

imap port: 9143,

imap ssl: false,

imap server: "10.179.4.165",

imap cert: "priv/cert/server.crt",
imap key: "priv/cert/server.key",

# SMTP (000000CCCCD)
smtp_port: 8025,

smtp server: nil,

# 000000
tui number: "*86",

# [0 OmniMessage [J[J SMS

sms_source number: "123",

vvm_number: "123",

omnimessage url: "https://10.179.3.219:8443",

sms gateway: "https://10.179.3.219:8443/api/messages plaintext",
poll interval ms: 5000,

# PIN
min_pin_ length: 4,
max pin length: 15,

# 00000
default max messages: 100,

default storage limit kb: 50 000,
default max greeting seconds: 60



jooo

enabled

imap port

imap ssl

imap server

imap cert

imap key

smtp port

smtp server

tui number

0d

0d

false

993

true

priv/cert/server.crt

priv/cert/server.key

587

nil

*86

00 VVM 000
oot

IMAP 00000

0 IMAP 00

IMAP 00000
00000000

TLS (00000

TLS 0000000

SMTP [0000C

Oo000000ac

Oo000000oC



0d

sms_source number

vvim_number

omnimessage url

sms_gateway

poll interval ms

min pin_length

max_pin_length

default max messages

default storage limit kb

O

123

nil

nil

5000

15

100

50000

0d

STATUS [] S'
000 SMS[]

0000 VVM S

OmniMessa
<omnimessat

00 SMS 000

<omnimessa

[0 OmniMes

00 PIN 0000
0o

{0 PIN 0000
ad

0oo000oooe

00000o0KBL



0 0 1l
default max greeting seconds g 0 60 Ho0000000C
0
0000000000000 IMAP 00000 imap_server [00 UE O0000000COCOO0O0OOOP-CSCE

00 OmniSEP (0000 VE 0000

Juoa

00000000000 VMO CarrierConfig 00 OMTP 000000000000 Activate SMS[

CarrierConfig [] 0 0o
vvm_type string vvm_type omtp 00 OMTP [0

VVM 0000000

vvm destination number string 123
- - - vvm_number [

0000 IMAPOOOOO

vvm ssl enabled bool false ,
- - imap ssl [0

] CarrierConfig 0000000 VVM O0000000O0O0O Activate SMS[JOmMnNISEP []
OmniMessage [J] SMSOOO0O00O0O0 STATUS SMS[]

Juo

0000000000000000 synC SMSON0000000000 IMAP O00000CO0000OCOO0000000O
00000000000 OMTP 000000000 OmniSEP 0000

JO00o000OoOODOoOOoOO0NOo0a






00000C000000C000000000 ©mniSEP 00 IMAP 00000000






000000000000000000 (555-0100 [ 555-0199)(

L[]
IMAP 00

O0: vvm _imap sessions total [J: 00O O0: VVM IMAP 000000 OO:
e result - [J00: success, auth failed, timeout[]
O0: vvm _imap active sessions [[I: OO0 O0: OO IMAP 000000

00: vvm _imap commands total [J[: 000 O0: 00OOO IMAP OO0 OO:

e command - IMAP [J000 LOGIN, SELECT, FETCH[]
e result - [J0: ok, no, bad[]



ao0o

00: vvm_messages_total [0: 000 00: VVM 00000000 OO
e operation - [J[: deposit, read, delete, move[]

00: vvm_messages_stored [0: 000 00: D000€ 900000000

00: vvm message duration seconds [: 000 00: OO00OOOOOOOOOOCO Ok 5, 10, 15,
30, 60, 120, 180, 300[]

SMS [][]

00: vvm_sms_total [0: 00O 00: VVM SMS 00000 OO:

e type - SMS [][J: status, sync, activate, deactivate[]

e result -[J00: success, failed, no gateway[]

[0 Prometheus []]

# IMAP (000
rate(vvm _imap sessions total[5m])

# 00000000
sum(rate(vvm imap sessions total{result="auth failed"}[5m]))

/ sum(rate(vvm imap sessions total[5m]))

# SMS 000000
sum(rate(vvm sms total{result="success"}[5m]))

/ sum(rate(vvm sms total[5m]))

Juod

0ooodo vvm
00: 0000 *000000000" 00000000



oooo:

* VVM 00000
e omnimessage url 00 API 00000

e (0000 Activate SMS[]

aooo:

1. 00 VVM 0000 enabled: true[]

2. [J00 OmniMessage API [] GET /api/messages 000
3. 0000000 CarrierConfig 00000 0

4. [0 OmniMessage J00000 VVM 00000 Activate 000

STATUS SMS (][]
00: 0000 Activate 00000 STATUS SMS[]
aood:

* sms gateway 00 API 00000
e 0000 SMS-over-IMS[]

aooo:

1.0 sms_gateway [J[J] <omnimessage url>/api/messages plaintext[]
2. [J0 OmniMessage (000 VVM 0000000000000
3. 0000000 SMS 000

IMAP (110000
O00: 0000 STATUS SMS[[ IMAP 00000
aooo:

000 STATUS Q000000OOCOOO
* (000000000 OmniSEP 0000
* (00000 IMAP 000



oooo:

1. 00000000O0D00000000G STATUSQ
2. (0000000000
3. (000000 VE 00000 IMAP OO0

Jooooood

00: O00Oo0oOodoooo0oo0a

oooo:

e [J[J Content-Type [J[J multipart/[]
* 00000000000 Content-Typel(]

oaoo:

1. 00000 multipart/mixed [0 audio/amr []J[]
2. J000000000OC000 IMAP 0000
3. [0 SYNC SMS 000000 1D D0eer

Juo

. - J00000000OO
. - J0000000OOO
. - IMAP4rev1 [0

. - 00000000
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https://www.gsma.com/newsroom/resources/
https://datatracker.ietf.org/doc/html/rfc3501
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XCAP (Simservs)

OmniSEP [J00 ETSI TS 183 023 XCAPIXML (JO0000CO0000 IMS 0000000000CO000
0oooooooa

Juonoood

XCAP Simservs [JI0000CO000 Web O0000000CO00000COO

0o

0 MSISDN 00000000000
00 Diameter Sh (00 HSS 000000

0 2 0000000000000O
o JO0000O0OOIP/OIRONDINNINNNOOCOO000O0OOCO

o Q000OoOODOoOOOn
0 HSS 000/0000
0o00o0o00o00a



L

IMS Devices

‘ VolP Phone Dialer App ‘

GET/PUT /simservs... GET/PUT /simservs...

k OmniSEP XCA

‘ XCAP Controller

f

XML

/ N

‘ Simservs Builder

Simservs [][]1[]

simservs [J0 ETSI TS 183 023 [




HTTP [[]

XCAP URL [J[]

/simservs.ngn.etsi.org/users/{sip uri}/simservs.xml[/~~/{xpath}]

0 1l 1l
{sip uri} [ MSISDN [SIP URI  sip:+15551234567@ims.example.com

{xpath} XPath @€ 000000 simservs/communication-diversion



il

a 1l
GET /simservs.ngn.etsi.org/users/{sip}/simservs.xml
PUT /simservs.ngn.etsi.org/users/{sip}/simservs.xml
GET /simservs.ngn.etsi.org/users/{sip}/simservs.xml/~~/simservs,
PUT /simservs.ngn.etsi.org/users/{sip}/simservs.xml/~~/simservs,

DELETE /simservs.ngn.etsi.org/users/{sip}/simservs.xml/~~/simservs,



jooo

Content-Type 0

application/xcap-el+xml  XCAP [J000

application/xml (0 XML
ETag [[[]
OmniSEP ] 00 ETag 000000
ad ad
ETag Oo000ooo0
If-Match O00O00OPUT/DELETE[]

If-None-Match 00 GET[J304 1000

Juoa

OmniSEP [0000000000000C0 ETS 00000 HSS 000


https://datatracker.ietf.org/doc/html/rfc4825

NoReplyTimer

i

xcap _profiles

xcap by msisdn

joad

0000 (GET)

1. 000000 ETS OO

simservs Document

outgoing-
communication-barring

All Calls Internatienal Roaming

incoming-
communication-barring

All Calls Internatienal Roaming

communication-
diversion

CFU Rule CFB Rule CFNA Rule

originating-identity-
presentation

originating-identity-
presentation-restriction

IMSI {profile map, etag}

MSISDN  IMSI

2. 0000000000 Diameter Sh [J HSS [

CFNRC Rule

od

0o0oooo0

XCAP 000000



3. 1 HSS (0000000
4. 00 HSS J0000000000000COD0000

0000 (PUT)

1. 0000000 ETag OO0
2. (0000000

3. 000000000 ETag OO0
4. 0000000 HSSOoooO

ETag [[[]

ETags (00000000 MDS 00000
ETag = MD5(erlang:term to binary(profile))[0:16]

000 "alb2c3d4e5f6g7h8"

0€© 0000000000000 6 0000000000000000000000000000

joad

0d 0d

ETS read_concurrency 0000000000

GenServer [][] O0000
ETag [0 O000000000CDOO
HOO000

0000000000 3GPP TS 24.623 (000000

* J0dodoooooooo
e OIR[Jpresentation-not-restricted



e NoReplyTimer[J20 ]
* 000000/00000

0000000000000000000000
HSS (][]

00 Diameter [[] 00

000000 Sh UDROOOOOOOC 000000000

0ooo Sh PUROOOOOOOC O PUT 00O

0000000 HSS DO000D000D0000CO0000000O



Simservs XML []]

Huoooo

<?xml version="1.0" encoding="UTF-8"7>
<simservs xmlns="http://uri.etsi.org/ngn/params/xml/simservs/xcap"
cp="urn:ietf:params:xml:ns:common-policy">

<originating-identity-presentation active="true"/>

<originating-identity-presentation-restriction active="true">
<default-behaviour>presentation-not-restricted</default-
behaviour>
</originating-identity-presentation-restriction>

<communication-diversion active="true">
<NoReplyTimer>20</NoReplyTimer>
<cp:ruleset>
<cp:rule id="cfb">
<cp:conditions>
<busy/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
<notify-caller>false</notify-caller>
</forward-to>
</cp:actions>
</cp:rule>
</cp:ruleset>
</communication-diversion>

<incoming-communication-barring active="false">
<cp:ruleset/>
</incoming-communication-barring>

<outgoing-communication-barring active="false">
<cp:ruleset/>

</outgoing-communication-barring>

</simservs>



jooo

0] 0oao 0]
: : : ETSI
(default)  http://uri.etsi.org/ngn/params/xml/simservs/xcap ,
Simserv:
RFC
cp urn:ietf:params:xml:ns:common-policy 4745 (][]
ad

il

0ooa (o1P)
OO0000000000000

<originating-identity-presentation active="true"/>

0o 0o ad

active [J00 00O00/OO

000000 (OIR)

0oooooooa

<originating-identity-presentation-restriction active="true">
<default-behaviour>presentation-not-restricted</default-

behaviour>

</originating-identity-presentation-restriction>



0d I 0d

default- presentation-restricted, presentation- 00000
behaviour not-restricted 00

Jo0onoooon

0ooa



0o 1D 0d 0o

cfu (0 0000000 - 00000000
cfb busy 000000
cfna no-answer 00000000000 NoReplyTimer[]

cfnrc not-reachable [JO000000

cfnl not-logged-in  [JO000000

0oo0oooo

<communication-diversion active="true">
<NoReplyTimer>20</NoReplyTimer>
<cp:ruleset>
<cp:rule id="cfna">
<cp:conditions>
<no-answer/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
<notify-caller>false</notify-caller>
</forward-to>
</cp:actions>
</cp:rule>
</cp:ruleset>
</communication-diversion>



ad 0d 0d

NoReplyTimer 00 CFNA J0000001-300(7
cp:rule/@id aad N00000cfu, cfb, cfna, cfnrc, cfnl]
target tel: URI 000000

notify-caller  [J00 0ooooooo

00 URI [0

000000 tel: URIOOOOO [

tel:+15557654321; phone-context=ims.mncO01l.mcc310.3gppnetwork.org

ad 0d

tel: URI [0
+15557654321 000000 E.164 00

phone-context  IMS Q0000

joad

0ooa


https://datatracker.ietf.org/doc/html/rfc3966

<incoming-communication-barring active="true">
<cp:ruleset>
<cp:rule id="international">
<cp:conditions>
<international/>
</cp:conditions>
<cp:actions>
<allow>false</allow>
</cp:actions>
</cp:rule>
</cp:ruleset>
</incoming-communication-barring>

0ooa

<outgoing-communication-barring active="true">
<cp:ruleset>
<cp:rule id="international">
<cp:conditions>
<international/>
</cp:conditions>
<cp:actions>
<allow>false</allow>
</cp:actions>
</cp:rule>
</cp:ruleset>
</outgoing-communication-barring>

0ooooo



0o 1D ad ad

all (0) 0ooood

international international UOooao

international-exHC international-exHC HO00oO00ooo

roaming roaming 00000ooa

API ]

0000 Simservs [][]

GET
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simser\
Accept: application/xcap-el+xml

0o

HTTP/1.1 200 OK
Content-Type: application/xcap-el+xml
ETag: "alb2c3d4e5f6g7h8"

<?xml version="1.0" encoding="UTF-8"7>
<simservs

xmlns="http://uri.etsi.org/ngn/params/xml/simservs/xcap"...>

</simservs>



Jooooood

GET
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simsery

diversion

I NENEND

PUT
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simser\
diversion/cp:ruleset/cfb

Content-Type: application/xcap-el+xml

If-Match: "alb2c3d4e5f6g7h8"

<cp:rule id="cfb">
<cp:conditions>
<busy/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
<notify-caller>false</notify-caller>
</forward-to>
</cp:actions>
</cp:rule>

Jooooood

DELETE
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simser\
diversion/cp:ruleset/cfb

If-Match: "alb2c3d4e5f6g7h8"



[I[] NoReplyTimer

PUT
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simsery
diversion/NoReplyTimer

Content-Type: application/xcap-el+xml

25

1] API

00000000000 JSON OO APIO

Huooon

GET /api/xcap/15551234567

NN
{
"oip": { "active": true },
"oir": {
"active": true,
"default behaviour": "presentation-not-restricted"
},
"no reply timer": 20,
"call forwarding": {
"cfb": {
"enabled": true,
"target": "tel:+15557654321",
"condition": "busy"
}
},

"call barring incoming": {},
"call barring outgoing": {}



Hooood

POST /api/xcap/15551234567
Content-Type: application/json

{
"no _reply timer": 25,
"call forwarding": {
"cfna": {
"enabled": true,
"target": "tel:+15559876543",
"condition": "no-answer"
}

}
}

Jooood

Ho00000000R00O
ad o
OoIpP a0
OIR J00presentation-not-restricted

NoReplyTimer 20[]

0oda Ooooon

0oda 0oooon

0ooo 0ooooo



Juod

HTTP [
200
304
400
404
405
409

412

Joooo

0o

ad

O0001f-None-Match [J[[]

0000 - 000 XML 000

000 - 00000000

0oooo

00 - 0000

000000 - ETag OO0

<?xml version="1.0" encoding="UTF-8"7>
<xcap-error xmlns="urn:ietf:params:xml:ns:xcap-error">

<error-element>Element not found:

element>

</Xcap-error>

simservs/unknown</error-
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00 00
NGN Simservs [J XCAP [
Ooooocoivi
XCAP [0
aooo
tel: URI

XCAP [0 ut g
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