REST API Guide

This guide provides comprehensive documentation for the OmniSS7 REST API
and Swagger Ul.
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Overview

OmniSS7 provides a REST API for programmatic access to MAP (Mobile
Application Part) operations. The API allows you to:

¢ Send MAP requests (SRI, SRI-for-SM, UpdateLocation, etc.)
e Retrieve MAP responses

e Monitor system metrics via Prometheus

-
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HTTP Server Configuration

Server Details

Parameter Value Configurable
Protocol HTTP No

IP Address 0.0.0.0 (all interfaces) Via code only
Port 8080 Via code only

Transport Plug.Cowboy No

Access URL: http://[server-ip]:8080

Enabling/Disabling the HTTP Server

Control whether the HTTP server starts:

config :omniss7,
start http server: true # Set to false to disable

Default: true (enabled)

When Disabled: The HTTP server will not start, and REST API/Swagger Ul will
be unavailable.

Swagger Ul

The APl includes a Swagger Ul for interactive APl documentation and testing.



Accessing Swagger Ul
URL: http://[server-ip]:8080/swagger
Features:

Interactive APl documentation

Try-it-out functionality for testing endpoints

Request/response schemas

Example payloads

Swagger JSON

The OpenAPI specification is available at:

URL: http://[server-ip]:8080/swagger.json
Use Cases:

e Import into Postman or other API clients
e Generate client libraries

¢ APl documentation automation

APl Endpoints

All MAP operation endpoints follow the pattern: POST /api/{operation}



Endpoint Summary

Endpoint Method Purpose Timeout
/api/sri POST Send Routing Info 10s
/api/sri-for-sm POST Send Routing Info for SM 10s
/api/send-auth-info  POST Send Authentication Info 10s

Mobile Terminated Forward
/api/MT-forwardSM POST oM I ! W 10s
/api/forwardSM POST Forward SM 10s
/api/updateLocation  POST Update Location 10s
/api/prn POST Provide Roaming Number 10s

Network-originated USSD

/api/ussd/send POST sl 10s
/metrics GET Prometheus metrics N/A
/swagger GET Swagger Ul N/A
/swagger.json GET OpenAPI spec N/A

Note: All MAP requests have a hardcoded 10-second timeout.

SendRoutinginfo (SRI)

Retrieve routing information for establishing a call to a mobile subscriber.

Endpoint: POST /api/sri



Request Body:

{
"msisdn": "1234567890",
"gmsc": "5551234567"
}
Parameters:
Field Type Required
msisdn  String Yes
gmsc String  Yes

Response (200 OK):

Description

Called party MSISDN

Gateway MSC Global Title

{
"result": {
"imsi": "001001234567890",
"msrn": "5551234999",
"vlr number": "5551234800",
}
}

Error (504 Gateway Timeout):
"timeout"

"error":

cURL Example:



curl -X POST http://localhost:8080/api/sri \
-H "Content-Type: application/json" \
-d '{
"msisdn": "1234567890",
"gmsc": "5551234567"

} 1

SendRoutinginfoForSM (SRI-for-SM)
Retrieve routing information for delivering an SMS to a mobile subscriber.
Endpoint: POST /api/sri-for-sm

Request Body:

{
"msisdn": "1234567890",
"service center": "5551234567"
}
Parameters:
Field Type Required Description
msisdn String  Yes Destination MSISDN
service center String Yes Service Center Global Title

Response (200 OK):



"result": {
"imsi": "001001234567890",
"msc_number": "5551234800",
"location info": {...},

cURL Example:

curl -X POST http://localhost:8080/api/sri-for-sm \
-H "Content-Type: application/json" \
-d '{
"msisdn": "1234567890",
"service center": "5551234567"

} 1

SendAuthenticationinfo
Request authentication vectors for a subscriber.
Endpoint: POST /api/send-auth-info

Request Body:

"imsi": "001001234567890",
"vectors": 3

Parameters:



Field Type Required Description

imsi String Yes Subscriber IMSI

Number of authentication vectors to
vectors Integer Yes
generate

Response (200 OK):

{
"result": {
"authentication sets": [
{
“rand": "0123456789ABCDEF...",
"Xres": "...",
"ck": ", ",
ik "L,
"autn": "..."
}
1,
}
}

cURL Example:

curl -X POST http://localhost:8080/api/send-auth-info \
-H "Content-Type: application/json" \
-d '{
"imsi": "001001234567890",
"vectors": 3

3

MT-ForwardSM

Deliver a Mobile Terminated SMS to a subscriber.



Endpoint: POST /api/MT-forwardSM

Request Body:

"imsi": "001001234567890",
"destination service centre":
"originating service center":

"5551234567",
*5551234568",

“smsPDU": "0001000A8121436587F900001C48656C6C6F20576F726C64"

Parameters:

Field

imsi

destination service centre

originating service center

smsPDU

Type

String

String

String

String

Required

Yes

Yes

Yes

Yes

Description

Destination
subscriber IMSI

Destination service
center GT

Originating service
center GT

SMS TPDU in
hexadecimal format

Note: smsPDU must be a hex-encoded string (uppercase or lowercase).

Response (200 OK):

"result": {

"delivery status": "success",



cURL Example:

curl -X POST http://localhost:8080/api/MT-forwardSM \
-H "Content-Type: application/json" \

-d '{
"imsi": "001001234567890",
"destination service centre": "5551234567",

"originating service center": "5551234568",
"smsPDU": "0001000A8121436587F900001C48656C6C6F20576F726C64"

ForwardSM

Forward an SMS message (MO-SMS from subscriber).
Endpoint: POST /api/forwardSM

Request Body: Same as MT-ForwardSM

cURL Example:

curl -X POST http://localhost:8080/api/forwardSM \
-H "Content-Type: application/json" \

-d '{
"imsi": "001001234567890",
"destination service centre": "5551234567",
"originating service center": "5551234568",

"smsPDU": "0001000A8121436587F900001C48656C6C6F20576F726C64"

UpdateLocation
Notify HLR of subscriber location change (VLR registration).
Endpoint: POST /api/updateLocation

Request Body:



"imsi": "001001234567890",
“vlr": "5551234800"

}
Parameters:
Field Type Required Description
imsi String  Yes Subscriber IMSI
vlr String  Yes VLR Global Title address

Response (200 OK):

{
"result": {
“hlr number": "5551234567",
“subscriber data": {...},
}
}

Note: In HLR mode, this triggers InsertSubscriberData (ISD) sequence with 10-
second timeout per ISD.

cURL Example:

curl -X POST http://localhost:8080/api/updateLocation \
-H "Content-Type: application/json" \
-d '{
"imsi": "001001234567890",
"vlr": "5551234800"
3



ProvideRoamingNumber (PRN)

Request MSRN (Mobile Station Roaming Number) for call routing to roaming
subscriber.

Endpoint: POST /api/prn

Request Body:

{

"msisdn": "1234567890",

"gmsc": "5551234567",

"msc_number": "5551234800",

"imsi": "001001234567890"

}
Parameters:

Field Type Required Description
msisdn String  Yes Subscriber MSISDN
gmsc String  Yes Gateway MSC GT
msc_number  String Yes MSC number for subscriber
imsi String  Yes Subscriber IMSI

Response (200 OK):

{

"result": {
"msrn": "5551234999",

cURL Example:



curl -X POST http://localhost:8080/api/prn \
-H "Content-Type: application/json" \

-d '{

"msisdn":

Ilgmscll :

"msc_number":

"imsi":

} 1

"1234567890",
"5551234567",
*5551234800",
"001001234567890"

USSD Send (Network-Originated)

Push a USSD message to a subscriber. Requires ussd gateway enabled: true.
For full USSD Gateway documentation including callback protocol and session

lifecycle, see the

Endpoint: POST /api/ussd/send

Request Body:

{

"msisdn":

"+254712345678",

"text": "You have a pending bill. Reply 1 to pay.",

"callback url":

}

Parameters:

Field

msisdn

text

callback url

Type

String

String

String

Required

Yes

Yes

Yes

"http://billing-app:9000/ussd"”

Description

Destination subscriber MSISDN

USSD text to display (GSM 7-bit
characters only)

URL to receive subscriber replies via
HTTP POST



Response (200 OK):

"session id": "alb2c3d4-e5f6-7890-abcd-ef1234567890",
"status": "sent"

Error (503 Service Unavailable):

"error": "USSD gateway not enabled"

cURL Example:

curl -X POST http://localhost:8080/api/ussd/send \
-H "Content-Type: application/json" \
-d '{
"msisdn": "+254712345678",
"text": "You have a pending bill. Reply 1 to pay.",
"callback url": "http://billing-app:9000/ussd”
}

Authentication

Current Status: The API does not require authentication.

Security Considerations:

e APl is intended for internal/trusted network use
e Consider using firewall rules to restrict access

e For production deployments, consider implementing authentication
middleware



Response Formats

All responses use JSON format.

Success Response
HTTP Status: 200 OK

Structure:

{

"result": {

Error Response
HTTP Status:

e 400 Bad Request - Invalid request body
e 504 Gateway Timeout - MAP request timeout (10 seconds)

e 404 Not Found - Invalid endpoint

Structure:
{
“error": "timeout"
}
or
{
"error": "invalid request"

}



Error Handling

Common Errors

HTTP
Error

Code
Invalid

400
JSON
Missin
] g 400
fields

Timeout 504

Not Found 404

Description

Request body is not
valid JSON

Required fields
missing

MAP request
exceeded 10s

timeout

Invalid endpoint

Timeout Behavior

Solution

Check JSON syntax

Include all required
parameters

Check M3UA connectivity,

HLR/VLR availability

Check endpoint URL

All MAP requests have a hardcoded 10-second timeout:

1. Request sent to MapClient GenServer

2. Waits for response up to 10 seconds

3. If no response - returns 504 Gateway Timeout

4. If response received - returns 200 OK with result

Troubleshooting Timeouts:

¢ Check M3UA connection status (Web Ul - M3UA page)
e Verify network element (HLR/VLR/MSC) is reachable

e Check routing configuration

e Review SS7 event logs for errors



Metrics (Prometheus)

The API exposes Prometheus metrics for monitoring.

Metrics Endpoint
URL: http://[server-ip]:8080/metrics
Format: Prometheus text format

Example Output:



# HELP map requests total Total MAP requests

# TYPE map requests total counter

map requests total{operation="sri"} 42
map_requests total{operation="sri for sm"} 158
map requests total{operation="updateLocation"} 23

# HELP cap_requests total Total CAP requests

# TYPE cap requests total counter

cap _requests total{operation="initialDP"} 87

cap requests total{operation="requestReportBCSMEvent"} 91

# HELP map request duration milliseconds Duration of MAP
request/responses in ms

# TYPE map_request duration milliseconds histogram

map_request duration milliseconds bucket{operation="sri",le="10"}
5

map_request duration milliseconds bucket{operation="sri", le="50"}
12

map_request duration milliseconds bucket{operation="sri", le="100"}
35

# HELP map pending requests Number of pending MAP TID waiters
# TYPE map pending requests gauge
map_pending requests 3

# HELP omniss7 license status Current license status (1 = valid, 0
= invalid)

# TYPE omniss7 license status gauge

omniss7 license status 1



Available Metrics

Metric

map requests total

cap _requests total

map request duration milliseconds

map_pending requests

ussd requests total

ussd active sessions

omniss7 license status

Type

Counter

Counter

Histogram

Gauge

Counter

Gauge

Gauge

Prometheus Configuration

Add to your prometheus.yml:

Labels

operation

operation

operation

direction

Descr

Total num
MAP requ:
operation

Total num
CAP reque
operation

Request ¢
millisecon

Number o
MAP trans

Total USSI
requests
(inbound/

Number o
USSD ses:

Current lic
status (1
= invalid)



scrape _configs:
- job _name: 'omniss7'
static configs:
- targets: ['server-ip:8080']
metrics path: '/metrics'
scrape interval: 15s

Example Requests

Python Example

import requests
import json

# SRI-for-SM Request
url = "http://localhost:8080/api/sri-for-sm"
payload = {

"msisdn": "1234567890",

"service center": "5551234567"

response = requests.post(url, json=payload, timeout=15)

if response.status code == 200:
result = response.json()
print(f"Success: {result}")
elif response.status code == 504:
print("Timeout - no response from network")
else:
print(f"Error: {response.status code} - {response.text}")



JavaScript Example

const axios = require('axios');

async function sendSRI() {
try {
const response = await
axios.post('http://localhost:8080/api/sri', {
msisdn: '1234567890°',
gmsc: '5551234567"

}oo A
timeout: 15000

1)

console.log('Success:', response.data);
} catch (error) {
if (error.code === 'ECONNABORTED') {
console.error('Timeout - no response from network');
} else {
console.error('Error:"', error.response?.data ||
error.message) ;
¥
¥
}

sendSRI();



Bash/cURL Example

#!/bin/bash

# UpdatelLocation Request
response=$(curl -s -w "\n%{http code}" -X POST
http://localhost:8080/api/updateLocation \
-H "Content-Type: application/json" \
-d '{
"imsi": "001001234567890",
"vlr": "5551234800"
)

http code=$(echo "$response" | tail -n 1)
body=$(echo "$response" | sed '$d')

if [ "$http code" -eq 200 ]; then
echo "Success: $body"
elif [ "$http code" -eq 504 ]; then
echo "Timeout - no response from network"
else
echo "Error $http code: $body"
fi



Flow Diagrams

API Request Flow

APlhandler MapClient

POST /api/sri

M3UA Connection SS7 Network

GenServer.call (10s timeout)

Send SRI request

M3UA/SCCP/MAP

MAP Response

Response received

{:0k, response}

200 OK + JSON

If timeout (10s)

{:error, :timeout}

504 Gateway Timeout

APlhandler MapClient

M3UA Connection SS7 Network

Summary
The OmniSS7 REST API provides:

[] MAP Operations - Full support for SRI, SRI-for-SM, UpdateLocation, SMS
delivery, authentication [] Swagger Ul - Interactive APl documentation and
testing [] Prometheus Metrics - Monitoring and observability [] Hardcoded
Timeouts - 10-second timeout for all MAP requests [] HTTP Server - Runs on
port 8080 (configurable via start http server)

For Web Ul access, see the

For configuration details, see the



Technical Reference
(Appendix)

Technical reference for SS7 protocols and OmniSS7 implementation.

SS7 Protocol Stack

MAFP ——»  TCAP ——»  SCCP —— M3uA | —»  SCTP — IF

MAP Operation Codes

Operation Opcode Purpose
updatelLocation 2 Register subscriber location
cancellLocation 3 Deregister from VLR
provideRoamingNumber 4 Request MSRN
sendRoutingInfo 22 Query call routing
mt-forwardSM 44 Deliver SMS to subscriber
sendRoutingInfoForSM 45 Query SMS routing
mo-forwardSM 46 Forward SMS from subscriber

sendAuthenticationlnfo 56 Request auth vectors



TCAP Message Types

e BEGIN - Start transaction
e CONTINUE - Mid-transaction
e END - Final response

e ABORT - Cancel transaction

SCCP Addressing

Global Title Formats

e E.164 - International phone number (e.q., 447712345678)
e E.212 - IMSI format (e.g., 234509876543210)
e E.214 - Point code format

Subsystem Numbers (SSN)

e SSN 6: HLR

e SSN 7: VLR

e SSN 8: MSC/SMSC
e SSN 9: GMLC

e SSN 10: SGSN

SMS TPDU

Message Types

¢ SMS-DELIVER (MT) - Network to mobile
¢ SMS-SUBMIT (MO) - Mobile to network



¢ SMS-STATUS-REPORT - Delivery status
¢ SMS-COMMAND - Remote command
Character Encodings

e GSM7 - 7-bit GSM alphabet (160 chars per SMS)
e UCS2 - 16-bit Unicode (70 chars per SMS)
e 8-bit - Binary data (140 bytes per SMS)

M3UA States

e DOWN - No SCTP connection

e CONNECTING - SCTP connecting

e ASPUP_SENT - Waiting for ASPUP ACK
e INACTIVE - ASP up but not active

e ASPAC _SENT - Waiting for ASPAC ACK
e ACTIVE - Ready for traffic

Common SS7 Point Codes
Point codes are typically 14-bit (ITU) or 24-bit (ANSI) values.

Example Format (ITU):

e Network: 3 bits
e Cluster: 8 bits
¢ Member: 3 bits

SCCP Error Codes

¢ 0 - No translation for address



1 - No translation for specific address
2 - Subsystem congestion

3 - Subsystem failure

4 - Unequipped user

5 - MTP failure

6 - Network congestion

7 - Unqualified

8 - Error in message transport

MAP Error Codes

Code Error Description

1 unknownSubscriber Subscriber not in HLR

27 absentSubscriber Subscriber not reachable
34 systemFailure Network failure

35 dataMissing Required data not available
36 unexpectedDataValue Invalid parameter value

Related Documentation
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CAMEL Gateway
Configuration Guide

Overview

The CAMEL Gateway (CAMELGW) mode transforms OmniSS7 into an
Intelligent Network (IN) platform that provides real-time call control and
charging services using the CAMEL Application Part (CAP) protocol.

What is CAMEL?

CAMEL (Customized Applications for Mobile network Enhanced Logic) is a set
of standards designed to work on either a GSM core network or UMTS network.
It allows operators to provide services that require real-time control of calls,
such as:

* Prepaid calling - Real-time balance checking and charging



Premium rate services - Special billing for value-added services
Call routing control - Dynamic destination routing based on time/location
Virtual private networks - Corporate numbering plans

Call screening - Allow/block calls based on criteria

CAP Protocol Versions

OmniSS7 CAMELGW supports multiple CAP versions:

Version Phase

CAP vl CAMEL Phase 1

CAP v2  CAMEL Phase 2

CAP v3 CAMEL Phase 3

CAP v4 CAMEL Phase 4

Features

Basic call control, limited operations

Enhanced operations, SMS support

GPRS support, additional operations

Advanced features, multimedia support

Default: CAP v2 (most widely deployed)



Architecture
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Call Flow Example

MSC/VLR (gsmSSF) CAMELGW (gsmSCF) OCs
Call Setup - InitialDP
InitialDP(IMSI, A-num, B-num, ServiceKey)
InitiateSession
MaxUsage: 30s
RequestReportBCSMEvent + Continue
Call Answer
EventReportBCSM(oAnswer)

UpdateSession(Usage: 0s)

MaxUsage: 30s
Continue
Call in Progress (30s later)

UpdateSession(Usage: 30s)

MaxUsage: 30s
Call Termination
EventReportBCSM(oDisconnect)
TerminateSession(Usage: 125s)
CDR Generated, Cost: $2.50
ReleaseCall
MSC/VLR (gsmSSF) CAMELGW (gsmSCF) OCs

Configuration

Prerequisites

e OmniSS7 installed and running
e M3UA connectivity to MSC/GMSC (gsmSSF)



¢ Online Charging System (OCS) with API endpoint (optional, for real-time
charging)

Enable CAMEL Gateway Mode

Edit config/runtime.exs and configure the CAMEL Gateway section:



config :omniss7,
# Mode flags - Enable CAP/CAMEL features
cap client enabled: true,
camelgw mode enabled: true,

# Disable other modes
map_client enabled: false,
hlr mode enabled: false,
smsc_mode enabled: false,

# CAP/CAMEL Version Configuration

# Determines which CAP version to use for outgoing requests and
dialogue

# Options: :v1l, :v2, :v3, :v4

cap version: :v2,

# 0CS Integration (for real-time charging)

ocs _enabled: true,

ocs url: "http://your-ocs-server/api/charging",

ocs timeout: 5000, # milliseconds

ocs auth token: "your-api-token" # Optional, if OCS requires
authentication

# M3UA Connection Configuration for CAMEL
# Connect as ASP (Application Server Process) for CAP operations
cap_client m3ua: %{

mode: "ASP",

callback: {CapClient, :handle payload, [1},

process name: :camelgw client asp,

# Local endpoint (CAMELGW system)
local ip: {10, 179, 4, 13},
local port: 2905,

# Remote endpoint (MSC/GMSC - gsmSSF)
remote ip: {10, 179, 4, 10},
remote port: 2905,

# M3UA Parameters
routing context: 1,
network appearance: 0,



asp_identifier: 13

}

Configure Web Ul Pages

The Web Ul includes specialized pages for CAMEL operations:

config :control panel,
use additional pages: [
{SS7 .Web.EventsLive, "/events", "SS7 Events"},
{SS7 .Web.TestClientLive, "/client", "SS7 Client"},
{SS7.Web.M3UAStatusLive, "/m3ua", "M3UA"},
{SS7.Web.CAMELSessionsLive, "/camel sessions", "CAP
Sessions"},
{SS7.Web.CAMELRequestLive, "/camel request", "CAP Requests"}
1,
page order: ["/events", "/client", "/m3ua", "/camel sessions",
"/camel request", "/application", "/configuration"]



CAP Operations Supported

Incoming Operations (from gsmSSF -» gsmSCF)

Operation

InitialDP

EventReportBCSM

ApplyChargingReport

AssistRequestinstructions

Opcode

71

16

Description

Initial
Detection
Point - call
setup
notification

Basic Call
State Model
event
(answer,
disconnect,
etc.)

Charging
report from
gsmSSF

Request for
assistance
from
gsmSRF

H.

handle initial d

handle event rep

handle apply cha

handle assist re



Outgoing Operations (from gsmSCF -» gsmSSF)

Operation

Connect

Continue

ReleaseCall

RequestReportBCSMEvent

ApplyCharging

Opcode

20

31

22

23

35

Web Ul Features

CAMEL Sessions Page

URL: http://localhost/camel sessions

Description

Connect call to
destination
number

Continue call
processing
without
modification

Release/terminate
the call

Request
notification of call
events

Apply charging to
the call

Real-time monitoring of active CAMEL call sessions:

Features:

e Live session list - Auto-refreshes every 2 seconds
e Session details - OTID, Call ID, State, Duration

CapRequestG

CapRequestG

CapRequestG

CapRequestG

CapRequestG



e CAP Version - Displays protocol version (CAP v1/v2/v3/v4) detected from
InitialDP

e Call information - IMSI, A-number, B-number, Service Key
e State tracking - Initiated, Answered, Terminated

¢ Duration timer - Real-time call duration display
Table Columns:

e Call ID, State, Version, IMSI, Calling Number, Called Number, Service Key,
Duration, Start Time, OTID

Session States:

e [] Initiated - InitialDP received, waiting for answer
e [] Answered - Call answered, charging in progress

e [] Terminated - Call ended, CDR generated

CAP Version Detection: The system automatically detects the CAP protocol
version from the InitialDP dialogue portion and displays it in the Version
column. This helps identify which CAP version each MSC is using.

CAMEL Request Builder

URL: http://localhost/camel request

Interactive tool for building and sending CAP requests:
Features:

* Request type selector - InitialDP, Connect, ReleaseCall, etc.
e Dynamic form fields - Adapts to selected request type

e SCCP/M3UA options - Advanced addressing configuration

* Request history - Last 20 requests with status

e Session tracking - Maintains OTID for follow-up requests

* Real-time feedback - Success/error messages

Request Types:



1. InitialDP - Start new call session

o Service Key (integer)
o Calling Number (A-party)
o Called Number (B-party)

2. Connect - Route call to destination
o Destination Number
3. ReleaseCall - Terminate call
o Cause Code (16=Normal, 17=Busy, 31=Unspecified)
4. RequestReportBCSMEvent - Request event notifications
o Events: oAnswer, oDisconnect, tAnswer, tDisconnect
5. Continue - Continue call without modification

o No parameters required

6. ApplyCharging - Apply call duration limits

o Duration (seconds, 1-864000)
o Release on Timeout (boolean)

o See for detailed usage

Advanced SCCP Options:

e Called Party Global Title

e Calling Party Global Title

e Called SSN (default: 146 = gsmSSF)
e Calling SSN (default: 146)

M3UA Options:

e OPC (Originating Point Code, default: 5013)
e DPC (Destination Point Code, default: 5011)



Integration with OCS

Call Lifecycle with Charging

1. Call Initiation (InitialDP)

When MSC sends InitialDP, CAMELGW:

1. Detects CAP version - Examines dialogue portion to identify CAP
vl/v2/v3/v4

. Decodes CAP message - Extracts IMSI, calling/called numbers
. Calls OCS - InitiateSession API
. Receives authorization - MaxUsage (e.g., 30 seconds)

. Stores session - In SessionStore (ETS table) with CAP version

o U1 A~ W N

. Responds to MSC - RequestReportBCSMEvent + Continue (using same
CAP version)

Example:



# Decoded InitialDP data

{

imsi: "310150123456789",
calling party number: "14155551234",
called party number: "14155556789",
service key: 1,

msc_address: "19216800123",

cap version: :v2 # Detected from dialogue

o°

# 0CS response
10k, %{max usage: 30}} # 30 seconds authorized

-

HH

SessionStore entry

o°
-~

call id: "CAMEL-4B000173",

initial dp data: %{...},

cap version: :v2, # Stored for response generation
start time: 1730246400,

state: :initiated

2. Call Answer (EventReportBCSM - oAnswer)

When call is answered:

1. Receives oAnswer event - From MSC

2. Updates OCS - UpdateSession with usage=0

3. Starts debit loop - OCS begins charging

4. Updates session state - :answered in SessionStore

5. Continues call - Sends Continue to MSC

3. Periodic Updates (Optional)

For long calls, request additional credit:

# Every 30 seconds
0CS.Client.update session(call id, %{}, current usage)



If MaxUsage returns 0, subscriber has no credit -» Send ReleaseCall

4. Call Termination (EventReportBCSM - oDisconnect)

When call ends:

o U b~ W N

. Receives oDisconnect event - From MSC

. Calculates total duration - From session start time
. Terminates OCS session - TerminateSession API

. CDR generated - By OCS with final cost

. Cleans up session - Removes from SessionStore

. Sends ReleaseCall - Confirms termination to MSC

CDR Analysis

CDRs are generated by your OCS and typically include:

CDR Fields from CAMEL:

Account - IMSI or calling number

Destination - Called party number

OriginID - Unique call identifier (CAMEL-OTID)
Usage - Total call duration (seconds)

Cost - Calculated cost

IMSI - Subscriber IMSI

CallingPartyNumber - A-party
CalledPartyNumber - B-party

MSCAddress - Serving MSC point code
ServiceKey - CAMEL service key



Testing

Manual Testing with Request Builder

1. Navigate to Request Builder:
http://localhost/camel request

2. Send InitialDP:

o Select "InitialDP" from dropdown
o Service Key: 100

o Calling Number: 14155551234

o Called Number: 14155556789

o Click "Send InitialDP Request"

o Note the OTID generated

3. Monitor Session:

o Open new tab: http://localhost/camel sessions

o See active session with state "Initiated"

4. Simulate Call Answer:

o Return to Request Builder
Select "EventReportBCSM"

(o]

(o]

Event Type: oAnswer
Click "Send EventReportBCSM Request"

[e]

o Session state changes to "Answered"

5. End Call:

o Select "ReleaseCall"
o Cause Code: 16 (Normal)
o Click "Send ReleaseCall Request"

o Session state changes to "Terminated"



Testing with Real MSC

Configure MSC CAMEL Service

On your MSC/VLR, configure CAMEL service:

# Example Huawei MSC configuration
ADD CAMELSERVICE:
SERVICEID=1,
SERVICEKEY=100,
GSMSCFADDR="55512341234", # CAMELGW Global Title
DEFAULTCALLHANDLING=CONTINUE;

ADD CAMELSUBSCRIBER:
IMSI="310150123456789",
SERVICEID=1,
TRIGGERTYPE=TERMCALL;

Monitor Logs

Watch CAMELGW logs for incoming CAP messages:

# View logs in real-time
tail -f /var/log/omniss7/omniss7.log

# Filter for CAP events
grep "CAP:" /var/log/omniss7/omniss7.1log

# View event log (JSON formatted)

curl http://localhost/api/events | jg '.[] | select(.map event |
startswith("CAP:"))"

Load Testing

Use the Request Builder in a loop for load testing:



# Send 100 InitialDP requests
for i in {1..100}; do
curl -X POST http://localhost/api/camel/initial dp \
-H "Content-Type: application/json" \
-d '{
"service key": 100,
“calling number": "1415555"'$i'",
"called number": "14155556789"
}
sleep 0.1
done

Monitoring & Operations

Prometheus Metrics

CAMELGW exposes metrics at http://localhost:8080/metrics:

CAP-specific metrics:

e cap _requests total{operation} - Total CAP requests by operation type
(e.q., initialDP, requestReportBCSMEvent)

Additional MAP/API metrics:

* map requests total{operation} - Total MAP requests by operation type
* map request duration milliseconds{operation} - Request duration

histogram
* map pending requests - Number of pending MAP transactions

M3UA STP metrics (if STP mode enabled):

e m3ua_stp messages received total{peer name,point code} - Messages
received from peers
* m3ua stp messages sent total{peer name,point code} - Messages sent

to peers



* m3ua stp routing failures total{reason} - Routing failures by reason

Example queries:

# CAP requests
curl http://localhost:8080/metrics | grep cap requests total

# Total InitialDP received
curl http://localhost:8080/metrics | grep
‘cap_requests total{operation="initialDP"}'

# MAP pending requests
curl http://localhost:8080/metrics | grep map pending requests

Health Checks

# Check M3UA connectivity
curl http://localhost/api/m3ua-status

# Check 0CS connectivity
curl http://localhost/api/ocs-status

# Check active sessions
curl http://localhost/api/camel/sessions/count

Logging Configuration

Adjust log level in config/runtime.exs:

config :logger,
level: :info # Options: :debug, :info, :warning, :error

# Enable CAP debug logging
config :logger, :console,
metadata: [:cap operation, :otid, :call id]



Troubleshooting

Issue: No CAP messages received

Symptoms: Request Builder works, but MSC doesn't send InitialDP
Check:

1. M3UA link status: curl http://localhost/api/m3ua-status

2. MSC CAMEL service configuration (Service Key, gsmSCF address)
3. SCCP routing (Global Title must route to CAMELGW)

4. Firewall rules (allow SCTP port 2905)

Solution:

# Verify M3UA connectivity
tcpdump -i eth0® sctp

# Check if MSC can reach CAMELGW
ss -tuln | grep 2905

Issue: OCS errors
Symptoms: INSUFFICIENT CREDIT or timeout errors

Check:

1. OCS is reachable: curl http://your-ocs-server/api/health
2. Account has balance in OCS

3. Rating plan configured in OCS

4. Network connectivity to OCS

5. Authentication token is valid (if required)

Solution:

e Verify OCS URL configuration in runtime.exs

e Check OCS logs for errors



e Test OCS APl manually with curl
e Verify firewall rules allow connectivity
Issue: Session not found
Symptoms: EventReportBCSM fails with "Session not found"
Cause: OTID mismatch or session expired
Solution:

1. Verify OTID in logs
2. Check session timeout (default: no expiration)
3. Ensure DTID matches OTID in Continue/End messages

# Check active sessions
iex> CAMELGW.SessionStore.list sessions()

Issue: Decode errors

Symptoms: Failed to decode InitialDP in logs

Cause: CAP version mismatch or malformed message

Solution:

1. Check CAP version configuration matches MSC
2. Verify ASN.1 encoding is correct
3. Capture PCAP and analyze with Wireshark

# Capture CAP messages
tcpdump -1 eth® -w cap trace.pcap sctp port 2905

# Analyze with Wireshark (filter: m3ua)
wireshark cap trace.pcap



Advanced Configuration

Multiple CAP Versions

Support different CAP versions per service key:

config :omniss7,
cap _version map: %{
100 => :v2, # Service Key 100 uses CAP v2
200 => :v3, # Service Key 200 uses CAP v3
300 => :v4  # Service Key 300 uses CAP v4

}I

cap version: :v2 # Default

Summary

The CAMEL Gateway mode enables OmniSS7 to function as a complete
Intelligent Network platform with:

0 Full CAP protocol support (v1/v2/v3/v4) [] Real-time charging via OCS
integration [] Call control operations (Connect, Release, Continue) [] Session
management with ETS storage [] Interactive testing via Web Ul Request
Builder [J Live monitoring of active call sessions [] CDR generation for billing
and analytics [] Production-ready performance and reliability

For additional information:

Product: OmniSS7 CAMEL Gateway Documentation Version: 1.0 Last
Updated: 2025-10-26



CAMEL Request Builder
- Implementation
Summary

Overview

A new LiveView component has been created to build and send CAMEL/CAP
requests for testing purposes. This provides an interactive Ul for creating
InitialDP and other CAMEL operations.



New Components

1. CAMEL Request Builder LiveView

Features:

e Interactive form-based Ul for building CAMEL requests

e Support for multiple request types:

o

o

(e}

InitialDP - Initial Detection Point (call setup notification)
Connect - Connect call to destination

ReleaseCall - Release/terminate call
RequestReportBCSMEvent - Request event notifications
Continue - Continue call processing

ApplyCharging - Apply charging/duration limits to calls

Key Capabilities:

e Request type selection dropdown

o

o

o

Route:

Dynamic form fields based on selected request type
Advanced SCCP/M3UA options (collapsible section)

Called/Calling Party Global Titles
SSN (Subsystem Number) configuration
OPC/DPC (Point Code) settings

Real-time request history (last 20 requests)
Session tracking via OTID
Success/error feedback

Request size tracking

/camel request

2. Enhanced EventLog with CAMEL Support

New Functions:

* paklog camel/2 - Dedicated CAMEL/CAP message logging



* lookup cap opcode name/1 - CAP operation code lookup

e find cap opcode/1 - Extract CAP opcode from JSON

e extract cap tids/1 - Extract OTID/DTID from CAP messages
e format cap to json/1 - Convert CAP PDUs to JSON format

CAP Operation Codes Supported:

© => "initialDP"
5 => "connect"
6 => "releaseCall"
7 => "requestReportBCSMEvent"
8 => "eventReportBCSM"
10 => "continue"
13 => "furnishChargingInformation"
35 => "applyCharging"
(47 total operations)

Features:

e JSON logging of all CAMEL requests/responses

e Automatic TCAP action detection (Begin/Continue/End/Abort)
e SCCP addressing extraction

e Error handling for malformed messages

e Background task processing (non-blocking)

e Event prefixed with "CAP:" for easy filtering

3. Updated CapClient

Changes:

Added paklog camel/2 calls for incoming and outgoing messages

Dual logging: Both MAP (paklog) and CAP (paklog camel) for compatibility

Outgoing messages logged in sccp_m3ua_maker/2

Incoming messages logged in handle payload/1



Configuration

The new LiveView pages have been added to the runtime configuration:

# File: config/runtime.exs

config :control panel,
use additional pages: [
{SS7.Web.EventsLive, "/events", "SS7 Events"},
{SS7.Web.TestClientLive, "/client", "SS7 Client"},
{SS7.Web.M3UAStatusLive, "/m3ua", "M3UA"},
{SS7.Web.HlrLinksLive, "/hlr links", "HLR Links"},
{SS7.Web.CAMELSessionsLive, "/camel sessions", "CAMEL
Sessions"},
{SS7.Web.CAMELRequestLive, "/camel request", "CAMEL Request
Builder"}
I

page order: ["/events", "/client", "/m3ua", "/hlr_links",
"/camel sessions", "/camel request",
"/application", "/configuration"]
Usage

Accessing the Request Builder

1. Navigate to: https://your-server:8087/camel request

2. Select request type from dropdown

3. Fill in required parameters

4. Optionally expand "Advanced SCCP/M3UA Options" for fine-tuning
5. Click "Send [RequestType] Request”

Request Flow

InitialDP (New Call)

1. Set Service Key (e.g., 100)



2. Set Calling Number (A-Party)
3. Set Called Number (B-Party)
4. Send request —» Generates new OTID

5. OTID stored in session for follow-up requests

Follow-up Requests (Connect, ReleaseCall, etc.)

1. Must have active OTID from InitialDP
2. Request automatically uses stored OTID

3. Warning shown if no active OTID

Request Parameters
InitialDP:

e Service Key (integer)
e Calling Number (ISDN format)
e Called Number (ISDN format)

Connect:

e Destination Number (where to route call)
ReleaseCall:

e Cause Code (16 = Normal, 17 = Busy, 31 = Unspecified)
RequestReportBCSMEvent:

e BCSM Events (comma-separated: oAnswer, oDisconnect, etc.)
Continue:

e No parameters (uses active OTID)
ApplyCharging:

e Duration (seconds, 1-864000) - Maximum call duration before action



¢ Release on Timeout (boolean) - Whether to release call when duration
expires

Advanced Options

SCCP Addressing:

Called Party GT (Global Title)
Calling Party GT

Called SSN (default 146 = gsmSSF)
Calling SSN (default 146)

M3UA Point Codes:

e OPC (Originating Point Code, default 5013)
e DPC (Destination Point Code, default 5011)

JSON Logging

All CAMEL messages are now logged in JSON format in the event log with:

e Direction: incoming/outgoing

TCAP Action: Begin/Continue/End/Abort

CAP Operation: e.g., "CAP:initialDP", "CAP:connect"
SCCP Addressing: Called/Calling Party info

TIDs: OTID/DTID for correlation

Full Message: ]SON-encoded CAP PDU



Example Log Entry

{
"map_event": "CAP:initialDP",
"direction": "outgoing",
“tcap action": "Begin",
"otid": "A1B2C3D4",
"sccp _called": {
"SSN": 146,
"GlobalTitle": {
"Digits": "55512341234",
"NumberingPlan": "isdn_ tele",
"NatureOfAddress Indicator": "international"
¥
},
"event message": "{ ... full CAP PDU ... }"
}

Request History

The Ul displays the last 20 requests with:

Timestamp

Request type (with color-coded badge)
OTID (first 8 hex chars)

Status (sent/error)

Message size in bytes

Session Tracking

Current Session Info Panel:

e Displays active OTID
e Shows last request byte size

e Visible only when session is active



Testing Workflow
1. Start New Call:

o Send InitialDP -» Get OTID

o System creates session

2. Control Call:

o Send RequestReportBCSMEvent —» Request notifications
o Send ApplyCharging = Set call duration limit (e.g., 290 seconds)
o Send Connect - Route to destination

o OR Send ReleaseCall » Terminate

3. View Results:

o Check request history
o Monitor CAMEL Sessions page

o Review event logs with "CAP:" prefix

ApplyCharging - Call Duration
Control

Overview

The ApplyCharging operation allows you to set a maximum call duration and
optionally release the call when that duration expires. This is typically used for
prepaid charging scenarios or enforcing time limits on calls.

Use Cases

e Prepaid Charging: Limit call duration based on subscriber balance
e Time-Based Billing: Enforce periodic charging intervals

e Resource Management: Prevent calls from running indefinitely



¢ OCS Integration: Coordinate with Online Charging Systems for real-time
credit control

Parameters
Duration (maxCallPeriodDuration)

e Type: Integer (1-864000 seconds)

e Description: Maximum number of seconds the call can run before the
timer expires

e Examples:
o 60 =1 minute

o 290 = 4 minutes 50 seconds (common test value)
o 3600 =1 hour
o 86400 = 24 hours

Release on Timeout (releaselfDurationExceeded)

* Type: Boolean (true/false)

e Default: true

e Description: What happens when the duration expires:
o true: Automatically release/disconnect the call

o false: Send notification but keep call active (allows gsmSCF to take
action)

Message Structure
The ApplyCharging message is encoded as a TCAP Continue with:

e TCAP: Continue message (uses existing transaction)
e Opcode: 35 (applyCharging)
e Parameters: ApplyChargingArg containing:
o aChBillingChargingCharacteristics: Time-based charging info

» timeDurationCharging: Maximum duration and release flag

o partyToCharge: Which party is charged (default: sendingSidelD)



Example Usage
Scenario: Prepaid call with 5-minute limit

1. Send InitialDP to start call monitoring

Service Key: 100
Calling: 447700900123
Called: 447700900456
- OTID: A1B2C3D4

2. Send ApplyCharging to set 5-minute limit

Duration: 300 (seconds)
Release on Timeout: true
- Uses OTID: A1B2C3D4

3. Send Connect to complete the call

Destination: 447700900456
- Uses OTID: A1B2C3D4

4. After 5 minutes (300 seconds):

o Call automatically released by network

o gsmSCF receives disconnect notification

Best Practices
1. Always send ApplyCharging BEFORE Connect

o Ensures charging is active when call connects

o Prevents uncharged call segments

2. Use with RequestReportBCSMEvent

o Request oAnswer and oDisconnect events



o Allows tracking of actual call duration

o Enables re-application of charging if needed

3. Set reasonable durations

o Too short: Frequent charging operations, poor user experience
o Too long: Risk of revenue loss on prepaid calls

o Typical: 60-300 seconds for prepaid, longer for postpaid
4. Handle timeout gracefully

o If release=false, be prepared to handle timer expiry notifications

o Implement logic to extend duration or release call

Error Handling

Common issues:

* No active OTID: Must send InitialDP first

e Invalid duration: Must be 1-864000 seconds

e Network support: Some SSF implementations may not support
ApplyCharging

e Timer accuracy: Network timer resolution typically 1 second, but may

vary

Monitoring

Track ApplyCharging operations via:

Request History: Shows sent ApplyCharging requests

Event Log: Search for "CAP:applyCharging"
CAMEL Sessions: Monitor active sessions with charging applied

TCAP Trace: Debug encoding/decoding issues



Implementation Details

State Management

LiveView assigns track form state

OTID stored in socket assigns

Request history limited to 20 entries

Auto-refresh disabled (manual send only)

Request Generation

Uses existing CapRequestGenerator module
Builds proper TCAP/CAP structures

Encodes with :TCAPMessages codec

Wraps in SCCP via CapClient.sccp m3ua _maker/2

Sending Mechanism

e Sends via M3UA to :camelgw client asp
e Uses routing context 1
e Automatic SCCP/M3UA encapsulation

Error Handling

Form validation with user feedback

Graceful handling of missing OTID

Parse errors shown in Ul

Encoding failures logged

Future Enhancements

Potential additions:

1. Request templates/presets
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. Response correlation and display

. Call flow visualization

Session detail drill-down
Export request history

Load testing (bulk requests)

. PCAP export of generated messages

. CAP parameter validation

Integration Notes

Compatible with existing MAP logging ( paklog)
Shares event log database with MAP events
Uses same SCCP/M3UA infrastructure

Works with CAMELSessionsLive for monitoring

Integrates with existing M3UA routing

Files Modified

config/runtime.exs - UPDATED

Dependencies

Existing CapRequestGenerator
CapClient for M3UA sending
M3UA.Server for packet transmission
EventLog for message logging
Phoenix LiveView framework

Control Panel for Ul infrastructure



Common Features
Guide

This guide covers features common to all OmniSS7 operating modes.

Table of Contents

vk Wy

Web Ul Overview

The Web Ul is accessible via your configured web server address.



Main Navigation

Events - Real-time SS7 signaling events and message logs

Application - Application status and runtime information

Configuration - System configuration viewer
M3UA Status - M3UA peer connections (STP mode)
SMS Queue - Outgoing SMS messages (SMSc mode)

Accessing the Web Ul

1. Open your web browser
2. Navigate to configured hostname (e.g., http://localhost)

3. View system status dashboard

Swagger APl Documentation

Interactive APl documentation:



http://your-server/swagger

Web Ul Configuration

Configure in config/runtime.exs:

config :control panel,
# Page order in navigation menu
page order: ["/events", "/application", "/configuration"],

# Web server settings

web: %{

listen ip: "0.0.0.0", # IP to bind (0.0.0.0 for all
interfaces)

port: 80, # HTTP port (443 for HTTPS)
hostname: "localhost", # Server hostname for URL generation
enable tls: false, # Set true to enable HTTPS
tls cert: "cert.pem", # Path to TLS certificate file
tls key: "key.pem" # Path to TLS private key file

}

Configuration Parameters:



Parameter

page order

listen ip

port

hostname

enable tls

tls cert

tls key

Type

List

String

Integer

String

Boolean

String

String

Default

["/events",
"/application",
"/configuration"]

"0.0.0.0"

80

"localhost"

false

“cert.pem"

n key . pemll

Logger Configuration

Configure logging level in config/runtime.exs:

config :logger,
level: :debug # Options: :debug, :info,

Log Levels:

e :debug - Detailed debugging information

Description

Order of pages in
navigation menu

IP address to bind
web server

HTTP port (use 443
for HTTPS)

Server hostname
for URL generation

Enable HTTPS with
TLS

Path to TLS
certificate (when
TLS enabled)

Path to TLS private
key (when TLS
enabled)

:warning, :error



e :info - General informational messages
e :warning - Warning messages for potential issues

e :error - Error messages only

APl Documentation

APl Base URL

http://your-server/api

Response Codes

e 200 - Success
e 400 - Bad Request
e 504 - Gateway Timeout

OpenAPI Specification

http://your-server/swagger.json

Monitoring and Metrics

Prometheus Metrics Endpoint

http://your-server/metrics

Key Metrics Categories

M3UA/SCTP Metrics:



e SCTP association state changes
e M3UA ASP state transitions

¢ Protocol data units sent/received
M2PA Metrics:

¢ Link state transitions (DOWN — ALIGNMENT - PROVING - READY)
e Messages and bytes sent/received per link

e Link-specific errors (decode, encode, SCTP)
STP Metrics:

e Messages received/sent per peer
e Routing failures by reason

e Traffic distribution across peers
MAP Client Metrics:

e MAP requests by operation type
e Request duration histograms

e Pending transactions gauge
CAP Metrics:

e CAP requests by operation type
e CAMEL gateway operations

SMSc Metrics:

¢ Queue depth
e Delivery rates

e Failed messages

Grafana Integration

OmniSS7 metrics are compatible with Prometheus and Grafana.



Best Practices

Security Recommendations

1. Network Isolation

o Deploy in dedicated VLAN
o Firewall rules to restrict access

o Allow SCTP only from known addresses

2. Web Ul Security

o Enable TLS for production
o Use reverse proxy with authentication

o Restrict to management IPs

3. APl Security

o Implement rate limiting
o Use API keys or OAuth

o Log all requests for audit

Performance Tuning
1. TPS Limits

o Configure appropriate TPS
o Monitor system load
o Adjust SCTP buffers

2. Database Optimization

o Add indexes
o Archive old messages

o Monitor connection pool

3. M3UA Tuning



o Adjust SCTP heartbeat intervals
o Configure timeout values

o Use multiple links for redundancy

SCTP Multihoming for Network
Redundancy

What is SCTP Multihoming?

SCTP Multihoming is a built-in feature of the SCTP protocol that allows a
single M3UA connection to bind to multiple IP addresses on the same network
interface or across different network interfaces. This provides automatic
failover and redundancy at the transport layer.

Key Benefits:

e Automatic Failover: If one network path fails, SCTP automatically
switches to an alternate path without dropping the connection

e Zero Configuration Failover: No application-level logic needed - SCTP
handles path monitoring and failover

e Improved Reliability: Survive network failures, switch failures, or NIC
failures

e Load Balancing: SCTP can distribute traffic across multiple paths
(implementation-dependent)

How It Works

When you configure multiple IP addresses for an M3UA connection, SCTP:

1. Binds to all IPs: The socket binds to all configured IP addresses
simultaneously

2. Monitors paths: SCTP continuously sends heartbeat packets on all paths
to monitor their health



3. Detects failures: If heartbeats fail on the primary path, SCTP marks it as
unreachable

4. Automatic failover: Traffic immediately switches to a backup path without
application intervention

5. Path recovery: When the failed path recovers, SCTP detects it and marks
it available again

Configuration

SCTP multihoming is configured by providing a list of IP addresses instead of
a single IP tuple.

Single IP (Traditional)

# Single IP - no multihoming
local ip: {10, 179, 4, 10}

Multiple IPs (Multihoming Enabled)

# Multiple IPs - multihoming enabled
# First IP is primary, subsequent IPs are backup paths
local ip: [{1l0, 179, 4, 10}, {10, 179, 4, 11}]

Configuration Examples
Important Note for Server Role (Inbound Connections):

When configuring peers with role: :server (accepting inbound
connections from multihomed peers), you must specify remote ip as a
single tuple - the IP address the remote peer uses to initiate the SCTP
connection (SCTP INIT). Do NOT use a list.

Why? The STP matches incoming connections based on the source IP of
the SCTP INIT packet. SCTP will automatically discover the peer's other
multihomed IP addresses during the association handshake. The list format
for remote ip is only valid for role: :client (outbound connections).



Examples:

# v CORRECT - Server role with single remote ip

%$&#123;
role: :server,
remote ip: &#123;10, 0, 2, 100&#125;, # Single tuple
# ...

&#125;

# x WRONG - Server role with list will NOT match incoming
connections
%$&#123;

role: :server,

remote ip: [&#123;10, 0, 2, 100&#125;, &#123;10, 0, 2,
101&#125;], # List won't work

# ...
&#125;

Example 1: STP Peer with Multihoming (Client Role - Outbound)

# STP mode peer configuration (OUTBOUND connection)
config :omniss7,
m3ua peers: [
%{
peer id: 1,
name: "Partner STP Redundant”,
role: :client, # Outbound - we initiate the connection
# Multihoming: bind to two local IPs for redundancy
local ip: [{213, 57, 23, 200}, {213, 57, 23, 201}],
local port: O,
# Remote peer also supports multihoming - list is OK for
client role
remote ip: [{213, 57, 23, 100}, {213, 57, 23, 101}],
remote port: 2905,
routing context: 1,
point code: 100,
network indicator: :international

Example 2: MAP Client with Multihoming



# MAP client mode with multihoming
config :omniss7,
map _client enabled: true,
map_client m3ua: %{
mode: "ASP",
callback: {MapClient, :handle payload, []},
process name: :hlr client asp,
# Multihoming: two local IPs for failover
local ip: [{16, O, O, 100}, {10, O, O, 101}],
local port: 2905,
# Remote STP with multihoming support
remote ip: [{10, O, O, 1}, {10, 0, 0, 2}],
remote port: 2905,
routing context: 1

Example 3: STP Listener with Multihoming

# Standalone STP server with multihoming
config :omniss7,
sctp _handler: %{
enabled: true,
# Listen on multiple IPs for incoming connections
local ip: [{172, 16, O, 10}, {172, 16, O, 11}],
local port: 2905,
point code: 100

Example 4: Server Role - Accepting Inbound from Multihomed Peer



# Accepting inbound connection from a multihomed HLR
config :omniss7,
m3ua peers: [
%{
peer id: 1,
name: "HLR",
role: :server, # INBOUND - HLR connects to us
# Multihoming: our local IPs (list is OK)
local ip: [{10, ©0, 1, 10}, {10, O, 1, 11}],
local port: 2905,
# IMPORTANT: Single tuple only - the IP the HLR uses to
initiate SCTP INIT
# SCTP will auto-discover the HLR's other IPs during
handshake
remote ip: {10, 0, 2, 100}, # Primary IP only (NOT a list!)
remote port: O, # Accept from any source port
routing context: 1,
point code: 100,
network indicator: :international

Example 5: Mixed Configuration (Backward Compatible)



# Mix of single and multi-homed peers
config :omniss7,
m3ua peers: [
# Legacy peer - single IP
%{
peer id: 1,
name: "Legacy STP",
role: :client,
local ip: {10, 0, 0, 1}, # Single IP tuple
local port: 0,
remote ip: {10, 0, 0, 10},
remote port: 2905,
routing context: 1,
point code: 100
},
# New peer - multihoming
{
peer id: 2,
name: "Redundant STP",
role: :client,
local ip: [{10, ©0, O, 2}, {10, 0, O, 3}], # IP list
local port: 0O,
remote ip: [{10, O, O, 20}, {10, O, O, 21}],
remote port: 2905,
routing context: 2,
point code: 200

o

Network Topology Scenarios

Scenario 1: Dual NICs (Common Deployment)



OmniSS7 Server

eth0: 10.0.0.100 —
ethl: 10.0.0.101 —]

| |
I A [ A
| Switch A | | Switch B |

I_i_ll_i_l

|
|
A 4
Remote STP

10.1.0.1
10.1.0.2

Configuration:

local ip: [{10, 0, O, 100}, {10, O, O, 101}] # Both NICs
remote ip: [{10, 1, O, 1}, {10, 1, O, 2}] # Remote peer

Benefits:

e Survives failure of one NIC
e Survives failure of one switch

e Automatic failover in <1 second

Scenario 2: Multiple Subnets



OmniSS7 Server

eth0: 192.168.1.10 —

ethl: 192.168.2.10 —]
]

192.168.1.0/24

192.168.2.0/24

I A I A—

| sTP A | | STP B |

| .1.100 | | .2.100 |

L 1 L 1
Configuration:

local ip: [{192, 168, 1, 10}, {192, 168, 2, 10}]
remote ip: [{192, 168, 1, 100}, {192, 168, 2, 100}]

Benefits:

e Survives subnet failure
e Geographic redundancy possible

¢ Independent routing paths

Monitoring and Logging

When multihoming is enabled, you'll see log messages indicating the
configuration:

Successful Multihoming

[info] SCTP client multihoming: bound 2 local IPs
[info] STP listener multihoming enabled: 2 local IPs bound



Path Failover Events

[warning] [MULTIHOMING] Path 10.0.0.100 is UNREACHABLE for peer

Partner STP (assoc_id=1)
[info] [MULTIHOMING] Path 10.0.0.101 is now PRIMARY for peer

Partner STP (assoc id=1)
[info] [MULTIHOMING] Path 10.0.0.100 is now AVAILABLE for peer

Partner STP (assoc_id=1)

Web Ul Display

The Web Ul automatically displays multihoming information:

M3UA Status Page:

e Single IP: Shows as 10.0.0.100
e Multiple IPs: Shows as 10.0.0.100 (+1) or 10.