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OR destination number

axioj 639U Hoso wlollSoll pMinwl:

SELECT * FROM cdr

welieVl alo

8990 &ais
J.)JAA"

J aLoYl &gl
SIP

agzs SIP

aaul> L’LﬁJl
SIP

WHERE start stamp BETWEEN '2025-11-01 00:00:00' AND '2025-11-30

23:59:59'

AND (caller_id number = '+33612345678' OR destination number =

'+33612345678")

ORDER BY start stamp DESC;

ol urai CSV ogilall slasy:



.mode csv

.output /tmp/interception report.csv

SELECT caller_id number, destination number, start stamp,
end stamp, duration, hangup cause

FROM cdr

WHERE caller id number = '+33612345678'

ORDER BY start stamp DESC;

.output stdout

B.3 . Lblai>YI CDR

(83>lg diw | Ggs 90 B5ls) cpuoSill L5 @ iol isYl Lolai>Yl
920 tslaldl uglaill

o cugll dgzly e tseadl uaaill /cdr ol API

e lly 8226 it SQLite, (J] yauaill aLls CSV/JSON

ool C: ;u9Ss aliol SIPREC

SIPREC (aud=l 30 Jumans JsSg59.0) 5o OMNITAS wladSall wlli] go JS Jlu,l oo
gl Lol W am )l lud=dl Juxaws eolgs I aslwslls.

C.1 Js.» SIPREC

C.2 Jiswuwi a9 SIPREC

——

iy SV

gl wls pslall:

* Juaindl il 03, (caller_id_number)
* a Jaioll wilgll 09, (destination_number)
e ayllao SIP URI



andl Lle pslall:

o (W].112.911) &5, Uall ol Sall groz
® Bl Ro ol.@.?g u-o/qu <o) Sl
* duioj 838U e il Jumanid|
9zl

o alxl ¢ gdgo (Ul e P-Access-Network-Info)
e gglic wlslas IP

C.3 awl> s9ixe SIPREC
aml> Jw i SIPREC J| SRS:
oLyl wlila:

* uw9dy SIP albls (From. To. P-Asserted-ldentity)
e Call-ID awd=] > [ ol.é)xog

o (gl abYl eall) asosll glskll
o Jusiwoll/ baioll wlogleo

Losbwgll wlasai:

$93 RTP (Jaiodl wgw) 1 3J,)Linol)
$9%5 RTP (Jusimoll wgo) 2 I, Linol)
Juo il wlogleo

wloaz; DTMF

C.4 yoslall 5lai] po JolSull
daad=ll Lz pols 469s:

o ag>lg X1: ([olo¥l 5,D5]) al) aaysg
o ag>lg X2: ol dilsio wloglzo (IRI) - gl wladSall wlly
o ag>lg X3: JlaVl sgixe (CC) - ausall Lasbwsll

Joaz, OMNITAS auldl Sz JuasS (SRC) oo JS JLogus IRl g CC J] SRS o] leawkud
alizo wlgzls e vsilall slail.



salodl D: usiaidl ueSs Julo

D.1 whilgaudl sudgs

oolgw dalgs TLS:

# pldl glasdl g
openssl genrsa -out server.key 4096

# 6o lgid| gudgs db oulgs
openssl req -new -key server.key -out server.csr

# OLosW) UBSly a=dgo 80 Lei
openssl x509 -req -days 365 -in server.csr -signkey server.key -
out server.crt

# oo 60 leid| ole Jowndl gl Yl CA dos go

ol L] paxiws ¥ talasMe SIP LJl/from IMS TLS. JLasVl ei SIP uc TCP/UDP &

D.2 195 HTTPS wugll ag=lsl

TLS eolxd APl/wugll (config/runtime.exs):

config :api ex,
api: %{
enable tls: true,
tls cert path: "priv/cert/server.crt",
tls _key path: "priv/cert/server.key",
tls versions: [:"tlsvl.2", :"tlsvl.3"],
ciphers: [
"ECDHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES128-GCM-SHA256",
"TLS AES 256 GCM SHA384",
"TLS AES 128 GCM SHA256"

D.3 .S SIP



wlezly paxins SIP us Jadl TCP/UDP (e84 azl> Y asiuo jut TLS.

alo SIP J FreeSWITCH:

<!-- Glo paxiwy SIP TCP/UDP Liés -->
<profile name="external">
<settings>
<param name="sip-port" value="5060"/>
<param name="context" value="public"/>
</settings>
</profile>

D.4 .95 TLS J Diameter

ylas Diameter TLS:

# 2Soi TLS oY LlasyY Diameter
config :diameter ex,

peers: [
%{
host: "dra.example.com",
port: 3868,
transport: :tls,
tls opts: [

certfile: "priv/cert/diameter.crt",
keyfile: "priv/cert/diameter.key",
cacertfile: "priv/cert/ca.crt",
verify: :verify peer

D.5 Ll 6o0cld jaaiu

a5 SQLite go SQLCipher:



# config/runtime.exs
config :exqglite,
encryption: true,
encryption key: System.get env("DB_ENCRYPTION KEY")

Jsosll Laylgio sS5 35 «migila)l golie¥l ol ,£Y s bisl lll 626l adis talas> Mo
LS ULl 636l G| Jguos)l Ly (il juall.

D.6 9, 0ll aolS ylol HuoSi

# ol 18Vl Lgsall ololS aijms o oS
config :pbkdf2 elixir,

rounds: 65 532,

salt len: 16

ol iol JSui cpol - dlio] opoSil azl> V.

G>doll E: oxnoll
yulaollg arorlaiidl «lagll

e ANSSI: il udl oW apuiall dSell - wloglrall alai ¢y anilogll &Sl
o ETSI: wYLlai¥l yulro) (g 9Vl 2gnall

e 3GPP: aliiio)| Ylal 4yleo dalaio - cJWI Juzxl) ST uidl g9 piso

e IETF: i i)| juleo aiud - cuiis)| awain Joo acgozo

aSuis wLigSe IMS

e IMS: wloox) aloliv aSui iy - e Yl JoSgig p e sraxiadl lailwgll plas
82250l Laslus]l
¢ CSCF: o115 - wlaJSall wlul> 9 aSxill aadog SIP slgs (n9 IMS
o P-CSCF: Proxy-CSCF - J (J¢¥l JLas¥l alnai UE, J,So SIP
o 1-CSCF: Interrogating-CSCF - Jiuisoll aSui J] JozaJl alais
o S§-CSCF: Serving-CSCF - ool jua=ig amd=dl (9 oSl

e HSS: S uitall olle 8261 - L iall ouS nitell pols



TAS: aoxxdl slaio suiis - oYlai¥l lipbs pols

wLluYls <V9eSgig,ll

SIP: auulsll 53 JsSsisp (RFC 3261) - /assll wlalSall 5 LYl JsSsis
92248l

SDP: il oy JsSgi9 0 (RFC 4566) - laslwell auml> wlalso
RTP: i)l el Jai JoSgigm (RFC 3550) - laslwell wlasai Jai
RTCP: ¥ oSxil JsSgig RTP - J 8392l a8l 0 RTP
SRTP: RTP 0¥l (RFC 3711) - 6 suiuo lasbwg wlasy
Diameter: JsSgig n AAA 9 pasiimell IMS (awwlzall (jaygaill 1ad5Lasll)
o Sh: ag>lg Diameter S il wlil W Jgo gl
o RO: ig>®@ ¥ Diameter cu w)| jue il
SIPREC: auwd=ll 3 Jizws JgSgi9 4 (RFC 7866) - o ld Sl Jumuns JgS 959

wVlhasVl wlase

SBC: Luilwsl laile>g aSuidl olol - wluldzll s90x)l oS 834
MRF: (Lo 2o «Jismi) laslws)l axlles - laslwg)l 5)lgo dalsg
UE: le=l ol Jgomoll cailgdl - pozimall wlirzo

PSAP: s lola)l wloxs) Jal S e - doledl aoMudl e 5, alass
DRA: a>5 JiSg Diameter - Lilw, au>95 Diameter

wigslall yaluc VI

LI: Ylai) awgilall aslyall - Lugilall ol iVl
IRI: siladl 3Ly @ ladSall wlly - Jol,icYl dalsio wloslso

CC: alra)l baslwoll/igall seizall - Jlai¥l sgize

SRC: Jiac - amdzll Juzui Jsas SIPREC (95 OMNITAS)

SRS: 15 - awlzdl Lz o5 SIPREC Jyzuaid| ¢y i)

ag=lg X1: ag>lg LI (oleVl ,15]) ayloyl

ag=lg X2: ag>ly LI oyl IRI

ag=lg X3: agzly LI o CC

R226: 1lsall R226-3 gR226-7 wlize oS il (il wlgas)l Ogild o
ooluedl



ISl axllxo

e CDR: a)lSo JSI Lizumidly 6 508)l Jzuw - o lad 8ol Jpolas Jzuw

* B2BUA: ,aic - b J| Wb o poimall JiSg SIP polog JuosS Josy
e DTMF: Lol wl)li] - 4595 0 830810 wlso i

e MSISDN: Lailg)l o8, - Joomall (Joxdl I yiinall Jub> 08,

o IMSI: 3,9 J,iite W20 - Jsaxall Joall I iinall agn

E.164: (ailggll o5,V adondl pus il alns

ptiailly oloVI

o TLS: Jail il olol (RFC 5246, RFC 8446) - ol JsSsis

e PFS: Perfect Forward Secrecy - awl=xll zlies L')Loi Oosas e dnols
e SHA-512: ., 512 ¢l 5l aiel & dye )l

* AES: posioll el Hlso

e RSA: ol zliwodl juains auoj,lg> Rivest-Shamir-Adleman

e ECDSA: ailul wlinioll gidsi dro il

o PKl: Q@ llgidl 6)0) plas - dole)l pwlaol) auixs

e CA: i Jl whlgidl jxai - whblgid] ain

e CRL: whlgidl k] ansls

e OCSP: wu iyl e solgidl allb JgSgig

&9g0llg aSuill

* MAP: JsSoign - Jgexall cailgl $udai <2 557 Jsomall cailgll w ol

* HLR: (G028) oS piinall @890 wlly 82618 - (Jjiall gdgall Jum

o SS7: anpnall waslell 5 L] - 7 ab, 6 LYl ol

e NANP: aJloidl IS, ol o485 dlas

o edgall gt Joomall cailgdl aSuiv 82618 dlamo 9,20 tandsdl 9 pmo/adsdl zs

¢ SQLite: daioiao auasde wlly sacld

e SQLCipher: sl SQLite jueuidl o> go

e CSV: ol i - Jolga dgaas oud

* JSON: ULl Jsly Gais - caupySaw Bl ilS Gaani



¢ XML: ISid Ul ot - gasill abls juo s asl

Sadaill wligSo

APL: (xo,dll o)l - wlaulaill axo, @@ ag>ls

ULz cusll W] oaiiaall oSl a>o) - pasimall agzls
RBAC: < lg3Vl ol - ,oall wle aslall Jguooll (nd oSl
UUID: o ludxl g - cralle 2,9 5,20

1.0 tasugll ol

29-11-2025 g, Wl

Jousss b 1 aslas] o5 ANSSI R226
srm ~ sasbaitl] JlioY] taspigll i



[

Gubos polx) Jolis 0955 &2 0 iiaiall I35 39, TAS.
alall ol 55Ul

o [ emw sng dole 8 lai -
o [ aizinid| plgoll audl o -
e [Jowlwls - Prometheus asl,ollg

JolSil wlg=ls

* [ - oo oS iinall wlbly glo il HSS/g ) giumoll
* - Jol55 OCS otV 9 pSxillg
* [ - wbeMeiwl HLR wld Kol axzgi 8olelg Jlg=ill

PN |LON | ET Y | P9

o 0 Jlasl alas - XML L) So)l arz g5 slaios
o [ b aclgs - E.164
o B las old o)l ez ool - CLL &5, lskall

a9lioodl aosell wls wloaxll

o 0 oblbub] go wigall 2l doxs - SMS
« [ - XS Wl el ollas (usSs

e [ - LY 833850 @l yaibo



JUiaVlg ,LisYI

e [ SLisYl wlgsl -
e [ - dwui pall §oul) Jlao VI

oSl
| gudaill oo glix:

e _ JLa¥I SIP Trunks / SBCs a3l aSuid] I/ o o lalSall
» JLasYl DRA 4l HSS e Jgua=ll Sh

2 5, L] JLasYl DRA 41 OCS wui i)l e o=l Ro

o Jlai¥l das psSs

o eVl daz i/ Jlas¥l 25158 s> 9%

o wigsall xddl 1eSS

e OV Il

o wllusYl

e wlwlall (Prometheus)

I o Jelailly sabid] ol Kall @bl oy rolallSall (18 aSoxill @lasYl Guio i
J JLasYl 13 gos - casledl TAS bl «Lall o luiio £l iwly wolodSall azgi b oSl

o29Sill g990: config/runtime.exs

config :tas,
fs event socket: %{
host: "127.0.0.1",
port: 8021,
secret: "YourSecretPassword"



e host (wollio caludw): Olsic ol carmall puwl IP &Yl Gunio polx

o 127.0.0.1" : ol u¥l" (localhost)

o pazxiwl localhost Jio eoldl juai e Jozy wailedl J =0 oS |I5] TAS
o ‘o.).'zhu| P r.\.CJ_g.o“ ulxu_g.LU duy

o xsdl JlasM "10.8.82.60" :Jlo

e port (wsllas mumus 32£): ddio TCP &lasYl juuio wYlasy

[e]

8021 : ol 8Vl

8021 o oYl Lol Guwlall 3aioll

Ay ol aslgll Jo @@ 9 SlasYl unie 55 ge Gullais Ol
8021 :Jlo

(o]

(o]

[e]

o secret (wsllas caludw): &Yl Guuial a850asll jg 0 dolS

[e]

L Lol Gilgdl & ymo 8 @isSoll g 0ll dnlS go ol Ol iy
wYlail &85bas) paziwi ESL

diol lgs lnaizlg 98 axlouins g0 dalS paziwl tolel alasMe
Jls: "cd463RZ8qMk9AHMMDGT3V"

(o]

(o]

[e]

el &Y

o il cdsll (9 gz ois wlolSall (o8 pSill

o o dbuinll wllKl wlogleo glo il /calls oSxil a>g) (59
¢ Bzoy JLaiVl dos wliulas syais

o oVl wldSall s Wl asl o

o aclazll wladSall 8,05

JLaiVl Jgln:

09, TAS &Yl Guwios daily wYlail sbisl

JlasVl Liws aie Elali JLasYl sy

(lodal 9 oSmil) 85Lally (Sl Jbaiwl) 85,ls)l glogYl o JSI i
aglzall 85le] §laiog JLasVl wgo (proiai o

oVl ol Licl:



doleo) lgegi (o 825499 dgd )9 ro0 anlS E5H paxxiwl secret

o ooloxl) lnis moms asloxdl Iz 2clgd Ol o AT 83z wYlasl posiws wuS 13
J a8gigall TAS

o WYlail ploxiwl J,lic] 8 gio localhost S boais lass TAS ailedl J =0g
OBl pusi (59 paa=zlsio

o ol wlSuidl (e SVl Guuio ddio o Y

sUos VI 09 LiaSianl:

Jeio &zl puie 0ly Jass wailgdl Iz 0l po ix :JbasVl yas, e
o Ol o Giaw tadsbowndl Juus secret wailedl Jimo 1sSi go Gl

o aloxll Lz aslssy (Suidl JlaiVl po i talgall sUasl

o 0l o St ladlSall (59 LSl GSas Y TAS po $i2) tlrir Juasl 26
(Ml

oSl a>gl (Hu9Ss

el 8,05ls a8l al Cusll (e aails agzly pSxill a>g) 4945 TAS. Lo,e ls Josin
M (S iinall CDR. ¢l3l alasiull o la) )l Diameter, plail (5559 wblgl.

o29Sill g990: config/runtime.exs

config :control panel,
page order: ["/application", "/configuration"]

config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", path: "/"],
https: [
port: 443,
keyfile: "priv/cert/server.key",
certfile: "priv/cert/server.crt"

wbhall cui i Huess



* page_order (Juwull o aaild): 9 usSil wlriw oo iy W9 pSxu
oSzl a>gl
o lewiyg Jaidl 9 el (il wixaall oy
o Jlo: ["/application", "/configuration"]

o o8l ozl cwii wlraall jglai iainzi ey o) 13 f ol 8V
ol e aslgill alasi (oS
o url (aay,5): usSi URL oSl a>5) agzls) plall

o host: xJei) cavaoll pwl URLS (Jio: "tas.example.com" sl
0.0.0.0"")

o path: ("/" :uuoludYl) oSail d> o) wl)luo proz) Guwlwdl | Luwll
o gl poziwy URLS laslg Jlg axzgill 8ole| (9 asllaoll

o port (mue >xc): Mio pd, HTTPS (443 ga uwlall)

o keyfile (alwlw): ol glisodl calo jlwwo TLS (§umis, PEM)
o certfile (alulw): 85lgud] calo ,lws TLS ( §umuis PEM)

o Gudas alauwlgs 8sl,all abls ualoll M 0sS5 O] wazy TAS

wlhlgadl 6,0]:
oleis o=l a>g) wllai TLS jue Jowogll ax)lo HTTPS:

1. Glisl/ usks) Gils andgo wlslgais:

openssl req -x509 -newkey rsa:4096 -keyout
priv/cert/server.key \
-out priv/cert/server.crt -days 365 -nodes

2. sVl whlga:

[e]

dbgigo whlgw ad o whilgidl poxiwl (CA)

Ueilid] asaxll g0nd0: Let's Encrypt ((ulxo). CA a,lxil
giuaioll (9 asil o alolS dwdw Joxiv wlslgudl ol O st

duw lad| wlalall Ql.ig)i go diol dolill puilaall laai>l (chmod 600)

(o]

(o]

[e]



Jososll (n9 pSill:
iwbss S il W] Joosll aSouill a55) 4995

o edlgall il Sl mLb Jammid]l Jpolas S yinisall wloglo

o wlily go alolSIl wla)Sa)l w¥zw e ladiSall Juoles Mo MSISDN
o oLl i plaidl (g Diameter, azgill (e llgll

o iyl ludal) Gadsdl csgdl 9 asl o alowunid]l wladlSoll

le: wwegall LV ulas:

o ol )b s cals uiw VPN gyl ol

o whlgw paxiwl TLS o g8 CA abgiga

o aSuidl sgime Wl Jgog lalgio 2sis (sliaw dasls IP)

o Lol e caisdl o5 15] aslio] adsbas wlide aslo] J)licl (8 rio
o plasl Jsos)l oMauw a2zl 0

o pxziwl HTTPS ¢ paii Y - laas HTTP sslal

asslidl Juinidl LoLal:

1. lags dslal Jguosll:
url: [host: "10.8.82.60", path: "/"] # Las ailsl> aSui
2. 9laidl go szl Jgmosll:

url: [host: "tas.operator.com", path: "/"]
https: [port: 443, ...]

url: [host: "tas.internal", path: "/panel"] #
Nginx/Apache lsx» o J| a>oy

slos VI o linSiuwl:



o Wl bl Ol o Gixi teslguall sUasl keyfile o certfile oly amumo
scl,all alls o laloll

o ol 443 sainll paziws s, 025 cilS 5] Lo Gax 1 xally pasiae 2ol
25| ssio | o ki 08

o o dloxdl Hlaz 3£led Ol o Bin I patiaall agzly Wl Jomogll (HSos V
déio ] Jguoslb HTTPS (55l

o ansboo Juind SSL: i logily olislay ¢liselly 8slgid! Ol oo 35T PEM

295 API

oy, TAS wlaulas dRo a.g.?|_9 REST 6J|.)!_9 :,oU'a.i“ u’:.be_g uJ! uouo).n.” J3.-o_9.U
&by wlinlaill axo u dagzly pex . adirinid] wlldly (S uinell OpenAPI/Swagger

o29Sill g990: config/runtime.exs

config :api ex,
api: %{

port: 8444,
listen ip: "0.0.0.0",
product name: "OmniTAS",
title: "API - OmniTAS",
hostname: "localhost",
enable tls: true,
tls cert path: "priv/cert/server.crt",
tls _key path: "priv/cert/server.key"

29S8l wlolso:
e port (wollos \mumo 12¢): daio TCP el API

o 8444 : uol,us)

° 5)7iuLop&oLpJLzuy |§.é.i.o).1.>|

o J cwlidll 2aiall HTTPS wlezly) anibiv avamaxoall 38lall oS 443 on
wlaulaill axo

o 9443 ,8443 ,8444 :Jls,



e listen_ip (wollas caluwdw): plgic IP pol5 1oy ) API

o "0.0.0.0": (ol Jgodll) Sl wlegzly groz e gloiwVl

o "127.0.0.1": (e lnas gloiwdl localhost (lass 1l Jgogll)

o IP("10.8.82.60" :Jio) dairo dagzles lou Jl 15020

o aollne wlanlaill dzo . dgzle cilS 5] "127.0.0.1" paziwl 1ol
EL>15 laas

product_name (aluwlw): wliulaill daxo p agzly bl miell b 20

> ilslly lisdaill s ag2ly Sllniwl 5 o330
o Jl: "OmniTAS" . "MyOperator-IMS"

title (abwdw): wlaulbil dxo y dagzly §5Ug) G s9 480 Olgic

o agzls wl, 9 gl OpenAPl/Swagger
o Jlo: "API - OmniTAS". "IMS Application Server API"

hostname (alwlw): §lgll 9 wliulaill daxo y agzly ol Cavas]l ol

o wlaolgo 9 paximy OpenAPl xdgi) URLS auz390i
o wliulaill azop agzly W] Mosdl Jgog @S go sl Ol
o aliol: "localhost" . "api.operator.com”, "10.8.82.60"

enable_tls ( ilaio): Julasi gl (puSai TLS/HTTPS wlinlaill dxo 5 dg>ls)

o true: yue wlinkdl ano agzls pais HTTPS (2l a wwose)
o false: yue wlinkadl anop agols pais HTTP skl Lisd Laas)
o L&l poaxiwl 1oVl true gyl wly o

tls_cert_path (aluwlw): 8slgi cals Hluo TLS ( iy PEM)

o xic wgllas enable tls: true
o Sadas alawlgs 85l sl alls e85 Ol cazy TAS

o Jlo: "priv/cert/server.crt"

tls_key path (abwlw): soIl glisodl calo jlwso TLS (gumin, PEM)

o ¢ wollas enable tls: true



o Gurdai dlawwles 8sl,all alls O @V Ol Lmy TAS
o wlile)l wligsl cazgar p>l 10leVI (chmod 600)

o Jlwo: "priv/cert/server.key"
wlénlaill axo s agzly wljue!
lapdaill a0 5 dgzly 4955 REST (] (szo il Jguosll:

o uguills oS iinell 8,00

o Wl Jolsi wMdzxw wleMeiwl (CDR)
v anall clogns pladl &l

e ulsl aJl> Diameter

. clilardls alsl all

o abiidl elaSall 8l

o oSl ,h]

&Ly OpenAPl/Swagger:
&b wlindaill dxo  agzly oiais OpenAPl (Swagger) axooo:

o ag>lg Wl Jgogll Swagger Ul aic:
https://hostname:port/api/swaggerui

* aawvlgo OpenAPI JSON xic: https://hostname:port/api/openapi
e giaioll o 8 ile Weladl wliulnill dxe jy agzly Lzl
o GlruwYl/adll wlblaxe go asslegldl blall alslS s

oLVl ol Lusl:

o anll Il wlllhic e £l wliylaill a0 agzly a85lao Mii tasslasll
00

¢ olinhdl azo ) dgzly Jsos anid alaxll Jlaz 22lss paziwl isSasiadl Jgse 5]l
e Traall Nasll ]

e TLS :Soi B o8 twgllas TLS gyl 9 (enable tls: true)

o Yl b wlinlaill dzo p wlgzls) a8sise whilgi paxiwl aslgaindl o ol

o wliplaill a0 wlezls) Jazall yam b Jlis] (9 gio tJanall agaz
serl) do ynoll

* oguinall blisll wliplaill azo s agzly Joos <Mrw 1) 190 sll M



plasiawVl Gle Jlo:

# ploziwl olighill dxe o dgrlg pMeiwl curl (abaill Jowswl
agleall aus Leidl)
curl -k https://localhost:8444/api/health

# o Lo o] Jsws)l Swagger
https://localhost:8444/api/swaggerui

ansLisdl uisidl ologs,lisaws

1. lags adslal wliwlaill axe s ag>lg:

listen ip: "127.0.0.1" # o Las a>lio localhost
enable tls: false # HTTP J>1adl | LousW

2. go axzliYl wlanlill axo s ag>lg TLS:

listen ip: "0.0.0.0" # S| o a>lis
enable tls: true # HTTPS Cglhbo
hostname: "api.operator.com"

3. ,LusVI/ puglaill:

listen ip: "0.0.0.0"
enable tls: false # HTTP Loyl Jaguwil
port: 8080 # oo puf dbio

slos VI o linSiwl:

o @8 ol syl deas alawlss Baxime pu xdiall Of go $ix 1a2iall Loy, Juins
1024 > 39lall ;38 Jusuiaiy

o slasl TLS: allb wlilo)l ol axmo glisally eslgidl wllus Ol o $éx
osl pall

o 05Sall ssiall W] Jsosll gamy alaxll Llaz ol o Gix tJLasVl HSay ¥



o Ol go 3Sb t8slgaindl gsllas pas hostname gladl 85lgid! puwl go §llaiy (CN)
5l SAN

* lanbill azo 0 agzly Gubai Ol o 342 1404 aumi Slanlaill ane s ag2ls
Mol 08 zlois Iy

295 SIP Trunk

Joxis Ansible sS5 slin] dadgsmo XML cyguill dode (8 jelai il 16,50lo algy JSI
Gateways : & sball wlod Kol posiws illg.

oolis praiai cazmy CSCF iz sl cadg (955 (9 sglas il Al (09 anlgl ugliss

sl 9,2 IPS (8 Wy psii ilgio wlolSall zlowd) allowed sbc source ips wllgl /
SBCs (Jg9,0 aS,> Jwyiw il jolaodl MT aSuwidl 9=x) 9 allowed cscf ips J CSCFs
o 4S5 Lgio Liniiw il 5laoll MO).

oo wlo)SKall azgiw cuiS 5] - dlaxdo TAS awii ] (a0)So I MO aSuidl Lle & ikl
Jlai¥l alas L] 3925 MT) ols IP TAS aails (9 Lyl 0650 0l wamy &b ol IPS | xanll
le Tsoumall.

config :tas,
allowed sbc source ips: ["10.5.198.200", "103.26.174.36"],
allowed cscf ips: ["10.8.3.34"],

9l JS Ao a5, LiSoy sl agzly o

o Joxuw &> SIP (Mrio Juzaaid] olS 15])

e Jlxo SIP

o JsSs 0lgic SIP (aolxziwl! oi I5])

* paxiwall ol

o &laiwYl oo (alxiwl o lawgio SIP OPTIONS (oS 15] SIP OPTIONS
Q@)

o (o 8l ol uasuidl calall Jurins 830e] io ¢lss) Jusinill (o

o oladSall / abolal 65,le)l wlaSall / 6 lall ldSall / 65)lg)l ol Sl
aLiolall 6,5Lall

o &lxwl oo ,>I SIP OPTIONS (Epoch)



e alxiwl 1,5 SIP OPTIONS
o Juoladl ;s ologleall o 2o

aslgdl 19SS &= 50

Guwiis wblgdl 9988 XML. Jlail aslgs JS Jiasi SIP trunk (J| SBC alg, ST Jsb si w2yl
PSTN.

awbwl algs Jlo:

<include>
<gateway name="carrier trunk">
<param name="proxy" value="203.0.113.50;transport=tcp"/>
<param name="register" value="true"/>
<param name="caller-id-in-from" value="true"/>
<param name="username" value="trunk user"/>
<param name="password" value="secure password"/>
<param name="register-transport" value="tcp"/>
<param name="retry-seconds" value="30"/>
<param name="ping" value="25"/>
</gateway>
</include>

Jooasi 0920 aslgs:



<include>
<gateway name="sbc static">
<param name="proxy" value="198.51.100.10"/>
<param name="register" value="false"/>
<param name="caller-id-in-from" value="true"/>
</gateway>
</include>

aslgall wlolao
asgllac]l wlolsoll

name (algdl domw)

o alodl oxgl 3 pall 8 ,2all
o alodl Wl 8,LuM JlasVl adas 9 posiw:
sofia/gateway/name/destination

e Jlno: <gateway name="my trunk">
proxy

o 0lgic IP JSs) capanll pawl ol SIP/aslgull
o Jadl JsSsis s dbiall gasais 0l oSas
o alisl:
o value="203.0.113.50" (5060 (ol i9Y| 3aioll. UDP)

o value="203.0.113.50:5061" (Lawaxo dtio)
o value="203.0.113.50;transport=tcp" (Ja TCP)

o value="203.0.113.50:5061;transport=tls" (TLS xaiadl le
5061)

register

Jlw,] ez oS 15] L SIP REGISTER &gl ()
ossll: true | false

| o true Lzl cdlais algdl wslS 15)
| puw false (e saaizall aull wbLlgd) IP

a9sbosll wloleo



username

a9sLanll poriws ol SIP

dpoiagll d8s5lasll wlhanily JOOmwil (8 paxiumy
ol 5] wgllbo register="true"

Jls: value="trunk account 123"

password

a8s5Lanll g 40 dolS SIP
dgouagll a85banll wloxi posiws
oS ] wellao register="true"

Jlo: value="MySecureP@sswOrd"
realm

¢ Jl=o SIP as>Laall
o sl o Blal wslawss] pn Lo Bols - (5 sl

e Jlo: value="sip.carrier.com"
auth-username

o adslanl]l L parzie awl (e lixoe oS I5] username)

o adslanll (¥ Llixe Laxiwe cllois JSWI «ulS 13] lass - Golloo 095 Lo 1550
ovl) Jlas From

e Jlw: value="auth user 456"

Jauuwildl wlolso

register-transport

il Llw) Jaidl JsSgig

ossll: udp | tep | tls

dolso 8 samoll Jail go ol Ol ey proxy
Jlo: value="tcp"

register-proxy



o (ldBo)l azg oo Blixe ol 1)) damail) Jon JiSy olgic
o oldall ez pols e dumanidl pols calizy Loxic o

* Jlw: value="register.carrier.com:5060"

retry-seconds

Juwla)l Szl dglxo sole] Jud HUaisM (il gl
30 ol i9Vl

3600 J| 5 :@ladl

Jlo: value="30"

expire-seconds

ilotdb Jumanid| slgisl (o

(82>l aclw) 3600 : ol ,isVl
a>Nall slgul Jub damanidl ilgdl xuziw
Jls: value="1800" (30 aus>)

caller-id-in-from

o ol 9 Juaioll 9,20 (raiai SIP From

* il true | false

o true: gwl, pesay From (YW elase Jib o wellao) (leall Laioll a8,
o false: wl, pozimy From aledl pasime ewl

o | puw tamogill true sl plasal

e Jlo: value="true"
adloll wlolso
ping

* Jlu| ping SIP OPTIONS Js N ylgs

© alxudl gej iy ailodl 4955 3l

o 0 o ainmi wi 5l oxax ey o) 15] Jlase

o ayli 60 J| 15 auz>i90ill pusll

o alxudl o) S algdl Al> dgzly (29 0"
e Jlo: value="25"



ping-max

o aglxo 85leY (wlsill) wdsll (uadVl xxll pings alsdl Lle dode ging Jud
TS

* 8,09 o wemRo (ol a9Vl ping
e Jlsn: value="3"

extension

o algdl osn e B a JlaiVl cazy eul dgzg 0,
o Jla¥l o> oo agzoll il b Bsle - pazimy Lo 150
e Jlo: value="+12125551234"

extension-in-contact

o JLai¥l Gwl, 9 slaieYl (uasai
* il true | false

e uol,u9Yl: false

o Jlwo: value="false"

contact-params

o Jlai¥l wl, I LisloY aslo] wlelss
o 300l LW wlllais) 834b0

e Jlo: value="line=1;isup=true"
from-user

° u.uiJ w9 paximall awl j9lxi From
o alodl przime pwl ol JLaiVl pb, ooy toiol 48V
e Jlwo: value="trunk pilot"

from-domain

ol w8 Jlxall jolzi From



o Sl Jxo paivw ol a9Vl
¢ Jlo: value="my-domain.com"

outbound-proxy

o S, ozl 2 b JOVI, SIP
o o walie proxy - gul, g paxiwy Route

e Jlw: value="edge-proxy.carrier.com:5060"

context

o algdl o3n o 82,1l wlaSall JlasVl dlas §law
o olu9Yl: public
o aly JSI aalizoll 85,ledl wlad Kol azois o

e Jlo: value="from-carrier"
channels

o &lodl o3n Ll dioljiall wldSall (uasVl xxl
* 29330 b ol idY
o asadl 8,15 ooy
o Jlo: value="100"

dtmf-type

Jai asy,lb DTMF
* ouall: rfc2833 | info | inband | auto

o ol rfc2833 (a wuogo)
 rfc2833: wlhsl RTP (Egui LiSYI) aslell
e info: Jilw, SIP INFO

* inband: avgeo wlok

e Jln: value="rfc2833"

codec-prefs

o algll oig) abinsall juo,ill ansls
o Jumsidl oy Joolgss dlgaio ansls



e Jlo: value="PCMU,PCMA,G729"
° &ﬁL&JIuA)+q)Uk PCMU., PCMA, G729. AMR, AMR-WB. G722, OPUS

rtp-timeout-sec

oMiwl oty o) 13] &allSall slgi] RTP s @@ o) N auli
(Jloso) 0 : ol i8I

aigall o lad Sl LSy suio

Jls: value="120"

rtp-hold-timeout-sec

* U9y adleoll WlJKoll algo RTP

e (Jaso) 0 : ol u9Vl
e Jls: value="1800" (30 &a.é>)

o,Lis] ol L> SIP

sip-port

daio SIP algd] 03g) anloziwy (dxoll
ezl calall 3o 1ol ju9Yl
Gsllas 09So Lo 155U

Jlo: value="5060"

rtp-ip

o Olgic IP bslwg) (sl=oll RTP
o ol sVl: IP RTP (uasid| caloll
* Jlo: value="10.0.0.5"

register-proxy-port

e Sl JSo) 3aio
o Sl asio e Blike S I3] lnss wgllas
e Jlw: value="5061"

contact-host



o Jla¥l ywl, o cavaoll £ jolz
o lags,lisd spio NAT

e Jlw: value="public-ip.example.com"
distinct-to

o ) phiziwl TO juoo (o walize Request-URI)
* il true | false

o J5UL ols callaio

e Jl,: value="false"

cid-type

o oy b Juaioll U820 £5i Remote-Party-ID o P-Asserted-Identity

os8)l: rpid | pid | none
rpid: owl, Remote-Party-ID

pid: ,ul, P-Asserted-ldentity
Jlo: value="pid"

extension-in-contact

o Wl oYl dolro daslio| URI JLasVI
* ouall: true | false

* Jl»o: value="true"
Jaidl Lol

transport (JSoll dolro 9)

Jadl JoSsig
ossll: udp | tcp | tls | ws | wss

JiSoll doud yo €58 onam oy
e Jlw: proxy="203.0.113.50;transport=tcp"

Ylasy auill TLS, calo (o awdlio] oolgsis cpoSs Wl azl> Jlin oS5 25 SIP.

axiliv oLl go JolS Jlis



<include>
<gateway name="primary carrier">
<!-- Required: Basic connection -->
<param name="proxy"
value="sbc.carrier.com:5060;transport=tcp"/>
<param name="register" value="true"/>

<!-- Authentication -->

<param name="username" value="customer_ trunk 01"/>
<param name="password" value="SecurePasswordl23"/>

<!-- Registration -->
<param name="register-transport" value="tcp"/>
<param name="expire-seconds" value="1800"/>
<param name="retry-seconds" value="30"/>

<!-- Caller ID -->
<param name="caller-id-in-from" value="true"/>

<!-- Monitoring -->
<param name="ping" value="30"/>

<!l-- Media -->

<param name="codec-prefs" value="PCMU,PCMA,G729"/>

<param name="dtmf-type" value="rfc2833"/>

<!-- Call limits -->
<param name="channels" value="100"/>

<!-- RTP timeouts -->
<param name="rtp-timeout-sec" value="300"/>
</gateway>
</include>

JLaiVl alas (9 algadl plazsiuwl

Gruis plaziwl cb asll JlasVl aas (9 wllgdl J] 6,LuYL 038
sofia/gateway/name/destination:



<!-- Route to specific gateway -->
<action application="bridge" data="sofia/gateway/primary carrier/+12]

<!-- Route using variable -->
<action application="bridge" data="sofia/gateway/primary carrier/${te

<!-- Route with custom SIP headers -->
<action application="bridge" data="{sip h X-Custom=Value}sofia/gatews

<!-- Failover between gateways -->
<action application="bridge"
data="sofia/gateway/primary carrier/${tas destination_ number}|sofia/c

aslgadl & MSuino 9liuSiuwl
Jouwi V aslgal:

e 0l yo Giax username s password axusuo

olsie ol e saxi proxy Jswsll Jils

ol O ReF register-transport JsUWl wllhio go lai
adsLlanll Juiws e o) oludl g2l

o LadISall Liss:

o cusll dgzly 9 alsdl Ao yo Gaxi (/gw)

* lxel ol oo gax caller-id-in-from LWl wlllhis go g:lai
* 2o juo il §9lg5 o Ry codec-prefs

o iS5 goay aloxll oz o o §ixi SIP ¢ RTP

audy wldlSall 659>

o wlol gzl, ping algdl als> 9

o ol go six rtp-timeout-sec 13> Gloxe sud
o aSuidl o go $9lsi jsoill wMuasi ol e S
o aSuidl (9 el Olxasy alxwdl o il



yulas Hu9Si Diameter

olsl o wazy Diameter Jusinill cadg (eS8,

tisoi Al (8 90 1Sl 132,

ag=ls zlizw ¥ RO plaziwl iy o 3] ©la @@ Ladl 3 e Ol W RO &y poldl il .

Diameter lai Jlasl
TAS _— ~ | Sh Lle gagiuall

DRA-1:3868 (Sh/Ro)
""H-..\_\____ _' _"_ '_
e S
/ Ro

/ ocs

DiameterEx asas
listen_ip:port

sh—
\ T (HA) gasnuall

-

\\ - — .
\—{ DRA-2:3869 (Sh/Ro) ‘

H""“-h\."'\-\_\_\_ ..-'.--_ — _

= OCS (HA)




config :

diameter ex,

diameter: %{
service name: :omnitouch tas,
listen ip: "10.8.82.60",
listen port: 3868,
decode format: :map,
host: "example-dc0l-as01",
realm: "epc.mnc@O0l.mcc001.3gppnetwork.org",
product name: "OmniTAS",
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: true,

log

unauthorized peer connection attempts: true,

control module: Tas.Control.Diameter,

processor module: DiameterEx.Processor,

auth application ids: [],

acct application ids: [],

vendor id: 10415,

supported vendor ids: [10415],

# olindill grand galledl agzsll Jlre iy, Liis
# destination realm: "global.destination.realm",
applications: [

o
%{

application name: :sh,
application dictionary: :diameter gen 3gpp sh,
# olbdb) goibill) soxedl dagreldl Jlxo i, Lzl Sh
# destination realm: "sh.destination.realm",
vendor specific application ids: [
%{

vendor id: 10415,

auth_application id: 16 777 217,

acct application id: nil

application name: :ro,
application dictionary: :diameter gen 3gpp ro,
# olbdb) goibill soxedl agrell Jlxe s, Lzl RO
# destination realm: "ocs.destination.realm",
vendor specific application ids: [

%{

vendor id: 0O,



auth application id: 4,
acct application id: nil

}

}
1,
peers: [
%{
port: 3868,
host: "example-dcOl-
dra@l.epc.mnc001l.mcc001.3gppnetwork.org",

ip: "1.2.3.4",
realm: "epc.mncOOl.mcc001.3gppnetwork.org",
tls: false,

transport: :diameter tcp,
initiate connection: true

%{

port: 3869,

host: "example-dcOl-
dra02.epc.mnc001l.mcc001.3gppnetwork.org",

ip: "1.2.3.44",

realm: "epc.mncOOl.mcc001.3gppnetwork.org",

tls: false,

transport: :diameter tcp,

initiate connection: true

9% wlolro Diameter
aoxdl (HuoSi:
e service_name (5,53): daoaxll oig) 2,9 9,20 Diameter

o Jlwo: :omnitouch tas
o aoall 6)|)}’ L1 (0 QR

e listen_ip (abwlw): lgic IP &Ylasy la,,lJ Diameter



o 10.8.82.60" :Jln"
o wlgzlgll grozr e gloiwd) "0.0.0.0" pxziwl
o lag 01,8V Laipw IP

listen _port (gu=o >3¢): xaio TCP wYlasY Diameter

o J wlasll yaioll Diameter: 3868
o s 5l wloas go yolan Y Lz

host (alwlw): cavaos aga Diameter (Jlxo ygn)

o Jl,: "example-dcOl-as0O1"
° go axo) iy realm JuSkid AVP Origin-Host
o aSui J5 15,9 0eSy 0l wzy Diameter

realm (alwlw): Jl=xo a9a Diameter

o Jlo: "epc.mncOO1.mccOO1.3gppnetwork.org"
o w9 paxiuwy AVP Origin-Realm
° 3 aSuidl 9 ym0 0as go Sullois Of L GPP

product_name (alwlw): Jilw, 9 mioll 9,20 CER/CEA

o Jlo: "OmniTAS"
o wlsll ol Llw, 9 poxiwy

request_timeout (muxo >x¢): wlllal asl (Joll algo Diameter

o (ulss 5) 5000 :Jl
o gl I W5 awlximwl Oy wlllall giiiw

peer_selection_algorithm (s,5): ol,8l sac 865 i ulai ,LisY duojle>

o ol :random | :round robin | :priority

o :random: (slguue ulai Lisl
o :round_robin: LYl e ssbwidl wllall g jss

vendor_id (pu=wo >x¢): 3 gl 8,2.GPP

o 3 bl gl b ,20GPP: 10415



o 9 pxxiwwy AVP Vendor-Specific-Application-Id

agzoll oo (HuoSi

dolzo oS destination realm . AVP Destination-Realm wllb (¢ dioiasll
Diameter. oin =i AVP axzsi JiSs Diameter (DRA) wllall axzgi waz ol .

1. pus H(&elsl (lel) gandoill a0 destination realm @wlas ousSi JS Jsl
2. o lalle destination realm (usSi oo eVl ssimall e diameter
3. dosd QVrzimy ()l widl) wloluizl realm Gilwdl o sl usSi pin o 15)

oSl aliol:



# guabill oozl agrell oYl :1 JlLw
config :diameter ex,
diameter: %{
realm: "epc.mnc@O0l.mcc001.3gppnetwork.org",
applications: [
%{
application name: :sh,
destination realm:
"hss.epc.mncO01.mccOOL1.3gppnetwork.org",

application name: :ro,
destination realm:
"ocs.epc.mnc001.mccOO1.3gppnetwork.org",

#"'PTL'HBSJ

# gbill) sozo joln go el ledl dgzell Jlxe 2 Jls
config :diameter_ex,
diameter: %{
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
destination realm: "dra.epc.mnc001l.mcc@01l.3gppnetwork.org", #
olagibill gurox] ol 8Vl
applications: [
%{
application name: :sh,
# ool led| poxiwaw: "dra.epc.mnc00l.mcc001.3gppnetwork.org"

application name: :ro,
destination realm:
"ocs.epc.mncO01l.mccOO1.3gppnetwork.org", # jolx

}

# (Ul poziuy) soze dgz9 Jle 229 Y 13 Jlio
config :diameter ex,
diameter: %{
realm: "epc.mncOOl.mcc001.3gppnetwork.org",



# ol sl 8 d3me dgzs Jle a2ss Y
applications: [
%{
application name: :sh,
# bl Jxadl posciwgw:
"epc.mncO01.mccOO1.3gppnetwork.org"”

}
]
}

o coi bais jaslise arals aalail Sh LJ| HSS § Ro (J] OCS wYlxe o
il

¢ ax>9i DRA: pasins loaic DRA aalie aals wlegano ] azsil dgzgll Jlxo
o aalizo ool wYlro ] dalixe wlinks azer i opupz liamall >amio s
o 0LV s 093 LW Sl JS) dgzsll e sl 1y Lus VI wla gy Lisan

loluiz V1 Jaubausi

Srsbill samall agzgll Jlno
VU (aaasi oy o 13])
wod Led 1 Jlrad |
U (s oy o 13])
J = |

Ol cresiay Ian AVP Destination-Realm &,slall wlllall 6 5l 839290 dxol Y1

olsl Al o axill diSe, Diameter yguill dolde (o Diameter .y QY ig>ls Lle.



bl e iwl Lo ) diSas Sh cuguill aode o Sh sl cl> alglxal cugll agly wle
oo <ULl oo Sh.



ax>gig JLaiVl alas (jug9Si
w LoJ IS

[

i Jbai¥l alas 680 Jobi Juds XML, Jlas¥l abas ol pusiog weoladSall azgi laios.

alall ol 55Ul

arwlw V1 5L ol

° Deﬂsps&ouéﬁ-
o [ psSs- SIP trunk ¢ gateway
o 0 dlsall goses Jla¥l alas s ! -

ololSall axllee g9

o [ paeke - E.164 (Jlai¥l alas 8 &)

e [] - JLai¥l dos ol jusind o iiedl olly glo iwl
e [ - wlly MSRN/HLR JLai¥l dadas wl jusio (8

o [ Jougas - OCS wlJKaJl §925 9

wloosdl suais

o &l olaSall azer 8ols] suhis - CLI Jla¥l alas (5
o 0 Jla¥ aas o el iwIl/eladls igall xdl arzgi -
e [ - Jsrindl go Jla¥l abas (o8 olguil] plaziml

o [ asdlollyg Jas¥l dax) 83320 Guwlis -
* [ anll pladl Huylio -



S LodlSoll ax>gs / JLoiVl alos (2oSs

oo TAS i JLas¥ labas XML amwball JlasY] alas o liwis go $9lgio lalaxo go
alowlgs Lgitumi oy luiio go «Ylai¥l 8 TAS. Jlas¥l alas oz AiSos ail cainy 3o

Jio argllas)l SLll grozr da) oSs Jrsisal) oYl shis go azlxl cuns> & aoll
azsi wloglre (E3gimall wlily SS7. wlga IMPI/ IMPU, & (JlasVl alas gukos.

o Jlai¥| balas iS5 priv/templates JSwl asbs:

e mo dialplan.xml - Jgoxoll cailedl o 8Linio wlollSo dlas

o mo_emergency dialplan.xml - cailell o sliniel| &,lslall wlollSso dlas
Jsozoll

e mt dialplan.xml - Jgoxoll cailgdl (o dugiio wlellKo alas

cusll agzly J51 o Jlai¥l balas o e cliSay.

338 TAS Julows b aalie i XML, &allSall &lx (x8 Jzndl (8 ol utiall 030 galad
&y poll olalSall slaio ayymi 3 135 53uio 09y alll Lgasd go.



clallSall axllea §éa5

4 Omnitouch Website

mo_dialplan.omil

l

L2 palas
XML s daz il

fregex

\
v

v iyl Xp

- .

:_:IN\.I'I'I'E-:I
OmniRAN  OmniCharge
Downloads
- -
! e
|
T \3{#

mt_dialplan.xml mo_emergency_dialplan.xmi

l

v
JB-Number gulas
; PSAP/GW ;
lisl j231/Sh & CF glaia ‘ TGW ol a2y

no CCRICCR-UfCCR-T

-/

On- |z
Net/SBC/Trunk
(ainws a7 13] MSIM_jglas)

T sninalalz] ¥

h

VES



[ v
T

- i OK f BYE 200
dagidall lallSall !

JLasVl albs o bluwbwl XML J FreeSWITCH

exzxiows OMNITAS suwiin wld8all azgi plai uai XML g9 00 Jio FreeSWITCH, loo
Lilzbiz| apdid 00 JSuin wl)Koll azsi gowm.

alac aliol ©Xbig LV osdlaall ol 03 7.

lslyz] o bogpuin Lle ssiz whliel po JlaiVl alas oeSu:

<extension name="alssi LoJ wog">
<condition field="${variable}" expression="regex-pattern">
<action application="app name" data="parameters"/>
<anti-action application="app name" data="parameters"/>
</condition>
</extension>

lels o] swais iy do i gl boais . Jawdl (] eVl o cawi il wlhblaioVl anss.
atslloog log uinll regex

QO il 5] il ol Llio wlusioll bbg uidl iz regex. 13| ‘wle,oYl 3ais ok
8ol wlel 5l uais pi gl 0.

awauJ af9.9) ag,los:

<condition field="${tas destination number}" expression="2222">
<action application="1log" data="INFO Calling voicemail access

number" />

</condition>

plﬁ_)i oxc as,llos:



<condition field="${tas destination number}"
expression=""(2222|3444|3445)%">

<action application="1log" data="INFO Calling special service"/>
</condition>

LladVl wlegano go looaill adsllas:

<condition field="${tas destination number}" expression=""1(8[0-9]
{oHs>

<l-- 53 6,1 9 9 8 4 Lguiin 1 gl -->

<action application="1log" data="INFO Matched toll-free: $1"/>

<action application="bridge"
data="sofia/gateway/trunk/${tas destination number}"/>
</condition>

alll agslUos:

<condition field="${tas destination number}" expression=""00">
<l-- (Jyo) 00 - [y Py LS‘/&.O wlby -->
<action application="log" data="INFO International call
detected"/>
</condition>

SUaidl ad,loo:

<condition field="${msisdn}" expression=""5551241[0-9]{4}%$">
<!-- 55512419999 (> 55512410000 go slbi -->
<action application="1log" data="INFO Subscriber in range"/>
</condition>

esliooll wlsl >Vl Lleo wlisl > VI

b glay Y bac 324 6oliooll wlsh sVl b o §lay s dail wlsl >Vl



<condition field="${cli withheld}" expression="true">
<!-- x> o 5] s CLI -->
<action application="set"
data="effective caller_id number=anonymous"/>
<action application="set"
data="origination privacy=hide number"/>

<!-- x> ou o B3] 36 CLI -->
<anti-action application="1log" data="DEBUG CLI is normal"/>
<anti-action application="set"
data="effective caller id number=${msisdn}"/>
</condition>

awol> continue="true"

3V wbhieYl axllre e Jlail dlas adgis olxioYl b &llai leais «sioljisl JSuin
dapol> poaws continue="true" JWI slxoYl WJ| axlleoll dlolgo..

u9x continue (ol oVl Jgluull):

<extension name="First-Check">
<condition field="${tas destination number}"
expression=""(.*)$">
<action application="1log" data="INFO Processing call"/>
</condition>
</extension>

<extension name="Never-Reached">
<l-- gl sludl shuiodl oY 15[ 5657 Y i -->
<condition field="${tas destination number}"
expression=""(.*)$">
<action application="1log" data="INFO This won't print"/>
</condition>
</extension>

&o continue="true":



<extension name="Print-Vars" continue="true">
<condition field="${tas destination number}"
expression=""(.*)$">
<action application="info" data=""/>
</condition>
</extension>

<extension name="Check-Balance" continue="true">
<condition field="${hangup case}"
expression="0UTGOING CALL BARRED">
<action application="1log" data="ERROR Insufficient balance"/>
<action application="hangup" data="${hangup case}"/>
</condition>
</extension>

<extension name="Route-Call">

<!-- ] shioYl lip apii pip -->

<condition field="${tas destination number}"
expression=""(.*)$">

<action application="bridge"

data="sofia/gateway/trunk/${tas destination number}"/>

</condition>
</extension>

exxiuwl continue="true" J:

o whlaoYl pazasi/ Jazuns
o d33zi0 g luw Gle gulai Gl ol usiall Huss
* JSoll azgis poii ¥V dao Ho Ga

ass Liadl o laaadasdl
SladISall (9 oSl

answer - asJlSa)l Ll 5,J1 (200 Jlw,| OK)

<action application="answer" data=""/>

hangup - >oxo cuuw aallSall <lgil



<action application="hangup" data="NORMAL CLEARING"/>
<action application="hangup" data="USER BUSY"/>
<action application="hangup" data="NO ANSWER"/>

bridge - s >l gz 5 dolSall lay,

<!-- az,b aly & uz -->

<action application="bridge"
data="sofia/gateway/trunk/+12125551234" />
<!-- ol wluasi go A3 slaiol | oz -->

<action application="bridge" data="{absolute codec string=AMR-
WB,AMR,PCMA}sofia/internal/sip:user@domain.com"/>

<!-- dlgo go > -->
<action application="bridge" data="
{originate timeout=30}sofia/gateway/trunk/${tas destination number}",

oLl wlilug wlysrioll

set - 5ls juvio s

<action application="set" data="my variable=my value"/>
<action application="set" data="sip h X-Custom-
Header=CustomValue"/>

<action application="set"
data="effective caller_id number=anonymous"/>

unset - slis o allj)

<action application="unset" data="sip h P-Asserted-Identity"/>
export - (J| o uraig jusio pusi B-leg (aogs ol aalSall)

<action application="export" data="sip h X-Account-Code=ABC123"/>

lgaiilly lasLwgll



playback - g0 alo Jusuiw

<action application="playback"
data="/sounds/en/us/callie/misc/8000/out of credit.wav"/>
<action application="playback"

data="$${base dir}/sounds/custom prompt.wav"/>

sleep - il (Mol (o 83020 820) Cadgill

<action application="sleep" data="1000"/> <!/-- 4l 1 saa) pgill -->

echo - (Lisl) Laioll W] wgall aols]

<action application="echo" data=""/>

conference - ,oi5o0 9 aoJSoll giog

<action application="conference"
data="room-${destination number}@wideband"/>

wigsall ouull

voicemail - Ligall 3l pla G| Jgwosll

<!-- ol Gerial viswo xSy -->
<action application="voicemail" data="default default ${msisdn}"/>

<l-- Jagesil go wigadl 1l po gzl -->

<action application="voicemail" data="check auth default default
${msisdn}"/>

sUasV geuaiy Jamaaill

log - Jzul calo J] &SIl



<action application="1log" data="INFO Processing call from
${msisdn}"/>

<action application="log" data="DEBUG Destination:

${tas destination number}"/>

<action application="1log" data="ERROR Call failed with cause:
${hangup cause}"/>

info - J=uwll (J] sliadl ol usio guo> g ai

<action application="info" data=""/>

say - oW ] aill ploziwl 08 J1 6¢l,9

<action application="say" data="en number iterated
${tas destination number}"/>

send_dtmf - wlox Jlw,| DTMF

<action application="send dtmf" data="1234#"/>

s, lelall wloss ar>git



<extension name="Emergency-911">
<condition field="${tas destination number}"
expression=""(911|112)%$">
<action application="1log" data="ALERT Emergency call from
${msisdn}"/>
<action application="answer" data=""/>
<action application="playback"
data="/sounds/emergency services transfer.wav"/>
<action application="bridge"
data="sofia/gateway/emergency gw/${tas destination number}"/>
</condition>
</extension>

<extension name="Check-Credit">
<condition field="${hangup case}"
expression="0UTGOING CALL BARRED">
<action application="answer" data=""/>
<action application="playback"
data="/sounds/out of credit.wav"/>
<action application="hangup" data="CALL REJECTED"/>
</condition>
</extension>

aSuidl o, Lloo aSuidl (nle ar>gi:

<extension name="Route-Decision">
<condition field="${on net status}" expression="true">
<l-- e 5,3 640 azgi :aSuidl e TAS -->
<action application="1log" data="INFO Routing to on-net
subscriber"/>
<action application="bridge"
data="sofia/internal/+${tas destination number}@l0.179.3.60"/>
<anti-action application="log" data="INFO Routing off-net"/>
<anti-action application="bridge"
data="sofia/gateway/trunk/+${tas destination number}"/>
</condition>
</extension>



Joezall Juoiall asgn axlles:

<extension name="CLI-Privacy" continue="true">
<condition field="${cli withheld}" expression="true">
<action application="set"
data="effective caller_id name=anonymous"/>
<action application="set"
data="effective caller id number=anonymous"/>
<action application="set"
data="origination privacy=hide number"/>
</condition>
</extension>

2l pac e (niguall 2yl

<extension name="Try-Bridge-Then-VM">
<condition field="${tas destination number}"
expression=""(555124115\d{2})$">
<action application="set" data="call timeout=30"/>
<action application="bridge"
data="sofia/internal/${tas destination number}@domain.com"/>

<!-- osall s dl S Jisl ] Jis 5] - ->

<action application="1log" data="INFO Bridge failed, routing to
voicemail"/>

<action application="answer" data=""/>

<action application="voicemail" data="default default
${tas_destination number}"/>

</condition>

</extension>

el VI Yloi ar>git



<extension name="Local-Numbers">
<condition field="${tas destination number}" expression=""([2-
9]\d{2})s$">
<!--999-200 ol5,[ 3 o ddro whrlriol -->
<action application="1log" data="INFO Local extension: $1"/>
<action application="bridge"
data="sofia/internal/$1l@pbx. local"/>
</condition>
</extension>

<extension name="National-Numbers">
<condition field="${tas destination number}"
expression=""555\d{7}$">
<!-- byl isaxall silsgll pls,[ -->
<action application="1log" data="INFO National mobile call"/>
<action application="bridge"
data="sofia/gateway/national trunk/${tas destination number}"/>
</condition>
</extension>

<extension name="International">
<condition field="${tas destination number}"
expression=""00\d+$">
<l-- 00 J by il adordl cladlSall -->
<action application="1log" data="INFO International call"/>
<action application="bridge"
data="sofia/gateway/intl trunk/${tas destination number}"/>
</condition>
</extension>

Silisll o 2je
Sk S Js> alols Juolss oole Jsuanll:

e J JLauVl alos 4iLlg FreeSWITCH:
e FreeSWITCH mod_dptools:

(Lol Gulaill &7 o)
o solall junil &> 0!


https://freeswitch.org/confluence/display/FREESWITCH/Dialplan
https://freeswitch.org/confluence/display/FREESWITCH/mod_dptools
https://freeswitch.org/confluence/display/FREESWITCH/Regular+Expression

e slall wl o

Sas Soini FreeSWITCH graz U 6 Loy i JUas¥l alas b JS) dlaio 3lis cale
plizxiwyl &Yg o lolsall,

JLaiVl ados ol jusio
oo il lusiall TAS Jla¥l alas glaio (28 XML:

(LISl glgil gro>) ansliadl ol arioll

JoVl slacVI:

e destination number - o> ioll dag=z9ll 03,
* tas destination number - o>, ioll ag>gll 09,
e effective caller id number - o> ioll jxasll o9,

&, Uall wlaliSall

e hangup case - "none"

e ims private identity - poximall aolxll agell
e ims public identity - paximoll doladl agell

e msisdn - (+ aio Jljo) J il 08,

e imsi - IMSI aoldl agell o

o ims domain - awlx)l @V ssell o Hlaill

wldSoll MT (Jgoxell cailgll (o argiio)

e ims private identity - paxiwall daolxll agll
e ims public identity - paxiwmoll doladl agell

e msisdn - (+ aio Jljo) J ]l 08,

e imsi - IMSI aoldl agedl (yo

e ims domain - awolAl asell o HUall

* call forward all destination - ag>9 CFA 37 “none"


https://freeswitch.org/confluence/display/FREESWITCH/Regular+Expression
https://freeswitch.org/confluence/display/FREESWITCH/Channel+Variables
https://freeswitch.org/confluence/display/FREESWITCH/Channel+Variables

e call forward not reachable destination - ag>9 CFNRC

e scscf address - ylgic S-CSCF ol "none"

e scscf domain - $Uai S-CSCF 5l "none"

* no reply timer - > )l pac algo

« hangup_case - "none" 4l "UNALLOCATED NUMBER"

e msrn - MSRN oo PRN (Jlgzidl oS 13]) cro Joxall o8]l o1 SRI (ssle] cuils 13]
alosii wlod Kol auzg5)

e tas destination number - a>gill dgzg jolxi (] aimsi oi MSRN a8, ol
Jo=oll)

< LISl MO (Jgomoll wailgll (o 6linio)

« hangup case - "none". "OUTGOING_CALL_BARRED", i
"UNALLOCATED NUMBER"

e ims private identity - paimoll aoll a9l

e ims public identity - pazxiwaell dolell dasgell

e msisdn - (+ aio Jljo) J ]l 08,

e imsi - IMSI aoldl agedl (yo

e ims_domain - aolxl aeell o GUadl

* allocated time - dawlgy javaxoll cdg)l OCS (cu iyl jue pxuidl culS 15]
J=éo)

e cli withheld - alwlw "true" 5l "false"

e on net status - alwlw "true" ¢l "false" (aSuwidl Lls agzsell cuilS 13 L)

* msrn - MSRN (Gwlio &5 oS I3]) gdgziadl uS ikuol)

e tas destination number - j9l=x MSRN (Jlg=il ylS 15])

s,HUall JLasVi

Sl dadee JY> o s )lall JLasYl (8 oSxill o1y emergency call codes pivg
ol Sl Jasgas slisl Elal aslaws].

195G ale 9 s lall JLasVl jeo, (pueSi o8 TAS &b LolAI:

oSl wlodso:



* emergency call codes: lgie oSl &s)lglall wloxs ,ol_'éJL dosls
"000" (g usYl oY) "112" (saxiall wLYg)l) "911" taxilid] jeo I
(82l aSlooll) "999" (W1 iwl). "sos"

] a8loYl g0l 03n o gaxidl ey URNS &,Ua)l SIP (Jio
<urn:service:sos>)

agzs)l pb, Lilio abas adsllas & lio szl pladl psi,

JLiall uoSill pus:

SLisW 933 65, lekall 911 - ["933" 911" ] :eamiell LYol i
["999" ,"112"] :emg sl uis

vaill Jaid 106 .&s,lskal) 000 - ["106" ,"000" ] :(Jliwl i
sbliall 3a%i0: ["000" ,"112" ,"911", "sos"]

sHlglall BLiiST Joc ara.s
il o pladl gi=iy:

1. URN :s,lglall aoxs SIP URL: ;e (oS, <urn:service:sos> sl ¢l URI
wle sein "service:sos"

2. ol tag=gll 09, as,Uao Caller-Destination-Number xio
emergency call codes aigSoll

il Lol Ll aol Sl Casiai piy idumo alls sl wilS 3],

anllaall 593

a5l ola)lSall anllse 585

_——
o W s oo Pl

ol Sall §925 Juolas:

1. W] el Las TAS

2. & llall blai¥l Lilis agzs)l o ansiill 83> $ixiy
3. s_lslall olaus| e 13]:



[e]

o] @Sl £5i Husi piy 1emergency

o

A plaxiwl oy mo_emergency dialplan.xml
° Jaugii jolwi Bole ei OCS

algr ] aod Kol auzgi oy PSAP

4. dpoums go guwlaoll i oy call type: emergency

(o]

JLaiVl alas arzsi

w9 a)lall Ol auzgill 50> priv/templates/mo emergency dialplan.xml.
ale W ol Sl arzgi dxinS Il In samy PSAP (ol &Y alasi) of URI SIP L
L ao | Goudl wldlnin Sle.

aiUall JLasVl alas (ole Jlio:

<extension name="Emergency-S0S">
<condition field="${destination number}"
expression=""(911|912|913|sos)$">
<action application="1log" data="ALERT Emergency call from
${msisdn}"/>
<action application="answer" data=""/>
<action application="bridge"
data="sofia/gateway/psap gw/${destination number}"/>
</condition>
</extension>

ol laodl Jiasl

o Orasoi o Lail aSL "s05" §9loi) ol awll &s,lslall oo, doils & URN SIP
e (999,000 .112 911 Jin) lislnio) adaall &5, lglall pls,] guo> rosai
o Ll Slxo plaxiwl plail s lglall arsgi juisl
e jolsu OCS b ldlail plesa) &,Uall wladSal) (Jus aigSs o
skipped regex)
* algs 195 PSAP (blizly Jle 95 o
o plladl adgigo oloia) as,Uall wladlSall gunlio wsl,



oslgd IVR

pilgd zonss IVR pls,] ue oL Ll Lisl oubaiall DTMF adleall cauymi ot axzoill Jud
wlalaS XML d.u]a.v ,0|).2.u.ub JLail dlas 00 ngl.c«ml o9 ivr.

anils asla] IVR

1.;do(3ﬂuiXNH_ga hosts/<environment>/group vars/ivr menus/:

<include>
<menu name="my menu"

greet-

long="$${base dir}/sounds/en/us/callie/misc/8000/my greeting.wav"
greet-

short="%$${base dir}/sounds/en/us/callie/misc/8000/my greeting.wav"
invalid-sound="silence stream://250"
exit-sound=""
timeout="5000"
max-failures="1"
max-timeouts="1"
digit-len="1">

<leo dudwi 5 olelyz] 826 08, JS saii of Koy -->

<entry action="menu-exec-app" digits="1" param="playback
$${base dir}/sounds/optionl.wav"/>

<entry action="menu-exec-app" digits="1" param="bridge
sofia/internal/100@$${domain}" />

<entry action="menu-exec-app" digits="2" param="playback
$${base dir}/sounds/option2.wav"/>

<entry action="menu-exec-app" digits="2" param="bridge
sofia/internal/200@$${domain}" />

<!-- azall ué JBIIs ddgall axllro -->
<entry action="menu-exec-app" digits="timeout" param="bridge
sofia/internal/default@$${domain}"/>
<entry action="menu-exec-app" digits="invalid" param="bridge
sofia/internal/default@$${domain}"/>
</menu>
</include>

2. &b aoll Jlasdl das oo daslall gaiwl:



<extension name="my ivr extension">
<condition field="destination number" expression=""1234%$">
<action application="answer"/>
<action application="ivr" data="my menu"/>
</condition>
</extension>

3. e i Ansible

anilall olow
aasll ool
name Sulai 9 dnazimall dnslall 9,0 ivr JLasYl das 9
greet-long JoYl Jozall xis alivivi piy wigo colo

greet-short tall e JBoYI awy alisiv oy go ilo
timeout JGoM HUaW ausl ol

max-failures <] Juiv Ju¥ aumall jue wY0YI invalid
max-timeouts <l o] Juin Ju¥ wMgoll timeout

digit-len lgro> wy il pl8, Y1 sac

JoYI wlsl,s)

YOVl paxiwi action="menu-exec-app" <YBo| dais piy .JlaiVl alas wlaulai 3uaiil
Judbws 9 09 JI Huaiy 81%i0:



JLoYI ggs ool
digits="1" 1 Wle Jaiddl basiay boxic 3uaill oy
digits="timeout" s sl wle Jaiall laviay ¥ loais spaidll oy
digits="invalid" a W, Q@ ut i, Ll Juaiall lasia; Leaic aaidl o

assladl wlaulad!l: playback. bridge. transfer. hangup

aiio Jpisire )] Jgerall ailgll o slinio aallSo
o amall dipkll o (@il Gl aallSe) diSui e 3T e e Juais Losis
e 31 850 Jeamall cailedl o 8liniol]l dolSall axzei TAS . asgiiol| wla)Sall axllzol
axzsill 83le] s (9 Loy dugiio)] Wl Sl wlors groz Jaioll b lall Galiy ol s oiay
arzsi «sigmall 2l MSRN s 5Vl I iiiall wlons grozg «Jlozill.

ax>gi Islad MO LJ| MTS
axdlro 092 MT (ivliall arzsill):

o Joiall G, Ll LSl azei sole] lhslac] ol ok
o Ll pasaic (Ngo 2 2200 Y

* a9 379 Y MSRN pulsziall (S iiaall

o i Jiitall d0x> slaie

axllao go MT (U] 5,51 8,0 arzgill TAS):

e lJSo)l azes 85leY JolS acs (CFU, CFB., CFNRy. CFNRC)
o 3, pac/JlisY] s (g 2

e a>ei MSRN gulsmioll (S yiiall CS
o o bl W e JSuin aal ol all> g



a@adluigeQ29M‘;uBW5!um.JgozaJlbﬁuglanﬂﬂuaﬂLﬂxﬁYIab>(§ixﬁ(ha;zJ
TAS). Wl s>l 8,0 adSoll axzgis pois «U3S oYl OIS I3lg TAS (ilis .amai TAS o3
AB W o lgidlaos pgiig dugiio 802> aollSoS mt dialplan.xml.

JLaiVl alos alaigs e Jlo:

<extension name="0On-Net-Route">
<condition field="${on net status}" expression="true">
<action application="1log" data="DEBUG On-Net MO call - Routing bt

<I-- LI azgill jwes Il Codnii -->
<action application="set" data="sip copy multipart=false"/>
<action application="set" data="sip h Request-Disposition=no-fork

<l W 53 6,0 arzeill TAS (dollSo puai MT) -->
<action application="bridge"
data="{absolute codec string='AMR-

WB,AMR,PCMA,PCMU"' ,originate retries=1,originate timeout=60,sip invite
/>

<action application="hangup" data="" />

</condition>

</extension>

anun )l wloleoll:

e ${sip local network addr} - ylgic IP 5 JolxJI TAS (10.179.3.60 Jio)
e ${tas destination number} - MSISDN JLaidl 9, ,lall

e sip invite call id=${sip call id} - e llx call-id gl

e sip copy multipart=false - |5Vl 83xzio0 &lw J| fuwi gioy

* sip h Request-Disposition=no-fork - abuwlwiocll axlzoll (yoiny

LallSall g9t

Ll Ll il g

P na s gallO gau sl

ED INVITE L 5

LY S| SN T
femargancy_cull_codes PN e o sergency Smiplen o - al r PRAR GW PR ol iy r gl ta

o ewl G W o



el yassill:

o 0lsic UsSs Ol iy IP L Lol TAS (10.179.3.60 Jio) doils (o
allowed sbc source ips usSi oAl

o J s powmy TAS axdleo] ansi o wldKal (nalis MT

o Lad w5 09 TAS @ twan b juan o doodls b, licl ol Sl

elasiaw]l MSRN Hudgziodl (HaS juisiaoll
2 »9G/3G

2 aSui 9 3733:“, il 085 loaie G/3G Circuit-Switched (CS). e v TAS
wle Jgazxll MSRN (Jgoxoll cailedl dlaxo) Jlgzill 09)) gdg0 ] 85,)19) dolSall ay>gil
e iwl Joo aasS paall o 7w I Jiiell MSRN auzgillg.

92 Lo MSRNS

MSRN (Jgozwell cailgll alomoel Jlgzull 09,) dowlg aipusi oy cad§o auzgi 0b) od
VLR (51l gdg0 Jzxw) Joss .Jegzxie I yisiue ] wlad Sl azgi) lgi)l pin il aSuind]
aSaiv 9 W I jinell gdge ] iy <850 d4gz9 @85 CS.

eloiml §9:5 MSRN

&z siai TAS wlly MSRN JgSeign e SS7 MAP (Jgozall cailell sulai €55) olaziwl,
osislas o dulac:



ez il MSRN wlodlSal MT olsmiall oS el ]

MSRN il 6sle]

\—

RN




/
N

sl Syl

N

arz9ill wloglro Jlw,l i1 6glazdl (SRI)
plsiwss TAS oo HLR juse SS7 MAP s aall I isinall arzsil wloglze (e Jouaxll.

as il gy, lissw SRI:
1. MSRN (8 6 uislio SRI - go Jgzio s MSRN Jsrall, lio

o alxwYl oiaii: MSISDN. GMSC, IMSI, ¢ MSRN

o e Jlie MSRN: 61412345678 (Jgoxall cailgll o8, gumuiis
JLawYl)

2. IMSI + 05, VLR - aSub (8 Jruo Jpiine CS (cllay, PRN)

o &lziwYl aiaii: MSISDN, GMSC, IMSI. x5, MSC/VLR
0 aSui (38 iinall Ol ] wisi CS illo iz oS5 MSRN

3. IMSI los (993 VLR) - aSui 9 gua) Jiinall CS (laas IMS/PS)
o &lziwYl esaii: MSISDN, GMSC, IMSI
o Jmumo Jikinall Ol W] i IMS/AG aSuiv b uadg (nis CS

4. sz - alowisi ax>9ill 8ale] SRl axzgill s5ls] wlogleo

o it 1)l g WJgiite oy pite 1ut) azsdll 5le] camw ylriwY] (oo
(Joooll L8

o Joxall 08 | alziwl Houiais.
Jlozill o8, yu99i :2 6glazll (PRN) - ;oI o) I5]

wslel 15] SRIIMSI + VLR 324, ¥ SJg MSRN. Jaw 5 TAS <l PRN LJ| VLR Jguaxll
le MSRN.



asazi VLR a8, MSRN (J] oxsis lgold )] &S g0me (po widbo TAS. I3 0sSs MSRN BJlo
dod Soll 83220l 8510 Y] 03¢ lnas.

aluiwl e Jlio PRN: MSRN 61412345678

JLaiVl alos jusio: msrn

e iwl 5 =00 MSRN jue SS7 MAP, (8 asloziww] 1Sy sl JLaiVl ddas ju2inS aiusi ok
JLlasVl alas MT.

pamindlz ${msrn}

iluwdw 1ggidl (09, E.164 Hox +)
(JiwYl Jeomoll cailgdl §amis) "61412345678" :Jlio

otlsziall (S siisall () wla)Sall axzsi tplamiam ¥ CS
bl glzsiml aglas taloales aimss pis HLR aollSo axlleo slil MT

| ax>qill MSRN 9 mt_dialplan.xml

i plaziwl piy MSRN Jlas¥l alas il (x8 MT oS il o] o) (Sall az sl

JLasVl alos gloio:

1. go @l MSRN: ol OIS 15 oo slaioYl gaxii msrn e sgin) Uoguiao

€

(oLl

2. algoll wlolno (Hauss:
° &,8uall baslwell pMwY gles 10 :eaiaill algo
o I uinall 0oSall 3l pas wi8so pasimi Lzl alz] dlgo

3. «dl Jauzdl MSRN: ] dJ 8]l auzg5 MSRN algy jue CS
°© piximy ignore early media=ring ready o) wls Jgaxll
° o il Juasi: AMR (Jgoxs). PCMA/PCMU (ceul o)
o algy: sofia/gateway/CS Gateway/+${msrn}

4. azgill 03lc] agzy ool aallSall azgi pin uudl Jiws 13] 1 Juinad] aie lolui> VI,

JLaiVl alos alaisio e JUo:



<extension name="Route-to-CS-MSRN" continue="false">
<condition field="msrn" expression=""(\d+)$">

<l Mgall s -->

<action application="set" data="progress timeout=10" />
<action application="set" data="bridge answer timeout=${no reply_

<!-- J| ozl MSRN algy uc CS -->
<action application="bridge"
data="
{ignore early media=ring ready,absolute codec string='AMR,PCMA,PCMU',

/>

<!-- azgil solelf wigall 2l JI LLiSYI -->
<action application="bridge"
data="sofia/internal/${call forward not reachable destination}¢
</condition>
</extension>

a1 olaidl

1. MSRN a5l slage] 830) lnad pllo - cad9g0

2. aSauis CS plaziiwl aiy - lasd MSRN 2 (6 Jls=illG/3G. Jlgzill Luls
VOLTE/IMS

3. 393 9 arglg¥l MT - (o saxill iy MSRN (uwbiill ayzsill s IMS

4. > Juiss 13 - axzgill 63l lblusVI MSRN, dgzg ] dollSall axzoi iy
axzoill 85ls]

5. jel=i HLR - MSRN ¢y HLR J jiiall wlly e a5)sl o Sh

oSl
JolSG 1S5 cazy SS7 MAP (555 56 TAS:
argllaoll wlhilasl:

* enabled: | yus true wloMsiwl (uSoid SS7 MAP

e http_map_server_url_base: ylsic URL algd SS7 MAP &l anldl (Jio
"http://10.1.1.100:5001")

e gmsc: alg 06, MSC wldla) SRI/PRN (61400000000" Jis")



o timeout_ms: (asl o 5000 : ol ,i8Y1) auli (llall eMaiwY! algo

R alolSUl orsSHl Juolss Lle Jguaxll.

w Lad ISLJ ar> gs 6.)[.!—! ULlu ‘DI.LJ'G.A.UI
i | dgzoll 0855 Losis wlalSall azer ainS wllSall azgs sole] wlhslas] sau

&z i .azlio TAS dagzlg 1y xman o azgidl 8ole] wlly Sh (HSS) ¢ SS7 MAP (HLR). go
wlly 351 HLR jLaedl 9.

ax>gill 6l glgil

o) Kol axzgi 85le] o Elgil as)l pllaidl pasy:



esle] goi
ax>gill

ar>gs 6ole]
e wladSall
(CFU)

ar>gs 6olel
wlaJISal

algaainoll
(CFB)

ar>gi oolel
ae wladisall
2l poac
(CFNRYy)

ar>gi oolel
preapcl PN LeN |
Jswooll al,lall
(CFNRc)

call forward all destination

call forward not reachable destination

call forward not reachable destination

call forward not reachable destination

oLludl slos

1. ag>ls Sh (HSS)

il oy i alo 9 U iell canldl HuegSidl HSS.

s b G5l

&ro7 a4z 9i
< laJ Sl

el e

I yisell Los

J &

) y
algall SN

s I yiial
/g0l L8

ez i TAS o awzoill 5sle] wlslac] HSS dgzly e Sh b 03 elalKall axllas sl
I inall aviol i1/ damaall hlacl.

an> yissall UL e Jlie:

e call forward all destination: ag>9 CFU (61412345678" Jis")

e call forward not reachable destination: ag>9 CFB/CFNRy/CFNRC
(61487654321" Jio")



e no_reply timer: Jwis L O _ilsidl CFNRy (20" Jio")
2. SS7 MAP (HLR)

oo ixfsdl cadgll (s LLJI HLR, (o calixi 38 (ullg HSS s I isuell pls 15]
Jsoy me whblaeYI USSD/MMI (21%* g0 0 JLasYI Jio*).

alziws TAS (o HLR jue SS7 MAP aszsill ssle] whlxe] wle Jgmanll aallSall slac] s
aloiaid /a1,

asliawl (pasioii HLR as>gill 63leY:

e forwarded_to_number: ("61412345678" o) azgill 8ole) agzgll 06,
e reason: (Jsogll LB ut o Jl pas (Jeriino Jog puine uf) auzgill 5le] g4
e flags &l \Joxoll W lallg i Juainll o lall HjUas] iy OIS 15 b i Uas Y.

JLaiVl alos olaio sl Lol

o usi oy = log puine jue cuwwdl S 5] call forward all destination

© on ekt = Jomesll Juld ut sl ol pas (Jgrsise candl OIS 13]
call forward not reachable destination

ul).uu.a." Qo> q.-_,.l_gi

wlily jolzus HLR wblily Sh 855590 LedMS 9655 Loaic.
ez siai TAS ao)So axllzo bl o anll XS o I iinall wlily MT:

1. oo culdl usSill gz ims Vgl HSS dgzlg uc Sh
2. alziws (@i HLR jue SS7 MAP Luisaxll wdoll (8 whlxedl (le Joaxl
3. pud 351 go o lill moxi HLR aud le ,LicYl é Sh

I iinall 65V @il O Ws oaiay (9o, me USSD) cuazi piy o) 13] i @it HSS

SETH

JLasVl alas ol janio

wlollSo (8 a>liall MT:



asiiall

call forward all destination

call forward not reachable destination

no reply timer

arol,i0V] psall:

o LusSs oin o) I3]: "none" (aluwdw)

|

:

:

Jeall

"61412345678"

"61487654321"

II20II

o pxziwl D9zl o i regex ~(?21none$) . * sliiwl doud sl ailaol

"none"

9 ax>gill 6olc] mt_dialplan.xml

bog psite yut ar>g9i 6@ @lc] :1 Jliall (CFU)

sole] dgzg 1S Lo Bole .arzsill 3le] dgzg Wl sl wle 83,l8)l wladSall gra> azgi

az )b aly pasiuws 13 aSuidl s B8, auzgill.

aoxsiauoll aslgdl: sofia/gateway/ExternalSIPGateway (algs PSTN/JLasVl

b anlxll)

el Jls:

dgzg

agzg
CFB

CFN



<extension name="Check-Call-Forward-All">
<condition field="${call forward all destination}" expression=""(7?!
<action application="1log" data="INFO Call Forward All Set to redi

<I-- UML oz History-Info ol azgi s0lcy -->
<action application="set" data="sip h History-Info=<sip:${destine

<I-- e aole gy call-id azgil sole] £95 S 6 L) -->
<action application="set" data="sip call id=${sip call id};CALL F

<!-- Sudl ¢, azgil sole] dgzeg M ozl -->
<action application="bridge"
data="{absolute codec string='AMR-
WB,AMR,PCMA,PCMU' ,originate retries=1,originate timeout=60}sofia/gate
/>
</condition>
</extension>

ananns 1 Loladl:

aSauid| B 28, W] Bole azsill sole] OY a5 alss pazins

ols @M gias call-id  ;CALL_FORWARD UNCONDITIONAL gyl

ol ousw History-Info oVl seanll o8 )l xomil

as2) 61412345678 I isiall 1 lio CFU arzsi 83le| pis - 61487654321 o]
sl Gl wla)Sall graz

Josooll Lilall ,ue/3 )l pas arzgs sole] 12 Jliall

LB e ol i gsuine & yikinall 5 Y) dns )l dgzedl I ozl Jiniy Losis bolislS pasiuws
(Jsosll.

JLaiVl alo> alaigos JUo:



<!-- J ozt Jiss xes MSRN of IMS... -->
<action application="1log" data="INFO Failed to bridge Call - Routing

<!-- gusi History-Info a>gil ssle] JI s, -->
<action application="set" data="sip h History-Info=<sip:${destinatior

<!-- 4.;_79_.]/ 6)[&/ dg>9 L,J;/ azgi - ->
<action application="bridge"
data="
{absolute codec string='AMR,PCMU,PCMA',originate timeout=65}sofia/gat
/>

Jliall 52 Linus:

o a3 61412345678 i)l CFNRY 61487654321 (igall sl p, I
o Jiiradl W Jawos)l aalSall Jglxs

e a5l 20 o= >, x>0 Y (NO_reply_timer)
o i) g0 61487654321 J| dullSall axzsi 85le] iy History-Info lasls, sl
aloYl agzgll Lle
o~ b, History-Info

vl paziwy SIP History-Info wle)Sall axzes 8l guiid:

<action application="set" data="sip h History-Info=
<sip:${destination number}@${ims domain}>;index=1.1" />

ol

o J Vol wils aadlSall ol | uins ${destination number}
o legzsidleall WlalSall sazi adawdl dalail gawy
o ol sl 3o 19 sl £l sl sl dnlal aosiiu

wigeall 3 uldl arzgi (s9 Jls:



<extension name="Voicemail Route" continue="false">
<condition field="${tas destination number}"
expression=""(555121|555122)%">

<!l-- o wiilyl 09, gzl xiwl History Info -->

<action application="set"
data="history info value=${sip i history info}"/>

<action application="1log" data="DEBUG Called Voicemail Deposit
Number for ${history info value}" />

<!-- sall sl dors ad, pudds wsloVl serall il sisall 2l gl

<action application="voicemail" data="default default
${history info value}"/>
</condition>
</extension>

€

* (aole 8, wad jgo,) 555122 555121 :wigwall x|l wloas pls)l

* soiny riguall d ]l W] aadSall auzgi 8ole] pin Loaic History-Info ag=gll (e
aLoYl

o ol oo LoVl w8 )l Lugall 3l pllai g i History-Info

 doa> @by gus bo¥l seaall o lall sl Geaio 8 (wissall all gl e
wigwall 2l

o lw,loadl Lasl

1. o s g9> "none" - poxiwl regex ~(?!none$) . * (J| gl cuixil
aluwdwd! "none" s >

2. geani History-Info - JSuiu o lJI9@ ol zuidd axzsidl 85le] dic ainsiy B @9
Tao

3. pazuawl continue_on_fail - | Luodl Juiws 15| azgill soley blLi>YL zlowdl

3

o ]|
4. sramii Jusmi CLI - (Laioll aon pund ,lail) agall Lylio auibog)l aoldl gamis
5. wlal> $ls Y azgill ssle] wlgzg Ol o 35U - axzgall ole] wlals uisl

ar> g



Juaioll asgn o,15] (CLI)

035 TAS JLaiall aysn Gumiiss goe (CLI wllb go Jolaidl go wolallSall g9 Jlob
Sl ao sl gl lllaiog (bWl gulass (amogaxll.

aolw¥l olurioll CLI JLaiVl lalas (a9:

asioll elazuuw VI JU.JI
msisdn DI 0 161412345678
(+
Joaioll a8 "+61412345678" o
effective caller id number 50 2
- - P9 =all "anonymous"
Luaiall ol "+61412345678" ol
effective caller id name o o
- - w9 ol "anonymous"
origination caller id number  CLI o, s =l "+61412345678"

pio CLI Lall
caller id number N "+61412345678"
- 9 FreeSWITCH

_ o oettalll & e "0412345678" ol
sip from user -
o~y SIP From 61412345678+""
“true" Si "false"
cli withheld dwo gaxll daode
- (alwdw)
origination privacy dwo guaxll Hlac| "hide number"

auo gro> CLI (alggze/asga>w0)

Sl 5 lo



ciwiSS TAS apoguas wldlb CLI §do &M W (o

1. gcooll 09,1 (n9 asgmmo aidls
assLuidl o ULoLJI:

o %67 - alosi)l 1S ol 59 ,lisoll
o #31# - g9Vl Lleall/GSM

Gamw TAS @il b Taw ge30ll 08,01 O 15] oo CLI (i caiuSIl o 15] . LginsSi o5 dugzno
ariol| pusi oy cli withheld J| "true”.

dal 8ol joimig (lgidljlg 67 &l e eS| aiy - 1234 67555* I iiuell Jai tJle
w=x> go 5551234 J] CLI.

2. gwl, 9 Jog=o From
pazimmall wlizo psis (UE) gwly 8 "Jsgze" Il Juaiall awl oz SIP From.

goxis TAS Ja> o Caller-0rig-Caller-ID-Name (a):‘lll ] awlus uf) e
ous ol lede joirll o5 3] " Jogzoe" awdlud! cli withheld J| "true”.

3. dmsm.’dl U""SéJ SIP

eois 29 S-CSCF Lwgs, ymsiy Privacy: id 8 INVITE SIP. dlawlg lgol izl o il
JlaiVl alas.

iioll go Jlaidl dlas saxis cli withheld - aalsioll wlsioll groz oasig CLI Esg
).

JLaiVl alo> alaigo JUo:



<extension name="Manage-Caller-ID" continue="true">
<condition field="${cli withheld}" expression="true">

<!-- czx> @ CLI - Jsgzo I pmm -->

<action application="1log" data="DEBUG CLI withheld detected"
/>

<action application="set"
data="effective caller id name=anonymous" />

<action application="set"
data="effective caller_id number=anonymous" />

<action application="set"
data="origination caller id number=anonymous" />

<action application="set"
data="origination privacy=hide number" />

<!-- CLI poziwl - Lozro gud MSISDN ssledl -->
<anti-action application="1log" data="DEBUG CLI is normal (not
withheld)" />
<anti-action application="set"
data="effective caller_id number=${msisdn}" />
</condition>
</extension>

Syl 03 paxiws talasMe continue="true" (J| wldlSdl daxllro joims iz
o 2y i axzgill whlais! CLI.

i CLID adgodl Lilooe aridogll

s aalinall o lgzoll callaws 38 CLI 2 aolsdl aSuidl e lllais (s 15lais] aaliz.
coidosll ansill 1 JLio

pois ] gl 38 1 Jaly J31 awibogl Lo Sall anmill CLI LI so, 9.

(ad iV Joazrall cailgll aSui) JLasVl alos caloige Jlo:



<extension name="Qutgoing-Call-CLI-National" continue="true">
<condition field="${msisdn}" expression=""61(.*)$">
<action application="1log" data="Setting source CLI to $1 for
national" />
<action application="set"
data="effective caller id number=$1"/> <!-- (0412345678 -->
<action application="set" data="effective caller id name=$1"/>
<action application="set" data="sip from user=$1"/>
<action application="set" data="sip cid type=pid"/>
</condition>
</extension>

Josxs 0.5

e glairegex *61(.*)$ 61 sl jo, o= s JS
o JsoYl: msisdn="61412345678" — 4l "412345678"=1$ :z|,>)I
0412345678""

o oy CLI adall wloSall Gibooll il s8
ol Gamiidl 1 Jlio
35 1adoa)l ool Kol amuill CLI gauis (8 E.164 a5l go JolSII +.

JLaiVl alo> alaigos JUo:



<extension name="Qutgoing-Call-CLI-International" continue="true">
<condition field="${tas destination number}"
expression=""61(.*)%$">
<action application="log" data="Call is to national" />

<l-- aubg dgzgJl o5 VYV baic swsidb éolan)l lsl Yl pgdi -->

<anti-action application="log" data="Setting source CLI for
international" />

<anti-action application="set"
data="effective caller id number=+${msisdn}"/> <!/-- +61412345678
-=->

<anti-action application="set"
data="effective caller id name=+${msisdn}"/>

<anti-action application="set"
data="sip from user=+${msisdn}"/>

<anti-action application="set" data="sip cid type=pid"/>

</condition>

</extension>

Jors S

o (WhiwY 61 Jio) wsibs sop a5 6@@rsll culs I3 las b il sinw
* el ey <anti-action> (adgo adlSs) b udl glai Y loaic
o Gt + a1l e E.164 adgall wld Kl Jo S

Sawaii CLI axsgill 6oley

G Sy Gl glizv 38 axzoill 83le] wlezs | axzsill aie CLI awi S 13] Lo (ol 5lois]
lez, 5 of aSsdl e pl6,1 L] axzoill.

asl Jowi 1 JUo CLI axzgill 6ole] ag>gl

<!-- i Jpwi CLI awzoill s5le] dgzo) 4ol pid 5] -->

<action application="set"

data="effective caller id number=${effective caller id number:3}"/>
<action application="set"

data="effective caller id name=${effective caller id name:3}"/>

alabaddl Jas: ${variable:N} Jsl Jiju N o,



o JLOYI: effective caller id number="+61412345678" :zl>Yl = 3: go
412345678""

o JLoYI: effective caller id number="+61412345678" :zl>Yl - 1: o
61412345678""

o 1t paxiwl taibgll azgill esleY + alj]
e 1+ J2: .61+ J 3:) amliall ashY pasiawl todmoll sl 2Ll o, allj]
(.l

SIP P-Asserted-ldentity (PAl)

whblxe] oS sip cid type=pid Jaioll agd puasi auasS (s9:
<action application="set" data="sip cid type=pid"/>

),;i.ajl:

. uuiJ ousi SIP P-Asserted-Identity Juaiodl wlogleo go
o adgigall ouidl 9 Laiall aon 2S5 ey
e wlluwid Hl=o IMS

arxSlall yugs Jl all)l

ads 1l ol aSlall Gugs ! Al Jlas¥l labas Gle oo a5l aSuid] ologlao o i ol
Sl 2,1 SladKall azgs Jub.

2ol azoill Jud yuwgsll wanlois 1 JLe

<action application="set" data="sip copy multipart=false"/>
<action application="set" data="sip copy custom headers=false"/>
<action application="unset" data="sip h P-Internal-Correlation-
ID"/>

<action application="unset" data="sip h P-Access-Network-Info"/>
<l-- drll couws adsldl of &l aoldl jugsdl o xjoll ddlo] -->



el

o Wl oluidl W) ads ]l azeidl lly o s gioy
o &L anldl aSladl jugs Jl i

o oloVls apoganll aw,las Jias]

o alw, ax> oo Jlis SIP

leidL] cazu il assliadl yugs Il

el @l y=oCorrelation ads1aJl
(aSuid] aui e ainss 29) Jgogll aSuidl wlogleo

* owvoh P el aols
s sl plxiwl dmaxell dawxoll oliwbil jwej,

<l loadl Lasl

1. posuawl continue="true" whblaioV CLI - i aclgs) oy CLI 80xi0

2. gwss sip_cid_type=pid - aSuid JlioW wgllas IMS

3. cam> juisl CLI - Josi #31# o 67* ool ol go Gax

4. souis - agzgll s g CLI (Joodl Liles bl

5. ads bl S ULl s go - anSladl yugs i all))]

6. &0 azsilly Lol go JS Jasi 0l w2z JSuins Jsgzell go Jolaill CLI
Jsgzall

e llgadl (] uuzll

55 TAS a5l e llgdl loSall Loy (8195 IMS, PSTN. &]) ukas plaiwl bridge
9 FreeSWITCH &sle] slaiog «wMgoll axllong «juo )il joglaid) alizs sa2s wlolo go
aglxall.

aslgdl (yuo%i

S wllgdl 9sS3 SIP trunks pasiwi .zl dolail TAS agzlg SIP &S 4> groz) 83>1g
aalize wlgze) aalize wllgy iy, go g ,0ll.



aslodl a9Ss ale Jlis?

<gateway name="CS Gateway">
<param name="proxy" value="10.1.1.100:5060"/>
<param name="register" value="false"/>
<param name="caller-id-in-from" value="true"/>
<param name="extension-in-contact" value="true"/>
</gateway>

alo Sl ol hlag] Gle Jguanll lal,

sauxdl sl

Nl doxl <y plaziwl wlledl ol oy, pi:

awluw VI sl

<action application="bridge"
data="sofia/gateway/GATEWAY NAME/DESTINATION NUMBER" />

lolaoll got

<action application="bridge" data="
{paraml=valuel, param2=value2}sofia/gateway/GATEWAY NAME/DESTINATION NI
/>

cu> GATEWAY NAME ingSs (8 a9 yeall algdl ouwl 92 (Jio IMS Core. PSTN Primary.
International Gateway)

Juundl wloleo

ool s

absolute_codec_string - joglaill a6)o¥l wl5 jun il dails:



<action application="bridge" data="

{absolute codec string='AMR,PCMA,PCMU'}sofia/gateway/IMS Gateway/+${n
/>

sroill asglgl canijit

1. AMR (C4:Sis 2azio Jaxo) - aglsdl oYl Jiaise «Joamall cailel) oluxd
2. PCMA (G.711 a-law) - adgall/le sl d culi las [ lzo

3. PCMU (G.711 p-law) - adlosd! S 0l 59 culi bas lss

wJlell plasvuwl: priv/templates/mt dialplan.xml:80. mo dialplan.xml:124.
mo dialplan.xml:202

wMgell o195

originate_timeout - (ou )l Josin) &l eV (ulgill (uadYl xxll:

<action application="set" data="originate timeout=60"/>
<action application="bridge" data="

{originate timeout=60}sofia/gateway/CS Gateway/+${msisdn}" />
progress_timeout - (yu /6,50 laslwg) 180/183 pMiwY [ UaisW (wilgil:

<action application="set" data="progress timeout=10" />
bridge_answer_timeout - 200 pMiwY ,UaiM ulsidl OK i Jl sa as:

<action application="set"
data="bridge answer timeout=${no reply timer}" />

leg _progress_timeout - 3lw JSJ posaill alge:

<action application="set"
data="leg progress timeout=${no reply timer}" />

Jlall JU,: priv/templates/mt dialplan.xml:73-76



<action application="set" data="progress timeout=10" />

<!-- gw i cdgll 4o &5 INVITE 200 o OK (wdl s 9 lay) -->
<action application="set"
data="bridge answer_ timeout=${no_reply timer}" />

<action application="set"

data="leg progress timeout=${no reply timer}" />

pasiodl: ${no reply timer} (aul 30-20 &>lc) J i)l wlly o ._,UL
Junallg alglaeldl 6ole] azxdleo

originate retries - JlaVl ssle] &gl dac:

<action application="bridge" data="
{originate retries=1}sofia/gateway/CS Gateway/+${msisdn}" />

continue_on_fail - =l Juws sz JLasVl das 3uais dslie:

<action application="set" data="continue on fail=true" />
<action application="bridge" data="

{continue on fail=true}sofia/gateway/CS Gateway/+${msisdn}" />
<l-- sl Lis 5] s aJUWI <l SV -->

<action application="log" data="INFO Bridge failed - routing to
voicemail" />

hangup_after_bridge - <lg] A-leg gii boaic B-leg:
<action application="set" data="hangup after bridge=true"/>

6,Ssall lailwgll axllas

ignore_early media - & ,Suoll Lailwell Jolw 9 oSxill:



<action application="set" data="ignore early media=ring ready" />
<action application="bridge" data="

{ignore early media=ring ready}sofia/gateway/CS Gateway/+${msisdn}"
/>

oLl

e ring ready - sxsdl 6 ,Sua]l Lailwgll Jalxi (dxo i) 2dgs
* true - Bloi 6, ,Sull lailwgll Jals
e false (wuolusl) - (wlesidl .o MeYI) 6, ,Suall laslwgll 05

@23 I3lad ring_ready ;o aSuill wlasill ol oMYl glow o Juaiall gioy - €
ousdl aSuidl

wJlell JUo: priv/templates/mt dialplan.xml:78-79

<action application="set" data="ignore early media=ring ready" />
<action application="bridge" data="

{ignore early media=ring ready, ...}sofia/gateway/CS Gateway/+${msrn}’
/>

aSuwiddl oy Llas aShaid]l (e Huliaioll axdlao:



<extension name="Route-to-IMS-Sub-Early-Media" continue="true">
<condition field="${on net caller}" expression="true">

<!-- pozxiwl - aSuidl Ae Laidl ring ready -->

<action application="1log" data="INFO On-net caller
${effective caller _id number} - using
ignore early media=ring ready"/>

<action application="set"
data="ignore early media=ring ready"/>

<!-- 589 o mdy - Sl b daiddl -->
<anti-action application="1log" data="INFO Off-net caller
${effective caller id number} - setting instant ringback"/>
<anti-action application="set" data="instant ringback=true"/>
<anti-action application="set" data="ringback=${fr-ring}"/>
<anti-action application="set" data="transfer ringback=${fr-
ring}"/>
</condition>
</extension>

ol yusi o talasMe ${on_net caller} .liSui 9 Jiviall pud v aas Gle b
blail plasiw! ] cliSas regex ssaxall dols)l o llas s lasl.

Jraioll augn wlolro

sip_cid_type=pid - poxiwl P-Asserted-ldentity Jaioll agel:

<action application="set" data="sip cid type=pid" />
<action application="bridge" data="
{sip cid type=pid}sofia/gateway/CS Gateway/+${msisdn}" />

ass Ll anzl Lo Lasl

Jyisire ] axzoill 11 looill IMS GlUai yuc IMS

40)lSo arzgi MT Jiino )] IMS 3l ] ledlw,] Ssdo o6 IMS (Jgiamw S-CSCF =l
aszsills).

el Jls:



<extension name="Route-to-IMS-Sub" continue="false">
<condition field="destination number" expression=""(.*)$">
<action application="set" data="continue on fail=true" />
<action application="set" data="hangup after bridge=true"/>
<action application="set" data="progress timeout=10" />

<! - ow i cdgll o o5 INVITE 200 ¢ OK (guidl Us 8 lay) -->
<action application="set" data="bridge answer timeout=${no reply_
<action application="set" data="leg progress timeout=${no reply t

<!l-- Gl J| a8l Jlw,] IMS (S-CSCF A=) -->
<action application="set" data="ignore early media=ring ready" /=
<action application="set" data="sip cid type=pid" />

<action application="bridge"
data="{absolute codec string='AMR-
WB,AMR,PCMA,PCMU"' ,ignore early media=ring ready,continue on fail=true
/>

<!-- ol Lis 5] azeidl sole] JI LLizYl -->

<action application="1log" data="INFO Failed to bridge Call - Rout
<action application="set" data="sip h History-Info=<sip:${destine
<action application="set" data="sip h Diversion=<sip:${destinatic

<!l-- azgil 651y iz, alyy N azgidl -->
<action application="bridge"
data="{absolute codec string='AMR-WB,AMR,PCMU,PCMA',originate t
</condition>
</extension>

ananns 1 Loladl:

e | azgill oy ${msisdn}@${ims domain} (Jio
5551234567@ims.mnc380.mcc313.3gppnetwork.org)

* 58lgi Jgii IMS (S-CSCF/I-CSCF) ¢ iiuadl (J] Slgd] ax>gill
e ignore early media=ring ready lwio Gy, ,9¢,
e Wl azgi 8oleY az )5 algs poiwn (Juinsll aic

e Uwoj dax History-Info ¢ Diversion azgill ssle| guiil

| ax>gill 12 laoidl MSRN (Jlg=ull CS)



Jlall: priv/templates/mt dialplan.xml:67-80

<extension name="Route-to-CS-MSRN" continue="false">
<condition field="msrn" expression=""(\d+)$">

<action
<action
<action
<action
<action

application="set"
application="set"
application="set"
application="set"
application="set"

<l-- | aallSall Jlu,] MSRN

data="continue on fail=true" />
data="hangup after bridge=true"/>
data="progress timeout=10" />
data="bridge answer timeout=${no reply_
data="leg progress timeout=${no reply t

ilyy e -->
data="ignore early media=ring ready" />
data="sip cid type=pid" />

{ignore early media=ring ready,absolute codec string='AMR,PCMA,PCMU",

<action application="set"
<action application="set"
<action application="bridge"
data="
/>
</condition>
</extension>

aSuidl s arz>gill 13 looidl (MO J] MT .c TAS)

b o ol Sall ez iz (aSuidl Ll aallSo) aSuidl (e 3T I iines J e Juaiy Lodis
] 2l TAS J alolS axdlea) MT. il aSasd] e wlodSall ol olosal pawl> laoill o3
a7l ol Sl Jio doxsdl axllze Guas MT.

ool i wdlaiu 15l

Sl 5,5l 640 azeill gen TAS, axllre aSuidl e ladSall jolxiiw MT iz Los (5Los:

o oldSall azgi ssle] whblac] phisl o o)

e >l pac aic (g 2y 29 Y

o azsi Junaw MSRN Gdeziall S sikinall

o s3] 8,0 Jsamall cailel oo 6lisiall aalKall azgi IS o TAS Lasgiio 512> dollSaS
ioxxl) alolS axllas ole Jaiall 05, kall Lo,



Jlall e JUo:

<extension name="0On-Net-Route">
<condition field="${on net status}" expression="true">
<action application="1log" data="DEBUG On-Net MO call - Routing
back into TAS" />

<!-- BIJ azeill jwesJl araii -->

<action application="set" data="sip copy multipart=false"/>

<action application="set" data="sip h Request-Disposition=no-
fork"/>

<l I 53 6,0 arzeill TAS (dollSo puai MT) -->
<action application="bridge"
data="{absolute codec string='AMR



Prometheus adl ,.llg

eois OMNITAS i aloliv adisin puulao juiuai, Prometheus a5 Jlg auwidly asdl oll
wlw,) oo J..asis elas Y O LiSwlg giloloziwlg vz liadl Huwliall o> Jdo]l 132 oy
adl all.

pusslaall algs alas;

wle puplioll gro> o =it http://<tas-ip>:8080/metrics

Jo 8l juulesll &> 50

diameter_response_duration_milliseconds

elzsiumd tggall
< boauidl: application (ro, sh). command (ccr, cca. @ll). result (success. error,

timeout)
aul o 10000 .5000 .2500 .1000 .500 .250 .100 .50 .10 :,ol..._'ciill

il Gllall las)l ollb 830t gll

‘olwyli



# jbsll & liwl go bwgio
rate(diameter response duration milliseconds sum[5m]) /
rate(diameter response duration milliseconds count[5m])

# P95 Lbiall o as Ul oo
histogram quantile(0.95,
rate(diameter response duration milliseconds bucket[5m]))

il anniill:
e P95 > 1000 aiday Hlasll wbliwl - 4l o

diameter_requests_total

slac tggil
< boauidl: application (ro. sh). command (ccr. udr. &l])
alaw yoll Slaall o llla) (Yl sasll ttuegll

‘olwyli

# oldb]!l Joso
rate(diameter requests total[5m])

diameter_responses_total

slas tggall
boauidl: application (ro. sh). command (ccr. udr. &l|). result code (2001.
3002, 5xxx. &)

saliwaall Lol llxiwY ozl sasll tctmogll

el VI:

#clxd| Joso
rate(diameter responses total{result code="2001"}[5m]) /
rate(diameter responses total[5m]) * 100

diameter_peer_state



ovbso tggudl

wlboauidl: peer host. peer realm. application (ro.sh)
(8l20=0 .£95 ,0=1) ,laall o351 dl> 1o oll

0les 10 JS 1emsasull 6,49

elaxiawVI:

diameter peer state ==

2ic apnill:

o 635ly aids o LiSY Blio b
JLas¥l alas algi gusslis

1. wlle guulio HTTP

http_dialplan_request _duration_milliseconds

elzsimd 1ggall

wbowidl: call type (mt. mo. emergency. unknown)

wlls 630 1o gll HTTP JLaiVl das il pMiwl daax) o aslgdl ol aslgadl (o
HTTP .jaugaill iwlalsoll Jd= i lleall o> Uy Jouin -dlziwY Jlw)| ddax) I
sl wloMseiwl (Sh/R0). wloMsiwl HLR (SS7 MAP). xJgig XML.

el VI:



# db go bwgio HTTP a Leadl J| a Leidl o
rate(http dialplan request duration milliseconds sum[5m]) /
rate(http dialplan request duration milliseconds count[5m])

# P95 aol Sl g5 cum>
histogram quantile(0.95,

rate(http dialplan request duration milliseconds bucket[5m])
) by (call type)

# <l5l &, lao MT U, Las MO
histogram quantile(0.95,

rate(http dialplan request duration milliseconds bucket{call type="mt
[5m])
)

Vs
histogram quantile(0.95,

rate(http dialplan request duration milliseconds bucket{call type="mc
[5m])
)

sie amiall:

<

P95 > 2000 alxiwl wlisl - ayli ollo HTTP agyla,
P95 > 3000 a> > shl alSiuo - auli Ll

P99 > 5000 i shl jen - awli Lo

ek ollb sl call type="unknown" - ao)Sall goi caisS 9 Juins

sl

o pazimall ilz o Ll o pgt) pulito anl o ol

* a>dg0ill puall: P50: 100-500 awli o, P95: 500-2000 awl Mo, P99:
1000-3000 awl o

o olgSall ©lgl graz> Jasiss (Sh + HLR + OCS + axlsoll)

o wlisSl puwlio o Baxi aiulas o3 <ulS 15| (subscriber_data. hir_data.
ocs_authorization)

* abla) aul o 5000 G| (arpuw adzo wlellSo) sl Wllo 100 :g8sinll (§Uaill
(wMgo/alglzall 85le] 2o



aold wla>Mo:

e wlio J=xo J= dialplan generation duration milliseconds ojaall
i lass sy oS s3I XML

* o uixy b adx yuSse FreeSWITCH/SBC

e il e I paziwl SLA dsud| laddaxig

2. S pisinadl wlily guulis

subscriber_data duration_milliseconds

ez s 1ggill
wbioaaidl: result (success. error)

agzls oo Juitall bl gl iwY @ simall cidgll tcammgll Sh (HSS)

elaxiawVI:

# pMeiwl o bwgio Sh
rate(subscriber data duration milliseconds sum[5m]) /
rate(subscriber data duration milliseconds count[5m])

# pMeiwl 9o Sh 95 & gioll awmill 9
histogram quantile(0.95,
rate(subscriber data duration milliseconds bucket[5m])

)

* P95 > 100 wllxiwl - asli (ollo HSS aila,

subscriber_data lookups total

slac 1ggall
wbwowuidl: result (success. error)
oS el | Wbl wledeiw (WJlozYl sasll 1o gll

elaiawVI:



# pMeswl Joxo Sh
rate(subscriber data lookups total[5m])

# clbs] Jaso Sh
rate(subscriber data lookups total{result="error"}[5m])

# obliwl gzl Jozo awws Sh
(rate(subscriber data lookups total{result="success"}[5m]) /
rate(subscriber data lookups total[5m])) * 100

sie aniill:

o o JlaiVl (¥ JSlise - %5 < slasYl Jase HSS
o 9 > Juiwd - %20 < slasVl Jase HSS

2. wlily guulés HLR

hlr_data_duration_milliseconds

el siuud tggall
wlioaaidl: result (success. error)
wlbly e iwY B kel wdgll icammgll HLR ¢ SS7 MAP

elxxiwVI:

# pdeiwl goj lbwgio HLR
rate(hlr _data duration milliseconds sum[5m]) /
rate(hlr _data duration milliseconds count[5m])

# pMesw!l 9o HLR 95 & ginll apmidl 9
histogram quantile(0.95,
rate(hlr _data duration milliseconds bucket[5m])

)

g anidll:

* P95 > 500 wllxiwl - &b (slle SS7 MAP aila,
¢ P95 > 2000 (9 a>,> alSuiwo - awl Lo SS7 MAP



hlr_lookups_total

slac 1ggall
wbwowuidl: result type (msrn. forwarding. error. unknown)

elxxiawVlI:

# pMeiwl Jazo HLR goidl >
rate(hlr lookups total[5m])

# oliuS| Joso MSRN (pudoxindl uS yiiall)
rate(hlr lookups total{result type="msrn"}[5m])

# ol Kol Lo wlisS| Joso
rate(hlr_lookups total{result type="forwarding"}[5m])

# slbsl Joso HLR
rate(hlr lookups total{result type="error"}[5m])

sig aniall:

o 9 JSliwe - %10 < slasYl Jase SS7 MAP
e Jawo 9 &zlas yolaxil MSRN - Jlgxil (8 dlaixe alSui

sl

e Jaso MSRN gulsmioll oS el o sunsdl 3575 ol sy JLs!
o dgmall Sl o sl 3975 Wl i W Lgmill Joso
o Jlszill anid wldall o> 2o 08

3. yougai yumlés OCS

ocs_authorization_duration_milliseconds

ez s tggall
wlbowuidl: result (success. error)

rsii) (& psimall cidgll tcamegll OCS



‘olwyli

rate(ocs _authorization duration milliseconds sum[5m]) /
rate(ocs authorization duration milliseconds count[5m])

histogram quantile(0.95,
rate(ocs authorization duration milliseconds bucket[5m])

)

sie aniill:

* P95 > 1000 wllxiwl - &l sllo OCS asla,
e P95 > 5000 bl (s &> > alSuino - &l (lle OCS

ocs_authorization_attempts_total

slae tggall
wboauwidl: result (success. error). skipped (yes. no)
a9 wYglxal (JlzYl Hasll oo gll OCS

‘olwyli

# jou 905 Jozo 0CS
rate(ocs authorization attempts total{skipped="no"}[5m])

# sl>l Jase 0CS
rate(ocs authorization attempts total{result="error",skipped="no"}
[5m])

# b Jome 0CS (cd] voiged| 2]l vs,lokdl oY1)

rate(ocs authorization attempts total{skipped="yes"}[5m])

# jou 9o Tl Jomo awws 0CS

(rate(ocs authorization attempts total{result="success",skipped="no")}
[5m]) /

rate(ocs authorization attempts total{skipped="no"}[5m])) * 100

g anidll:



o 2 Jlas¥l o JSliss - %5 < sllasYl Jazo OCS
e 95> zlxdl Jazo% - OCS wladSall oo 2ozl Jad

sl

o aulxall/a Uall wladSall o xasdl 5979 W uiny el (ol Jaso
o gllaiil (] iy sUasYl Jose glas,| OCS
¢ Josll wledsi go tlrill Jaso 0,18

4. olllSoll axllre puulis

call_param_errors_total

slac tggall

wbowuidl: error type (parse_failed. missing_required_params)
o ladSall wlalzo Judz slas] tesuogll

el VI:

# ololsall slbsl Jose
rate(call param errors total[5m])

# eoill s slasYl
rate(call param errors total[5m]) by (error type)

sie aniall:

o immo it wledlSo wlalse wllb J] i - 0 < slasl sl
o i3 ,> ilSuio - wldall px> o %1 < slasV

authorization_decisions_total

slac 1ggall
o bwowuidl: disposition (mt. mo. emergency. unauthorized). result (success.
error)

elasiawVI:



# J Ll s jougaidl Joso
rate(authorization decisions total[5m]) by (disposition)

# olod Sodl Jozo MT
rate(authorization decisions total{disposition="mt"}[5m])

# olad Sl Jozo MO
rate(authorization decisions total{disposition="mo"}[5m])

# )]l old Kol Joso
rate(authorization decisions total{disposition="emergency"}[5m])

# Lo toeadl e ol dl Joso
rate(authorization decisions total{disposition="unauthorized"}

[5m])

il anniill:

o tbls 155 ol Jaize pomd - %1 < a tasll ik Jazo
o Jaizo )l @ - a)lall ol Sall (b ez lan glas)l

s ll:

o dpus MT/MO &S 2l blail (J] i
o dodzl plaziwl W iy &5, Uall wldKall Jaso
o il giooll W juin, & T anll ué Jaze

freeswitch_variable_set_duration_milliseconds

ez s 1ggill
<baaidl: batch size (1.5.10. 25,50, 100)

Jlas¥l alas ol uiio ousid & siual] cadgll 1ol

elaxiawVI:



# ol pusioll Huues o) bwgio
rate(freeswitch variable set duration milliseconds sum[5m]) /
rate(freeswitch variable set duration milliseconds count[5m])

#&.&9.)_]|P.7_owu>o|p_z_._o_|__'" |u.u_z_;u.oJ
histogram quantile(0.95,

rate(freeswitch variable set duration milliseconds bucket[5m])
) by (batch size)

sic aniill:

* P95 > 100 sk wlpsiall puuss bl - asl alle
* plladll sl (58 aloizo alSiro - 21l ol

5. wlhsgll axdlas yuulas

dialplan_module_duration_milliseconds

ez simn tggall
wboauwidl: module (MT. MO, Emergency. CallParams. &l|). call type
Jlai¥l abas wlasg o 8059 JSJ axdlroll (joj trogll

‘olwyli

# s2>9d| cw> axdlealdl o
histogram quantile(0.95,

rate(dialplan module duration milliseconds bucket[5m])
) by (module)

# 60>9 axdleo oy MT
histogram quantile(0.95,
rate(dialplan module duration milliseconds bucket{module="MT"}
[5m])
)

sic aniall:

o 5359 sl P95 > 500 sVl (¥ alSuiuo - awili sllo



sl
o UVl s35g)l 2oz
o Vol Ua¥l wlasgdl i
o SloJSall gloil jue whzgll wligl o)l

call _attempts_total

NN

o ®@V1: call type (Mt. mo. emergency. unauthorized). result (success.
rejected)

e laSall &Yslra) ozl 3380l ool

elaxiawVI:

# old Kol oYglzo Joso
rate(call attempts total[5m])

# il Kol g9 > ]l Joso
(rate(call attempts total{result="success"}[5m]) /
rate(call attempts total[5m])) * 100 by (call type)

# da0gd yoll olod ol Joso
rate(call attempts total{result="rejected"}[5m])

sie aniall:

o alsixoe alSius - %5 < jad,Jl Jaswo
o aoxsdl glaiil - ollKall px> (8 enzlin Jolaxl
* Joizo pgxd - wladlKol oz 9 enzlao glai)l

active calls

owlio g gall
wlboasdl: call type (mt. mo. emergency)
Wb il @ lolSoll o gl



‘ol.x.ﬁ.i'u.uyli

# adldl dbidl o lad o]
active calls

# eoidl cwe dbindl olad Sl
active calls by (call type)

# (aolod] acludl) abiid]l ol Il 85,5
max_over time(active calls[1lh])

.)..J—m":
o 3 Jo> - ac @Vl < alosinidl ool Sl
o aadgio aoanll - algl 6 ua) 0 = aloinidl o lo) ISl

7. slSlall gunléo

call_simulations_total

slac 1ggall
< boawudl: call type (mt. mo. emergency. unauthorized). source (web. api)
lelissii o5 il Wl Sl wlS=o das tcmogll

el VI:

# oS =l Joso
rate(call simulations total[5m])

# goidl cw> olLS xadl
rate(call simulations total[5m]) by (call type)
sl

o varidl wlgsl phsiwl g
o oshaill proasimall 2z

o clasYl ColaSiwl blis go oyl



8. yunlio SS7 MAP

ss7_map_http_duration_milliseconds

elozsimn tggall
w bwoauidl: operation (sri. prn). result (success. error. timeout)
aul e 10000 .5000 ,2500 .1000 ,500 .250 .100 .50 .10 :,eLuwsVI

Ul 830 ttuogll SS7 MAP HTTP auli (lall

plmyli

# slh>l Jaso SS7 MAP
rate(ss7 map operations total{result="error"}[5m]) /
rate(ss7 map operations total[5m]) * 100

sig aniall:

* P95 > 500 wllxiwl - aul (e SS7 MAP aiyla,
o L9 iz, alSiine - %50 < slasYl Jaze SS7 MAP

ss7_map_operations_total

slac tggall
wboaasdl: operation (sri. prn). result (success. error)
wldes) WJlzYl sasll icasogll SS7 MAP

online_charging_events_total

slac g gall
wboauidl: event type (authorize. answer, reauth. hangup). result (success.
nocredit. error. timeout)

ciiY e omidl oWlea) lazYl sasll tcauo gl

‘olwyli



# ol | Jiw 0CS
rate(online charging events total{result="nocredit"}[5m])

2ic apnill:

o Olos¥l Jiss o Jlo Jaso

10. plaidl all> guuléo
tracked_registrations

ovbio g gall
Mzl 336 1etuogll SIP Wls alaiull (Jsxws Ul 53516 0 FreeSWITCH Sofia)
Olsi 10 JS teapamill 6,59

wlasMe:

o oMl slgil xie Bl aalis aiy (o FreeSWITCH a>3all slgul)

tracked _call_sessions

owlido g gl
9 Wb asisiall ©loSall wlul> 53¢ ol ETS
0lss 10 JS teasazidl 6,59

11. b yuuléo HTTP
http_requests_total

slac g gall

wbeawidl: endpoint (dialplan. call_event. directory. voicemail. sms_ccr.
metrics). status code (200. 400, 500. &J])

wlla) (WJzYl sl tamegdl HTTP alell dasi cuns>

elxxiawVI:



# clbasl Jazo HTTP
rate(http requests total{status code=~"5.."}[5m]) /
rate(http requests total[5m]) * 100

il anniill:

e U3 Jazo HTTP 5xx > 10%

call_rejections_total

slac tggall

wlbowidl: call type (mo. mt. emergency. unknown). reason (nocredit.
unauthorized. parse_failed. missing_params. hir_error. &)

cud| cuns Sl jas J Wlez Yl 2ol icaregll

elxxiwVI:

# owwd| cwe ol Bl o, Joso
sum by (reason) (rate(call rejections total[5m]))

sie aniall:

o suinidl W] azll - asb/l < Jas )l Jaso

event_socket_connected

owlhis tggall

wloauidl: connection type (main. log_listener)
(Jaio ,16=0 s Juaio=1) &IVl Guio Jlail Al 1o gll
Jla¥l > ol ais aasinll cadgll (o teansill 6,i0

plmyli



# olaoYl o Jlas | AJ s
event socket connected

aue anuill:
o auli 30 o LiSY slre JLasVl
event_socket reconnections_total

slac 1ggall
wbowuidl: connection type (main. log_listener). result (attempting. success.

failed)
&Y Guniay JLa¥l 5le] wYglxa) (WJlazYl 532l ool

wlogleoe a>9) JolSi Grafana

w9 omwlioll jguai Sey Grafana wlly jaas plaxiwl Prometheus. lg wuogoll zlglVI:

SlallSall o> 11 wloglaall a>gl

LU 29V | IRCH PN LN | BRI PP
* ol cuns Kol wYglxo Jazo (MO/MT/Emergency)
e Wl jas,; Jorse

Slaall sbl 12 wloglaoll a> gl

o &l o bl i OV >
o &l cdlall &Y

o bl dl Jgoz
o il jo, cuns slasYl Jose

i isVl ue ool asue 13 wleglrall a>ol

o VeVl paygai tlai Jaso
o ol ¥" Ghsl Jaze"



e oMgo Jazo OCS

eUaidl sbl 14 wloglaall a> ol

o Jlai¥l dlas aJgi >l oy (P50/P95/PI9)
o &lziwl wlsgl SS7 MAP
o ple U plaidl ,oles

wlogleo a>gl loulaxs Grafana a; uogoll

Kol o 11 casall

* (g0l cunz) wladKall wYglxo Jozo
o il oLl ol
o bl Usso drww

shbVI 12 Cauall

e P95 wlb o HTTP counnidl gubisiall - (aa)Soll £55 cans) JLasdl alaxd
e P95 pMsaiwl oo  Sh

e P95 oMsiwl oy HLR

e P95 jagii o OCS

e P95 (53> 9)l cunz) Jla¥l abos 63> axllzo (yoj

bl wVoso 13 casall

* el gl Jaxe Sh

e eMriwl zlx Ja=e HLR

o Unsai tln Jamo OCS

¢ UlLJEJOO Yol tlx Josso

wlasgll shi 14 Casall

e P95 sxog)l cuws axllrall (o
o si>g JSU wladKall sac

slos VI :5 caall



o ololrall slasl

* lg trao uf WYyl
o clasi Sh

e clasl HLR

¢ <lasi OCS

az 2l wlgaiill

Goall (e axaus) 1 asglgVl:

# Ll aadgio JLasVl ab>
rate(call attempts total[5m]) ==
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a2 joll aS Hlinall o Jolxil
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e domain: jwisall eols Bl

e factory uri: SIP URI ,oisoll L)

* mnc_mcc: dgoxall aSuidl wld 20

e access network: aSwidl J] Jguooll g4

o default max participants: jaise JS 9 oS, linall (ol idYl (uasVl =l
e allow anonymous: odgg=all (S linell momw OIS 15] Lo
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module=default
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freeswitch bridged calls

freeswitch detailed bridged calls

freeswitch current calls

freeswitch detailed calls

freeswitch current channels

freeswitch current sessions

freeswitch current sessions peak

freeswitch current sessions peak last 5min

freeswitch sessions total
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9090
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9090
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freeswitch current sps

freeswitch current sps peak

freeswitch current sps peak last 5min

freeswitch max sessions

freeswitch max sps

olaidl 5,lg0 wlwls
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freeswitch current idle cpu

freeswitch min idle cpu

freeswitch uptime seconds

freeswitch time synced
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freeswitch memory smblks
freeswitch memory hblks
freeswitch memory hblkhd
freeswitch memory usmblks
freeswitch memory fsmblks
freeswitch memory uordblks
freeswitch memory fordblks

freeswitch memory keepcost
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freeswitch codec status
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e G.711 alaw/ulaw
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9090
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o oll
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malloc)
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JiS >ae fastbin s =l

dvanazall slboliall sac
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e PROXY PASS-THROUGH

e PROXY VIDEO PASS-THROUGH
¢ RAW Signed Linear (16 bit)

e Speex

e VP8/VP9 Video

e AMR variants

 B64

e G.723.1, G.729, G.722, G.726 variants
e OPUS

 MP3

e ADPCM, GSM, LPC-10

asilgill blail all> olwls

ovbell ol aaioll o gll

lowill go aledl alasidl Al ikey
(82=>9J1). name (asledl adasidl auwl).
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freeswitch endpoint status 9090

a>liall aslgdl boladl Jous:

e error, group, pickup, user (mod_dptools)
* loopback, null (mod_loopback)

e rtc (mod_rtc)

e rtp, sofia (mod_sofia)

e modem (mod_spandsp)
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freeswitch load module 9090
- - 62> oJl raromill go

axdl ol anuni )l wlasgll:

e mod_sofia (SIP)

e mod_conference, mod_conference_ims
e mod_opus, mod g729, mod_amr, &ll.

e mod_event socket

e mod_dptools

e mod_python3

e mod_rtc

o 5,39 whsol o xaslls...
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o ball ol - FON | | o gll
freeswitch registrations 9090 alosiid| oMzl Has (Jlo>|

&o dbasos S wlogleo
wlbowdl: expires, hostname,
freeswitch registration defails 9090 network _ip, network_port,
network_proto, realm,
reg_user, token, url
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freeswitch sofia gateway status

freeswitch sofia gateway call in

freeswitch sofia gateway call out

freeswitch sofia gateway failed call in

freeswitch sofia gateway failed call out

freeswitch sofia gateway ping

freeswitch sofia gateway pingtime

freeswitch sofia gateway pingfreq

freeswitch sofia gateway pingcount

freeswitch sofia gateway pingmin

freeswitch sofia gateway pingmax

saiall
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9090
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ol Sall 5xs
aLalall 5,ls)]

w Kl Hae
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ping (Unix epoch)
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call simulations total 8080 (Glae) wldBl 85w sae o]
call attempts total 8080 (lae) wld Kl wYglwe sae oz

call rejections total 8080
(Glae)

ol 5ol wlolzo Judz sllasl sxs Jloz)

call param errors total 8080
- - - (Glae)

< o] go Wb dlavinid] oSl 5ac:

active calls 8080
- call_type (mo/mt/emergency)
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diameter peer state

diameter requests total

diameter responses total
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0 oll
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peer_host,
peer_realm,
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b 53¢ o]
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bl SLL 82
awl lall,
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hlr lookups total

hlr data duration milliseconds

subscriber data lookups total

subscriber data duration milliseconds

ss7 map operations total

ss7 map_http duration milliseconds

tracked registrations
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o oll
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wlbly glojiwl 820 HLR
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wldoe sae Jlos|
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Ui b0 OCS
ocs authorization duration milliseconds 8080 aul Jaadl
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Slasl e W)
online charging events total 8080 el e ol
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http requests total

http dialplan request duration milliseconds
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status_code
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event socket reconnections total 8080
event socket commands total 8080

event socket command timeouts total 8080

ardl ol ,olgVI glgil:

e uuid_setvar, uuid_dump, uuid_kill, uuid_transfer
e uuid _set media_stats

e sched hangup, sched_transfer

e vm_boxcount

e status, echo, show, sofia
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 success: ¢z oIl JLS] o
o timeout: algoll ac ,oYl jolx

o error: asdgio jué alziwl oYl slel
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Sl Gunie Jlail dlls
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uimi &Yglxo 336 (laz] SMS (olac)

sms trigger attempts total 8080
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erlang mnesia held locks

erlang mnesia lock queue

erlang mnesia transaction participants

erlang mnesia transaction coordinators

erlang mnesia failed transactions

erlang mnesia committed transactions

erlang mnesia logged transactions

erlang mnesia restarted transactions

erlang mnesia memory usage bytes

erlang mnesia tablewise memory usage bytes
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6,5 wlwld VM Erlang
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erlang vm memory atom bytes total

erlang vm memory bytes total

erlang vm _memory dets tables

erlang vm memory ets tables

erlang vm memory processes bytes total

erlang vm memory system bytes total
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erlang vm statistics bytes output total

erlang vm statistics bytes received total

erlang vm statistics context switches

erlang vm statistics dirty cpu run queue length

erlang vm statistics dirty io run queue length
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erlang vm statistics garbage collection number of gcs

erlang vm statistics garbage collection bytes reclaimed

erlang vm statistics garbage collection words reclaimed

erlang vm statistics reductions total

erlang vm statistics run queues length

erlang vm statistics runtime milliseconds

erlang vm statistics wallclock time milliseconds
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erlang vm dirty cpu schedulers

erlang vm dirty cpu schedulers online

erlang vm dirty io schedulers

erlang vm ets limit

erlang vm logical processors

erlang vm logical processors available

erlang vm logical processors online

erlang vm port count

erlang vm port limit

erlang vm process count

erlang vm process limit
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erlang vm schedulers
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erlang vm threads

erlang vm thread pool size

erlang vm time correction

erlang vm wordsize bytes

erlang vm atom count

erlang vm atom limit
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erlang vm _msacc_aux seconds total

erlang vm msacc_check io seconds total

erlang vm msacc emulator seconds total

erlang vm msacc gc seconds total
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erlang vm msacc busy wait seconds total
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erlang vm msacc ets seconds total

erlang vm msacc gc full seconds total

erlang vm msacc nif seconds total

erlang vm msacc send seconds total

erlang vm msacc_timers seconds total

w bosese VM Erlang

8080

8080

8080

8080

8080

o gll

8 S sinaall i)
BIFs ETS (slac)

9 O psisall il
JolSIl asloill go>
(Glae)

b O simsall sl
NIFs (slac)

w9 9] cdgll
(lag) LlwJl Jlw)]

o O psimall il
OGlas) wlisgall 6,0

@ bowid] go daduasill 8,513l wlawxe wlwls: alloc, instance_no, kind, usage

J..a_,."

avasazoll 6,513l (carriers_size) aoaxiuwollg
erlang vm allocators 8080 (blocks _size) jlail .aalixe o lasazol
erts_alloc(3).

wbasazall gleil Josinit temp_alloc, sl_alloc, std_alloc, Il_alloc, eheap_alloc,

ets_alloc, fix_alloc, literal_alloc, binary alloc, driver_alloc



aroMeVl 6392dl Ll - 9093 saioll

olilas] wlwball osn ,9g5 RTP/RTCP JSJ wlolSall 839> wloglrog il cadoll (ad

sLis.

onLall ol

freeswitch info

freeswitch up

freeswitch stack bytes

freeswitch session total

freeswitch session active

freeswitch session limit

rtp _channel info

RTP wuldl whloc - wguall

9093

9093

9093

9093

9093

9093

9093

dromid| go plaildl wlegleo: Version

Gol> ,e=0 jal>=1) slasiwdl >

culll pwaSall o>

eladll 326 ez

8ld wloglzo RTP Juolaid & lowid! go
oLl



onLall pul ssiall ol

9 o) dnlivme)l wlyWl Jlez]

rtp_audio in raw bytes total 9093
(sl s

o Lor) alw ol bl Alaz]

rtp _audio out raw bytes total 9093
ST (w3l 2L

aolimol| aodeYl ol (o]

rtp audio in media bytes total 9093
(loss alga=ll)

. . abw ol drodey| wlyll (WJlo=z]
rtp audio out media bytes total 9093 "

(lass algoxll)
RTP o xdl whblas - wgmall
ovlall oanl aaioll o gll
rtp audio in packets total 9093 dodimall o=l o]
rtp audio out packets total 9093 alw ol o=l (Jlaz]

aode Yl ol Lozl

rtp audio in media packets total 9093

rtp audio out media packets total 9093 alw joll aoMe Yl o il (Jlo>]
rtp_audio _in skip packets total 9093 lelal=i o5 il 85,191 o =l

rtp_audio out skip packets total 9093 lelals o5 il 8 0Lall ol

RTP awolndl ol gloil - wouall



onlall punl ssioll ogll

rtp audio in jitter packets total 9093 doliwodl U3l O jxo >

rtp_audio_in_ dtmf packets total 9093 e > DTMF aolioll

rtp_audio out dtmf packets total 9093 e > DTMF alw joll

. dxy ol clogiall xdgi pj>
rtp audio in cn ackets total 9093
p_audio_in_cng_p _ Lol
. axy poll sbogiall adsi 0>
rtp audio out cn ackets total 9093
e - il ol
rtp audio in flush packets total 9093 > __‘) exe i 3 ill 052
(cdsall O jxall Huss

RTP 6592l wiuiidl wlwls - wguall



onLall punl

rtp audio in jitter buffer bytes max 9093

rtp _audio _in jitter seconds min

rtp _audio _in jitter seconds max

rtp audio in jitter loss rate

rtp audio in jitter burst rate

rtp audio in mean interval seconds

rtp audio_in flaw total

rtp audio in quality percent

rtp audio in quality mos

wlwld RTCP

ovledl ol
rtcp audio bytes total

rtcp audio packets total

ol

9093

9093

9093

9093

9093

9093

9093

9093

9093
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0 oll

o gll

ol Ozl ex> Sl
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i) Guadyl sl
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dygio danwiS wenll 819>
(100-0)

5-1) sl a2 lawsio
(JiadV o1 5 cu>

wlyl Jlez] RTCP

o3> laz| RTCP



owbadl onnl

go _goroutines

go_threads

go _info

go _gc duration seconds

go memstats alloc bytes

go memstats alloc bytes total

go memstats heap alloc bytes

go memstats heap idle bytes

go memstats heap inuse bytes
go memstats heap objects

go memstats heap released bytes

saiall

9090

9090

9090

9090

9090

9090

9090

9090

9090

9090

9090

o gll
>a¢ goroutines Wl Josi il

o5 il Jusiadll pllas bogss 53
L § L]

Y

dolas)l go> wl 95 adgi 830
(vaxlo)
Y il dsanazxodl wlyWl sae

plaxiwYl s Jls

dvavazoll oWl sae WJlo>]
(Glxe)

9 davaza]l wlsWl sae
28 JUi Y illy @V pss]l

plaziw)l

Shaiis il aogSIl (8 wliglll sas

,obj.i'uww

b il aogSIl o bl sas
B> olaxiw]

dogSJl 9 dauazoll SISl sac

i il aoSIl o bl sac
Jainidl plai | Lgis zl,oYl



onbldl oanl

go memstats heap sys bytes

go memstats sys bytes

wlblosdl wlwlis

W I |

process cpu seconds total

process max_ fds

process open_ fds

process resident memory bytes

process virtual memory bytes

process virtual memory max bytes

process start time seconds

9090

9090

9090

9090

9090

9090

9090

9090

9090

J..o_g."

i il dosSIl (8 wlulll sas
elail yo lgde Jguaxll

pi il oyl oae (Jlaz]
pladl o lgde Jguaxll

8 B sinmial| cdsll loz]
CPU (.)|.).C) ,oU'a.i.”g ‘OM.U

Slogl 38 uasVl axll
i>giaall wlaloll

wlala)l GlogY I sxsl
d>gidall

ol dorinll 5,513/ QY o>
culll ol ,i8Y1 8,511 o>
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wlwlbd HTTP J Prometheus

ool ol ssiall ol

N o]l
promhttp metric_handler requests in flight 9090 coud | wldas)

lgauaii piy osill

328 (slaz]
ol | wldes
A jo) s
HTTP (5lae)

promhttp metric handler requests total 9090

wlwball glgsl

e gauge: jaixi ol gaiy 0l oS owlbd (Jio current calls, cpu_idle)
e counter: a9 »jy ywlbs (Jio sessions_total. failed_scrapes)

* sumMmary: as  =io dsioj 6390 sa0 e WNilgSIIl gy Jwlid (Jio
gc_duration_seconds)

el VI

e3> (ueSi 09 i lwliall o3» gox) Prometheus wMJl blaill gro> gozxd b LolAI:



scrape _configs:
- job _name: 'ims as system'
static configs:
- targets: ['localhost:9090']

- job name: 'ims as _engine'
static configs:
- targets: ['localhost:8080']
metrics path: '/metrics'
- job name: 'ims as media‘
static configs:
- targets: ['localhost:9093']
metrics path: '/esl'

params:
module: ['default']

aliol < loMaiswl

aoladl wlwliall

a,.ll:dl PN LN ]| Pt g
freeswitch current calls

aslgdl axuo:



freeswitch sofia gateway status{status="UP"}
cadg lamgio Ping Llsdl JI:
avg(freeswitch sofia gateway pingtime)
anlll 9 wlwl=dl Jano!
freeswitch current sps
6,513l plaxiuwl:
freeswitch memory uordblks
loilwgll @©59> wlwbls
Sl 659> (a>,0 MOS):
rtp audio in quality mos
wosall 639> arnmi:
rtp audio in quality percent
il Jaso:
rate(rtp audio in jitter packets total[5m])
el 299 Jamo!

rtp audio in jitter loss rate



vl louwwgio:

avg(rtp audio in jitter seconds max -
rtp audio in jitter seconds min)

S2,ill YUaudl o, RTP (5,19]1):
rate(rtp audio in media bytes total[lm]) * 8
a2 uiSoll anigrall L ganll:
increase(rtp audio in flaw total[5m])
J =2 wlwlid TAS
eoidl cuws alowinidl wldISoII:
active calls
Hooll sl los asuo:
diameter peer state{application="sh"}
wldSoll wVglowe Jono:
rate(call attempts total[5m])
9 cull o HLR (95 asgiodl ananidl):
histogram quantile(0.95, hlr data duration milliseconds)

U9 e OCS:



histogram quantile(0.99, ocs authorization duration milliseconds)

s isitall Glil (28 casudl Jono!

rate(subscriber data lookups total[5m])

Hooll ol gzl Jaso!

rate(diameter responses total[5m]) /
rate(diameter requests total[5m])

sVl oo Jbasl alls:

event socket connected

o Molso sl>i Mnesia:

rate(erlang mnesia committed transactions[5m])

wlolze Jono Mnesia aluulall:

rate(erlang mnesia failed transactions[5m])

wlbdec 53¢ VM Erlang:

erlang vm process count

6,515 ploswusl VM Erlang:

erlang vm memory bytes total

aoloall &o> Jaso!:



rate(erlang vm statistics garbage collection number of gcs[5m])
algozdl Jasaini aoild Jolo:

erlang vm statistics run queues length
Jela> >ac ETS:

erlang vm memory ets tables
JLaiVl alos wllls 630 HTTP (lowwgll):

histogram quantile(0.5,
http dialplan request duration milliseconds)

wloglre a>g) JolSG Grafana

o wlwladl jgai Sy Grafana wlly jxao ploxiwl Prometheus.

ar swogoll wlegl @V oll a>g) loslasu
amally wlallSall pns 11 ciuall

o il wldKoll ywliso (active calls)
* ol cows WKLl wYglo Jazo (rate(call attempts total[5m]))
e Wl jas, Jx=o (rate(call rejections total[5m]))

* &lodl &= (freeswitch sofia gateway status)
Gaz bl aygiodl canuidl) VI 12 Cauall

o JlaVl alas bl (yoj HTTP P95 anllSall £65 car>



oS iinad| Slly 8 ol e Sh P95
6 el oy HLR P95

o Lausdi e OCS P95

saill & Lxiwl o PI5 Gudail] o>

bl wVoso 13 Casall

oS el wlly 9 el zla Jase
e w9 el = Jaso HLR
Jarsis Tl Jaxa OCS

ol ¢l ks all>

Loilwgll 639> 14 cauall

o bl 859> 4,5 MOS (rtp audio in quality mos)
* wouall 859> auws (rtp_audio in quality percent)
o Unill wlélas]
e ol 289 Joso
plUaidl 5,190 5 wauall
e wllac ¢ VM Erlang
* 5,515 plaxiwl VM Erlang
e Jglaz >ac ETS

o dornll OO iv aals Job
o dolod)l go> Jazo

sUas VI gais 16 il

o SladSall wlalso slas

* geusadll Js
o &Yl Juie Jlasl als
e WMolee Junwd Mnesia

a>oll alioVI wloMsinwl

toidl s aloninidl oISl



sum by (call type) (active calls)
JLaiVl alas adgi jusli goj P95:

histogram quantile(0.95,
rate(http dialplan request duration milliseconds bucket[5m])
)

Slosll gl Jaso:

rate(diameter responses total{result="success"}[5m]) /
rate(diameter requests total[5m]) * 100

louwgio - loilwgll 659> MOS:

avg(rtp audio in quality mos)

wlgmiidl e aliol
Ueall e amtus) az ol wlgaaidl

O PN | L 9 uv_gl:uo 2> g V - JMaso pl.l'a.i.“:

alert: SystemDown

expr: rate(call attempts total[5m]) ==

for: 2m

labels:
severity: critical

annotations:
summary: "epls of goun TAS oladSo oYglaw azgs Y - Jhso"
description: "guiai8s saed oladBlils oVglxo oo wWiSI|l oy pJ"



Usllase Jlasll sl Lo

alert: DiameterPeerDown
expr: diameter peer state ==
for: 1m
labels:
severity: critical
annotations:
summary: ", ball b {{ $labels.peer host }} Jhseo"
description: "guibil il {{ $labels.application }} ¢zl ,ue"

Jusio jat SVl Guusio:

alert: EventSocketDisconnected
expr: event socket connected ==
for: 30s
labels:

severity: critical
annotations:

summary: "ol asYl wado {{ $labels.connection type }} Joio ,u&"
description: "allbso az,=Jl JLas VIl s lis™

6 9losdl addle wlgrus

Slasll 9 Laslll o glai,l:

alert: HighDiameterLatency
expr: |
histogram quantile(0.95,
rate(diameter response duration milliseconds bucket[5m])
) > 1000
for: 5m
labels:
severity: high
annotations:
summary: ",hall 9 gasi o J+>15 ool of @S| es
description: "J+>i;JI oo P95 ¢ {{ $value }}ms"

ougs Juind OCS:



alert: OCSAuthFailures
expr: |
rate(ocs_authorization attempts total{result="no credit"}[5m]) /
rate(ocs authorization attempts total[5m]) > 0.1
for: 5m
labels:
severity: high
annotations:
summary: "ob Luwl o g o Jowe 0CS i, g™
description: "{{ $value | humanizePercentage }} o oldhll ;s
oLVl Lgid "

oladlSall yas, Jano glasl:

alert: HighCallRejectionRate
expr: |
rate(call rejections total[5m]) /
rate(call attempts total[5m]) > 0.05
for: 5m
labels:
severity: high
annotations:
summary: "5 8¢9 olad el @9, Jorzo%"
description: "{{ $value | humanizePercentage }} o oladJI| 4o

Leias "

audy laibwgll 65951

alert: PoorMediaQuality

expr: avg(rtp audio in quality mos) < 3.5

for: 3m

labels:
severity: high

annotations:
summary: "aio, oled e 8092 o @S| o5"
description: "a>,o lbwgio MOS ¢a {{ $value }}"



a3 olganis

6,513l ploiuwl glas,l:

alert: HighMemoryUsage
expr: |
erlang vm memory bytes total{kind="processes"} /
(erlang vm process limit * 1000000) > 0.8
for: 10m
labels:
severity: warning
annotations:
summary: "8,515 plaxiwl VM Erlang gei o"
description: "aie adas=dl 6,515 {{ $value | humanizePercentage

}}II
algoxdl Jassini aoild glas,l:

alert: HighSchedulerRunQueue
expr: erlang vm statistics run queues length > 10
for: 5m
labels:
severity: warning
annotations:
summary: "gai o adgaxdl Juris dos B Job"
description: "ga» Jusindl aos 8 Jgb {{ $value }}"

wloleo Juu9 Mnesia:

alert: MnesiaTransactionFailures
expr: rate(erlang mnesia failed transactions[5m]) > 1
for: 5m
labels:
severity: warning
annotations:
summary: "oMo leo Jid e wikSJ| o5 Mnesia®
description: "{{ $value }} a LJIl 9o Jis"



Slwbiadl plasiabl sUasVI 0o liuSiuwl

aalos wlodlSoll alSinoll
srtizill wlglas:

1. JLaiVl alas addsi o) wllaz] go Haxi:

histogram quantile(0.95,
rate(http dialplan request duration milliseconds bucket[5m]))

2. 0sSall cans> lgSuSai, ob:

# oaS piied | o Lo 9 el
histogram quantile(0.95,

rate(subscriber data duration milliseconds bucket[5m]))

# o9 axuJ| HLR
histogram quantile(0.95,
rate(hlr _data duration milliseconds bucket[5m]))

# joo ga5 0CS
histogram quantile(0.95,
rate(ocs authorization duration milliseconds bucket[5m]))

3. 6259l awlall whuslll o ot

histogram quantile(0.95,
rate(dialplan module duration milliseconds bucket[5m])
) by (module)

assLadl L VI:

o ol pllail L5l (HSS. HLR. OCS)
° g adl WSl



e wlldl saeld Lol
o Wl pladl Joo>

Juings o lad ol alSiuall
5102l wlglas:

1. wladSoll yos, wluwl o o

sum by (reason) (rate(call rejections total[5m]))

2. gougaill oL,9 yo yaz:

sum by (decision) (rate(authorization decisions total[5m]))
3. Jodll sl los asvo o G0

diameter peer state

4. SVl gusiio Jlail o so:

event socket connected

satzill wlglas:
1l wlbdlSoll o> (yo o

rate(call attempts total[5m])
active calls

2. 53,lgo o 992> VM Erlang:



erlang vm process count
erlang vm statistics run queues length
erlang vm memory bytes total

3. aoloddl go> Ho Ga>:

rate(erlang vm statistics garbage collection number of gcs[5m])

audy laibwgll 659> talSuuoll
saiinill lglas:

1. wls,o o 9> MOS:

rtp audio in quality mos
rtp audio in quality percent

2. waaidl o o

rtp audio in jitter seconds max
rtp audio in jitter loss rate

3. eyl 289 o Ghou:

rtp_audio in skip packets total
rtp audio in flaw total

4. 533,51l GUaidl yo e plasiml o Gomt

rate(rtp audio in media bytes total[lm]) * 8
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(150> loguioo pllai) ar>390idl asill
=Wl (P95):

e Jlaidl das il o HTTP: 200-500ms

o oS iinall wlly 9 cdl o (Sh): 50-150ms
e obly 8 el oy HLR: 100-300ms

* Laugdi oy OCS: 100-250ms

e 200-50 : lasll wldlbms

* 50-10 :Jlai¥l o> 6a>9 axlleoms sa>g9 JSI

cl.?:.i.” wYasro:

e 95< :olalKall JWSI%

e 99< ;S el wlly o el ©llac%

¢ ¢ codl ollac HLR: >98%

o oliaygar OCS: >99% (acg irall olot¥l pas wYl> sliziwly)
e 99.9< bl ¢l bni Jusis cado%

loiLwsgll 63951

* a>,;> MOS: >4.0

e 80< :wgall 839> dauui%
e 30> :oxnadlims

e 1> :pjxdl 289 Joo%

oUaidl 5, lg0!

* wldee >ac Erlang: <50% >l o

e 8,515 ploziwl Erlang: <70% zldl (o
e 5> ralgax]l Jusin dosls

e Jslaz ETS: <1000



(ar wogall uasdVI azdl) pols JS auw:

e (6562Y ol xoin) 1000-500 :aisl jiall o la)Soll
e 50-20 :aslil o wlaiSall CPS

* 50,000-10,000 :yulzumall (S sisinell
(Losic amaw tiol) gawgill wluisgo:

o ] go %70< | aiwl daiidl e Lo ol
* wldac sac Erlang >70% >l (yo

o Wl o snai P95

* 10< Lniwl dgaxll Likisi oilgd

<l loodl Jiasl

1. aalize junload wleglaoll wisgl Hlacl:
o pUb.i“ axuo .cL?J.” Yo w8l o> :CJLQ.LO.&” CJLo_glJ‘Lo 4.7_9J
o plxziml slasYl Yo Luslill dygiall comill tawaigll wloglzo >l
3)lgoll

0 cadg ,QL; Soimo ol ams Jl shYl wluiso sl wloglss a>g)

2. 833%io wlhgimoe e wlguiidl (Hugsi:

o (S glasil \Jaso pladl) JLas¥l Lle axawo (a5 >
o (920 sbi) Josl wlelbw W5 anis tadle
> (alaine eMSito) LSl pllas 50 gt i
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o L8> 5 38lgi 1 aaxll wdgll 8 asl ol
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o )l tlasYl wllus ezl ©Yane i
o pazimall azid lailwsll 839> SOV o

‘ollauuUuljl Sl)i

groups:
- name: ims_as aggregations
interval: 30s
rules:
- record: job:call attempts:rate5m
expr: rate(call attempts total[5m])

- record: job:dialplan latency:p95

expr: histogram quantile(0.95,
rate(http dialplan request duration milliseconds bucket[5m]))

2. Y Jlodl Juw le) wlbdriwl 9 adladl adlus, S ol wlbowd] wuss
(cailel p3) o> goxi

o J2y|6)#a@:;imbﬁyk [5m]
o J2Vl dawgio wlalxsVl: [1h]
o J>Vl il wblxYl: [1d]

ovbiall adlis,ls

els] o MSuino gind adlips, Ul l, Prometheus:
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count by (_ name ) ({ name =~".+"})

ad bl addliso, IS ol
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* 839020 juf whowi oud
* 53,9 aoud 1000< Ll wlowws
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config :tas,
number translate: %{

country code: :PF, # 2lJ| jo, ISO 3166-1 alpha-2
localAreaCode: "617" # o W Lol 59V dihiall o
6_wad ] |
}
wlolxoll:

e country_code: >lJl jo, ISO 6,35 (Jio: :AU, :US, :PF)
e localAreaCode: & uaill adxoll o5,V (J| Wlaoll dilnioll o,
iLo:}Sh)uajl ()I)qul_):yo‘;

roiaii TAS joo, graz st asldle algs 248 J aaz,ill shio 1SO 3166-1 alpha-2 g

ilgll doo>.
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axSroliuall algazdl ssle] go alganall wladlSall slgsl

Soi ol loaie schedule hangup auth. pgai OMNITAS c¥so algax, FreeSWITCH
cdsall 3a algas eolel o .zgioodl YWY ao Mo it bais Bl o ld Kol (giy s
o llriwl e 337 Olais] gio lesd pis V@0 JS 9 ES4elis CCR-Update.






Call Received

70CS Enabled

Yes

Matches Skip
N
D /// ?R’Egex
Yes \
Mo
Bypass OCSs Send CCR-Initial
Allow Call

OmniRAN  OmniCharge

- -
| WAL TUT LA |

5

@ Omnitouch Website w a, =l X4  Downloads

Result Code

Success 2001
{

Parse AVPs

4xxx/5xxx Emmor  Timeout

Granted
Units = 0

| .

'ris | \.

Map AVPs to




FreeSWITCH Variables Heject Call

l

Setup Call with
AVP Variables

i

Monitor Call

Periodic
?Re-auth Time

Continue Call Send CCR-Update

Call
TActive

Mo
'

Send CCR-Terminate

 callEnded

adgall Guizill glaie:

Jw i OMniTAS JLilw, CCR-Update || wiw! yloia) zginall gtV axdo clgil Jab
e eddall il cadg (eSS el a0l ccr update buffer seconds (2 : ol a9Vl
awl).

Jls sioj Jga>:

e T+0S: qio (aalSall e 5,01 o5 OCS 108, J cussall ags> pi T+10s
e T+8s: Jlw,| o5 CCR-U (10s - 25 w850 (i)



T+8.1s: rio OCS 105, J| wdsall agaz 85le] o T+18.15 (10s oY1 ¢yo)
T+16.1s: Jlu,| o5 CCR-U

T+16.25: gio OCS 105, J| widsoll agaz sole| o3 T+26.25

ol laJlo aaJSal soimi OCS HloisY] gio (xd yoiay

lgindl o waou nidl o Mouall:

[0CS HANGUP RESCHEDULE] Found UUID <uuid> for call <id> -
rescheduling timer to 10s from now

[SCHED TRANSFER] Scheduling transfer to credit exhausted dialplan
for <uuid> in 10s

[0OCS HANGUP RESCHEDULE] Successfully rescheduled timer for call
<id> (UUID: <uuid>)

Jo &Gl schedule_hangup_auth + credit_exhaustion_announcement

P ralio owijell MS 0S5 Loaie OMNITAS slg] ¢ro Yo algazmall wllgaill iliks
aa) Sl slgi] Jub OMe] glowss Juaioll gousy oo uisliall wlo)(Sall.

VsSe VOV Jc| Yot



config :tas, :online charging,
schedule hangup auth: true,
credit exhaustion announcement: nil

- paxiy sched hangup - pleYl slgil xic uilo slgl

V9o VMe] go:

config :tas, :online charging,
schedule hangup auth: true,
credit exhaustion_announcement:
"${base dir}/sounds/en/us/callie/misc/8000/credit exhausted.wav"

- paxiwy sched transfer - JlaVl aas> J| Jo=xiy credit exhausted Jswiw il
do) Kol gii @i OV

Jogmidl Joss .S

1. o985 OMNITAS 8l juzio sy tas call reason=credit exhausted
2. 5ol W Lg=ill alga> credit exhausted JLai¥l adas 3w 9 ims_as

P9y FreeSWITCH olall Lg=i A JLail alas |
credit_exhausted

o o lall oMYl JLaiVl dada> Jaiis A
o MYl ans anllSall (gt

xlgall:

o &zlio gllaiil go Yo Gzl Ble] Laioll gomn

o Lo lall B (5530l W dall) oMYl gany ¥

o Jlw,l iy JIi Y CCRT (eall plaziwY] go

o Jus I B 055 0l e 1oMeY] luo FreeSWITCH (uwlw¥l (asio pasiuwl
${base dir})

slsl s, 92l yloisVl sleiiwl CCR-Update



pL5 15] OCS <lisl Ylgi ,uo Lol sl YLaisVI yas s CCR-Update, pgis OMNITAS (s
Joazo wadso sl 8 j9lmio «olaisY slaiiwl axllro Jaziis jeall.



Error|4012
IT_LIM|T_RE

Grant N seco
N >

rant 0 seco ICE_DENIE er Error

(N 7
| carmmnes

axlleodl Uasdl jgo,:



al=uawl OCS s>Vl AEPH ||
s sl Credit exhausted (zero
So99 gl
seconds allocated) -
{0k, 0} (glsi i) laiius) Eones 8- pcated)
= syl triggering immediate
v hangup
J sl Credit exhausted (4012
clu
{:error, 4012} §J99 y " CREDIT LIMIT REACHED) -
(CREDIT_LIMIT_REACHED) )-L.;zfyl triggering immediate
v hangup
s sl Service denied (4010
clo
{:error, 4010} 6”9 y ~  END USER SERVICE DENIED) -
Slaii
(END_USER_SERVICE_DENIED) syl triggering immediate
v hangup
ey
d.n.a]o_g
CCR Periodic CCR failed with
{:error, reason} (6,>isua>-i) vag 9l error <reason> - Stopping
Jaii iy job
a8 §oll
J_g.)au.x”
eole]
aga> Periodic CCA allocated Ns,
{:0k, N} > N>0 a8 §oll will send next CCR-U in
| +N (N-buffer)s
olss

o5 13] . Jgozmall casgall Lle 995 s 9l OlaisYl slaiiwl axlleo 1asglgVl OCS Las
0 Ol TH85 6 casgall dgaz o oS)s THL0S, (a8 5,99 leil eam T+8S ruas
alo 5 ut Jgrzall casgoll.

aollSall uaiio VetV yas, go Jlio wrio; Joa>:



T+0s: il Il de o1 o5

T+0.15: @io 0CS 105 - _J csall algaz ps T+10.1s
T+8s:  Jluy] 5 CCR-U (2 = cdsodl oo xidls)
T+8.1s: slel 0CS 0 Jlas V1 abs oJ| o980 Jusxs = ol ol
credit exhausted }
T+8.2s5: Joiol] oMeV| Jiwis oy

T+10s:  (alo o5 sut Jsomall cd3all) datSall giis

Sosdl pleitVIl Hlaiawy o Mauall:

[warning] Credit exhausted (zero seconds allocated) - triggering
immediate hangup

[warning] Hanging up call <id> (UUID: <uuid>) due to credit
exhaustion

[info] Credit exhaustion announcement config:

"${base dir}/sounds/..."

[info] Playing announcement before hangup:

[info] Setting tas call reason=credit exhausted for <uuid>
[info] Transferring to credit exhausted dialplan: uuid transfer
<uuid> credit exhausted XML ims as

otV Hlaium]l LT ozl
995 OMNITAS uidieSs il

1. Joazeall cadgoll (schedule hangup auth)

(o]

Totaall Olait¥l Vo (ngis Lodis (lali Jogifsle]

aulxiwl JS (8 BSuolivs alga> 83l ai CCR-U

Jlwy cdsall ozl glaie paziuy CCR-U axNall sleul s
oMYl 80 go JolSiy

(o]

[e]

(o]

2. 98l slaiiwVl axllro:

o a9 loais leliras piy OCS slil olexs¥l CCR-U
° Joamall c85all jolaus

o oMYl Jusis s o

o _ daolxll Uaxll g0, wles Diameter



2955 ouVI WS e i credit exhaustion announcement wgwall Jusiinis pgdiwg
leinsSs 2is wladSall sleil Jus o @@ Wl

Jdou AVP ol asiall o,
aole o 1o

psii OMNITAS apoll-dosill zlg i zliwl Elal (AVPS) (b oSl alz] Jilw, oo
oleisYl (CCA) J a>lio lelezig FreeSWITCH JlasVl dlas glaio) U muis .8l wliaS
oo doxiall WUl plaziwl OCS wladKall axlleo of 8 ugall Jolel ol iaxzgill wllal.

gloil AVP aogcaoll:

e alauw o9 (UTF8String. Unsigned32. Integer32)
e AVPs alslxio JSkd go draxo
e AVPs &L aols (3 JioGPP Service-Information)

et iy 1ol pasiall dnomi axdlail AVPS &sU| go bolaidl (oo 86 ol uiio | CCA:

CCA.<AVP-Name>.<Nested-AVP-Name>.<Value-AVP-Name> = "value"

ewy wldee AVP asibladl
AVP aoxxJl wloglao (3GPP)

S9ixi AVP arozoll doazll wloglzo (jo, AVP 873, 10415 glJl L9 ,%0) Juolas e
2 aoll g=adl IMS:

aslaial OCS Jlio:

Service-Information
— IMS-Information
| — Carrier-Select-Routing-Information: "1408"
| L— Node-Functionality: 6
L— Alternate-Charged-Party-Address: "NickTest"



9 axilill ol unioll FreeSWITCH:

CCA.Service-Information.Carrier-Select-Routing-Information =
"1408"
CCA.Service-Information.Alternate-Charged-Party-Address =
"NickTest"

oMel ivgo 98 LS wlb il bladl (ugx wlusiall paxiuws tJbaiVl alas n8 Jguosgll:

<action application="1log" data="INFO Carrier: ${CCA.Service-
Information.Carrier-Select-Routing-Information}"/>

ezl goe uuid_dump: oSxil 8x>9 9 FreeSWITCH ol ESL: go wlusiall sglas
aslb variable :

variable CCA.Service-Information.Carrier-Select-Routing-
Information: 1408

variable CCA.Service-Information.Alternate-Charged-Party-Address:
NickTest

Lniiz, talas>Mo FreeSWITCH (6 o lsiall Joss .ol utioll slowwl (8 ol uidly blall,
Jla¥ labasg o5l guo>.

AVP a>giooll acaxdl 63>9
izlio lglezg cdgll o> hhxiwl pi:

a =il OCS:

Granted-Service-Unit
L— CC-Time: 600

allocated time = 600



axlleo sloio AVP

Receive CCA

No

Variables Ready

Grouped

\

axllzoll 2clgs:

1. AVPS aos lg) pud S0y @ lsiall slowwl Jdaulus ] Sgims Ciriai azozall
2. AVPS Liiall JolS)l b, lue go wlusio I lgow ) pis alowana
3. AVPs Jio aiylall puin leizllzo oi @il aselsdl AVPS auwlall



4. AVPs clbosl g5 obol lplaxi piy a9g small jut

b gimmall samio J5lail :Jle

J<Su» CCA J OCSs:

Service-Information (Grouped)
— IMS-Information (Grouped)
— Node-Functionality: 6
— Role-0f-Node: 1
— Calling-Party-Address: "tel:+313380000000670"
L— Time-Stamps (Grouped)
— SIP-Request-Timestamp: "2026-01-24T22:40:182Z"
L— SIP-Response-Timestamp: "2026-01-24T22:40:18Z"
IN-Information (Grouped)
L— Real-Called-Number: "24724741234"

——————

9 sl o il ol janioll FreeSWITCH:

CCA.Service-Information.IMS-Information.Node-Functionality = "6"
CCA.Service-Information.IMS-Information.Role-0f-Node = "1"
CCA.Service-Information.IMS-Information.Calling-Party-Address =
"tel:+313380000000670"
CCA.Service-Information.IMS-Information.Time-Stamps.SIP-Request-
Timestamp = "2026-01-24T22:40:18Z"
CCA.Service-Information.IMS-Information.Time-Stamps.SIP-Response-
Timestamp = "2026-01-24T22:40:18Z"
CCA.Service-Information.IN-Information.Real-Called-Number =
"24724741234"



o9Sill

aolzoll | wolloo sl isVl

enabled Boolean y false U9

JiL
Up

periodic ccr time seconds Integer y 60 scl

ccr _update buffer seconds Integer y 2

schedule hangup auth Boolean y false

cri

credit exhaustion announcement  String y nil .ol



skipped regex

| wolloo sl isVl

List[String] ¥

JLail wlod=o Diameter

aolxoll

origin host

origin realm

destination realm

destination host

esl

String

String

String

String

ol

sol,ioVI

nil

sc|

0D

sc|

Fre
"$
Jl

bl
[] sl
("

ao» Diameter J OmniT.
aSui e 82,9 Diamete
“tasOl.epc.mncl23.mc

J=o Diameter J Omni’
Jlo: "epc.mncl23.mcc

Jl=e Diameter J OCS. ,
J=adl I (9.

a9 Diameter J OCS g,
wle £l axzgill destinat
Juio | Juiliadl axzsill o



ueSil e Jlio

config :tas, :online charging,

# oo s Yl ue gmad| puSos

enabled: true,

# JWw,] CCR-Update au b 60 JS
periodic ccr time seconds: 60,

# toinadl glaisVl e tly ol ]l slegs ] adgos
schedule hangup auth: true,

# ol Yl o laiiw!l cow ol edl sles | Jud oMYl Lk
credit exhaustion_announcement: "ivr/ivr-
account balance low.wav",

# 5ol 0CS waadl xudle i, Ul olod Kol
skipped regex: [
"~911$", # (8omind] oLYeldl) &, gkl
"~0003$" # (L]l awl) &)1 skl
"T\*86$" # gl 2 ]l G Jges]l

config :tas, :diameter,
# aoaxd| agd
origin host: "tas0l.epc.mnc380.mcc313.3gppnetwork.org",
origin realm: "epc.mnc380.mcc313.3gppnetwork.org",

# au>g5 0CS
destination realm: "epc.mnc380.mcc313.3gppnetwork.org",
destination host: nil # JlxaJl ole 2lLo ay>gs

Joms 0,8
dollSo pMiwl aic:

1. bloil Jilio dgzoll o8, o Gaxill oy skipped regex

2. 2ol jolows sassloall o 15| OCS (s lskall lors) suso)

3. Jlw)) aiy sadsUnall aiy @ 13] CCR-INitial (J] OCS w9 destination realm
4. aloiwl il e CCA ¢ a>ginall ©limgll tle JsanlAVPS



5. pw pis AVPs ol uzis J| FreeSWITCH ( asl )

6. go aallSol ,oiws allocated time wllug AVP asliall

7. Jlw,| ai; CCR-Update JS periodic ccr time seconds &allSall slil

8. uSai @i 13| schedule hangup auth. gki¥l axMNe i bais Slali slgi| o
9. Jlw,| piy CCR-Terminate aoJSall (yo slguiVl xic

‘ol.\.ﬁ.i.auyl wVls>:

0CS VLoVl (¥ uwlall oSl wlisl 99l go JuSas @ ranlan VI

Julii taoxtll adle wlaJIS)l periodic ccr time seconds 30 JIs esley
osSiall s

i5ai Lo acg930ll aoaxll schedule hangup auth gusig

credit exhaustion_announcement

] is)lelall o5 )] aslio] :és,lglall JLioVl skipped regex JlaiVl oloial
FH M

JolSG FreeSWITCH

olasio | Jguosll AVP JLasVl alos (a9

wlbly 0e55 AVP Lilw, o a2 xisall CCA JLasYl ddas 9 88 wl jurinS a>lio
FreeSWITCH:



<extension name="Route with OCS Data">
<condition field="destination number" expression=""(.+)$">

<!l-- 9o MU azgi wloglzo JI Jewgll OCS -->
<action application="1log"
data="INFO Carrier Code: ${CCA.Service-
Information.Carrier-Select-Routing-Information}"/>

<l-- o aizw o sl bl I Jeosll 0CS -->
<action application="1log"
data="INFO Charged Party: ${CCA.Service-
Information.Alternate-Charged-Party-Address}"/>

<!-- rgiadll gl J Joogll -->
<action application="1lo0g"
data="INFO Allocated Time: ${allocated time}

seconds"/>

<!l-- LUl jo, e fly arzgi -->
<action application="set"
data="carrier code=${CCA.Service-Information.Carrier-
Select-Routing-Information}"/>
<action application="bridge"

data="sofia/external/$l@carrier-${carrier code}.sip.example.com"/>

</condition>
</extension>

Slasioll 995
a9 gall:

o i)l slae] Jud ol usinll Husi o FreeSWITCH
o leloSL aollSall 820 Jlghb a>lio
e wlaxily Wl Wlexi jue yoims

Gloil:

o (a )l anllSdl Yluw aols) sliall 81320



o dgmall/asiiall U VI o & el Y
o JlaYl das wlinlas graz 9 plasiwl diol

JUdl plosuw VI &V
1. obly e 2Ly JsLJI Lasl OCS

oo paiall JSUWI o, eaxiswl OCS wloSall agzgil:

<extension name="Carrier Selection">
<condition field="${CCA.Service-Information.Carrier-Select-
Routing-Information}" expression=""(.+)$">
<action application="bridge"

data="sofia/external/${destination number}@carrier-$1.example.com"/>
</condition>

<l-- Ll yoxi oi o I sblzYl -->

<condition field="${CCA.Service-Information.Carrier-Select-
Routing-Information}" expression=""$">

<action application="bridge"
data="sofia/external/${destination number}@default-

carrier.example.com"/>

</condition>
</extension>

i oy 028 OCS 8 "1408" JsWI jo, AVP pgi) .doaxll wlegleo FreeSWITCH
algs J| 4alSall axzgi carrier-1408.example.com wbldl o3a e slo.

2. 6ig0ll Lol o, lall

alxiwl Gle sly alixe 9 b (] 8 59a)l axz g5 OCS:



<extension name="Alternate Billing">
<condition field="${CCA.Service-Information.Alternate-Charged-
Party-Address}" expression=""(.+)$">

<!-- oldzud Jsaoddl S )l Lizws -->

<action application="set"
data="billed party=$1"/>

<action application="export"
data="billed party=$1"/>

<I- gussy 59 owaias SIP -->
<action application="set"
data="sip h X-Billed-Party=$1"/>

<action application="bridge"

data="sofia/external/${destination number}@trunk.example.com"/>
</condition>
</extension>

333 t ey S OCS 7w - (Guiwdel| Clusdl Jis) aizis pi sl Lyl Q@ Ll
OmnITAS "NickTest" ;o AVP Jizuwi) Jlasdl alaz) a>lio lglezig CDR Lwl, zlsls SIP.

3. wluix go i.u.o) 639320 wlallSo

OlaYI slgiil Jud wluixi ju9gs:



<extension name="Credit Warnings">
<condition field="destination number" expression=""(.+)$">

<!l-- aaJlSa)l 5[@_1! oo quL 30 ‘,14_9}.)..21 4/_9_).7 -=>
<action application="set"

data="warning time=${expr(${allocated time} - 30)}"/>

<action application="sched hangup"
data="+${allocated time} ALLOTTED TIMEOUT"/>

<action application="sched broadcast"
data="+${warning time} playback::ivr/ivr-
account balance low.wav"/>
<action application="bridge"
data="sofia/external/$1l@trunk.example.com"/>

</condition>
</extension>

ey tJems 9.8 allocated time o OCS Luixidl o] Jssing Slali slg] algaxl
elasiVl o aul 30 Lus.

Jilw , Diameter

CCR-Initial (1 dlaldl g45)
AoV olaisY] Laraxis gargad] calla) aalSall slac] b allw,| ob.

AVPs alw oll awuuss Jl:



AVP

Session-ld

Auth-
Application-ld

Service-
Context-ld

CC-Request-
Type

CC-Request-
Number

Subscription-
Id

Requested-
Service-Unit

Service-
Information

Jl.e CCR-I:

o]l

263

258

461

416

415

443

437

873

|

UTF8String

Unsigned32

UTF8String

Enumerated

Unsigned32

Grouped

Grouped

Grouped

J.ao_g."

o)l aud=dl G 420t <Origin_host>;
<timestamp>;<random>

Gulail 4 aousll Diameter (9 oSxill
J Bég plausl

"000.000.12.32260@3gpp.org"
o=l IMS J lasg

1 aoyall (INITIAL_REQUEST)

1 oo D cJusdwid| o8,

MSISDN o IMSI J ,iiuall

(ool ol cisgll) Gollaall olaisyl

5 aolxl aallSall Juolas IMS (s ,lall
asio )] mlolall o Juaiall/ Juaiall)


https://datatracker.ietf.org/doc/html/rfc4006
https://www.3gpp.org/DynaReport/32299.htm

Session-Id: "tasOl.example.org;1769294418268;8a078232"

Auth-Application-Id: 4
CC-Request-Type: 1 (INITIAL REQUEST)

CC-Request-Number: 1
Subscription-Id:

- Subscription-ID-Type: 0 (END USER E164)
"313380000000670"

Subscription-ID-Data:
Requested-Service-Unit:
- CC-Time: 0 (zliod!l sVl axdl odb)

Service-Information:
- IMS-Information:

- Calling-Party-Address:
- Called-Party-Address:

- Node-Functionality: 6 (AS)

"tel:+313380000000670"
"tel:+24724741234"

CCA (oloitVI (o pSoull al>])

o wlxiwl OCS ggioall ooty Jasgaill L5 go.

AVPs aoclivuoll aswuss Jl:

AVP ol
Result-Code 268
Granted-

431

Service-Unit

Service-
873

Information

Jlio CCA go AVPs:

ol

Unsigned32

Grouped

Grouped

2001 puil ol Lzl

Uasdl.

(wilgdl csgll) paaxall sy

U1 wlogleon) asloYl poidl Ul
(] ez @i s3I Sl



Session-Id: "tasOl.example.org;1769294418268;8a078232"
Result-Code: 2001 (DIAMETER SUCCESS)
CC-Request-Type: 1
CC-Request-Number: 1
Granted-Service-Unit:

- CC-Time: 600 (10 d>gion 5 L8D)
Service-Information:

- IMS-Information:

- Carrier-Select-Routing-Information: "1408"
- Alternate-Charged-Party-Address: "NickTest"

amlll &lyaiall:

allocated time = 600
CCA.Service-Information.Carrier-Select-Routing-Information =
"1408"
CCA.Service-Information.Alternate-Charged-Party-Address =
"NickTest"

CCR-Update (2 <llall g45)
cdsoll plaxiwdl o EY] o Q@ a9xl jaugaill 61y il ol Sall sbisl allw )] o
adlw,)] pis sio:

e JS periodic ccr time seconds (60 :uol,i9YIs)
o (Lol ] sl Yl o L) aad Kol e a1 xic
o (aoxl s Jin) e JSuin cdlall sic

of amusi I wlsMisVI CCR-1:

e CC-Request-Type: 2 (UPDATE_REQUEST)

e CC-Request-Number: cuaxi JS go 250

e Used-Service-Unit: wlb ;5] sio ais glioll plaziw)l
e Requested-Service-Unit: ogllaall 8loYl HlaisYI



CCR-Terminate (3 wllall g4.)
wleidl ploaziwdl e EVYI go dollSall slgil i allw ) pi.
AVPs auun ll:

e (CC-Request-Type: 3 (TERMINATION REQUEST)
* Used-Service-Unit: aolSall 830 Jlo>]
e Termination-Cause: awl=ll slgil cuw

Ll sse,

US| oVl ol

aa9lgoll
2001 DIAMETER_SUCCESS

wdlall
a9 pi

4010 DIAMETER_END_USER_SERVICE_DENIED  aoaxll

ol VI
4012 DIAMETER_CREDIT _LIMIT_REACHED

5003 DIAMETER_AUTHORIZATION_REJECTED OCS

5xxx sy slaz|

sl>] OmniT

Jud=i AVPs. aollSs
2o il Ko QW o
CALL REJECTED

OUTGOING CALL

CALL REJECTED

Sz aaSall e
Uasdl


https://datatracker.ietf.org/doc/html/rfc6733#section-7.1
https://www.3gpp.org/DynaReport/32299.htm
https://www.3gpp.org/DynaReport/32299.htm

o laoll

b juules Diameter

ovbdoll: diameter requests total wllb (J>| :(cawmgll slac :ggidl Diameter

leowaidl cllall £gig sudail] alawlgs aluw yoll:

 application - guli Diameter: ro (cui Yl e gmidl)
e command - <dlall ggi: ccr

e status - a=ull: success, error, timeout

Jladl wloMriawl:

# zlx Joso CCR
sum(rate(diameter requests total{application="ro",command="ccr", statt

[5m]))
/ sum(rate(diameter requests total{application="ro",command="ccr"}|

# algo Jazo CCR

rate(diameter requests total{application="ro",command="ccr",6 status="t
[5m])

aluwl guuleo. Diameter

ovblaoll: diameter responses total wllxiwl (camogll slac :ggill Diameter

e application - ro
e command - ccr
e result code - axi jo, Diameter (2001, 4012, &)

Jladl wloMrianl:



# azaiidl jo, ww> ol )l
sum by (result code)
(rate(diameter responses total{application="ro"}[5m]))

# (4012) oLVl 3> wwwn @éJl olilac

rate(diameter responses total{application="ro",result code="4012"}
[5m])

ovbigoll: ocs authorizations total jaugeil wYglas (o gll slac ggidl OCS
< Lol iliidlg:

e result - success, nocredit, timeout, error
e skipped - true juc bl o5 15| regex. false <> MW
JUedl wloMeiaul:
# (usladl slsuwl) jugaidl gl Joso
sum(rate(ocs authorizations total{result="success", skipped="false"}

[5m]))
/ sum(rate(ocs authorizations total{skipped="false"}[5m]))

# ol Yl par o @i Jl olbdee
rate(ocs _authorizations total{result="nocredit"}[5m])

630 guule. Diameter

ovligoll: diameter request duration_seconds o :sogll ol > gimun (ggill
wlllal dg=Jl Diameter «lbioaill:

e application - ro
e command - ccr

e status - success, error, timeout

Jladl wloMeianl:



# .50 oo oo 95 aygiadl auwill CCR
histogram quantile(0.95,

sum(rate(diameter request duration seconds bucket{application="ro"}
[5m])) by (le)
)

# Al s us Ul go bwgio
avg(rate(diameter request duration seconds sum{application="ro"}
[5m]))

by (status)

/
avg(rate(diameter request duration seconds count{application="ro"}
[5m]))

by (status)

wljunio AVP (9 a>lio ju¢ FreeSWITCH
ool VI

o Jla¥l adaxd (Soy ¥ FreeSWITCH ol usiodl J] Jguogdl ${CCA.Service-
Information. *}

o i9,00 ub ol b, wlusiall glas
aloizoll wLauVI:

1. OCS s Y AVPS (6 doaxl eloglae CCA
2. Jals Lins AVP gdgio ué JSub casuun
3. 55 | wlpusiall yaws i o) FreeSWITCH

J=Jl:
1. aslviwl yo 99 OCS le sgix AVPs
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[debug] Credit Control Answer: {:diameter packet, ...}
[debug] Parsed AVP variables: %{
"CCA.Service-Information.Carrier-Select-Routing-
Information" => "1408",
"CCA.Service-Information.Alternate-Charged-Party-
Address" => "NickTest"

}

<slS 5] "Parsed AVP variables" plo . {}% a&,ld OCS s ¥ AVPS asdgioll.
CJdadou slasi o 22 AVP

< Mo | w9 wl i e el
[warning] got back another type of reply: {...}

IS Ol W] 138 iy AVP a0 s> JSub o 34 - @dsinl| Samiil] go 5ollaiy Y
Diameter.

. wljavio jr2u0i o 9> FreeSWITCH

oSzl 83>9 (s FreeSWITCH ol ESL:

freeswitch> uuid dump <call-uuid>

&l go wlhusinll e x| variable ¢CCA. owVl s9:

variable CCA.Service-Information.Carrier-Select-Routing-
Information: 1408

variable CCA.Service-Information.Alternate-Charged-Party-
Address: NickTest

variable CCA.Auth-Application-Id: 4

variable CCA.Result-Code: 2001

laaix, ralas>Me FreeSWITCH Josi .ol usiall slawl 9 wlb uidly bladl,
Jla¥l alas 9 puemo JSuin?



<action application="1log" data="Carrier: ${CCA.Service-
Information.Carrier-Select-Routing-Information}"/>

tllro jat" Uas go anllSall jas, @i
ool VI

o oMl jglai: [warning] Could not authorize call: :unhandled
* wlhlxiwl jas, ey CCA (2001 axuiill jo,) axllall
e aadlgo o ol | (e Il Juinai OCS lede

aloizoll wlLanVI:

o alw, JS» glai Y CCA gdgioll looill go
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J=dl:
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algo OCS wlllall gro> s
ool VI

e wllb gro> CCR algall ol
o oMl jglai: [debug] Got back response for authorize: {:error,
:timeout}

o eMiwl oty o CCA glsi 5 pgint (9

aLnuudlg;Luuyl:

o Swidl JLasYl OCS/DRA

Mo ylaxy alexll x> Diameter (3868)

destination realm 3i destination host dxu=eo uf
OCS wlllal) cuziws Y

J=dl:
1. sSamidl JLasVl o 800

Jlasl sl TCP  OCS:

telnet ocs.example.com 3868

Jhaz aeled o Gim calgall ol of JLasVl jas, e 3] .zl Juaiy ol g
aloxll.

2. 2985 o G99 Diameter

ol o sax destination realm .55 go §slai, OCS:

config :tas, :diameter,
destination realm: "epc.mnc380.mcc313.3gppnetwork.org"
# Jlxo g0 & Loy ol wxy 0CS

3. wMauww g=l, OCS

e i OCS Jilw ) CCR Jusiuwl 15] .85, ls)l OCS camiy o) Sy e lllall:



o ol yo iz OMNITAS origin host Jud ge as 9 ize OCS

o ulai 1655 Ol o §ax OCS o wYlai¥l gory OMNITAS
o ol oo e Service-Context-ld wlkdgi go plalay gulaill 8 4204
0OCs

weleVI:

* toinall ity g slgiil dm wlad Sall i
o iMoo i baie slali slg] a>90 Y allocated time

* 505 oi schedule hangup auth Jos ¥ S
aloizoll CLuuVI:

o 9 agazall wladlSall slgi| S5 o o FreeSWITCH
* schedule hangup auth ¢» false
e e JSuiw dol Sl s g ol o)

J=Jl:

50 o 3SU schedule hangup auth:

config :tas, :online charging,
schedule hangup auth: true

2. JLail o g9> ESL  FreeSWITCH

Ol oo Giaxi OMNITAS | solsl Jlw,| giSe; FreeSWITCH:

[debug] Schedule Hangup Response: {:ok, "+0K"}

8 OlasYl Qo sSi Go Gax i ey o) ol Uas Jln OIS 15)
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3. aolSall aJl> sl

i pis ail o 34 UUID aallSall all> o9 anllSall:
[debug] Setting Scheduled Hangup for call in 600 seconds
wle Hgirll o o 15| UUID. a8l alls i 9 JSLie Jlid 9955 29.
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Regex.compile(""911$") # ouss ui wxy {:0k, ~r/"911%$/}
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o 911 Ly $9117 pasiwl tblii 3979 pas
o Luds sl anmill *F\ paziwl tg el \*

Laoill g0 sillos agzsll a8y swsis 0l o $av:



[debug] Checking if dialled number "911" matches skipped
regex. ..

ol 1o "$9117" gn Lasill ) "19114+" S Wiz w5 JI OIS 13,

3. JLoJl Llai

config :tas, :online charging,
skipped regex: [

"~911¢", # (8amued] oLYedl) &, okl
"~0003$", # (L swl) &)1 skl

"~112¢", # auJgndl &,lgkll

"M\*86$", # (algd] daaxidl) (wgadl oy ]l
"~17800\d{7}$" # il plol
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https://datatracker.ietf.org/doc/html/rfc4006
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asiall panl

${allocated time}

${CCA.Session-Id}

${CCA.Result-Code}

${CCA.Auth-
Application-Id}

${CCA.CC-Request-
Type}

${CCA.CC-Request-
Number}

${CCA.CC-Time}

${CCA.Origin-Host}

${CCA.Origin-Realm}

Granted-
Service-

Unit / CC-
Time

600

AVP

omni-as01l.epc
Session-ld P

AVP Result-

2001
Code

AVP Auth-
Application-
Id

I

AVP CC-
Request- 1
Type

AVP CC-
Request- 1
Number

AVP CC-
Time (1] 600
659>90 wlS)

AVP Origin-
Host

AVP Origin-
Realm
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++.31769299669873;

0cs0l.epc.mnc380.mcc313.3gppnet
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Service-
${CCA.Service- Information
Information.Carrier- - Carrier-

: 1408
Select-Routing- Select-
Information} Routing-

Information

Service-

Information
${CCA.Service- -
Information.Alternate- Alternate- NickTest
Charged-Party-Address} Charged-

Party-

Address

* &> paims AVPs CCA &bl CCA.

exzxiws AVPs bladl ¢pgas al>laiedl: CCA.Parent.Child
ol usioll slowl 9 wlb uidly bladl blai>Yl e

w9 uuid_dump. &sb go wlukindl jelai variable

wls 50 e Jlo uuid_dump:

variable allocated time: 600

variable CCA.Service-Information.Carrier-Select-Routing-
Information: 1408

variable CCA.Service-Information.Alternate-Charged-Party-Address:
NickTest

variable CCA.Result-Code: 2001
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config :tas,

prompts: %{
voice: "alloy",
instructions: "Speak with a prim, British accent."”,
response format: "wav",
recordings: [
%{
text:
"You do not have sufficient credit to make that call,
please topup your service and then try again ",
path: "/sounds/en/us/callie/misc/8000/out of credit.wav"

%{
text: "The destination you have called is unabled to be
reached",
path:
"/sounds/en/us/callie/misc/8000/unable to be reached.wav"
}
%{
text: "Your call is being transferred to emergency
services",
path:
"/sounds/en/us/callie/misc/8000/emergency services transfer.wav"
}
]
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]
2ol MSISDN aiJ UDR,
L
Sh-User-Data ps (pascaall cille alz]) UDA
UDA

USRS
XML &zl oo
IMPLAMPU g -

[ul.n]l.in.” AT -n-.*LI'-J] FMMTEl wloss -
S-CSCF glyat -

O P R
o

Jlai¥1 aloal XML Liai
—

JLle¥l alen e OK 200

S-CSCHSBC TAS Application Server DRA H55%/Repository



9 casudl wldoe o Sh le:

e wladlSo MT: (ag>9ll Jyinnll) Jaindl o lall e caxll
o wladlSe MO: (xaonll I uinll) Jaiall b lall e el
o (aygell/edgall) Juaiodl o lall e vl tas,Uall o lodSall

ag.?l_g U aa:_).-.uu.o" < LlLJl Sh

ol=iwy TAS ¢ Sh-User-Data aiiws gz 0 sl XML e sgix:

1.

wbgn IMS:

* IMPI (aolzdl asggll): username@domain - aésbael) posiwd
o Gwwidl: {IMSI}@ims.mnc{MNC}.mcc{MCC}.3gppnetwork.org
o :JlaJI
505014001234567@ims .mncO01.mcc505.3gppnetwork.org
e IMPU (aola)l ay9gl): sip:+number@domain - axzsill paziwd
o Gwwidl: sip:+
{MSISDN}@ims.mnc{MNC}.mcc{MCC}.3gppnetwork.org
o JlaJl:
Sip:+61403123456@ims.mncO001.mcc505.3gppnetwork.org

. omani S-CSCF:

o o35 pwl S-CSCF apd Jiinndl Jizawsi i s3I Glaillg
o 8loi | 5,3l 80 ads Il wlolSoll axzgi) pazig IMS

. wloas MMTel (lailwsgll samio cailgll uoSs):

JSI wlallSall axzgs sale] (CFA): 5T 08, (J] bog ko ,ut arzgi le]
JlinVl ais oladlSall arzgi sale] (CFB): 05, Losis ayzsill 83le]
Vssuise J yisisall

Ml pac sic wldlSLll ax>gi 6ole] (CFNRY): gl slgil oy auzgill 6ole]
(880l dosd Hoaiy)

Jswogll pas ric oladlSoll arzgi 63le] (CFNRC): s, Losic auzsill 85ls)
Jzuso jut/ Juaio yut I jiisall



od Lo MMTel-Config¢

MMTel-Config ¢ ¢ jxodl I iiel) lailwgll saxio wailgdl aoas 955 9 HSS/Repository.
wle s

<MMTelSS>
<CDIV>
<SS-ActivationState>active</SS-ActivationState>
<Ruleset>
<Rule>
<RuleCondition>communication-diverted</RuleCondition>
<ForwardTo>+61403555123</ForwardTo>
<NotificationType>notify</NotificationType>
</Rule>
</Ruleset>
</CDIV>
</MMTel1SS>

wloas> MMTel assLaddl:

* CDIV (wVLlaiVl Lg=i): wld Sl auzgi 8ole] aclgs
* OIP (Jraindl augd yo<c): Jaindl augd jo e aclgd
e TIP (Joioll w9, lall augn o ,c): Jaiall b ,lall 08, 2clgd

olils ge dinall JLasVl alas ol usio Sh

9 ax>l e dades 22 Shy ol usindl 03 diusi o !



asiiall

ims private identity

ims public identity

msisdn

imsi

ims domain

scscf address

scscf domain

call forward all destination

call forward not reachable destination

no reply timer

IMPI

IMPU

IMPU
(M=o)

IMPI

(J=o)

IMPI/IMPU

ol S-
CSCF

3la S-
CSCF

MMTel
CDIV

MMTel
CDIV

MMTel
CDIV

JL=)

505014001234567@

sip:+61403123456

61403123456

505014001234567

ims.mncO®O01l.mcc50

scscfOl.ims.doma

ims.domain gl "no

61403555123 4l "n

2222 oeSill apiol i

30 opoSill aviol 18



oLl 2agloVl Sh ueSill aval oVl el Llés

paxinsy TAS & LallSoll arzgs 83l6] il aslsYl oan:

1. MMTel-Config (o Sh (J iiwall 83320 whlxe] - ae)sl el
2. wlilus HLR (o SS7 MAP (jolxis Sh wlolSe) MT ssle|/Jlszill wilS 3]

3. oSl auol io VI auxddl (Lly 995 Y bodic pasiws - é‘vngi i) 99 Sh)
Jlo:

# o0 oSil) auiol a8Vl enill (g2,3 o 15| has poziws Sh sl MMTel-

Config)

config :tas,

call forward not reachable destination: "2222", # Goeldl x ]l
default no reply timer: 30

9 casull Juiw9 e wasu il Sh
Jisall o gs,Liww:
1. 9 3950 sut Jisinall HSS:

o &2, Sh gm0 b paziumall" Uas"
© ko puswi oy hangup case J| "UNALLOCATED NUMBER"
o &lxiwl go allSll yas, i SIP auwliall

2. HSS wdoll slgiil / zlio yut:

o wlb by (sgit Sh (awli (slle 5000 :(winl ,9Y1)
o wbioll Jizmusy Ul Jizxaws oy
o (il ) arolidYl prill Legrzss ol allSall gad, ey 23

3. 2> g9+ Y MMTel-Config aluawVl (n9:

o aigSo wlallSo azgi sle] ) g HSJs 29250 I iitall

o J oSl avol i8I pusll poxiwd
call forward not reachable destination g



no reply timer
o ol 9Vl eudll Gl JShin dodSall joius

ag>lg asdl,0 Sh
# .6 coudl zlu Jase Sh

rate(subscriber data lookups total{result="success"}[5m]) /
rate(subscriber data lookups total[5m]) * 100

# 9 cxadl & lxswl yoy Sh (P95)
histogram quantile(0.95,
rate(subscriber data duration milliseconds bucket[5m]))

# clbsi Jose Sh

rate(subscriber data lookups total{result="error"}[5m])

axiill 292>:

* &zl Hoj P95 > 100 wllxiwl 1aul o HSS aila,
o _ JlaiVl (¥ JSlie :%5 < slasYl Jase HSS
o 9 > Juiwd :%20 < slasYl Jaso HSS

slos VI o linSiaml:

1. ub dlb o i Diameter ygll ag=lg 9 (/diameter)

2. 9 el juisl Sh cugll agzlg 8 (/sh test) g e I yikino go
3. Juinadl lly" slasl e coull ool g2l,"

4. ol o Baxi HSS/Repository o a>lio TAS

5. owlio o §ax subscriber data lookups total loleiW

ag>lg ,Luzl Sh
Sbis | sl paziwl Sh cusll agzly 8 (/sh test):

1. WJ| Jaisl /sh test oSl a>gl (o9



2. J5> MSISDN (61403123456+ Jio) JOV ol
3. pMsiwl" Ll ail Sh"

4. ds_?).u.un.” <Ll &?b:
o wlen IMPI/IMPU

o ouw 5-CSCF
o wloas MMTel
o wlSall azer dole] (oS

amiliall ,Las Y1 ol gyl

© s 0999790 3950l 23l puS inall Ol o iz HSS
3320 I jiie] Wldall azgi sole] whlae] o Gaxi

o Hu% o $ix S-CSCF sz asy IMS

o Jlas¥l | las] HSS alziwY] wlégls



9% SS7 MAP /
Gateway-MSC

[

e loMaiwl 555 HLR gls Y MSRN (Jloxidl pls,l) jue oladlKall Jigns wloglaog SS7
MAP.

alall s g5Lgll

a1 55Lgll

L4 D&r).a.usxsd.ou(})]al'
o [ psSs- SS7 MAP (ss7 map parameters)

o 0 lusl - HLR/MAP oSxill a>g) (28

bS]l axdlzoe JolSG

e [] ploziwl - MSRN g4 forwarded_to_number a>g5 9
JlaiVl dlas

o & Ll soizedl wloSall Jye - HLR (J Jsx Sh/MMTel)
. [ - bl aslsl Sh Jylas MAP
o [ wloMaiwy o8 JI G - HLR

axslyally LI

* 0 JolS5 L Lis| - HLR/MAP
* [ pMeiwl puwlés - HLR/MAP



9% Gateway-MSC

J S0y TAS eMseiwl HLR Jlszill o8, £l5 5wy (MSRN) ol MSC Jgzis & el 055 Loic
2 ol LleG/3G: wladSall Lo wlogleo £lo il Lyl aiSoys.

Jlai¥l aas ol jugis usi eiuw Msrn gi forwarded to number lgoloziwl oy sillg
cuwlin JShin dod Kol auzgid Sl as.

* enabled - awulbg Judasi/(juSoi SS7 MAP

e http map server url base - ylsic URL wlanlai dxo p dgzle) cawlwVl
MAP gateway HTTP

e gmsc - ylgic Gateway MSC wloMsiwY paximall SRI/PRN
e timeout ms - algo HTTP wldas) MAP (5000 : ol i9Yl) asl ol

config :tas,

Ss7 _map: %{
enabled: true,
http map server url base: "http://10.5.1.216:8080",
gmsc: "55512411506",
timeout ms: 5000 # @G U llo 5000 ol s8¥l ., Luis

557 MAP Gateway wrgi wlagles fl aw

TAS Application Server HTTP MAP Server HLR/DB

...=GET fsendRoutinglnfo?msisdn

|

MAP SRI{MSRN/M5C)

MSRN elaszal V-MSC ] aizgs casmgill el putin juuns

TAS Application Server HTTP MAP Server HLR/DB



pois 1etslagll TAS ssaity SRI (axzsill wloglre Jlu)) asle¥l (e £l aszoill go Jolaisg
aJWl:

1. alziwl <ilS 13 - Jowini wladISadl Jugmi SRI o, lic] piy «Jome o, (le (sgiz
MSRN (3uai5 o5y Y PRN). ko 9 Joxall 08 JI jusi oy mSrn poiawg

2. Jlg=idl (2G/3G) - Jozis Jisiuall OIS 13] (VLR 352 90) wlollSo Jiomi 329, Yo
adis piy o PRN (Jlszidl @5, u9s5) le Jsaxl) MSRN (J] ayzgill V-MSC

3. bl azsill aal Sl jaims «Jlszmil ol Liomill (o sl Gulais o) 13] - sole

Jlai¥l alas ol jusio pusi iy msrn ¢ tas destination number azgill cuwlio JSuin
(0o Lo] PRN Jszall 8,01 oo 51)



adaoSSdl o loozldl

[

oo ol Sall g wlors subisg ¢peSs CLI &5, Uall Jlas¥l wloxss.

aLall s gilgl)

anwlwVl Lol

o [ ew sng dole 8 lai -

o [ aoal usSi wlalso - Ulas s, lslall 9o, CLI cloSall Jigm
iol,isY1)

* [ adoSil wloaxdl HLusl -

<Lilul oloog wladlSall axllo

0 Jla¥l dlas glaio s wloazl uais -
e [] - 2555 MMTel wlod Kol g wlslasy

* [ - wle saizall Gl Jig=i HLR (J Jyay Sh)
0 Mo> wbsl axdlze - CLI

aoasdl wMelas

e [] ol &, Uall wladSal - OCS
o [] wiguall audl Wl 5, Vadgoiso ol s 9 wladSall Lg=i -

o [ doadl puuliog wlad Sall Jyg= -
e [] aoaxdl ploziwl puyleo -



a.J.u;SaJl Ul.o.).DJI (uulSAJI J.a_g:u /

il e85 CLI anol,isY] el Sall digms wblug vai,Uall eladlSall jge, i laxall
(bl glo] pi Y loxic lais paxind 5, Y / wloSall Jig=s wbly MMTel-Config ¢y
ole £35umall Sh).

config :tas,

blocked cli prefix: ["*67"],

call forward not reachable destination: "2222",
default no reply timer: 30,

emergency call codes: ["911", "912", "913", "sos"],

e blocked_cli_prefix (Jwluwll o daaild): wx> Jl 5085 wlbsl CLI (9 )20
JLai¥l bas)

o Jaioll da9n oy pb, Ju8 67*% 5 JLasVl - ["67*"] :Jlw
o jugio gusd JlaiVl das ¥ paxiwd cli withheld

e call_forward_not_reachable_destination (alwlw): avol,i9Vl ag>oll
Joogll ablall ue wldSall Je=i) (CFNRC)

o elo)] pis Y baic laad paxiwd MMTel-Config dag>lg oo Sh
o wigwall xll G| dig=i - 12222 1 s

e default_no_reply_timer (o >a¢): Jarai Jud (wilgill daniol ;i1 algoll
CFNRc

o el o Y baic lnad paxiwd MMTel-Config ag=ls oo Sh
o Jogxill Ju ausli 30 o) o - 30 1Jlo

« emergency call _codes (JwMull ;o aaild): 9 &s,llall wlons ol
sl

o &, llall wledSall LY wlalSall yaysii slil lgio saxill i



o o gaxil B ey URNS &,Uall SIP (Jio <urn:service:sos>)
gsel o3 J] asloyl,

o asiliy aliol: ["999" ,"000" ,"112" ,"911", "sos"]

o uasill plaxiw oaid lail

acx TAS Juaiall agd caxnd il (cax> CLI. JLasdl alas uiio ot LanMSy
cli withheld oJ "true":



Juaiall a5 caxz slaio 3525

MO aallfa pMiwl a5
B67555123456% jagzell
padiuall 1o
<sip:+61403123456@domain>

l

‘ pls Yl aaz 5 523y ‘

l

- agzsll |m Jn
?blocked cli_prefix
(.al] #3144 .67%)

OmniRAN  OmniCharge

- -

@ Omnitouch Website v a =l Xan Downloads

L L -

-+ 67555123456*
5551234586

cli_withheld = true ;s
{aisldl e oSl a3)

SIP From ul, s Ja
f'anonymous’ lc



4
N

.

cli_withheld = true ;s
(From L....IL of viisll a5)

N

—

\y
!

L J

cli_withheld s
adlall aaal

F

‘ Jlﬂ:ylihj'c-ll)*ﬁ.ﬂugﬂ

Jlas¥l alasd XML asllea

{cli_ withheld}$% ;= gix

'true’ ==

yd

s

f

v

tapogasll gulas

effective_caller_id number=anonymous
effective_caller id name=anonymous -
origination_privacy=hide_number -
sip_h_Privacy=id -

taglell | Lasall aen olasawl

effective_caller_id number=%{msisdn}

aui po Juaiall aign -

S~

-\-\-‘—\-\_\_\_\_\_\_\_\-\_\_

/

o

.,-'-""ﬂf

i

aallsall lay,

l‘_'_'_'_,_,_,-'-""

aoldl e piladl el 11 adylall

00 o oo dgzg 9 u JlaiVl Jiiusll pgdy Loaic blocked cli prefix:

1. - Jooty Lol s Jliadl Jusaw k) @Ul o8 o1 Y1 daz i 53>y CoiaSs

(67555123456*




2. (555123456 guas) agzsll pd, oo anlll allj] ok
3. jskio ou%i iy Cli withheld oJ] "true”
4. Jeaioll aygn slasy sioll 1sn plasiw! s sz Jlas¥l alax) oS

oSl Gle Jlia:
blocked cli prefix: ["*67"] # samind] oLVsll hos ol wxo
blocked cli prefix: ["#31#"] # bos ole wx> GSM oy g Y]

blocked cli prefix: ["*67", "#31#"] # LW pc»

ol o sl :2 ad,,lall SIP From

u.“au Lo s UE/,J»3§J)._& q.uas.,a.z“ uul.g.“ SIP:



1. saxiy TAS Gwl, 9 so,ell aawl OIS 15] Las SIP From e sgi=, "anonymous"
(oY Al pulws ut)

2. ko pusi iy rade Hginll o5 I5] cli withheld J| "true"

3. JlgAl ssims Ll ozl I iinell polHl dvogaxll Clbo iz [0

x> b CLI JLasVl alos (o9

poiy TAS jusio ousiy cli withheld . JLaiVl alas 32 ol wzy oS) XML I glull
) el

<extension name="CLI-Privacy" continue="true">
<condition field="${cli withheld}" expression="true">
<!-- Laiddl a9o slsz] -->
<action application="set"
data="effective caller id name=anonymous"/>
<action application="set"
data="effective caller id number=anonymous"/>
<action application="set"
data="origination privacy=hide number"/>

<!-- dwoga> yuw ULzl P-Asserted-Identity -->
<action application="set" data="sip h Privacy=id"/>

</condition>
</extension>

oo il wlyasioll TAS < CLI:

saxy TAS JlaiYl dlas sgeii Jud ol usioll o



Jaiiall | s |

"true"

cli withheld abwlw o

"false"

tas destination number  alwlw 2>g0 @9,

destination number ibwlw 2590 09,

o oll

x> wlb @i 3] b ] winy
CLI uwl, of asll e From

x| @l dlj] go agzoll
(555123456 Jio)

.
tas _destination number
(LalS Husi o)

L awll JLaiVl alas oz ol cazu ill wlasiall (Losis

cli_withheld="true"):

Laioll 90 arris aiS 2 ol puiiall 030 pSnw:

effective caller _id number

effective caller id name

origination privacy

sip _h Privacy

sip h P-Asserted-Identity

JLaiVl alos e JolS Jls:

wogall dossll
le-

"anonymous"

"anonymous"

"hide number"

Ilidll

(&l ol 3am0 ,ut)

el

Joaioll aila 08, o

ubJ<><>a~W|g~fn
Juaiell

dwoga> dode SIP ¢ =l

dpoguas> yul, SIP (RFC
3323)

ovly alj] 1 bzl P-
Asserted-Identity



<extension name="CLI-Privacy-Handler" continue="true">
<condition field="${cli withheld}" expression="true">
<!l lgoMoly sl SluSiwl jol,£Y Jdzw -->
<action application="1log" data="INFO cx> b o CLI aoldSall
oJ| ${tas destination number}"/>

<!l-- iz, o)l 9 Jaiddl g0 sloz] -->
<action application="set"
data="effective caller_id name=anonymous"/>
<action application="set"
data="effective caller id number=anonymous"/>
<action application="set"
data="origination privacy=hide number"/>

<!-- Lo gua> (W9§ ) (MAR SIP -->
<action application="set" data="sip h Privacy=id"/>

<!-- dlj| :s )izl P-Asserted-Identity éi9>90 <uls 5] -->
<action application="unset" data="sip h P-Asserted-Identity"/>

<!-- <ils I5] 0 20l <l 5Y] Jisii miy cli withheld false -->
<anti-action application="log" data="DEBUG Jeio]| & ¢a ploxiwl
aosldl: ${msisdn}"/>
<anti-action application="set"
data="effective caller_id number=${msisdn}"/>
</condition>
</extension>

<!l-- il aadlSodl auzgi N asloYl 0id jaisws -->
<extension name="Route-Outbound-Call">

<condition field="${tas destination number}"
expression=""(.+)%$">

<action application="bridge"

data="sofia/gateway/trunk/${tas destination number}"/>

</condition>
</extension>

aold wla>Mo:

o 3oly by w9 i dall WS Jasi Ol oSeu (w triggers gwl, of anll jue cmxll
SIP)

o ivogandl JlasYl das sai ol 3] wis cagzell 0b, e asWl allj] Lasls an



o ,uiio Cli withheld alaalaw on ("true" sl "false" ). ailnio dosd s
ol Kol Lo Jolw suais iy / CLI (8 glamall XML &l awolsdl Jlas¥l dlas
2l aoll Jlai¥l dlas 8 bz ol 13] oSg ol irall 03 Jliadl (usSi posaiy
Josi ol

aadSall §335 N> wlusiall G aiy MO (wsledl oo 8oball wlal Sl
Jsexall) laas

ol Sall Jismi gomms (51 wYlai¥l Jig=i pawly Gyl (99 ,20)l CDIV) axzgi dolely (S yisinoll
o .5 dgze W] 83,le)l wladSall TAS Ll Jslw go wladSall Jig2i (o 8332i0 Elgil
oS,

Sall s s 593 (lollSe MT)




ldISall Lo glosl
1. lgruo> wlllSall Jug=s (CFA) - lbbg uue jas Jugu

e jsmioll: call forward all destination

o ol Lle 83,l)l wldSall praz Jigxi i tlowini 095 Losis

o Vol lgio sixill piy tasgdoVI (s> 2z HLR)

o 3l ed, Wl olSall gz Jlul 8 Joiicall s tesliadl plasiaw VI
o Luasuidl wailedl W] Josdl wladSo Jigxi tJlio

2. Jorise wlallSall g (CFB)

o andlSo o Jrall Jiiadl s bais aalSall Jigxi o tlowini 9% Losis
* aslouwl SIP: 486 Lol | 508 Jgoiivw
o sl anllSo b 05 bais igsall adl W] Jiex taslaiadl plasia VI

3.5, V wlaiSall Jig= (CFNRy)

e jawioll: no reply timer

5, 090 wilsill o 2330 38 il am aelSall s ei tUowiti 09Ss Loais
e il 30-15 &sle ea0dl

* Dl ety pd 5] (igsall adll W] disx il plasuiaw VI

4. Jowooll aLlall e wladiSall Lo (CFNRC)

e yumioll: call forward not reachable destination

Jsosll Lo ol idmumis ub iduaio ub I yuitall 5% Uit 0% Loaie
asl>uawl SIP: 480 550 zlio jus

Lleo cailedl 0Ss boxis (gwall 2yl W] Jiox tasluad] plosuan VI

Jlid S o 1] dooxivmoll (Sl dolses ol 59Vl MMTel-Config

oLl sloo asglsl

a5)eYl 032 go 833210 yolas o wlal Sl Jyemi wlily sl iwl e



1. oL L, HLR (SS7 MAP) [eroxd| jolaas - ayolgl lel]
L (e Jlin oS5 od 135] HLR L)

2. MMTel-Config (ag>lg Sh) [go iial) 85ax0 ololac] HSS]
L (el o o 15] MMTel-Config)

3. [aabliisl exd - ayglgl wuol] greSil) aol i8Yl ayall

SasgloVl oin Islal

* wllu HLR: aSuidl/alsiell olags)luwd) (aiws=ll cadoll 59 Jig=il dl>
e MMTel-Config: ¥ aisSall J iinall wluasi IMS
o (wigwall 3l Bole) aSuidl sgime e blis] 1 peeSill anonl iV ouill

eladl€all Ligaid JLaVl alas ol puiio



asiiall

call forward all destination

call forward not reachable destination

no reply timer

msrn

tas destination number

JOO LoVl aos 9 wladlSall Jigmi spiii

JLaiVl alos de Jlo MT wlodISall JLig=i go:

|

PR

Sh/MMTel

9l
"none"

Sh/MMTel
el o

Sh/MMTel
osSall ol

HLR (MT

4 g0

JULdl a

"6140355¢

"2222"

30

"6140012:

"2222"



<!-- lprra> lallSall Loz o Géxi (s dgelsl lel HLR) -->
<extension name="Check-CFA" continue="true">
<condition field="${call forward all destination}"
expression=""(?'none$) .+$">
<action application="1log" data="INFO Lis Lseyo> olodSdl L o=
oJ| ${call forward all destination}"/>
<action application="set"
data="tas destination number=${call forward all destination}"/>
</condition>
</extension>

<!-- Jinadl b Jl iyl -->
<extension name="Bridge-To-Subscriber">
<condition field="${msrn}" expression=""none$">
<!-- 239, Y MSRN. Uxoll Jjivicadl J| aszgi -->
<action application="set" data="call timeout=${no reply timer}"/:
<action application="bridge"
data="sofia/internal/${tas destination number}@${scscf address}"/>

<!-- Loxil o §éx o JI Jis 5] -->
<action application="1log" data="INFO L o= go @b (b JI Ji
o lod KaJ1"/>

<!-- Jsogll abliJl e L)l Loxi -->
<action application="set"
data="forward destination=${call forward not reachable destination}"/
<action application="1log" data="INFO J| J o=
${forward destination}"/>
<action application="answer"/>
<action application="voicemail" data="default default
${msisdn}"/>
</condition>
</extension>

auo oVl wllSall Ligxi (juogSi

9 aSwid| sgimo e anol 9Vl ausll Husis 09 config/runtime.exs:



config :tas,
# ag>9 CFNRC dawol 9Vl (Jlr 9o Y booie poxiws MMTel-Config)
call forward not reachable destination: "2222", # Jgeogl| 08,

wi gl | o o
# Juswas Jud awel 9Vl algell CFNRy (Jld 0sss Y boaice poaxiws

MMTel-Config)
default no reply timer: 30 # a U 30 sa0d o

avol jioVl caoll plosvuwl pis Loduc:

o 9 Jyiiadl az gy HSS and jud (g MMTel-Config 5o
e 8% Sh ol Lo whilas] sz ¥ g axiy
o Wl Lgxi (sS5 Jud 23> UgS ikiuwe

LISl Lgmi sUasi o6 liuSiuwl
&99io 92 LoS Jomii V wlallSall :alSuiuoll
1. olly o $9> Sh:

o ugll agzls poxiwl /sh test I uinell e pMriwd
o ol o iz MMTel-Config x¢lgé (e sgixy CDIV

°© dasd o $ax call forward all destination
2. JLaiVl alo> wljuvio Ho ot

o ub.uua.” p...nJ wlJ ]l wizuw &?b
o ol go 3SL call forward all destination != "none"

° UT oo Gax tas destination number Lgxil agzg J| ainsi o5
3. wblilu o 89> HLR (HpuSoi 05 131 SS7 MAP):

o uoll agzlg paziwl /hlr el e pMriwd
o JLgx HLR wlly j9lxi Sh

o atia 0l 0o $a2 SN Eisie st dis o) ole ssin Y

4. 3asSill aniolyisVl pusll yo d



°© oo gax call forward not reachable destination ueSil 9
o ol oo xSt default no reply timer cuwlio
° x>g Y baic lhads sidnis 03 MMTel-Config

Jugaidl wlal> alSuuall

ail> sl Los vs,5 600 laSall Ligmis pois o8, W] wladSall Lig tgaleVI

JlaiVl alos s9 aslogll:

<!-- doxill &ljséll soc gus -->

<extension name="Prevent-Forward-Loop" continue="true">
<condition field="${sip h X-Forward-Hop-Count}" expression=""$">
<action application="set" data="sip h X-Forward-Hop-Count=1"/>
<anti-action application="set" data="sip h X-Forward-Hop-
Count=${expr(${sip h X-Forward-Hop-Count}+1)}"/>
</condition>
</extension>

<extension name="Check-Forward-Hop-Limit">
<condition field="${sip h X-Forward-Hop-Count}"
expression=""([3-9]|[1-9][0-9]+)%$">
<action application="log" data="ERROR . o= asl> e w@iSI| o5
ol jeall >ac: ${sip_h X-Forward-Hop-Count}"/>
<action application="hangup" data="LOOP DETECTED"/>
</condition>
</extension>

LallSall Lo axsl e
annnni 1 ol puisgall:

o igsall 3l pl,l W] wlodSall o g5 se Jaso
* doud 9 i il oK)l lasi no reply timer

© disill wlgzs puai Sl Lotk lgerzsi et il wlal Sl

63290ll o Maanll:
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JlocVl slSs:

o wissall xl plaziwl blail &80
o by ine ut dismi pgead gudl S sl 2oz



sigsall 2l aors
aislall olallSally
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oblei] go wigsall x| aoxs Subisg (eSi SMS.

alall wls 55Ul

arwlw V1 5:Loll

* [ easwsng dole 8, -
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o 0 Jlaidl aas 8 (siguall adl glz siml/el] -
o & Luguall xl W) ol pas/JliYI sie eladSall Jyem -
* 0 - wigsall 2l 4 ogua
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aslall wlodlSoll / siguall 3uyudl doxs

Jla¥l abas o cigall sl aslio] i XML ojlesiwl pis o) Lo alixas oty Vg az ] cun>
L ol Jla¥l abas o,

anilall lallSally siguall 2 pull lea] 5825
TAS sulai asls wrigeall 3 gl Gans SMSc

sigall 2,4l ] axzedll aallSall sz i
(axlll .History-Info. call_id) aallSall ol usia o

I aiall iguall 3yl Juimas £

il aallSall slg] Collas Jumas

alt [sigaall 20l &5 a5]

(32miaf3,60) 1@ wYl LB o,e  Jilw ] e

SMS i Jlw |

[Jgin cige 350 225 V]
cadgll ol punio pa aslall aallSall jled] o e
(asils aallsa) SMS lai| L)
TAS gulas sale wrigeall 2 pall dans SMSc

9 wiguall 3l cuguill doMe o Lilw I dlog (iguall a | Borie plaziwl Lo e LiSay
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<action application="1log"
data="INFO > JI| poc xic ol Kodl Lexn dgzg o] auzeid]l - aadlSe
<action application="set"
data="sip h History-Info=<sip:${destination number}@${ims domain]
<action application="set" data="sip call id=${sip call id};CALL FOF
<action application="log" data="DEBUG J s gedl ou_ ol glou] e85 o
<action application="set" data="default language=fr"/>
<action application="answer" />
<action application="sleep" data="500"/>
<!--,bxy lxa TAS ol iyl Jlu,] go oSais iz go90d| igadl oy Il &
dod Sodl slgii | asy-->
<action application="set"
data='vm post body=mailbox=${msisdn}&caller=${effective caller _id nun
<action application="set" data='api hangup hook=curl http://localhc
type application/x-www-form-urlencoded post ${vm post body}'/>
<action application="voicemail" data="default default ${msisdn}"/>

o3d Jio aliS plaziwl wigall all W] Jewogll Lyl liSay:

<extension name="Static-Route-Voicemail-Check">
<condition field="${tas destination number}"
expression=""(2222]55512411520)$">
<action application="1log" data="DEBUG =% w9 o Jlas¥| o5
wigadl oIt />
<action application="set" data="default language=fr"/>
<action application="answer" />
<action application="set" data="voicemail authorized=true"/>
<action application="set"
data='vm post body=mailbox=${msisdn}&action="clear"'/>
<action application="set" data='api hangup hook=curl
http://localhost:8080/vm end content-type application/x-www-form-
urlencoded post ${vm post body}'/>
<action application="voicemail" data="check auth default
default ${msisdn}"/>
</condition>
</extension>

ol lasb] iSoi Uyl liSoy SMS ol lauiols (oo g 3up azsr Y 05J) asslall o lolSall
SMS J MWI o553l cyo ciguall il

Joiss asslall anlSall laio] 28 &> liall ol pusioll:



bindings = [
caller: caller,
day: day,
month: month,
hour: hour,
minute: minute,
message count: message count

ous oy tada>Yo message count 1 oo ST Lilw Jl 5ae 0o Losic Lnas.

config :tas,

voicemail: %{

timezone: "Pacific/Tahiti", #aslnionll
ol g lghll 9 doosmime]| anio il
smsc: %{
smsc url: "http://10.8.81.215", #oul¢ic URL
oligdhs ey dezlol wlwYl SMSc
smsc_api key: "nicktestkeyl23", #z Liao API
e SMSc
source msisdn: "2222" # 200 |
oyl b ld (dusedl)

},
#55 Lodl g2l ipmadl |3 9 ol jusioldl ploxiwdd.
voicemail notification text: %{

not left:

"o as L ad s 1 ol <%= caller %> 9 <%= day %>/<%=
month %> ¥ <%= hour %>:<%= minute %>",

single voicemail:

oo 853> dauigw adlw, dhod <%= caller %> ¥ <%= day %>/<%=
month %> ¥ <%= hour %>:<%= minute %>. 5 )L Jeil . Led| & Lloiwdd
2222.",

multiple voicemails:

"ebb od <%= message count %> g losiwdM] .85 0> dauige S Lu,

2222 p5,J L Joi | L Lled] "
}
}






