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Diameter IDENTITY - / LAST UPDATED SESSION DURATION

Diameter Test 13380900001867@wlan.mnc380.mcc313.3gppnetwork.org 2025-10-12 10:31:50 5m 24s

RADIUS Clients
Access Points RS

Client Usage
00000010

5m 14s
193.32 MB
Data Uplo: 427.73 MB
Total 621.05 MB
P 237674 / 326001
Status

Last Update 2025-10-12 10:37:03

Authentication State

unting St nlD
Station ID (AP MAC:SSID) 64-D9-89-1D-A4-20:0NS

Station ID (Client M. 86-81-69-A7-B4-B2
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SESSION ID USER

Diameter

Diameter Test
00000010

RADIUS Clients

Access Points

0000000F 0313380900001867@wla

Client Usage

0000000E 0313380900001867@wla
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1. MAR/MAA ¢ HSS

XRES & MAA: TWAG

CLIENT MAC AP / SSID

.. 86-81-69-A7-B4-B2 10.7.15

..86-81-69-A7-B4-B2 10.7.15

..86-81-69-A7-B4-B2 10.7.15.72
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3. TWAG
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1. UE & TWAG $0000>d MSK

2. UE ¢ SIM 9¢& CK/IK &

3. TWAG ¢ HSS $&& CK/IK &6

4. MSK = PRF'(CK || IK, "Full Authentication", IMSI, ...)

MSK ¢¢&
1. PMK ®®®PMK = MSK && 256 ®®32 &0&

2. WPA2 4-Way ®OQUE & AP ®& PMK && PTK
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TWAG ©¢ config/ ®@&® Elixir 9900000000000 0@® config/runtime.exs ©&

Diameter ¢&
& config :diameter ex®

config :diameter ex,
diameter: %{
# Diameter QOGO
service name: :omnitouch twag,

# ©® Diameter ®00®® IP ©&
listen_ip: "10.5.198.200",

# Diameter @OQOOVOOOOOP 3868
listen_port: 3868,

# Diameter Origin-Host
host: "omnitwag",

# Diameter Origin-Realm®®dOOOOOOOR
realm: "epc.mnc057.mcc505.3gppnetwork.org",

# Diameter OOOOHSSODRAGAAA OO
peers: [
%{
# ©<& Diameter Origin-Host
host: "omni-hss@l.epc.mnc@57.mcc505.3gppnetwork.org",

# ©® Diameter Origin-Realm
realm: "epc.mnc057.mcc505.3gppnetwork.org"”,

# @& IP 90®OOD HSS ©®&& DRA®
ip: "10.179.2.140",

# 00000000 38680
port: 3868,

# OO TLS 00000
tls: false,

# ©®®G:diameter_tcp ¢ :diameter_sctpd
transport: :diameter_tcp,

# tru false®
initiate connection: true

1
}

@OOOO 3GPP TS 23.003¢
epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org
foioid

* MNC = ¢000000000057¢
MCC = 05
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Resources Diameter Peers

Configuration

Diameter PEER IP ADDRESS STATUS

Diameter Test omni-nick2-hss01.epc.mnc380.mcc313.3gppnetwork.org epc.mne380.mec313.3gppnetwork.org tcp//10.179.2.140:3868

RADIUS Clients
Access Points Basic Information

Client Usage
1 Initiation OmniTWAG -> Peer

tep
Product N pyHSS

Adverti 3GPP_cx, 3GPP_gx, 3GPP_rx, 3GPP_s13, 3GPP_s6a, 3GPP_sh, 3GPP_slh

@& DRA OmniDR, i DRA HSS®DRA MST HSS®
RADIUS &¢
@& config :omnitwag®

config :omnitwag,
radius config: %{
# ©& RADIUS &0 IP 00O
# QOO = COVVVPOOOVOOY
allowed_source_subnets: ["10.7.15.0/24", "192.168.1.0/24"],

# RADIUS @000
# OO AP OOOOOOO
secret: "YOUR_STRONG_SECRET HERE"
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Resources Access Points 1 Total Clients

Configuration

NAS IP ADDRESS AP MAC / SSID CLIENTS
LAST SEEN UPTIME

Diameter

Diameter Test
10.71 64-D9-89-1D-A4-20:0NS
2025-10-12 10:31:50 5m 33s

RADIUS Clients

Access Points

Client Usage Access Point Details

Called Station ID (AP MAC:! ) 64-D9-89-1D-A4-20:0NS

Client Count 1

2025-10-12 10:31:49

1400

2025-10-12 103

10.7.15.72
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OOV

. RADIUS 20
+ ©® allowed_source_subnets ®&& AP &&
* POOVVVOOOVOOOOD 1812/1813 &
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allowed_source_subnets: ["10.7.15.0/24", "192.168.1.0/24"]

Prometheus ®0&&
@& config :omnitwag®

config :omnitwag,
prometheus: %{
# Prometheus ©0000O&
port: 9568
}

@OOOOhttp://<twag-ip>:9568/metrics
foacdodd

O 0O &

1812 UDPRADIUS &<&

1813 UDPRADIUS &

3868 TCP Diameter®SWx & HSS/DRA®
443 TCP HTTPS Web ©&&

8444 TCP HTTPS REST API

9568 TCP Prometheus ®&
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* WPA2-00®802.1X 0@
* RADIUS &0® 0@
* EAP-AKA ©00®

©®&®oCisco AironetdArubadUbiquiti UniFi®Ruckus®®® hostapd & AP
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RADIUS &&® && TWAG IP &&
RADIUS 00061812

RADIUS ¢00021813000000%
RADIUS 900000 0d TWAG 000&
EAP ®OPEAP-AKAQQ“"®O"®

oURwNE

Cisco AP ©00®
CLI &0¢

! ®& RADIUS &0
radius-server host 10.5.198.200 auth-port 1812 acct-port 1813 key YOUR SHARED SECRET

! ®& SSID & 802.1X

dotll ssid OPERATOR-WIFI
vlan 10
authentication open eap eap_methods
authentication network-eap eap methods
authentication key-management wpa version 2

! & SSID OOV

interface DotllRadio®
encryption mode ciphers aes-ccm
ssid OPERATOR-WIFI

Web ¢

@O® ©& - AAA — RADIUS &0

&& RADIUS ©©©©10.5.198.200:1812000 0%
& WLAN &&

SOOOOOD WPA2-O

@ EAP ©000® EAP-AKA ¢ 0O

. ®® RADIUS ©00¢

ouPwNE

hostapd ®&&®
@&@® Linux ¢ APQOpenWrtoo 00000

# /etc/hostapd/hostapd. conf



interface=wlan@
driver=n180211
551d=0PERATOR-WIFI

# WPA2-&&

wpa=2
wpa_key_mgmt=WPA-EAP
wpa_pairwise=CCMP
ieee8021x=1

# RADIUS ©&

auth_server_addr=160.5.198.200
auth_server_port=1812
auth_server_shared_secret=YOUR_SHARED_SECRET

acct_server _addr=10.5.198.200
acct_server_port=1813
acct_server_shared secret=YOUR_SHARED SECRET

# EAP ©®
eap_server=0

# 0P 2.0000 - VOOV

interworking=1

internet=1

anqp_3gpp_cell_net=505,057
domain_name=wlan.mnc057.mcc505.3gppnetwork.org
nai_realm=0,wlan.mnc057.mcc505.3gppnetwork.org,0,21[2:1][5:7]
roaming_consortium=505057

hs20=1

DOVOVOO
O&® AP © TWAG

* ©O& AP ©© TWAG ¢ 1812/1813 ©&
+ @& TWAG ©& HSS @ 3868 &
OO0 TWAG 9000443 0OOOOOO

O 2.0 O
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. ANQP 0000000000000

IS

SOPOOPP hostapd & APOO

# ©® 2.0 / Passpoint &&
interworking=1
internet=1

asra=0

esr=0

uesa=0

# ANQP ©©
anqgp_3gpp_cell net=505,057
domain_name=omnitouchns.com,wlan.mnc057.mcc505.3gppnetwork.org

# NAL 0000
nai_realm=0,wlan.mnc057.mcc505.3gppnetwork.org,0,21[2:1][5:7]
# GOO<OO>,<0d>,<eap- OG> [auth-id:auth-val]
# 21 = EAP-AKA

2 QOOODSIM
QP EAP 00000 O® EAP-AKASD

#2:1 =
#5:7 =
# O00Q
roaming_consortium=505057
# MCC=50! =057

# OOOOO0OQ
venue_group=1
venue_type=
venue_name=eng: QOO WiFi

# WPA2-0000
wpa=2

rsn_pairwis
ieee8021x=1

# RADIUS &0 OmniTWAGS
auth_server_addr=10.5.198.200

auth_server port=1812
auth_server_shared_secret=YOUR_SHARED_SECRET

acct_server_addr=160.5.198.200
acct_server_port=1813
acct_server_shared secret=YOUR_SHARED SECRET

# SSID &
ssid=OperatorWiFi
utf8_ssid=1

# 00 2.0 0O
hs20=1
hs20_oper friendly name=eng:®®¢® WiFi ©&
DOOOO
DOOPOOOOOD
. @& Passpoint &OQQOOOOOOD WiFi 0

1
2. Q00O AP ©& ANQP &
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4

. QOVOD = GOOOVOO > GOOD
© & EAP-AKA &

5. POOOOOOOOD > GOOVPPO
° 900 WiFIO000000

6. POPOOPOOOOD

DOOOOP
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Web &0¢
DOOPOOOOOOhttps://<twag-ip>/
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RADIUS

1D OO

« Diameter ®>>O>OOHSS/DRA &0&&
Prometheus &
& Prometheus @& TWAG ¢0&

# prometheus.yml
scrape_configs
- job name: 'omnitwag'
static configs:
- targets: ['10.5.198.200:9568"]
metrics path: '/metrics'
scrape_interval: 15s

DOVOY
RADIUS ¢0000®

radius_access_request count - ®®®&® RADIUS 0000 0&
radius_access_accept_count - QOO OOOOOR
radius_access_reject_count - @000 OOOH
radius_access challenge count - @O OOOOOR

radius_accounting request_count{status_type} -
radius_active clients_count - 00O OOOOY 5 GOOOOY
radius_access _points_count - 9O OOPP 5 COOOOD

EAP-AKA 90000

eap_aka_identity_count - EAP-AKA ¢®&&&
eap_aka_challenge_count - EAP-AKA ©&0&
eap_aka_sync_failure count - @®®&®SQN @00 OO
eap_aka_auth_success_count - ©00&
eap_aka_auth_reject_count - 0&&

Diameter ®000®
+ diameter message count{application, command, direction} - & Diameter @OV OPLOOOPLOOOD
Erlang VM ©¢000®

* vm_memory total - ®Q0OOOOOOO

* vm_memory_processes - Erlang 0000000000
* vm_memory_processes_used - Erlang
* vm_memory system - Erlang ®®00000000000d
* vm_memory_atom - @00 OOOOOOD

vm_memory_atom_used -
vm_memory_binary - @@@OO00000OOD
vm_memory_code - @000 0000OD

* vm_memory_ets - ETS ®00000000®

Erlang VM ¢000®

« vm_system_info_process_count - ®& Erlang ®®&¢&
vm_system_info_port_count - 0000 &
vm_system_info_atom_count - 0000 &
vm_system_info_schedulers - 0000 ®
vm_system_info_schedulers_online - 00000000

Erlang VM &0000&

vm_statistics_run_queue - @000 0Y
vm_total_run_queue_lengths_total - S0P OOOOOOPOOOOOD
vm_total_run_queue_lengths_cpu - CPU ®0Q00000000
vm_total_run_queue_lengths_io - I0 ®00@000OOOE

DOOOD

* RADIUS & EAP-AKA 90000000000

* PPOOVOPPOOPD 5 VOOOD

* VM & 5 & Erlang ®00000&

* ©®®®® Prometheus ®&&® http://<twag-ip>:9568/metrics

DO
TWAG @< Elixir ¢ Logger ®000000000
OOV Osystemd O

# 000000
journalctl -u twag -f

# 00 100 @
journalctl -u twag -n 100

# QOOOOVOOOO
journalctl -u twag -b

# QOOOVVOOY
journalctl -u twag --since "2025-10-12 10:00:00" --until "2025-10-12 11:00:00"

OOV

RADIUS 000000 1812 - HOOOOD

@& {IP}: 900GOGS - ©& AP & RADIUS 0o
@ 1 0000 - 9O EAP 00

D 2 GOOAKA OO - POOOOOOD
D000 - 900G

POOS - POOD

@00 AP: {IP} - 900G AP
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DO

DOOOOOOOOOY WiFi

DOOOY

. ©® TWAG ®®@journalctl -u twag -f

. ©® AP & TWAG ©®® RADIUS 0000000

. @& RADIUS ©00@0®® TWAG®tcpdump -i eth® port 1812
. @O HSS/0000000®

AW

DOOOD

* RADIUS &®00000&
* ©0®&® UDP 1812/1813
* RES/XRES ©®&&&®&& SIM Ki ® HSS ©&&

AP & TWAG 000000000
Diameter ®&&®
®®oDiameter ®&>>>®% HSS/DRA
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. ©0000odtelnet <hss-ip> 3868

. ©® Diameter ©®®0rigin-Host®Origin-Realm®& & IP&
. ©® HSS/DRA ©0000000d

. ®0009O® TCP 3868

ENTRINT

DOOOD

DOOOOD IP/OOOOY
©®&&® TCP 3868
Origin-Host/Realm ®&&
HSS/DRA ¢&&&d TWAG 00

foaedodd

DOPPOPOO>5 OO
DOOOD

. ®® HSS ©00®

. ©0OOOOPping <hss-ip>dmtr <hss-ip>
@& TWAG 00000 topdhtop

. ®® Diameter ®OOOY

NI

DOOOD
* HSS 000000000
. OO
* TWAG ©000OCPU/OO®
© PPOOVOOOD
DOOQ
QOOOO

# ©& RADIUS &&
tcpdump -i eth® -n port 1812 or port 1813 -w radius.pcap

# ©® Diameter &
tcpdump -i eth® -n port 3868 -w diameter.pcap

# 00O AP OO
tcpdump -i ethO® -n host 10.7.15.72 and port 1812 -w radius-apl.pcap

&® Wireshark ®&®®¢® RADIUS & Diameter ®&&&&
DOOOOR
DOOOOOOR TWAG 9000000

# ©& shell ©OOOO> TWAG
iex --sname debug --remsh twag@hostname --cookie <cookie>

@ [Ex 0000®

# COVYWOOOOOOD
CryptoState.keys()

# QOOOOVOOY
CryptoState.get("0505338057900001867@wlan.mnc057 .mcc505.3gppnetwork.org")

# QOO AP
APState.list()
# 000000
ClientUsage.list()
fogedododoned
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RES 000000 &lt;XRES>OOD &Lt;RES>DOOOOOO &® SIM Ki®®® HSS ©&
Diameter @®0OOOE &P HSS DOOOOOOOOHSS ©&
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@& EAP-AKA ©&& &P EAP-AKA & 0009 &O® EAP-AKA ©&
DOOOOOD SQN &&& DOOPOOOOOODOD
DOV
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3GPP TS 23.4020¢ 3GPP 000000

3GPP TS 24.3020 0% 3GPP ©00®&® EPC
3GPP TS 29.273®®¢ Diameter & SWx/SWm &&
3GPP TS 33.4020¢® 3GPP 000000

3GPP TS 35.206¢Milenage &0 &&

RFC 2865®RADIUS &&

RFC 28669RADIUS ©&

RFC 3579¢RADIUS ¢ EAP &®&&

RFC 4187®EAP-AKA &00&

RFC 54489EAP-AKA'®000 &

fod

OmniTWAG®<® Omnitouch 3GPP WiFi

DOPPOVPOVDOPOOOPOD
QOO 3GPP SWx®EAP-AKA®RADIUS ©&

M
DOOOMSK 000D WPA2 ©&
DOOD 2.000PPPOOOOOOOD
DOPPOVVPOVPOPOOOOOOD
HSS OmniDRA

NoghoNe
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