axo s ag>lg 9ilig
o laudas OmniIUPF

wlinlas a0 agzly 4595 OMNIUPF agzly RESTFUl (sgiuo dsulbg asdl o9 8,15Y alolio

e 8rainall pasimell @BPF. a5 ,ly (risinll el (nd pSnill o lipeloill ao s dgls i
< lgSo grax) UPF.

lilaill axe . agzlg s

O P EN | IF g% FY §

o wlul> PFCP: Cuus dpivai caudzll Juoles o e adasiuid| wluldzdl e pMeiwl
oleis IP U UE 4l TEID

¢ wliras PFCP: leillog oSl 6aic ol il o

J’)AJI .).‘I’S

e el 9LiaiST aclgd (PDR): acblall olxs¥l (d o pall 45,5 wlitas Laxd
Lol (IPV4/IPV6)

e arzgill wlsl 5] aclgd (FAR): blawYly oy irily azeill wlwlow o e
* 95 aclgd QoS (QER): wlwluwg Jawoll 2axi adl,0 QOS
o phouawVl s, ,les aclgd (URR): awl> JSJ wlld] o> whlae g

el Gy

IS a6 xall ol oy i gusadl alls FAR (GET /buffer, GET
/buffer/:far id)

o axell ol ms ol gres igusmidl wldas (POST
/buffer/:far_id/flush, DELETE /buffer/:far_id, DELETE /buffer)

* s9x auii (guysidl oS> (POST /buffer/:far id/notify)
* Llew] b Jo,e il lawYl all> DLDR (GET /buffer/notifications)



wlibasYlg asloll:

o JoSeigull cums il wdgll 9 pixll whlae e jadl wlibas] (GTP. IP.
TCP. UDP. ICMP. ARP)

o wlibas] XDP: (sl] caxzgi 85le] doliw] s ,05) wlill Hluo £hsl Guglio

o agzlg wlibas] N3/N6: aSuid o0l 45,5 &rjei RAN wlilul aSuiulg

o o el shl tarzgill wlibas] FIB (ieoul wlles wedsoll (il ol o
cllasVl)

ax>gill 6,b5]:

e 9 b UE: ylgic aurgi Jga> ¢ pMeiwl IP U UE (GET /routes)
e JolSG FRR: ai>gi o5 o (9 ko)l ol ;0o Free Range (POST /routes/sync)
e azgill JsSeig pn wlud> o ¢ tanzgill wlud> (GET /routing/sessions)

* wlilu 6acld OSPF: J a1l g o)l wlly 82c8 o plsiwl OSPF (GET
/ospf/database/external)

e 9% UPF: Sl =59 gloiml (GET /config, POST /config)
o Ul ey o5 1S5 o pMriwl i llbudl lus ()19Si (GET
/dataplane config)
* w09 XDP: giog o> ¢ plriwl XDP agzlgll wljas9 (GET
/xdp capabilities)
o aloy 5 amaw eBPF: axullg 5)lgall plaxiwl audl o (GET /map info)

J cugll e poinmall dgzly slu o5 OMNIUPF adelas wlogleo a>g) 49959 dg=lol] 03 e

sl Jsazll ezl olinkil dnoy agzly illbs grazl
plaziwIl Gle alioly aslis e llasl.

wlaulidl axe 0 ag=lg 95g SwWagger

aaolge plaxiwl JolSUL wliuhill i Q@ ag>ls §ui95 o5 OpenAPl 3.0
(Swagger). ag>lg 4945 Swagger adelail:



o alxuwl/cdlall wlalaxs go algldl blad Joliv §ug5

o o bl wlaulaill dxo 4y dgzly wlsleaiwl jLizY ploziw)| a = aadbg
e oLLJI c.')LaJ &a.o.zj wlalaxell uLn.uxJ

o al> jgo, HTTP sl wllziwlg

OmniUPF API®

[ Base URL: /fapi/vl ]

OmniUPF - eBPF User Plane Function API

buffer ~
/buffer Listall packet buffers ~
‘ m /buffer Clearall buffers v |
/buffer/{far_id} Getbuffer status for a specific FAR v
‘m /buffer/{far_id} Clear buffer for a specific FAR v|
P /buffer/{far_id}/flush Fiush buffer for a specific FAR v

ag>ly Swagger wliuk ixop dgzly aly blii yo v addelad] OMnIUPF Lads Giisi go-

ag>ls | Jgwogll Swagger

&l 19955 Swagger ole:
http://<upf-host>:8080/swagger/index.html

JlaJl Juw le: http://10.98.0.20:8080/swagger/index.html

o laudasll Ao ys &.g.?l_g oaclo Jl.ul.o

= wlaulai] dze . dgzly il bli graz lay:

/api/vl



#H# uLn_;_dm._“ dRo )4 q.e_>|_9 u|_).u>
##HE ond il

olisii azmoy agzle pcos OMNiUPF BLss il | ay Ledl blaid pys ,ull

olosiwl go Jliy e algall slegis| pud i)l gioy .8,005 ol Ly olegomo
oludad | @Y7 e pMeiwY!l xice 8,5 13J1, PDRs. ol URRs.

£rasgenal [ aush S [ DI Ex:

1. **(ay wose) *olaaad| ole o Lidl aub,ill:

- “page’: (1 go Iouy) el ob,

- “page size': iwd ¥l axdl 100 el s l) dmie JSU w lis]l
(1000

2. **as Y1 ole pi Ladl aus ¥k
- Coffset’: Leubsv wx widl wlisdl sac
- limit (1000 ews Yl axdl) Lee byl wme wid ! e lisd| sac

" “bash

# 50 go ai Ll axand| e Joaxd| tolxandl de o5 el oué il
o - kJS_I |= i

GET /api/vl/pfcp sessions?page=2&page size=50

# aa LIl 50 glo,] i pais 100 Jol Lhxs asl Yl e o5 Ll aud il
GET /api/vl/pfcp sessions?offset=100&Llimit=50

# yaic 100 Jol :(pxd 5 ololeo ygay) wil iVl Jeluwll
GET /api/v1l/pfcp_sessions



&#123;
"data": [
&#123; /* session object */ &#125;,
&#123; /* session object */ &#125;,

1,

“pagination": &#123;
"total": 5432,
"page": 2,

"page size": 50,
“total pages": 109
&#t125;
&#125;

aod yoll aslgidl lblas:

e /api/vl/pfcp sessions - wlwl> asils PFCP

e /api/vl/pfcp associations - wlsae> doilé PFCP

e /api/vl/routes - 3, b UEIP

e /api/v1/uplink pdr map - PDRS (auwlwl wlosleo) sclall oludl (9

e /api/vl/uplink pdr _map/full - PDRs jis Juolsi go acblall oluVl 9
SDF alo I

e /api/vl/downlink pdr map - PDRs lalgll oVl (8 IPV4 (apwlwl wloglzo)

e /api/vl/downlink pdr map/full - PDRs lulgdl oYl 9 IPV4 Juolas go
,ils SDF alolsJI

/api/vl/downlink pdr map ip6 - PDRs lauledl oVl (9 IPV6 (wlogleo
/api/vl/downlink pdr map ip6/full - PDRs lulgdl oVl (w9 IPV6 go
,ils Juolas SDF aleSJI

/api/vl/far map - azgill wlsl>] aclgs

/api/vl/qer map - i 2198 QOS

/api/vl/urr_map - plaxwdl e aclgd

ol 6,b] ales bblas:

* GET /api/vl/buffer - ujlw grox 4058 FAR wlilaz)l go
e GET /api/vl/buffer/:far_id - J il als (Je Jguaxll FAR sax0



* GET /api/vl/buffer/notifications - wl)lei] alx aoils DLDR
o DELETE /api/vl/buffer - &jxoll pjxl gro> qumo
* DELETE /api/vl/buffer/:far id - J gyl quwo FAR a0

e POST /api/vl/buffer/:far id/flush - ajzol el (Jaruin 8ole]) g ai
e POST /api/vl/buffer/:far id/notify - leu] Jlw,] DLDR Ggx

oSl aslgs blas:

e GET /api/vl/config - (usSS e Jgaxll UPF (JIAI
e POST /api/vl/config - 9SG ¢waxi UPF (wdg 9 o il abls Jgs>
Jasiidl)

e GET /api/vl/dataplane config - olldl jluwes oo (usS Wle Jomaxll
asz9ill JolSs aslgs bola:

e GET /api/vl/routes - 9 b aoils UE
e POST /api/vl/routes/sync - go 9 lall dainljo Juzai FRR
* GET /api/vl/routing/sessions - axzgill JgSgig u wlul> e Jgaxll

e GET /api/vl/ospf/database/external - wlly sxcls e Jgaxll OSPF
ay> =]l LSA

ol laodl Jiasl:

* paxiwl page size=100 wugll e poiwall dagzly o 2

o pxzuwl page $1ze=1000 (uadVl axl) &,uSIl ol ynaill

* oMsiwl pagination.total pages <)Ll >ae xoxil

o 551, page size (U3l wldb) wliulaill d2o . dgzly sl Gummil

oc> CORS

3903l e 5,lsnll &S lice Jirii o5 (CORS) dzo s dgzls dlg blai groz) (ol ,isl JSuw
axo 1 agzly Igiwl az,) Wl wliuailly cugll Gl pasimall dg2ls) moun oo o lanlaill
aalizo Jool cpo wlinlaill,



owuleo Prometheus

wlaulail daxo y dagzlg | @8loYL REST, o, OMNiUPF Luulao Prometheus (Je
aledl adnsi /metrics (9090: (uol,i8Yl 3ainll).

ouwliall 40657

o Jilw, whblxe PFCP jylai JSI saSlls
* JsSsignll s s ol wlilas]

¢ ¢l,>| pls>1 XDP

o ol wlilas]

e alny > asw ploxiwl eBPF

* ox> g URR

alolSIl 5Loll e Jguanll el

aLall wls giligl)

* oxd e danino adelai wloglro a>gl -

ag=lgll
o ouwlas g5y - Prometheus
. - clasl jg0, PFCP lg>Yols slasVl o laSiwlg
o eSS - PDR. FAR. QER. URR
o JolSs - FRR ax>gi9 UE
o asudl blaxig wlsbasyl aél o -
o S whls - UPF
. - adeladl wlaulaill dxo 0 dag>lg §5Lg (Jowiwl localhost

“iwaas UPF &l oll)


http://localhost:8080/swagger/index.html

i yloxo Jdo OMniIUPF
wbgizell Jga>

© ® N o vk W N

xsbioay, OMNIUPF (0 €BPF (gawsoll (IS u o> tuiv o) oXDP (gjuad] wlildl lus)
5 o> axdlral J8WI sgimas €] §28x)G/LTE. & ko ol axllzo @laio Jusin N> o

8lgi x8 LINUX: (siaiiy OMNIUPF cls UM (o iy paisall d5lao daxllzo sas Lle
apiligSaall &lziwl o o culzuzrll sazio Jii Jaso.



i, lonall wlinl

afunll =lgzly
N3 Interface NE Interface
RAN . GTP-U AL 2 e B
| lalyall] ¥DP aako
XDP Hook N3 X¥DP Hook NG
lall 5 4iima il maias
4 - .

elyall] €BPF pal,,

/.-
.-'{-"'...
/
e [ cdgall gyl
PFCP plles
..\ "
akal . T il sl
| \.. K - Y
S 1.- 5 lalall o515 €BPF Ll 3,
il ik - £} L]
§ plmmfpr; FAR Map 0ER Map
. map far_map ger_mag
downlink_pdr_map

G 92 axllro:

o sloill axlue 6 JolSIL pinll axllzo i
o paximoll axluog 8loil oy o llul fuw 379y Y
o olaxiwl p il uisball el XDP

Jeasall Ho adls wllu JSba:

paniumall drleas
"""" o cdgall pacll e
REST APt ==
aklyall s
"
URR Map
unm_mag



o bl 5 poziuwi €BPF &S 0 axlles 8059 JSJ &5 Jglo>
o goljiadl Jgosll a5 wldac
° JI3.) ,J.n_9/,J.n_9 Sl 29y y

6 se791 Jranil jals:

* Jioxi giog ey XDP uais SmartNIC
® oA uu.“ aSwid| bl &o L9_9|3.|u.-; XDP
o dola)l gliogVl o silud) alo¥l gliogVl (J] 862l

anit; «luwlwl eBPF

od Lo eBPFS

eBPF (awgoll IS ,u pj> guiv o) 8lgi (9 au g5 auiai g LiNUX | Bol u Jasinis o
8loill wlhazg Jroxi of 8lgill jauanll 565 uti 09> 6leill d>luio (x9 dromns.

a1 wljuoll:

© 3930 oy 1oLV €BPF slsil Jlasi (8 cammis Ol 9Say ¥ mell o
o Gumadl s gon) adoVl sleidl dc s Joss sl

o oloidl dusis sole] 09> Jusiaill ey (9 lglndn San taig sl

* arexe wlilazly i tase,ll adulall



coli s 6> 6,90 eBPF

FRCYINPN | FCA WS @920 eBPF o2 o JIT

8loill (Juiis cad5 €BPF)

2ol s Juazs €BPF (ELF)

oYl o i

- aslg¥ ol Y
- 5,513 sg0x0 Jgog
- axllo day > wllas

[ [ il gl]

whol 558 | anz s

ezl FD ol

o> ¢lz)]

J| @,] XDP Hook

L5l > cwa=i eBPF (PDR/FAR/QER/URR)

ol s

doj> JSJ ol Jusiss oy

505 JSir Ll s g

slodl (Jyiini cudg €BPF)

lo:l > eBPF

Losl,> €BPF ol oy &S ,idite dlgidl 8 wlly JSLo (b €BPF paxiuial| a>luiss.

9 aoriamoll lail, =l glgil OMniUPF:



alou 3l g5:

BPF_MAP_TYPE_HASH

BPF MAP TYPE ARRAY

BPF_MAP_TYPE PERCPU HASH

BPF_MAP TYPE LRU HASH

J.m_g."

-tlias lol e &z Jgaz

o DL

6x>9 JSJ &= Jgo>
oo ) aS o dxlles
(Jasll

&5 Joaz LRU (JsYI
15550 Glozxiwl)

o s O(1) (6@V 0L ol ) &5 caxy
* pxxivall dobws (po ayd wlbox (easau

o Wsaoll ay,98 ] (o>

o Lilsdl gad axos ollac 1,8

wle aole 6,1l XDP

plasiwVl all>

¢az=y PDR alawls,
TEID ol UE IP

<y QER oFAR
sURR alawlg, ID

<y PDR byl e

wlaldl MY

XDP (g puadl lll o) 8lei 59 Loy, alnii on LiNUX ol ) mouws €BPF ol axllss,
dloill (59 aSuidl dosS Jub (8 puinlio aSuidl §5lw lgolimi Ol a—aiSoo dlnii 8l .

9ol eliogl XDP

o3 OMNIUPF 35, gliogl @M XDP. aalizo §3lgig <ol jaslas o leio JS.



£BPF (ELF) pabi s Juans

.
-

:\JLI:I.I.'” L TET
aulgy lil> ¥ -
éﬁll.” Jgisn Jj.nas -
inllis dlay po lilag -

—

alt [$axdll glai]

L}

(eBPF  Juidis adg) algill

bl s
pel Wl FD gle |
[ganall Jaus]
las gle
XDP Hook | 3L |
e 8 melipdl s an
eBPF (PDR/FAR/QER/URR) Lail 15 cuums
TS Y0 L o N | RO
pasnmall i>lus eBPF 3310 IIT o= 4ia (EBPF L i) slgall

1. Juoxi giog XDP

(bl Jiasl) 6 g2V snstis:

2ol Jos, €BPF 85671 e & uilo SmartNIC

culuz 100 e xju Jo5 Jasoe g

orgSall:

xdp attach mode: offload

o5 pill axdlae NIC a8 sall axdlaall 539 Gual 90

wdlai, SmartNIC 9lgi0 (Netronome. Mellanox ConnectX-6)



.)3...9."

o 55621 wallai, SmartNIC ;oill alasl,
* ol xi2i €BPF H9ax0

* wljue gro> ] eBPF 6)‘.3_?:3” w9 do09fi0

2. griog XDP (gliu)M (siolisV1) LoVl
(e shl) Gsladl Sginme le saii:

e ol Josx eBPF aSuidl §5lw Gl (a9

o vawax Jud ol axllre i SKB (pauiiall o je)
o 8ly JSJ culmz 40-10 o Jii Jono i
o oo Bl cllai XDP (puinand! uislud] alaso)

,J.-QS.-J l:
xdp _attach mode: native

LoJl:

o (asll 9 el o) 5> Ll bl
* 55679 &0 amly Glos
* wliuo o @olS acgox0 eBPF

U909 iall ygailull:

e Jul: i40e. ice. ixgbe. igb
e Seiduo: mIx4, mix5

* 09559 41 bNxt

e 0s,lol: ena

e 10 aSuidl wblny plaseG+

3. miog XDP clall



(39l51) daxmop 6lSlro:

o ol Josy, €BPF slgill oz ol a2 SKB
e Joluwd a0 8510 XDP

o aSui agzly sl Lle Josy
* sslaidly JlizW e

xdp_attach mode: generic

el <Y

* JlVly pgladl

o apolusYl wlil (092 avol syl YY1 SR-IOV)
o adapill aSuidl 692V

o aalall agzly lus

(Jroxidl/ LoVl o i Unyl) culzuz 5-1 :s1LVI

elz,l oo, XDP

ol &2,5 @BPF wlsl,2] joo, XDP el go alzs cx Lo slgill ,LsY:



d0sS ] a0l Jlu| (o osbat) cxdgall oy ssxill, ICMP,

XDP_PASS
= slgidl o aSuil asg ymall it o pall a5 ,>

XDP_DROP ssall s aojall blaw] T ol

XDP TX s>l 850 dojall Juwl B> pasine jut

agzloll puai e

agzly Il ol Jluw |

XDP REDIRECT
- dalizxeo

arzoill (ol luall (N3 © N6)

bliw] axllzall o Uas :
XDP_ABORTED ] a0l slas| eBPF

e Al axdlzo lo>
ol JSiun

ey OMNIUPF L5 wlslexiwl eBPF s )lss pj> axlles o> cliw).

) . ger_enforce . far_execute )
tail_call tail_call - tail_call - tail_call XDP_REDIRECT
- i - ) ’ ; Qos ) w"dl ) )

Juill wlsleaiawl:

2ol o €BPF golp sleaiwl €BPF s 51

(G920 YWSo §of) pwaSall Hlb| Humai ploziwl uss
sobzo bl s prouai Sos
33 o» Lyl slesiwl §oz) uadVl xxll



&9l o> axlleo

‘ ag2ls N3 ‘ ‘ XDP Hook ‘ ‘ e PDR ‘ ‘ suiis QER ‘ ‘ anlles FAR ‘ ‘ awlo URR ‘ ‘ agls N6 ‘

4o 4> GTP-U (TEID 5678)

¢losiwl TEID. ez uplink_pdr_map
[ J [ols sisll @ PDR]

wle Jssax)l FAR ID. QER ID. URR IDs

Jazall 3225 $udas (MBR)
| [az Jazall]

¢l2| g i FAR

| g [aszsi 15,011

vl &lj] GTP-U

Julas TTL, ggazall Clws 6 @@L|

axadl whblas 83l
XDP_REDIRECT ag>ly J] N6
[edse oz islz)l]

9 carlss GTP-U (TEID=FAR_ID)

XDP_PASS caszall sl uusio ]
[oliw] :cL,2Y1]
XDP_DROP
[Jasall jolas ail

XDP_DROP (Jazall 220)

Tke sisll az, o) PDR]

XDP_DROP (TEID (95 50 ,£)

‘ agols N3 ‘ ‘ XDP Hook ‘ ‘ e PDR ‘ ‘ suais QER ‘ ‘ axllas FAR ‘ ‘ auvlre URR ‘ ‘ agzls N6 ‘

Jdosill p = axlleo

pdr_lookup . _ far_execute
FOR sl ELEER D oS g _ "

3 |l iy

alay o a5 eBPF

alos y=dl 6,515 lowdoss




aloy 2l o>

s OMNIUPF (5,655 e £l basl,sll plaol lali max_sessions:

L5 1, PDR = 2 x max_sessions (uplink + downlink)
L5l ,> FAR = 2 x max_sessions (uplink + downlink)
L5l > QER = 1 x max_sessions (awl> JSH &S i)

b5 1,5 URR = 3 x max _sessions (sac URRS awl> JSJ)

Jl (max_sessions = 65,535):

L5l > PDR: 131,070 lgio JSJ Y50
ala, > FAR: 131,070 Y50

ala, ,> QER: 65,535 Y50

ala, > URR: 131,070 Wose

oSl Jlas]:

ki 1,5 PDR: 3 x 131,070 x 212 cu L Lino 83~ = o
abo ,> FAR: 131,070 x 20 co L Lino 2.6~ = o
aby ,> QER: 65,535 x 36 e L Live 2.3~ = o
abo ,> URR: 131,070 x 20 e L Lino 2.6~ = o
6loildl 5,515 go cu L Lo 91~ idLazyl

cadgall ussudl adl
wad§oll Hujsudl sle aole 6 oy

s, OMNIUPF Lo ol cadis I35 oo Jaidl elbgr,liow o p il ouiss GTP-U Ll ls
UAuD0 uf ,omwnﬂ > b adac uJ! UDP.

a9 goll o judl asjylons

Parse error on line 4: ...r/>2. uwl, aslio] UDP (22152 saioll)<br/>3 ---eemmmmmmmmmaev
------ ~ Expecting 'SQE', 'DOUBLECIRCLEEND', 'PE', '-)', 'STADIUMEND',



‘SUBROUTINEEND®, 'PIPE', 'CYLINDEREND', 'DIAMOND_STOP', "'TAGEND',
‘TRAPEND', 'INVTRAPEND', 'UNICODE_TEXT", 'TEXT', 'TAGSTART", got 'PS'

| baze alglxall |

cssall ol puSes 28 (sLo] cu ouss o3 FAR 2). goliy psis eBPF:

1. ao VI ao il oo s
orig packet len = ntohs(ip->tot len); // _wl, oo IP

2. uuo_,:." u.uiJ fYSUITV N

// J islwo aslof: IP _>,xJl + UDP + GTP-U

gtp encap size = sizeof(struct iphdr) + sizeof(struct
udphdr) + sizeof(struct gtpuhdr);

bpf xdp adjust head(ctx, -gtp encap size);

3. gl slu IP o, Ll

ip->saddr = original sender ip; // cuzi jaadll e blaxll
owlall dnsai

ip->daddr = local upf ip; // IP gaiwo by cu> Azall
,onmjl > bwo

ip->protocol = IPPROTO UDP;

ip->ttl = 64;

4. gwl, sl UDP:

udp->source = htons(22152); // BUFFER _UDP_PORT
udp->dest = htons(22152);

udp->len = htons(sizeof(udphdr) + sizeof(gtpuhdr) +
orig packet len);



5. gwl, sliu GTP-U:

gtp->version = 1;
gtp->message type = GTPU G PDU;

gtp->teid = htonl(far_id | (direction << 24)); // _Juw FAR

ID olxYlg
gtp->message length = htons(orig packet len);

6. ¢l>,] XDP_PASS:

o o o] aoj=l 8lgidl plus UDP 22152 ssinll (e (ol
o lgijug do sl pasimall dolue 9 widsall il e aliy

cxdgall Gojnill g yai aslas

pois Jiill JloiS| aie SMF caamis FAR aoMe all;¥ BUFFER. pjml Jusiws 6ols] ai

a5 jxoll:

NS agely XDF Hock . . CER s PR, oalaa AR aclan NE agely
GTP-L) (TEID SETH] kas
ap o TEE gl e
3
at IFOR il piall o)
FARL ID. GEN DL LBA 106 A gl
-
BER fanall ssain gecas
_—
it Lo Janall]
[ T .
-
alk S—_—1
-—
puimal ol alibll] TTL Lla
-
sl il
-
Wl gy
Ry
- TED=FAR 1D} b aclac
-
il il | i ] B PSS
-
| bzl 6 e 3]
OF D
E
lJamall jgles i)
Jamall sioa) KOF DAOE
-
1FOR s pall o ]
iy o o TEID) BDE DRADE
NS agely XDF Hock PO o DER s PR, ialaa AR alinn NE agely



a9goll ujmidl 6, wlodro

aalxoll ooV ol

JSJ uasVl =l FAR 10,000 ao ;> ;J;JR“)"““ es7l) asdl a2l
: 100,000 :
S uasVI 2l __ alSIl & 55all piml) sVl sl
doj>
TTL ao jll 30 asls el arlo slgl Lo <o)
i jxoll
cxdgall il rio 22152 siio UDP cxdgall ool pubusid
0 e 60 aul sngiiall o5l oo il LS o
a9 §oll
i QoS

Josall 3uou asojles

ey OMNIUPF gulnil agl jio 639U Jomo 3= QOS.

Parse error on line 5: ...= packet size x 8 x (NSEC_PER_SEC / rate ---------------
-------- ~ Expecting 'SQE', 'DOUBLECIRCLEEND', 'PE', '-)', 'STADIUMEND',
'SUBROUTINEEND', 'PIPE', 'CYLINDEREND', 'DIAMOND_STOP', 'TAGEND',
‘TRAPEND', 'INVTRAPEND', 'UNICODE_TEXT', 'TEXT', 'TAGSTART', got 'PS'

[ baze alglxall |

as) jiall 639Ul sy

axo_jylog=dl (o ger.h):



static _ always_inline enum xdp action limit rate sliding window(

const  u64 packet size,
volatile u64 *window start,
const  u64 rate)

static const  u64 NSEC PER SEC = 1000000000ULL;
static const _ u64 window size = 5000000ULL; // 4l dlo 5 si9l

// 29xx0 uf nixg O = Jarad//
if (rate == 0)
return XDP PASS;

[/ do i oig) Jw Il cidy Clws
__ub4 tx time = packet size * 8 * (NSEC _PER SEC / rate);
__u64 now = bpf ktime get ns();

[/ (Jdiwadl 9 doin)l Jwriw) 638l e porbio US 5] loo 4=
__u64 start = *window start;
if (start + tx_time > now)

return XDP_DROP; // JxxdJl x> jolzi 05

/] lgiwi sl 838l <0 I5]

if (start + window size < now) {
*window start = now - window size + tx time;
return XDP_ PASS;

}

/] licYl 6 doindl oin 33V 38l cyaxmi
*window start = start + tx time;
return XDP_ PASS;

asuss ) lalsoll;

(axlissl 5,000,000) asli llo 5 1638l px>
Josills g8l dlasio 39lgi telaul JsI

ool iiall Jgoall ddiio wliso pasinuy tas,s wlivazi
MBR = 0: sgox0 it 9o o e uin



s.ngi.!.AALll: MBR = 100 «uL 1500 = 4.0)2“ OR> FWIH] 9 e loao

1. Jlw, VI casdg:

tx time = 1500 1,000,000,000) x oy L/ 8 x oy b
(e LIl 9 « 100,000,000 + a0 L/as L U
tx_time = 1500 x 8 x 10 = 120,000 120 = a Lo U
d-uLJ_s)S-A-o

2. Jarall yo Ghmu:

o .u.ca)pcyla.o)-le Jlul o5 ] =0, e adWl do =)l Jw )] oy
t=120us

0 i dojll cabog 153] 1=100us . (13> ,Sw) lbliw] oi
o x¢ do | wliog 3] t=150ps . (839W] aud 5 cani) by oi pi

3.p_,‘.=.l.|J.ut.o._,un§i:
wad | PPS = (100 8 + aui LiJl w9 e lauo) + 8,333 = e L 1500



SI.)S” UA;L”
Jeidl Joxe

Joro

ossl Jadl

100
Jaoess XDP (SmartNIC)

XDP LoVl (NIC 10G.

10 culz>
6.).7'3 o|_9.v)

XDP LoVl (NIC 10G. 4

40 culx>
S9i)

1-5

XDP olall
e culz>

aliawVl o Jalsu

ao 32l azdleo o slloz] (XDP LLoYI):

anslidl (n9 ol

148 (8 doj> Usalo
aw Wl

8 (29 doj> Ugslo
aw Wl

32 (% doj> Osilo
aw Wl

0.8-4 a0 > Youlo
agll 9

o)
aluw VI



al> ol

NIC RX

cle xiuwl XDP Hook

¢y PDR (& =)

Jaxzo o Gaxi QER

axllzo FAR

cudx URR

wades GTP-U/caudsill clo

XDP_REDIRECT

NIC TX

sl VI o

0.5 aslig,Suo

0.1 aulig,Sho

0.3 aslig,Suo

0.1 aslg S0

0.5 aulis ,Suo

0.2 aslig,Sho

0.8 awslig,Suo

0.5 aulis ,Suo

0.5 auilig Suo

oSl

0.5 aslyg,Sho

0.6 auls Suo

0.9 aslg,Sho

1.0 aulig sSuo

1.5 ailig sSuo

1.7 aulig sSuo

2.5 alig ,Sho

3.0 aulis ,Suo

3.5 auilig Suo

do > JSJ auilig Suo 3.5~ i JlazVI (XDP LLoYl. NIC 10G)

a8 yoll axdlzoll 6359 plozuawl

slos JSI axllaall 6,28:

o aulidl (9 d0j> Uosle 10-8 t5x>lg 8lgi (XDP (LoVYl)
o aull 8 doj> Ogulo 15-12 tsami0 bows> go

* 59 8 iz adaxll o w8 1sqill dario gwgs

o530l Jane cma> @S poll axllroll 6359 plasial:

x (10,000,000 / pimd| Jose) = S el axdlaad| 8359 ol axiwl aww

6l JSJ %100

82>lg 8lgi (yo %020~ poxiws aslidl 9 doj> Youdo 2 9 0 a5 > 1 Jlio



6,81 55,1l YUadl o,
alos ;5 | Jgsosll eBPF:

o (asgall 5,513l 18 dppio) anlisil 100~ :a5 il ca
o (assgall oS3l (6 Jius) anlisil 300~ :aismill con
o (a85all 5,51l (9 a0 E515) awilisil 50~ adgammall cax

o,SIJl 9 wgllaoll 535,01 GUaidl o e

oy olbdoe + daojxdl oz bwgin) X pjxd| Jowro = oo ]| gUaidl e
(e b 64 x alny =]l

160 = (cul 64 X co@® wllac 3 + eyl 1500) X aslidl (9 doj> Osale 10 1 Jlio
6,513 ool Yladl o e o culmu>

louallg gangidl aulsls

29V gumgill

wVl> eac UPF:

Setting SMF as parent of SMF would create a cycle

[ baze alglxall |

Y P L | Y PRV}

* g4 SMF oY e wlwdxll &5 UPF
e b JS Joleis UPF wlwd> (o a9 dcg00 go UE
e WYL yu Jolgill a5 Y UPF (all> o)

a S joll axdlroll 62>9 lowio:

1. axllra) a8 all axllaall 8359 bl (uSai XDP



2. plziwl RSS (Jlaiwwdl il &) oiled & jsid RX
3. golp cuwii @BPF 8020 95 e

1. aal> Uiz ex> 8oL RX

2. 5o NICs oilgall 85a2i0 (RSS)
3. &S, azgi) 923l az g0 ploxiwl

olgidl lowio:

# bl =] adasstl 8,513J1 x> 0L ; eBPF
ulimit -1 unlimited

# 0les Jubss IRQ s9il]) XDP

systemctl stop irgbalance

# 15V oIl a S el axdlead] 8359 oS L puass
cpupower frequency-set -g performance

# Sl o el plasl 6oL
sysctl -w net.core.rmem max=134217728
sysctl -w net.core.wmem max=134217728

iy ollall sgidl sac = (PPS 10,000,000 + géginll) x %50) 1.5
(oo Lii> |

e b Liuo 100 + (3 x o 212 x oludal) sVl sadl) = a olhall 6,5 15J1
(Ls 1 ,> eBPF + a0 leJl olaaill)

(bliisl) co bz 10 + (2 x Jaidl Joso 89,3) = aglhall aSill

(culaz 20 89,5 dud> Yoo 1) Jlie:

* s94-3=1.5 X (slgs JJ culzz 10 + culzz 20) a S jull axllroll 82>g
e 5,51l (IM x 212 3 X o) + wulbleo 750 = eublaw 100



e wlegzlyg culuz 50 = culy> 10 + (2 X el 20) raSuadl

aball wls 55Lsll

. - wldoe UPF uinilly dolsl
o Joolas - PDR gFAR sQER sURR
o olilas)lg sl asl o -

o oSaill d>g) plaziwl -

o lasully agsladl oWl -



w_gS.u Jdo OmniUPF
wbgizell Jga>

© O N v kA W

OMNIUPF 853zi0 gliogl (b Joszi 0l Ses wlolaxziw 83a%i0 pxiime 6 5l dalbg on
4 oS o JS 263G (EPC) 55G 1055 wlile IN5 o cusSill 8,15] piy . amwlw¥| YAML.

OMNIUPF S 3>lg wdy 8 Josi 0l (Sos 62> 90 dsmio ob!



Control Plane

OmniSMF OmniPGW-C OmniSGW-C
(5G) 4G) (4G)
N4 PFCP Sxb PFCP Sxc PFCP

OmniUPF Unified

giogll (ya1o%i

oSl o5 Uall abowlys Juiid] giog asami piz (SMF, PGW-C. of SGW-C) puis il
o lbls,| PFCP go OMNIUPF. J 330 G955 oYl cillai, ¥ OMNIUPF gliogVl o Juill.

oo liiall Jasraiaill:

o J oS OMNIUPF wlbls,l Jeud PFCP x>lg cidy b oS wliills 828 (po

o oo 3>l Juio Joxi 0l oSes OMNIUPF S UPF gPGW-U SGW-U guasti (9
adgll

o Jaiwe JSuin lei)bls dalixall oSaill wliile o wludll Jje pi

[
9L, | Lbl.il XDP
p23xius OMNIUPF XDP (gl <Ll luo) boloil &3 ass @iy .bYl alls ol axllzal
SLl.

shas] wloddsi sle Jguamll XDP J awols caduasill Proxmox o o uts
ezl LSl



bluVl aj,las

Lol 9L VI alas; Y elaziawVl all> < Llloio NIC

aSawid |uu).§.o ~1-2 ¢
Le ' 59le5 « jyolai o, Lz I NIC

@ (kernel) Mpps $9lo7 ki Ll ?
Jheveng gl ~5-10 ] (s,le Vazo: Jeenis gl

i aSwid| (kernel) Mpps VM go SR-10V) oy XDP
5 621 NIC ~10-40 SmartNIC

asly] ¥ sl s ¢l &
(SmartNIC) Mpps ) a>|;] XDP

XDP Program
Driver

XDP Program
Stack




(uolisl) plall giogll
ol Jow 1o gl XDP aSuidl jwaSo 9 kernel
L1odl:

o aSub agzly ol go Jax,

o 55029 ol $ludl awols wlllaio ¥

¢ sohailly JlizW Jls

o auo Yl wlainy wlSxall gro> 2o §9lgio

woanll:

o Jsl clsl (~2-1 Mpps sles JSJ)
o axllee Jud $ludl jue Joall @ ye il =) XDP

xdp_attach mode: generic

J LiasVI:

o U9 dwol Yl WYV SR-IOV
o saxilly LYl ol

* NICs Jizsiwi goliju o5 99 XDP
* Jio wlSl=al Proxmox sVMware gVirtualBox

(s o 90) lxoll giosgll
ol Jow 1o gll XDP aSuid| Jusiss gobi soime wle
Lol

o e bl (~10-5 Mpps slss JSI)
o aSuidl gwaSe Jozs Jud el axllse e
o plall giosdl o uiSs JI Jswos o)



e 5 sl pazall We JoxVMS go SR-IOV

o ooy aSuw i poly wdlaiy XDP
* 2> cuud NICS/acai uasludl XDP xoll

eSOV JI:

xdp attach mode: native

J LasVI:

o syl Yosadl Gle az Yl judl wllas
e VMs ,, 0i go SR-IOV
* NICS pca Jusuis goly o XDP (Intel. Mellanox. &l].)

o lbllaioll:

* psy aSui Jusin meliu XDP ( ezl, NIC)
e 5lgi Linux 5.15+ oc5 go XDP Jsao

(sl uasl) as;V] pios
2ol Joss tesuogll XDP & 5621 le 6 ulo SmartNIC
L1aJI:

o <bsl Luasdl (~40-10 Mpps)
o ol anllred &S 0ll axdleal 355 Gle sas i

o auili,Sao o S5l Jsuog (o
o araSoidl 65lall axllaal a8 0l axllaall 8359 540

woanll:

o 5071 wllaiy, SMartNIC oill alanl,
* Jg9a%0 4995 SMartNIC



* Jbso (oS olag]

xdp_attach mode: offload

J LasVI:

o alad) adJll arudl ol azlYl juull oldac
* doj lo Jgog oy wldlaio go a9l anwexll
* 83920 &S poll axllroll 8229 5 )le0 lead VST Ll il

o lbllaioll:

e SmartNIC a>l;| oc> go XDP (Netronome Agilio CX. Mellanox BlueField)

* UgaaRio Vsiilwg aul mol 0

aSaiadl wlgzls

aolnall ool godl ooVl

aS =) aSuadl wlgs|
interface name 290 85,2) &%, ezls doslé [lo]

N3/N6/N9 (ls,| Lla; XDP)

olgic IPV4 agzlg) N3 (GTP-U (o

n3 address IP 127.0.0.1
RAN)
Olgic IPV4 ag>lg) N9 (UPF-to- gury
n9 address IP
- UPF J ULCL) n3 address

Jlo:



interface name: [eth@, ethl]
n3 address: 10.100.50.233
n9 address: 10.100.50.234

0195 PFCP

aol=oll

pfcp address

pfcp node id

pfcp remote node

association setup timeout

heartbeat retries

heartbeat interval

heartbeat timeout

Jlo:

o gll

e d=xall ylgisl
PFCP (ag>lq
N4/Sxb/Sxc)

dud=oll sassll 9 20
JsS9is ) PFCP

0l31 PFCP &2l
(SMF/PGW-
C/SGW-C) Jlas\

1=y uy_glz.o PR
slai oMe| Jus cdall

A0

J cdsll au 6,19
PFCP (wlgs)

PFCP (wlg5)

gl

Host:Port

o D&

o D&

o DL

o D2L

woli9VI

: 8805

127.0.0.1

[]



pfcp address: :8805
pfcp node id: 10.100.50.241
pfcp remote node:

- 10.100.50.10 # OmniSMF

- 10.100.60.20 # OmniPGW-C
heartbeat interval: 10
heartbeat retries: 5

APl asl,.llg
aolxoll o gll
api_address el (=l plgisll REST API

owwlio ale alasid (J=oll Ylgisll
metrics address  Prometheus ( el

)

. Jezwid| sgiumo (trace, debug,
logging level .
info, warn, error)

Jlo:

api address: :8080
metrics address: :9090
logging level: debug

goidl  uol,i0VI

Host:Port : 8080

Host:Port 19090

aluudw info



Jlul.o 6)'.)! GTP
aalnall ool

tp peer 0181 e aails GTP cillo wliad
P Echo

ol o 8,18l GTP Echo

gtp echo interval .
(silgs)

Jloe:

gtp peer:

- 10.100.50.50:2152 # gNB

- 10.100.50.60:2152 # UPF J ,sI N9
gtp echo interval: 15

g9l

PWIE

BRYe

ol iVl

[]

10



aolzoll o gll ol ol 9Vl Lleli ogmu=o
_ sa2) uadYl ol o ol oz
max_sessions 65535 :
- diol jio)l wlwdxl o Lil =]l ol
ilay 35 o> Y max_sessions x
pdr map size U7 e ° 0 -
eBPF PDR Teo 2
. ilay 35 o> 228 max_sessions x
far map size 0
- = eBPF FAR Taxuo 2
. aloy > px> 228 :
ger map size 0 max sessions
eBPF QER Taxo
, ilay 35 o> 228 max_sessions x
urr map size 0
- = eBPF URR Taxo 2

ole 2l il bl o (i) 0 Wl il plas] pus alasde
max_sessions. asllas damasall plaoYl il 5] 80l ayill ol

Jlo:

max_sessions: 100000
# Gl ool buo piuw:
# PDR: 200,000 Jb»/
# FAR: 200,000 Jb./
# QER: 100,000 Jb,/
# URR: 200,000 Jb>/

vasarall pazdl Gl Jlio:



max_sessions:
pdr map size:
far map size:
ger _map size:
urr_map_size:

50000

131070 # jawaxo x>
131070

65535

131070

cad5oll O jall oS

aolzoll ol

buffer port

dio UDP & joll o j=xl)
oo €BPF

leijxid o=l uva;yl sl

buffer max packets

JSJ FAR

o5l WJlazY uasVl sl

buffer max total

(0900 jue=0) & o]l

TTL wlstll & jxall o=l

buffer packet ttl

(9|-e—'i-i| ()9-\:.=0)

cdsoll O joll Caulais 6,19

buffer cleanup interval

Jlo:

(adais 99u=0) ilgddl

buffer port: 22152
buffer max packets: 20000
buffer max total: 200000
buffer packet ttl: 60
buffer cleanup interval: 30

el

AR

AR

AR

AR

ol iVl

22152

10000

100000

30

60



wlhinadl wloMe

u@@&o." ool eoull

Hlgic Lawaxi (uSes IP J UE
feature ueip uy&l (Smn'UI;F Boolean
TN i

ifgaxs IP ylgic Lavaxi IP J UE
ueip pool ' Olste v , CIDR
(cllai, feature ueip)

feature ftup , Boolean
OmniUPF
- dfgoRo oR> TEID ua.ua.zd F- PPN
teid pool
TEID (cllai, feature ftup) )

Jln.o (ul_g.u.f- YOO IPJ UE):

feature ueip: true

ol iVl

false

10.60.0.0/24

false

65535

ueip pool: 10.45.0.0/16 # uolic javax IP J UE dicgazall 0id (o

Jle (yowaoxs F-TEID):

feature ftup: true

teid pool: 1000000 # 1 J/ L b pavaxs rlowdM TEID

] PPN | ISVEVRIIVIA €
Sl ol i) UE pols o FRR (all aszsill). Jwolaill ole Jgaxl



route manager enabled

route manager type

route manager vtysh path

route manager nexthop

Jloe:

o gll eoull
] Slalil Boolean
UE
azsdl s £
(frr pgsao)

ol Il lwall )

vtysh

Olgic IP JUI e [P
o bl UE &=

route manager enabled: true

route manager type: frr

route manager vtysh path: /usr/bin/vtysh
route manager nexthop: 10.0.1.1 # o/ lws) aJl daksdl UE

oaSaidl pis (nio:

o J sazio it whlac UPF Lol oMe| cllais
o azsill ©Y5Seig o JolSiJl OSPF 4l BGP
e oolb 1sSe cis wllaiy FRRouting

ool 9l

2955 calo YAML (s uogo)

aladl: config.yml

ol oVl

false

frr

/usr/bin/vtysh

(L)



# aSadl peST

interface name: [ethO]

n3 address: 10.100.50.233
n9 address: 10.100.50.233
xdp attach mode: native

# 95 PFCP
pfcp address: :8805
pfcp node id: 10.100.50.241
pfcp remote node:
- 10.100.50.10

# API asl,ally

api address: :8080
metrics address: :9090
logging level: info

# aeud/
max_sessions: 100000

# olsl GTP
gtp peer:

- 10.100.50.50:2152
gtp echo interval: 10

# <oliuall

feature ueip: true

ueip pool: 10.45.0.0/16
feature ftup: false

# cdsall izl
buffer max packets: 15000
buffer packet ttl: 45



LSl golgs
aole 6 ,las

$5ls5 OMNIUPF 35| giog aais, .aniol ,19Y] @ laiog amwui J| o lSlxall gra> go XDP

Soi Jo> gl bglos wlandsi e Jguaxll XDP e l=oll Proxmox
Ll L) gzl iobSwll o o jutg XDP.

Packet Path

I Network Interface Card ‘

N

offload mode

Network Driver

\

native mode

Network Stack

gen eric mode

Application




Proxmox VE

aogcioll wlugSill:

1. juuzll ging (XDP olal)

aviolyi8Y| AW apwlall oSl : plasiawdl alls
oroSl:

o aSuidl jlgz: VirtlO o E1000
* giog XDP: generic
o 2-1~ <1591 Mpps

wlblae] VM Proxmox:

aSuad | Lg=: netO
tdg9oidl: VirtI0 (vl sl Joswo)
swxd | vmbroO

w295 OmniUPF:

interface name: [eth0]
xdp attach mode: generic

2. s ,0i SR-IOV (XDP nl=all)
byl e zls] :plaziawV] alls

o avol il asdsg 1aSuidl jlg> SR-IOV
* &iog XDP: native
e 10-5~ :<I5Yl Mpps

w Ldlosadl:



* NIC oc> go 3l SR-IOV (Intel X710. Mellanox ConnectX-5)
e 5w SR-IOV ¢ BIOS
e 5o IOMMU (intel iommu=on 3i amd iommu=on ¥ GRUB)

o+5ei SR-IOV e Proxmox:

# 51655 ,u = GRUB
nano /etc/default/grub

# ,J| ol GRUB_CMDLINE LINUX DEFAULT:
intel iommu=on iommu=pt

# éuoxs GRUB Jisisidl sole]g
update-grub
reboot

# 1Sas VFs e NIC (e agiol ol @i lbg 4 :JULo ethO)
echo 4 > /sys/class/net/eth0/device/sriov_numvfs

# aos |y Ledleol

echo "echo 4 > /sys/class/net/eth0/device/sriov_numvfs" >>
/etc/rc.local

chmod +x /etc/rc.local

wlblac] VM Proxmox:

Glg> » as Lo] - 65291 PCI

ayiol i8] aaubg izl SR-IOV
GPU ¥ Ll

PCI-Express: (s lisl) pss

w29% OmniUPF:

interface name: [enslfO] # ,aw/ VF SR-IOV
xdp_attach mode: native



3. ;uei PCI (XDP _l=all)
elsuwVl alls: NIC sx5ly avol sl Y Laaxe

o 05 eiz NIC W] JolSIL s5lall VM
* &iog XDP: native ol offload (olS I5] SmartNIC)
o 40-5~ :<I5Y] Mpps (e swizy NIC)

wblac] VM Proxmox:

jlgz - as Lo| - 6).@_?:3” PCI

izl NIC (0000:01:00.0 .JLwn) sob
o @l be)l guo>

GPU Y oo Ll
PCI-Express: o=

w295 OmniUPF:

interface name: [ensl1f0]
xdp_attach mode: native # o/ 'offload' _J SmartNIC

KVM/QEMU

szl gog:

virt-install \
--name omniupf \
--network bridge=br0,model=virtio \
--disk path=/var/lib/libvirt/images/omniupf.qcow2 \

21 0i SR-IOV:



<interface type='hostdev' managed='yes'>
<source>
<address type='pci' domain='0x0000' bus='0x01l' slot='0x10"'
function='0x1"'/>
</source>
</interface>

VMware ESXi
vSwitch _uwlall (XDP sladl):

e aSwidl Jo=o: VMXNET3
* &iog XDP: generic

SR-I0V (XDP l=oll):

o 318ai SR-IOV Cavas whilag] 9 ESXi
* aSui Jgmo adlo] SR-I0V J| VM
* &iog XDP: native

Microsoft Hyper-V
wuoli9Vl cliaoll (XDP olall):

o lio raSuidl Jg=o

* &iog XDP: generic
SR-I0V (XDP sl=wll):

o 5ai SR-IOV 6,D] 9 Hyper-V
o 1955 SR-IOV ausl iVl aSuidl Jomo sle
* giog XDP: native



VirtualBox
&io9 NAT/ juuzll (XDP lags olal):

o aSuidl Je=o: VirtlO-Net _9i Intel PRO/1000
* &g XDP: generic
e alns>)o: VirtualBox ocx Y SR-IOV

$9lgi NIC
a9 Mpps amudl Llaso

aulldl (n9 pj=dl 5oc (MpPS) azaullg (GbPS) swisxi addall - 6 juiulio dugluwio carusd
03> VOIP & ,uSJl giouall e wllb] LJ] 9@ uall.

amaddl e aojll o> uils

poiy ilgomall wlSuidl 8 UPF J aalzall ool axdlros GTP-U dgzls e N3 o9 IP
agzle Lle aloYl NG.

6>l GTP-U aslaoll (ag>lg N3):

o unl, IPVA L, 20 @ nm, Ll
o gul, UDP cul, 8 iz, Ll

o unl, GTP-U: 8 wul,

o 5l Jlaz] GTP-U: 36 wul,

ao > isl GTP-U (N3):

o uml, IP <ol 20 :ds1aJl (IPV4)

o unl, UDP wul 8 : sl

o cul 1 :Luxdl algaxdl

o el 29 adslall as =l les)

e 5l Jl asloYL GTP-U: 36 b,



* cul 65 taojdl oo Nlos]

1 sic amaudl MpPs p > isl go GTP-U:
65 1,000,000 x cu L, pps x 8 520 = ey L /cu Mbps

aoj> wuwadl GTP-U (N3 go MTU 1500):

e MTU IP b 1500 oAzl (a0 j> IP alslS aud>1s)
* 63L, |l a9lYL GTP-U: 36 cul
* el 1536 taojdl oo lo>]

1 sic asauall MpPs o> uasdl go GTP-U:
1536 1,000,000 x «w L pps x 8 12,288 = «,®6./cu Mbps = 12.3 Gbps

5> IP aloVl (ag>lg N6):
ole N6 (eu iyl o) el 055 IP 09 askol GTP-U:
ao j> >l N6:

o uwl, IP: 20 ol

o uwi, UDP: 8 wul,

o ol 1 :kuadl algasll
e cul 29 i Jlax VI

1 sic aswuall Mpps o> sl o N6:
29 1,000,000 x e, L pps x 8 232 = e L /eu Mbps

aoj> wadl N6 (MTU 1500):

e MTU IP: 1500 «ul
° uul.u 1500 UJL;:}”

1 sic aswall MpPs o> uadl go N6:



1500 1,000,000 x <, L pps x 8 12,000 = <, L/eu Mbps = 12 Gbps

gl alladl 9 sV aliol

NIC Intel X710 (10 axww Mpps ag=lg e N3 go GTP-U):

aS ol lowos

wlaJ S VoIP
(N3)

Jgoe
OWEL 72 22
(N3)

PYRVEI] OV
(N3)

MTU Cuad)l
(N3)

ag>lg e N6 (IP yox rarloVl GTP-U):

o>
ao ll
ad=> 101

65-150 el

400-600

el

1200 <ul

1400-1450

el

1500 cul

=]
GTP-U

101-186

el

436-636

el

1236

1436-
1486 <ul

1536 <l

2l asadl
10 Mpps

0.8-1.5
Gbps

3.5-5.1

Gbps

9.9 Gbps

11.5-
11.9
Gbps

12.3
Gbps

g0 AMR-WB,
G.711

HTTP/HTTPS. Jilw,

29s0ll 48,5 @ je
2024 ol ax>5904ll

99 glad HD/4K

e jis TCP &S]



10 sic asaall .
aS,all b aojall o> Mpps arz>sg0ill ploaiawVl all>

05> VOIP 65-150 cul,  0.5-1.2 Gbps oo wlisw RTP

e g 400-600 <ul  3.2-4.8 Gbps ol HTTP

iu> 390l | as
Jseze 1200 wul. 9.6 Gbps as2390ll g el 5,2
G 2024 pla
1400-1450  11.2-11.6
sl e sl Wi
MTU (ad¥l 1500 cul 12.0 Gbps 5 )l wlalall Jas

10 sic Mpps 10~ gdgi (el 1200 louwgio) aivazxdl Jgoxoll 59,0 aS > go
Gbps wigzly o JS le amanw N3 gNG6.

Jgomall ol 15 pgs Islal:

5l a0l p2> o9 aslall b jusio Alsazall s jall 855> GTP-U (36 cul) JSiu Liss
é_pusall ozl shol e St

(adnadl pasisell wllu) adslall aojall o>

« VOIP (J>9S AMR-WB): 65-80 go = <ol GTP-U: 101-116 cul,

o muisiao wlily 10T: 50-200 go = cul GTP-U: 86-236 cul

¢ «usll pouas (HTTP/3): 400-800 go = <yl GTP-U: 436-836 wul,
¢ go = cul 1450-1200 :guanadl <as GTP-U: 1236-1486 cul,

e go = cul 1500 168 M jus GTP-U: 1536 wul,

63L; ,uli GTP-U:

e 83l %70-35~ :(cul 200 >) 6 uiall el - MppSs saxall Jolall oo
o Llixo a0 - 63l %20-5~ :(cyl 800-200) alawgiall p =l
o sazmall Joladl ol ac o - 6oL %3~ 1(cul 1200 <) 6,uSIl ol

sV lodas:



NIC 10 sic daivao MPPS ag>ly e gaxiw N3:

¢ Uo a@uS 9,0 aS,> VOIP (cul 100 axx alsls o) ~1.0 Gbps (8ol
GTP-U (yorgi)

9.9~ (eul 1200 pxx adsls pj2) casazdl Jgozell @ase Gbps

11.5~ (ol 1400 pxz adsls o55) geandl (o a20uiS 9,0 aS > Gbps
12.3~ :(cul 1500 pxxy alsls p>) asaw wuadl Gbps

d.e.?l_s uJ.G N6 (°')l"-J (OL'BY; GTP-U)

e 9.6~ :(cul 1200 o= p3>) casaxdl Jgozoll g0 Gbps 10 aic Mpps
o 12.0~ :(cul 1500 pxz pj>) asaw wadl Gbps 10 sic Mpps

aSaind aole 62l UPF algoxoll:

e 6 all padl 59,0 aS > (VOIP. 10T, wl,LiYl): Mpps - soxall Joledl g2
2-1 J klas> Gbps 10 JsJ Mpps

e 10-9~ J klas (el 1200 lwgis) auazdl Jgozell 59 50 aS > Gbps JSI
10 Mpps asw

e 12-10~ J blbs (oW ) geantdl jo auS ;9,0 aS > Gbps 10 JSI
Mpps azw

e oo JS el Ll N3 gN6 - N3 5l a2) GTP-U, N6 ¥
loall andl loslas:

(s248)l ey o aipaAl Jsomoll wSuid) d4z590i) cul 1200 dlawgioll doj=ll o> go:



asw Mpps wle axadl N3 e asaudl N6 (IP iaidl g L
J NIC (GTP-U) aloVI) =dlgll

1 Mpps ~1.0 Gbps ~1.0 Gbps WS BHRO A B0

loT

5 Mpps ~4.9 Gbps ~4.8 Gbps glo 4= Bse
fasiansso

10 Mpps ~9.9 Gbps ~9.6 Gbps o 6 u5 4> gdse
6 o

20 Mpps ~19.7 Gbps ~19.2 Gbps Ao e
il gio

40 Mpps  ~39.4 Gbps ~38.4 Gbps oS & iz adlio

oald] ;S 0

Loall 48,5 Jini (ailly weul 1200 abwgioll aganll ax> Loiss wlpadil oin jala> Mo
bl wliulaig (s loizdl Jolsidl Llwg igrsll cu lgde poug il ataxll dgoxall
Sl o e Eli aulaill anall Calixin,

J ablall aSaiadl Jusini gol s XDP

cllais OMNIUPF o il aSuil] Jysiss gol s XDP giogll Josy .az;¥ls cslxall gliog)
sl go pla)l NIC.

NICs Intel



c.')_g.n.i."

Intel X710

Intel XL710

Intel ES10

Intel 82599ES

Intel 1350

Intel E1000

Gludl  ac> XDP  miogll 1LVl
i40e Py =0 ~10 Mpps
i40e Py =0 ~10 Mpps
ice pey NP ~15 Mpps
ixgbe pey =0 ~8 Mpps
igh 393%0 ole ~1 Mpps
el000 Y lhss ple ~1 Mpps

NICs Mellanox/NVIDIA

c)_ga.ijl

Siluall

Mellanox ConnectX-5 mix5

Mellanox ConnectX-6 miIx5

Mellanox BlueField mix5

Mellanox ConnectX-4 mix4

NICs Broadcom

Ti9oall s Ll
Broadcom BCM57xxx bnxt _en
Broadcom NetXtreme Il bnx2x

o<> XDP ool <LV
Py NEYS ~12 Mpps
pey NP ~20 Mpps
o izl + J=xo  ~40 Mpps
292%o ple ~2 Mpps
o3 XDP  miogll Y
s Lo ~8 Mpps

y s ple ~1 Mpps



vg,>l uexls

Tigoil & Luldl <> XDP miogll Y
Netronome Agilio CX nfp oR a>ljl ~30 Mpps
Amazon ENA ena o =0 ~5 Mpps
Solarflare SFC9xxx sfc Py =0 ~8 Mpps
VirtlO virtio net  >gax0 ple ~2 Mpps

<> o §2>udl XDP J NIC

o2 Giladl OIS 15] Loo s8> XDP:

# & w e gie]dl NIC
ethtool -i eth@® | grep driver

# oo 9o saxs XDP g5 Ludl 9
modinfo <driver name> | grep -i xdp

# _J JU, Intel i40e

modinfo 140e | grep -i xdp

goli s 9l8,] o i XDP:

# 20U o oS 15] loe gixs XDP Lixlo
ip link show eth@® | grep -1 xdp

# 1Yl ole Jls (XDP gxlo):
# 2: eth@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 xdp qdisc mgq



(ol Jgozxall 59 40 a5 4>) el 1200 ddowgindl do jxll ox> go:

all>
pl.):uuuyl

roloil,luzl

é_asuo

Proxmox
VM ()-H-l-’)

Proxmox
VM (SR-
10V)

NIC lg: wogo

sl NIC (VirtlO,
E1000)

Intel X710,
Mellanox CX-5

Intel ES10.
Mellanox CX-6

Mellanox CX-6.
Intel E810 ( <L)

Mellanox
BlueField.
Netronome
Agilio

VirtlO

Intel X710/E810
VF. Mellanox CX-
5 VF

eogll

a:IJ'!

m

Mpps

1-2
Mpps

5-10
Mpps

10-20
Mpps

20-40
Mpps

40+
Mpps

1-2
Mpps

5-10
Mpps

asaad |
(N3)

1-2
Gbps

5-10
Gbps

10-20
Gbps

20-40
Gbps

40+
Gbps

1-2
Gbps

5-10
Gbps

94 Liaan

el
uizall, POC

aady ) als

vy i NE
6 )0 diydo

lbas ,LisW

VM a=Lls)

b ¢">.)LU' &0 uuL 1200 a]a.w}n.o“ d.o)JJ| OR> uJ.; ELu GTP-U (1236 L,J.C— uuL N3)



o ol anwdl N6 s Jsl (~9.6 Gbps 10 JSJ Mpps) 650 3979 o2& cammu GTP-
U

o Lol pore ol oSl xginiw - a5l o go walixy (alzall Y1 VOIP asuw
Jsl

ardlial 5,190

99lgi oilgs NIC:

o295l aliol

(pladl giogll) srslai ain 11 JUliall

SLis] 1 gu, Lisaadl OMNIUPF ol Jgozoll yiguaSIl (e VM (g2 SR-IOV

# sl 9esSS

interface name: [ethO]
xdp _attach mode: generic
api address: :8080

pfcp address: :8805

pfcp node id: 127.0.0.1
n3 _address: 127.0.0.1
metrics address: :9090
logging level: debug
max_sessions: 1000


https://www.iovisor.org/technology/xdp
https://www.iovisor.org/technology/xdp
https://www.kernel.org/doc/html/latest/networking/af_xdp.html
https://www.kernel.org/doc/html/latest/networking/af_xdp.html
https://www.kernel.org/doc/html/latest/networking/af_xdp.html
https://docs.cilium.io/en/stable/operations/performance/tuning/
https://docs.cilium.io/en/stable/operations/performance/tuning/
https://docs.cilium.io/en/stable/operations/performance/tuning/
https://docs.cilium.io/en/stable/operations/performance/tuning/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md#xdp
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md#xdp
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md#xdp
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md#xdp

(lrall giogll) s, ladl Yanall gli] 2 Jliadl

gs,lmadl: UPF go s, L)l oazall pols ol oYl NIC Intel X710

# el syl vazall 55
interface name: [enslf0, enslfl] # N3 _Jdc enslfO. N6 Jlc enslfl
xdp_attach mode: native
api address: :8080
pfcp address: 10.100.50.241:8805
pfcp node id: 10.100.50.241
n3 address: 10.100.50.233
n9 address: 10.100.50.234
metrics address: :9090
logging level: info
max_sessions: 500000
gtp peer:
- 10.100.50.10:2152 # gNB 1
- 10.100.50.11:2152 # gNB 2
gtp echo interval: 30
pfcp _remote node:
- 10.100.50.50 # OmniSMF
heartbeat interval: 10
feature ueip: true
ueip pool: 10.45.0.0/16
buffer max packets: 50000
buffer packet ttl: 60

3 JloJl: VM Proxmox go SR-I0V ( loall giogll)

g1 yldl: UPF Lle > YI VM Proxmox o5 go SR-IOV



# veSG Proxmox SR-IOV
interface name: [enslf@] # VF SR-IOV
xdp_attach mode: native
api address: :8080
pfcp address: 192.168.100.10:8805
pfcp node id: 192.168.100.10
n3 address: 192.168.100.10
metrics address: :9090
logging level: info
max_sessions: 100000
gtp peer:
- 192.168.100.50:2152
gtp echo interval: 15
pfcp remote node:
- 192.168.100.20 # SMF

mios :4 JliaJl PGW-U (4G EPC)

92, Linadl: OMNIUPF S Joss PGW-U 4 aSuis (3G EPC

# ueSG PGW-U
interface name: [ethO]
xdp attach mode: native
api address: :8080
pfcp address: 10.200.1.10:8805
pfcp node id: 10.200.1.10
n3 address: 10.200.1.10 # dg>ly S5/58 (GTP-U)
metrics address: :9090
logging level: info
max_sessions: 200000
gtp peer:
- 10.200.1.50:2152 # SGW-U
gtp _echo interval: 20
pfcp remote node:
- 10.200.2.10 # OmniPGW-C (dg>ly Sxb)
heartbeat interval: 5



# glooll sazio 3e&
interface name: [ethQ, ethl]
xdp_attach mode: native
api address: :8080
pfcp address: :8805
pfcp node id: 10.50.1.100
n3 address: 10.50.1.100
n9 address: 10.50.1.101
metrics address: :9090
logging level: info
max_sessions: 300000
gtp peer:
- 10.50.2.10:2152 # 5G gNB
- 10.50.2.20:2152 # 4G eNodeB (_uc SGW-U)
gtp echo interval: 15
pfcp _remote node:
- 10.50.3.10 # OmniSMF (5G)
- 10.50.3.20 # OmniPGW-C (4G)
heartbeat interval: 10
feature ueip: true
ueip pool: 10.60.0.0/16

azl;l piog 16 JUodl SmartNIC

&o alell arudl e s 1gayliaaadl SmartNIC Netronome Agilio CX



# oueG SmartNIC a=[;YI
interface name: [enplsOnp@®] # dag>ls SmartNIC
xdp_attach mode: offload
api address: :8080
pfcp address: 10.10.1.50:8805
pfcp node id: 10.10.1.50
n3 address: 10.10.1.50
metrics address: :9090
logging level: warn # _laxJl Ldis
max_sessions: 1000000
pdr map size: 2000000
far map size: 2000000
ger _map_size: 1000000
gtp peer:

- 10.10.2.10:2152

- 10.10.2.20:2152

- 10.10.2.30:2152
gtp _echo interval: 30
pfcp remote node:

- 10.10.3.10
heartbeat interval: 15
buffer max packets: 100000
buffer max total: 1000000

(s o go) ilalidl o=l

ouRil 09 Max_sessions g9 OMniUPF Elali lasl ol P[_?_,i ' ;-

max_sessions: 100000
# aclil olx>l:

# PDR: 200,000 Jb>| (2
# FAR: 200,000 Jb>| (2
# QER: 100,000 Jb» (1
# URR: 200,000 Jb»] (2

max sessions)
max_sessions)
max_sessions)
max _sessions)

X X X X



100 J bl 91~ io6,S13Jl plazuawIK aud>

S9xdl ox=dl
max_sessions: 100000
pdr_map_size: 300000 # _w xjiaJl ac0 PDRS awl> S
far map size: 200000

ger map size: 150000 # .o o)l QERS _olyid¥l o
urr _map size: 200000

ludal) uasV sl sl

Max Sessions = min(
pdr map size / 2,
far map size / 2,
ger map size

)

Jloe:

e aln,,> PDR: 200,000
e aln,,> FAR: 200,000
e aln,,> QER: 100,000

Max Sessions = min(100,000, 100,000, 100,000) = 100,000

o,S13Jl o ldlaio

and> JSI 6,513 plasiawl:



PDR: 2 x 212 & 424 = o
FAR: 2 x 20 040 = o
QER:1 x36 L 36 =0
URR: 2 Xx 20040 = o
aud> JSJ o 540~ (s

100 JK slsil 5,515 o cubline 52~ anal>

plaiwdl yaii X2 plasiwl gawy alaiall 8,S1301 3> of o 35T 1anm gall:

# Il axdl go gin
ulimit -1

ulimit -1 unlimited

aLall o5 5Ll

o i Jyolas - eBPF/XDP sIhYl uuxig
o 9SG - PDR 4FAR sQER sURR
o wlgnidly sl @l o wlilaz)l -

e suwliod JolS g7 40 - Prometheus
o pSadll azg) wlhilae -

dgiy e dole bl - UPF s



oswlio gro> didgll o3 cauai Prometheus dlawlg, daiog 2all OMNIUPF & leill dlnsi le
/metrics.

1. Llw, guulae PFCP - JSU alxiwYl cidgy oSl JoSeionm Sl whlas
wlslyo] gunlio XDP - (& casi 8315] pres «boliw]) Ll o> plsol
JsSsigll esi cun> doliwall pjxll whblae - o adl punlis

clul> guulis PFCP b JS) o lbls,Vls olulal s - elbls,Vlg
ouanslie URR - uloi JSJ azomo a5, az> wlslac PFCP

Jadl Jazog camdl ol i A - il gujss gunlés

awdz 8 b ol s - QoY) Jojuidl lla 895 gulés PFCP
v g9 raiis FAR

8. aloy > amaw gumlio €BPF - aln, ;5 plaxiwl eBPF asullg

N o U oR W N



upf_pfcp rx

upf_pfcp_tx

upf_pfcp _rx_errors

upf_pfcp_rx_latency

goill

slae

slae

slae

el

w lowaidl

message name,
peer address

message name,
peer address

message name,
cause code,
peer address

message type,
peer address

J.m_g."

g
PFCP > daliwall

Sulailly allw,Jl goi

Sl ezl >aall
PFCP ¢ e alaw ol
Sulailly allw,Jl

Sl ezl >aall
PFCP caos &g 5l
b, g55 JSI Ua>
laig

alw, axllzo 530 PFCP
axi s ,Shall (p50. p9O0.
P99) allw, g9 JS
laig

b JSI Llw ! wblasdl gro> guii tala>Mo PFCP oSxil ase Jolw (19 asud> a5 .

lsh,>] guulio XDP

ol p o55/s 2] cons pill whhlae XDP. JSJ wlldl las 9 sl juwlaoll o3 g

do j>.



eoill  wliomaill

upf xdp_aborted >lac s i Y

upf xdp_drop sl i Y

upf xdp_pass shae s i Y

upf xdp_tx slae s i Y

upf xdp_redirect >lae s i Y
el punléo

o gll

@299 pall @il Lozl 5ol
(XDP_ABORTED)

a9 yall @il (Wlaz ¥l >asll
(XDP_DROP)

8lgidl W] alw roll @l JlazYl sasll
(XDP_PASS)

alw o)l o5l JlazYl sas)l (XDP_TX)

PPYCIVIN EPN ) BPRTY LN PEAY IR |
(XDP_REDIRECT)

dponi g lioll guoz> pasiw . JgSeig |l £9i cums doliwall pixll wihslae packet type.

ol

La.ll©€

upf rx

upf_route

godl  olomaill

she packet type

e packet type

o9 packet_type J upf rx:

* arp - o> ARP

e icmp - pj> ICMP

* icmp6 - pj> ICMPV6

e ip4 - p;> IPV4

 ip6 - ps> IPV6

o gll
cun> dolimell pixl) Wloz Y1 5asll
eoill

dxli > dgzgall o 5all ez Yl oasll
s ol



* tcp - o> TCP

e udp - p;> UDP

o other - 5,5Vl ol glgil

e gtp-echo - alxiwl/cdl GTP echo

e gtp-pdu - GTP-U PDU (aalso]l ozl wlly)
o gtp-other - Llw, glsil GTP 5,5V

e gtp-unexp - pj> GTP aglasrs/irdgin ut

o9 packet_type J upf_route:

e ip4-cache - pux 8,51 wlblx IPV4

* ip4-ok - ¢ i FIB J IPV4

e ipd-error-drop - e Juiwd FIB J IPV4, do j=xll blaw| oi

e ipd-error-pass - ¢ Juws FIB J IPV4, slgdl ] doj=dl juoi o5
e 1ip6-cache - oy 8,51 wblx IPV6

* ip6-0k - ¢ gl FIB J IPV6

e ip6-error-drop - ¢ Juus FIB J IPV6. do x| bblaw] o5

e ip6-error-pass - ¢ Juiws FIB J IPV6. slgdl J| dojxdl 5o 0 oi

wlbuwls guulés PFCP wlUslu,Vig

elul> gt pumlio PFCP o wlbls, Vs UPF oSl aics.



upf_pfcp _sessions

upf_pfcp_associations

upf_pfcp_association_status

upf_pfcp _sessions _per _node

|

< loauidl

s i Y

s i Y

node id,
address

node id,
address

J.ao_g."

bl WJlosYl asll
PFCP gra>) allxll
Oslladl

elbli W JlazYl sasll
el aJl=Jl PFCP
Gillawl gaaz)

Ll all> PFCP S
drio=1) ,ula
(Jlazo=0

o luwd> 52 PFCP
oSl s

U“-“-'Ln.o URR (.ol.)au.auyl _)_,JLQ_, oacls)

o S drozo aS Rl oz puwlio PFCP. whlas gioz g90x0 ulai JS ox> Jioy URR

oSzl las 9 saasll b o wludl gro> juc.



owbiiall panl | < Leoxaill ol

iS,> p2> sllez]
oVl 8 WLl
upf_urr_uplink_volume_bytes ovbio  peer address  culll aclall
] W EN | IFYPEN
uladl [ o

aS,> pz> sllez]

oYl (8 wlildl
upf _urr_downlink_volume_bytes juwlso peer address <ol J Ul

3 PIES | FIPEY

salaidl e (o

p2> (slaz]
el as =l
upf_urr_total_volume_bytes owbio  peer address  (Jgidl + g9 JI)
el ol
PRI NII

il JS) plroYl groani ok talasMe PFCP wlilas Yl . alel adliys, 51 JSlise caizil

J a5 ,ell URR wlaplail axo  dagzlg e a>lio REST (e /api/vl/urr map.

el O gunlio

J oSas il iz shly alo g awlio UPF 0580 oaie J5WIH oVl (nd ol opis
UE sleaiml ot o g Undizo «Jgaxdl > (6 UE Jlas¥l all> | Jais.



uuLJLJlfuul

upf_buffer _packets_total

upf_buffer packets dropped

upf buffer packets flushed

upf_buffer packets current

upf_buffer bytes total

eoill

slae

>lae

slae

slae

s Y

reason

i Y

s Y

s Y

L

L
ol
asL

ol



upf_buffer bytes current

upf_buffer fars_active

upf_buffer listener _packets received total

upf_buffer listener _packets buffered total

upf_buffer listener errors_total

eoill

slae

slae

slae

< loaidl

€ i Y

s Y

s Y

s s Y

type



uuLJLJlfuul

upf_buffer_listener_error_indications_sent_total

upf_buffer flush success total

upf_buffer flush_errors_total

upf_buffer flush _packets sent total

eoill

slae

slae

slae

slae

remote peer

i Y

reason

€ i Y

GTI

FRFevdL b

LIRS

da=
L
wlby

&M

PRY 3

L



onbeiiall panl ol < Leoxuill

o9 reason J upf buffer_packets_dropped:

e expired - a>No clgil cuwn blaw] oi pj> TTL

« global limit - GISUI yusill uasVl axdl Wl Joosll cumn leboliw] i
o far limit - JSJ gzl GuadVl axdl ] Jssoodl cumy leboliw] a5 FAR
o cleared - gzl o s lgzums pi o>

o9 type J upf_buffer_listener_errors_total:

* read error -wﬁdlmmasl)ﬂlqéﬂa.s

* too small - i) 33 6 a0 a0 > GTP

e invalid gtp type - alw, g5 GTP 4¢ G-PDU

* unknown teid - e ,gisll oy oJ PDR/FAR J TEID
* not buffering far - FAR sl ] (e sg9ix Y BUFF
e truncated ext - slxel yugs, GTP acglnibs

* no payload - aoj> GTP ago> (e sqixi ¥

e buffer full - gl dew ol

o9 reason J upf buffer_flush_errors_total:

e far lookup failed - wlbglzo ¢ caxdl 9 Juins FAR dlay > 0 €BPF
* no forw action - FAR ¢l ,>| (e sgi ¥ FORW oo
e connection failed - Jlail sbiw| 9 Juins UDP g yaill

Glais¥1) Josiidl &lly o685 gunlée
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upf_dldr_sent total
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|
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onbeiiall oanl | olowmidl e

ublx
DLDF

sosll
oz
upf_far_index_registrations_total sl i Y <M=
FAR .
Farin

>l
oz

: : : sledy
upf_far_index_unregistrations_total slae i Y )
FARs
Farin

R
Jbw),
BEEN]
upf_buffer_notify_to_flush_duration_seconds pl,>siuud  pfcp peer  DLDF
&
el

& jRo

upf_buffer_notify to flush_duration_seconds:

e 4l 60.0.30.0.10.0.5.0.2.0.1.0.0.5.0.1 .0.05 .0.01 :pl x> giumugll oJ>

* aowms pfcp peer: ylgic SMF/PGW-C (10.100.50.241 . Jio)

o Jlu| or vgeSdl puuisy UPF (] HlewM SMF &lxiuwly SMF g bl aud=dl dyasi
el

o Jlai¥l W Jgozdl o wYlanYl clisl oSl las alxiwl axél 0] suio



Uos 6,Li] gunlés GTP-U

W 8,Lo] S, i) puwlio GTP-U loais Unsdl o l,li] Jw,] o . aolivolly dluw ol
xoaxi) B> alai il TEIDS cums BE) odl b gullas pas ] win Los 1a9g 120 jué

Oudail] Jusaias 85Le ).

upf_buffer listener _error_indications_sent total

upf_buffer listener_error_indications_received total

upf_buffer listener_error_indication_sessions_deleted_total

node id
sloe

peer ad(

node id
sloe =

peer ad(

node id
shae =

peer adt



e node_id: sasc 9,20 PFCP b,V o (Jio. "pgw-u-1", "smf-1"). ox
| aiuss "unknown" bls,)l Jla S o) 15] PFCP uladl Uy s9> 0.
* peer address: ylgic IP ("192.168.50.10" Jio) susd| julaill

Wosdl ol li] Jlw,l pis losis:

* ali UPF a0 > GTP-U a0 TEID 59790 b (Jasiws 83le] ans iJio UPF. o
J=all awd=ll 95>)

* Juwoll pga, (eNodeB., gNodeB. UPF solsall) 9930/ pu29 §4i ] auzgi 8olels

o Jaw UPF Jlw Yl o ca8silly Jusall gMY Uas o, L]

Uosdl wlli] oMl pis Losic:

o i UPF doj> arzgi oolely GTP-U Jawl b &J] (PGW-U, SGW-U. UPF)
23] TEID (g 500 b

o ole asdl bl e Y TEID (saill all> aisg subaill Jsrsins auel i Jio) agzsll

o pois UPF aiall Sla¥l (] axzsill 63ls] o6 casgill b piliall wludzll i Elals

el &Y

(&l 0laas (I iy gisrall Unsdl 6,Lio] Jaso) sabaill Jssiss 85ls] oS
oSl sullai e o= (pavaxs JSLie TEID)

il polic o gaill ol amo sl o

axdgioll b olulall 83> olin aws

wloMaiiwl PromQL Jls:

# (i Ll G9) ube JSU deliwall Usdl ol li] Jose
rate(upf buffer listener error indications received total[5m])

# om0 sab go Uesdl ol L] w49 93med | olulzd] oJlezY | sasdl
upf buffer listener error indication sessions deleted total{peer addr

# Jw,i oidl 5 UaiJl TEIDs Is» oJ| a9 g, ,ué UPF
sum by (node id, peer address) (upf buffer listener error indications



ala,> ol QW aiwl git) uulis €BPF. 5,leall plaiwl abl e (8 Guwliall 03n xclus
alaizal] sl JSlie woliwsSTs.

g1 Y- 9N | ] esdl  wliowaill o gll
upf_ebpf_map_capacity wbso map name  aloy ) sgasll axudl eBPF

ala,5 9 YW Gl sasll

upf ebpf map used Lbo
pf_ebpf map_ vl map_name BPF

©o+9 map_name as;lidl:

* pdr map - el WlasST sacls alay >

e far map - azgil sl 2| 62c b8 dalay >

e ger_map - yais aay,> Q0S

* session map - wlwlxl e dlay >
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e ue ip map - ylgic alay 5 IP J UE awd=dl ]

ounules elosiaul Prometheus

vunlaoll I Jgo ol
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curl http://localhost:9090/metrics

# oboxaldl e JUo

upf pfcp sessions 42

upf pfcp associations 2

upf urr total volume bytes{peer address="10.100.50.241"}
1048576000

o29% Prometheus

9 ol OMNIUPF calo (J| prometheus.yml & ol

scrape configs:
- job name: ‘'omniupf'
static configs:
- targets: ['localhost:9090']

wlogleo wl>9) Grafana

| puwlaall 55wl Grafana ) gaill:

e whlVly wluwdxdl Hac

o uln JSJ aS =)l ox> PFCP
¢ ol axdleo wYazo

o ozl plaxiwl

e il > asw adl,0 eBPF

aLall s gilgl)

o wlgnidly szl las wlslasyl asl e -

° 5SS - metrics address «l,l>g UPF s,5YI
¢ wbilaz)l axan 59 puplioll o e -

o wlly Hlwo - eBPF <Yl G

o Lunlio pgo - PDR. FAR, QER. URR
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RAN (N3)

gNBfeModeB +——CTP

Data Network (N6)

MNative IP———» Internet/IMS/Enterprise

ounslaall:

e RX N3: (0 aaliwall pjxll RAN (9,0 45 ,> GTP-U saclall)
e TX N3: _J| abw,oll o3l RAN (o0 aS,> GTP-U al;ll)

e RX N6: < bll aSuidl oo anlinall @l (IP J5WI Lo¥l)
e TX N6: o Ulul aSuidl Wl abw ol ol (IP xeladl LoYI)
* wlezlodl gz e el WASIlsasll iz VI

e99ioll Jglull:

e RX N3 = TX N6: ;o sxsblall o=l 925 RAN o llul aSuidl
e RXN6 = TX N3: _J] wblul aSuidl o aljWI el §9205 RAN
o Sl Olsill pas s ab:
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<lilas>] XDP
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o ol azlg aladadl XDP (0 Gl 0555 ol waz) Uas
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¢ dnllrall po xje) Sl d0gS (| sy sai pi il ol 1,9 el
o eVl agzly Wl s ilio gz 8ole] pi il o)l taxz gill 6ole]

o ol go 850> alSuiwo 10 < slaloll eBPF slgill §3lg5 of

axllo ué o5 ol awbudl e Ely bgiw 10 < logéamll
(b)) aSuidl dosS (08 o)l plaze axlles pis (@i re ygrall
(Wlio sol) & milo el axzei 83l8] pi ipie arzoill 6sle]

wlallzall sacs ol JoSeis ) sluadi Jul.
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* RX ARP: y5Lsll J> JoSsig 0 >
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e RX GTP OTHER: oS>l Jilw, GTP s>Vl

e RX GTP PDU: alawls; aal2all przimall o lly GTP-U (g Jl &S ,=J1)
e RX GTP UNEXP: o> ¢loil GTP axdgioll ,ut

o RX ICMP: i)l 9 oSl Jilw, JsSeig u (Ping. slasVl)
* RX ICMP6: o ;> ICMPV6

e RX IP4: o> IPv4

e RX IP6: o > IPV6

¢ RX OTHER: s > ©YsSgig

* RXTCP: Jadl 8 oSl JsSoigr o>

o RX UDP: pazimall wlily JsSgigp o>

leyl w Vs

¢ >ac @bl o PDU GTP-U: i)l paxine @@l iS55 1iso
o oo izl ICMP aSuidl Joog HLis| 1 JLasM
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o bl osSill ol OLYl o Wuiko andgioll jut wVgSgigpull e cauasl

a>gill wlsboasl
e olilas] FIB (azgill wloglao 62£18) axzgill ol .

<> FIB IPV4:

o (aw lwo) d@ixell azgill iy wlilos :aidgall 6,S15JI
e OK: icoWl azgill e wldac

<asu FIB IPV6:

* azgill oy wliles aiggoll 6,515J1 IPV6 & 0]l
e OK: argill ey wldace IPV6 ax=UI

shVl ol éo:

o azoill 5,513 sz sl W] i (@i ye aidsall 6,513l o Jase
o 328 OK go JSuin leinsSi o5 arzsill Jslaz of 355, (g0 re
o azgill ol of aS, =l 8935 pas | i 35 00 gl dmue cazu wlilas

ansall 2150

ala, ;> anw eBPF
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Incoming Packet

Lol ,> eBPF a> =l
far_map (azqidl <l 5| 2c199):

e J>5] 131,070 :anuall

* o 4 :zligall ax> (9,20 FAR)

¢ (azsill wlalze) 16 (aosall o>

o cublaoe 2.6~ 16,513l plaziawl

o ol azsi whLs el easi - alls taseaV

pdr_map_downlin (PDRs aJ;Ull - IPv4):

e Jb>5] 131,070 :asudl

e U 4 :rliaoll p=x> (plgic UE IPV4)

* o 208 :aoxtll o> (wloglzo PDR)

o cublxw 27~ 16,813d1 plasuiawl

o alino ilS 13] andll slin] Juinai - &>, asonVl

pdr_map_downlin_ip6 (PDRs al;lJl - IPv6):

e Jls5] 131,070 :ansall

e o 16 :zligall am> (0lsic UE IPV6)

e 208 :aousll o> (wlosles PDR)

e coblas 29~ 16,513l plasiuwl

o aml> slin] Juiwss - a3 ,> tanod VI IPV6 ailiao ulS 13



pdr_map_teid_ip (PDRs sxclall):

e JB>5| 131,070 :asaull

e U 4 :zliaoll o> (TEID)

* o 208 :aoxdll o> (wlogleo PDR)

e cublxw 27~ 16,8131 plasuawl

o ailioo cuilS 13] saclall g all &S ,> Juinss - 47,5 (aran VI

ger_map (uais aclgs QOS):

« J13] 65,535 :asuull
* 4 :zliaall p=> (5,20 QER)
* © 32 :aasdll ax> (wlalze QOS)
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* 3uai - dawsio (asanVl QOS lais

urr_map (elozxiwYl )5 aclgs):
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(o=l whlag) & 16 (aoasll o>
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asadl 850 s1,>]
anadl 6L Jad:

1. aJlxl plaxiwdl ololxl ax5l 0
2. el gaidl Jaso juais



3. agllas]l dxuldl Olw>
alos 3dl amaw 65L wlglas:

dox> lay] OmniUPF

655 wils cuyami UPF saaxll Lash,zdl olasls
dod> Jusiii 6ole] OmMniUPF

asdl o s 59 822l amudl Ho Gamill
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vk wNy e
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eVl gunloo

ovulis go> Joo daduasi wlogleo e Jgaxll Prometheus lgic oSS il OmniUPF.
Slail.

e dl asdlzo Jono

P FEN | K

eodl Jaso (pps) = (esdl oxe §u8) / (wloidb gosdl §,9)

Jlo:

e o=l RX 7,000 :aJgVl
* 17,000 :9lsi 10 asy
« 1,000 = 10/ (7,000 - 17,000) = o=l Jazo PPs

sVl lhal:

« UPF 100,000 - 10,000 : s pps
« UPF 1,000,000 - 100,000 :lausgio pps
« UPF 10,000,000 - 1,000,000 : xS pps
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o 9 slaladl ac 85L; XDP

o a8 0l axllroll 63> plaziwl glasl
o Al boaw 85l

o sl 6ol

iz lwYl olos
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az Lo Yl (Mbps) = (8 x ey LIl sae §9) / (X wilsidl godl @9
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Jloe:

¢ cyll RX eublzes 500 :adgVl
* cyllzie 800 il 60 axy
* 40 = (1,000,000 x 60) / (8 X wyllzuo 300) = a=>lwYl Mbps

o (sluadl wlebw Jio) axz ) 9,31 wlsgl ausl o
o LylJl dru ai,lio (ag>ls wle uw N3/NG)
o 2 lxiay asdl 8503 ladaziIX aslio] d>luo ,udeil seuaill axz i)

@@vlul-ﬂ:
boswll Jozo (%) = (pud|l Jlez] / abs Ludl pj=J RX) x 100

d.l,u.ﬂ.o." .)3.\.7&.":



< 0.1%: (slaz¥l ey cradall ol Ol2is) lias
0.1% - 1%: (Jazo 2o ol dinals o MSuiko) 2u>
1% - 5%: cisio (gaix Q0S dsudl o YSuino ol)

> 5%: (sl ol axzgill (59 6,15 &lSkino) a2 ,>

amsliadl Lo géadl o luwi:

e Jasgo 23 QER (MBR ool i)
alay 5> e Juins eBPF

TEIDS pslic o UE axllo e
axzsill 9 slas

s923dlg wlganill
ler wogall wlganiidl

(499 @lziwl o) az =l wlgamiidl:
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o 9 slalall 5ae XDP >0
e 5 < bgauwll Jr=o%

* dzo yaxd Juws UPF

(8o>lg aclw JW> alzxiwl) juasudl wlgaai:

e il ;5 a=w eBPF > 70%

1 < boiwll Jrzo%

sl Il s o iy ol Jaso

Jsl TTL (a5l 30 po p231 052) ci50ll el

(bl wil) ariloglao wlganii:

o b,> axw®® eBPF > 50%

* &jxall pjdl sae 6oL
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wlganiidl (Hu9Si
15 lguitl] (1555 S

1. yuuleo Prometheus: Hail) as )l asloll Guwlaoll uauai
(alo Il anslall

2. oMo Juls i Mauadl awsl o OMNiUPF slasYl blalU
3. pMeinwl REST API: &dl blaid 5,95 pMriwl /map info. /packet stats
4. inudly wlilas)l wlrao jus a9l adloll gl agzlg axdl 0

< ladall (wod VI axdl luas:

oludsl) sVl ax=dl = min(
aby, ;5 a=w PDR / 2, # PDRs awl> JSJ socladl + ad ;LI
iy, 45 a=w FAR / 2, # FARs awl> JSJ socladl + ad ;LI
aby ,> asw QER # s, Lzl QER awl> JSJ s>l

Jlo:

e il ;5 a=w PDR: 131,070
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o,SO Ol anus

alos > 5,515 Jlo>] wlu> eBPF:



5,5151 = 5 ((aoudl]l pzxo + glidad| pzxo) x dbyod| dew)

oe9Sil ale Jlio:
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as =dl asan

asgllooll ars Yl amaw wlus:

o 5~ :gy0uall ¢y Mbps
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cdioll O irell wlilas] o Gix (ea9§edl Y jedl jolou
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J=l:

* dox> Jumiw sole] OmMniUPF



o ool go wis¥l sl wub slsidl lso] of ge sass (Linux 5.4+)
o alShinoll @ ol 13] aedl JLasV

asand| > laawl
100 ais alay 3l asw o ludzdl sbas] Juiss @ gl e V1%

1. dendl axao J] JlaYI
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(aslgs PDN pasissoll Sgimnal) adl> go Jaiall guts sle N9 giog usli 09
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olxall Jlaa¥l elbgy, b 58 s>l Julas - asslall armgal

o s Ssimo - Hlus VI misall wlisn EPC a5y eols Gle JolS

Olsis iy aiysSs s IP igzls o JSI N3 5 N9, pos; OMNIUPF g all 45> o LuiaiSL
Jlool ou dasriall SGWU o PGWU (o9 Lilas lezlleys Gilili @BPF J] o> Jluw) 0so
S| dgzls.

(OMuio) sondaidl il

N9 GTP
eNodeB 51-U GTP il
aalui

.o)'.z" 992i:

1. eNodeB » SGWU: a0 > Juas GTP (TEID=100) ole S1-U
2. SGWU: gli PDR 65 9 calsig iaclall ol¥l 8 GTP 2> (TEID=200)
3. adnadl aSaiadl jae ao sl Jaw,d N9 Jiio J| PGWU



4. PGWU: JLiiws GTP (TEID=200). e ¥l ol legszsi susis inlial] olas

adl> yuini N9 (a>lg Jaio)

S1-U GTP N9 Loo_pzbggk
TEID=100 ﬁ =
O

adl> go eyl §925 NO:

1. eNodeB - 4> SGWU: o> Juai GTP (TEID=100) e S1-U
2. ;9> SGWU: g Uai PDR xelall oluVl 9

3. ulsic tagl=dl auuS IP ylgic = dg>gJl IP (10.0.1.10) (=l
4. ey 1gKall (w9 axdlroll GTP TEID 200 (J| (awd> PGWU)
5. )92 PGWU: cu il W] legrzgi dusi ol clas

6. 610 1 : Jlom>YI XDP: aSuiv ;96 9.0

aSaidl o) anli e Jilio axlig ,Suo 090 5l aszes 15V aails

el axllee Juoles

acLall ol=uVI §9.i: eNodeB » SGWU -» PGWU -
i pis VI
i

i g ¥l
PDN

eNodeB 51-U GTP B N?EI_Igc;pzb;;k
asales¥l ITE abamn TEID=100
R (Y] TR

298l ,luuo: cmd/ebpf/xdp/n3n6 entrypoint.c lines 349-403

sl 5Gi IP—»



annnil lglasdl:

doj> 1Ml GTP (o eNodeB go TEID=100

as,Uso PDR: ¢ il PDR awd=d xelall oVl 8 SGWU (TEID=100)
sl,>] FAR: % (adsi GTP go TEID=200. 10.0.1.10 J] auzgi 8ole]
ael=dl o o=t is local ip(10.0.1.10) &>, TRUE

<o TEID: us ctx->gtp->teid (slgdl 6,515 9) 200 J] 100 (o
o€ | tasdlroll 65le] PDR J TEID=200 (awl> PGWU)

sl,>] FAR: Gl alj] GTP. ciwdl Gl axzei 85ls]

© N o U A wDN e

doj> Jlw)| taxzgi IP dag>lg J] anle N6

o sVl 1 J ULl oluVI 9935 » PGWU -» SGWU -
eNodeB

- PGWU PDR/FAR SGWU PDR/FAR

Plain IP (8.8.8.8—»UE 10.60.0.1)
Lookup downlink PDR by UE IP

FAR says: Encap GTP TEID=200, dst=10.0.1.10

0 aals] oS
is_local_ip(10.0.1.10) = TRUE

Add GTP header TEID=200
Re-lookup PDR by TEID=200

FAR says: Update GTP TEID=100, forward to eNodeB

Update GTP tunnel (TEID=200 - 100)

Forward GTP(TEID=100, inner: 8.8.8.8—UE)

Single XDP Pass
Zero Network Hops

_ PGWU PDR/FAR SGWU PDR/FAR

398Jl ,lmo: cmd/ebpf/xdp/n3n6 entrypoint.c lines 137-194 (IPv4), 265-322
(IPv6)

anniJl wlglasdl:

1. aoj> 1Ml IP L] dgzgo caiidl oo asle UE (10.60.0.1)
2. ad,llao PDR: ¢ <ol PDR abauwlss JWI ol¥l (8 UE IP (aul> PGWU)
3. sl,>] FAR: L audss GTP go TEID=200, 10.0.1.10 J| ax>ss sole]



aal=Jl jo 99> is local ip(10.0.1.10) g>5 TRUE
aslio] GTP: go a0 =)l aulis TEID=200

o x| tasdlzall 65le] PDR J TEID=200 (awl> SGWU)
¢l,>] FAR: 4 cuax GTP LJ| eNodeB TEID=100

doj> Jlw)| taxzgi GTP ag>lg JI S1-U (eNodeB)

© N o u bk

R
w Lllauiell
araSonill asalall:

e SGWU-C: ag>ls, Juaii ol wazy PFCP _ awlxdl OMniUPF (0 Jlio)l Juww ols
192.168.1.10:8805)

¢ PGWU-C: ig>ly umiis Juais ol wazy PFCP _ dawlx)l OmniUPF

o uslis IP J aalise SGWU-C 5 PGWU-C (:cavimall puss wls Jasws <ils 1)

o295 OmMniUPF

config.yml:



# Suidl wlg>ls
interface name: [ethO] # J sa>lyg dagzlg S1-U ¢ N9

xdp attach mode: native # ooxiwl native bl sy

# ag=ly PFCP

pfcp address: ":8805" # il (olgzly)] graz e glaiwl]
8805

pfcp node id: "192.168.1.10" # sa4c 9,20 PFCP _JJ OmniUPF

# paiwal seimo wlgzly

n3 address: "10.0.1.10" # uleic IP ag=lyJ S1-U/N3

n9 address: "10.0.1.10" # vlgic IP dgzle) N9 (Ulsic s
N3)

# wlg>ly API

api_address: ":8080" # ag>lg REST API

metrics address: ":9090" # ouwulio Prometheus (dasuvg ol
owwliall g ,0)

# >lea)l lraxi

ueip pool: "10.60.0.0/16" # olsic gaxi IP J UE

teid pool: 65535 # Jawaxi gaxi TEID

# d=udl

max_sessions: 100000 # cludx) was¥l axl UE diol jiall
wanni 1 s oSl

* [] n3_address g n9 _address aalxll juSoil agslUaio V9%s ui sy
e [J ulsic PFCP awaSail wladall o JSJ gloiwl 2>lg
* [J yo S5 >xe max_sessions Jyaxi) SGWU + PGWU goasll

anoSoill adaladl (oS

o195 SGWU-C



# dgzly JI s, LYl PFCP - dawlx)l OmniUPF
upf pfcp address: "192.168.1.10:8805"

# dgzlg S1-U (ulsic yuwii N3 _address o olzJ| OmniUPF)
sgwu slu address: "10.0.1.10"

# agzlg N9 JI azgil 6olcY PGWU (ylsic udi OmniUPF)
sgwu n9 address: "10.0.1.10"

o295 PGWU-C

# dgzly pwsi JI 6Lyl PFCP o awolzJl OmniUPF
upf pfcp address: "192.168.1.10:8805"

# agzlg N9 (o Jdinws SGWU)
pgwu n9 address: "10.0.1.10"

# 0Gag>] SGi cu Yl Jlasl
pgwu sgi address: "192.168.100.1"
©-go:

» algs alads o puioSoill puisialal| ¥ Juais PFCP (8805: ) Lgauss
* psi;, OMNIUPF wlimoe> slisl, PFCP J aliogio SGWU-C ¢ PGWU-C

o (5aas)l Um0 dlawle i) pSou diude JS wludall Jie pi

JLlail UE awul> guawlis PDU

Juaiy 19 yliwadl UE wlly awd> puwdsg (aSuidl



" i OmniUPF
OmniSGW-C OmniPGW-C (SGWU+PGWU)

UE ‘ ‘ eNodeB ‘ ‘ MME ‘

W, UE asVl

il slis] b

aual> sl PFCP (SGWU)

sLaw| PDR aclall oVl 8 (TEID=100)
L] FAR (aulss, TEID=200. dst=10.0.1.10)

aadll Q.u.wl.. &lxiwl (F-TEID: 10.0.1.10)

aul> sliaw] il

awl> guswls PFCP (PGWU)

£Liu| PDR s¢Lall olx¥9€ s (TEID=200)

£Liw] FAR (o] aszsdll o3L] ccaulasll s N6)
sLiw| PDR J3Ul olw¥l 9 (0lsis UE 10.60.0.1)
sLiu| FAR (Caulss, TEID=200, dst=10.0.1.10)

anall sl & lxiawl (FTEID: 10.0.1.10. olgis UE IP)

aadll sliw] alauwl (0lsie UE IP 10.60.0.1)

awml> Jyxes PFCP (SGWU)

sLaw| PDR J;WI oLVl (9 (TEID=200)
sLiw| FAR (g4l eyaxs. TEID=100. eNodeB)

aadll s law] alxwl

Jlas¥l Jsud (S1-U F-TEID: 10.0.1.10)

Jadl Jgss
6 paxisaall Sl (8825 OMNIUPF
sal> SGWU-PGWU Ll o
’ UE ‘ ’ eNodeB ‘ ’ MME ‘ OmniSGW-C e

<Ll PECP LajLisi] i sl

aml> SGWU (o OmniSGW-C):

e PDR ailas 1asblall oluVI (x8 TEID=100 (0 eNodeB) - FAR: cass
TEID=200. dst=10.0.1.10

e PDR ailas 1 J;W oluVI (8 TEID=200 (o0 PGWU) - FAR: il e
TEID=100. J| axzsi)l 65lc] eNodeB

awl> PGWU (o OmniPGW-C):

e PDR iills 1aclall @€@LuVIl 9 TEID=200 (o SGWU) - FAR: cls
i il W azgill sole] (cadsill

e PDR ylgic ailao 1 J Ll oluVI (w0 UE=10.60.0.1 - FAR: CaJss
TEID=200. dst=10.0.1.10



‘jijiJIULllj’ ilqjil_)dhjl

oMo o S XDP:

# tamas ol e e eBPF ayax]l wd gl 9
sudo cat /sys/kernel/debug/tracing/trace pipe | grep loopback

an9 gioll wl> =0ll:

upf: [n3] session for teid:100 -> 200 remote:10.0.1.10

upf: [n9-loopback] self-forwarding detected, processing inline
TEID:200

upf: [n9-loopback] decapsulated, routing to N6

upf: [n6] use mapping 10.60.0.1 -> teid:200
upf: [n6-loopback] downlink self-forwarding detected, processing
inline TEID:200

upf: [n6-loopback] SGWU updating GTP tunnel to eNodeB TEID:100
upf: [n6-loopback] forwarding to eNodeB

ag>lg ju& wlwlzdl axdl 0 REST API

wliro> aails PFCP:

curl http://localhost:8080/api/v1/upf pipeline | jq

axdgioll wl> ol



"associations": |

{

"node id": "sgwc.example.com",
"address": "192.168.1.20:8805",
"sessions": 1000

"node id": "pgwc.example.com",
"address": "192.168.1.21:8805",
"sessions": 1000

}
1,
"total sessions": 2000

oribofio Hriamoe> 3929 o G (J 52>lg SGWU-C. J 82>l PGWU-C)

aloinidl o luwdadl aosls:

curl http://localhost:8080/api/vl/sessions | jq '.sessions[] |
{local seid, ue ip, uplink teid}'

axdgiall wl>,2all:

"local seid": 12345,
"ue ip": "10.60.0.1",
"uplink teid": 100

}

{
"local seid": 67890,
"ue ip": "10.60.0.1",
"uplink teid": 200

}

JSJ UE gliwl>:



e oo damlz> SGWU-C (TEID=100, agls S1-U)
e oo amlz PGWU-C (TEID=200. ag>ls N9)

sVl Gunloo

el olilbos] o o
curl http://localhost:8080/api/v1l/xdp stats | jq

e xdp processed: 9 axllzoll o=l Jlo>] eBPF

o xdp_pass: aS,x [3ao 098 0l wazy) aSuid] pwaSo G| by rei @i il @]
(aal=dl 900

* xdp redirect: axzgi 8ole] jue lggrzgi dlrall pj=xJl XDP
o xdp tx: (I aslxll ;9 0 a5 ,> pasiw) aw oll o=l

adl> 9,0 aS,J NO:

© 0352 Ol xdp_pass (alxll ,ut g 0ll 45,5 ais) (aV1 2zl
* a5 xdp tx ol xdp redirect aalxll azgi wllw>

le>olg sUnsVI 6 LiaSinwl

90 aS,> N9 aal=dl Ho Voo aSusadl (J] can s
g o izl aSuidl agzly Wl Juwsd ol 1o pmll
s_3xdl wuaadli N3 address # n9 address

J=dl:



# bb:
n3 address: "10.0.1.10"
n9 address: "10.0.1.20" # IP al> YV .slixo!

n3 address: "10.0.1.10"
n9 address: "10.0.1.10" # uum-IP,aibdltﬁiy

curl http://localhost:8080/api/vl/dataplane config | jq

J-(;Ja-' ui (T TN

{
“n3 ipv4 address": "10.0.1.10",

"n9 ipv4 address": "10.0.1.10"
}

selai wM=xull tge adl [N9-loopback] no PDR for destination TEID
dud> clini] oy o) 153zl camaadl PGWU 5lbs pas of TEID

1. o> o 99> PFCP:

curl http://localhost:8080/api/vl/sessions | jq
‘.sessions[] | select(.uplink teid == 200)'

2. t)'.SS" Uo 9RU FAR:



curl http://localhost:8080/api/vl/far map | jq '.[] |
select(.teid == 200)'

Ol oo 35T 1Jdl PGWU-C go dud> ésinis TEID aoasiumn §slnio SGWU-C axzgill 85ley
N9

plozuuwl CPU g9i,0
plaziwl 1y pall CPU gdgioll (o el
2ol 153zl canmdl €BPF b yio dlay s camy wldas ol wlio 838 pill wlsy

# aby > oJ| Jewsd| blos | yo saxs eBPF
sudo bpftool map dump name pdr map teid ip4 | wc -1
sudo bpftool map dump name far map | wc -1

J=dl:

e 853l max sessions (el Jid cus) ddlios day =l culS 1)
o Jaso 23 0l go iz QER Jlw] 85le]y 0laid sy

* el bybo i 0929 o GER

JlauVl slsl padl olags
Jlasl slil 2a6f o=l 1o ndl eNodeB
adlS e wdsall sl 593> of wdsall il 1eS5 e fsyamdl canmall

oeeSal:



buffer port: 22152

buffer max packets: 20000 # adlaJl aS 2 ol o lSwid) 600

buffer max total: 100000

buffer packet ttl: 30 # JuYl cdy e Sl o
ga>ull:

curl http://localhost:8080/api/v1/upf buffer info | jq

ael> yilge N9

sLVI
onlaoll oMaio

_)-JLJI 1-5 asl (Lo

2oezel] aSaidl 839320

elaziwl 2% @l s0i XDP + LuaSe

CPU S|

:l._jf aSuidl ploojl slisl las
wlloxll

N9)

/QJlonL; 65920
6,51l

1X & 505 XDP

(6,511 (3) ro0

o Jiio 2lommno uini OMNIUPF (il (o Yo 2>ls
o ouolis aSuidl 39lis (polell Chuai ranimudl anddl Judés IP
o a>ly wdlie alaii axly i fantsill Jule;i @@

1000 gl

© o

3-2 el

-40 J.la;
50%

sbiaoll oi



o aloall oyl aslall ioje2Y Julai t oISl a0 s
o umai Wl e baols do o g sUas VI OlinSiuwl Jagaus €BPF 61514

J Jlo:

o [ lmoll JlasW sl Julss rars lall axgal

* 100 > :lowgio/ passo yainiK & jikino

o [ paxiso Seimo iylisl/ uize EPC Lle JolS VM a>lg
o [ 639030 667 dniljro 1 ISIL ubio

J as uogo sat!

o 0 wdbasdl slsimmVl: SGWU o PGWU aslixo wlly 550 9

e 01 < :puo gublitioM (sl gwoill (8 ,58) (S sivino
e [ ou wolVl Lasll tarerdais wlbllasio SGW ¢ PGW



SV uinidl gliogl po ai,lisall
a>lg Juio (astl> N9) algmofio wllio Juléo

PEWL PDRJFAR SEWL FOREAR
. | cBPEMDE \LE 1F] TEiD= 2601 chode

Plzan IF {3.8.2.8-=UE 10600001}

Lockup dawnlink PDR by UE IP

FAR =ays: Encap GITF TEID=200, d=t=10.0.1.10
—

aalall b ]
15 _local_ip{10.0.1.10) = TRUE

Add GTF header TEID=200

-
Re-lockup POR by TEND=200
"
FAR says: Update GTP TEID=100, forward to eNodeB
- -
Update GTF tunnel (TEID=200 -+ 100
-
Forward GTF{TEID=1040, inner: 8.8.8.8—+=LE)
-
Single D& Pass
Zero Netwark Hops
PLWL PORJFAR SGWU PDREAR
= cBPFAOP e T Bt = 200] elodel

aal> ug.ou N9 4 (© dSnianio ¢S_9.i.uuG EPC Juino e a.-_,l:u." OJ.\." o OmniUPF

2992

0 <blsdl gu azsill 63leY anilig ySae 09> >l

o 0 Julés CPU aginioll oMol di)lio %50-40 anmmuis

* [ adlo (S azly Jiio - alawmre wldos

o [ awimid] agid] Canai - Jol aelSs

o 03 ulral JolS JLiolGPP - & YoSgig , PFCP g GTP-U dpwlyall

e ulali HugSidl N3 address == n9 address - .aol> whlxe] ol wloMe ] azl> Y
olily ,OQ uo iy eBPF L Lol OMniUPF lasdl é ol allayg aalxdl Log s,

loglaall (o 2 il



oSl

aslonodl awougll:
owulaoll &> 50
axsl ol

o Ldesll:

slos V1 ColiaSianl:



wbuwl j90, &> 0 PFCP

aole o ,los

paisa PFCP (ol Jis (09 oSl JsSisn) o] o,linl) aslmian¥l bl (o8 olawdl ssa,
o8 63diall Cluwdl g0, absisll 03n chuar .lllall axg OMNIUPF azlleo slil woxi Giog
Jilw, PFCP.

3 wlaolgo go wlwdl jso, gro> $915GPP TS 129.244 &lxiw! Jilw, L slels PFCP
8330l Uasdl 99,4l of Juinadl of 2Lzl ] 5, La).

clawdl 90, axdl o

&y OMniUPF Lilw, &l PFCP juwlao plaxiwl Prometheus. alxiwl JS (youais PFCP
9 alim el cuw ot

upf pfcp rx errors{message name="...", cause code="...",
peer address="..."}
adl oy > moann:

o oSl sgimo (9 8289 dlw, g9 S Tladl Voo
o JsSeign o Muiso gl aibls wliysSs ] i il sUas V1 Lo Lasl
o asll oY¥ase Gle Ely ol VI azue



clill 9,
ologlaall jolic poz .zl cllall axlleo o

1 RequestAccepted s3>/ Loasi/slin] pi .daumog 839290 duol Y]
tlxw 2clgall.



Juosdl sUazl joo,

o]

64

65

66

67

69

72

73

oanV

RequestRejected

SessionContextNotFound

MandatorylEMissing

ConditionallEMissing

MandatorylElncorrect

NoEstablishedPFCPAssociation

RuleCreationModificationFailure

83330 b sllasY ole jas,
caw oy Gudais Y loaic posiwg

JIR0.

JSEID aud=ll 99,20
lha e 859290 juf 810=20]l UPF.

il wsllbball wlglrall paic
aliol: NodelD slxs] 8 sgdio

LLi,YI. F-SEID ¢lis] % >9840
auwd=ll. RecoveryTimeStamp

Jg000.

JSuiy wellaoll wlogleall uaic
83975all 5,5V wlogleall
puolic daini Loaie pasiug

u'a&!-” Le-na&' X929 wle CJLQSJJLQJI.

39790 wollaall wloglrall juaic
b olly Gl soin aisly
Sumiis 1aliol .axllo NodelD ,u&
RecoveryTimeStamp .t
axJlo. F-SEID oguus.

U9x dmd> dadac ¢l 5| dglxo pi
b))l sbin] ez Jasis bls)l
PFCP wluwd=dl sbias| Jus.

26198 ulai 8 Ua> PDR of FAR
ol QER ol URR wlily ,luwo wils



eBPF. > Llaiiw! @ aloixall CluwVl
alay 35 asw €BPF, 8228 wlolso
3lsall Lamazi Juiwd axllo s,

>,90ll/ @3l sUasl 90,

UPF .5,lgall slasiwl of gas o wilsy
74 PFCPEntitylnCongestion lyellslasiusl ol ghise Jo> 0o il
oldlll axlleo e B850 o6 k.
ralio] ccalla)l auld) &, QVE b 5)lgo
75 NoResourcesAvailable alay ,> asw Hlaiiwl eBPF. javaxi Juud
i goazo slaiwl .8,S13Jl TEID.

raliol .calla)l axlleo iy 7> sl Uas
77 SystemFailure ool y Juws eBPF. 1slgill ag>lg (9 s
wbLldl 8aels cals.



dogerall yut wlhinall jge,

o]

68

70

71

76

78

oVl

InvalidLength

InvalidForwardingPolicy

InvalidFTEIDAllocationOption

ServiceNotSupported

RedirectionRequested

Jobo Ji> [E Jglall go sullaiy ¥
OmniUPF.

Ji8 o G090 b arzgill dwbow
UPF. ¢ W poxivmo jub
OmniUPF.

ua.ua.z.uJLo F-TEID ju¢ .p9€30 ut
9 ] €2 (0 XRiko OmniUPF.

B3iid ut daygllaoll & juall of daoazll
I W pasiwo jue OMniUPF.

UPF Jsie J] aszoill 85le] clln,
UPF (¥ WL pasiae e 5l
OmniUPF.

axsLidl CluwVlg wlngs Ll

L,V slas] Juins

99 ©,Lull: NodelD >999.,

SMF » UPF: LLo Y1 5lxe] olb (09 NodeID)

UPF » SMF: LLos VI slac] a Lxiwl

(cuwd | : MandatoryIEMissing)

ol o 3L 1 J=dl SMF uaic yosai; NodelD bl Yl slas] wldb groz .



SMF - UPF: LLs VI sloae] olb (NodeID="gJd Lo ")
UPF - SMF: LLs VIl slac] & liwl (wwwd|: MandatoryIEIncorrect)

0sSe 0l vy :J=dl NodelD olgic FQDN olgic ol wllo IPVA/IPV6.

299906 >l iwl (nioj aals 1gs,Lill

SMF - UPF: LLs VIl >lae] odb (u9an RecoveryTimeStamp)
UPF - SMF: LLs VIl slae] a luwl (wwwd|: MandatoryIEMissing)

ososai 1 J=dl RecoveryTimeStamp bli )Vl sle] cdlb 9.

aaud >l sluws] Jains

05lisi] pi boli,l 339s V 1gs, Ll

SMF - UPF: awl> clis| b
UPF - SMF: awlxJl cliv| a luwl (cwdl:
NoEstablishedPFCPAssociation)

bls,l sliw] :Jsdl PFCP o ludsll sliw] Js.

oaclall slii] Juias tgs,Lisanll

SMF - UPF: awl> c¢lis| b

UPF zJl=y FARs g QERs g URRs ¢ lxi

UPF slis] 9 Jia, PDR (aby ,> eBPF ailiao)
UPF - SMF: awl=J!l slis| a Luwl (cawdl:
RuleCreationModificationFailure)

J=dl:

o dlay,> dsw o Giax eBPF ( Slail)
o 51555 9 lail =zl plrsl 8ol UPF



91, Lissull: F-SEID 39690

SMF - UPF: awl> slis| odb (ygas CP F-SEID)
UPF - SMF: awl=Jl c¢lis| a Luwl (wwdl: MandatoryIEMissing)

psosiai 1 J=dl CP F-SEID awl=ll sbiw] cilbs a0,

g4 liaull: SEID (99 %0 jut

SMF - UPF: awl=J!| L ass b (SEID=12345)
UPF go awl> ayoJ yJ SEID 12345
UPF -» SMF: awl=J!l Lass a liwl (wwwd|: SessionContextNotFound)

J=dl:

* Ol go B85 SEID awulzll sbiw] alziml o aosll go gullaiy
o Jrall Lg83> i ab amlall wilS 13] loo s
o Juio plaziwl o 35U UPF qumall (ail> wlags ) liww N9)

g1 ylaaull: SEID 99 %0 jut

SMF - UPF: awl=J| i3> b (SEID=67890)
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el ol

UE (Jso>) gNB OmniUPF SMF bl aSui

3923dlg (yujsudl amaw

ool arellall 5 goadl:

o (oSill L18) 100,000 :p ;)@@ >3 uasi
o aslioll 5,513l Gle El  JauSald 3ae uasl



« TTL (abudl 620): (oSl Ji15) ayli 60
ool il @2l TTL: Blali lebolaww] e

JXJ >ga=dl FAR:

o JSJ pjzll sae sl FAR: 10,000 (opsSill L)
* gio igoadl FAR o jxill dasw slaiiwl o 2>l

ol gl Joluw:

o JS axdl ol adldl szl W] Jguosdl ais FAR. 8302l | oliw] i
* &o wlblow)l juylaodl casis reason="global limit" ol
reason="far limit"

o Elal 025Y1 pixdl 5l i Y (sleul xic lads gy o blaw| TTL)
Jeill wlly ,leui] (DLDR)
ooi; Loais UPF J doj> iz UE awls 8wl Jw . «Jsexdl adl> 9 PFCP (J| SMF:

<L gino DLDR:

o Josidl wblu ,u,ss iy 0l g9 (DLDR)
 FAR ID: FAR o il (nd s (s3]l
e Josidl wlils asxs wlogleo: QFI Jlail awlbuw uisso rs,LisYl

wlsl,>] SMF Ll DLDR:

1. 2 Juasl UE jue AMF - gNB

2. poiy iz laul UE Jlasl slasl, RRC

3. amd> Jowi wdlo Jlw,| PFCP cyasi) FAR
4. ¢l ,>] s FAR o BUFF+NOCP J] FORW

5. psis UPF & el p il g hi

J yuulasll DLDR:

e upf dldr sent total: _Jlo>| DLDRS alw .l
e upf dldr send errors: DLDRs alulall



e upf buffer notify to flush duration seconds: go ,UaiYl o; DLDR
el G|

alo S aaslall e Jomanll il

il HaSoi (aode usi BUFF):

o sLz| FAR [= 0x04 (2 cu pus)
© 2 :cl,2Yl :Jlo (FORW) = 6 :sl Y| (FORW+BUFF)
o JnW pamdl sl pasiwg

Lo s jsull giog (BUFF 92 FORW):

e s> FAR = 0x04 (lais oy j50)

* ke o Y oSg puAll i e
o alx paxiy UE (Jla¥ [ lasl 8) Jgoxll

oeadl Judass (aoMe o BUFF):

o $|)7_! FAR &= ~0x04 (2 < z_\_m)
© 6 isl2Yl :Jlo (FORW+BUFF) = 2 :sl,2Y1 (FORW)
o lemmo ol lgsupii iy i aijall ol Jlas

ol g0

o clgd plaxiwl isxell pixll gz Jlu,l 5olc] FAR aallzdl

* 2o p Al auzgi oy TEID/&Go20 ag>9
o w2l guadl as gl gL pi
o s 05 Ol wazy FAR bguias arzgi sl

* azgi U9 dijxall PRl gezr o palxill
o awlll B> oy ol JlawYl Jiini, Loxis pakiwl

* 2o puulioll Cwsii reason="cleared"

aijooll ol axsl o



dosed gesmill G| Jasl (sl agzls) gesnill ando:

o sl ol el
o axall oyl ezl

® HH¢ FARS&J)'.io,oP&o
e JSJ o=l 52 FAR

o a0 025Y (aiodl gllall

o JSJ sl Julasi/eSei FAR

o zaall gl g aill wllac
anni ol sall:

o Jlail (8 Joine 5l iansas ylei 10 < ol
o sl ol (WJlai¥l 6 Joize Juind jdosrd anli 30 < p;lI9@
o Jla¥l s ol aalle)l wludzll o Gam tdladl ol sas

ouwulaeos Prometheus:

e upf buffer packets current: adll & jzoll o=l

e upf buffer bytes current: aJll & jxoll ol

e upf buffer fars active: FARS & jo pj> o

e upf buffer packets dropped{reason}: sygaaoll p =l sac

ouil) alolS)l puglioll Gl Jsaanl Sl
amsLidl o3l o logslinw

J Jgsill wlils i1 g, lusdl UE Jgasll all> o9



adeyl aJlJl:
- UE JsoxJ| giog 9 (JLas| Y gNB)
- ¢l ,2] FAR: 0x04 (Lad oy =)

oLiL_H_” Jyoj:

.« Juw,i DN Jo v ao >

. & tis UPF go PDR. @.hio FAR

. FAR alc oy BUFF - aojxd| gy as

. Jw,s UPF DLDR _J| SMF

. poiy SMF _ JLasYL UE

. Juwiy, UE _, gNB

. poiy SMF Jyasi, FAR: 0 = ¢l ,5YI1x02 (auzsi)

. pois UPF go aissall eindl goii TEID sy ax]l

O NO UL A WN =

JlauMW uamidl 12 gs Ll

adeyl aJlJl:
- UE _, Jumio gNB-1 (TEID 1234)
- ¢l ,2] FAR: 0x02 (ayzoi)

JGi Yl aylac:
. psis SMF JLasis FAR: 0 = £1,5Y1X06 (pu i + ax>ss)

s ol o]l iz i gNB-1 Leiy jxus

. Jowiy UE oJ| gNB-2

. esis SMF L ssi, FAR: TEID = 5678. 0 = <l ,>YIx02 (av>ss)

. poii UPF J] ajxed| pjxdl gy e, gNB-2 go TEID o]l
CJLnYl sls T esmdd glaas szey Y

S Ul s WN P

Sladl Lo 13 gu Lieal

adoVl aJlJl:
- UE bis oL Ly §95 Jdeis

bl Lous:

1. pois SMF Juosmin FAR: 0 = sl,>Y1x04 (Lao o i)

2. (lggezss pin V) 8o lodl pixdl groz uix e

3. S luedl oo oS aSid | suss

4. pga, SMF JLasis FAR: 0 = sl,5YI1X02 (an>gi). 6aua> dezs
5. peis UPF suoodl L luedl oJ] ased] pusd| gan> g ais



P C | Ivr) PN I WP |
cadss aslo] camy 0L 15] Lo say GTP-U.
FAR g3,J1 (N3 - N6):

o Uas ool ol Jl sl
o allj| :sh,2Yl GTP-U. éoj> ayzei IP auLoVl

FAR Jg il (N6 - N3):

o o ozl ol I sl
olgic IP plgic 1ausJl IP J gNB (200.198.5.10 Jis)

TEID: 5,0 &S, $aill (6,20 UE
ol aslo] :s1,5Y1 GTP-U. (J] ax>si gNB

<asu FAR uu_,]l &.g..?l_g 9

ey 26lgdll 8)l5] axaw 995 FAR cun> ID:



lglasll:
1. aode > aclgall LJ] Jaul FARs

2. J55I FAR ID ol Ji> 8
3. Jwolai joe) " le ail FAR

aiog ol wloglroll:

« FAR ID
o (aSSao pMel + od)) L,z

o (Ola)/Jsrin) gl Al

o o2l pul I s law]

e Ulgic IP (s232)l Jiioill go) 2umill
« TEID

aocxll 609> 30 2clg9 (QER)
ueall

Guai QERS (5053l Ylail sga> s 9 Loy 9 00ll a5 > wlasas e dnadl 819> juleo
el prwsis.



JSu» QER






QFI (aocoxdl 639> §935 9 ,%0):

* 5 9 ool 619> wlasod cu 6 L ,2G
¢ 83590 9-1 o euill (Jio QFI 9 = sl Jols)

aslgndl alls:

o ool &S mow 1(0) zoife
o Josall &S ,5 Lo pi (S0 jat) $lie

<o Jare swasdl (MBR):

&S 3l §931) a zoomall $33,1l Hlaill (uasYl xxll
JL »a=o kbps

MBR = 0: (Ggoxo jut) ac il 35> 2595 Y

Jslais il s ,ell &S ,> bolaw] @iy MBR

099D jaoll wudl Jaso (GBR):

o aS 3l $9i) Ogaianll 30,1l Glaill o oYl axll
e JL >a=o kbps
e GBR = 0: (0loio ¥) JLiasl 2g>

« GBR > 0: 90420 SID ) (jUa.; &o m‘ngi 9 §9N

aoaill 639> wliaoxi glgsl

JiosVl agxll wlasss (GBR = 0):

QER ID: 1

QFI: 9

MBR 100000 :g9 ,JI kbps (100 Mbps)
MBR 100000 :JgjiJl kbps (100 Mbps)
GBR 0 :gé ,JI| Kkbps

GBR 0 :JgiJIl Kbps



aigosoo w9y (GBR > 0):

QER ID: 2

QFI: 1

MBR 10000 :g9 ,JI kbps (10 Mbps)
MBR 10000 :Jg;uJl kbps (10 Mbps)
GBR 5000 :g9,J1 kbps (5 Mbps)
GBR 5000 :JgjiJl kbps (5 Mbps)



aocxxll 659> i axojyle=

[ Jsas) UE aMEB OmniUPF SMF il afo

Jsasll all> 4 UE

Jsis an i s
- |
asrss po i FAR, 1mg, 9
BUFF + NOCP gl aal FAR

P
aa ol g o

-—

PFCP (DLDR) awle i allo

UE _ | Ll

Jci¥1 L,
ARC sl sla]
Jeaza ] iy UE

PFCP al= T E
TEID ienm LN = FAR '-|_._'l!
i jmall gl gy pai
—
sqsall TEID jga pjonll Jls ] &5l
ol ade
-
[Jaas) UE gNE OmnilIPF SMF caliladl af

a9 adl MBR

o ai OMNIUPF 593> MBR (cy Jage (wadl) iy add jis 539U Jome 3230 plxziwly
Jluto (59 o3uais €BPF. dasls (19 6 il awili 0ili a83y duoj,lezll 03 Jasi XDP, (yoiny lao
8loill Blow Wi 09> o> Jazos bl

a9l jioll 639Ul Joro 2ud6 tare j,lg=dl
esii doj> JSI UPF adll wlog=all <l >L:

1. blaw] oy (sp00 juf) ailes algdl adls> cilS 1] taslgndl alls (Ho 96
Hsall e do =l
2. 9o $92> MBR: S I5] MBR = 0. jut 5205 3lai) Jorodl o jolv ol

(592=0



3. JLu,Vl oy wlius:

tx _time = (packet size bytes x 8) x (1,000,000,000 ns/sec)
/ MBR_kbps

4. bolaw] piz a5l lle 5 839 poio A cxdgll OIS 1] 1838LI1 o Bons
o =l
5. dja“"ly CRCIRY I8 ol “‘-0)2“-1 CLo-u-L” o |.)! ‘039 LJl ‘o.)_ﬂ.. ‘tx_tj_me

bzl (s Jls:
we il

e MBR = 100,000 kbps (100 Mbps)
¢ «ul 1500 = dojxll o>
e 5,000,000 = s39WIl ox> ns (5 auli o)

100 suie JLwyYl go olu> 1 sglxd| Mbps
tx time = (1500 o L/ew 8 x L) x (1,000,000,000 ns/sec) /
100,000,000 bps

= 12,000,000,000 / 100,000,000

= 120 ns

839 Ll wwlis daojxdl «w S 15] loo gaxi :2 &gl

current time = 1000000000 ns

window start = 999990000 ns

if (window start + tx time > current time):
(Jarod | 2> jol=iiw) dojxd| blaw]

639 LIl poss glowd!l o5 13] 3 sgbx]l
window start = window start + 120 ns
do jxd | oy 05

aeljioll 839Ll Joluws
anli (o 5 639LJl o=

o 4l (o 5z dil jio 8390 dxeloxd] oo
o auli llo 5 (o LiSY alouini jue ilS 13] Elal 8381 s 85ls] iy
o luwgioll Jasall o, sl ol lmaiVl gozi gios



ol go Jolall:

* il llo 5 8390 Yoo o wl)lmail glowd] oi
* 999 dolaimall 9 0l 45> Joro o oy MBR
o alandl oo ll o> lojle> e 485 LS

olxil JSI Josodl sy

* paximy MBR (ol glall g9,Jl ger->ul start
o paximy MBR ol gllall Jg il ger->dl_start
o Jaiwo JSuiw olxsl JS o= oy

&9,J1 (N3 - N6):

1. ag>lg Wle do =)l Jai N3 (0 gNB)

2. ¢axy PDR cun> TEID

3. ¢ QER cuw> QER ID

4. yo o= Ul gate status — adlso «ulS I5] blawl

5. gulas limit rate sliding window() geo ul maximum bitrate
6. Wl legrzsi pis iglowdl o5 I3 N6 whlae cyaxig URR

Jsill (N6 » N3):

1. agzly e a0l Juai N6 (bl aSuiv (o)

2. ey PDR ylgis cuns 1P pazivusdl Lol

3. & QER cuw> QERID

4. o sax dl gate status — aslso «ulS 3] blow]

5. gulai limit rate sliding window() go dl maximum bitrate
6. o, aslio] .zlowd! pi I5] GTP-U J| legrzgig N3

aal> N9 (SGWU & PGWU):

o o JS Guai 25 QERS adl> lags,liw 8 Joilly zo,J1 N9
o JS oo ixidl iy QER 393> e Jiimo JSuin SGWU sPGWU

MBR albgalall axsliusVl Llas



of albgalall axsliuYl caliss 25 15L) MBR:

o wssy i tsloSgigall scandl GTP-U sUDP oIP JSJ cul, 60-50 LJlg>
40 j>

o Jl oslaS sl o ae = ,20Yl piall tas sl pms Gulas

o el S s do o S aaidl pi tJamedl duasu aso

o il ol 5 el il aloll wlyiall gas (838LI1 uans 83le] Jglus
B9 & mad ol lzail, MBR

Jlo:
MBR 100 :y9Swd! Mbps

98-95~ :abgxlall ay>li¥l Mbps (wJsSesgpmd| seadl comy GTP-
U/UDP/IP)

Jasoll uai o g0l anass:

1. x> whblxe o ax URR widgll 59 40u: upf urr * volume bytes

2. azWwYl cuwsl: (volume delta bytes x 8) / time delta seconds /
1000 = kbps

3. g0 08 MBR L s5a)l QER

GBR (U gosaall call Jano)

o sii Y i pge OMNIUPF 4o id¥l axll B> GBR. 2 pis GBR (8 QER ai ¥ SUg

Jorall (8 oSmill ol Hg nll 45,5 wlglgl xomi) aolxziwl.

5131..» GBR:

¢ o165 Joib aiy GBR o SMF ¢ PFCP
* v eir GBR dlay s> (8 QER ue ai, ySaug API

o Lle il o0l 45,5 wlelsl xami ol $30,idl GUaill j2> 3394 Y GBR
* 3% GBR (0gaine Jilie Jiasl 2g2) 332l £oi gaii) axiog Ul

o 34405 cllai; GBR digjge gaw gl g rall &5 ,> dlgaz
° cJ|J.)_§ ,o|.)..>~uul.: > e ol 29 QoS 9 eBPF alisiwall obb.;o}” 9



el e aclgd (URR)
uo il

5 URRS olyllly el ohblass lasizn .o bwbud| iy oMd=ily 6596l wblll plxo]
ol Leis Y1 oy il SMF 6590l oMol

JSa» URR




o>l g

&9l o>

o 0o lglis o wlil UE bl aSui J)
o cadi allj] amy wlas GTP-U
o ol Josis IP algaxlls

Jo il oo

© S obllaSuis po lelas @i wlul UE
o ol Josis IP algaxlls

el sJlaz]:

o Josills g8l plxol gsazo

o Sl plasiwdl e EMW easin
pluauVl ) las o Masus
385 0l 9Sas URRS Gle 2l Ly, las :
ool ais:

o UsSall Al px=l jolzs aic EWYI
o phziwdl o cubluz 1 JS oo eI 1 ls

ca9oll anic:

o apgs Lo ol gWYI
o 516> 5 JS gl 1 b

axdl Gl Blowl:

o alall slg] ais EWYI
o aoaxll 839> s aic EMYI
o JlasYl s LY



2l o st Srus

i pind] 55,6l OO wlazg 8 arall Gamiiss Bl sl agzly pois:

ol ol
0-1023 (eul) o
1024 - 1048575 (cubsls) o
1048576 - 1073741823 (cabliss) © o

1073741824 - 1099511627775 (wll=z) o ¢

1099511627776+ (cubbs) o o

Jlo:

URR ID: 0
0 J12.3 1go | axo
0 d9.0 :Josidl pxo
o J21.3 1pxd| o lox]









QER < lalzs

| Pl

OmniRAN  OmniCharge

- -

Website w ay,=Jl ¥4 Downloads

UL algdl alls
lao/rgins

DL algdl alls
lao/rgins

QER ID

25 ,Jl MBR

Jsil MBR

e5,Jl GBR
Ugaas cu Jizo

Js;l GBR
Ugaas cu Jizo



relgall wlsMe

aluuls PDR - FAR - QER - URR

JS i PDR (J] FAR, ] i 28 ills QER (o LiST ol a>lgg URRS.

QERID: 1

amd=dl 29SS sle Jlo

PDR g3 JI:

TEID: 5678
FAR ID: 2

QER ID: 1

URR IDs: [0]

U oo, Il wiJl adl ]

PDR Jgull:



olgic IP 10.45.0.1 :poxiwmal L plxdl
FAR ID: 1

QER ID: 1

URR IDs: [0]

gy SDF: ¥ SDF

FAR ID 1 (Jyil):

(4_09_;) 2 :sl)_?}'l

tamo oz, Bl wiJl e lis |
olgic IP 200.198.5.10 : =]l
TEID: 5678

FAR ID 2 (g9 ,J):

s oz, dl widl el

QERID 1:

QFI: 9

MBR 100000 :gé ,JI1 kbps
MBR 100000 :JgiJl kbps
GBR 0 :gé ,J1 kbps

GBR 0 :JguJl Kbps

URR ID O:

o J 12.3 g9 | x>
959.0 :.J_g_)'..i._Jl o>
o J21.3 iamd] oJlos]



ansliadl o Lloall

awd=d aclgoll o ,c
wluwladl ax9.0 juc:

1. wludzl W] Jail
2. ¢ eyl UE dlawls, IP ol TEID
3. xelgall gra> o ,e) "gawsi" le Lail (PDR. FAR. QER. URR)

aclgell axtio jac:

1. aclsall W] Jasl
2. cun> el paziwl TEID (g8,J1) olsic ol IP aode (8 (Jgill) pozimally Lol
PDR

3. l>Y FAR ID 5QER ID sURR IDs
4. oloMe | Jasl FAR/QER/URR auxz oll aclgall o 4al

siall gio) ol i e8 (JlasYl clil :ga,Lumall
wlglasll:

1. selgall (J| Jaul » FARs

2. J55I FAR ID el Ji> 8

3. e ole ail"

4. ol puSai” e il ilie gzl OIS 15]"

5.¢l,2Y 2 cu g po §8x FAR (4 )lasas sVl daoyd 5ls55)

L ool J| Jasl
2. Joss FARS (Saoll oyl o
3. JYl o sleVl sic "ozl Judas" Gle il



aoxzxdl 629xd JULioVI ansl o
Jonall seamid g s sall 45,5 culS 15] Loo somu:

1. aclsall J| Jasl » QERs
2. ¢ coul QER ID awdxy alas zall UE

3. b la>Y MBR g g3, JIMBR Jo il
4. pz> g0i Jass go 0, URR

wl.u}” .la..ws.ii.a [P

iz Loyl (kbps) = (8 x ey LIL pxxdl §59) / (% il cdodl §,9
1000)

oo @zl cuibl 15] MBR, Jazell s giasi g ell 45,5 olo.

Ll elosuuw] gaii
ola>l wsl, URR:

1. selsall W] Jasl » URRs
2. JlazYls Josills g9l plazl o s

3. preaziamall Glel Gle Jsisl) (JlazYl ozl con> 59
4. p2ll goi ai8liel (590 SIS cuyaz

.ol.x:uuuyl w Vs

o &Sl blail ols £l azd] lagdass

le>olg sUnsVI 6 LiaSinwl

oo 99> PDR:



1. 5929 oo &éx PDR J TEID (g3 1) olsis ol IP (Jo i) p @@ rimall Lol
2. 0l oo 3SL FAR ID @llo

3. ol e 0l go x5 SDF aS,al jlaxs
oo $ax FAR:

1. LoVl ol go @iz FAR (lais o3 ol boliw] Gusl) axzsi ob
2. ol go ullai, sz, 1 ol slas] of oo ST

3. lsic amo o i IP 5 aumdITEID Jg il
oo $>u QER:

2. 0l ge i MBR 13> 5,lo Gud

Jare 2w o 9926 QER:

1. xelsall WJ| Jasl » QERs
2. 0l go Gaxi MBR aS =l Jox) 1S
3. o> 300 0l o 34x URR asdgioll az i)l go sullaiy

sl>] yo g9 FAR:

1. sclgall J] Jasl > FARSs

2. bliw| puds iazgi o L2Vl Ol o Gixi
3. lass sl giog 09 Bl pud ozl O o i

ol o MSiue
ol 9 adlle o=l

1. ol axio | Jasl

2. 403> 239 ool glall o $i
3. Juiwd 28 Jaul 9sS, 28 .auli 30 < cwlS 13



5. ule ol Jilasi FAR
RYSCTIISTIC v

1. (100,000 izl ,9Y1) (Jloz¥l uad¥l sl Llio @ixll ozl a2l o Gas
2. JSJ ol o i FAR USJ (uad¥l sl Lilis FAR (10,000 (ol ,i9Y1)

3. lino O 1] ouisl] el

4. ol dlasi s cuw o Fiax

URR g5 V

2all sic pxadl whlac:

1. ol o Béx PDR (J| yuiws URR ID

2. go @l @l Of o sa5 PDR

3. 0l po 3 FAR (Lebolaww] pul) @32l aszsis i
4. ol o 35T URR ID alay ;> (9 39250 URR

ol aie £V pis V o]l SMF:

2. ol eMiie oo i URR (cadoll/axadl wlis)
3. awl> i J5bw ) oMl g2l PFCP

aLall s gilgl)

. - wligSog auiy e dnle 6 dai OMniUPF
o xlQV I o8 oSl d>o) plaziml -

o anll sl oy wlilaxyl -

o wlasuilly aslid] Wil -



slosl olinSiwl Judo
OmniUPF

wbgizell Jgr>

© 0o N o U A WD -

R
N P O

JS Line) dyzgio slasl ColaSiwl wlsh,z] JJxl I3n 499, OMNIUPF aund JS (rouais . axslil
Jl wlslyzls vy il GlawYlg (pawsuiid] wlglasg (ol eI,

oo $ix o dasy sUasYl O laSiwl (9 sxdl Jud:



# 1. Jasis go gaxs OmniUPF
systemctl status omniupf

#2. bLs,l 5o axs PFCP
curl http://localhost:8080/api/v1/upf pipeline

# 3. bil s> Jioxi go gaxs eBPF
ls /sys/fs/bpf/

#4. oL o bLs )l o gaxs XDP
ip link show | grep -i xdp

#5. eV sloidl oMaw go @iz
dmesg | tail -50
journalctl -u omniupf -n 50

vonswiaidl wlgol

wlonlas axo  ag>lg OMNiUPF REST

als yo 9> UPF:

curl http://localhost:8080/api/v1l/upf status
wlbls,l yo 49> PFCP:

curl http://localhost:8080/api/v1l/upf pipeline
luddl bae o a6

curl http://localhost:8080/api/vl/sessions | jgq 'length'’

alos )5 anuw Ho 99> eBPF:



curl http://localhost:8080/api/v1l/map info
el olibas] yo oo

curl http://localhost:8080/api/vl/packet stats
wlibas] yo 9> XDP:

curl http://localhost:8080/api/v1l/xdp stats

alos ,> o9 eBPF

il 5> gr0> aoild eBPF:

1s -1lh /sys/fs/bpf/
bpftool map list

aloy =l Juolas o e

bpftool map show
bpftool map dump name pdr _map downlin

alos 5l w8 YLsY] as:

bpftool map dump name far map | grep -c "key:"

toliu yas XDP

oblis LS I5] Loo g8 XDP Uowiyo:



ip link show eth® | grep xdp
col s gro> aoils XDP:

bpftool net list
ol Juolai o ,c XDP:

bpftool prog show
wlibas] &9 XDP:

bpftool prog dump xlated name xdp upf func

oo &S> lolaill PFCP Lle N4 (oSl abas):

# PFCP dbwl gy aixdlzo pis Y XDP. tcpdump el JSSiu Joso
tcpdump -i eth® -n udp port 8805 -w /tmp/pfcp traffic.pcap

290 aS > lblaidl GTP-U e N3 (plall o, bladl cdlaw):



# o= tepdump wos Je wlialdl UPF o]l blaid]l aiSoy Y
aJo.w'_s-J axJ leoJ| XDP!
# pgis XDP azdleoy GTP-U sloill pj> oy ol Jus.

# 5 g0 You laidl ¢, blaidl poziwl:

# 1. TAP 5 aSwadl gNB ¢ UPF

# 2. Lol dei0 s / SPAN 9,0 aS > guid N3

# 3. J| el e Yl Lol 3ie s VM JU=all

# asl ol / Jd=xsdl wroo e (de goJ UPF):

# tcpdump -1 <mirror interface> -n udp port 2152 -w
/tmp/n3 capture.pcap

# o]l 5asd ols Lao)J oliihill dxe .y dgzls pozimwl ol:

curl http://localhost:8080/api/vl/packet stats
curl http://localhost:8080/api/v1/n3n6 stats

el wbloe asl o

watch -n 1 '"ip -s link show ethO'

arz>gill Jgr> o !

ip route show
ip route get 10.45.0.100 # ylgis] [ luwodl o axs IP  plxdJIl UE

Joir= ye $9 ARP:

ip neigh show



wlale pllbs" alSsisll eBPF wisio jat"
ool VI

ERRO[0000] failed to load eBPF objects: mount bpf filesystem at
/sys/fs/bpf

wlale ,anu eanand |l €BPF o geie

J=dl:

# olelo pls wuS 5, o8 eBPF
sudo mount bpffs /sys/fs/bpf -t bpf

# aosls Lglesl (oJ] @l /etc/fstab)
echo "bpffs /sys/fs/bpf bpf defaults 0 0" | sudo tee -a /etc/fstab

# oS il o gaxs
mount | grep bpf

13> 0u28 slgdl lxe] 1alSuunoll
ol VI

ERRO[0000] kernel version 5.4.0 is too old, minimum required is
5.15.0

8lgi o] el Linux wollas)l (oYl sl o Js

J=dl:



# olgidl Slaw] go gaxs
uname -r

# 6lgildl ays ,5 (Ubuntu/Debian)
sudo apt update

sudo apt install linux-generic-hwe-22.04
sudo reboot

# sooxdl 8lgidl o o=
uname -r # 5.15.0 =< (S5 ol

dloicl talSuiunoll libbpf >9090

weleVI:

error while loading shared libraries: libbpf.so0.0: cannot open
shared object file

53S0 tanmadl liDDPF aido it

J=dl:

# cuwis Llibbpf (Ubuntu/Debian)
sudo apt update
sudo apt install libbpf-dev

# || oo S
ldconfig -p | grep libbpf

dlo ,ut oSl cals :alSiuall

ol VI:



ERRO[0000] unable to read config file: unmarshal errors

oz sl (8 Uns eammdl YAML 5553l colo (o8

J=l:

# ada> clLu o gaxs YAML
cat config.yml | python3 -c "import yaml, sys;
yaml.safe load(sys.stdin)"

# as Lidl U Laadl:

# - (o]l olode puds 0l Luadl paziwl) gumeo ute Jolos
# - g laadl sy 80gaball Jolgall

# - aols ool le seizu bmite jut Juwdw

# - olbuv o aos Ladl Lolic

# ole JUo YAML puzell:
cat > config.yml <<EOF
interface name: [ethO]
xdp_attach mode: generic
api address: :8080

pfcp address: :8805
EOF

39790 st agzloll pawl ralSiuoll

weleVI:
ERRO[0OOO] interface eth® not found

639290 b aigSall dagzlgll rcananldl

J=dl:



ip link show

# agzlodl adb o Gaxs
ip addr show eth0

# euoaxin pd dlize pwl Lgd agzlgdl o« IS I5] config.yml:
interface name: [enslf0] # ag>lol]) ool owYl poxiwl

# agzloll dwamsi plas o $axi sduil iVl oW anwid b
ls /sys/class/net/

Jrall porsuaue s2i0ll alSainoll

ol VI:
ERRO[0000] failed to start API server: address already in use

s3] dlosy Jeall Lo o 9090 41 8805 4l 8080 sdioll :cansdl

J=dl:

# deinll poziws il adae]l e axl
sudo lsof -i :8080
sudo netstat -tulpn | grep :8080

# do et agla=dl clgsi|
sudo kill <PID>

# saio s ol OMNIUPF oy oSaJl o
api address: :8081

pfcp address: :8806

metrics address: :9091



6285 9,0 talSirall PFCP pllo jué
ol VI

ERRO[0000] invalid pfcp node id: must be valid IPv4 address

6385 8,20 teamadl PFCP olgic Lud IPV4 BLo

ENIE

pfcp node id: 10.100.50.241

# pfcp node id: localhost

# pfcp _node id: upf.example.com

LLs,l JSLio PFCP

wlblu,l 2595 V alSuisall PFCP lagLis] o
ol VI

o olbli)l aze V" el cugll e paximall agzly"
e Mo SMF bl slas] Juws" ,elas PFCP"



# 1. ,o.)l.i ols |.')! Lowo GaRJ PFCP o
sudo netstat -ulpn | grep 8805

# 2., agloxdl Jloz 26198 o @axs
sudo iptables -L -n | grep 8805

sudo ufw status

tcpdump -i any -n udp port 8805 -vv

#4. olbls )l go gaxi PFCP clovihill axo oy agzlg e
curl http://localhost:8080/api/v1/upf pipeline

Jelxlle asiliadl wluwVI:
Slasy aslesdl ,la> PFCP

ENIE

# ,9,0 &S, rlawdl PFCP (UDP 8805)
sudo ufw allow 8805/udp
sudo iptables -A INPUT -p udp --dport 8805 -j ACCEPT

628< 9,20 PFCP &Hbols

J=l:

# 524C 9o gmwi PFCP ylsic JI IP agzls) pumall N4
pfcp_node id: 10.100.50.241 # go ulby of ez IP aSui lc N4

ol Jgsogll alils ,ue aSeisll SMF

J=dl:



# o JlasYl Ll SMF
ping <SMF IP>

# J| aaseidl o saxi SMF
ip route get <SMF IP>

# 15g880 oS 13] ,luo as Lo
sudo ip route add <SMF NETWORK>/24 via <GATEWAY>

SMF ylgins 0950 UPF &bls
J=dl:

o 0l o 35T SMF Lls sgix, IP pfcp node id - LolxJl UPF
o ol go iz SMF &S ] axzsill aiSoy N4  awlzll UPF

voni Jain9 lalShiuodl PFCP

weleVI:
WARN[0030] PFCP heartbeat timeout for association 10.100.50.10

wosuwiuill:

# ol Lw! oo gaxi PFCP

curl http://localhost:8080/api/v1l/upf pipeline | jq
‘.associations[] | {remote id, uplink teid count}'
# sl o oMo aud | e

journalctl -u omniupf -f | grep heartbeat

Jel=lly LVl

aSaill @3> olass



J=dl:
#oJdl poxdl glaas o gaxs SMF
ping -c 100 <SMF IP> | grep loss
# aSuidl o gixi . Lras e oaall oglS 15]:
# - Ll Jl b yo gaxs

# - ooVl po gans

155 aulgace doll ou 6,49

J=dl:

# dill jau 649 600

heartbeat interval: 30 # a4l 30 JI 5 o 600,
heartbeat retries: 5 # oYslzall 800
heartbeat timeout: 10 # dalgaJ/ 0L,

o5l amdleo JSLins

925 > 2395 V talSuirall (whlas RX/TX 0 xis)
ool VI

e 0 el wlsla>Yl axiw RX/TX pj>
e UE wlly awl> @VLis| aiSay Y



#1. aol o o5 15] oo i XDP Uai o
ip link show eth@® | grep xdp

# 2. abis agzlsdl ol go sax
ip link show eth0

# 3. osdl ol lar| oo gims () J,0 XDP)

# ab>MNo: tepdump pj> & s, aiSey Y GTP-U dbwlgs axJleold| XDP
curl http://localhost:8080/api/vl/packet stats

Jol=Jl:
@oliys XDP lowijo jae

J=dl:

# Jusis el OmniUPF Ly, s5LlcY XDP
sudo systemctl restart omniupf

#LLs )V o $8x0
ip link show eth® | grep xdp
bpftool net list

Losl, 3290 Y ol alowiss jut ag>lsll

J=l:

# agzls)l Josin, oo
sudo ip link set eth0O up

# byl Jl adb o gaxs
ethtool eth® | grep "Link detected"”

# Sl 50 o5 ol W Luwadl JlasVYl go géaxs chis at by Il oS 13]
aiol ,isYl allU

ailols aigSall ag>lsll

ENIE



# cuaxi config.yml ixzall dgzledl go

interface name: [enslfO] # o dgzlell =il awll paxiwl "ip link
show'

sole] piv ol OSls e EMiml pi 1Al QG yiuoll
(g2 0 lolbuw] Joxo) lggazsi

ol VI

e whlaxe RX whlaxe g ol s TX Y
e 1< blaw)l Jarzo%

# blawyl ol Laz]| o gaxs
curl http://localhost:8080/api/vl/xdp stats | jq '.drop'

# anzgill ol bo>| go saxs
curl http://localhost:8080/api/vl/packet stats | jg '.route stats’

# o5l blawl audl e

watch -n 1 'curl -s http://localhost:8080/api/vl/packet stats | jq
“.total rx, .total tx, .total drop"'

assLiddl ©LawVI

&+Uai 3>9: Y PDR (TEID ol UE IP (99 20 ,ut)

J=dl:



# 639790 clbwdxdl «w IS 153] lLeo goxs
curl http://localhost:8080/api/vl/sessions

# o0 gax oluds Jla oSG oJ 5]

# - bLos | slis| o5 PFCP

# - SMF oluly Ll o3

# - GobU awdlxdl sliv] ols

# aby 5> Yol o gaxs PDR

bpftool map dump name pdr map teid ip | grep -c key

bpftool map dump name pdr map downlin | grep -c key
ar>gill Juao
J=dl:

# 9 coudl Jiw o saxs FIB

curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

# olgiz) auzgidl ,Lusl IP L plxdl UE
ip route get 10.45.0.100

# >9800 Hlwo a9 Lo
sudo ip route add 10.45.0.0/16 dev ethl # acgoxo ax>g; UE J| NO

Jare o= QER
ol VI

* edsiall go S5l Jaill Jano

* 2o Jamos ubo jg ol &S >

¢ px> wblxe URR (roiad Jolw glas

e bliw] wblae XDP as =l ol el W ol s

1. oo G856 MBR awmlall ooSall:



# 6 20 ¢ e | QER awdl=l]
curl http://localhost:8080/api/vl/pfcp sessions | jq
‘.data[] | select(.ue ip == "10.45.0.1")"

# 0SS of ax | QER
curl http://localhost:8080/api/vl/qer map | jq '.datal] |
select(.qer_id == 1)

2. aslgadl Al> (Ho s>

# boiglls g8 ,d] o JSJ (a>gias) 0 & ledl aJb 0oSs ol wxy
curl http://localhost:8080/api/vl/qer map | jq '.datal] |
{gqer id, ul gate: .ul gate status, dl gate:

.dl gate status}'

3. o wlall Jaidl Jase wam>l URR:

# o> ololas e pMeiwl URR ivinj guihas 8
curl http://localhost:8080/api/vl/urr map | jq '.data[] |
select(.urr id == 0)'

# (L..SS-\-.'.) J.n_a_” J.).u.o wo|:
# throughput kbps = (volume delta bytes x 8) /
time delta seconds / 1000

4. o, MBR sxall Jaidl Jaxo Jiléo:

o o %98-95 = gigiall Jaill Jamo MBR (a1l Jaxl s
JsSsignll)

o po iy ol Jaill Jamo 0I5 15| MBR. 51 wbliss| o sax

0 go Lloi Gl Jadl Jazo OIS I5] MBR: g2 S Jasz Jazell 2o ol8
&dsio

J=dl:

e 0lS I3] MBR (o wlbl :135 Liagsio SMF ¢y QER go MBR Jasi jus Llel
duul> PFCP

o Wl s o Bin tatilre algall cailS 5] SMF (Lo ol o> vawluw) algll



* awlbow (oSS o GEx lg9gio paf Jamedl o OIS 5] SMF oy, alog
QoS

sx0i ogd MBR:

(0 ISRy, OmniUPF d92> Uo).n.] a.n.J).:.o 5390 a.;.oJJ|3.> MBR Jl.ma 9 awl yLv a9 eBPF.

Lblaw)l wl)ls ledasog do x| ox> 2o auS
o sVl Jsdl Jase calixy [3l) MBR ()9Sl
(Lo / g9)) olxsl JS 8 Jasall 3o

aul o 5 0] dsl jio 8390 Jglw

amslidl o lngs,Linsll:

o wlallSs VOIP oIS 15) loo $ix :dadiams MBR juo,ill o Jase) 5915 (G.711 =
~80 aulill 8 cuslsS)

o Ol o 35U guaull cad caddo Gujss MBR > 3511 Joxdl + gouill ey Jozo
(1080p = ~5-10 aplil $ wuliso)

* 0w el cdwili (o 5 8390 (poio 8 ure wl)lrail poaw tasy sl g 0 aS >
dolaimol| &S =)l Jaso

(Joxs &9 1) olzuVl anlsl g 50 aS > alSuaoll
(Joxs V lbgagll

ol VI

e RX pj> N6 1> ¥ ;g TX pj> N6 (g9, alSlins)



# agrlg ol La>| o 8= N3/N6 (J &S00 aay b XDP)

curl http://localhost:8080/api/v1/n3n6 stats

curl http://localhost:8080/api/vl/packet stats

# aboYo: tepdump g 0 aS > blasdl aiSey VY wlbialdl GTP-U axd leoll
abwl o XDP

# ol ol Lao)J oliphill dxo s dgzly poxiwl xdpdump &S =J1 Jul=il
# ploxiwl pyxdl blasdl" awd s | XDP" Juioleidl de Jgoxl]

&9,J1 Juas (RX N3, ¥V TX N6):
2] 3261 Y tcanadl FAR (J] axzsi @lSkiuo ol N6

ENIE

# ol 9o iz FAR ¢l ,>] ;) FORWARD
curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
select(.applied action == 2)'

#_)Lw.o D9z 9 o GaR; N6
ip route get 8.8.8.8 # iyl oJ| L luwedl [ Ls|

# 159880 oS 13| ol s8] [ lue a9 Lo
sudo ip route add default via <N6 GATEWAY> dev ethl

logag)l Juius (RX N6,V TX N3):
329 Y tcamandl PDR cinlii 3979 o2& ol loyla GTP

J=dl:



# 3979 oo $ims PDR gloisz) by by IP _, plxJl UE

curl http://localhost:8080/api/vl/sessions | jq '.[].pdrs[] |
select(.pdi.ue ip address)'

# ol o &a=i FAR aysJ OUTER HEADER CREATION

curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
.outer _header creation'

# o] Joosd| arilSa] oo giss gNB
ping <GNB N3_IP>

JSLiro XDP ¢ eBPF

3295 Juolai e Jguamll XDP: 115 Llail islas VI SliaSiamly igiog)l jlLisls

robi Jro Juind talSiuall XDP

weleVI:

ERRO[0000] failed to load XDP program: invalid argument

wosuwiuill:

# _J slgidl pe> o gaxi XDP
grep XDP /boot/config-$(uname -r)

# el Qi wxy -
# CONFIG XDP_ SOCKETS=y
# CONFIG BPF=y
# CONFIG BPF SYSCALL=y

# oo Gixs dmesg Juio b> le Jgmxl
dmesg | grep -i bpf

Jel=lly LVl



o> | aia; slgidl XDP

JJl:
# s> go 8leidl sl sole] XDP cosl 8le oJ] auns ull ol
# Ubuntu 22.04+ LgyoJ XDP Luol s | JSiy alsao

sudo apt install linux-generic-hwe-22.04
sudo reboot

toli s o s9ull Jius XDP
J=dl:
# Maw go iz OMNiUPF gaxoll s lUasY
journalctl -u omniupf | grep verifier
# ass Lidl U Laadl:
# - ouass eBPF (slgidl 590> 60L ) dooxdl ol

# - 5,85 15d1 ] cdlo e Jows (055 9 Ua> eBPF)

# goxod| J=mw soimo 80L; eBPF pumail]
sudo sysctl kernel.bpf stats enabled=1

9 wlolgsVl sas 65l talSisall XDP

ool VI:

* wlila>] XDP glasi aborted > 0
o ol blaw] 6oL

wosuwiuill:

# 9 ololgzy!l sac o gaxi XDP
curl http://localhost:8080/api/vl/xdp stats | jgq '.aborted'

# ol La>] audl o XDP
watch -n 1 'curl -s http://localhost:8080/api/v1l/xdp stats'



ol azly eammdl €BPF Jyssiail] cady (o6 Un>

J=dl:

# s> slgill oMaw go Gaxs eBPF
dmesg | grep -i bpf

# Jawis acl OMNiUPF mo Uy Juo=s 805 LlcY eBPF
sudo systemctl restart omniupf

# s g1 Seis 09 adSiod | ojyeiwl 13] eBPF (sl sole] odbiy):
# ¢l OmniUPF g» BPF ENABLE LO0G=1

ool VI:

o andall sbiw] Juiwd
e 100 s alay,=l axw%

# aby xJ| axw o Gaxi
curl http://localhost:8080/api/vl/map info | jq '.[] | {map_name,
capacity, used, usage percent}'

# ssoloall Lsl,sdl xax

curl http://localhost:8080/api/vl/map info | jq '.[] |
select(.usage percent > 90)'

Soygall carasull:



# 1. doyoaldl oludxdl o=
curl http://localhost:8080/api/vl/sessions | jq '.[] | {seid,
uplink teid, created at}'

# 2. 9o wlbl SMF oyl olulxdl wi>
# (agzlo suc SMF olivihill azmo o agzlg ol ay,loY1)

# 3. abysdl plosawl plasi| bl e

watch -n 5 'curl -s http://localhost:8080/api/vl/map _info | jq ".
[1 | select(.map name==\"pdr map downlin\") | .usage percent"'

J=VI gl JaJI:

# 9 daby il arw 80l config.yml
max_sessions: 200000 # 100000 o 6oL

# il bil,l plasl guei of
pdr map size: 400000
far map size: 400000
ger _map size: 200000

Juiws 65le] cllayy Lail,xl plaol uss : pgo OMNIUPF adlsdl wludadl gro> paes o.

sVl JSLiso

(e99iall o JSI) yassio Joi Jane ralSusall
ool VI

o oo aidl Gl aslil Lo culs 1> Jaill Jaso NIC oLl
® ,o|.).7'd.w| CPU &Y o



# pod| Joazo o Gaxs
curl http://localhost:8080/api/vl/packet stats | jq '.total rx,
.total tx'

# ol be>] o gaxs NIC
ethtool -S eth@® | grep -i drop

# gog yo Gaxs XDP
ip link show eth® | grep xdp

Jel=dl:
&log pl.).:'di.u:l XDP ‘ola"

J=dl:

# dasl by LoVl gogll I Ll
xdp_attach mode: native # dbky NIC / ,acxn lw XDP
slgidl sol>l Ylusl

J=l:

# 9Sas RSS (el w b gy jgi) wle NIC
ethtool -L eth® combined 4 # o5lg8 4 poxiwl RX/TX

ethtool -1 eth0

# so0xad| &S el axdleodl olasg ode olablao)| cuis

# | /proc/interrupts paxiwls irgbalance sooudl @slgill ol
a9 goll Hu il sl
J=dl:



# OsaSIl Adsi) cidsall izl s92> Julsi
buffer max packets: 5000
buffer packet ttl: 15

Sl O goSIl :alSainoll
ol VI:

* UgaS ping > 50 aul s
* paxximall 4,z s

wosuwiuill:

#oJd] veeSdl Ll UE
ping -c 100 <UE IP> | grep avg

# asnadl il go gasu

curl http://localhost:8080/api/v1/upf buffer info | jq
'.total packets buffered'

# anzoill cdsall oyl 6,515 clol go gams
curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

Jol=dl:
b0o JShiw aijsmell o adl
J=Jl:

# o eomdl gun o go §a
curl http://localhost:8080/api/v1/upf buffer info | jq '.buffers[]
| {far_id, packet count, direction}'

# Il o5 15] essall oo il qus
# (Jasis s5Llc] OMNiUPF awl> Jyass suiaxs ol PFCP gyilil FAR)

éamy ugeS FIB



J=l:

# (slidl ey b>) azmeill cdsall puirill 6,515 puSai o 25T
# go sli| BPF_ENABLE_ROUTE_CACHE=I

# azoil Jorz i
# 6 uall ollwadl o ol o Ya 1Tz isTy (M5 ol)luo paziwl

Josdl casi ol Loléaw] :alSaall
weleVI:

o &S, 3l go 2y bolaw)l Jaso
e <clasi RX e NIC

# slasi oo gaxs NIC
ethtool -S eth® | grep -E "drop|error|miss”

ethtool -g ethO

# saqax]l gl 8 blawyl asl o
watch -n 1 'ethtool -S eth® | grep -E "drop|miss"'

ENIE

# asl> pg?é.)L.,_J' RX
ethtool -G eth0® rx 4096

# asl> px> 6oL TX
ethtool -G eth0® tx 4096

# souoxdl ololae)l o Gaxs
ethtool -g ethO



e ulell 63020 JSLive

Hail 518 ,ulel b5lasu b9las> (a9 wloslas e Jgaxll

Proxmox: XDP (9 Jox; ¥ VM
el VI

o ol oy, oSes Y XDP LoVl giogll 9

canadl: VM 93 alogall aSuiad| paziws SR-IOV
J=di:

(]a.uuyl) ‘olx." &m,." p.):'d‘uuul 11 )L::."
xdp attach mode: generic
piyoi 9SS 12 ,L=dl SR-IOV

# @ioo e Proxmox:

# 1. 9Sas IOMMU

nano /etc/default/grub

# wol: intel iommu=on iommu=pt
update-grub

reboot

# 2. <lis| VFs
echo 4 > /sys/class/net/ethO@/device/sriov_numvfs

# 3. pawoxi VF J| VM ag>lg 9 Proxmox
# 5lg> » a9 lo] - 8529l PCI » sy axs VF

# 9 VM:
interface name: [ensl1f0] # SR-IOV VF
xdp attach mode: native



VMware: giog promiscuous <glloo
ol VI

o alawlg leoMiwl ok Y i)l OMNiUPF
el VSWitCh pglic gios MAC aislaoll

J=dl:

# giog gxSes promiscuous e vSwitch (9 vSphere Client):
# 1. sl vSwitch - ololoeYl =
# 2. giog » 0Vl promiscuous: Jeud
# 3. oleis ol s » gVl MAC: Jous
# 4. Joub 1@ Jii » oLVl

VirtualBox: 13> jafsuo sbl
ool VI

o aslil 9 culis 100 > Jaidl Jaso
wuaall: VirtualBox e ¥ SR-IOV ol XDP LoVl

J=l:

# (ol L) plad] gog)l prxiwl
xdp _attach mode: generic

# wbhblxe| juw= VirtualBox:

# - Joxo paxiwl VirtIO-Net (Glo ol 15))

# - gog 9 "goarll glowd" uSKai promiscuous
# - soill yo vl javaxi CPU dawol sl W

# - o Y dlogall aSuid] paziwl NAT

# J JsYl S lucl 5 goo KVM/Proxmox Lasl bl ole Joazl)



JSLire NIC 4:lullg

$5Lw 1alSiuoll NIC ocxs YV XDP

ool VI
ERRO[0000] failed to attach XDP program: operation not supported

# 5 lw go saxs NIC
ethtool -i eth® | grep driver

# e o Ldl g 15] Loo gaxs XDP
modinfo <driver name> | grep -i xdp

# J alb Ll olgzlgdl aas L& XDP
ip link show | grep -B 1 "xdpgeneric\|xdpdrv\|xdpoffload"

J=dl:

pldl giogll posuuwl 11 Ll
xdp _attach mode: generic
slbw e 12 ,Ldl NIC

# ¢ Ll oluox go gaxs (Ubuntu)
sudo apt update
sudo apt install linux-modules-extra-$(uname -r)

# & Ll go dam0 5 lw cuais ol

# _J JUL, Intel:
# oo Juoxs https://downloadcenter.intel.com/

Jlawiawl 13 ,LdI NIC



# paxiwl| NIC pcax, XDP:

# - Intel X710. E810

# - Mellanox ConnectX-5. ConnectX-6

# - Broadcom BCM57xxx (bnxt en driver)

oloidl arius 09 carmmiv gl Jlonis §5lw alSuaoll
ol VI

e lny, ax 8lgdl a355 XDP
e NIC &l e adgiy

# 6lgidl oMaw o Gaxi
dmesg | tail -100

# 55 Ludl slas] o @i
journalctl -k | grep -E "BUG: |panic:"

J=dl:

# 1., guas badlg 8lgidl éyoxs
sudo apt update

sudo apt upgrade

sudo reboot

# 2. Juass XDP offload (has _loYl paxiwl)
xdp_attach mode: native

# 3. J.:.)..J ,J.ZS ,oLz_” &ADS_JI ,o.):'d_wl
xdp attach mode: generic

#4. 5L oJ]l s o Yl NIC 8lgi g9 ol Linux



aaundsdl sbowsl Jains

ool VI

o SMF sl sli] JLiws o6 alo
e UE awl> slis| aiSe; Y PDU

VST Jolxly Jinal) ansli] e logy L.

# oMaw go Gims OMNiUPF awlz]l s UasY
journalctl -u omniupf | grep -i "session establishment"

# olul> 53¢ 5o gaxs PFCP
curl http://localhost:8080/api/vl/sessions | jg 'length'’

# j9,0 &S,> blazll PFCP awlxdl slis] slisi
tcpdump -i any -n udp port 8805 -w /tmp/pfcp session.pcap

assLadl oL VI

J=dl:

# iy xdl ploziwl o Gamu
curl http://localhost:8080/api/vl/map info | jq '.[] |
select(.usage percent > 90)'

# asudl 650 (aby,> pud Jbil eBPF oMol ailios)

wlolzo PDR/FAR axdlo s

J=l:



# Maw go Gams OMNiUPF gaxildl sUasY
journalctl -u omniupf | grep -E "invalid|error" | tail -20

# a5 Lidl U Laadl:

# - olgic IP _ Lladl UE (S0 ol 0.0.0.0) pdlo ,ut
# - TEID (S0 ol 0) pdlo s

# - FAR _J >saao PDR

# - <l,>] FAR cdlo ¢

409E30 yuf 6 js0 (UEIP/FTUP)

J=dl:

# oVl o) I5] asllaoll oljsadl 34Kai
feature ueip: true # pawax IP J UE dbwlss UPF
ueip pool: 10.60.0.0/16

feature ftup: true # pawax F-TEID dbwls, UPF
teid pool: 100000

cadgall usmidl JSLiso

cadgoll ujmill @O aslle o> ralSuaall
ool VI

e &zl eyl sae 8ol
o Jsil oy lgoddsi piy ¥ ol



curl http://localhost:8080/api/v1/upf buffer info

curl http://localhost:8080/api/v1l/upf buffer info | jq '.buffers[]
| {far id, packet count, oldest packet ms}'

# w9dadl ol ez @bl o
watch -n 5 'curl -s http://localhost:8080/api/v1/upf buffer info |
jq ".total packets buffered"'

Jelxllg wLuwVI:
FAR _J] I3 aisazs pis o) FORWARD

Jus i ) teasaadl SMF aual> Jyasi PFCP (gulai) FAR

J=dl:

# adb o gaxs FAR
curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
{far _id, applied action}'

# <1,5Y| BUFF
# <1,5Y1 FORW

1 (a85adl ouxadl)
2 (auxzsidl s5le])

# b 9 Ll oS 13] BUFF. yo wlbl SMF:
# - awl> Joss olb JLu,] PFCP
# - cyox FAR ¢l >, FORW

ar>Mo slgiil TTL cdgoll o jmull

cuan Jud Leium Yo eagiil p =l eanandl FAR

J=l:

# 60l TTL cidsall izl
buffer packet ttl: 60 # al 60 JI 30 o 800



cxssall sl sl
JSJ & 330l o5l oo 132 S 336 teannad] FAR

J=dl:

buffer max packets: 20000 # _[J FAR
buffer max total: 200000 # _w/lJl 2x=J/

aorfioll sUos VI o LinSiawl

TTEAY [ FERWEIRR

logging level: debug # trace | debug | info | warn | error

# Lo sole] OmNiUPF s>V Juzmuws go
sudo systemctl restart omniupf

# poasx]l woldl 9 oMaudl a0
journalctl -u omniupf -f --output cat

2ol s axis €eBPF

# ool o 3ais guis eBPF (olhki, bpftrace)
sudo bpftrace -e 'tracepoint:xdp:* { @[probe] = count(); }'

#dJa.J)JJI uLgLo.C | )
sudo bpftrace -e 'tracepoint:bpf:bpf map lookup elem {
printf("%s\n", str(args->map name)); }'



elasiwl o=l blaidl XDP
plasiawl ol blail 5946 pgo XDP:

poii XDP ol5 13 1algidl (8 aSuil] angS Jud o)l axllros tCpdump aiSos ¥ bl
alouslgs axllzall 49,0ll aS,> as§, XDP. pj> axllzo oi; GTP-U (3ais UDP 2152)
ole N3 alawlg, XDP (5 elar g tcpdump caviao e UPF.

&Syl Jaloid lgsr w090 Glo:

# ogo) audl ol]) ol bao)d clogibhill daxe o dagzlg poxiwl 1 asy hall
(Le-

curl http://localhost:8080/api/v1l/xdp stats

curl http://localhost:8080/api/vl/packet stats | jq

curl http://localhost:8080/api/v1l/n3n6 stats

# 50,0 aS,> blaidl :2 aiy |l PFCP ( 8,5 Lio ,u& XDP)
tcpdump -i any -n udp port 8805 -w /tmp/pfcp.pcap

il o> psmdl bladl :3 aay,bll (J Lgy wso GTP-U)
paxiwl TAP &S mdl blasly Jyouidl séio gus ol aSoidl
alial:

- TAP 5oy o5 L jus gNB 5 UPF

- Joausidl ddio @uws SPAN Lgse aS> guid N3 J=all oJ]

"~ o Lo Ll o9 el sV o] Saie g

blas Yl wioo de (o] UPF):
tcpdump -1 <mirror interface> -n udp port 2152 -w
/tmp/n3 mirror.pcap

HOH W H H OH K K H

Olaill 15 bladVl slac] aliol:

axl el aSull:



# paziwl TAP Jyouill Sdie g orsSin pb ol aSauidl

# =5 JUL SPAN ¢ lieo Je Cisco

(config)# monitor session 1 source interface Gil/0/1
(config)# monitor session 1 destination interface Gil/0/24

# o desiodl aud |l wios e Gil/0/24:
tcpdump -i eth® -n udp port 2152 -w /tmp/n3 capture.pcap

aviol 9Vl aiudl (VMware. KVM. all):

# o0 aS,> JlwyY ol oYl Lol daio @i 0S5 UPF oJ] VM
J=aJ |
# m> 1Jle Linux go tcpdump e VM wlise

# oagzlg s pd o L Ledl e N3 b aoladl UPF agslg JI
JH=all

# dle VM JU=all:
tcpdump -i ethl -n udp port 2152 -w /tmp/n3 virtual.pcap

Olaill o, LladVl ol 1sla:

o poai XDP Blos 8laill (9 aSuis] dogS jolziy

o $lw 9 el axllas pii NIC & 562V ol

o s tepdump axllro sz il capianll (] sitall XDP (155 5 lio)
o ANOVp L ol o0l 45,5 Hlail ¢, bladyl s, UPF

oo nle ablaidl isos Lo UPF:

* [ obilaz)ly wlivbill axe u agzls bl
* [ oo &S, > GTP-U (UDP 2152) - alawlgs axllzo «llul alas XDP

62< boll (nle Jgraaldl

ilSuino sUasYl ColinSiuwl wlglas J=i ol 13):



1. posuinidl wloglao go>:

# el ologlso
uname -a
cat /etc/os-release

# ologleo OmniUPF

curl http://localhost:8080/api/v1/upf status
curl http://localhost:8080/api/v1l/map info
curl http://localhost:8080/api/vl/packet stats

# oMzl |

journalctl -u omniupf --since "1 hour ago" >
/tmp/omniupf.log

dmesg > /tmp/dmesg. log

# Sl ologlss

ip addr > /tmp/network.txt

ip route >> /tmp/network.txt
ethtool eth® >> /tmp/network.txt

2. go alShuodl e gMLVI:

o ,lxe] OMmniUPF

o slgi Hlao] Linux

° aSuidl bzslsishll lalnxo

o (awlwxll wlogleall 93>1) oSl cals
o alall ol Jzruldl wlalniso

ozl esley wlsla>

aLall wls 55lsll

alioYlg oSl wlalso -

Juolas - eBPF/XDP <5Vl lauog

apiillg azudly wlilas)l -

o ouplio - Prometheus slasVl olaSiwy



‘,o-.l.-ibLé-o-
° 6)[.0.9-

- Uas jgo, PFCP slaz¥l ColaSiuwlg
PDR 5 FAR 5 QER 5 URR
UPF aole & ,laig



agzlg wldoc Jul>

wbgizell Jgr>

© 0o N o U A WD -

e
= O

aole o ,los

2 aoll cugdl Lo pazivuall agzlg ;995 OMNIUPF (9 6,15Y1g adl joll ddoliv oS a>g)
wle agzlgll by oi . poimod] sgimo aalbg) ana=ll cidgll Phoenix LiveView ,94iq:

o Oludz) (ntrimdl cadoll (9 ass, PFCP wYlail g PDU alaiuill
o Jaclgall yaxs PDR g FAR g QER g URR wludzll groz s

o Jail wlasl bl ol puzi ojledl 6,05]

o wlgzlslly wllually ol axllre) wlibasYl arsdl o

o Ll plxziw) asaadl gaii €BPF 5932l

o le>Noly slas ¥l CliSiwY axsdl wMawadl yo e



el Sl

oo wlliin 82 go pSill a>9) Jolgis OMNIUPF wlaylaill axo  dagzlg jue REST awolll
J L

e olal> pMriwl PFCP wlbls Yl

o azoill Bolely p il OlauS] acled Laxs
o Llls pixll ojle aslie

o bVl upliog (isiznll wdsll (8 wlilazyl | Jswos]]
* lajl > dew guii €BPF Lgoloziwlg

eSull az9) Al Jososll

ol yisVl Jguooll

e aolio pSxill da>9) 9SG HTTPS &,5] pols le OmniUPF:
https://<upf-server>:443/

443 : ol 9Vl 39.i0ll (HTTPS Lls dxdg0 8olguv go)
Ryrivil
oo (oS pSadl asg) cdlais OMniUPF 9 config/config.exs:

oo o 828 (pgSs HSoy UPF wlin]l somio juiuil:

2655 333, UpF_hosts ;o o | OMNIUPF gro> (s8 caianll 3oz dnils 8 a>lio
PM' a.e_?|_9 stji.

adiriss aslaio JSU Jaisl) cugs olode oSl azg) L0451

* wlwladl - /sessions - wlwl> PFCP wlbli Vg
e xclgall - /rules - xclgé o= PDR g FAR g QER ¢ URR



e uilxell - /buffers - oSxilly o=l sl o
e wlibas Yl - /statistics - g wl)luelly ezl wlsbaz| XDP wlg>lgllg
e asmadl - /capacity - il 5> plaxiwl €BPF asudl aidl 1og

o 29S8l - /upf config - ;S UPF wllul sgims ouglisg

e wllmoll - /routes - wl,lus UE azgill JgSgi9 0 wlul>g (OSPF g BGP)
e wl, 26 XDP - /xdp capabilities - giog pc> XDP shhVl wl)ass

o wMauwadl - /logs - axdl oMzl e

olwlsdl o e
loul,Jl: /sessions
wlul> gror wludAl jo e o PFCP wMin (o wlbls ) Vlg alasiid] OmMniUPF &5ax0ll.

wloli,l yaxlo PFCP

olbls)| oz oz PFCP alaidl (oo aSxidl e Ylasl SMF/PGW-C):

>90sll o gl
sainll 9,20 634¢ 9,20 SMF ol PGW-C (FQDN ol IP)
Olgisll olgic IP J SMF/PGW-C ,uc JLolgill PFCP

adldl amadadl (9,20 awul> (5,20 PFCP bl )Vl Isgd Ul a>lioll

e Jlasl oo axill SMF L UPF

o oSl oo wYlasl 326 @l 0
o bl JS) amlnll O im0 papaxs g

alowuidl wlwd=dl Jga>



o bwd> oz o, PFCP wluwl> Jios uu.” PDU J alasud| UE:

SEID ool o disnall anulzll dylg alaii 8 20 UPF

SEID sumdl o diszall adll )l alasi 9,20 SMF

olgic UE Olgis IPV4 ol IPV6 pxziaol] wlizol

TEID G4 dylei alaii 9,20 GTP-U saclall g r0ll 45,

PDRs daad=dl 9 el LlasST aclgd Hac

FARs aall (8 azsill 85le] sl,2] aclgd sac

QERs 3qais 2198 dae QOS awmd=ll 9

URRs aalzl (9 plaziwY] ol aclgd sas

wlsl,=>VI dalpasill sxclall wloglro Loyl pwsill
<ol

o alouwlgs axfios IP: Hlgiz) wludzll (e gi)l IP J 53xe UE

* alouwwlgs axrfas TEID: aill &gl ddasi 9,20 alawlgy wludxll (Je ) gisll
o Juolai jo e tamd=dl gawgi PDR/FAR/QER (guwiis JSON JoSII

* 0lsi 10 JS cunmill iy tosildls casami

arwgoll amd=dl o e
ool s sl 59 "emsi” e jaill sis

¢ o0l LSl aclgd (PDRS): JSON go JolS TEID. plgic UE, 5,20 FAR,
5,20 QER. & lxis 0 SDF
o wl9,mo PDR aclgsll cuguill aode | Jaill ail - ol aLls
Juolis o 49 PDR alolSII

o lni,i PDRs sxclall (TEID # 0) ¢ eaxdl PDR saxclall



o lny i PDRs a5l (IPv4) e el PDR &)Ll
o lay 5 PDRs aJ;Wl (IPV6) ;¢ el PDR &l ;U1 IPV6
o ar>gill 6ole] s3] aclgsd (FARS): bl 2,5 gl slis] wolsl,2Y] oMl
agzoll aledl
o safii 2clgd QoS (QERS): MBR g GBR 5 QF| wlalzog Q0S 5,5V

o plasiawVl o, lai 2clgs (URRS): ozl alllly sasball) axall wlslas
(oUWl

el oV
Jlail yo saxs UE:

1. wlbulall gy | Jawl
2. lgic J551 IP J UE Llall (9

3. o damlzll 5979 oo 35U TEID muuall
4. 51555 o sixill grwsill, 05 PDR/FAR



wlwladl o ansl o

o il o8 wludzall sxs WJlaz] o Gix
e oo 8ac e o, UPF

o gl jg 00 dandRll goi i

olgis ¢ el IP ol TEID J 5320 UE

paclall oSG Laxal awdll guwgis 08
axzgi 6ole] wlolso (o o= FAR

wblxe| o 8= Q0S J QER

indoll cdoll o o livamall

JUasl &ll> axo pivgo sela -0lsi 10 JS Wik cuaxts wlulzll g e pois UPF:

o (Jiasl) mue: UPF cuminng Jowogll Ll

o (orl) wnmuo pat: UPF cumiy Y ol Joosll L5 ,ut
* 1z 2w o] axall A (o)) g o yat

aelgall 6,0l
sl ll: /rules

5 arzsill 83lely o )l ColawiST acled grozm) Yol Lams aclsall o e ,94s QOS oy lasg
< bud=l| o> s ,ob?'.huw.

g asdMe PDR - o adl oluuiS] aclgs
&> Laxdg yo s PDRs ¢ UPF el Llall Jasdl g casudl gilos go:
PDRs 62clall (N3 —» N6):

o alauwls el sl gigos TEID Juolss o ,a) PDR 8ramoll 5acLall
e TEID: 5o aly aai 5,20 GTP-U oo gNB (codl LI Jais - ,all J15)



o 9,0 FAR: aloioll azsill sole] sl,2) 82618 (aode ] Jaiws - aill al,ls
«ugs FAR)

e 9 20 QER: i 525D Q0S alay o)l sy doMs | Jaiis - aill alils
QER)

e wls 20 URR: dlay soll plaziwdl e aclgd (aode J] Jais - ,all alyls
s URR)

o Sadl dlj] aode sz, adl gwldl all ;] GTP-U

* wlauw o SDF: awoxll bl §935 cauivai 2199

PDRs al;LJl (N6 —» N3):

Olsic dawlgy el réamudl gigos IPV4A J UE Juolsi o 2] PDR a;UI
833=xall
° Ul,.i.(« UE.: L‘)|3.L$’— IPV4 (caxdl cfl.u 9 u‘og).xo) ,o.)..?uwum.” wlazel

e o FAR: il o)l ez gill 5ole] s> 62605 (aode ] Jas - ,all abls
—ugi FAR)

¢ <5 m0 QER: it 52605 Q0S alasyall (cusss aoMs o] Jais - aill alls QER)

¢ Lo 00 URR: alasiall phaniwdl o lar 26lss (aadle o] Jass - ,ail abls
94 URR)

e eiog SDF: awossll o ULl 5535 gibpe gios (s V. SAF Lnis, sdf + Lol ,is])

o i ‘guaill PDRs JSJ 100 (ol @@ cil) wlxaall (8 oSxill jolic go
(1000 uasVl axll azxiwo

PDRs al;LJI IPV6:

o J gavaill wlaglaill d2o 5 dgzls pci PDRs & Ul IPV6
o Jio JSugll yuasi IPV4 oslic alawly, muilao Sy IPV6
o oYl o) 5] alolSIl pazimoll dgzly gy dode adlio] HSay

cassss aoMe FAR - arzgill sle] sl,>] aclgs
&> o FARS Lgilolsog lgilsl 1] go:
ljaoll:

o Lm0 dbuwly ol ieasull giges FAR Juolss (o 4a) FAR b33l
o obsme wle il iladidl casdl FAR Juolss oo PDR Gl el Yoy



oAb puSw ntatmdl cadgll (w8 wlisamill FAR allxl opixdl alls

.)_94.:" ;_n.-o_gjl
9
FA{:" sl amsidll ssle] 826l o 400
azoill 53le] wlsl,>| eMel (FORWARD ¢ DROP s BUFFER
s>Vl

DUPLICATE g NOTIFY)

ol (Jlago/Js2io) adl ozl >

ag>oll w2l ol slis] wlolzo (TEID. olsic IP)

sl,>|] oMci FAR:

e FORWARD (1): ag>o)l | dojxll aszgi aole]
e DROP (2): ao =l Jolxs

e BUFFER (4): 0 30ll o aoixll i

e NOTIFY (8): oSl oo o] lriio] Jlwl
 DUPLICATE (16): 6530 wlgzg o] a0l 1S5

oeadl Jaous:

¢ ol aole Juasd) "ouaill dabasi” ol "ozl oiSas” e il
o JlanYl Wi 3LinSiw a0

o cl,o] ©luis FAR alay,> o eall Lle eBPF
22ls8 Uy QOS &S 4l wliss Lle asasll:
e lwall:

e wlb o e ail el Llall Jaudl QER Juolsi o PDR sy Jaisl)
wle cgall QER a0

o o ole sgall bl ai i oilalid] lawbuidl QER (o Jaidl sic PDR



o raw ipuaidl QERS (axiw JSI 100 (uol,il) wlraall 9 oSl jolic go
(1000 LuasdVl =zl

.)_9.4:.!."

9,20 QER

MBR (s2cLlall)

MBR (al;LJI)

GBR (62x<clall)

GBR (al;LJI)

QFI

ool
83618 9 520 QOS i)l (o ad] 8 LYl aic ,aill L6 PDRs)
saslall g0l &S, cadl Jazal uad¥l =l (Kbps)
a W1 o0l &S ,m) el Jase) GuadYl axll (kbps)
8¢ lall g 0ll &S 3 Ogeimall el Jrzo (Kbps)
a Wl g pall 4,2 geianll cull Jazo (Kbps)

393 3,20 QOS (5 asdcG)

e MBR = 0: Josoll 35 25, Y

e GBR = 0: (ygaiao §lai jo, e 329, Y) 2g7 Jiasl
e GBR > 0: (Jiass) yYgoino cu Jazas 925

oxll sacg ploiwd| gis aclgd o e

sl

o s alawlys el ieamull g3ges URR (s ginll URR sgiall Loy saxo

ale

o ol o Lle Lail aal) Juladl Jaiadl URR Juolai o PDR Loy Jaiill
wle cgiall URR o0

o Caw wle sgall bl pi tsledid] adaaidl URR (o Jaidl sie 591 osll
PDR ol jue ezl g

o i ipuaidl URRS (axiw JSI 100 (uol,ul) wlraall 9 oSl polic go
(1000 uas¥l =l



9,20 URR

é6xclall o>

al Ul oo

o]
ol

wlsl,>YI

o2l o e

o gll

s all el o)l a8 8,20 (o add] 8 LYl e jall LS
PDRs)

()

oo bl oyl UE oblll aSuid] W)

€

ol bl aSuil] o eauw i wlol, UE

onl¥ WS s Ul ]

oxg whlasll pusi 83leY axll 5 URR

oy JS go aaxll wdgll (9 whlasdl cuaxi oy
° u)l.x.l.zdb 6).':'3.6.1.] (0 2Ry

o laid ,ela, URRS s aall e pxxdl wls
o aauai piy URRS sl o6 (0 xie whblagdl graz) sl

el oV

1. cuss aode = selgall J| Jaul PDR
2. ¢ eyl TEID lgis ol IP J UE a0

3. 0l o Gixi PDR _ Lo FAR ¢ QER (umusuall

a>gill sole] & MSuino 9LinSiuwl:

1. cugs aoMe = xelgall (J]| Jaiil FAR
2. 9,20 30> FAR o PDR auud=l



3. o1 £1,5Y1 Ol o iz FORWARD (s DROP i BUFFER)
4. =z, uui)J| cliw] wloleo oo §axs

24 axdl 0 QOS:

1. uow aode = xelgall J] Jaul QER
2. osd Ol yo Giaxs MBR g GBR auwlull go slaws
3. aode (o i QFI 5 wlaondG

1. cusw aode - acleall LJ| Jawl URR

2. oroxzisall Glel Gls sinll ozl pznll con> iy @b
3. wdoll g ros ezl goi LiSL,

4. 6 508ll JolSi o G

ol 6,0l

sl ll: /buffers

wljuoll

Lo Lraizs Ll ol O 0 lall Go e oy UPF @l luell Juaw of Jaidl elasl sl
adlozVl wlibas Yl

gazall O jBell wlilas] wleglall d>g) o 2 P!

* &z ne dijall oAl sas el (sllaz] FARS

o djzall wllll pzo Wl ioluldl (la>]

* Jlo=| FARS: suc FARS &30 pj> Wl soini il

o JS) uad VI axdl FAR: JSI Lo zgomoll ol uadYl ax)l FAR
o izl ol uasVl axl i dlazs VI (uas VI i

o TTL (ilsill) dj3ell ol am Mo slgiil iz cadgll tan =l

wun> O ledl FAR



ozl Jgaz FARS & s3xall p il g

9 =0 FAR azgill 8ole] ¢l 2] sacls 9,20

o0l oae lag) aisxell o=l 5ac FAR

wlullsae il a3l wlylWl Jlez| FAR
dao j> p.\si dj jRo do j> ‘o”;y wio | lall
aoj> wanl @3 dojo> oY Lol llall

wlsl,> Yl (o> JSubs wale) O all 8 oSl 1

Oibell 9 oSl wlsl ]
JSI FAR g JSuir csle adWl 1 Y1 19555 1ai e o> go:

o 1) ousdll Blis] 1(a>]) Gessill Jelasi FAR (shz] aolle @, FAR)
o lag) sl dsraiss ((wlszl) gusmidl (aSes FAR

Ul wldec:

o xeled plaziwl @jiell o)l prezr Juiin 8ole] (& 51) &0 FAR aJl
o azgi dole]| V9o @il p iRl e> WIS (solo,) e

UJ'l:'u;." &r0> Qanko.

o ol (9 saoYl ez e
* 2ozl U]l puues FARS



JLVIl gu i andl e

1. g i ol Of o sas (JlawYl sl
2. o dls e i FAR (alriae 0985 0f caz)
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Jlail go gaxill wlwdzll jo e o saxs UE

Sl wladad) aclgall (ugSi (o Gim

axzsill 83le] slasi ol ol blaw) wlibasYl wél,

sLVI

o ool cuus 0lei 10-5 JS Blali oSl a>g) cuaxi oy
o Jiamill B3 6,080 ludzl pSlg8 (& i 25



o Laso alaisill YY) aian xcloall yo s pods (J d,im ut pgx> URRS)
o Ll sl Gl Ojlkall Gllas sai et UPF saxall

alall ol 55Ul

R R PDR 5 FAR 5 QER 5 URR

o asul bulaxig pueliolly olilasyl -

e puwwliod JolS &> 0 - Prometheus

. - clasl je0, PFCP wludzl jasiss

o wlinlill 420 ag2ls &2 - REST gaaills
o azgi Juolss - UE JolS5s FRR

. - gios) Juaio guigi XDP wloglzog €BPF

o lagisy asli oM -
¢ - wldae UPF &) lozall awaiglly dolall



9L,l gliogl XDP J
OmniUPF

wbgizell Jgr>

© 0o N o U A WD -

p 33, OMNIUPF XDP (g pandl <o lileadl S Lune) s15Y1 ale ol axdles). XDP s o

o)l amdlro gol o qows puSid 6l (EBPF) aogS (x8 aiSow alaii sl (x8 Jusiuill
il (8 pmdl oMo Bl ey i Josos duilio sSuall simios Jlisl o 4950 Las waSuiall.

3L, giog 333 XDP ol p suiii piy (pal €BPF a0l Lo Lo



Packet Flow

Metwork Interface Card

Physical NIC
Hardware RX .1 bmﬂad XDP
Fastest
Network Driver XDP Program
.virtio_net, ixgbe, etc on SmartNIC
. / Native XDP
Driver Processing .2
1 Fast
Linux Network Stack XDP Program
TCP/IP, routing in Driver
Stack Processing .3 )
' “Generic XDP
I Slow
Application XDP Program
OmniUPF in Stack

oy izl iz XDP el Gle S JSuin mumuall OMNIUPF s4ix galaiws <iS 13) Lo 52
el sotmer o> axllao.



g¢logl ai,lao XDP

U
Jlauyl

pl.):'ui.u.ll
62>9

axdl=oll
a8 yoll

< Lllai
NIC

PR
Hypervisor

ab
elaxiaw VIl

pl.a." emsjl

9 &S| dosS

~1-2 Mpps

~100 pus

sl NIC

&> Hypervisors

Suslaill L Lis Yl

xdp attach mode:
generic

LoVl giooll

QO )il zoli
S |

~5-10 Mpps

~10 us

o Jumi moli
XDP

Ol glall

(ar cwo90) LYl

xdp attach mode:
native

Jarozill grog

6 421 NIC

~10-40 Mpps

~1 us

SmartNIC oc)5 go
XDP

L (PCI
passthrough)

ol aslxll gélgo
Sl 533,11 Hlaill

xdp attach mode:
offload

Slis W Lais cawlio plell giogdl gyl il oV giogll paxisw! :anogill.



(ol i81) pladl guogll
o gl

Jos; XDP ol Jsriis e plell @BPF golin poiy Ol ame puSiy (o8 aSuisl] dogS (o8
giog Unl oo 13n a0l axlleas Juriinidl XDP aSaiv dgzly sl go Jozy aiSs.

SI.)S” uajlla.?

o aulll (8 doj> Vgulo 2-1~ :Jaidl Janoe (Mpps)
* doj> JSJ auliguShe 100~ (JlauVl o
o gai o ras ;S yell axdlroll 6259 scas (L 8lodl 4095 J| mums do =)l XDP)

PRETIT .

o Lo ,LisVlg yuglall

SETASA]

interface name: [eth@]
xdp attach mode: generic

gy adldl pjxll WYase dic a5l §ic puaww .glu cawbio jut pladl giogdl uiu
ay S yoll axlleoll 8259 5)lgw.



(el ar uoge) boVl ol
o gll
Joss XDP ol Jusiws cole nLo¥l eBPF s of L rosSaniadl Jasaiaidl golipe J51o

disse wle bblanll go 8562V o Giud EDI Isn 80y . puSi) (8 aSuid] dosS ] ol
6loil| sgimo.

bVl yaslos

o all 8 doj> Ugulo 10-5~ 1 Jaudl Jaxo (Mpps) slss JSI

* o> JSJ aulis So0 10~ 1 JlaVl o

o ol soims il @l do ) Jaixio tas;S poll axllroll 5159 scas
(S|

suilslog @58 sall axllzall 8355 a5l go (o> gawss (gawgall NIC

* (o (uogo) glis Yl puini
o e 33,5 Gl wdlan il alsldl as ol wls oSl
o LYl wlllis go a9l dnwgmll ol gy livaw

o <LVl pgi > puini (Sl
llai, XDP a6 go aSai Jusiini goli p sbo¥Yl XDP. olaso ocai NICS aiax)l XDP LoVl

NICs aul, j.all (bare metal):

* Intel: ixgbe (10G). i40e (40G). ice (100G)
e Broadcom: bnxt en
e Mellanox: mlx4 en. mlx5 core

e Netronome: nfp (Jroxill o> go)

e Marvell: mvneta. mvpp2

NICs ausl 9Vl (hypervisors):



VirtlO: virtio net (KVM. Proxmox. OpenStack) v

VMware: vmxnet3 v

Microsoft: hv_netvsc (HyperV) v

Amazon: ena (AWS) v

SR-IOV: ixgbevf, i40evf (PCI passthrough) v

ala> Mo VirtualBox aca Y XDP (Lais elell giog)l paxiwl) (aluaVl.

RYTACE]

interface name: [eth0]
xdp_attach mode: native

wle ulslall sani ouSois 08 o bl e Jgaxl) ulglall a2 o ldlaio NICS
apol i3V (oaud ,lail Proxmox oll).

o gll
Jass XDP oy Juiiss ol Janall eBPF 21 cale 6 mislie NIC (SmartNIC).

617l clloiy aiSlg sl (el an 489y .0l azlea) Blos ay55 rall azllzall 51>5 |5glnio

slLVI P
o aslill (S s> Ogale 40-10~ :Jaidl Jass (Mpps)
o s> JS) aulig,Sue 1~ :JlaVl o,
o iall oo s jarsS el axdleoll 5259 seas (ls axllzall NIC)

o 5518 33,5 Ui 95 uins (10G+ Juio JSJ UPF)



o 55029 g zo aslxll golgo
o (a8 poll axdlrall 8259 wlllaio Julas) aglSil) Gulwas yuis

6@@4.?3" ul...l.ln...o
lhsg acai SmartNICs Agilio ;o Netronome WL XDP Joxoll:
e Netronome Agilio CX 10G/25G/40G/100G

Jrozill giog willai, ala>Mo bare metal 5l PCI passthrough - @l sSi 6 glio jué

RYTACE]

interface name: [eth0]
xdp_attach mode: offload

aSai XDP e LoVl Proxmox VE

o axiay Proxmox VE aSwuidl 6 ezl VirtlO Ul VMs, ac sills XDP golip jus (sLoYl
Jarisill virtio net. Wlio bl ole Joaxmll julgladl sami uSas dle wazy w5 gos.

ollloioll ogs i1 sglazll
Sulglall i pgi I3lal:

o 83> 8lgs alnuwly aSuidl g el 45,5 graz dxllre aii (ol yil) a>ly ygulls
izl gic = sazly @S o axlleo
o> gy > @S0 axlles 6355 agil 8as ue &Sl g ek Lulslall dam



CPU Core 1 CPU Core 2 CPU Core 3 CPU Core 4

9 yulglall soni HuSos 12 69laxdl Proxmox
g ag>lg s il ,LzJl Proxmox
1. Jasaini 9lasl 08 VM (Lusinil s5le] lais ) Lslos

° s3> VM ag>lg 9 &b ol Proxmox
o Jasainidl cola,] e ,ail

2. aSamiadl lg= pumu



o o2Vl cusuill aole J] Jaul
o ol Loll aSuidl jlg> e Lail (Jio netd)
oy sl sl

3. yulglall 3omi (Harni

o yulolall sami" Ji> e camyl”
o 8 Lle alausl (bas §ilai ol VCPU 16 (uadl sz s olxll)

o s9lge Ll il

4. 53 VM
o ‘.).lu\l&).ﬁ.}l

solgl Jlouw jue i ,LxJl Proxmox

# SSH wioo oJ| Proxmox &b polaJl

# oo o axu |l WM b pladl
gm list

# o lsbdl soss guasi (Jowswl XXX @jyees VM b pldl)
gm set XXX -netO virtio=XX:XX:XX:XX:XX:XX,bridge=vmbr0,queues=8

# _J JUlo VM 191 go MAC BC:24:11:1D:BA:00
gm set 191 -net® virtio=BC:24:11:1D:BA:00,bridge=vmbr0,queues=8

# Lsic slay L 08 VM
gm shutdown XXX

# 0l o Jasiaidl oliy] piy wi> i |
gm start XXX

yulglall soe wluogi:

o 4 zluW oYl sl ulels (4-2 J x> VCPU VMs)

o 8 il plase) 4 oo ymlgle (8-4 VCPU VMs)
e 16 JlJl bW uadVl axll :,gslls (8+ VCPU VMs)



Jsbs sulglall 2am o §256 13 glasdl VM

Jssiss 51] 321 VM. jus S35l Jumanis @3 SSH LI VM samis:

# o0 bdl 50 sS5 g gaxs
ethtool -1 eth®

# axdginll ol xall:
# Channel parameters for ethO:
# Combined: 8 <-- b il dorall go @ lais ol wxy

Lgis o5

# awdeall 0 lohll cuwsl

ls -1d /sys/class/net/eth0/queues/rx-* | wc -1
1s -1d /sys/class/net/eth0/queues/tx-* | wc -1

# (Lo oSiy cwd idl dogall o) 8 LadMS Lghi ol wx

O+50i 14 bglazll XDP (9 LoVl OmniUPF

PSS i 09 OMniUPF:

# sl wlo o x5
sudo nano /config.yaml

gios satis @5 XDP:

# L
xdp attach mode: generic

# 2w
xdp attach mode: native

J#uh;;LTOnwnHJPE

sudo systemctl restart omniupf



Ol go S8 :5 sglazll XDP losiss (shoVl

# il eon oMaw joye
journalctl -u omniupf --since "1 minute ago" | grep -1
“xdp\ |attach"

# a=dgioll oo mall:

# xdp _attach mode:native

# XDPAttachMode:native

# Attached XDP program to iface "eth0" (index 2)

# oSl pMesiwl
curl -s http://localhost:8080/api/vl/config | grep xdp attach mode

# a=dgioll oo, mall:

# "xdp_attach mode": "native",
wMSuiuoe Proxmox assLuall
tolu BB, 9 Jis" alSuuoll XDP"
J=dl:

o ulglall sari (jiSai o s8xi (ethtool -1 ethO)
o slgil luo) o izt uname -r (5.15 = yoSy ol L)
o Juiwi goliu Jroxi g0 »Sb Virtlo: 1smod | grep virtio net

oSl go el e basd azly ol alShaall
J=Jl:

o 0 Ol wm VM g lall ol s (alisiss slee pud) Liles Lolio
e ooxxiwl gm shutdown XXX && sleep 5 && gm start XXX
o e 9 gaxi Proxmox: grep net® /etc/pve/gemu-server/XXX.conf



wlo¥l giogll go pamniy Y sbYI :alSuiaall
J=Jl:

o (JLwwVl 8 bVl cuini) S poll axdleall 8259 canis o Goxu

o Ll top - areYl e apS ol axllroll 83> plaziwl iy Ol wy

e wlila>] o o= XDP: curl
http://localhost:8080/api/vl/xdp stats

oxSoi XDP e LoVl Hypervisors
s>Vl

VMware ESXi / vSphere
paziws VMware Juziid| goliu vmxnet3 asx s3Jl XDP LoVl
o bllaiall:

o ESXi 6.7 wasl o
o Juiwi ol ylowl vmxnet3 1.4.16+ 9 VM
o 5562 lao] VM 14 wosl ol

sulglall somi (HaSoi:

2. wblag]l jo = VM:

o e gaVl guslall 5y il VM = whlxedl o
o ‘O.).ﬁ.lo—)d.w' |J9.zo

° Jxas ol JhtiuwwVl ils gajigi Ko Lol

3. cale o . vMX Gulolall o i) 15, lis):



ethernet0.pnicFeatures = "4"
ethernet®.multiqueue = "8"

4. 12l VM géxig:
ethtool -1 ensl92 # . loh]l sac o Gixs

o29% OmniUPF:

interface name: [ens192] # ,oxiw VMware sole ensl92
xdp_attach mode: native

KVM / libvirt (Raw)
e pulglall saxi HaSas Virsh:

# eSS o UM
virsh edit your-vm-name

aSaid| dgzly pand | Casol:

<interface type='network'>
<source network='default'/>
<model type='virtio'/>
<driver name='vhost' queues='8'/>
</interface>

ethtool -1 eth®

Microsoft Hyper-V

pazis HyperV Jusiil goliy hv netvsc pcay sl XDP LoVl



w Lllaioldl:

« Windows Server 2016 <>l ,i
o 9 +4.3 LSl ol wloas VM
e VM Wl Ll oo

Sulglall 3ami aSai:

PowerShell capas le Hyper-V:

# gaass VMQ (awol oYl adVl o W) - 8 oy lgh])l >a=s Hyper-V
Set-VMNetworkAdapter -VMName "YourVM" -VrssEnabled $true -
VmmgEnabled $true

o29% OmniUPF:

interface name: [ethO]
xdp_attach mode: native

VirtualBox
asx Y i VirtualBox XDP  aLoVl.
o9 aSwidl i ol p p985 Y ieanandl VirtualBox (e1000. virtio-net) lalg, duaiy XDP.

Lnis plall gioodl paxiwl 1 J=dl:

xdp _attach mode: generic # J x>9Jl LI VirtualBox

&0 g ()0 .9.92...]" b >sdl XDP

2655 32 XDP o JSuin Josy ail o §imi LoVl



1. wMouw o 92> OMNIUPF

# BJPSH oll.?»u_” R Die
journalctl -u omniupf --since "5 minutes ago" | grep -i xdp

# os el
# v "xdp attach mode:native"

# v~ "Attached XDP program to iface"
# x "Failed to attach” Si “falling back to generic"

2. ,xc 4 API

curl -s http://localhost:8080/api/vl/config | jgq .xdp attach mode

# axdginll oloxall:

# "native"

3. wlibos] Ho 99V XDP

# axdleo ol Lw! g XDP
curl -s http://localhost:8080/api/v1/xdp stats | jq

# oboxadl ol Jlo:

{
"xdp_aborted": 0, # (clbsl) 0 0o ol wxy
“xdp drop": 1234, # 659800l o=l
"xdp_pass": 5678, # oSl I adwell el
“xdp_redirect": 9012, # lgguazgi o lroldl p =]l
"xdp_tx": 3456 # adw,oll =]l



# pen Lxindl g Lo o5 153] leo gaxi XDP
ethtool -i ethO® | grep driver

# ) aouwid U Proxmox/KVM: el ol wx "virtio net"

# ) il VMware: Lghy ol w=, "vmxnet3"
# _J awid UL Hyper-V: ,gh, ol wxy "hv_netvsc"

5. sbLVI ,Las|

xg Jib il axlles o)

# pixdl Joso W81,
watch -n 1 'curl -s http://localhost:8080/api/vl/packet stats | jq
.rx_packets'

# 2-1~ :1pledl giogJl Mpps
# 10-5~ LY giog)| Mpps (10-5 yuwsiiX)

o MSuire 6LiaSiaul XDP

2ol 98] 9 Juind" 1alSuinall XDP" £, ais

olOOeVI:
o Uy dL,] oo Jius :lb> XDP agzloll le ethd

1. Jwisid]l goli s o5 o Go>u:



ethtool -i ethO® | grep driver

# op Jusiidl o Lo oS0 od 15]
virtio net/vmxnet3/hv netvsc. Jaz; ols XDP LoVl

2. sloidl lael (o Gom:
uname -r
# pcad 5.15 < 9oy ol vy XDP §oigo JSiy
3. golys 3929 Yo G2 XDP 659> 90:

ip link show eth® | grep xdp

# ol u Jlin oS 13] XDP Vol alyoxs sLdl pb  dumio o1
ip link set dev eth0 xdp off

J=dl:

o e8] culS 5] +5.15 W] sloill cappzmis o8
J prhjapb)qbhaRJ¢y>)SE\”rHO_net modprobe virtio net
o Juriidl golin pe @l 3] plall giosll | £92 401 XDP LoV

olall giogll | &>lis oVl miogll alSuivoll

weleVI:

oo i dmesg Jusisil moliy slasY:



dmesg | grep -i xdp | tail -20

asiliddl CLawVI:
1. peau ¥V Jussisidl goli s XDP Lo VI:

o Juriw gel s VirtualBox (J as> ¥ XDP _LoVYl)
o Jizini molu NICS doyasll

2. Jrto i ulglall sani:

o gax: ethtool -1 ethO

3. p£3 XDP Jloso yuSiu 6lgs n9:

# oS 15] loo gaxs XDP slgidl o Vado
grep XDP /boot/config-$(uname -r)

# )—@Jﬂ-' Ui (S0 Wi
# CONFIG XDP_ SOCKETS=y
# CONFIG BPF=y

ENIE

sulglall sasi (uSais 08 (s ,lail Proxmox)
o poxall Jurinidl goliy cuyaziy pb
o a5 o dloill sy sole] XDP oYl o) 13

LoVl giogll go ouumis V sVl 1alSuiuoll
Pl ool awii on ol Jaze oS5 LoVl gosll piSai @i igel eV

1. julglall o g jgi Yo G2



# )90 Wb JS ol be>] o gaxs
ethtool -S eth@® | grep rx _queue

# ol sae e aSomll gjsi e 0l wn
2. a S joll axdlroll 63259 ploaxiwwl Ho g2

# ol S a5 ol axdlealdl 8059 ploxawl W1,
mpstat -P ALL 1

# a5l 83 yue Bge Jaxdl 0 ol wumy
3. 0l go 22 XDP LoVl giogll (o9 Llad Jox:

# oo saxs bpftool (Gl gls I3])
sudo bpftool net list

# ek ol wxu XDP ag>ls)L Maio

J=l:

* (Hgulb 16-8) jwlglall sae 850
o slgdl 6 iz a5 joll axdlroll 8359 canis (uSos
o e @S el axllrall a9 9 LVl 9 bl oYl o gaxi hypervisor

coliu slad]l o (alShiuodl XDP (xdp_aborted > 0)

ol VI:

curl http://localhost:8080/api/v1l/xdp stats

{
"xdp _aborted": 1234, # slasYl ode Jxy ,bw o8



cla)] Loizs XDP goli 0l €BPF il slisl Uas axls.

1. $930dl &Mouw (Ho 9> eBPF:
dmesg | grep -i bpf | tail -20

2. aloy 3l o> 593> Ho GO

# bl s 9SG 065 eBPF ailias
curl http://localhost:8080/api/v1l/map info

# amd| oo %100 i Lilosdl oo o |

ENIE

o alny s plasl 850 @BPF (usSill (9
o slas] o il aall o)l o §ax €BPF
o 25 0l o i €BPF JolS juSiy 8lgi o8

wle Joxs V ,ulglall 5o falSiuodl Proxmox
ooVl ethtool -1 eth® (usSil o pi dl Lo lnas x>lg Houlb ,glay

1. 49 Yo 92 VM 9 Proxmox:

# @iioo Jle Proxmox
grep net0 /etc/pve/gemu-server/YOUR VM ID.conf

# ,eb ol u=y: queues=8

2. 0l g 22 VM Ll Lalis ols:



# Giioo e Proxmox
gm status YOUR VM ID

# el ol uxy "status: stopped" saJl Jus
J=dl:

# @ioo Jle Proxmox

# Josisdl acly o598l Josiidl lay L p8
gm shutdown YOUR VM ID

sleep 10

gm start YOUR VM ID

# Jslo gaxs o5 VM
ethtool -1 eth®

Jsii wolas] ulslall sae whus wllai @ agoe VM 65l @€ 20 uds (JolSIL
J5 15 e Jussinid| VM.,
IL,l sic YiIVI ja9, e talSiuodl XDP
weleVI:
o Lo L] e 03Vl o, pi : Ua> XDP

wllac cllais XDP ;38 CAP_NET ADMIN ¢ CAP SYS ADMIN.
J=Jl:

1. Jasaisis 08 OMNiUPF S root (ol )xall g ol):
sudo systemctl restart omniupf

2. pazuaws wuS 13] systemd. o )il Lle iz doasdl calo ol o i



# /lib/systemd/system/omniupf.service

[Service]

CapabilityBoundingSet=CAP_NET ADMIN CAP SYS ADMIN
CAP_NET RAW

AmbientCapabilities=CAP_NET ADMIN CAP_SYS ADMIN
CAP_NET RAW

3. e waS 3] Docker. go Jizuinidl 08 --privileged:

docker run --privileged -v /sys/fs/bpf:/sys/fs/bpf ...

sLVl ,uili yasdo

o ol axdlra) (il plall (o shYI @, lae OMNIUPF:

olleerl] plall giogll i’;', sl
el Joxo 1.5 Mpps 8.2 Mpps 5.5X &l
JauVl yo 95 us 12 ps 8x Jsli
as ;S o)l axdlroll 6259 plasiwml  85% (5ls 15% 5x LuSi
(1 Gbps) 82>ly) (acjgo) eslas
33,1l GUaill uasdVI 2zl ~1.2 Gbps ~10 Gbps 8X lel

Yl 9 il jaaloladl 3axi aSoi zo oV guiogll 5l oxiwl (amogill.



J 6,82Vl <luogi XDP

A o> yuisianl 165821 Sl shuis Jad : ogo Omnitouch %100 lgaslgs o 2aSTill
62350]l jundl wlllaiog LiugSs go-

NICs J 6aazll a9g 2all XDP LoVl
o3> NICS giog) lgass o $iaxill ai XDP go sLo¥Yl OMniUPF:

NICs (o Intel (J lg: w090 Bare Metal)

Ti90ill ac yaull Gob)" o<> XDP wlUasMall

Intel . dUos e 7l (cauio
10GbE ixgbe Lol v OTE o The e

X520 . x> bl jew gwlg

Intel , :

X710 10/40GbE  i40e wlol v Sulglall 532 lios et

Intel 100GbE ' wlol v bl Liasl VI Ll

Ice y <o

ES10 : o bt

Intel slgill) v bol  laill ollisY

_n e 1GbE b slgdl) v Jd >LizY 2>

i350 (+5.10 aizioll s34l

NICs (o Mellanox/NVIDIA (_JLe sl,i)



Z.'_.')’AJJI

ConnectX-
a4

ConnectX-
5

ConnectX-
6

BlueField-
2

25/50/100GbE

25/50/100GbE

50/100/200GbE

100/200GbE

NICs ;- Broadcom

c.')_ga.i."

BCM57xxx

series

10/25/50GbE

NICs auol,i9V] (Luisi VMs)

coli

mix5

mIx5

mix5

mIx5

coli

bnxt_en

oD

XDP
ol
Lol

ol

wlol

oD
XDP

bl v

wlasMall

uz e s Bl
as =l auwg=ll

o iR clbl]
6)'.@_?:3”

Liadl wasYl Ll
&Ll s, Glaill

SmartNIC w29 go
DPU

w Uas>MaJl

pols> 9 gl
Dell/HP



b :
aoniall gss NIC &0 e o o UasMall

Jomiaidl  XDP  ulglall

ool L) e J Juasl

Proxmox/KVM VirtlO virtio net
] Lol wllai, ESXi
VMware ESXi vmxnet3  vmxnet3 i o
v/ 6.7+
. Wi
NIC Lol indows
Hyper-V hv_netvsc ) oR Server
& Lo - v
2016+
i EC2 metal
AWS ENA ena whe Py _
v/ instances
. lhao Y ¢
VirtualBox sl alixo y L 050 M
i ele [0 el
J anaxdl Juosidl XDP (eBPF (e Joss NIC):
&Ll Ti90ill ac pull wlUas Mall

Netronome Agilio CX 10G 10GbE J 3Ss0ll sz gll pcaJl XDP Joxoll
Netronome Agilio CX 25G 25GbE el el mol p wllayy

Netronome Agilio CX 40G 40GbE (5,000-2,500%~) I35 il lanal,

Netronome Agilio CX 100G 100GbE auwwdell a> 0l lnse

alasMo: NICs Lle 15w willaig «paill alanly 16,00 66> Juaxill go bare metal. waxy
iaid] plago paziws ol XDP s o Yoy LoVl



go O@P 95l 030 oo x| o5 OMNIUPF gyl Lo
asiljaall ,L> (10-1 Gbps)

 NIC: Intel X520 (10GbE 3aioll zg3 )
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