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buffer port = 22152 # 00000 UDP Ooooon

0o

* J0000000000000000 buffer max packets (00 20,000+



+ (0000000000000 buffer packet ttl (00 15 (]
(000000 buffer packet _ttl (00 10 O0O00OOO
* [O0O00OOOOOOCOOOOOOOCOOOODOO

0ooo0ooobooon [

NN
000000
0000000000000

* RX [00000OCOOCOOO
» TX 0000000000000
* [O0O0OOOOoOOoOoOOo0a
* GTP-VU [J00000000CO

0000
Oo0oo0ooOo

« 000000000000000
- D@<0000000000/00
« 000000000 TEIDOOOO UE 1P

XDP [0
eXpress JU00000CC

 XDP [0 XDP 0000000
+ XDP (0000000000000
« XDP [0 XDP 0000000
« XDP 000000

N3/N6 0000

0ooo0ooooo



e N3 RX/TX[O RANOgNB/eNodeB[ O

« N6 RX/TXO00000000
* [O0000O0Oo0OOO

0ooo0oootooo [

Hooo

eBPF (00000
UPF (0000 eBPF 0000O0000OO

+ [O00DO000OOODOO0OO
* (000 eBPF O000CO0

* (0000000
o [000<50%0000

o [J0050-70%0000
° [J00070-90%0000
o [J00>90%0000

Oo0oo0oooo

e uplink pdr mapJ000000

* downlink pdr map {00 IPv4 O0O0O0O
 far_map (0000

e ger _map[JQoS [0

e urr_map 00000

0oooo

* [0 PDR [0000000OOOO + 0000
« 00000 UPF OOO000€€<€000000
* 000000000000

Oo0ooooooo O



jooo

UPF 00
00000 UPF 00000

N3 0000 RAN 000 1P 0OOGTP-U[
N6 00000000000 1P Od

N9 (0000 UPF 00000 1P 000000
PFCP [JJ000 SMF 000 1P 00

API [JOOREST API 0000

Oo000Prometheus 000

0oooooa

000 eBPF O000COO

00 N3 000000 N3 0ooo
00 N9 000000 N9 0000000000

Oo00o0oo0Oo O

Juod

Ho00o0odOoooooo0a

Hooodo
O00PFCP 0000000VE 00000000
0000000

1. PFCP 0000

o [0 SMF 000000 UPF PFCP 00000 88050
° 00000000 PRCP 0000
° 00 SMF [0 UPF 00000 1D 000000



2. eBPF 00000

o O00000C000=>90%00000000
o [J UPF 00000 eBPF 0000
o J0000000O0OOO

3. 00 PDR/FAR []]
o [0 UE IP 000000000

o [0 TEID 000000
o [0 FAR 0000000CO

4. 00000

o [0 N3 [0 IP 00000 gNB [0
° (0000000 Né 0ooooooo
o [0 GTP-U 0000O000OO

HO0000000000O [
000000000
O0O0VE 0000D000CDO00OCDOO
HOo0000o

1. PDR [0

o 000 PDR TEID 00 gNB 000 TEID [
° {000 PDR UE 1P 000000 1P OO
° 00 SDF 000000000

2. FAR 000
o [J0 FAR 00000 FORWARDQOO DROP [J BUFFER[]

o [0 GTP-U 00000000
o (0000000



3. QoS [Ji00

o [J0 QER MBROIOOCOOOO
o [0 GBROOOOOOOOO
o J0000o0000U0ODOOO

4. 00 MTU (O

° [0 GTP-U [0040-50 000000000
o [0 N3/N6 (0o MTU [0
°o [0 ICMP 000000

Hooodo
O000000000000000
0000000

1. 00000000

o [J0 FAR 000000 20
° [0 SMF 00000000000000
o (0000OobObOoOOo0a

2. 00 TTL O

o J0000000O0OOO
o 0000 TTL 0000000000
o (00000000

3. (00000

° 00000000000 FAR OO

o [(OIO00OO0OO00CO0O0O0
o [0 max_per_far [J max_total 0000

0ooo0oootooo [



jooo

OoOf0odOobotooOoon
0ooooon
1. 00000

o eBPF 000 64 0000000000
o JO000000O0OOO
o [0 URR 00000COO

2. (000000

o [0 eBPF [000OCOOO
° (000000000000 eBPF OO
o [0 XDP 00000000

3. (000000

o [IN3/Né 0000oootrOoon

o @eeIIIIee® eBPFIII000000

° 0000000000 XDP Oood

joad

00000000C00OCPU OO
0o

1. 00 XDP (0000 XDP 00000

2. [0 eBPF [00000000CO0000O
3. [0 CPVU [000eBPF O000OOOO
4. 00000000 NIC 0000 Xop O

0oooooa

 XDP [J00000000 10M+ 000



+ PDR 00000 POROOCOOCOOO
* 0000000 UPF Q00000OCO
+ 0000000 NIC Do0000ooOoa

pooooooooO [

Hodn
00000000

0000 UPF 0000000OOO00O

Oo00o0o00o0

* J000OCOYAMLODOOOOCLID
* JOOOOUPE/PGW-U/SGW-U[]

« XDP 000000

o [ODO000Proxmox[JVMware[JKVM[Hyper-V[VirtualBox[]
* NIC 0000 XDP Oooo

* 0000000

* 0000000

000 XDP 000000000

+ XDP [00000000/00/000

* JO0000ooc

e Proxmox VE [J0 XDP 0000000

* 0000000000

¢ VMware ESXI[JKVM [] Hyper-V XDP [[]
 XDP 0000000

+ XDP 0000000



0oob00ooooa

eBPF (0000000000

00000 XDP 0000000

PFCP 00O

00000GTP-U 00000 22152[]
QoS NIN0000005ms (00
000003.5u4s 00010 Mpps/core[]

PFCP 0000O00O

0000000 (PDR) - 0OO0

000000 (FAR) - 0000000000

QoS 000 (QER) - OO0 (MBR/GBR)
000000 (URR) - 0000000
Ooo00ooooo

0o00o0o00a

0oob00ooooa

N3/N6 000000000

XDP [000000/00/000/000
00000000 eBPF 000OCO
Jo00o0oOU0oiOtOo0Oon
Oo00o0o0Oo0

Oo0oooooa

Oo00o0o0Oo

Ooooooon



O000000/000000
U00COPDROFAROQEROURR 00000
Oo00o0o0oo0a

Oooooon

eBPF (000000

0ooa

000 REST APl 000000

OpenAPI/Swagger (0000
API 000000000000
PFCP 0000000

0000000 (PDR) - 1Pv4 [J IPv6
000000 (FAR)

QoS (000 (QER)

000000 (URR)

Oooooon

IENENEN

00000 FRR 00

eBPF 000

aoo

Ooooooo

00 API 000000

Prometheus (0000000

PFCP 000DO00DO00OCO00D0O0O
XDP 00000000000
JoC00000O0oOo0Oo0ooo0
PFCP 000D000D0O000CO00O
URR (0000 PFCP 0000000



Ho00000O0O00D0R0OO000
O0000000COODLDR 000
eBPF 00000000000
Prometheus 000

Grafana 0000

PFCP (000000000

e 000000 3GPP OO0OOTS 129.244(]
* JO0dOOoO0OOdOOoOdoOdodooOon
* JO0000oooon

e [0 Prometheus (0000000

* 000000000000

* JO0000oO0

* 00000000

FRR 00000000

* FRROOOOOOUOOOOOCO

« UE (0000000

* J0000D0RO0000

[0 OSPF J BGP 00000
» OSPF OO0

» OSPF [J0 LSA 00000

* BGP (JO0COO

« Web Ul 000000

* J0000COo

* 000000 Mermaid []

0000 1Pve O00d 1Pve [0 1Pv4ve PDN [0



000000000 Ipve 0000

UE IPv6 00000

UE /128 0000 OSPFv3 [0
IPve 00/00000000

0000 1Pve 0000000

0oob00ooooa

0000000000
O0000o0

PFCP 000
O0000on

XDP [] eBPF ]

0ooa

O000000000ProxmoxVMware[VirtualBox[]

NIC 0000000
0oooon

Huooon

00000 OmniUPF

1.
2.
3.

Oo00o0o0Oon
000000
000000

00 Proxmox [][]

1
2
3.
4

- J000000000



0ooa

- 0000 XDP 000 5-10 000000

LA

0oooooa

00 VE 000 FRR [

1. - J00000000O

2. - 00 APLOD

3. - 000000

4. - OSPF LSA ]
[0 REST API

1 - 000 APL OO

2 - 000 AP OO0

3. - API 0000

4 - Web 0000 API 00000
000000

1. - 00000

2. - J00000000



3. - J0000000

Hooo

00 APL [0

OmniUPF 0000000000 REST API

# (0000
GET http://localhost:8080/api/v1/upf status

# PFCP [
GET http://localhost:8080/api/v1/upf pipeline

# 10
GET http://localhost:8080/api/vl/sessions

# [0
GET http://localhost:8080/api/vl/packet stats
GET http://localhost:8080/api/v1/xdp stats

# (000
GET http://localhost:8080/api/vl/map info

# 000
GET http://localhost:8080/api/v1/upf buffer info

00000 API 000000 Swagger ulO00 http://<upf-ip>:8080/swagger/index.html

000000



# /etc/omniupf/runtime.exs

xdp_interfaces = "eth0" # N3/N6/N9 0000

xdp_attach mode = "native" # "generic" | "native" |

"offload"

n3 address = "10.100.50.233" # N3 []J IP

pfcp address = "10.100.50.241" # PFCP OO0

pfcp port = 8805 # PFCP [0

node id = "10.100.50.241" # PFCP [JOJ ID

# [0

max_sessions = 100 000 # 0000000

# API

api port = 8080 # REST API [0
Oodooo

 eBPF [JJ00 < 70%[0000

 eBPF [JJ00 70-90%0000 1 000000
« eBPF 000 > 90%000 - 00000000
* 000000 < 0.1%000

« 00000 0.1-1%[00 - 000

« 000000 = 5%000 - 0000

« XDP [][] > 0[leBPF 0000000

3GPP 000

OmniUPF O0O00 3GPP 000



0d 0o

TS 23.501 5G [JJ (5GS) 00000

TS 23.401 E-UTRAN 00000000000 (GPRS) OO

TS 29.244 [I0000C00000CCO0 (PECP)

TS 29.281 [JO000000 (GPRS) OOOOCOOO (GTPv1-U)

TS 23.503 5G [J{ (5GS) 000000OCOO

TS 29.212 [J00000O0 (PCC)

i
5G 0000

3GPPIIN000000 - DOROOOOO
AMFJ000000000 - 5G 0o0o0o00o0oOo
CHF[JI00O - 5G 0000

DN{O000 - 00000B00OMSOO00
eNodeB[][]J] B - LTE []]
F-TEID00J0000000000 - O 1P 000 GTP-U 00 1D
gNB[J0000 B - 5G 0
GTP-UJ00I000DO0000000O0 - 000200000
MBR[J00O - QoS OO0idooood
GBR{IOOOC - QoS 0000000000

N3[JRAN [J UPF 000000000000

N4[SMF ] UPF JJ0000OPFCP OO0
N6[JUPF [I00000C0000000000

NO[0 UPF 0000OOVPF 0000000000
PCFU0000O - 5G 00000

000

5G UPF OO0000

LTE UPF (PGW-U) [0

N4 PFCP [0

GTP-U [0

QoS 000

QoS (10



 PDUI00000 - 5G 000000

« PGW-CJPDN [J00000 - LTE 00000000 SME
« PGW-U[JPDN 0000 - LTE 0000O0OUPF 0000
* QFI[QoS (000 - 5G QoS (O

* QoS00 - IODO0ooUoO

« RAN[000OO - D00OOgNB/eNodeB(]

e SEID[000000 - PFCP OO 1D

* SMFJ000CO - 5G 0000000000000

« TEIDJ00000O0OO - GTP-U OO 1D

« UE[J00C - 0000

« UPF[J0000OC - 5G 000000000

PFCP [0

e Association: SMF [J UPF 0000000

* FAR: (J00000 - DOROOOO0OO

* 1E: JO00 - PFCP 0000

* Node ID: UPF [J SMF 00O (FQDN [J IP O0)

* PDR: 000000 - DO0OOCOOCOO

« PFCP: 00000000 - N4 0000

* QER: QoS [J00 - 000000000

 SDF: 00000 - D000RO0O00

e Session: [J[] UE PDU [J PDP 000 PFCP [

* URR: 00000 - 0000O00CO

eBPF [] Linux [0

* BPF: 00000000 - 00000000

« eBPF: [JJ BPF - 00000000

« Hash Map: eBPF (0000000000

* XDP: eXpress [J00 - 000000000000
e Verifier: [J eBPF 000000000

* Map: (JJ00000000CO eBPF OO0OO



* Zero-copy: [[JI000OC0000COCO

OmniUPF [J[[]

OmniUPF: [JJ eBPF (0000000000
Datapath: [[0000000eBPF 000
Control Plane: PFCP (00000000
REST API: 0000000 HTTP API

Web UI: [I00000COOC



OmniUPF

[
1

© o N vk W

il

OmniUPF I eBPFI00C0O00000CO000 XDPUOOOOOOOOO 5G/LTE 0U0000C0000000O0
(000 Elixir/OTP 00000 GenServer [1 PFCP 0000000000000 Linux 00000 eBPF 00000
OO0ODOOOOONODOOOOOUODOOOOCODOOUOan

eBPF 00000 ipentrypoint bpf.o000 C 00000 ebpf/xdp/ 000000000000 NIF OO0
libbpf 00000 Elixir Q000000



ozl

N300 NE [
[0 RAN [ GTRU [ P
4 doPOmo !
XDP O N3 XDP [)]] N6
0o o
-

b DOO0DENxirOTRY
PFCP GenServer ‘ Phoenix REST AP ' DB 1]
\R“-H____h h‘“ﬂ-—-,_____ \“'-u._._____u S 2 ) e .
| e S S a
Y ' :
= TN =BPF (A 7 a— —
=" - \\. . K‘&._ s \. -
PDR [
i FAR 00 QER 1] URR (1
uplink_pdr_map
downlink_pdr_map far_map qer_map urr_map

Hooodo
000000

* [0000000000a
* J00000000000000
* [0 XDP 0000000



0oooooo

* eBPF 00000 CPU 0000
* 000000000
* 00000/00000

0oooooa

e XDP 00000 SmartNIC [

* (000 XDP 0000
* (00000000000

eBPF (][]
(000 eBPF[]

eBPFI000000000OCCO000000 Linux OO0CCOOOO0000OOODCCOO0OOOOOO000000O0
0oooood

0ooto

* [000eBPF [O0OOOOOOOCOO
* [O000OOOOOOOCOOOOO0a
* [000000OOO0Oo0OO0OOO
+ JO00C0O00O0OOO



eBPF (0000

‘ 0ooo ‘ I eBPF [0 ‘ ‘ JIT €00 | O00eBPF 0000
0 eBPF JOOELF
ooooo:
- 00000
- 000000
- 0000000
Iy )
0000000
00oo
00oo Fo
[Ooon!
0ooo
000 XDP 000
0000000000
00 eBPF OOOPDR/FAR/QER/URR([]
0ooo0n
\
‘ 0000 ‘ I eBPF [0 ‘ ‘ JIT ©9€00 | O00eBPF 0000
eBPF []]

eBPF (0000000000 eBPF 00000

OmniUPF (00000000

0oooooa




OO0 ao ao
BPF MAP TYPE HASH 0000000 [] TEID [J UE IP ][] PDR
BPF_MAP_TYPE ARRAY 00000000 [ 1D 00 QEROFAR[JURR

BPF_MAP_TYPE PERCPU HASH [ CPU [JOO0OOOO OO0 PDR OO
BPF MAP TYPE LRU HASH LRUOOOOO0OOOOO 0000000

0000

« [00O(1) DOO0000CO0
* JO00C0O0Oo0OOO

* J000000Oa

* JO00000OO00OO

XDP 00

XDP [

XDPOOIOOOOOOOOO Linux 0000000 eBPF O000000OCOO000OCOO000CCO00000OO0

XDP 000

OmniUPF 000 XDP 0000CC000000000000C00O0O0



o0om eBPF 00 JIT €960 O00eBFF OO0OO
[0 eBPF ODELF]
O000:
- 00000
- IO0000
- 0000000
alt [oooon
0000000
oaao
Oo0d Fo
00001
0000
e
000 Xoe 00 _
O00OM0000
[0 eBPFF OJOPDR/FAR/QER/URR
O0mao
o0om eBPF 00 |IT S6-400 O00eBFF OO0
1. XDP [0
JO000000000

* eBPF 0000 SmartNIC 00000

(00000 NIC 00000000 CPU
» (99 100 Gbps+ 0

e 0000 SmartNIC[JNetronome[JMellanox ConnectX-6[]

0000 runtime.exs [0



xdp attach mode = "offload"

0o

« 00000 SmartNIC O
* 00 eBPF 00000
* 0000 eBPF 000000000

2. XDP [I000000000O000CO

Oo00o0o00o0

* eBPF (000000000000

* (000 SKBOOOOOOOOOCOOOO
e 000000 10-40 Gbps

+ (000 XDP 000000000000

OO0 runtime.exs [

xdp attach mode = "native"

0o

* [00000O0O000O0C0
* 00000000
* (00 eBPF 000

000000

J000i40eicelixgbe[Jigb
Mellanox[JmIx4[JmIx5
[O00bnxt

O000ena

000 10G+ 000



3. XDP 000

0ooo0ooooo

eBPF (000000 SKB 000
XDP 000000
0oo00ooooo

Oo0ooood

OO0 runtime.exs [

xdp attach mode = "generic"

0o

* [0ood

* 0000000 SR-10V 00000
* 0000000

* 000000

0001-5 GbpsOOOOOO0/000

XDP 000

eBPF (000 XDP J00000000CO00O0000CO



0ooa 0d 0 OmniUPF (000

XDP_PASS 000000000000 O00oo0ooOoieMPOOOnn
XDP_DROP 0000000 O00000000000000
XDP_ TX 0000000000000 Ooooo

XDP_REDIRECT  [00000CO0OOC OO000OCON3 « Ne[d

XDP_ABORTED 000000000000O - eBPF OO0OO

N
0000

OmniUPF I eBPF (0000C00000CCO0O0O0

. . qger_enforce . far_execute .
tail_call tail_call - tail_call = tail_call XDP_REDIRECT
- ) - . DD oos ) DD ) )

0ooa

00 eBPF 000000 eBPF OO
Oo00o0oo0oooooa
0oo00odooooa

00 33 000000



N3 00 XDP [0 ‘ PDR [0 ‘ ‘ QER 0000 ‘ ‘ FAR 00 ‘ ‘ URR [0 ‘ N6 00

GTP-U JO00TEID 56780
00 TEIDOOO uplink_pdr_map
| J (00 PDR]
00 FAR IDJQER IDJURR IDs
0000000MBR
[ [ooo
00 FAR 00
| (00oom
goGTP-ug
00 TTLO0000000
000000
XDP_REDIRECT [] N6 ]
(0000
000 GTP-UOTEID=FAR_ID[
XDP_PASS 00000
[o0oom!
XDP_DROP
(000!
XDP_DROPOOOOOO
{000 PDR]
XDP_DROP[] TEID

N3 [0 XDP [0 ‘ PDR [0 ‘ ‘ QER 0000 ‘ ‘ FAR [0 ‘ ‘ URR [0 ‘ N6 [0

Jooooon

- o - - o - o - T R



eBPF ][]
0ooooo

joad

OmniUPF [0 max_sessions JO000000000

PDR [0 = 2 x max_sessions ([0 + 0O0)
FAR [0 = 2 x max_sessions (00 + 0O0)
QER 00 = 1 x max_sessions (0J00O00)

URR 00 = 3 x max_sessions (00000 URR)

J00max_sessions = 65,535[]]

« PDR 0000 131,070 [0
« FAR [0131,070 [

« QER [J0065,535 [

« URR [J0131,070 [

0ooa

PDR [JO03 x 131,070 x 212 B = ~83 MB
FAR [0 131,070 x 20 B = ~2.6 MB
QER [0 65,535 x 36 B = ~2.3 MB
URR [JO0 131,070 x 20 B = ~2.6 MB

000~91 MB 0000



Hond
0000

OmniUPF [0000CC000000000000CC0000 GTP-U 0000 UDP O0000O000000O

jooo

Parse error on line 10: ...0J00<br/>000FAR_ID - [10001 end -------------=--------- ~
Expecting 'SQE', 'DOUBLECIRCLEEND', 'PE', '-)', 'STADIUMEND',
'SUBROUTINEEND?, 'PIPE', 'CYLINDEREND', 'DIAMOND_STOP', 'TAGEND',
‘TRAPEND', 'INVTRAPEND', 'UNICODE_TEXT', 'TEXT', 'TAGSTART', got 'SQS'

Huooon

000COOOFAR 000 2 0000eBPF OO0

1. 00000000
orig packet len = ntohs(ip->tot len); // 00 IP [J
2. 000000

// 0000 IP + UDP + GTP-U 0000

gtp encap size = sizeof(struct iphdr) + sizeof(struct udphdr) +
sizeof(struct gtpuhdr);

bpf xdp adjust head(ctx, -gtp encap size);

3. (000 1P OO0



ip->saddr = original sender ip; // 00000000000

ip->daddr = local upf ip; // 000000000000 IP
ip->protocol = IPPROTO UDP;
ip->ttl = 64;

4. [0 UDP ]

udp->source = htons(22152); // BUFFER UDP_PORT
udp->dest = htons(22152);

udp->len = htons(sizeof(udphdr) + sizeof(gtpuhdr) +
orig packet len);

5.00 GTP-U [0

gtp->version = 1;
gtp->message type = GTPU G PDU;
gtp->teid = htonl(far _id | (direction << 24)); // 00 FAR ID [

I
gtp->message length = htons(orig packet len);

6. ] XDP_PASS[]

° 0000000000 UDP 0000000 22152
o (00000o0ODOOOOOOO

Huooon

000CO0OSME 00 FAR 000 BUFFER 000000000CO0OO



N3 [T X0OP [ POR ] QER [T FAA URR 1)

GTPRU TEID: SE78,

Il TEIDLLN) uplink_pdr_sag

[0 PO#)
FAR IDDCER IDJURR IDs
-
1]
F&R
— 00000
GTP
TTL
-—
0P REDMRECT [] e
oo
ETP-UTED=FAR D
HOP PAsS 1]
oo
XOP_DROP
oo
ADP DROP
[0 PDR]
iy TEIL
N3 [T X0OP [ POR ] QER [T FAA URR 1)

OFAR [0 10,000000 OO FAR 0000COOOO

ada 100,000 000  OOOOOCOOO
OooTTL 300 0o00o0o00o0
aooo 22152 0000000 UbP OO0

000000 60 ] Oo00o0o00o



QoS [0
000000

OmniUPF (100 0000000CO 000 QoS Ooooo

Parse error on line 5: ...= packet _size x 8 x (NSEC_PER_SEC / rate ---------------
-------- ~ Expecting 'SQE', 'DOUBLECIRCLEEND?, 'PE', '-)', 'STADIUMEND',
'SUBROUTINEEND?, 'PIPE', 'CYLINDEREND', 'DIAMOND_STOP', 'TAGEND',
‘TRAPEND', 'INVTRAPEND', 'UNICODE_TEXT', 'TEXT', 'TAGSTART', got 'PS'

Joooo

00000 ager.hO



static _ always_inline enum xdp action limit rate sliding window(
const  u64 packet size,
volatile  u64 *window start,
const  u64 rate)

static const  u64 NSEC PER SEC = 1000000000ULL;
static const  u64 window size = 5000000ULL; // 5ms [

// 00 = 0 000000
if (rate == 0)
return XDP PASS;

// 10000000000
__ub4 tx time = packet size * 8 * (NSEC PER SEC / rate);
__u64 now = bpf ktime get ns();

// 000000000000D00000000
__u64 start = *window start;

if (start + tx _time > now)
return XDP_DROP; // [0

// 000000000

if (start + window size < now) {
*window start = now - window size + tx time;
return XDP PASS;

}

// 00000000000
*window start = start + tx time;

return XDP_ PASS;

0000

* [00005ms[15,000,000 OO0
* [O0000O0OOOOO0G

* J00000o0OO00O0OOO

« MBR = 00000000



QoS [

OO0OMBR = 100 MbpsOO0000 = 1500 00

1. 00000

tx_time = 1500 0 x 8 [/00 x (1,000,000,000 ns/sec +
100,000,000 bps)
tx _time = 1500 x 8 x 10 = 120,000 ns = 120 us

2. 00000

o 000000000 t=6 0000000000000 t=12ews 0O
o 000000 t=1e6us 0000000000
° (00000 t=156us O000C0000000CO0

3. (0000000

Max PPS = (100 Mbps + 8) + 1500 [0 = 8,333 [000/0
00000 = 120 us

Juod

0
0o aoa 0o0/0 0o
XDP [JSmartNIC[] 100 Gbps 148 Mpps <1upus
XDP [J[J]10G NICOOIOOO 10 Gbps 8 Mpps 2-5 s

XDP [J0J10G NIC4 00O 40 Gbps 32 Mpps 2-5 us

XDP [ 1-5 Gbps 0.8-4 Mpps  50-100 ps



jooo

O00000000XDP 0000
1l 1l
NIC RX 0.5 us
XDP 0000 0.1 ps

PDR 00000 0.3 ps

QER 000 0.1 s
FAR [ 0.5 s
URR [ 0.2 us

GTP-U[OD/000 0.8 s

XDP_REDIRECT 0.5 ps

NIC TX 0.5 s

ad

0.5 us

0.6 ps

0.9 us

1.0 ps

1.5 pus

1.7 us

2.5 us

3.0 us

3.5 us

00000000 ~3.5 usOXDP [0010G NIC

CPU [0

Oo0oooo0

* [0008-10 MppsOXDP 00

* 00000012-15 Mpps
* (000000000000 8 o0

000000 €PU 00000



CPU % = (00000 / 160,000,000) x 100% [
0002 Mpps 0000 ~20% 00000

joad
eBPF [0

* [0000~100 nsO00000
* [J0000~300 nsOOooo00
* [J0000~50 nsO0000000

0oooooa

00 = 00000 = (D0O0O0000 + 0000 = 64 [00)

0010 Mpps % (1500 B + 3 [J[] x 64 B) =~ 160 Gbps [0

Hooooon
0000

00 UPF 00

Setting SMF as parent of SMF would create a cycle

00000

 SMF [J UPF 00000000
* [0 UPF 0000 VE 000
* (00 UPF 000000000



jooo

CPU 00

1. 0 XDP 0000 CPU 00O
2. [J0 RSSOO0O00O0O RX OO
3. [J eBPF 0000000OCO

NIC 000

1. 00 RX 0000000
2. 0000 NICORSS(]
3. (0000000000

0000

# [0 eBPF J00O0O0O0OOCO
ulimit -1 unlimited

# 00 IRQ 0OO0OO XDP (O
systemctl stop irgbalance

# [0 CPU JO0O0O0OOOO
cpupower frequency-set -g performance

# 00000000
sysctl -w net.core.rmem max=134217728
sysctl -w net.core.wmem max=134217728

joad

0o

00 CPU OO0 = (OO PPS + 16,000,000) x 1.5 (56% 00)
0000 = (0000 x 212 B x 3) + 100 MB (eBPF [0 + 0O0O)
0000 = (00000 = 2) + 16 Gbps (CO0O)

000100 000000 20 Gbpsd



e CPU: (20 Gbps + [J00 10 Gbps) x 1.5 = 3-4 [
e [J: (1M x 212 B x 3) + 100 MB = 750 MB
e []: (20 Gbps x 2) + 10 Gbps = 50 Gbps ][]

Juoa

. - 00 UPF 00000

. - PDROFAROQERJURR 0000
. - 0000000

. - 000000

. - 0000000

- 0000000ODOOCODOOCOO0Oo0a



OmniUPF

[
1

© o N vk W

il

OmniUPF JJ0000000COO0D00CDO0D000D0O00 4G (EPC) [0 5G O0000ODOOCOO
Elixir/OTP 000000 Elixir 0000 ( runtime.exs) 000

0000000000000 /etc/omniupf/runtime.exs OO0000000000000000000 UPFQ

Juoa

OmniUPF 00 000000000000



Control Plane

OmniSMF

OmniPGW-C OmniSGW-C
(5G)

(4G) (4G)

N4 PFCP Sxb PFCP Sxc PFCP

OmniUPF Unified

jooo

00000 00000SMFOPGW-C [1 SGW-COO00000000 OmniUPF [0 PFCP 000000000000
[] OmniUPF [

0000

* OmniUPF O000000000C00000 PFCP OO0
« [0 OmniUPF 00000000 UPFOPGW-U [J SGW-U

* [O00COOOOOOOOOOOOoOO

XDP 00

OmniUPF [ XDPeXpress Data Path(00000C00000000000000

00000 XDP 0000000 Proxmox [JONOO00000OOCO »#&# HHHHO



joad

0o

0oooooo

00000000

NIC [
[ISmartNIC[]

0d

~1-2 Mpps

~5-10
Mpps

~10-40
Mpps

0d

Ooooooooa

00000000 SR-10V
N

Ooooon

NIC [

00 NIC

00 XDP 000

00 XDP 000
SmartNIC

XDP Program
Driver

XDP Program
Stack



Jo0ooooo
OO0XDP 00000000000
000

« 000 00 0000

* [0000000OO0

* J000000OO

+ [O00DO00OOOODOOOOO

0o

+ (00000000 ~1-2 Mpps(
* (000 XDP (00000000

OO0 runtime.exs [

xdp_attach mode = "generic"

0oooo

* 000 SR-10V 0000
* 0000000

e [J00 XDP I NIC
* Proxmox[JVMware[}VirtualBox [0 €000

Hunooooo
O00XDP O0000000000
000

* 00000000 ~5-10 Mpps(]
* JO00000OO00OO
* 0000000000



* 0000000 SR-10V 000
ooo

* (000 XDP 0oo00
* 0000 NIC/0000000 XDP

U000 runtime.exs [

xdp_attach mode = "native"

0000

* (0000000
[ SR-10V 000000
e [JO0 XDP OO NICO IntelgMellanox [

0o

* [0 XDP 0000000 i
e Linux [J0 5.15+ 00 XDP [0

Jo0oooooon
OO0XDP 00000 SmartNIC 00000
000

* [0000~10-40 Mpps(]
* 00000 CPU 0000

* [0ood

* [0 CPU 0000OOCO

0o

e [J0000 SmartNIC ][]
« SmartNIC 0000



* Q000000

0000 runtime.exs [0

xdp attach mode = "offload"

0000

* 0000000000
* J0000000o0Oa
« CPU [00OOOO

0o

[0 XDP [0 SmartNIC® 9 €[] Netronome Agilio CX[JMellanox BlueField[]
* 000000



Hond
0000

0d ad 0d

N3/N6/N9 [00000000000000

xdp_interfaces U "auto"

“auto” [J0O0000O

0000 GTP-UON3/N9/S5-S8[0 NICOO [0
gtpu interface sgi interface 00000 GTP-U OO0 0 nil

XDP 000000 NICOoOOOO0O0OOO [
000 IP SGi/N6 [J NICO[ 0
sgi interface gtpu_interface OUOO0OOOOO i nil
XDP Q00000 NIC 0
n3_address N3 000 IPv4 00000 RAN [0 GTP-U IP "127.0.0.1"
N9 [0 1Pv4 [JOUPF [J UPF [] [0 n3 address
n9 address IP
ULCL[] ad

0000 runtime.exs [0

xdp _interfaces = "eth0,ethl"
n3 address = "10.100.50.233"
n9 address "10.100.50.234"

0 NIC 0000000 0 GTP-U [ SGi 00000 NIC 00000000 NICOO00000o0 NIC 0000000
XDP 000 gtpu interface 000 GTP-UQO sgi interface JU000O0000O00O0O"on-a-
stick" 0000000009 €0 xdp_interfaces 00000000000000000000000000



xdp interfaces
gtpu interface
sgi interface

"ethl"
Ilethzll

PFCP [

0d

pfcp address

pfcp port

node id

heartbeat interval ms
heartbeat timeout ms

heartbeat retries

association setup timeout

pfcp remote nodes

0000 runtime.exs [0

"ethl,eth2"

# [0 GTP-U[N3/N9/S5-S8[]
# [ IP SGi/N6

0d

PFCP 00000000
0ON4/Sxb/Sxc 000

PFCP 00

PFCP 000000 1D

PFCP 0000000

PFCP 0000000

0o0000000D0000C0

0 UPF 000000CO PFCP
Oo0oo0o00oooo

UPF [000000O000O00OO
IP 00000000UPE 00000
000 UPF 00000000000
0oo

0o

0o

0d

0o

0d

0o

0o

0o

0d
0d

0o

"127.0.0.1"

8805

"127.0.0.1"

5000

5000

5000

[]



pfcp address = "10.100.50.241"

pfcp port = 8805

node id = "10.100.50.241"
heartbeat interval ms = 10 000

heartbeat retries =

association setup timeout = 5 000

pfcp remote nodes =
"10.100.50.22"]

API [

0o

api port REST API [JOJ00Phoenix(JO000O0

5
[] # 000 ["10.100.50.20",
0] [ 0
00 8080
00 :info

log level [JO000:debug[]:info[]:warning[J:error[]

OO0 runtime.exs [

api port = 8080
log level = :debug

GTP [0

[
gtpu port
gtp echo interval
gtp echo retries

gtp peers

ad

GTP-U [0

000000000

Oo00o00oOo0Oo0a

GTP J000CO00O0OO0O

ad

ad

gd

ad

ad

0d

2152

10

[]



U000 runtime.exs [0

gtp _echo _interval = 15
gtp_echo retries = 3
gtp peers = [
%{address: parse ip.("10.100.50.50"), echo: true, echo interval:
10},
%{address: parse ip.("10.100.50.60"), echo: false},
]

eBPF ][]
0 [ 0] 1
max_sessions  [00000O0 00 1 600 000

far map size FAR eBPF 00000 0d 131 070

ger map size QEReBPFOIOOO0 OO 65 535

urr_map size URR eBPF JO0O0O0 00O 65 535

U000 runtime.exs [0

max_sessions = 100 000
far map _size = 131 070
ger map size = 65 535
urr_map size = 131 070

NN

000000 VE 0000000000 UE DoD00o0000O0oo0Oo00o0ooO



ad

buffer port

buffer max_ total

buffer max per far

buffer ttl ms

buffer cleanup interval ms

OO0 runtime.exs [

buffer port = 22152
buffer max total = 10 000
buffer max per far = 100
buffer ttl ms = 30 000
buffer cleanup interval ms

ad

00 eBPF 0000000 UDP OO

000 FAR 00000000OCOOCO
od

00 FAR 0000000000

OO0000O0OO0OoOO0OOO0a

0000000o0o0o0o0o0

= 5 000

0d

22152

10 000

100

30 000

5 000

00000000000 upf _buffer packets dropped total [0 global limit([]

far limit[Jexpired 0000

[



jooo

(] [
feature ueip 00 OmniUPF [J UE IP O
. UE IP [000 1P 0000
ueip pool

feature ueip[]
feature ftup (00 OmniUPF [J F-TEID [
teid pool start  TEID 000000

teid pool end TEID 000000

OOOUE 1P 00000 runtime.exs [I[]

feature ueip = true
ueip pool = "10.45.0.0/16"

OO00F-TEID 0000 runtime.exs [0

feature ftup = true
teid pool start =1
teid pool end = 1 000 000

NN

0o

0o

CIDR []
00

ad

0o

000 FRROFree Range RoutingO000000 VE 0000000000000

ad

false

"10.60.0.0/24"

true

10 000 000



ad

route manager enabled

route manager type

route manager nexthop

route manager vtysh path

route manager sync interval ms

route batch interval ms

U000 runtime.exs [

route manager enabled = true
route_manager_type = "frr"
route_manager_nexthop = ""

ad

0000 UE 0000

o00ooood " fret O
"static"[]

00 UE 0000000000 =
0oot0

FRR vtysh 0000000
0d

route manager type

g “frr" QJO0OO

Ho0oo0odotooooooa
Ooooooa

00000000/000000000
0ooog

route manager vtysh path = "/usr/bin/vtysh"

route manager sync interval ms =
route batch interval ms = 1 000

0oooo

+ (0000000 UPF OO0

600 000

I |

0d

true

Ilfr—rll

"/usr/bin/

600 000

1 000



* 0 OSPF [J BGP 00000
* 0000000 FRRouting 0000

eBPF / XDP []]

[
a0 a0 0 a0
. 00 XDP JO000000000CO . . .
xdp_interfaces 0 auto
“auto” JU00OOO 0
XDP [] [
xdp attach mode [ "generic"[]"native" [] "generic"
[l "offload" 1l
[
ebpf pin path BPF [I0JJ@@e0] 0 “/sys/fs/bpf/upf pipeli
0
[
xdp_obj_path 000 eBPF O0O0O0OO 0 "/etc/omniupf/ipentrypc
[
000000000 :nif 000
NIF :
ebpf backend 1000 = port ODOUL D ‘nif
000 :mock JO0OOOOCC [
eBPF [(J0

OO0 runtime.exs [



xdp interfaces = "auto" # [] "etho,ethl" [O0O00OO
xdp_attach mode = "native"

ebpf pin path = "/sys/fs/bpf/upf pipeline"

xdp obj path = "/etc/omniupf/ipentrypoint bpf.o"

ebpf backend = :nif

Juod

Elixir [J] (runtime.exs)

0: /etc/omniupf/runtime.exs

000000 Elixir DO00C0000000C0000000000 config :upf_ex, ... O0000000000CO
ad



import Config

parse ip = fn str ->
{:0k, addr} = :inet.parse address(String.to charlist(str))
addr

end

#

# PFCP (N4/Sx) 00O

#

pfcp address = "10.100.50.241" # (0 PFCP OO IP OO
pfcp port = 8805 # PFCP 000008865
node id = "10.100.50.241" # 0000000000 ID

#

# GTP-U 00000

i

n3 address = "10.100.50.233" # N3 [J0J IPOGTP-U [ RAN[]
n9 address = n3 address # N9 OO0 IPOOOO N30

gtpu port = 2152 # GTP-U [J000O002152[]
buffer port = 22152 # 00000

#

# eBPF / XDP [[J

#
xdp_interfaces = "auto" # "auto" [UI0O0DOOO0OOOOOOO
xdp_attach mode = "native" # XDP [J00"generic"[J"native" [J "c

ebpf pin path = "/sys/fs/bpf/upf pipeline"
xdp obj path = "/etc/omniupf/ipentrypoint bpf.o"

#

# 0000000
#

max_sessions = 100 000
teid pool start =1



teid pool end = 10 000 000

far map size = 131 070
ger map size = 65 535
urr map size = 65 535
#

# 0000

7

feature ueip = true
feature ftup = true

ueip pool = "10.45.0.0/16"

#

# (000
#

route manager enabled = true
route manager type = "frr"

#

# (000
#

heartbeat interval ms = 10 000
heartbeat timeout ms = 5 000
heartbeat retries = 5

#

# GTP-U [000CCO
#

gtp echo interval = 10
gtp _echo retries = 3
gtp peers = [
%{address: parse ip.("10.100.50.50"), echo: true, echo interval: 1¢
]

#




# HTTP API 00000
#

api port = 8080
log level = :info

#

# 0000000000000
#

config :upf ex,
pfcp address: parse ip.(pfcp address),
pfcp port: pfcp port,
n3 address: parse ip.(n3 address),
n9 address: parse ip.(n9 address),
node id: parse ip.(node id),
api port: api port,
ebpf pin path: ebpf pin path,
xdp_obj path: xdp obj path,
interface names: String.split(xdp interfaces, ","),
xdp attach mode: xdp attach mode,
feature ueip: feature ueip,
feature ftup: feature ftup,
ueip pool: ueip pool,
teid pool start: teid pool start,
teid pool end: teid pool end,
far map size: far map size,
ger map size: qer _map size,
urr_map _size: urr_map size,
max_sessions: max_sessions,
route manager enabled: route manager enabled,
route manager type: route manager type,
buffer port: buffer port,
gtpu port: gtpu port,
heartbeat interval ms: heartbeat interval ms,
heartbeat timeout ms: heartbeat timeout ms,
heartbeat retries: heartbeat retries,
gtp_echo interval: gtp _echo interval,
gtp echo retries: gtp echo retries,
gtp peers: gtp peers

config :logger, level: log level



jooo

# [0 UPF
sudo systemctl start omniupf

# [0 UPF
sudo systemctl stop omniupf

# 0000000
sudo systemctl restart omniupf

# 1000
sudo systemctl status omniupf

# 0000
sudo journalctl -u omniupf -f

# 00000000000
sudo /opt/omniupf/bin/upf ex start

sudo /opt/omniupf/bin/upf ex stop
sudo /opt/omniupf/bin/upf ex daemon # 000000000

JUoodoodon
il

OmniUPF J00000000000C000000COXDP 000C000000CO00000C0O000000

000 Proxmox [JIO000000000000 XDP 000000000 [




Packet Path

000

N\

offload mode

T

O0a0

\

native mode

T~

0oa

\

generic mode

\

OO0

Proxmox VE
000000

1. 0000000 XDPQ
0000000000

ooo

e 00O00OVirtlO [ EL000
» XDP [J0Jgeneric
e [J00~1-2 Mpps



Proxmox [J000

O0000neto
O00virtIoQdoooo
O00vmbro

OmniUPF [ runtime.exs [

xdp_interfaces = "eth0"
xdp _attach mode = "generic"

2. SR-10V [ XDP[]
HO0000oO
aad

» J0000SR-10V 0000
e XDP[J0native

e J00~5-10 Mpps
{od

e [0 SR-IOV [0 NIC[] Intel X710[]Mellanox ConnectX-5[]
e [] BIOS [0 SR-IOV
e [0 1IOMMU0 GRUB 00 intel iommu=on [J amd iommu=on[]

[] Proxmox [][J[] SR-IOV[]



# [J0 GRUB [I[]
nano /etc/default/grub

# 00O GRUB CMDLINE LINUX DEFAULT[]
intel iommu=on iommu=pt

# [0 GRUB {00

update-grub
reboot

# [0 NIC 000 VFsOOOOO ethe 000 4 000000
echo 4 > /sys/class/net/eth0/device/sriov_numvfs

# 10000
echo "echo 4 > /sys/class/net/eth0/device/sriov_numvfs" >>
/etc/rc.local

chmod +x /etc/rc.local

Proxmox [J0000

00 -> 00 -> PCI OO
O00SR-I0V 0000
O00000

0 GPUO
PCI-ExpressOO0000

OmniUPF [0 runtime.exs [

xdp interfaces = "enslf0" # SR-I0OV VF [
xdp_attach mode = "native"

3. PCI 0000 XDP[]
00000000 NIC Oo0Doo0o
0o

+ (000 NIC 000000



 XDP [00native [ offload 000 SmartNIC
* 000~5-40 Mpps[000 NICH

Proxmox [J0000

00 -> 00 -> PCI [0
00000 NICOOODeeee:e1:00.0[
000ooa

[0 GPUOO
PCI-Express[]]

OmniUPF [0 runtime.exs [

xdp interfaces = "enslf0"

xdp_attach mode = "native" # [] "offload" [J[J SmartNIC
KVM/QEMU
ENEN

virt-install \
--name omniupf \
--network bridge=br0,model=virtio \
--disk path=/var/lib/libvirt/images/omniupf.qcow2 \

SR-10V [

<interface type='hostdev' managed='yes'>
<source>
<address type='pci' domain='0x0000' bus='0x01l' slot='0x10"'
function='0x1"'/>
</source>
</interface>



VMware ESXi
(0 vSwitch[][][] XDP[][]

e JUOOOOVMXNET3
e XDP Q00generic

SR-I0V[J0] XDP[

« [ ESXi 0000000 SR-IOV

* [0 SR-I0V 00000000000
e XDP[JOQnative

Microsoft Hyper-V
00000000 XDPOD

* (0000000
e XDP [J0generic

SR-10V[[] XDP[]

» [J Hyper-V 00000 SR-IOV
* 0000000000 SR-10V
e XDP[Jd0native

VirtualBox

NAT/00000000 XDPOO

e [00000OVirtlO-Net [] Intel PRO/1000
e XDP Q00generic
e [0OVirtualBox [[] SR-IOV



NIC ][]
00 Mpps 0000

O00000OMppsO00000GkpsOOOCOO0 - DOOOCOOO00000OOOOCCOO0OD00000000000
00 VolP O00000CO00O

0ooo0oootooo

U00CO0OUPE 0 N3 00000 GTP-U 0000000 N6 0000000 1P oood
GTP-U [JJ0OCON3 0000

e 00 1Pv4 0020 OO

* [0 UDP [JO8 [0
 GTP-U []J8 [

0 GTP-U 0036 00

00 GTP-U [O0ON300

e [0 1P 0020 OgoiPvag
00 UDP [J08 [0
00000001 o0
0000000029 o0

00 GTP-U (0036 [0
00o00ooes oo

0 1 Mpps 0000000 GTP-U 0000

65 [0 x 1,000,000 pps x 8 /000 = 520 Mbps

00 GTP-U JO0OON3[1500 MTU[

* [0 1P MTU[J1500 0000000 1P 0000
* 00 GTP-U (0036 [0
* (0000001536 00



0 1 Mpps 00000000 GTP-U 0000

1536 [JJ x 1,000,000 pps x 8 [0/00 = 12,288 Mbps ~ 12.3 Gbps

00 1P O000ON6 0000
0 Ne[Ji0000000000COo 1PO00 GTP-UD
00 Né (000

* 1P [J020 [0
« UDP 18 [0

* 00000001 00
(0029 00

0 1 Mpps 0000000 N6 0000

29 [0 x 1,000,000 pps x 8 [0/00 = 232 Mbps

00 N6 0001500 MTU[]

* IP MTU[1500 ]
* 0001500 00

0 1 Mpps (0000000 N6 0000

1500 [0 x 1,000,000 pps x 8 [1/00 = 12,000 Mbps = 12 Gbps

Ooooooon

Intel X710 NIC[N3 [0 10 Mpps 0000



0ooa 0o0oooo GTP-U [0 10 Mpps [0 0ooa

VolP [][] 65-150 [ 101-186 [ 0.8-1.5 AMR-WB [0
[IN3[] Gbps G.711
0000 3.5-5.1
N30 400-600 [ 436-636 [][] Gbps HTTP/HTTPS[
OD0000ON3[0 1200 [ 1236 [ 9.9 Gbps 00 2024 0000
1400-1450 1436-1486 11.5-11.9

N3 HD/4K
O000ON30 0 0 Gbps a0
00 MTU
N30 1500 [ 1536 [ 12.3 Gbps 00 TCP [0

0 N6 (0000 1PO0 GTP-U[

0ood 00000 10 Mpps [0 aodo
VolP 00  65-150 [ 0.5-1.2 Gbps 00 RTP
00000 400-600 [ 3.2-4.8 Gbps HTTP OJ
0ooo 1200 I 9.6 Gbps 00 2024 [
000 1400-1450 0 11.2-11.6 Gbps [
OOMTU 1500 [0 12.0 Gbps 0000

0 10 Mpps 000000001200 0000000000 N3 0 N6 000000000 ~10 Gbps(]
0oooooa

[0 1200 0000000000000DO0000o0o00O0G



NIC Mpps [ N3 [JI00GTP-UQ N6 00000 I1PO 0ooa

1 Mpps ~1.0 Gbps ~1.0 Gbps 0000000000
5 Mpps ~4.9 Gbps ~4.8 Gbps O0000000
10 Mpps ~9.9 Gbps ~9.6 Gbps O0000000
20 Mpps ~19.7 Gbps ~19.2 Gbps O0000000
40 Mpps ~39.4 Gbps ~38.4 Gbps O00000000
XDP [JO00000
OmniUPF (000 XDP 00000000 00 O 00 0000000000 00 NIC
Intel NICs
ad 0o XDP [0 0O ad
Intel X710 i40e [ 00 ~10 Mpps
Intel XL710 i40e M 00 ~10 Mpps
Intel ES810 ice [ 00 ~15 Mpps
Intel 82599ES ixgbe M 00 ~8 Mpps
Intel 1350 igb 10 00 ~1 Mpps
Intel E1000 el000 [] OO0 ~1 Mpps

Mellanox/NVIDIA NICs



ad

Mellanox ConnectX-5

Mellanox ConnectX-6

Mellanox BlueField

Mellanox ConnectX-4

Broadcom NICs

ad

Broadcom BCM57xxx

Broadcom NetXtreme Il

0000

ad

Netronome Agilio CX

Amazon ENA

Solarflare SFC9xxx

VirtlO

00 XDP [ a0
miIx5 [] 00
mix5 [] Hl
mix5 [] 0o + 00
mix4 [0 00

0d XDP [0 00O
bnxt en [J 00
bnx2x i o

ad XDP [0 0O
nfp 0 0o
ena 0 0o
sfc 0 0o
virtio net [ i

0d

~12 Mpps

~20 Mpps

~40 Mpps

~2 Mpps

0o

~8 Mpps

~1 Mpps

ad

~30 Mpps

~5 Mpps

~8 Mpps

~2 Mpps



0 NIC XDP [

00000000 XDP(]

# [J0 NIC [
ethtool -i eth@ | grep driver

# (00000 XDp (0

modinfo <driver name> | grep -i xdp

# [0 Intel i40e
modinfo i40e | grep -i xdp

00 XDP (0000

# [0 XDP 000000
ip link show eth® | grep -i xdp

# (00O00XPP 0000
# 2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 xdp qdisc mq

000000 NIC

[0 1200 000000000C000000000



0d

0o/0o

0ooa

00o0/000

0ooa

0ooo

Proxmox VM
Oo00

Proxmox VM
[ISR-10VT]

joad

00 XDP [0

NIC 000000

00 NIC

00 NIC[Virtlof]
E1000[]

Intel X710[]Mellanox
CX-5

Intel E810[]Mellanox
CX-6

Mellanox CX-6[]Intel
ES10000

Mellanox BlueField[]
Netronome Agilio

VirtlO

Intel X710/E810 VF[]
Mellanox CX-5 VF

Mpps []

1-2
Mpps

5-10
Mpps

10-20
Mpps

20-40
Mpps

40+
Mpps

1-2
Mpps

5-10
Mpps

0o
ON3[J

1-2
Gbps

5-10
Gbps

10-20
Gbps

20-40
Gbps

40+
Gbps

1-2
Gbps

5-10
Gbps

0oon

0ooa
0000

0oooo
0d

0000
0o

0oooo
ooa

0o

0000

00000


https://www.iovisor.org/technology/xdp
https://www.kernel.org/doc/html/latest/networking/af_xdp.html
https://docs.cilium.io/en/stable/operations/performance/tuning/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md#xdp

Hond
00 100000000000

0000000000000000 ©OmniUPFOON SR-IOV

# 0000 (/etc/omniupf/runtime.exs)
xdp_interfaces = "etho"
xdp_attach mode = "generic"

api port = 8080

pfcp address = "127.0.0.1"

pfcp port = 8805

node id = "127.0.0.1"

n3 address = "127.0.0.1"

log level = :debug

max_sessions = 1 000

00 2000000000000

00000 Intel X710 NIC 0000000000 UPF



# 0000000 (/etc/omniupf/runtime.exs)

xdp interfaces = "enslf@,enslfl" # N3 [] enslf0O [JN6 [] enslfl []
xdp_attach mode = "native"

api port = 8080

pfcp address = "10.100.50.241"

pfcp port = 8805

node id = "10.100.50.241"

n3 address = "10.100.50.233"
n9 address = "10.100.50.234"
log level = :info

max_sessions = 500 000
gtp echo interval = 30
gtp peers = [
%{address: parse ip.("10.100.50.10"), echo: true, echo interval:
30},
%{address: parse ip.("10.100.50.11"), echo: true, echo interval:
30},
]
heartbeat interval ms = 10 000
feature ueip = true
ueip pool = "10.45.0.0/16"

[0 3[]Proxmox VM [] SR-10OV[]100

0000 Proxmox VM (00 SR-IOV 00000 UPF



# Proxmox SR-IOQOV [J] (/etc/omniupf/runtime.exs)
xdp _interfaces = "enslfO" # SR-IOV VF
xdp_attach mode = "native"
api port = 8080
pfcp address = "192.168.100.10"
pfcp port = 8805
node id = "192.168.100.10"
n3 address = "192.168.100.10"
log level = :info
max_sessions = 100 000
gtp _echo interval = 15
gtp peers = [
%{address: parse ip.("192.168.100.50"), echo: true},
]

00 40PGW-U [JJ4G EPC[]

O00OmniUPF [J 4G EPC Q0000 PGW-U

# PGW-U 00 (/etc/omniupf/runtime.exs)
xdp interfaces = "etho"
xdp attach mode = "native"
api port = 8080
pfcp address = "10.200.1.10"
pfcp port = 8805
node id = "10.200.1.10"
n3 address = "10.200.1.10" # S5/S8 [JGTP-U[
log level = :info
max_sessions = 200 000
gtp echo interval = 20
gtp peers = [
%{address: parse ip.("10.200.1.50"), echo: true, echo interval:
20},
]

heartbeat interval ms = 5 000



U0 S00000UPE + PGW-U [0

000OmniUPF 000 5G 0 4G 000000

# 00000 (/etc/omniupf/runtime.exs)
xdp_interfaces = "eth0,ethl"
xdp_attach mode = "native"
api port = 8080
pfcp address = "10.50.1.100"
pfcp port = 8805
node id = "10.50.1.100"
n3 address = "10.50.1.100"
n9 address = "10.50.1.101"
log level = :info
max_sessions = 300 000
gtp echo interval = 15
gtp peers = [
%{address: parse ip.("10.50.2.10"), echo: true, echo interval:
15},
%{address: parse ip.("10.50.2.20"), echo: true, echo interval:
15},
]
heartbeat interval ms = 10 000
feature ueip = true
ueip pool = "10.60.0.0/16"

(1 6[1SmartNIC [0

00000 Netronome Agilio CX SmartNIC 00000000



# SmartNIC 000 (/etc/omniupf/runtime.exs)

xdp_interfaces = "enplsOnp0" # SmartNIC [

xdp_attach mode = "offload"

api port = 8080

pfcp address = "10.10.1.50"

pfcp port = 8805

node id = "10.10.1.50"

n3 address = "10.10.1.50"

log level = :warning

max_sessions 1 000 000

far map size = 2 000 000

ger map size = 1 000 000

gtp _echo interval = 30

gtp peers = [
%{address: parse ip.("10.10.2.10"), echo: true},
%{address: parse ip.("10.10.2.20"), echo: true},
%{address: parse ip.("10.10.2.30"), echo: true},

]

heartbeat interval ms

15 000

HUooooood
106 €€000

00 max_sessions (0000000000000

max_sessions = 100 000
far map size = 131 070
ger map size = 65 535
urr _map size = 131 070

00000~91 MB [0 100K OO
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Ooooooon

00000 = min(
pdr map size / 2,
far map size / 2,
ger _map size

)

0o

* PDR [J00200,000
* FAR [J[JJ200,000
* QER []0J0100,000

00000 = min(100,000, 100,000, 100,000) = 100,000

0oad
00000000

« PDR]2x 212 B =424 B
FAR(J2 x 20 B = 40 B
QER[]1 x 36 B =36 B
URR[2 x 20 B = 40 B

000000 ~540 B

00 100K [00~52 MB 0000

0000000000000 2 000o0oa



# 000000
ulimit -1

# 00000000 eBPFO
ulimit -1 unlimited

Juod

. - eBPF/XDP 000000000

. - PDROFARQERJURR [
. - 0000000000
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IPv6 /

OmniUPF (000 IPv6 0000000 IPve [0 IPv4ve PDN O0000000000OVE 00000 PFCP OO
IPve (00000000 OSPRv3 00000 VE 00000

0000 0000 00000000OPDN OO00O0PAADGxOOO0OO PFCP 0 UPF [0 UE IPv6 0000
SMF/PGW-C 000000 O 0

il

il

0do 1Pved IPv4vePDN O0OSMFE/PGW-C [JO0 PFCP [J UE [J IPv6 00 PDN 00000
UPFOOOOUPF[

1. 00 1Pveé (000000000 VE DO0000000CO0O
2. [JUE 000 /128 (0000000 OSPFv3 [0000000CO00CO0O000CO0OC UPFO
3. (J000C00000000C0O000000 GTP-U 000000 1Pve 00000

ipwh route <ue>/128-—+« FRR / ospfbd OSPFv3 LSA

ntermet IPwfi ko UE—+  Edge Rouber

BECP- G +
SMF | PGW-C e UE'I"Lp:l: FON =  OmnillPF GTR-U [P inner) = gMB/eNB

128 -= UPF
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000000000 1Pve 00000000 sysctl drop-in 0000000 /etc/sysctl.d/ OO0

ad
oo 0 oo
net.ipv6.conf.all.disable ipv6 0 0o 1PvedUPF 00n00000nd

0 IPve 0000000000

net.ipv6.conf.default.disable ipv6 0 J0000000O eve OO0OOO

00 1Pvé 00000 VE 0000000
Oo00o0o00o0oooa

net.ipv6.conf.all.forwarding 1

000000000000OODOODO00D0D0000n TPve 00000 OSPRV3 IN0O00OOOO

UE IPv6 ][]

0 UPF 0 UE 0000000 SMF 000000 runtime.exs 00000 IPv6 000 SMF/PGW-C [0
PFCP [ UE 0000000CO00O0O0CD0OC0O00

# /etc/omniupf/runtime.exs
config :upf_ex,
ueip pool: "2001:db8:6f85:70::/64"

o 0
0o ao 1 00
. aoa [0 UPF 0000000000 VE 1P 0000 1Pv4 [0
ueip pool o -

OCIDRO IPv6 CIDRONOOOOOCOOOO



OSPFv3 [

00000 VE 1Pve 0000 /128 J000COO0OO000CO0O0O0 1Pv4 /32 0000000CO00OOOO0CO
FRR 00000 OSPF

# /etc/omniupf/runtime.exs
config :upf ex,
route manager enabled: true,
route manager type: "frr"

0 O
ad 00 d 0
0
UE
route manager enabled [] 1 false o HHCCOHCNC ey HOr
UE (00
0
0 00000 " frre* OO FRR/vtysh 0
route manager type o 0 - 0000000000000 ip/ipve OO0
0 0000 “fre® 00 OSPFv3 (00

FRR 000000000000 OSPFv3 (ospféed ) O000OCOO0OO0 VE /128 O0000000OOOOCO
IPv6 (00000 ipvé route <addr>/128 00000 - IPv4 ip route (0000 IPv6 00000

OO0000000o0ODO00Oa O
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0oooo - 00 1Pv6 0000 PFCP 00000 1Pv6e D0000CO000COO0O GTP-U OO0

UE[] gNB/eNB[I0I00000 BUFFOOOOOO

OO0OUE - [0 GTP-U 0000000 IPve 000000 1Pve FIB 000 Né 00000i0oad

00 sysctif

UOOBUFFO 000 IPve O00O0O0OOCOO0OC000COD00DO00O00O tPva OO0

0000000 accept_local / [000000CO00000CO00000CO0000CCO000 martians(]

Hoon
IPv6 000000 VE

000000000D0OO00O0O0O UE dO0000oa

0000

« UE /128 J00000000O000O000O0 UPF 0000 OSPFv30
» UPF 00000000 OSPFV3 000000
e 00000000 /128 0000000

0oooo

1. 000 route manager enabled: true [] route manager type:

2. [J0 UPF FRR 0000000000 OSPFV3 0000O00OOOO
3. 0 OSPFv3 [I00000OO00OOO0OOO OSPF (JOO0 UE /12801

IPvé (10000000

000000000000 1Pve DO00OO0OOCOOO
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1. [0 [Jdisable ipv6=0[]forwarding=1[]]
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000000 OmniUPF J /api/metrics JO000000 Prometheus OOOHTTP API 000
api_port JO0000 808600000 /api [0 - 00 API 0O0O0OOOCOC

00000C000000C000 ©mniUPF 000000

Juoa

©® N O U A W N R

- PFCP [J[] - J000000DO00O0000CO
. 10000000 - DO00/00/0000000000
- 100000000000 - DODO00O000OT TEID fooi0otooo

000000 (DLDR) (0 - PFCP 000000000 FAR 0000
GTP-U [0 - 000000000000
URR [I[] - 0000000000 URR 000

. eBPF (000 - 0000000000
. 0000000 - 0000 (N3/N6)  total 00000 expose xdp metrics [0 (#57)00000

[l /api/vl/xdp stats 000

. 00/0000 - TEID/FAR-ID [0 UE OO0
10.

000000 - 0000000000 DNS Opooo

PFCP [

UPF 00 PFCP 000 (SMF / PGW-C / SGW-C) 0000000000000



0ooa

upf pfcp associations

upf pfcp sessions

upf pfcp peer restarts total

upf pfcp duplicate requests total

upf orphaned sessions deleted total

upf pfcp messages rx total

upf pfcp messages tx total

upf pfcp errors total

0d

Gauge

Gauge

Counter

Counter

Counter

Counter

Counter

Counter

ad

none

none

peer

none

none

type,
peer

type,
peer

type

00000 PECP 0|

00000 PRCP OO

000000000000

000000000 PrRC

Oo0000o0OO0Oar

Oo0o00o0o0OO

000000000000

PFCP 00000O00OC

session conte
mandatory ie
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0oaa 0d d
upf sessions created total Counter none
upf sessions deleted total Counter none
upf sessions modified total Counter none

upf session establishment duration microseconds  Histogram none

HUoobobooood

eBPF I000000000000000000UDP 00 22152 0000000000 €€ 00000€ €00 0 UE
00000 VE O0000D0000CO000000000 00 TEID 0g G-PDU O GTP-U (0000000



buffered/flushed/current JO000000O0O000OO0O00000O0O0 upf walled garden * [0

00 TEID OO0 upf _gtpu error _indications sent total[]

0ooa

upf userspace punt received total

upf buffer packets buffered total

upf buffer packets flushed total

upf buffer packets dropped total

upf buffer packets current

upf buffer flush operations total

upf buffer flush packets sent total

upf buffer flush errors total

0d

Counter

Counter

Counter

Counter

Gauge

Counter

Counter

Counter

0d

none

none

none

reason

none

none

none

reason

0d

0o00ooooo
0o0oooooa
0+ 0000 +
00 TEIDQ

0o00o0ooa
0o

0o00ooooa
0d

0o0ooon/o0
0oooo0

0o00ooooag
0ooa

Oee00000
000000 FAR
0o

0o0oooooa
0ooa

Oo0oo0ooa

upf_buffer_packets_dropped_total reason [JJJ0000000O00000000COO

e global limit - 00000000 (buffer max total)
e« far limit - 000 FAR 000000 (buffer max per far)
e expired - 0000 TTL (buffer ttl ms) J



* read_error - 00000000000

 too_small - 000000000 GTP I

e invalid gtp type - [J G-PDU GTP 000

* not buffering far - FAR [JJ BUFF [

error_indication failed - (0000 TEID OO0 GTP-U 0000

00 TEID 00 00 000000000 GTP-U 00000000000
upf gtpu error indications sent total O000000000CCOO000000CO

upf_buffer_flush_errors_total reason []]

e far lookup failed - [0 eBPF 0000 FAR OO0
* no forw action - FAR OO0 FORW [
« connection failed - J0JJ€¥¥€®J0J0 UDP 00

000000 (DLDR) [

000000000000C0O00000 PRCP O0DO00DOO0OCO00O0O SME/PGW-C 000 UEQ

0ooa ad 0d ad

00000000000 SME/PGW-C [0

upf dldr sent total Counter  peer
(]

upf dldr errors total Counter none DLDR 0O0/0000
upf dldr skipped total Counter none [ FAR 000000000 DLDR

upf far index size Gauge none [] DLDR [JO0000 FAR [0

GTP-U [|[]

GTP-U [000000OODOOCODOO0O00C TEID ODODOOOD0ODODOODO00O0O



0ooa ad

upf gtpu echo responses tx total Counter
upf gtpu error indications sent total Counter
upf gtpu error indications rx total Counter

upf error_indication sessions deleted total Counter

ad

none

none

none

none

0d

aoa
GTP-

U oo

aoa

GTP-
U 000
aodo
aodo

TEID[]

aooo
aoao
GTP-

U 000

aooo
aooo
0oaa
aoa

0000000000 UPF 00000 TEID 0000 GTP-U [0000000000OO0CCO000000000000000

0000000000 000000000 UPk 000 TEIDOUPF 0000000OOOCOOOOOODOOO



URR (000000 OO

aooo 0o 0o 0d
upf urr reports sent total Counter  trigger 100 URR oOO0o0dd
N
upf urr report errors total Counter none URR [JO00/0000
: : 000 URR 0000000/
upf urr active timers Gauge none

000/000000

trigger [JO00 URR 0O0O00O - OO periodic (PERIO), volume threshold (VOLTH),
time threshold (TIMTH), quota validity (QUVTI)[J

00 URR 0000000000 Prometheus 000000000000000 REST APIL[
/api/vl/urr map 000 URR 00000

eBPF [

Oo00o0otObdoototooOooooG

AN ad 1N ad
upf ebpf far entries Gauge none eBPF J000 FAR [

eBPF (00000 PDR [0
000 TEID 0 PDR[

upf ebpf pdr uplink entries Gauge none

upf ebpf pdr downlink entries Gauge none eBPF 000000 POR [
00 UE IP OO0 PDR[O

upf ebpf far entries 000000 FAR-id [J (upf far ids allocated)ddd far_map

00000 FAR id 0O000000PDR 00000000000000000000€ €0 OO0



0000000 (N3/N6)

O0000000000000000000 (N3 = GTP-U (000 gNB/eNB[] N6 = SGi 000000 00
eBPF upf ext stat [ CPU 0

aoaa 0d ad ad

upf n3 rx packets total / N3 (GTP-U) 00
Counter none

upf n3 tx packets total 000 XDP 0000

upf n6 rx packets total / N6 (SGi) 00000
Counter none

upf n6 tx packets total XDP 0000

upf n3 rx bytes total / N3 (GTP-U) O
Counter none

upf n3 tx bytes total ad

P 8¢ iyt Rl | Counter none N6 (SGi) 0000
upf n6 tx bytes total

0 expose_xdp_metrics JO000 #5700 00000000 upf ext stat{00 Prometheus

000000000 virtio _net [0 XDP TX-ring wedgelll0000000000000C000000

Sampler JOOOO0OO0O0OO0O0O0OO0OO0O config :upf ex, expose xdp metrics:

true OO00000000CO0O00O0COOO

000000 _total OO0O0O0 upf_ext stat JOO0000O00O omniupf 00000000 eBPF
.o J00000000000000000000000000000  rate () 00000000000000000OC0AN
rate() [J

00 JSON[ GET /api/vl/xdp_stats O0000000000000000C0OC eBPFOOOO rx_n3 /
tx n3 / rx n6 / tx n6J00000 rx n3 bytes / tx n3 bytes / rx n6 bytes /

tx n6 bytes(]



00/0000

0ooo (] 0] 0]
upf routes total Gauge none [JO000O0O0OOOUE TP QOO
upf teid allocated Gauge none [JO000OO TEID

upf far ids allocated Gauge none [JJ000O0OO FARID
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upf walled garden active redirects

upf walled garden packets intercepted total

upf walled garden packets dropped total

upf walled garden packets forwarded total

upf walled garden bytes forwarded total

upf walled garden dns spoofed total

upf walled garden dns forwarded total
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DNS
ad
0o
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g

00000 dst_ip 0 domain OOO0000000000CO4 €< 0000000000000000000000
Ooooooa

[1[1] Prometheus [][]

joad

000 HTTP API 0000 /api/metrics 000000000000 api_port 00000 8686 00000
/api [0 - 00 API 00000000000

# 00000
curl http://localhost:8080/api/metrics

# 1000
upf pfcp sessions 42

upf pfcp associations 2
upf dldr _sent total{peer="10.100.50.241"} 17

Prometheus []]

0 OmniUPF 0000000 prometheus.yml[]

scrape configs:
- job name: 'omniupf'
metrics path: /api/metrics
static configs:
- targets: ['localhost:8080']
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far_map (00CCOOO
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000016 B (0000)
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00000000 3GPP TS 129.244 (000 PFCP 00DU000CDO00DO000DO00000O

Hooood

OmniUPF J0 Prometheus [J000 PFCP 0000000 PFCP 000000CO00000C00000
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NodelD 000000
RecoveryTimeStamp 000000
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00000000000000O00eBPE O0ODOOOOOOCOO
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SystemFailure
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70
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76
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0000000 SMF 000000000000 Nodel D 00000
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00000NodelD 00000 FQDN [ IPv4/IPv6 OO0
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# 00000000
rate(upf pfcp rx errors{cause code!="RequestAccepted"}[5m])

# 100000
topk(5, sum by (cause code) (upf pfcp rx errors))

# 0 SMF 000000

sum by (peer address, cause code)

(upf pfcp rx errors{cause code!="RequestAccepted"})
# 100000

upf pfcp rx errors{message name="SessionEstablishmentRequest",
cause code!="RequestAccepted"}
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000 00 bOo00o0

* eBPF [JJ0000RuleCreationModificationFailure 00000
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0o Oo00o0o0Oa
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1. 00 SMF 000000000
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1. 00 eBPF 00000 GET /api/vl/map info

2. 00000000 upf ebpf map used / upf ebpf map capacity
3. 00000 > 70%000000000000

4. 000

NoEstablishedPFCPAssociation [][]]

1. 000000000 GET /api/vl/pfcp associations
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3. J000C00a
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000000 SessionContextNotFound[]

1. 0000000000 SEID
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J00000SessionContextNotFound[]

<
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JO0000RequestAccepted[]
-4
SMF UPF
ooooa
# 1000000
- alert: PfcpHighRejectionRate
expr: |
rate(upf pfcp rx errors{cause code!="RequestAccepted"}[5m]) > 0.]
annotations:

summary: "[J PFCP OO0O0O{{ $value }}/s"

# 000000
- alert: PfcpRuleCreationFailures
expr: |

rate(upf pfcp rx errors{cause code="RuleCreationModificationFailure")
[5m]) > 0O

annotations:

summary: "[JO0O0 PFCP QJOOOO0O"

# 000000
- alert: PfcpNoAssociation
expr: |

rate(upf pfcp rx errors{cause code="NoEstablishedPFCPAssociation"}
[5m]) > O

annotations:

summary: "[00000000C0 PFCP OO"
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* QER ID: QoS (0000000000
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* [00000: 0O GTP-U 00000
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1.0 GTP-U OO0 TEID
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3. 0000000000 FAR IDOQER ID [J URR IDs
4. JI0O0000OCOO00

[o:

TEID: 5678
FAR ID: 2
QER ID: 1

000000 False
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3. (000000000 SDF 00oonoooo
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UE IP: 10.45.0.1
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e Action: 4 (BUFFER) - 00000000000
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* [0 (0): 0000
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0o00o0o00o
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* [0000000OO0
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2. MBR []0J: 0 MBR = 0000000000000

3. J00000:
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00 2: 00000000000
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000000: True
00 IP: 198.51.100.10

TEID: 5678

FAR ID 2 (O0):

O0: 2 (FORWARD)
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5. [0 FAR 000 2 0000000000 40

Oo00o0oooon:

1. 00000
2. 000000 FAR
3. (000000 *0ooo”



[0 QoS

Oo0oo0o0oooo:

1. 00000 - QERs

2. 00 UE 00000 QER 1D
3. 000 MBR JO0 MBR []
4. [J URR [J00000COO

Ooooooo:
000 (kbps) = (OOOOCC = 8) / (00000 x 16000)

0000000 MBRODOOCOOOOOO

Ho0ooooo
00 URR [T

1. J000©9 - URRs
2. J0000000000
3. J00000000C00o0
4. 0000000000

a0

* 000000
* (0000000
* 0000000000

Houn
000000

00 PDR:



1. 0 TEIDOOOCD VE IPOO0000O0C PDR
2. [0 FAR ID 0000
3. 00 SDF 000000000

[0 FAR:

1. 00 FAR 00000 FORWARDOOOO DROP [0 BUFFER[]

2. J0000C0000ooo0O
3. (000000 1P O TEID 0000

00 QER:

1. D0DOO0OoOC (o)
2. [J0 MBR 000000

Huooon

00 QER [O000:

1. 00000 - QERs
2. [J0 MBR 0000000000
3. 0 URR 0000000CO0OOCO

00 FAR [0:

1. 00000 = FARs
2. (000000 FORWARDOOOO DROP

3. (000000000 BUFFER OO0

joad
00000000:

1. (000000

2. (0000000000

3. 0 > 30 000000000
4. 00000000



5. [ FAR 0000
oaoo:

1. f00000O0000O00C 100,0000

2. [JO00 FAR 00000000 FAR 0000000 10,0000
3. (000000a

4. 00000000

URR (][]

Ooooooo:

1. 0 PDR 000 URR ID

2. 00000000 PDR

3. 0 FAR 000D000OO00OCO
4. 0 URR 1D 00000 URR 000

000000 SMF:

1. 00 PFCP 000000
2. [J0 URR 000000C0/0000O
3. 0 PFCP 000O0OOCO

1

. - OmniUPF 0000000
. - 0000000000
. - 0000000

. - 000000



OmniUPF

[
1
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e
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0000000000 6mniUPF 00000000000CC00000CCO00000CO00000000

AN

Ho0000000000o0



# 1. [JO0 OmniUPF 00000
systemctl status omniupf

# 2. [0 PFCP O
curl http://localhost:8080/api/v1/upf pipeline

# 3. [0 eBPF [O000COO
ls /sys/fs/bpf/

# 4. [0 XDP [JOO0OOCO
ip link show | grep -i xdp

# 5. 000000000
dmesg | tail -50

journalctl -u omniupf -n 50

Juo

OmniUPF REST API

00 UPF 00

curl http://localhost:8080/api/v1/upf status
00 PFCP (00

curl http://localhost:8080/api/v1l/upf pipeline
Oooooon

curl http://localhost:8080/api/vl/sessions | jgq 'length'’

00 eBPF 00000



curl http://localhost:8080/api/v1l/map info

00000000
curl http://localhost:8080/api/vl/packet stats

00 XDP (00

curl http://localhost:8080/api/v1l/xdp stats

eBPF [

0000 eBPF {00

ls -1lh /sys/fs/bpf/
bpftool map list

0o0oooooa

bpftool map show
bpftool map dump name pdr _map downlin

Oo0oooooa

bpftool map dump name far map | grep -c "key:"

XDP 000

00 XDP (0000000



ip link show eth® | grep xdp

0000 XpP 000

bpftool net list

00 XDP (000000

bpftool prog show

00 XDP (00

bpftool prog dump xlated name xdp upf func

joad

00 N4 (J0 PFCP (00000000

# PFCP [0 XDP [J0dtcpdump 0000
tcpdump -i eth® -n udp port 8805 -w /tmp/pfcp traffic.pcap

00 N3 0 GTP-U 0000000000



# 0OOUPF 00000 tepdump 0000 XDP [O0O0000
# XDP [0000C00000COCO GTP-UO

# (0000000

# 1. g\NB [] UPF 0000 TAP

# 2. [0000000/SPAN 0O N3 [0
# 3. (00000OO0O0OO vMm

# [00/000000000 UPFOO
# tcpdump -1 <mirror interface> -n udp port 2152 -w

/tmp/n3 capture.pcap

# 0000 API (0000000
curl http://localhost:8080/api/vl/packet stats

curl http://localhost:8080/api/v1/n3n6 stats

0o0oooooa

watch -n 1 'ip -s link show eth@'

0oooon

ip route show
ip route get 10.45.0.100 # [JJ UE IP 00O

00 ARP (]

ip neigh show

Juod

Jo0“eBPF Q000000
000



ERRO[0000] failed to load eBPF objects: mount bpf filesystem at
/sys/fs/bpf

000eBPF 0000000

0000

# [0 eBPF 66600
sudo mount bpffs /sys/fs/bpf -t bpf

# 000000000 /etc/fstab[
echo "bpffs /sys/fs/bpf bpf defaults 0 0" | sudo tee -a /etc/fstab

# 0000
mount | grep bpf

Huooooood

0o

ERRO[0000] kernel version 5.4.0 is too old, minimum required 1is
5.15.0

O00Linux 0000000000

0ooto



# 000000
uname -r

# [0000Ubuntu/Debian(]
sudo apt update

sudo apt install linux-generic-hwe-22.04
sudo reboot

# 10000
uname -r # [ >= 5.15.0

00000 libbpf [

0o

error while loading shared libraries: libbpf.so0.0: cannot open
shared object file

000000 libbpf O

0oooo

# [0 Uibbpfubuntu/Debian[]
sudo apt update
sudo apt install libbpf-dev

# 1000
ldconfig -p | grep libbpf

Hodo
0000000000

0o



ERRO[0000] unable to read config file: unmarshal errors

000000000 YAML 00od

0ooto

# [0 YAML OO
cat config.yml | python3 -c "import yaml, sys;
yaml.safe load(sys.stdin)"

# (0000

# - [0000000Des0000000
# - 000000

# - (000000000O0O

# - (0000000

# [0 YAML (000
cat > config.yml <<EOF

interface name: [ethO]
xdp_attach mode: generic
api address: :8080

pfcp address: :8805

EOF

Hoodnoooon

0o

ERRO[0OOO] interface eth® not found

Oo00o0o0Oo0

0000



# 00000000
ip link show

# (00000
ip addr show eth0

# 000000000000 config.ymlf]
interface name: [enslfO] # J000000OO

# 0000000000000
ls /sys/class/net/

Jooooooon

0o

ERRO[0000] failed to start API server: address already in use

00000 808008805 [1 9090 00000000

0oooo

# JU000DOOOO
sudo lsof -i :8080

sudo netstat -tulpn | grep :8080

# (00000
sudo kill <PID>

# 0000000 OmniUPF [0
api address: :8081

pfcp address: :8806
metrics address: :9091



0o00oo PECP [0 1D

0o

ERRO[0000] invalid pfcp node id: must be valid IPv4 address

OO0OPFCP O ID ©€9€000 I1Pv4 [0

0000

# 00000 IP O000000COO
pfcp node id: 10.100.50.241

# 100
# pfcp node id: localhost

# pfcp _node id: upf.example.com

PFCP 000
000ood PECP [0

0o

 Web Ul 000000
 SMF 0000“PFCP 000000

0o



# 1. 00 PFCP O0000COO
sudo netstat -ulpn | grep 8805

# 2. (1000000
sudo iptables -L -n | grep 8805
sudo ufw status

# 3. 00 PFCP OO
tcpdump -i any -n udp port 8805 -vv

# 4. 0O API OO PFCP OO
curl http://localhost:8080/api/v1/upf pipeline

Oo00o0o0Oo

00ooo PFCP

0000

# 00 PFCP [JQOuDP 8805(]
sudo ufw allow 8805/udp
sudo iptables -A INPUT -p udp --dport 8805 -j ACCEPT

000 PFCP 0 ID

0ooto

# [] PFCP [JO0 ID O00OO0OO N4 OO IP
pfcp node id: 10.100.50.241 # [JO0 N4 0000 IP OO

000000 SMFE

0000



# 000 SMF 0000
ping <SMF IP>

# (00 SMF 000
ip route get <SMF IP>

# 1000000000
sudo ip route add <SMF NETWORK>/24 via <GATEWAY>

SMF 00000 UPF IP
Hooao

00 SMF 0000 UPF 00
e [0 SMF 00 UPF [J pfcp node id IP
[0 SMF 00000 UPF 0 N4 0

UOOPFCP (000

0o

WARN[0030] PFCP heartbeat timeout for association 10.100.50.10

0o

# 00 PFCP OO
curl http://localhost:8080/api/v1l/upf pipeline | jq
‘.associations[] | {remote id, uplink teid count}'

# 100000
journalctl -u omniupf -f | grep heartbeat

Ooooooon

0oooooa



0ooto

# 000 SMF 000000
ping -c 100 <SMF IP> | grep loss

# (000000000000
# - 000000

# - 00000/00000
# - 000000

Oo0ooood

0oooo

# 000000
heartbeat interval: 30 # [0 5 OO0 30 [

heartbeat retries: 5 # 000000
heartbeat timeout: 10 # Q00000

NN
00000000000RX/TX 000 00

ooo

* 00000 0 RX/TX 000
« UE 00000000

ooo



# 1. 00 XDP (000000
ip link show eth@® | grep xdp

# 2. 000000 up
ip link show eth0

# 3. 0000000O0XDP OO0
# [O00tcpdump 0000 XDP 000 GTP-U OO0
curl http://localhost:8080/api/vl/packet stats

0000

XDP (0000

0000

# [0 OmniUPF 0000 XDP
sudo systemctl restart omniupf

# 1000
ip link show eth® | grep xdp
bpftool net list

0o0oooooa

0ooto

# 1000
sudo ip link set eth0O up

# 100000
ethtool eth® | grep "Link detected"”

# [00000000O000OO0O00000

Oo0oooo0

0ooto



# [ config.yml [O0O000000
interface name: [enslf0] # 0O 'ip link show' [O0000COO

NN e

0o

* RX'O0000 TX 0000
* 000> 1%

0o

# 000000
curl http://localhost:8080/api/vl/xdp stats | jq '.drop'

# 000000
curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

# 000000
watch -n 1 'curl -s http://localhost:8080/api/vl/packet stats | jq
“.total rx, .total tx, .total drop"'

0oooo
00 PDR JO00C0 TEID [ VE 1P

0ooto



# 0000000
curl http://localhost:8080/api/vl/sessions

# 0000000000
# - PFCP 00000
# - SMF 00000
# - 000000

# [J0 PDR 0000
bpftool map dump name pdr map teid ip | grep -c key
bpftool map dump name pdr map downlin | grep -c key

0o

0000

# 0 FIB 0000
curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

# [0 UE IP OO0
ip route get 10.45.0.100

# (000000
sudo ip route add 10.45.0.0/16 dev ethl # [J UE OO0OO N6

QER (000

0o

* Q000000

* 00000000

* URR 000000000

* (000000 XDP 000000

0o

1. (0000 MBR 00



# 00000 QER ID
curl http://localhost:8080/api/vl/pfcp sessions | jq '.data[] |

select(.ue ip == "10.45.0.1")"
# [0 QER (IO
curl http://localhost:8080/api/vl/qer map | jq '.datal] |
select(.qer id == 1)
2. 00000

# 00000 ediod000oO0000
curl http://localhost:8080/api/vl/qer map | jq '.datal] |

{gqer id, ul gate: .ul gate status, dl gate: .dl gate status}'

3. J URR 00000000

# 00000000 URR OO0
curl http://localhost:8080/api/v1l/urr map | jq '.data[] |
select(.urr_id == 0)'

# 1000000000
# throughput kbps = (volume delta bytes x 8) /
time delta seconds / 1000

4. 00 MBR 000000

o (0000 = MBR [0 95-98% 0000000
o (00000000 MBROOOOOOOO
° 00000000 MBR OO000O0OOCOOO

0oooo

+ [0 MBR (0000 SMF (0 PFCP 000000 QEROOIO MBR
* 00000000 SMF 00000000C0000000
+ 0000000000 SMF 00000 QoS 0o

00 MBR [0



OmniUPF (0000000000000 eBPF 0000000 MBR OOOCCOOO0000OOOOOCOOOOOO0OC
0oooo [

0000

« VolIP 000000 MBR 000000C0O000000G.711 = ~80 kbps(]
* 00000000 MBR > 10000 + 0001080p = ~5-10 Mbps(]
* (00000 5ms O000000CO00O0000C0

Jo0t0ooooooooooooon
o0n

* RX'N3 (00000 TX N3 000000oo0
+ RX'N6 00000 TX N6 00000oood

0o

# 00 N3/N6 [O0000XpP 00000
curl http://localhost:8080/api/v1l/n3n6 stats

curl http://localhost:8080/api/vl/packet stats

# 00000 tcpdump (000 XDP 000 GTP-U [0
# 0000 API [1 xdpdump (00000
# (0000 XDP 000000000000

UO0OCORX N3[0 TX Né[[
00000 FAR 00000 N6 00000

0000



# [0 FAR 000 FORWARD [
curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
select(.applied action == 2)'

# 00 N6 000000
ip route get 8.8.8.8 # J0000OCOO

# (00000000000
sudo ip route add default via <N6 GATEWAY> dev ethl

OO0O0ORX N6[]0 TX N3[[]
0000000 POR 000 GTP OO

0000

# (00 UE IP OO0 PDR QO0O0OO

curl http://localhost:8080/api/vl/sessions | jq '.[].pdrs[] |
select(.pdi.ue ip address)'

# 00 FAR 0000 OUTER HEADER CREATION

curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
.outer header creation'

# [0 gNB 00
ping <GNB N3 IP>

XDP [] eBPF []]

00000 XDP [0000000000C0000 O

JOOXDP (00000

0o

ERRO[0000] failed to load XDP program: invalid argument



ooo

# 0000 XbP [0
grep XDP /boot/config-$(uname -r)

# 0000
# CONFIG XDP SOCKETS=y

# CONFIG BPF=y
# CONFIG BPF SYSCALL=y

# [0 dmesg 0000000
dmesg | grep -i bpf

0o0ooood

0000 XDP [

0oooo

# 000000000 XDP 000000000
# Ubuntu 22.04+ [JO0g XDP

sudo apt install linux-generic-hwe-22.04
sudo reboot

XDP (00000

0000

# [0 OmniUPF (00000000
journalctl -u omniupf | grep verifier

# (0000
# - eBPF [0000000CO00OCO
# - [(0000000eBPF OO00OCO

# [0 eBPF [00000OOCOOOO
sudo sysctl kernel.bpf stats enabled=1



JOOXDP (00000
o0n

e« XDP OO0 aborted > 0
* (000000

0o

# [0 XDP 0000
curl http://localhost:8080/api/v1l/xdp stats | jq '.aborted'

# [J0 XDP [
watch -n 1 'curl -s http://localhost:8080/api/v1l/xdp stats'

000eBPF 000O0000O

0ooto

# 000000000 eBPF (OO0
dmesg | grep -i bpf

# [0 OmniUPF (0000 eBPF [0
sudo systemctl restart omniupf

# 000000000000 eBPF 0000000000000
# 00 BPF_ENABLE_LOG=1 [J0 OmniUPF

U00eBPF (000000000

0o

* 000000
* (00000 100%

ooo



# 000000
curl http://localhost:8080/api/vl/map info | jq '.[]1 | {map name,
capacity, used, usage percent}'

# 00000
curl http://localhost:8080/api/vl/map info | jq '.[] |
select(.usage percent > 90)'

0000

# 1. 000000
curl http://localhost:8080/api/vl/sessions | jq '.[] | {seid,
uplink teid, created at}'

# 2. 00 SMF (0000
# 00 SMF 00000 API[

# 3. 0000000000
watch -n 5 'curl -s http://localhost:8080/api/vl/map info | jq ".
[1 | select(.map name==\"pdr map downlin\") | .usage percent"'

0o0oooa

# [J config.yml 0000000
max_sessions: 200000 # [J 100000 [0

# 00000000

pdr map size: 400000
far map size: 400000
ger map size: 200000

0000000000000 OmniUPFOOD 0000000000



Juod

Hootbootoooon
000

* 000 < 1 Gbps 00 NIC 0000
+ CPU 00O

ooo

# 1000000
curl http://localhost:8080/api/vl/packet stats | jgq '.total rx,

.total tx'

# [0 NIC OO
ethtool -S eth@® | grep -i drop

# [0 XDP OO
ip link show eth® | grep xdp

0oooo

0000 XoP [0

0000

# 100000000000000
xdp_attach mode: native # 000 XDP [0 NIC/0000

0ooa
0000



# [0 NIC 000 RSSOOODOOOOO
ethtool -L eth® combined 4 # [0 4 0 RX/TX [

# [0 RSS [O00O
ethtool -1 eth®

# (0000000 CPU
# 000 /proc/interrupts [0 irgbalance JJ0000

0ooa

0oooo

# 0000000000
buffer max packets: 5000

buffer packet ttl: 15

Hooooo
00

e Ping [J0 > 50ms
* (00000

0o

# 000 UE 000
ping -c 100 <UE IP> | grep avg

# 0000000

curl http://localhost:8080/api/v1l/upf buffer info | jq
‘.total packets buffered'

# (0000000
curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

0000



Oo0oooo0
ooooa

# 0000000000
curl http://localhost:8080/api/v1l/upf buffer info | jq '.buffers[]

| {far_id, packet count, direction}'

# (0000000000
# 00 OmniUPF 00 PFCP 0000000 FARQO

FIB (000

0000

# 0000000000C0O0O0
# [0 BPF_ENABLE ROUTE CACHE=1 [

# (0000
# [000000000000DOO000a

Hooooioooooo
000

* 00000000
« NIC OO RX O

ooo



# [0 NIC OO0
ethtool -S ethO® | grep -E "drop|error|miss"

# (00000000
ethtool -g ethO

# 00000
watch -n 1 'ethtool -S eth® | grep -E "drop|miss"'

0oooo

# [0 RX O000O0OO
ethtool -G ethO® rx 4096

# 00 TX 0000000
ethtool -G eth® tx 4096

# 10000
ethtool -g ethO

0000 € 00000000

Jo00o0oOU0oiOtOo0Oon 0

ProxmoXx[]VM [][] XDP [][[[]

ooo

* (00000000 XDP OO0
* 0000000

000000000000000 SR-1oV
0oooo

00 1000000000000



xdp attach mode: generic

00 2000 SR-10V [0

# [J Proxmox (000

# 1. [0 IOMMU

nano /etc/default/grub

# 00intel iommu=on iommu=pt
update-grub

reboot

# 2. 00 VF
echo 4 > /sys/class/net/ethOQ/device/sriov_numvfs

# 3. [J] Proxmox UI [0 VF OO0 VM
# 00 - 00 - PCI 00O - OO VF

# [0 VM 00

interface name: [ens1fQ] # SR-IOV VF
xdp attach mode: native

VMware[|10000
o0n

 OmniUPF 0000000
O00vSwitch 000000 MAC 0

0000

# [] vSphere [O0000 vSwitch [O0O0O0O0O0
# 1. OO0 vSwitch - QOO0

# 2. 000 - 0000000

# 3. 000 - MAC 0000000

# 4. 00 - O0000OOO



VirtualBox[][]000
000
e 00 < 100 Mbps

O00VirtualBox 000 SR-IOV 00 XDP

0000

# (00000000000
xdp attach mode: generic

# [J0 VirtualBox [

# - 00 VirtIO-Net O00000O00C
# - 00*“0000"0000

# - 00000000 CPU OO

# - 00000000 NAT

# 00000 KvM/Proxmox [OO000000

NIC (000000
JOONIC 0000000 XDP

0o

ERRO[0000] failed to attach XDP program: operation not supported

0o



# 00 NIC 0000
ethtool -i eth@ | grep driver

# (000000000 XDp

modinfo <driver name> | grep -i xdp

# 0000 XDP 000
ip link show | grep -B 1 "xdpgeneric\|xdpdrv\|xdpoffload"

0oooo

00 10000000

xdp attach mode: generic

00 2000 NIC 0000

# 00000000Ubuntufd
sudo apt update

sudo apt install linux-modules-extra-$(uname -r)

# [J00000000000a

# 1000000
# [] https://downloadcenter.intel.com/ [

00 3000 NIC

# (000 XDP [0 NICO
# - Intel X710[E810

# - Mellanox ConnectX-5[]ConnectX-6
# - Broadcom BCM57xxx[bnxt en [O0000

HobUnbobbooooo

0o



* [0 XDP 0000
* NIC 0000

0o

# 000000
dmesg | tail -100

# 0000000
journalctl -k | grep -E "BUG: |panic:"

0000

# 1. 000000000
sudo apt update

sudo apt upgrade
sudo reboot

# 2. [0 XDP [OO00OCOCOO
xdp attach mode: native

# 3. (00000000000
xdp attach mode: generic

# 4. [ NIC 0000 Linux 00000000

Houoon
000000000

0o

* SMF 00000000
 UE 000 PDU 00

0o Oo00o0oo0oooooa



ooo

# [0 OmniUPF (0000000
journalctl -u omniupf | grep -i "session establishment"

# 00 PFCP 0000
curl http://localhost:8080/api/vl/sessions | jq 'length'’

# 000000000 PECP OO
tcpdump -i any -n udp port 8805 -w /tmp/pfcp session.pcap

0000

0ooood
nooon

# 0000000
curl http://localhost:8080/api/vl/map info | jq '.[] |
select(.usage percent > 90)'

# 0000000 eBPF OOOOOOCO

000 PDR/FAR (][]

0oooo

# [0 OmniUPF (0000000
journalctl -u omniupf | grep -E "invalid|error" | tail -20

# (0000

# - 00 UE IP [0U0.0.0.0 0000
# - (00O TEIDOO 00O

# - PDR [JJ FAR

# - 00O FAR OO

# [0 SMF 0000000

O0000O0O0OVEIP/FTUP[



0ooto

# [00000D0O00OCO
feature ueip: true # [J UPF (0O UE IP
ueip pool: 10.60.0.0/16

feature ftup: true # [J UPF OO F-TEID
teid pool: 100000

Hodo
00000000000

0o

* (000000000
+ 000000000

0o

# 00000
curl http://localhost:8080/api/v1l/upf buffer info

# 0000 FAR 00O

curl http://localhost:8080/api/v1l/upf buffer info | jq '.buffers[]
| {far_id, packet count, oldest packet ms}'

# (000000

watch -n 5 'curl -s http://localhost:8080/api/v1/upf buffer info |
jq ".total packets buffered"'

0ooooooa
FAR 0000 FORWARD

U00SMF 0000 PFCP 0000000 FAR



0ooto

# 00 FAR [0
curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |

{far _id, applied action}'

# 00 BUFF
# 00 FORW

10000
20000

# 0000 BUFF 000000 SMFQ
# - 00 PFCP O000CO
# - 00 FAR 000 FORW [0

00 TTL 00

0000000 FAR 000000

0oooo

# 0000 TTL
buffer packet ttl: 60 # [0 30 OO0 60 [

0o

00000 FAR 00000000

0oooo

# 000000
buffer max packets: 20000 # [0 FAR

buffer max total: 200000 # 000



Hond
000000

logging level: debug # trace | debug | info | warn | error

# 0000000 OmniUPF
sudo systemctl restart omniupf

# 00000
journalctl -u omniupf -f --output cat

eBPF ][

# [0 eBPF Q000000 bpftrace[
sudo bpftrace -e 'tracepoint:xdp:* { @[probe] = count(); }'

# 00000
sudo bpftrace -e 'tracepoint:bpf:bpf map lookup elem {
printf("%ss\n", str(args->map name)); }'

00 XDP 0000

00 XDP (0000000

XDP 00000 00 0O00000O00C tepdump (000 XDP OO000ON3 00 GTP-U O000UDP
2152[]0 XDP 0000000000 UPF 0000 tepdump [0

Oo0oo0oooo



# [0 100000 APT 00000000
curl http://localhost:8080/api/vl/xdp stats

curl http://localhost:8080/api/vl/packet stats | jq
curl http://localhost:8080/api/v1/n3n6 stats

# 00 2000 PFCP 00000 XDP QOO0
tcpdump -i any -n udp port 8805 -w /tmp/pfcp.pcap

# 00 30000000000000 GTP-UO

# 0000 TAP O0000COO0O0O0

# (00

# - gNB [0 UPF OO00OO TAP

# - 000 SPAN/00000C N3 000000

# - 000000000 hypervisor JO000

#

# 000000000 UPFOO

# tcpdump -i <mirror_interface> -n udp port 2152 -w
/tmp/n3 mirror.pcap

0ooooooon

0000

# (000 TAP O0000OCOOO

# [00Cisco OO SPAN OO
(config)# monitor session 1 source interface Gil/0/1

(config)# monitor session 1 destination interface Gil/0/24

# 0000 Gil/0/24 0OD0eenn
tcpdump -i eth® -n udp port 2152 -w /tmp/n3 capture.pcap

00000OVMware[]KVM [0

# (000000000000 UPr O00OOCOOO VM
# J00Linux OO0 tcpdump OO0OO VM OO
# [0 hypervisor 00 UPF [0 N3 J00000OOCO

# 0000 VM 00
tcpdump -i ethl -n udp port 2152 -w /tmp/n3 virtual.pcap



0oo00ooo

 XDP [J00000COO

* (000 NIC 00000ooooa

* 0000 tepdump [J XDP 0000000000000
* (000000000000 UPF 0000

0000 UPF 000000000

- [J PFCP [QQUDP 88050 - 0000000 XDP OO
* U API 00000
« [J GTP-U 00QUDP 21520 - 000000 XDP 0
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Ho00o0odOoooooo0a

1. f00bOooa

# (000
uname -a

cat /etc/os-release

# OmniUPF [0

curl http://localhost:8080/api/v1/upf status
curl http://localhost:8080/api/v1l/map info
curl http://localhost:8080/api/vl/packet stats

# [0
journalctl -u omniupf --since "1 hour ago" > /tmp/omniupf.log
dmesg > /tmp/dmesg.log

# (1000
ip addr > /tmp/network.txt

ip route >> /tmp/network.txt
ethtool eth0® >> /tmp/network.txt
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1. UE [0 GTP-U [0000000DNS OO0OHTTP 00000 UPF
2. eBPF PDR [J] 00000 PDROQ0 FAR

3. FAR [J00 BUFFO0000O00O0 FORW O00-- eBPF (000000 UDP 00 22152 ]
BufferListener

4. BufferListener [J[] TEID[][]] Redirectindex ETS []
5. 00 TEID [J Redirectindex [J0Dispatcher 00 IP 000

6. 0000
° 0000000 DNS 00000 A 0o0oO 1P

o 000000 DNS J00000000CO00oOoO 1P
o (0000 IP 0000 IPO0000000CO

° (0000000000
7. DNS/GTP-U [J] 000 GTP-U 00000 DL TEID 000000 gNBOOOO VE

N9 [0IO0SGW + PGW [0

0 4G EPC 0000OmniUPF 000000 SGW-U [ PGW-USGW-C [J PGW-C 00000000
PFCP 00SGW 00000 N9 FAR(I€€{0000 PGW 00000 TEIDOOD N3 0000000PGW

pootoooobodotooa
00 POST /vl/walled garden [0000C000000000COOCCCOOO

1. PGW [J[] TEID [0 SEID 00 PDR 0000



2. 00000 PFCP OUO000COOOOSGW 00000000000 FAROD teid [0 PGW UL PDR
TEID 000000000 outer header creation[][] FAR 00 PGW [J N9 [J[J FAR[]

3. 00 PGW UL FAR [ SGW [J0 gNB [J UL FAR [J eBPF 000000 BUFF 000000000
eBPF (000000000 eNB 00000 SGW [ TEIDOOOD PGW [ TEIDO

4.0 SGW [0 gNB ] UL PDR (00 Redirectindexg000 PGW UL PDROJSGW UL
PDR TEID ] eBPF [0 eNB 0000000000000

5. 00 bL 000000000 VEOOOOOO0 SGW 000 DL FAROQO eNB [J FAR[ remoteip

'= n3_address [JUDL TEID J000000000CO00000DO0C0O0 - O0000DOOCOOO0DOCO
0000 eNB TEID 0000

000 UPF 000000 SGWOSMF 00 UPF 00000000000 UL FAR 0 TEID 00 - SGW 0000
000000000000 UL PDR 00000
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00 FAR: action=FORW
+ redirect_information(IPv4, "10.179.2.1")
0 UL FAR 00000 BUFF
[ Redirectindex [0 TEID
DL FAR [JJ FORW
0000000000
oo0Ooooono
DNS [ (facebook.com)
Oo:Ado-DOorp
DNS 00 (0o 1P)
HTTP GET OO IP
00 IP 0000 - 00
O0oo0o0ooo
HTTPS [J stripe.com
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00 FAR: action=FORW
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[0 Redirectindex [ TEID
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© @[] PFCP IEs

SMF 00 FAR [J forwarding parameters [ redirect information 000000

IE a0
apply action [0 SMF 00 FORWQUPF 00000 BUFF[

redirect information 0000000000

. [0 redirect information []
forwarding parameters -
- outer header creation

0000000000 3GPP TS 29.244 [1 8.2.20-10

0d O UPF ][]
IPv4 0 [0000 Ipv4 O00O0OOCO 1P
IPv6 1 Q0000 1Pve OO00OCOOO 1P

[0 URL 000000 1PO000 1P 0000 IPOUPF 000 URL 00 -- 00000 APEO

URL 2

00000000 Web 000COO0O0OCOO0O0O
SIP 3
URI 0000

Hoonod

00000000 DNS 0000 DO00O0D00otODOoodotiDoobooboioootioooboootonoo0oa
DNS 0000000000000 IPOR00000000000
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0o 000 0ooa

HTTP 2000000

<HTML><HEAD>
Apple .
) captive.apple.com <TITLE>[[</TITLE>
(i0S/macO0sS)
</HEAD><BODY>[]]
</BODY></HTML>
Android connectivitycheck.gstatic.com  HTTP 204

HTTP 2000000

Windows www.msftconnecttest.com Microsoft Connect
Test
Samsung connectivitycheck.samsung.com  HTTP 200

000000000 P 000D000CODOODO0DO0DOODODOO0OOODODO0000OO

« 00/00000iOSOANdroid[]
* O0000000OWindows(]

00000 1P 000000000000O URL 00O0OO0OOOOOO0OOL/DO000

Jo0doooooo e/ 0oodoog

0000C000000000 1P 000 47 DO00000000 HTTP Hest [0 00OUOOOOOOCOO DOOOO
IP000000000000 U0o0ooo

Oo0000000o0o0Oo0a

1. 0000000 DNS 0000 ooooo e -- 00o00o0ooo
(connectivitycheck.gstatic.com[Jcaptive.apple.com[]
www.msftconnecttest.com [])[]

2. UE 0000 HTTP 000 1PO00000 000 Host 0000 Host:
connectivitycheck.gstatic.com 0000000000



3. UPF [00000CCOO000000C 0000 Hest OOOO 0d

00oC 1P 0 000000000 -- 000000000 Hest: I0OUOOOC IP OOCODOOOO -- DOOCODOOOO
[ Host 00000O0U00OCOOD 0O0O00CODOODOODOOOO 1P 00dobODooCiOoCODOCRMODO
Oo00o0000o0Oo0a

Oo0oooo0

+ 000000 000 e 0000 e 000000000 Hest OO
+ (00000000000 DOODOODO00OO0OD Hest: [OUOCOOOOCO

000 0 walled garden portal ip[000 URL OO0 redirect information [OO0000OO
0000 00 HTTP 00 47 00000 'POUPE 0000000000 Hest O0O0UOOO Host [0M

il

H0000000000000000000000 - deb 0000000000 /etc/omniupf/runtime.exs (0000
00 (rel/env.sh) 00000000000000 RELEASE CONFIG DIR=/etc/omniupf (00

Erlang 00000000000 config/runtime.exs Q000000000 UPFQ



#

# 0000 / 0000000
#

# 000000000000
walled garden enabled = true

# 00000 IPODOOC / 00000
walled garden portal ip = "10.179.2.1"

# 000 IPve O00O0OOOIPve OO0OOO
walled garden portal ip6 = "fd00:179:2::1"

# 000000000OCO DNS OO0
walled garden dns resolver = "8.8.8.8"

# (000000O00CO0OO00OCO0
# 000O0OO"*.stripe.com” [JJ "“api.stripe.com"

walled garden whitelist = [
"stripe.com",
"* stripe.com",
“js.stripe.com",
"hcaptcha.com",
"* hcaptcha.com",
"newassets.hcaptcha.com”,
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0 (] 0
walled garden enabled 00 [
O
walled garden portal ip uog D
- - - gipvag] 00
0
: NN
walled garden portal ip6 IPVeL] 1}
walled garden dns resolver — [
OIPvA4[]
walled garden whitelist goood O

Juoad

0o

false

10.179.2.1

nil

8.8.8.8

[]

0o

Jo00OOOOOOOO
FAR [

redirect infc

0a

0000 / 000000

[] redirect in
URL (0000000
SIP URI J0000OC
IPv4/IPv6 [JO0IE
00 URL 000000
1l

000 1Pve O000C
Ho0ooodooa
walled garder
00 1Pv4 000000
IENENEN

000000000000
00000000000a;
0o0oon

000000000000
000 O

000000000OD0OCODOO0000000D 1PO000 UPF 0000000 SMF -- SMF 000000
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ad 0d

' stripe.com[Japi.stripe.com[]
stripe.com - -
js.stripe.com

api.stripe.com[]
*.stripe.com js.stripe.com[]
dashboard.stripe.com

hcaptcha.com[]
hcaptcha.com
newassets.hcaptcha.com

000

evilstripe.com[]
notstripe.com

stripe.com 000
evilstripe.com

evihcaptcha.com

0000 DO00O stripe. com O00000000CO foo. stripe. com JOOOO0OCOOOOOOO

Oevilstripe.com 0000000000

IP ([

[0 DNS [000000000000000 1P 000 0000 Ooooootooog

1. 0000 api.stripe.com

2. DNS 000000000000 263.60.113.7
3. 203.0.113.7 0000000 P OO0

4. 000 HTTP/HTTPS 000 203.0.113.7 0000000000

00 1P O000000000000a

Hooooon

000000000000 Stripe 00000 hCaptchal]



walled garden whitelist = [

# 00000
“stripe.com",

"*.stripe.com",

# 00000
“hcaptcha.com",

"*.hcaptcha.com",

# Google [JINOOOOOOOCO
"fonts.googleapis.com",

"fonts.gstatic.com",

# 00000 CoNOOO0O00CO
"cdn.example.com",

]

J00000 URLs

00 PFCP 0000000 OO0OOOOOOSMF 00 FAR [0 redirect_information IE Q00000

« 1Pv4 [[000 1P O000000ODOO00O0OO 1P
« 1Pv6 (000 IPve O00O000000OCCOO 1P

« URL [J000000 FAR 00000000 BNS 000000 1P 0000 IPOUPF 000 URL 00 -- OOOO
00 AP O000

000CO000ODOMVNO [O0000000D0O000DO00000



SMF redirect_information doooo e L

[ IPv4: 10.179.2.1 10.179.2.1 10.179.2.1

M IPv6: 2001:db8::1 2001:db8::1 2001:db8::1

i 0o

URL:
topup.mvno.com https://topu
https://topup.mvno.com/recharge DIE 2 P Pup

UPF ©€€[000000 P 0000 VRLOOOOOOOOO AP 000

API

O0000000000000 /vl/walled garden[00 /api OOUO0OO0O000 api_port OO0
8080[][]] Phoenix HTTP [JO0000

GET /vl/walled_garden
00000000000000000000 1PO000 CIPR 0000000000

0o



"redirect count": 2,
"redirects": [
{

"teid": "0x4000",
"session seid": 1,
"portal ip": "10.179.2.1",
"redirect url": null,
"ue ip": "10.60.0.1",
"gnb ip": "10.179.1.21",
"dl _teid": "0x5000",
"far global id": 42

“teid": "0Ox4001",
"session seid": 2,
"portal ip": "10.179.2.2",
"redirect url": "https://topup.mvno.com",
"ue ip": "10.60.0.2",
"gnb ip": "10.179.1.21",
"dl teid": "Ox5001",
“far global id": 43
}
1,
"whitelisted ips": [
{"ip": "10.179.2.1", "type": "portal"},
{"ip": "203.0.113.7", "type": "resolved"},
{"ip": "203.0.113.6", "type": "resolved"}

Il
"whitelisted cidrs": ["192.168.0.0/24"]

0oooo



0d 0d

redirect count 0o000o00o0oon

redirects[].teid 000000 TEIDOOOOOO

redirects[].session seid PFCP [J[] SEID

redirects[].portal ip O0o00oon e

redirects[].redirect url SMF 000 VRLODOOO URL 00000 null

redirects[].ue ip UE IP OO
redirects[].gnb _ip GTP-U [J0J0J gNB IP
redirects[].dl teid GTP-U 0000 TEID

redirects[].far global id (0 FAR ] ID

whitelisted_ips 000000000 1PO00 + 000 DNS 000

whitelisted cidrs 00000 API OO0 CIDR 00

POST /vl/walled garden

00 SEID (00 PFCP 00000C000CCOO0C00COO/API 00000 - DO00CO0 PFCP OOOOOFAR OO
0 redirect_information [JAPI J0000000CO00CO000CO0 SMF 00000000

0ooa

{

"seid": 1,

"url": "http://10.179.2.1/"
}



0d ad 0d

seid (00 0 00000 PFCPOOO0O SEID

0o 00000 - 00 1Pv4/IPve 000 URLO€€000 URLOOOO0OO0000O

1
=l O Jop 0000 1PO000 URL 00000CO AP 0000

000200 OK[

{
"status": "redirect activated",
"info": {
"seid": 1,
"sgw seid": 7,
"portal ip": "10.179.2.1",
"ue ip": "10.60.0.1",
"gnb ip": "10.179.1.21",
"ul teids": ["Ox4000", "0x4006"]
}
}

sgw_seid (00000 N9 000SGW+PGW 000000000 TEID 00 BUFF O0000ul_teids
NO00000O00O00000 TEIDO

0ooto

ad ad

404  [0000OSEID 0000000 PRCP OO0

400 (00000



DELETE /vl/walled garden/:seid

000000000O00OCODOO000000D0000 FARDOD N9 00000000 SGW OO0 FAROO eBPF 000
00000 action=FORW 0 TEID 0000000000

00000 :seid - 000000000 SEIDO

000200 OK[[

{"status": "redirect removed", "info": {"seid": 1}}

0000

0o 0o

404 (0000

GET /vl/walled_garden/whitelist

000000000000 1PO0O PO DNS 000 1PO0000 AP 00000 CIDR 000

NN
{
IlipSII: [
{"ip": "10.179.2.1", "type": "portal"},
{"ip": "203.0.113.7", "type": "resolved"}
1
"cidrs": ["192.168.100.0/24"]
¥

POST /vl/walled garden/whitelist

00000 1P 000 CIDR 0000000O0O000CO VUPFODOODOODOODOODOOOOODOO - DoODOoooO

runtime.exs [J[] walled garden whitelist[]



0ooooo egn

{"ip": "203.0.113.10"}

000000 CIDR 0000

{"cidr": "192.168.100.0/24"}

0000 ip O cidr QO00O0O CIDR O000000CO0OOC IP 00000OCOOOODOO0OC 1P O DNS O
oot

000200 OK - IP (000

{"status": "added", "ip": "203.0.113.10"}

000200 OK - CIDR 00

{"status": "added", "cidr": "192.168.100.0/24"}

0000

0o 0d

400 00 IPOO0O CIDR 00000000

Prometheus [][]

i

[0: upf walled garden active redirects [J[: 000 O0: O0O0OO0O0OOOO0OOOO

oaoo:



# (000000
upf walled garden active redirects

i

00: upf walled garden packets intercepted total [: 000 O0: OOO0O0OOOOOOO
O000000000000000

00: upf walled garden packets dropped total [: 000 00O: UOUOOOO0OO0OOOOOO
0000 DNS 000

00: upf walled garden packets forwarded total O0: 000 OO:

e dst_ip - (OO00OOOO 1P O0: DOOOOOOROOOOOOOROOOOOO 1P O0COO0OROOCOOO
O0: upf walled garden bytes forwarded total [J0: OO0 OO:

e dst_ip - 0000000 IP 00: DOOO IP O00OOCOOOOCOODOOOOOOOCOOOOO0OOROO0OOO
00: upf walled garden dns spoofed total [J0: OO0 OO

* domain - 0000 O0: OO0OCOOO DNS 00000000000

(: upf walled garden dns forwarded total [J]: 00O OO:

* domain - (0000000 OO: O00OCOOOO DNS 0O00D000O0O000CO



jooo

# 00000000
upf walled garden active redirects

# 0000000/00
rate(upf walled garden packets intercepted total[5m])

# 00000000000
rate(upf walled garden packets dropped total[5m])

# J000000000/00
sum by (dst ip)
(rate(upf walled garden bytes forwarded total[5m]))

# 00000000 5 000000
topk(5, sum by (dst ip)
(rate(upf walled garden bytes forwarded total[5m])))

# (0000000
topk(10, sum by (domain)
(rate(upf walled garden dns spoofed total[5m])))

# 000000
sum by (domain) (rate(upf walled garden dns forwarded total[5m]))

# 00000000
sum(rate(upf walled garden packets dropped total[5m]))

/ sum(rate(upf walled garden packets intercepted total[5m]))

Houn
0000000000

00: 00000000 AP D00O00O00O0OOD0OO

aooo:



* (00000000000 TP 000

* J00O0ODOO000000000O URL
- DNS €990 UEJOO GTP-U 000

oaoo:

1. J00000000000C curl http://<portal_ip>/

2. (0000000 URLOOOOApple 0 GET /hotspot-detect.html[]

3. 00 GET /vl/walled garden OO000000

4. [0 Prometheus [0upf walled garden dns spoofed total JO000

5. 000 GTP-U O0000000ODL FAR 000 FORW

Hooodo
00: 0000000000000000000Stripe 000
oon0:

* [0000000OO0O
* 0000000 CDN 1P 0000
+ 000000000000

aooo:

1. 00 GET /vl/walled garden - [ whitelisted ips 0000000 IP
2. [J[] Prometheus:

upf walled garden dns forwarded total{domain="stripe.com"} (U000

3. J00000000000000 js . stripe.com[m.stripe.network[]
4. ] upf walled garden bytes forwarded total [] dst ip 00000

Huooon

00: SMF 0000 redirect information O0000000000COOO0

aooo:

e walled garden enabled [] false



* redirect information IE 0000 FAR J00O0OO OO FAR OO
e FAR 000000 BUFF

aooo:

1. J0000walled garden enabled = true

2.0 GET /v1l/pfcp sessions - [JO00O0 FAR JO0O0 FAR OJO00O0 ©x04 [JBUFF[]
3. 00 GET /v1l/walled garden - [0 TEID 000000000

4. 0 UPF 00000000000 redirect info [0

Jo0o0ooood

00: f0000o0oo0o0Oa
oooo:

* SMF 0000000000000
e BUFF->FORW 000000

aooo:

1. 00 GET /v1l/walled garden - 0000000000

2. 00 GET /v1/pfcp sessions - [[] FAR O00000 0x62 OFORWI[]
3. 00 SMF 000000000000

4. [0 UPF (000" DOO00COODOO0O" O

00000 TEIDHOO0O000O

00: DNS 000000000000 VEDGTP-U 000000000 gNB 1PO0 eNB 0000000 TEIDO

00: 0 4G/SGW+PGW [JO00SGW DL FAR [0 eNB TEID [0000000000000OOOOC0 TEID
00000000000 DO00000000000 eNB 000 TEID 000000000000000SGW 0000 b
FAR (000 - O000000000000000000 TEIDQO

0000: 0000000 00 00 DL TEIDOOOO0 SGW 00000 DL FAROOOO
outer _header creation [] remoteip != n3 address [] FAROOOUOOOOOOOOOOOOOO

0000000000000O0D TEID 00000 DNS O000000000DO0000000000n TeIDO



1. 00 GET /vl/walled garden - 00000000 dl teid 0000000000
2.0 GET /v1l/pfcp _sessions - [J[0 SGW 00 FAR 00000 gNB [0 FAR Q00000
teid [] remoteip[]

3. 00 SGW 0000000C0000000000C000000 Redirectindex OO00000000CO00000OO
[0 DELETE /vl/walled garden/:seid [JO0000000 SMF 00000

0000 304 00o
00: 0000000000000000000000000000000000

00: 000000000000C00000000000000 HTTP 304000000000000000000000 Web OO
000000000000 /hotspot-detect.html[J/generate 204 OO0000000 If-
Modified-Since [] If-None-Match 0000 30400000000000000000000O0O 3040

oooo:

1. UPF 0000000CO000 HTTP (0 - DOO0000CO00000C0 Web 0OO0COO
2. J0000000DO00D0OD0ODODOO0O02000000 3040000000000OO ad

3. J00000000000000 Cache-Control: no-store[][] ETag/Last-Modified []]
OOo0000000aO

4.000curl -v -H "If-None-Match: foo" http://<portal ip>/hotspot-
detect.html - [JJ00 2000000 304[]

NN

00: 00000000 GeT /vl/walled_garden OO0O00O0OCOOCOOOOCOOO O0OOOC -- OOOO
UO0OC0CRM 0000000 -- DODOO/00000 curl 0000000000 Hest: 00000

curl -s -H 'Host: portal.example'

http://<portal_ip>/ # -> [0/0000 0O0O0OO

curl -s -H 'Host: connectivitycheck.gstatic.com'
http://<portal _ip>/ # -> [(000€6600000

curl -s -H 'Host: <portal ip>'
http://<portal_ip>/ # -> Q000000000



00: 00 1P 0 000C0000000000COCO0000000C0R00000000 'PO00000000 VE O HTTP O

[ 0000000 Hest [0 Host: connectivitycheck.gstatic.com[J[JJ0] Web 00000

00 Host IOOOO0OCOOCOO DOOOOC -- OOOUOOUPE 000 Hest OUOCOOCOOOOCOOCOOCO
[

aooo:

1. 0000000 00000 rPO0oo 1P 00000 Hest: O0OOOOOCO
2. 00000000000 0000000000000 Hest: O0OOODUOO
3. (000 curl 0000O00OCOO 1P DODOOODOOCOOOOOOOOCOOG

AN

00000C000000C00 1P 00000 000000 IPPROTO_RAW(OND 25500000 Erlang [1 : socket
0000000000C00000000000000 1P 00000€ €€ eBPF 0000 sendto 00000000000

00o0: 0 GTP-U 000000000C 1P 0000000000 1P 0000 UE IPO000CO0O0OC PORO0OO
IPPROTO_RAW [00000000OCOO0OCOO0 1P O00COOOOCOOOUPE 00 N6 DO0000U000/O00O
0oo00o0ooooa

0000



ad 0ooa

EPERM - [0000CO

0oooo0 root []
CAP_NET_ RAW

000000000000

1 UE N6 (000000

00000 wWalled
garden: raw
000000000

socket open
failed

000000 VE 000

N6 [0 NAT
00 P 000 0d aoa

ad

(00 OmniUPF [] root 0000000
CAP_NET RAW [

0 UPF 0000000000000

U systemd [[]
AmbientCapabilities=CAP _NET RAW

00000 VE 1P 00000 UPF 0000

(0 UPF [JO000 Walled garden forward failed [] raw socket open failed [][[]
00 upf walled garden packets forwarded total []
upf walled garden bytes forwarded total Prometheus 000000000000

Prometheus [0

00: 00000000 dst_ip 0 domain O0000O000OCOOOODO00COOOOCOO0ODO0OCO0O00CO

0oooooa

# 000000 /724 00000000OOO I
sum by (dst subnet) (

label replace(

rate(upf walled garden bytes forwarded total[5m]),
"dst subnet", "$1.0/24", "dst ip", "(\d+\.\d+\.\d+)\.\d+"

)
)
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OmniUPF Web Ul (J000000000000CO00000CO00000C0O00000 Phoenix LiveView []
0000

* (0000 PECP 000D PDU OO

0000 PDROFAROQER [J URR 00000
00000 Dh00o00otooonoa

0000 DOOCO0OO00a

0000 eBPF 000OCOO0O

000000 Doooooo
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0000000 REST AP 00 OmniUPF 000000000



00 PFCP 00000
0o00o0o00o0a
00000000000 @ €
Ooo00o0ooo0

00 eBPF 00000COOO

AR
0000

00000000 HTTPS [0 OmniUPF 00000000

https://<upf-server>:443/
0000044 300000000 HTTPS

il

0000000 config/config.exs [JO00 OmniUPF OO0
000000000000 UPF OO0

upf_hosts 00000 VI 00000CO00000CO OmniUPE 000

il
O000000000000000000

e (- /sessions - PFCP 0000

00 - /rules - PDROFAROQERJURR 000
oo - /buffers - 000000000

00 - /statistics - JOO0O0OXDP 00000
00 - /capacity - eBPF (00000000

00 - /upf_config - UPF 000000000



e [J0- /routes - UE O00000OO0OOOOSPFOBGP
e XDP [][]- /xdp capabilities - XDP 00000000

* 00- /togs - 00000

Juoa

URL[]/sessions

il

0000000000 OmniUPF 0000000 PFCP 000000

PFCP 00O

000000 PFCP 00000 SMF/PGW-C 0000000

[ 00
00 1D SMF [] PGW-C J00000FQDN [ 1P[
00 SMF/PGW-C [0 PFCP 000 IP (00

00000 10 000000000 PECP OO0 1D

0o

* [0 SMF [J UPF 0000
* JO000000OO0
+ (00000000 10 00

0ooto

0000 PFCP 00000000 VE PDU 000



O 0d

00 SEID  UPF 000000000

00 SEID  SMF (000000000

UE IP 0oo0og tev4 0 1Pve 00

TEID 00000 GTP-U 0000000

PDRs O000000000400

FARs IR

QERs 0000 QoS 000ood

URRs 000000000000

0o Oo000000OC0o0O

0o

* [ 1P 0000000 VE 1P 00000
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e [0 VirtlO 00000000 Usmod | grep virtio net

00000000 1 00a
noooa

* 00000 DOOOOOO0OROCOO0O0
e [0 gm shutdown XXX && sleep 5 && gm start XXX

e [J Proxmox J00000grep net® /etc/pve/gemu-server/XXX.conf



0Oo000oobOoooo0
0oooo

* [0 CPU 00000CODOO

00 top - CPU [000OO0OOOOOO
e 0 XDP OOOO0curl http://localhost:8080/api/vl/xdp stats

J00000000000000 XDP

VMware ESXi / vSphere
VMware [J] vmxnet3 (00000000 XDPO

0o

e ESXi 6.7 (0000
e [J000 vmxnet3 00000 1.4.16+
 JU000000 14 000

0o0oon
1. 00000
2. 0000000

o 0000000 - 0000
o 00000 - 00
o [ 000000 0oo o0

3. 0 -vmx J00000000000CO

ethernet0O.pnicFeatures = "4"
ethernet0.multiqueue = "8"

4. (00000000



ethtool -1 ens192 # [JO0OOO

00 OmniUPF[]] runtime.exs 000

xdp interfaces = "ens192" # VMware [ ens192
xdp _attach mode = "native"

KVM / libvirt[][]

00 virsh 000000

# 000000
virsh edit your-vm-name

Oo00o0oo0Oo

<interface type='network'>
<source network='default'/>
<model type='virtio'/>
<driver name='vhost' queues='8'/>
</interface>

0o0oooooa

ethtool -1 eth®

(0 Hyper-V
Hyper-V [0l hv_netvsc (00000000 XDPY
NN

e Windows Server 2016 [J0J000
- J@@[ Linux 0000 4.3+



002 000
0oooon

[ Hyper-V 0000 PowerShell[]

# [0 vMQUUOOOOO - Hyper-V 0000

Set-VMNetworkAdapter -VMName "YourVM"

VmmgEnabled $true

00 OmniUPF[] runtime.exs 000

xdp_interfaces = "etho"
xdp_attach mode = "native"
VirtualBox

(OO00VirtualBox 0000 XDP[]

-VVrssEnabled $true -

J00VirtualBox O000000e1l0000virtio-netdO00 XDP 000

0o00o0o00o0Oa

xdp attach mode = "generic" # VirtualBox 0000

[0 XDP [1[]

00000 XDP 000000000000



1. [ OmniUPF []]

# 000000
journalctl -u omniupf --since "5 minutes ago" | grep -i xdp

# 000
# v "xdp attach mode:native"

# « "0 XDbP O0000"
# x "0000" O 00000

2. [0 API [[]

# 00000
curl -s http://localhost:8080/api/vl/config | jgq .xdp attach mode

# (0000
# "native"

3. 0 XDP {000

# [0 XDP 000000
curl -s http://localhost:8080/api/v1/xdp stats | jq

# 00000

{
"xdp aborted": 0, # 00 e0o0o
"xdp _drop": 1234, # 00000
"xdp pass": 5678, # 0000000
“xdp_redirect": 9012, # 000000
"xdp tx": 3456 # 00000



4. 0000000

# (000000000 XDp
ethtool -i ethO® | grep driver

# 0 Proxmox/KVMOOOO "virtio net"

# [J0 VMwareO0 "vmxnet3"
# [0 Hyper-VOOOO "hv_netvsc"

3. 000

0o00o0o00o00a

# 000000
watch -n 1 'curl -s http://localhost:8080/api/vl/packet stats | jq

.rx_packets'

# [0000~1-2 Mpps
# 00000~5-10 Mpps(O0 5-16 00

J000 XDP [

Jo0ooo "bo Xpe gooo®
000

000000 XDP 0000000 etho

ooo

1. f0000oooa



ethtool -i ethO® | grep driver

# 0000000 virtio net/vmxnet3/hv netvscd XDP [O0O00OO

2. (000000

uname -r

# 00 = 5.15 000000 XDP

3. (0000000 XDP 000

ip link show eth® | grep xdp

# (06600000 XOP 00000000
ip link set dev ethO xdp off

0oooo

+ (000000000000 5.15+
e 0000 virtio_net JO000modprobe virtio net

* (0000000000 XDrPOoUoooooo

NN

0o
00000000 XbP OO

0o

00 dmesg 000000000

dmesg | grep -i xdp | tail -20



ooooa
1. 00000000 XDPQ

o VirtualBox 000000000 XDPO
° 000 NIC 0000

2. (000000

o [JJethtool -1 eth®
o (00 > 1 00000

3. J0 XDP 000000

# 000000000 XDp
grep XDP /boot/config-$(uname -r)

# (000
# CONFIG _XDP SOCKETS=y

# CONFIG BPF=y

0000

* 000000000 Proxmox 000
* (000000000
* (0000000000000 XDP

Jobobiootooooon
O0000000000000000000000

0o

1. (0000000



# J0000000ee00
ethtool -S eth@® | grep rx _queue

# 0000000000

2.0 CPU 00O

# 0000000 CPU OO0
mpstat -P ALL 1

# (0000000000 CPu O
3. 0 XDP 00000000000

# [0 bpftoolO000OO
sudo bpftool net list

# (00 XDP (0000

0ooto

* [0000008-16 0000
* [0 CPU 000DOOCOO
* (0000000000 CPU OO0O

JOOXDP J0000xdp_aborted > 0[]

0o

curl http://localhost:8080/api/v1l/xdp stats

{
“xdp_aborted": 1234, # 00000

0o



XDP 0000 eBPF O000OOOO0O0OO

1. 0 eBPF [JO0OO0

dmesg | grep -i bpf | tail -20
2. 00000000

# eBPF [JO000O0
curl http://localhost:8080/api/v1l/map info

# (0000 1ee%s (00

0000

* [J0 eBPF 0000
(000000000000 eBPF OO0
» [0 Linux 00000000 eBPF

Jo0Proxmox (1100000

©©OJethtool -1 etho 0000 1 00000000000
oo

1. [0 Proxmox [J0000

# [] Proxmox [0
grep netO /etc/pve/gemu-server/YOUR VM ID.conf

# [J000queues=8

2. J0000000C0O0O



# [J Proxmox [0
gm status YOUR VM ID

# 000 "000000" O0o0ooo

0ooto

# [] Proxmox [

# 1000000

gm shutdown YOUR VM ID
sleep 10

gm start YOUR VM ID

# (00000000
ethtool -1 eth®

HO0OC0O00O0 ODodofottobdotiotooooon

00000 XDP (00000

0o
000oo Xbp 00000000

0oo
XDP 000 CAP_NET ADMIN [J CAP_SYS ADMIN (0O
Qo000

1. ] root [JJ0 OmniUPF 000000

sudo systemctl restart omniupf

2. (000 systemdI00000000000



# /lib/systemd/system/omniupf.service

[Service]

CapabilityBoundingSet=CAP NET ADMIN CAP SYS ADMIN CAP NET RAW
AmbientCapabilities=CAP_NET ADMIN CAP_SYS ADMIN CAP_NET RAW

3. 0000 Docker]] --privileged ]

docker run --privileged -v /sys/fs/bpf:/sys/fs/bpf ...

Juooda

OmniUPF 0000000000000
0d 0ooa 0ooa 0d
00000 1.5 Mpps 8.2 Mpps 00 5.5 []
a0 95 us 12 ps 008 [

CPU 0001 Gbps[]  85%[01 000 15%00000 00O 5 000

00000 ~1.2 Gbps ~10 Gbps 00 8 [J

0000000000000 UO0Oo0oo tood

XDP 00

A [000000C000000C0 ©mnitouch (0000000C0O00000CO00 100% 000

000000 XDP (00 NIC

00 NIC 00000 omniUPF OO0 XDP 000



000 NICO00ooooa

0d ad 0ooo XDP (1] oo
000 X520  10GbE ixgbe [0 v 0oo000otOoooo0
000 X710 10/40GbE i40e ad v 00000000
000 E810  100GbE ice og v 0oo00ooon
000 i350  1GbE ig 00 vOOO0 5.10+0 00000000

N000/NVIDIA NICOOO00

a0 0o 0ood - XDPP ([ 0d
ConnectX-4 25/50/100GbE mix5 [0 v 0000000000
ConnectX-5 25/50/100GbE mix5 [0 v 0000000000
ConnectX-6 50/100/200GbE mIx5 [ v 000000000000
BlueField-2 100/200GbE mix5 [ v (0 DPU [0 SmartNIC

00 NIC
0d a0 N XDP ][] a0

BCM57xxx [J] 10/25/50GbE bnxt en [0 v 000 Dell/HP 000

00 NICOOD0ooo



XDP

a0 NIC [ aooo 0 a0 a0
. . a0
Proxmox/KVM VirtlO virtio_net 00 v W RN
VMware ESXi vmxnet3 vmxnet3 a0 v [ [ ESXi 6.7+
Hyper-V NIC hv netvsc v Windows
yp - - a a Server 2016+
AWS ENA ena 00 v [ EC2 0000
VirtualBox a0 a0 gooo O O00000

0000000 NIC

000 XDP [J0000eBPF O NIC 00000

00 0o 0o 0o
Netronome Agilio CX 10G 10GbE 00000 XDP OO
Netronome Agilio CX 25G 25GbE do0ooo
Netronome Agilio CX 40G 40GbE 000000 $2,500-5,000(]

Netronome Agilio CX 100G 100GbE [J000O

0000000 NIC 0000000DO00O000O0OD00000D XoPg

joad

0000000000 OmniUPF 000

000001-10 Gbps(]



NICOO00 X520010GbE 000
00000 XDP

000000 UPF [0 ~8-10 Gbps
000 ~$100-200000/000

00010-50 Gbps[]

o NICOO0O X710040GbEI0J000 ConnectX-4[J25GbE[]

* (0000 XDP
e 00000 UPF OO0 ~25-40 Gbps
000 ~$300-800

00050-100+ Gbps[]

e NICIO0 ConnectX-5/6[1100GbE[]

* (0000 XDBP
* 00000 UPF OO0 ~80-100 Gbps
* (00 ~$1,000-2,500

09 €Y €0Proxmox/KVM[]

e NICVirtlOJOO 8-16 000

* (0000 XDP
« 00000 UPF OO ~5-10 Gbps
* 000000000

NN

00000000 OmniUPF 000



NIC/00 0d

Realtek NICs [0 XDP OJ00OLinux 00000
VirtualBox 00000 XDP
000 NICs 000000000

0000 NICs[1<20140 [ XDP 000000

NN

Ho00o0o0oooa

1. 0 000000000 Linux 00000000 XDP

# 00000

modinfo <driver name> | grep -i xdp

2. [ 00000000 = 5.15 00000 XDP

uname -r

3. [ 000000 NIC 000000000RSS/VMDaQ
4. [0 PCI 0000 PCle O0O0OOOOCO

o 10GbE[PCle 2.0 x4 [0
o 40GbE[PCle 3.0 x8 [
o 100GbE[JPCle 3.0 x16 [J PCle 4.0 x8

5. [0 00000

o 0000000 NIC
o 00000 VirtlO [] SR-I0V €€

o (0000 NIC 0000

aoa

000 i350 000

000 Proxmox/KVM

0000000/0000

000 X520 0oo



A 100000000000 - D000 ©Omnitouch (0000

Juo

* 00000 - 000000

* 0000000 - 000000

* 00000 - eBPF [1 XDP 000
* 00000 - 00000000

HO00
Proxmox [][] XDP [J[J[JTL;DR[]

# [] Proxmox [0
gm set <VM ID> -net® virtio=<MAC>,bridge=vmbr0, queues=8
gm shutdown <VM ID> && sleep 10 && gm start <VM ID>

# (000000
ethtool -1 eth® # [J0 8 [0

sudo nano /etc/omniupf/runtime.exs # [J00xdp attach mode =
“native"

sudo systemctl restart omniupf

journalctl -u omniupf --since "1 min ago" | grep xdp # 00000



00 XDP 000000000

# 0000
curl -s http://localhost:8080/api/vl/config | grep xdp attach mode

# 00000
curl -s http://localhost:8080/api/vl/xdp stats | jq

# (000
ethtool -1 eth®



OmniUPF API

il

OmniUPF API I00O00CO0 RESTful 00000000000 eBPF 000000000 AP OO0 UPF 000
0oob00ooioooo0

API [

0000

 PFCP [II00000000C000000OC0 VE TP O TEID 00
 PFCP [JII0000000OCOOCO0

0oooo

« (000000 (PDR)UN0O0000COO0O (1Pv4/1Pv6)
« 000000 (FAR)OOO0OCOOCO0O0

* QoS [0 (QER)IIIIOONO QoS [n

* 000000 (URR)OOOOOCOOCOOOOO

000000

e 00000000 FAR 000000 (GET /buffer, GET /buffer/:far id)

e J0000000000000OO (POST /buffer/:far id/flush, DELETE
/buffer/:far id, DELETE /buffer)

o NDO0O0O0OO0O0O (POST /buffer/:far id/notify)
e 000000 DLDR 0000 (GET /buffer/notifications)

0oooon

« [0000000CO00000CO (GTP, 1P, TCP, UDP, ICMP, ARP)
 XDP [0000000CO0 (DODOCOODO0Om)

 N3/N6 [JJUO0ORAN 000000000

« [0000FIB 0000 (D000OCOO0OO)



0ooto

e UE (0000 VE IP O gNB 000 (GET /routes)
 FRR [J00000000000000000 (POST /routes/sync)

* 000000000000 (GET /routing/sessions)
e OSPF (0000 OSPF 000000 (GET /ospf/database/external)

0o

UPF 000000000 (GET /config, POST /config)
00000000000000000 (GET /dataplane config)

XDP [J0000 XDP 000000000 (GET /xdp_capabilities)
eBPF 0000000000000 (GET /map_info)

Web Ul ][]

OmniUPF Web Ul (JOO API 0000000 API 000CO0000CCOO Oo0000000o0
ad

Swagger API ][]

[1 APl 00 OpenAPI 3.0 (Swagger) [[I€Y¥YY0000000 Swagger Ul [0

* [000000OOCO0/0000

* (0000000 APHOOODOOO
* JO000000OOO0

 HTTP 0000000



aii Swagger Ul [][] OmniUPF API [J000000

[] Swagger Ul

Swagger [I000000000

http://<upf-host>:8080/swagger/index.html

O00bhttp://10.98.0.20:8080/swagger/index.html

API 100

00 API 0000000

/api/vl

API ][]

il
OmniUPF API 00000000CCO0000CCO00000CO0000CC0O0000PDR [0 URR 0000000

0oo00ooo



1. f0D00oooo0OO

o page 0000 1 000
° page_size[J[000000C0100000010000

2. 00000000

o offset[000OOOO
o limit[0000000000010000

0000

# 000000000 56 00000
GET /api/vl/pfcp sessions?page=2&page size=50

# 000000000 1ee 00000000 56 O
GET /api/vl/pfcp sessions?offset=100&limit=50

# (000000000000 166 O
GET /api/vl/pfcp_sessions

0oooo

{
"data": [
{ /* session object */ },
{ /* session object */ },

1,

“pagination": {
“total": 5432,
"page": 2,

"page size": 50,
"total pages": 109
}
}

0oooo

e /api/vl/pfcp sessions - PFCP 000



e /api/vl/pfcp associations - PFCP OO0

e /api/vl/routes - UE IP ][]

e /api/v1/uplink_pdr_map - J0 PDROOOOO0

* /api/vl/uplink pdr map/full - [ PDR 000 SDF 000000

e /api/vl/downlink pdr map - [JJ PDR IPV4[JO0000

e /api/vl/downlink pdr map/full - [0 PDR IPv4 00 SDF 000000
* /api/vl/downlink pdr map ip6 - [0 PDR IPve00000

e /api/vl/downlink pdr map ip6/full - [J] PDR IPv6 (] SDF Q00000
* /api/vl/far_map - 000000

e /api/vl/ger _map - QoS 0000

e /api/vl/urr_map - 000000

0oooooa

* GET /api/vl/buffer - 0000 FAR OO000COCO

* GET /api/vl/buffer/:far_id - [JO00 FAR Q0000

e GET /api/vl/buffer/notifications - [JJ DLDR Q000

e DELETE /api/vl/buffer - J000J@¥e0]

* DELETE /api/vl/buffer/:far_id - 000 FAR 000

e POST /api/vl/buffer/:far id/flush - 00000000000

* POST /api/vl/buffer/:far id/notify - 0000 DLDR [0

0000

e GET /api/vl/config - JO0O0 UPF OO
« POST /api/vl/config - [J0 UPF O00000000COCO
e GET /api/vl/dataplane config - 0000000000

0oooooa

e GET /api/vl/routes - [JJ UE 0
e POST /api/vl1l/routes/sync - 00 FRR OO0OOO

e GET /api/vl/routing/sessions - [J000000
e GET /api/vl/ospf/database/external - [JJ OSPF [J0 LSA 00O

0000



00 Web Ul 00000 page size=100
000000000 page_size=1006 000000
10 pagination.total pages [OU0OOON
00 page_size (00 API 000000CO

CORS []]

000000 (CORS) 00000 AP 000000 Web UI O0000000CCO0O0O API

Prometheus [][]

00 REST APIDOmniUPF [0 /metrics OUO00OO0 :9096 000 Prometheus 00

0000

* (00000 PRCP O0CO0OO
Ooo00o0ooo0

XDP II0©©

0ooa

eBPF (000000

URR 0000

0o 00000000

Juod

. - (00 API 00000000
. - Prometheus [0

. - PFCP 00000000

o - PDR[JFAR[JQER[JURR [][]
o - FRR [J00 VE [0

. - Q00000000

. - UPF 000

. - JO0O API 000 tocalhost [JJO00 UPF OO0


http://localhost:8080/swagger/index.html

UE

0ooao
. - J0000000000 AP OO
. - Web Ul 00000

UPFOIIOOOOOO FRROOOOOUOOD U00DO0OUOODOOVEDIP 000000000 VUE 000000D00o0
0o000000000ODO000

000 FRR[

00000C000000C000000 Linux [0 Unix 000000O00000CO00 BGPO
OSPF[RIP 00000OUOOOFRR O0000COOOOCOO0DOOOOCODODOO0OCOOO00O

il

%G Core SMF FFLF Session—+  LIPF UE Routes—+  Route Symc &7+ FRA Dsemon kemel Aputes—e  Linux Routing Tabie Formarding—=  Katwork Fabric


https://docs.frrouting.org/

NN
000000

5G Core SMF

PFCP Session Establishment

FRR Daemon

User Plane Function Route Sync Engine

Create PDR/FAR Rules

Assign UE IP Address

Track UE Route

Add Route to Table

Update Kernel Routes

UE Session Active

PFCP Session Termination

Remove PDR/FAR Rules

Remove UE Route
Delete Route from Table

Update Kernel Routes

FRR Daemon

User Plane Function Route Sync Engine

5G Core SMF

joad

UPF (00000 UE 1P 00000D000000D0O00000000

1. 0 VE 0000000000 PRCP 000000 VE 1P OO
2. 00000000000ODO0000Do000

3. (00 FRROOJOO APl 000000000 FRR 0000

4. (D000000DDOROODODODD/O00000o000



FRR [

il

FRR [J0 Ansible [J[] (000000000000000CC Ansible 0000000 FRR 0000 Jinja2 (00
Ansible (00000000000CCO UPF 00O

O0COD FRR Jinja2 O0000CO

frr version 7.2.1

frr defaults traditional

hostname pgw02
log syslog informational

service integrated-vtysh-config

|
ip route {{ hostvars[inventory hostname]['ansible default ipv4']
['gateway'] }}/32 {{ ansible default ipv4['interface'] }}

|
interface {{ ansible default ipv4['interface'] }}

ip address ospf router-id {{hostvars[inventory hostname]
['ansible host']}}

ip ospf authentication null

|

router ospf

ospf router-id {{hostvars[inventory hostname]['ansible host']}}
redistribute static

network {{ hostvars[inventory hostname]['ansible default ipv4']
[ 'network'] }}/{{ mask cidr }} area 0

area 0 authentication message-digest

|
line vty

|

end

0000

1. 00000000 Ansible 00000 FRR Jinja2 000000
roles/frr/templates/frr.conf.j2[]

2. 0000000 Ansible 000000 UPF 000000
3. (000000 Ansible 000 FRR 0000000 UPF 00



4. (0000Ansible OO00OO000000OP OOCOOO 10 000000 UPE O FRR [0
Jinja2 [00000CCO0

 OSPF [JI00CO IDO000000C000CO00

BGP [JJUIASNOU000CO0OOOOO

0000000000000000000 redistribute static (0 UE 000
00000000000000000€ €0

00000OSPF/BGP 0000

UPF 000000 FRR 0000000 UPF OO0OUPF 000000 PFCP 00000 FRR vtysh 000000
UE IP 0000 O0000ev4 [0 /3201Pvé [0 /128000000000

1. 00 FRR J0000000 UPF 000000000 vtyshQ
2. ¥ redistribute static 0O FRR [
3. 0000 FRR O00000000OSPFOBGPOON

4. J0000000 VE DO000000 UPE OO0

O00UPF 00 FRR [ vtysh 00000000000 FRR O00000000000C0CO00 OSPE/BGP O
U000 redistribute static[ redistribute kernel[]

0o

* 00000000000 Ansible 000 FRR Jinja2 0000C00000000C UPF 00
Ansible [00000NInja2 O00OO00000000OSPE 0O0BGP OO0OOOCCOOOO
UPF 00000000 UPF 000000000 PRCP OO00OO VE 1P /32 [0
000000000 UPF 00 FRR 0000000000C0O0000 VUE OO0

0000000 Ansible OOO000000000€ €€ 00000 UPF 00000



jooo

5G Core SMF User Plane Function Route Sync Engine FRR Daesmon

PFCP Session Establishment

=

Create PDR/FAR Rules
-—

Assign UE IP Address

-—

Track UE Route

-
-

Add Route to Table

Update Kernel Routes

-

UE Session Active

PFCP Session Termination

=
=

Remove PDR/FAR Rules

Remove UE Route

=
]

Delete Route from Table

>

Update Kernel Routes

5G Core SMF User Plane Function Route Sync Engine FRR Dasmon

Juoad

Web UI [

UPF 00000000 00 000000

* J00000000CO00000

000000000 VE 1P 0000
LooC0ooobodoooooon0
0000000000000 VE TP 0000000
OSPF 0000000000 OSPF OO0OO



* BGP [J00J0BGP OO000000COOCO0O
 OSPF 0000000 VE 000OCO0OOCO LSA 00000

doooooon VE dooooooooooooooooooooonooon

Hooood

0000000 Web UI 0 0000 O000OCOO0O0OCOO

1. 0000 UPF 00000 VE 0000
2. [J FRR 00000000

3. (00000000

4. (00000000

5. (00000000



Jud






v

L[]

* [O0000OOOOOODOoOOOn
0000000000000 VE DOU000oO
000000000000 VE OO
Ho00o0o0Ooooooo0a
000000 Web UT O0O000CO

Juo

API []]

UPF 00000000000

e GET /api/vl/routes - 000000 VE O000O0OCO

e POST /api/vl/routes/sync - JUOUJU0 FRR O0O00000OO

e GET /api/vl/route stats - 0000000000

e GET /api/vl/routing/sessions - Q00000000OSPF OOOBGP OOOO

e GET /api/vl/ospf/database/external - [J] OSPF AS-External LSA OO00000
0000

0o Oo00o0oC0o0oooa



jooo

0000000 1P 000000 1ee.64.18. 5 (000O0000COOOOOO00CODOODO00OOO

* J000/20
* 00/oOO
* 000a

* 0000000

IPv6 (]

0000000 1Pv4 [0 1Pve UE 000

0000 0000 0o

IPv4 /32 100.64.18.5/32

IPv6 /128 2001:db8::1/128

00 IPveI0000 FRR 0000000 OSPFv3 [ BGP 1Pv6 (0000

router ospf6
redistribute static

000 BGPO

router bgp <asn>
address-family ipv6 unicast
redistribute static



FRR ]

OSPF [[J LSA (]

0000000 FRR OSPF 0000000000 VE 000000000000 OSPROOD LSAQOD sOO0C0OOOO
00 OSPF (000

FRR OSPF [jfjfoid LSALON UE [[] 100.64.18.5/32 [ E200000 20000

Oo00o0oC0o0oon

- [0 LSA (10.98.0.20)JUPF 000000
- 000 LSA (192.168.1.1)JOSPF 0]

[0 LSAO0 VE (0 1e0.64.18.5 [ E200000 20000000000 OSPF

0oooon

1. UPF 000000 UE 1P [0

2. 000000000000 FRR

3. FRR (00000000 OSPF
4. OSPF 000000000



