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OO
&S API &©

OmniUPF && REST API OO0

# OO
GET http://localhost:8080/api/v1/upf status

# PFCP &
GET http://localhost:8080/api/v1/upf pipeline

# O
GET http://localhost:8080/api/vl/sessions

# O
GET http://localhost:8080/api/v1l/packet stats
GET http://localhost:8080/api/v1l/xdp stats

# OO
GET http://localhost:8080/api/v1/map info

# OO
GET http://localhost:8080/api/v1/upf buffer info

SO>SO API @& ®®® Swagger UIC@@®V OO http://<upf-ip>:8080/
swagger/index.html

OO

# oo

interface name: [ethO] # N3/N6/N9 S0
xdp attach mode: native # generic|native|offload
n3 address: 10.100.50.233 # N3 & IP

pfcp address: :8805 # PFCP o0

pfcp node id: 10.100.50.241 # PFCP &< ID

# O

max_sessions: 100000 # OO0

# API &0

apli_address: :8080 # REST API &¢&

metrics address: :9090 # Prometheus &&&&
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QoS &

QoS &&



i
OmniUPF &6

%
©

OOOLBO
cBPEF &0
SOOLBOD

CoONoRLDE=

OO

OmniUPF && eBPFOOOOOOOOO00OOOO XDPOOOOOOO OO 5G/LTE &0
QOOOOOOOOOOOOCY Linux OO0 OO0 OOOOO0mMNniUPF OO0 OOOOOO
QCOOOOOOOOOOOOOOOOOOOY

OO

OO
SOOOOC
¢ DOV OOOOOOOOY
¢ DOVOOOOOOOOOOO
e OO XDP 0000000
OOOOOOY
* eBPF &0 CPU OO0
¢ OOVOOOOOOOO
¢ DOOO/OOOOY
SOOOOOY
* XDP &0 SmartNIC &&

e OOOO XDP ©000®
¢ DOVOOOOOOOOO



eBPF &&&0
&&® eBPFO

eBPFOOOOOOOOOOOOOOOOOOOOY Linux OOOOOODOOODOOOOOOO0
QCOOODOOOODOODOOOODOOO

OO

OOOOEeBPF OO0 OOOOO00
DOVOOOODOOODOOOOOOY
OOOOOOOOOOOOOOOOOOY
QOOOOOODOOOOOC

eBPF &00000
eBPF &¢&

eBPF 0000000000 eBPF OOOOOOOO0000
OmniUPF OOOOOOO00

OO OO OO
BPF_MAP_TYPE HASH QOO & TEID © UE IP ©& PDR
BPF_MAP_ TYPE ARRAY OOOOOOOY & ID & QER®OFAROURR

BPF_MAP TYPE PERCPU HASH® CPU &&&dddd® &&& PDR &&
BPF_MAP _TYPE LRU HASH LRUGOGOODOOOOD GOODOOD

OO
SOO0(1) OOOOOOOOOY
SOOOOOOOOOOOOC

QOOOOOOOO
SOOOOOOOOOOOOC

XDP &%

XDP @&

XDPOOOOOOO00 0 Linux OO0 OO eBPF 000D OOOOO00OODOOOO
OOOOOOOOOOOOY

XDP oo

OmniUPF &&&® XDP 000000000 @@@OOOO000O000



1. XDP &00&

QOOOOOOOOOY

e eBPF ©&&&®<® SmartNIC &0

QOO NIC 00000 &® CPU

&® 100 Gbps+ @&

&Y SmartNIC&®Netronome&®Mellanox ConnectX-6&

SO
xdp _attach mode: offload
SO

e OOOO® SmartNIC &&

e & eBPF 0000
e OOOO eBPF ©OOOOOOOO

2. XDP OO0 00000000

OROROR02 72 I2GRGROROTORN

¢ eBPF 000000000 OH0
H>OHG SKBOOOOOOOOOOODDD
&>&&H&GG 10-40 Gbps

OSSO XDP HHHHHOOOODDD

OO
xdp attach mode: native
OO

¢ DOVOODOOODOOOOY
¢ OOV
s OO eBPF ©0&

OO

Intel: i40e, ice, ixgbe, igb
Mellanox: mlx4, mlx5
Broadcom: bnxt

Amazon: ena

OO 10G+ ¢




3. XDP &0

OOODOOOOO0

* eBPF ©00000® SKB &0
XDP 0000000
QOOOOOOOO
QOOOOOOO

OO
xdp _attach mode: generic
OO

QOO

OOOOOOOY SRIOV 0000
OOOOOO

OO

OOD1-5 GhpsOOOOOOO[OOQ

XDP &&00@

eBPF ©OO& XDP OO0 DOO0DOO0OOO00

ORORORS O & OmniUPF &&66
XDP_PASS SOOVODOOODOOD SOODOOODOPICMPOOOOS
XDP_DROP DOOOOOR ORCROIOROR 72 7% 20N OROROROTOROROROS
XDP TX RORORORORORORORRORORORROTOROROROS

XDP_REDIRECT OO Q000D  OOOOOOON3 « N6©
XDP_ABORTED &0 0OOOO0 eBPF OO0

OO

OO0
OmniUPF && eBPF @000 OOOOOO000000
SO

* && eBPF €000 eBPF O®

¢ DOVOOOOOOOOOOOOOY

¢ OOV OOOY
¢ OO 33 OO



OO
OO

eBPF &&0¢

OO
OO0

OmniUPF &<& max _sessions O0ooo00000R

PDR && = 2 x max_sessions (OO + &)
FAR & = 2 x max_sessions (&& + &)
QER ©&® = 1 x max_sessions (O Q& R)
URR && = 3 x max sessions (&< URR)

&&®max sessions = 65,5350

* PDR &% 131,070 &

* FAR ©©©131,070 &&

* QER &&©65,535 &©

* URR &&®131,070 ©<©
OO
PDR &&: 3 x 131,070 x 212 B = ~83 MB
FAR &&: 131,070 x 20 B = ~2.6 MB
QER &®&: 65,535 x 36 B = ~2.3 MB

URR &&: 131,070 x 20 B = ~2.6 MB
OO ~91 MB OO0

QOO
OO

OmniUPF OO0 OOOO0000ODOOOO000OOOO GTP-U & UDP &0
QCOOOOOOOY

OO0
OO

SOOOOOFAR ©0@ 2 OO0 eBPF OO
1. OO0



orig packet len = ntohs(ip->tot len); // &¢& IP &
2. QOO0
// & @ IP + UDP + GTP-U &
gtp encap size = sizeof(struct iphdr) + sizeof(struct udphdr) +
sizeof(struct gtpuhdr);
bpf xdp adjust head(ctx, -gtp _encap size);
3. OO IP O

ip->saddr = original sender _ip; // &S Q000

ip->daddr = local upf ip; /] SO R IP
ip->protocol = IPPROTO UDP;
ip->ttl = 64;

4. & UDP &

udp->source = htons(22152); // BUFFER _UDP PORT
udp->dest = htons(22152);

udp->len = htons(sizeof(udphdr) + sizeof(gtpuhdr) +
orig packet len);

5. && GTP-U &

gtp->version = 1;

gtp->message type = GTPU G PDU;

gtp->teid = htonl(far id | (direction << 24)); // &<& FAR ID ¢
@

gtp->message length = htons(orig packet len);

6. ®& XDP_PASS®

° OOVOOOOOOOO UDP 00000 22152
° QOVOOOOOOOOOOOOOY

OO
SOOOOOOSMF && FAR &&<& BUFFER OO0 0OO00OO00
OO

O® OO O®
& FAR ©©10,000 &&0& && FAR Q00000000
OO 100,000 @00 00000000
&S TTIL 30 © QOOOOOOOOOOY
OO 22152 OOOOOO® UDP &
SO 60 & QOOOOOOOOO



QoS &0
OO
OmniUPF &0 400000 d GO Q0S

OO

SOOOY ger.ho®

static always inline enum xdp action limit rate sliding window(

}

const  u64 packet size,
volatile u64 *window start,
const  u64 rate)

static const  u64 NSEC PER SEC = 1000000000ULL;
static const  u64 window size = 5000000ULL; // 5ms <&<&

[/ S = 0 SO Y
if (rate == 0)
return XDP_PASS;

/] QOO
__ub4 tx _time = packet size * 8 * (NSEC PER SEC / rate);
__u64 now = bpf ktime get ns();

[/ OOOOOOOOOOOOOOROOOOOOR
~ub4 start = *window start;
if (start + tx time > now)

return XDP_DROP; // &0

[/ OO0

if (start + window size < now) {
*window _start = now - window size + tx time;
return XDP_PASS;

}

/] OO0
*window start = start + tx_time;
return XDP_ PASS;

OO

e &OOOOO5ms5,000,000 S

¢ OOVOOOOOOOOOOO

¢ OOVOOOOOOOOOOOOOOO
* MBR = 00000000



QoS &
SOOMBR = 100 Mbps®&&&&® = 1500 &&
1. OO0
tx time = 1500 && x 8 &/&¢® x (1,000,000,000 ns/sec =+
100,000,000 bps)
tx time = 1500 x 8 x 10 = 120,000 ns = 120 us
2. OOO®
o QOVOOOOVOR t=0 OOV OOOOOOOY t=120us &
o QOOVOOR t=100UuS SOOOOOOOOY
o SOVOOR t=150Us OOOOOOOOOOOOR

3. OO

Max PPS = (100 Mbps + 8) + 1500 &<& = 8,333 &0/
QOORY = 120 us
OO
OO
& SR OOO[O &

XDP &&&SmartNIC® 100 Gbps 148 Mpps < 1 us
XDP &&&10G NIC&®®><® 10 Gbps 8 Mpps 2-5 s
XDP &&&10G NIC®4 &40 Gbps 32 Mpps 2-5us
XDP && 1-5 Gbps 0.8-4 Mpps50-100 ps

OO
OOOOOOOOOXDP OO

O OO @
NIC RX 0.5 ps0.5 ps
XDP &0 0.1 ps0.6 ps
PDR ©&&0®<¢ 0.3 ps0.9 ps
QER &00& 0.1 ps1.0 ps
FAR && 0.5 ps1.5 ps
URR && 0.2 pusl1.7 ps
GTP-U &/ 0.8 ps2.5 ps
XDP REDIRECT 0.5 pus 3.0 ps
NIC TX 0.5 ps3.5 ps



OO OOY ~3.5 ps®XDP &>&10G NIC®

CPU &&¢
QOO
e &&®8-10 Mpps&XDP &&&
e OOOOOR12-15 Mpps
¢ BODOOOORORRORR 8 &
OROOORY CPU &
CPU % = (&00@<® / 10,000,000) x 100% &

SOG2 Mpps GO ~20% SO DD
SO
eBPF &&00d
¢ OOOODO~100 NSOVOOOOG
¢ SOBGOO~300 NSOVOVPOOO
¢ BOVODO~50 NSOYVOOOOOD
BOOOODD
SO = POVPOD x (OOOVOPOD + GOV x 64 OB)

®®®10 Mpps x (1500 B + 3 & x 64 B) =~ 160 Gbps &&d&

OOOOOOY

OO0
&& UPF &&¢
OOV
e SMF & UPF ©0000000

* && UPF &0 UE ©©
e OOO UPF OO0

OO
CPU &&¢
1. & XDP ©&&&® CPU &0



2. OO RSSOOOOOOOOO RX ©®
3. & eBPF 000000000

NIC oo

1. O RX OO0
2. OO0 NICORSS®
3. CODOOOOOOOY

OO

# OO eBPF &%
ulimit -1 unlimited

# ©& IRQ ®OOO® XDP 46GS
systemctl stop irgbalance

# & (PU QOO0
cpupower frequency-set -g performance

# OOOODOOOY
sysctl -w net.core.rmem max=134217728
sysctl -w net.core.wmem max=134217728

QOO
OO
®® CPU ©&® = (& PPS + 10,000,000) x 1.5 (50% ©<)

OO (QOO® x 212 B x 3) + 100 MB (eBPF ©& + &)
OO (OO0 x 2) + 10 Gbps (&@)

&S&&100 &0 &20 Gbps OO

* CPU: (20 Gbps + 10 Gbps &) x 1.5 =34 <&
e &&: (1M x 212 B x 3) + 100 MB = 750 MB
e &&: (20 Gbps x 2) + 10 Gbps = 50 Gbps &<&

OO

- && UPF 00000

- PDROFAR®QEROURR &0 &
- OOV

- OO

- OOV
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CoONoRLDE=

OO

OmniUPF ©OO000000OOOO0OO0OOOO0OOOOY 4G (EPC) © 5G &0
OOV YAML &0 0000000

OO

OmniUPF &0 OOOOOO000000
OO

OO OO (SMFOPGW-C & SGW-C) 00000000 OmniUPF && PFCP &
OOOOOOOOOOOY OmniUPF &0

OO
* OmniUPF OO0 000OOOO PFCP O®

* && OmniUPF &0 UPFOPGW-U & SGW-U
¢ DOVOOOOOOOOOOOOOOOOOY

XDP 0000

OmniUPF &<& XDP (eXpress Data Path) Q0000000000000 0000



SO XDP OO0 OOO Proxmox 0000000000000 XDP &0
&

OO

OO O® O OO

OO (©0) ~1-2 Mpps Q0000000 OO

&

&

&

&

& ~5-10 O (OO SRIOV &
& QOO (&) Mpps &%) & XDP &0
&
&

QOO® ~10-40 & XDP ©0&&
(SmartNIC) Mpps COOOOe SmartNIC

OO ()
SOOXDP 0OOOOOOOOOO
OO0
¢ OOV OO OO
¢ DOVOOOOOOO
¢ OOOOOOOOOY
¢ DOVOOOOOODOOOOOOOY
OO

o OOVY (~1-2 Mpps &)
o OOOO XDP OO0

SO

xdp attach mode: generic
SOV

& SR-IOV &00®
QOVOOOY

&SOO XDP 0000
Proxmox&®VMwaredVirtualBox @000 0000

OO ()
OOOXDP 00O OOOOO
OO
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&< (~5-10 Mpps &)
QOODOOOOOOOOO
QOODOOOOO
OO SRIOV &0 &

OO

¢ OO XDP 00000
¢ BOOOOVYV/OOOODS XDP

OO
xdp _attach mode: native
OO
¢ DOOOOOOY
* & SR-IOV 00000
e OO XDP &% (¢ Intel®Mellanox &)
OO

« & XDP 000 (& 0OOOD)
« Linux ©® 5.15+3&d> XDP &b

QOO (D)
SOOXDP & SmartNIC &0 &
OO
o OO (~10-40 Mpps)
¢ OOV CPU 000
¢ BOOOY
o O CPU 00000
OO
e OO SmartNIC &&
* SmartNIC & o0&
¢ BOOOORY
OO
xdp attach mode: offload

OO



¢ OOV OOOY
¢ DOVOOOOOOOOR
e CPU 0000000

OO0

e && XDP &&<¢ SmartNIC (Netronome Agilio CX®Mellanox BlueField)
¢ DROOOORQ

OO
COOD

& O Q& Q&
interface nameN3/N6/N9 &¢&00@& (XDP &) & [1lo]
n3 address N3 &&& IPv4 ©¢ (& RAN & GTP-U) IP 127.0.0.1
n9 address N9 &&¢@ IPv4d &< (UPF © UPF © ULCL)IP < n3 address &<

OO

interface name: [ethO, ethl]
n3 address: 10.100.50.233
n9 address: 10.100.50.234

PFCP &¢&

OO OO OO O
ofcp address E;»C)P SO0 (N4/Sxb/Sxc gg .8805
pfcp node id PFCP ¢ ID IP 127.0.0.1
pfcp remote node ggﬁggg%%ﬁcp ©o (SMF/ &[]
association setup timeout OOQOOOOOOOD (&) OO 5
heartbeat retries SOOROODOOOOOOOOOOY OO 3
heartbeat interval PFCP &0 (©) OO 5
heartbeat timeout PFCP &0 (@) & 5

OO

pfcp address: :8805
pfcp node id: 10.100.50.241
pfcp _remote node:

- 10.100.50.10

- 10.100.60.20



heartbeat interval: 10
heartbeat retries: 5

API &&&

OO & OO OO
api _address REST API @000 &OQ: > : 8080
metrics addressPrometheus @& QOO &0 19090

logging level <&&&<® (trace, debug, info, warn, error)®®<® info

OO0

api address: :8080
metrics address: :9090
logging level: debug

GTP o0

O O OO
gtp peer GTP 0000000000000 O[]
gtp_echo_interval GTP @000 () &> 10
OO
gtp peer:

- 10.100.50.50:2152
- 10.100.50.60:2152
gtp echo interval: 15

eBPF o000
O O OO OO OO0
max_sessions &> O O OO B5535 0O

pdr map sizePDR eBPF & OO &0 max_sessions x
far map sizeFAR eBPF &0 &80 max sessions x
ger _map_sizeQER eBPF &0 &0 max_sessions

urr map sizeURR eBPF &&&00 &0 0 max sessions x 2

2
2

QOO OOORROOOD 0 (@) OO max sessions SOVOOOVOOOOOOOOOROY
SOV

OO



max_sessions: 100000
# OO0

# PDR: 200,000 &<
# FAR: 200,000 <&<¢
# QER: 100,000 <&
# URR: 200,000 &<

OOOOOOOO

max_sessions: 50000
pdr map size: 131070 # & Q¢
far map size: 131070
ger map size: 65535
urr map size: 131070

QOO

OO O OO OO
buffer port &<& eBPF &&0000® UDP & &8 22152
buffer max packets & FAR Q0000000 &< 10000
buffer max total SOOOOOOROR (0=00Q) &< 100000
buffer packet ttl QOO TTLOROR (0=000) 0> 30

buffer cleanup interval QOO OOOOL (0=001) & 60

OO

buffer port: 22152
buffer max packets: 20000
buffer max total: 200000
buffer packet ttl: 60
buffer cleanup interval: 30

OO

O O OO O
feature ueip®<® OmniUPF & UE IP && > false
ueip pool UE IP &< IP & (®® feature ueip) CIDR10.60.0.0/24
feature ftup<®<® OmniUPF & F-TEID ©<& O false

teid pool F-TEID ©&<&® TEID ©&& (&< feature ftup)®<® 65535

&& (UE IP ©9)&

feature ueip: true
ueip pool: 10.45.0.0/16 # o Q> UE IP



&& (F-TEID &)

feature ftup: true
teid pool: 1000000 # & & IM TEID @&

QOO
YAML &&0& (99)

&®: config.yml

# OO0

interface name: [ethO]

n3 address: 10.100.50.233
n9 address: 10.100.50.233
xdp attach mode: native

# PFCP &¢
pfcp address: :8805
pfcp node id: 10.100.50.241
pfcp remote node:
- 10.100.50.10

# API &0
api_address: :8080
metrics address: :9090
logging level: info

# Q@
max_sessions: 100000

# GTP &>
gtp peer:

- 10.100.50.50:2152
gtp echo interval: 10

# O

feature ueip: true

ueip pool: 10.45.0.0/16
feature ftup: false

# OO
buffer max packets: 15000
buffer packet ttl: 45

&< OmniUPF&



./eupf --config /path/to/config.yml

OOOOOOOOOO
O

OmniUPF &@OQOOOOOO00ODDOOOOOOOOXDP OOOOOOOOOOOOOOOD
QOOOOOOO

S Proxmox dd000000000Q@ OO XDP 0000000 XDP 00000

Proxmox VE
OOOOO®
1. OO (& XDP)

SOOOOOOOOOY
OO
e &OOOAVIrtlO ¢ E1000
« XDP &&<&generic
e &OO®~1-2 Mpps
Proxmox oo
OOOO®netl
SOAVirtIo (o)
S&>dvmbro
OmniUPF &&¢

interface name: [ethO]
xdp attach mode: generic

2. SR-IOV & (& XDP)

SOOOOOOO
OO0

o OSOOBOSR-IOV &>
e XDP &&®native


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/XDP_MODES#enabling-native-xdp-on-proxmox-ve

e &O&~5-10 Mpps
OO

e && SR-IOV &% (Intel X710&Mellanox ConnectX-5)
e & BIOS ©&<¢® SR-IOV
e && IOMMU (intel iommu=on & amd iommu=on & GRUB <)

& Proxmox &&<& SR-IOVS

# && GRUB &&
nano /etc/default/grub

# &&<& GRUB CMDLINE LINUX DEFAULT:
intel iommu=on iommu=pt

# && GRUB &&&
update-grub
reboot

# OOOOOO VFs (OO0ethd & 4 O0000)
echo 4 > /sys/class/net/ethO/device/sriov_numvfs

# OOOOD

echo "echo 4 > /sys/class/net/eth0/device/sriov_numvfs" >> /etc/
rc.local

chmod +x /etc/rc.local

Proxmox &0000¢

OO - @@ - PCI &@
OOOSR-IOV @&
OOOOOY

&> GPURSR
PCI-Express®<® (&)

OmniUPF &&&

interface name: [enslfO] # SR-I0OV VF <&<&
xdp_attach mode: native

3. PCI ©& (&< XDP)

OOOOOOOOOOOOOC
OO



¢ DODDOOOOOORY
e XDP &&<®native & offload (&&<® SmartNIC)
o &&O~5-40 Mpps (SO QD)

Proxmox &&0000¢

O - & - PCI ©@
SOOOORORY (&O0000:01:00.0)
OOOOO®

& GPUO®

PCI-Expresse<®

OmniUPF &&<¢&

interface name: [ensl1lfO]
xdp_attach mode: native # &<& 'offload' &<& SmartNIC

KVM/QEMU
OO

virt-install \
--name omniupf \
--network bridge=br0,model=virtio \
--disk path=/var/lib/libvirt/images/omniupf.qcow2 \

SR-IOV &

<interface type='hostdev' managed='yes'>
<source>
<address type='pci' domain='0x0000' bus='0x01' slot='0x10"
function='0x1'/>
</source>
</interface>

VMware ESXi
&& vSwitch (& XDP)<¢®

* OOOOOOVMXNETS
» XDP &&<&generic

SR-IOV (& XDP)®

*+ & ESXi 000000 SR-IOV



e & SR-IOV 000000000 Q
e XDP &&®native

Microsoft Hyper-V
OO (& XDP)@

¢ OO
« XDP &&<&generic

SR-IOV (&& XDP)®
* & Hyper-V @000 SR-IOV

¢ BOOOOOOOOROY SR-IOV
e XDP &&<¢®native

VirtualBox
NAT/o00Q (00 XDP)&®
e SOOOOVIrtlO-Net ¢ Intel PRO/1000

« XDP &&<&generic
» &&®VirtualBox & &<& SR-IOV

QOO
SO Mpps QOO

OOV (Mpps) VOOV (Gbps) COVOVD - GOVVOVOVOVOVOVOOOD
QOOVOOODOOOOOOODOOLY VOIP OO0 OOOOOOO

OOOOOOOOOOOY

OOOOOOOUPE © N3 OO0 GTP-U OOOOOOO NE OO0 [P OO0
GTP-U 0000 (N3 &)

&& IPv4 &020 &
& UDP &8 &
GTP-U &8 ©©

& GTP-U ©©&36 &

&& GTP-U &0 (N3)®



OO IP &20 &< (IPv4)
& UDP &8 &
DOOOOORL OO
SOOOOOOV29 OO
& GTP-U &&&36 O
OOOOOOL65 OO

& 1 Mpps OO0 00 GTP-U &0
65 && x 1,000,000 pps x 8 &/&® = 520 Mbps
&& GTP-U ©&& (N3®MTU © 1500)¢
e & IP MTU®1500 ©& (0000 IP &)
« && GTP-U &&&36 &
¢ OOV YLH36 O
& 1 Mpps OO0 GTP-U &0
1536 ®& x 1,000,000 pps x 8 &/ = 12,288 Mbps = 12.3 Gbps
SO IP &0 (N6 o)
& N6 (OOODP) OOV [POOV® GTP-US
O N6 OO0
IP &&20 &
UDP &&8 &&

DOOOOORL OO
OOR29 O

& 1 Mpps OOO0000O N6 OO0
29 && x 1,000,000 pps x 8 &/&& = 232 Mbps
& N6 &0 (MTU © 1500)¢

« TP MTU®1500 &&
e &&&1500 &

& 1 Mpps ®0000>OS N6 0600
1500 && x 1,000,000 pps x 8 &/&& = 12,000 Mbps = 12 Gbps




OOOOOROROR
Intel X710 && (N3 &< 10 Mpps &0 GTP-U)®
10 Mpps &0

S
VoIP &0 (N3)65-150 &0 101-186 & 0.8-15Gbps g > O

OO0 (N3)400-600 ©& 436-636 ©& 3.5-5.1 Gbps HTTP/HTTPS, &&
OO (N3) 1200 & 1236 & 9.9 Gbps OO 2024 OO0
1400-1450 & 1436-1486 &

OO OO0 GTP-U && OO

0> (N3) o 5 11.5-11.9 Gbps HD/4K &4
&%)MTU 1500 & 1536 &  12.3 Gbps & TCP &&

& N6 & (&0 PO GTP-U)®

OO0 SOOOS 10 Mpps OO0 OO0
VoIP &&&65-150 && 0.5-1.2 Gbps && RTP &
OO0 400-600 &<  3.2-4.8 Gbps HTTP &&

OO0 1200 ©@ 9.6 Gbps OO 2024 &
OO 1400-1450 ©<©11.2-11.6 Gbps &&O&
& MTU 1500 ©© 12.0 Gbps OO

& 10 Mpps OO0 R (1200 SO N3 & N6 0000000 ~10
Gbps<®

OOOOOOOOOO

OOOOOOODOOOD OOOOROY GTP-U & (36 OO) QOO0 OOOY
OO (OOOOOVD)C

VoIP (AMR-WB &&&&)065-80 & —» &< GTP-U: 101-116 &
SO D50-200 ©& —» && GTP-U: 86-236 &

&S00 (HTTP/3)>400-800 ©& —» && GTP-U: 436-836 ©&

OOO21200-1450 & - &< GTP-U: 1236-1486 &
SOOY1500 & - & GTP-U: 1536 &

GTP-U 000000
. OO (< 200 HO)O>~35-70% & - Mpps GOOGS
. OGO (200-800 GV)O~5-20% S - GOOG
. BOOD (> 1200 GB)O~3% O - POOBPOOOOD

OO



OO0 10 Mpps OO N3 OO0

& VoIP &0 (100 ©000000)0~1.0 Gbps (GTP-U &)
QOOOVY (1200 ©OOOOOOOY)O~9.9 Gbps

SOOOOOOY (1400 OO OOOY)O~11.5 Gbps

OOV (1500 OO )>~12.3 Gbps

& N6 & (0@ GTP-U ©0)®

¢ OOROROROY (1200 &0 ®)®~9.6 Gbps ¢ 10 Mpps
° OOOOY (1500 )&~ 12.0 Gbps ¢ 10 Mpps

OO UPF OO0

SO (VOIPO O OO OOO)OMpps OO - &&& 10 Mpps ¢ 1-2 Gbps
SOOOOY (1200 0 OV)O>O 10 Mpps ¢ ~9-10 Gbps
SOODOOOD (OOOOOR)OO® 10 Mpps & ~10-12 Gbps

OO N3 & N6 - N3 & GTP-U OOON6 O

SOOOOOY
& 1200 SOODOOODD (OODOOODOOOOR)®

& Mpps @ON3 OO (GTP-U)NG6 OO0 (OO IP) Q000000

1 Mpps ~1.0 Gbps ~1.0 Gbps QOOROOROOL
5 Mpps ~4.9 Gbps ~4.8 Gbps QOOOOOR

10 Mpps ~9.9 Gbps ~9.6 Gbps QOOROOOY

20 Mpps ~19.7 Gbps ~19.2 Gbps QOOROOOY
40 Mpps ~39.4 Gbps ~38.4 Gbps QOOROOOOR

OOOOOOOOD 1200 OOODOOODOOODOOOOOOOOOOOOOOOOOOOOY
OOOOOOOOOOOOOOOOOC

O XDP 00000

OmniUPF &&&& XDP OOOOOOO000 OO & OO QOO0 OODOOD OO OO

Intel &&

O &® XDP & &© O
Intel X710 i40e < && ~10 Mpps
Intel XLL710 i40e < & ~10 Mpps
Intel ES810 ice < && ~15 Mpps
Intel 82599ESixgbe & & ~8 Mpps

Intel 1350 igh &< & ~1 Mpps



OO OO XDP 0 && O
Intel E1000 el000¢® OO ~1 Mpps

Mellanox/NVIDIA &&

O O XDP & @ Q&
Mellanox ConnectX-5mlx5 ¢ O ~12 Mpps
Mellanox ConnectX-6 mlx5 ¢ O ~20 Mpps
Mellanox BlueField mlx5<¢ O + & ~40 Mpps
Mellanox ConnectX-4 mlx4 && O ~2 Mpps

Broadcom &<

O O XDP & @ O
Broadcom BCM57xxx bnxt en<&® & ~8 Mpps
Broadcom NetXtreme IIbnx2x <& & ~1 Mpps
OO

O O  XDP 000 00
Netronome Agilio CXnfp & & ~30 Mpps
Amazon ENA ena & && ~5 Mpps
Solarflare SFC9xxx sfc & & ~8 Mpps
VirtIO virtio net&>® && ~2 Mpps

OO XDP &&
SOV XDP®

# OO
ethtool -i eth® | grep driver

# OO0 XDP @&
modinfo <driver name> | grep -1 xdp

# Intel i40e @&
modinfo i40e | grep -i xdp

OO XDP 00000

# O XDP o000
ip link show eth® | grep -i xdp

# OO (XDP ©0)
# 2: ethO@: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 xdp qdisc mq



OO

& 1200 SOOI OOOD (OOOOOO)O

& Mpps & O@
O QOO & & (N3) QOO
: & 1-2 1-2 QOOOOY
OOIO® OO (VirtlO®E1000) & Mpps Gbps PoC
& 5-10 5-10 QOOOROY
QOO Intel X710&Mellanox CX-5 & Mpps Gbps &
& 10-20 10-20 Q00000
QOORIOOR Intel E810<&Mellanox CX-6 & Mpps Gbps PO
SOGD Mellanox CX-6&Intel EB10 & 20-40 2040 Q00000
() & Mpps Gbps Q&
Mellanox BlueField® & 40+ 40+
0o00 Netronome Agilio & Mpps Gbps °Ooe
Proxmox &&<& (& ... & 1-2 1-2
&) VirtIO & Mpps Gbps QO®
Proxmox &&& Intel X710/E810 VF& & b5-10 5-10 BOOHD
(SR-IOV) Mellanox CX-5 VF & Mpps Gbps
QOO

e &© 1200 OOOOOOOOOY GTP-U & (N3 & 1236 &)
e N6 OO0 (~9.6 Gbps & 10 Mpps) &> GTP-U &&
¢ SOOODOOOOROY - O VOIP OOOOOOOOO00OOD

OOO®
&® XDP &00&

.
¢ & XDP &

OOOOOOOY

o ilium XDP &8
e JO Visor XDP &<&



https://www.iovisor.org/technology/xdp
https://www.kernel.org/doc/html/latest/networking/af_xdp.html
https://docs.cilium.io/en/stable/operations/performance/tuning/
https://github.com/iovisor/bcc/blob/master/docs/kernel-versions.md#xdp

QOO
OO 1OVOOD (OO0P)

SO Y SRIOV 0000000000 OmniUPF

# oo

interface name: [ethO]
xdp_attach mode: generic
api address: :8080

pfcp address: :8805

pfcp node id: 127.0.0.1
n3_address: 127.0.0.1
metrics address: :9090
logging level: debug
max_sessions: 1000

OO 200D (OOOD)
OO0 Intel X710 ©00OOOOOOO UPF

# o000
interface name: [enslf0, enslfl] # N3 & enslfOON6 & ensifl
xdp attach mode: native
apli address: :8080
pfcp address: 10.100.50.241:8805
pfcp node id: 10.100.50.241
n3 address: 10.100.50.233
n9 address: 10.100.50.234
metrics address: :9090
logging level: info
max_ sessions: 500000
gtp peer:
- 10.100.50.10:2152 # gNB 1
- 10.100.50.11:2152 # gNB 2
gtp _echo interval: 30
pfcp remote node:
- 10.100.50.50 # OmniSMF
heartbeat interval: 10
feature ueip: true
ueip pool: 10.45.0.0/16
buffer max packets: 50000
buffer packet ttl: 60




OO 30 SR-IOV & Proxmox &&0& (O00®)

OO Proxmox OO0 SR-IOV &0 & UPF

# Proxmox SR-I0OV &<¢&
interface name: [enslf@] # SR-IOV VF
xdp attach mode: native
api address: :8080
pfcp address: 192.168.100.10:8805
pfcp node id: 192.168.100.10
n3 address: 192.168.100.10
metrics address: :9090
logging level: info
max_sessions: 100000
gtp peer:
- 192.168.100.50:2152
gtp echo interval: 15
pfcp _remote node:
- 192.168.100.20 # SMF

& 4SPGW-U &¢ (4G EPC)
&&&0mniUPF ¢ 4G EPC ©&&&¢® PGW-U

# PGW-U &
interface name: [ethO]
xdp _attach mode: native
api address: :8080
pfcp address: 10.200.1.10:8805
pfcp node id: 10.200.1.10
n3 address: 10.200.1.10 # S5/S8 &<¢& (GTP-U)
metrics address: :9090
logging level: info
max_sessions: 200000
gtp peer:
- 10.200.1.50:2152 # SGW-U
gtp echo interval: 20
pfcp remote node:
- 10.200.2.10 # OmniPGW-C (Sxb &)
heartbeat interval: 5

O 5000 (UPF + PGW-U &)

SOOO0mMNiUPF OO 5G & 4G QOO0
# OO0



interface name: [eth@, ethl]
xdp attach mode: native
api address: :8080
pfcp address: :8805
pfcp node id: 10.50.1.100
n3 address: 10.50.1.100
n9 address: 10.50.1.101
metrics address: :9090
logging level: info
max_sessions: 300000
gtp peer:
- 10.50.2.10:2152 # 5G gNB
- 10.50.2.20:2152 # 4G eNodeB (&< SGW-U)
gtp_echo_interval: 15
pfcp remote node:
- 10.50.3.10 # OmniSMF (5G)
- 10.50.3.20 # OmniPGW-C (4G)
heartbeat interval: 10
feature ueip: true
ueip pool: 10.60.0.0/16

& 6OSmMartNIC &%
OO Netronome Agilio CX SmartNIC & >0

# SmartNIC o0
interface name: [enplsOnp@] # SmartNIC &<&
xdp_attach mode: offload
api address: :8080
pfcp address: 10.10.1.50:8805
pfcp node id: 10.10.1.50
n3 address: 10.10.1.50
metrics address: :9090
logging level: warn # &
max_sessions: 1000000
pdr map size: 2000000
far map size: 2000000
ger map size: 1000000
gtp peer:

- 10.10.2.10:2152

- 10.10.2.20:2152

- 10.10.2.30:2152
gtp_echo_interval: 30
pfcp remote node:

- 10.10.3.10
heartbeat interval: 15
buffer max packets: 100000



buffer max total: 1000000

QOOOOOOOY
OOV (O0)

&& max_sessions®S OmniUPF &0 0>>0®

max sessions: 100000

# OO0

# PDR: 200,000 &< (2 x max sessions)
# FAR: 200,000 &< (2 x max sessions)
# QER: 100,000 &< (1 x max sessions)
# URR: 200,000 &< (2 x max sessions)

OOV ~91 MB ©© 100K &

OO
QCOOOOODOOOOOOOY

max_sessions: 100000

pdr map size: 300000 # &S QXSO>S PDR
far map size: 200000

ger map size: 150000 # &> &S (QER

urr map size: 200000

OO0
OOOOOOOO

SOOOY = min(
pdr map size / 2,
far map size / 2,
ger _map_size

)

OO
 PDR &&<©200,000
* FAR ©&©<¢200,000
* QER ©©<¢100,000

&< = min(100,000, 100,000, 100,000) = 100,000



OO

OOOOOOOOOR

PDR: 2 x 212 B =424 B
FAR: 2 x 20B=40B
QER:1 x36 B=36B
URR: 2 x 20B=40B
SO ~540 B 000

&® 100K &O>&~52 MB OO0
QOOOOOOOOOOOOY 2X OOV

# OOOOOO
ulimit -1

# OOOOOY (eBPF ©®)
ulimit -1 unlimited

OO0

- e BPF/XDP OO0 000000

- PDROFAR®QER®URR &&
- OOROOOOOOOY

Web Ul && - Q00000

- UPF OO0 0000


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/ARCHITECTURE
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/RULES_MANAGEMENT
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/MONITORING
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/WEB_UI
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/OPERATIONS

il

OO
O®

NooRswh=

OO

OO0 OmniUPF OOOOOO00000OOOOOO00OOOOOOOO0OmMNiUPF &
Web UI & REST API O000000000

OO

O O OO OO0
OOV QCOOOOOOOOOOO OO RX/TX Q0000000000
OO0 & N3/N6 0000 & N3 RX/TX, N6 RX/TX
XDP && OOOOOOOOOO OO XDP OO0
OO QOOOOOOOOO OO FIB OO0 /O00
eBPF OO0 000000 O 10 OOOOODOOOOOOOY
OO QOOOOOOOOOOOO D5 & COOOOOOOOOOOOFAR &
OO
N3/N6 &0

N3/N6 OO0 00O RAN (N3) @000 (NB) OO0OOO0ODO
OO

RX N3&<& RAN 000000000 GTP-U 000
TX N3OOSO RAN 0000000 GTP-U &0
RX N6OOOOOOOOOOOOOOO0Q [PO
TX NEOOOOOOOOOODOOOOOOQ [P
QOODOOODOOOOOOR



OOV

* RX N3 = TX N6OOOOOOD RAN 000000
* RX N6 = TX N3OOOOOOOO0000d RAN
¢ DOVOOOOOOOO

° QOVOOOOY >> OO

0o OOVOOOOOOO

° OOOOOY

XDP &&
XDP (eXpress Data Path) @000 0000000R
1020202

SOOXDP OO0 OOOOOR 0O
SOOXDP 00000 OOOOO
QOODOOOOOOOOOOOOOOOOOY
QOODOOODOOOOOOOOO0
TXOOQ XDP 000000

OO

OO > 0OeBPF OO0 0000OOO0
OO > POODOOOOOOOOOOC
OOODOOODOOOOOOOOOOOOOY
SOODOOOOOOOOOOOOOC

OO
QCOOOOOOOOOOOOOOOY
OOV

RX ARPOGOOOODOOD

RX GTP ECHO®GTP-U ¢ @@ O>O/0000000
RX GTP OTHER®®® GTP 0060

RX GTP PDUGGTP-U 000000000000
RX GTP UNEXPO GGG GTP 00000

RX ICMP& &GOS pingddo@

RX ICMP6SICMPV6 &&&

RX IP4&IPVA &G

RX IP6OIPV6E &GO

RX OTHER® OO

RX TCPOOOOOOHODDOD

RX UDPOOOOOOOOHODD



OO

& GTP-U PDU OO0 00000000
OO ICMP OO0 DOOOO
OO TCP © UDP &00000000
QOOOOOODOOOOOOOY

OO0
FIB (OOOOQ) OO0 OOOOO0
IPv4 FIB &&<&

¢ OOVOOOOOOOOOOOOC
¢ OKOOOQOOOOQ

IPv6 FIB &&¢

¢ OOOOOD [PVO OO
e OKOOOQ IPVE OO0

OOV
¢ OOV ODOOODOOOY

e O OK OOOOOOOOOOOQ
¢ OOVOODOOODOOOOOOOOOY

OO
eBPF &000

eBPF ©OOO0 OO0 OOOOOOOOOOOOOOO0

& eBPF ©&&
far map (SO O R)®

>&<&131,070 &

>4 B (FAR ID)

SOOY16 B (OO00)
SOOOL~2.6 MB

DOODD - SOV OOOOOO

pdr_map_downlin (&<& PDR - IPv4)®



&&&131,070 &

&OO04 B (UE IPv4 &)
&>&&<208 B (PDR ©@)
OO0 ~27 MB

QOO - DODOOOOOOD

pdr_map_downlin_ip6 (&<® PDR - IPv6)®

>&<&131,070 0@

&2 16 B (UE IPV6 &)
&O&208 B (PDR ©<)

OO ~29 MB

QOO - OOOO IPVE OO0

pdr_map teid_ip (& PDR)®

&&&131,070 &

&4 B (TEID)

>&&<208 B (PDR ©¢)
SOOOO~27 MB

QOODOD - SOOOOOOOOY

ger_map (QoS &)

&&®65,635 &
&&&24 B (QER ID)
SO 32 B (QoS &)
SO0 ~2.3 MB
SOOOY - OO QoS OO

urr_map (o o)

&&¢131,070 &
&4 B (URRID)
OOOL16 B (O000Q)
OO ~2.6 MB
QOODD - SOOOO

OO

O OOOOOOO
0-50% (&) OO - OOOOOY
50-70% (&) OO - OOOOOOOOOOOOY
70-90% (VD) D - 1 OOOOOOOY
90-100% (&) O - SOODOOODOOOOOOC



OO
OOOOOOOO

1. OO0
2. QOOOOOQ
3. OO0

QOOOOOOOOY

&<& OmniUPF &&
HOOOOOOOD UPF 0000
&»<& OmniUPF &&
HHOOOOOOOOED

0% & 2 V20ROROROROROTOTORON

Al el

OO eBPF ©00000OO UPFOOOOOOOOOO0

OO

OOOOOOY
OO
OOV (pps) = (GVVVOVD) / (OVOOOOOOD)
SO

. ®® RX ®&®®7,000

« 10 ©©©17,000

. OGO = (17,000 - 7,000) / 10 = 1,000 pps
OO

« ®& UPF®10,000 - 100,000 pps

« & UPF®100,000 - 1,000,000 pps

« & UPF®1,000,000 - 10,000,000 pps
OO
XDP &&OOHE
& CPU ©0®

OOOOOOY
QOO




OO
OO0
QO (Mbps) = (Q@OOOY x 8) / (OO0 OOOY x 1,000,000)
OO0
+ && RX ©&®500 MB
* 60 ©&©©800 MB
¢ &&® = (300 MB x 8) /(60 x 1,000,000) = 40 Mbps
QOO
¢ DOVOOOOOODOOODOOOY

¢ OOOOOOOONI/NG COOOO
¢ OO 2 OOOOOOOOOOY

OO

SO

DOY (%) = (GOOODD / & RX &) x 100
SOOOOOD

< 0.1%0PDOPOOOOOHOOOODD

0.1% - 1%O0OOOOOQQP YOO

1% - 53%OOOOS QoS OOV
> 3%OOOODOOODOOOOY

SOOOOOY

QER OOOOOMBR &0
eBPF 000000

&&<@ TEID © UE IP
OO

OO

OO

2022 OTOLOLOROLOLOLOLE
e eBPF &&&¢® > 90%



e XDP &0 >0
e OO > 5%
e UPF &&000¢

OOOORD] OOOOOO®

e eBPF &&&¢® > 70%

e OO > 1%

¢ BOVOOOOOOOOR

o OO TTL @O0 30 &
OOOOOOOOOOD
eBPF &&&® > 50%
SOODOOOOOOY

& PFCP 00000/ 00
URR 000000

OO0
QCOOOOOOOOOOOY

Prometheus OO OO OOOOD

OOOORROY OmMniUPF OO0

REST API &% /map _infod/packet stats &&
Web UI &0000 0000000000

WK =

OO

OO
OOOOOOOY

OO = min(
PDR &0 / 2, # OOO000® + && PDR
FAR &0 / 2, # OO0 + && FAR
QER & ® # OOOOOOOR® QER

)

SO0
* PDR &&©©<¢131,070
* FAR ©©&0®131,070
* QER &0&&©65,535

&OOO®» = min(131,070/ 2, 131,070/ 2, 65,535) = 65,535 &&



OO0

OO eBPF OO0

OO =

L (OO x (OO0 + ©OV))

OO

PDR ©&®3 x 131,070 x 212 B = 83.3 MB
FAR ©©<¢131,070 x 20 B = 2.6 MB

QER ©&<©65,535 x 36 B = 2.3 MB

URR &&®131,070 x 20 B = 2.6 MB

OO0 ~91 MB 0000

OOOOOOOOC

OOOOOOOOOY (ulimit -1)
QOODOOD 2 OO0
OOOOOOOOO

OO

OOOOOOOOOOY

1.

OO

OOOOOOOOOO

o &S ~5 Mbps
o O>OOOO~1 Mbps
o VoIP&~0.1 Mbps

. OO0

QOO = COO x COOOOOY

. OOOOY

QOO = OOOO x 2 # 100% OO

10,000 00>

OOOOR® 2 Mbps

&>&®20 Gbps

OO>OP40 Gbps (N3 + N6 &)

OO0
OO



1. OOOOOOOOD
2. OOOOQPVOOO
3. DOV

OOV

OOV = (OO - SOOY) / (O0OD)
OO0

&OO©<30,000

&&®65,535 O

OO0 2,000 O
OO OY (65,535 - 30,000) /2,000 =17.8 &

QOOOOR 12 SOOOOOOOOOY 5 OOV

OOOOOO

OO
SOOVOOR > 1NOOOOOOOOR
OO
1. OO - OO0
2. CODOOODOOOOOC
3. ©& XDP &0 XDP 00000000
OO
QER 000000 QER MBR OO0
&& TEIDO @& PDR TEID ©&<& gNB &&&®

&& UE IPOOOO® PDR €000 UE IP
QOOOOOOOOOOOO

OO

¢ POOOOOOOOOOY QER MBR
* && SMF 0000000 PDR
¢ DOVOOOOOOOOOOY

XDP &o0&

OOOXDP & > 0



OO

1. &0 - XDP &
2. QOO
3. &&® OmniUPF ©&&&® eBPF &©

OO

* eBPF 000000
¢ OOV

* eBPF 000000
¢ OOOO

OO

&< OmniUPF &¢&
QOOOOOOOOOOOOOPLinux 5.4+&
&® eBPF ©00&
SOODOODODOOOOO®

OO0
OOOOOOOOOOOOOOOD 100%
OO

1. OO0

2. OO0V 100%

3. CODOOODOOOOOOO
QOO

1. OOOOOOOOOOOOO

2. && SMF 0000

3. OO0 FAR OO
OOOOOOY

1. ©® eBPF 000

2. OO UPF OO0
3. COOOOOOY

OO0

OOOOOOOOOOOOCPU ©O



OO

QOOODOODOOOOOOY
& XDP 000000000
&& UPF &0 CPU 000
&& N3/N6 0000

e

OO

OO UPF &
OO CPU 0000
QOO

eBPF OO0

QOO

OO0 UPFOOOOOOOQ

& CPU &0 RSSO0
QOODOOOOOOY

&& eBPF 000000

OO

- && UPF 0000@

- PDRO®FAR®QER®URR &&
- ODOOOOOC

- QOO

- eBPF &0 0000000


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/RULES_MANAGEMENT
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/WEB_UI
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/TROUBLESHOOTING
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/ARCHITECTURE

il

N9 &OOO0O0O0OS SGWU & PGWU
OO

OmniUPF &&& 000 OO0 SGWU (S000000) & PGWU (PDN &000Q) ©
QOO OOO N9 SODOOOOOOOOOOC

OO 4G EPC & - OO UPF 0000000
QOO - COVOOOOOOOOY

QOO - OOV OOOOO

QOO[OODD - DOOOOOOOOOOY EPC OO ¢

OO N3 & NI 0000000 [P &0 0mniUPF OO SGWU & PGWU OO0
OOOOOOOD eBPF OOOOOODOOODOOOOOO00

OO

OOOOOOOOOO

QOO

eNodeB - SGWUOGTP &&<¢ (TEID=100) &< S1-U
SGWUO OO PDROOOOOE GTP &< (TEID=200)
SOOOOOY N9 & &0 PGWU &

PGWU& & GTP (TEID=200)0 000000000
OOQ2 O XDP && + 1 OO0

e

N9 OOOOOOOOO®
N9 0O OO

eNodeB - SGWU &&&GTP &&<¢ (TEID=100) ©& S1-U
SGWU &0 PDR

SO & IP = & 1P (10.0.1.10)

OO0 & GTP TEID ©&<& 200 (PGWU &)

PGWU 000000000000

OOO1 & XDP 0000000

SQOom =

OOODOD CODOOODOOODOOODOOOOOC




OOOOOOY

&> eNodeB - SGWU - PGWU - &&¢

OO cmd/ebpf/xdp/n3n6 _entrypoint.c & 349-403

OO

Nk WNE

OO & eNodeB & GTP ©&&STEID=100

PDR &&® &&® SGWU ©&&&<® PDR (TEID=100)

FAR &&® && TEID=200 &¢&<& GTP&®&<® 10.0.1.10

OO OO® is local ip(10.0.1.10) & TRUE

&& TEID® & ctx->gtp->teid & 100 <& 200 (00O Q)
OOV &® TEID=200 & PDR (PGWU &)

FAR &&& && GTP 00000000

SOQ OOQ IP OO N6 &

SOOOOSS » PGWU -» SGWU - eNodeB

QOO cmd/ebpf/xdp/n3n6 entrypoint.c & 137-194 (IPv4)&265-322 (IPv6)

OO

Nk WNE

SOV GOOPOODOE [P ®&&®>d&® UE (10.60.0.1)
PDR &&® && UE IP ©®&<¢ PDR (PGWU &)

FAR &&® && TEID=200 ®&¢& GTP®&&<® 10.0.1.10
OO OO® is local ip(10.0.1.10) & TRUE

&& GTP® ©&® TEID=200 ¢

SOOO® & TEID=200 & PDR (SGWU &®)

FAR ©&® && GTP €% eNodeB TEID=100

SO® & GTP &0 S1-U ©& (eNodeB)

OO

&

OO

* SGWU-COOOO&<® OmniUPF PFCP ©<& (©©¢©192.168.1.10:8805)
* PGWU-COOOOO & & OmniUPF PFCP &&

OO

* N3 & NI OO0 IP &©



* SGWU-C & PGWU-C &OO [P 00000000 OO0ODOOOOO000

OmniUPF &&

config.yml:

# OO0

interface name: [ethO] # S1-U & N9 & 08¢
xdp_attach mode: native # OO0
# PFCP &¢

pfcp address: ":8805" # OO0 8805
pfcp node id: "192.168.1.10" # OmniUPF & PFCP <&<¢ ID
# OO0

n3 address: "10.0.1.10" # S1-U/N3 & IP

n9 address: "10.0.1.10" # N9 && IPS N3 &0
# APIs

api address: ":8080" # REST API

metrics address: ":9090" # Prometheus &<

# OO

ueip pool: "10.60.0.0/16" # UE IP &0

teid pool: 65535 # TEID &

# OO

max_sessions: 100000 # OO0 UE &
OOOOR

* & n3_address ¢ n9_address &0 OO
e O OOOOOOY PFCP O00¢
e & OOOO® SGWU + PGWU 000002 max_sessions

OO
SGWU-C &&

# && O0mniUPF PFCP &<¢
upf pfcp address: "192.168.1.10:8805"

# S1-U & OmniUPF n3 address &&&
sgwu slu address: "10.0.1.10"

# N9 OO0 PGWULY OmniUPF &<



sgwu n9 address: "10.0.1.10"

PGWU-C ©&&

upf pfcp address: "192.168.1.10:8805"

pgwu n9 address: "10.0.1.10"

pgwu sgi address: "192.168.100.1"
OO
¢ SOOOOOOD OO PFCP &< (:8805)

* OmniUPF & SGWU-C & PGWU-C && & PFCP &
¢ POOODOOOOOOR ID OO

OO

UE & PDU &&0®
OOD UE 000000000000
& PFCP &6
SGWU &0 OmniSGW-Co&®
e && PDR® ©<& TEID=100&¢&<® eNodeB&®— FAR®®® TEID=200¢
dst=10.0.1.10
e && PDR® ©<¢& TEID=200&¢&<® PGWU&®—- FAR®®O®® TEID=100000&
eNodeB
PGWU &0 OmniPGW-C& &

¢« && PDR® && TEID=2000®¢® SGWU®— FARGOOOOQ@OOHOOD
¢ ®& PDR® &® UE IP=10.60.0.1 » FAR®®® TEID=200¢dst=10.0.1.10

QOO
& N9 000000

&> XDP &&@



# OOO® eBPF &0
sudo cat /sys/kernel/debug/tracing/trace pipe | grep loopback

OOV

upf: [n3] session for teid:100 -> 200 remote:10.0.1.10

upf: [n9-loopback] self-forwarding detected, processing inline
TEID:200

upf: [n9-loopback] decapsulated, routing to N6

upf: [n6] use mapping 10.60.0.1 -> teid:200

upf: [n6-loopback] downlink self-forwarding detected, processing
inline TEID:200

upf: [n6-loopback] SGWU updating GTP tunnel to eNodeB TEID:100
upf: [n6-loopback] forwarding to eNodeB

&& REST API &&00&
& PFCP &0¢

curl http://localhost:8080/api/v1/upf pipeline | jq

QOOOR
{
"associations": [
{
"node id": "sgwc.example.com",
"address": "192.168.1.20:8805",
"sessions": 1000
I
{
"node id": "pgwc.example.com",
"address": "192.168.1.21:8805",
"sessions": 1000
}

]

otal sessions": 2000

}
OOOOROOOOOOOOOLY SGWU-COOOOO PGWU-CO

OOOOOOO

curl http://localhost:8080/api/vl/sessions | jq '.sessions[] |
{local seid, ue ip, uplink teid}'



QOO

{
"local seid": 12345,

"ue ip": "10.60.0.1",
"uplink teid": 100

—~

"local seid": 67890,
"ue ip": "10.60.0.1",
"uplink teid": 200

}

OO UE OO0

« && SGWU-C &OOSTEID=1004S1-U &0
« && PGWU-C OOOOTEID=2000N9 &

QOO
SOOOROROROY
curl http://localhost:8080/api/v1l/xdp stats | jq
OO
* xdp processed®® eBPF &0 0000
* Xdp passOORRORROOOOORROROROOOOY
* Xdp_redirectd®® XDP &0 00000®
e XAdp_IXOORRODOOOOOOOOOOY
OO N9 OO0 @

* Xdp pass QOO OOOOOOOOOROR
 xdp_tx & xdp_redirect &SOOOOO

OO

N9 OOOOOOOOOOOY
OO SOROODOOOOOORR
OQOO® n3 _address # n9 address

OOV



# OO
n3 address: "10.0.1.10"
n9 address: "10.0.1.20" # OO IPOOOORO®

# OO

n3 address: "10.0.1.10"

n9 address: "10.0.1.10" # OO IPOOOO®

OOQ

curl http://localhost:8080/api/vl/dataplane config | jq

OO

{
"n3 ipv4 address": "10.0.1.10",
"n9 ipv4 address": "10.0.1.10"

}

OOOO>0S PDR
SO &Y [n9-1loopback] no PDR for destination TEID
SOV PGWU &0 ® TEID &<
OOQ
1. ©& PFCP ©&®

curl http://localhost:8080/api/vl/sessions | jq '.sessions[] |
select(.uplink teid == 200)'

2. & FAR 00

curl http://localhost:8080/api/vl/far map | jq '.[] |
select(.teid == 200)'

OOOOY & PGWU-C & SGWU-C && N9 &0 TEID &0

CPU &0

OOO CPU 0000000

OOOOY eBPF OO0 00O OOOOO000000
OO



# & eBPF 00000
sudo bpftool map dump name pdr map teid ip4 | wc -1
sudo bpftool map dump name far map | wc -1

OOV

° DROOOOOROOY Max_sessionsOOOOOROY
e OO QER Q00000 OOOOOOQ
¢ POVODOOOOOOOOOY

OOOOOOOOOO
OOQ & eNodeB &0
OOOOD COVOOOOOOOOC

OO

buffer port: 22152

buffer max packets: 20000 # OO0
buffer max total: 100000

buffer packet ttl: 30 # OO0
OO

curl http://localhost:8080/api/v1l/upf buffer info | jq

N9 0000
OO

& CRRR SO0 (N9 ©0) 0O
& 1-5 && <100 & 1000 ©
QOO OOV & CPU/O00® & 2-3 O
CPU ©®®2x XDP &® + ®0&1x XDP 0& O 40-50%
POVOD  DOVPPOOVD  POOODD &
&

OOV & OmniUPF 00000
QOOOOOD OOOOOOOOOOORIP OO
QOOOOD COOOOOOOOOY

DOODD COVOOODOOOOOOOY
QOVODOOOD OOOOOOOOOY eBPF © OO



OO0
OO

¢ OOV OOV

¢ O OO/OOOOY < 100K &

e O OOO/OVD OOOOOOOOOOOY EPC OO©
¢ O OO OOV

OO
e & OOOOYO SGWU & PGWU 000000

e O OOOY > IM OOOOOOOOOOY
e O OO OOOO SGW & PGW

QOOOOOOOOY
OOV (N9 ©0) 000D

&® N9 o & O
& 5<100 &1-5600 & 520 09€
&Y 5 40+ Gbps<® 20+ Gbps<® 10+ Gbps
SOV D 1 AOVOD & 2 BOBOD A 1 OGO OO

OO OO0 OO0 A OO
SO OO0 & O A OO
OO A SO OO0 O O
OO OOV O OOOO A DOOO
OO

N9 &0 OmniUPF ©&&&& SGWU-PGWU &0 &0 4G EPC &©
QOOODOOOOOOOO0

¢ O OO OOV

& 40-50% & CPU OO OO0

° O OVOY - DOOOOOOOOC

¢ O OVOOY - DOOOOOC

e & OO 3GPP & - & PFCPOGTP-U &©

& n3_address == n9_address OQOOOODL - OOOOOOROOOmMniUPF &
€BPF OO0 00ODQ00000O0OOOY

OOV
¢ &&& CONFIGURATION.md


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/CONFIGURATION

« &&&® ARCHITECTURE.m
¢ &&& OPERATIONS.md
e &OOO® TROUBLESHOOTING.md


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/ARCHITECTURE
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/TROUBLESHOOTING

i
OOOOOO

O
1.
2. ©&9&®®® (PDR)
3. ©®&&&® (FAR)
4,
5.
6.
7.
8.

O

OmniUPF OO OOOOOO00ODDOOOOOOOODDOOOOO00OOOOO SMF &
& PFCP 00000 OO eBPF OO0 OOO0DOO0OOOOOOOOOOOOOOOO00
SO UPF 0000

OO0

SOOD & SOOD SO
PDR (600000 00) ©OdSGOOOSTEID & UE IPSMF && PFCP 0000/
FAR (00000®) ©00d®®  FARID SMF &® PFCP &0®/O®
QER (Q0S ¢0&®) ®&0d>>>dd® QER ID SMF &® PFCP ®&&®/O®
URR (00000) ©0000>d® URRID SMF &® PFCP ®&0®/0®
OO
OOOOOO (PDR)
&

PDR 0000000000000 UPF O0OOOOOOOOOO0
PDR &<
&S PDR

&& PDR &&O& RAN & N3 QOO0



OO TEID (OO0 0Q)

. 32 00O
« & SMF ¢®®&d® gNB
« & UE 00000

OO

FAR ID: OOQ0000000

QER ID: Q0S OO0
URR IDs: @O0OOOOO00000
QOOOOD: & GTP-U 00000

OOO0:

1. & GTP-U ¢ TEID

2. & uplink pdr map eBPF &0

3. QOO FAR IDSQER ID & URR IDs
4, QOOOOOOOOOROOQ

OO

TEID: 5678

FAR ID: 2

QER ID: 1
QOO0 O
SDF ©&: & SDF

&& PDR
& PDR OOOOOO000 NE OO0
OOOO: UE IP &

e IPv4 && (32 &) & IPv6 & (128 @)
* & SMF & PDU 000000
« && UE &

OO

FAR ID: OO0
QER ID: Q0S OO0
URR IDs: Q00O OOO000000
SDF &&: 000000000
° & SDF: OO0
o & SDF: &&& & SDF &0 000
° SDF + &<&: & SDF OO0 000000OOOO000 0O FAR
* SDF &00: OO0 OOOOOOOOOOOOODIP 00O



OO0

1. QOOOOOOOOQ IP
2. & downlink pdr map (IPv4) & downlink pdr map ip6 (IPv6) @000 &
3. OO ROODOD SDF OO0
4. && FAR ID®QERID & URR IDs
5. OOOOOOOOOOOOY
10208
UE IP: 10.45.0.1
FAR ID: 1
QER ID: 1
SO0 @

SDF ©<&: & SDF

SDF &&& (OO0 Q)
SDF @000 00000000
&G
e && YouTube 00000
e & VOIP &0 QoS
¢ BOODOODOOOOOOOORO®
LO2OLO2OR
&&: TCPSUDPSICMP
SOOD: OOOOOOOOHTTPS & 443&SIP & 5060

IP OO0 OO0000
OO®: 3GPP 0000

&& SDF &¢:

PDR ID: 10

UE IP: 10.45.0.1

SDF ©<&: & SDF

SDF ©&¢:
- &&: UDP, &&: 5060-5061 - FAR ID 5 (VoIP FAR)
- &&: TCP, ©&&: 443 - FAR ID 1 (&< FAR)

SO0 OO® (FAR)
&

FAR &0 PDR OO0 OO0 0DOOOOOOOOOETP-U OO0 0000000



FAR &&

OO0
FAR Q00000000000
OO & O

OB1 2 OOOOOOOOY
B2 4 OO0
SO0 1 OO0

OO3 8 OOOOOOOOY
O4 160D OOOOOOOY

QOO

c VB 2 (D) - OOV

e OO 6 (OO + OV) - OOV

e OO 4 (OD) - OO0

e OO 1 (OD) - OO DOOOOOOOY
OO

BUFFER @O0 2000000000000
OO0

OOOQ: & FAR €00 2 (Action |= 4)
OOOY: OO FAR OO0 2 (Action &= ~4)

QOO OOV FAR OO0 OOO0OOO0
OOV DOVODOOODOOOOY

OO

OOOOOOY GTP-U &0

&<& FAR (N3 - NO6):

¢ OOV O
e OO OO GTP-USOOOD [P OO

&<& FAR (N6 — N3):

QOO0 &

&<& IP: gNB IP ©0000$200.198.5.10&
TEID: UE &&&&<& ID

O&: OO GTP-U &0 gNB



Web UI && FAR &&
OOOOOOOOD ID & FAR &0 O®
&

1. ©&& && - FARs ©©
2. OOOOOOOO FARID
3. OO "OO" OO FAR OO0

OO

FAR ID

OOODY + OO
QOO0
SOOOOR

OO [P OO0
TEID

OO

QoS &< (QER)
OO

QER 0000 OO0 ODOOODOOODOOOOOOOD
QER &&

QoS &¢

QFI (QoS &0 Q).
* 5G QoS & 6 OOV
e & 1-9 OOOOOOOOOQFI 9 = 00O
e OO LGC OO

OO0

e OO (0): OO
e OB (ODV): OO0

OO0 (MBR):

QOOOOOOOOY

<& kbps ©&&

MBR = 0: OO0
&& MBR @000 Q



OO0 (GBR):

QOOOOOOOOOO

& kbps €@

GBR = 0: OOO00OO00
GBR > 0: QOO0

QoS >

O>OOOR (GBR = 0):

QER ID: 1

QFI: 9

&<&® MBR: 100000 kbps (100 Mbps)
&<& MBR: 100000 kbps (100 Mbps)
&< GBR: 0 kbps

&& GBR: 0 kbps

&>&>® (GBR > 0):

QER ID: 2

QFI: 1

&< MBR: 10000 kbps (10 Mbps)
&<& MBR: 10000 kbps (10 Mbps)

&< GBR: 5000 kbps (5 Mbps)
&<& GBR: 5000 kbps (5 Mbps)

QoS &

OOOoO® (URR)

OO

URR QOO0 OOOODOOODOOODOOODOOODOOODOOOOOOOOOOY SMF
QOOOOOOOD

URR &&

SO0

OO0
e O UE ©OOOOOOO00
e & GTP-U 000000
e OO IP OOOOOOO

OO



¢ OOOOOOOY UE O0¢

e & GTP-U 00000

e OO IP OOOOOOY
OO

¢ OOVOOOOOOY
¢ OOBOOOOOY

OO
URR ©Q00000OOOO000

OO0

¢ DOVOOOOOOOOOY
e O0: O 1GB OO

OO

¢ OOV
e OO DD OOOOOY

OO
¢ OOV

* QoS SO
¢ OO

OO
Web Ul 0000000000000

0202 2026
0-1023 B (&)
1024 - 1048575 KB (&&®)
1048576 - 1073741823 MB (&&<©)
1073741824 - 1099511627775GB (&)
1099511627776+ TB (&&®)
&
URR ID: 0

OO 12.3 KB
OO 9.0 KB
O 21.3 KB



URR ©00®
OO

PDR - FAR - QER - URR &
&® PDR ®&&® FARGFAR ¢0&>dd QER $&&&>® URR®

OOOOOQ
&< PDR:

TEID: 5678
FAR ID: 2
QER ID: 1
URR IDs: [0O]
OO0 O

&> PDR:

UE IP: 10.45.0.1
FAR ID: 1

QER ID: 1

URR IDs: [0O]

SDF ©<&: & SDF

FARID 1 (&<®):

P 2 (09)
SOOOOHY: @

®® IP: 200.198.5.10
TEID: 5678

FAR ID 2 (&®):

Q@ 2 (&)
QOO &

QERID 1:

QFI: 9

&< MBR: 100000 kbps
&< MBR: 100000 kbps
& GBR: 0 kbps

& GBR: 0 kbps

URR ID 0:



OO0 12.3 KB
OO0 9.0 KB
OO 21.3 KB

QOO
SOOOOOD

OOOOO:

1. 00000
2. & IP © TEID && UE
3. 0O "OO" OO0 OO (PDR, FAR, QER, URR)

OOOOOD:

QOO

& PDR ©©0©&<& TEID (©©) & UE IP (©©) &
& FAR ID, QER ID, URR IDs

&&<& FAR/QER/URR OO0 000

W=

OO[OOOO
OO OOOODOODOOOOOOO®
Q.

OO && - FARs

OO0 FAR ID

OO OO

QOODOOOOOD OO

&& FAR &0 2 &0 (Action &< 4)

ARl el s

QOVOOOOOOOD:

1. 00000
2. OO0 FARs
3. OO OO OO

& QoS OO
OOOOOOOOOOY:

1. ®®® && - QERs

2. ®&®&® UE &®&&® QERID
3. Y€9>0® MBR ¢&® MBR ¢
4. & URR 00000000



OOOOOOY:

&O® (kbps) = (SO x 8) / (OOOOOOG x 1000)

OOOOOOO MBROOOOOOOOOO

OOOOOOO®
&& URR ©&:

OO & —» URRs
QOODOOODOOR
OOODOOODOOOOOOOY
QCOOOOOOOOOY

e

&

QOO
¢ OOVOOOOC
¢ OOVOOOOOOY

OO

OOOOOY®

&<® PDR:
1. && TEID (&) ¢ UE IP (&) ©&&<& PDR
2. ©& FARID &&0&®
3. && SDF &0

&<& FAR:
1. ©& FAR @000 0
2. OCOOOOOOOOOOROY
3. OO OO IP & TEID &&&&

& QER:

1. OO0 (0)
2. && MBR 00000

OO
& QER 0000

1. &&& ©& - QERs
2. & MBR OO0 00000



3. & URR 000000 OOO00000
&& FAR &0

1. ®®® && - FARs
2. DOV RODOOOOOOD
3. OO RPOOOOOOE

OO

OOOOOOOD:

QOO
QCOOOOOOOOOY

OO > 30 COOOOOOOC
OOV

& FAR 0000

e

OO

1. QOOOOOOOOOOO 100,000

2. OOOQ FAR 000000 FAR 0000000 10,0000
3. COOOOOOO

4., SOQOOOOOOO0

URR &&¢@

OOOOOOV:

1. & PDR ©&&& URRID

2. OOOOOOOO® PDR

3. OO FAR OO0 00000000
4. && URRID &&0&&® URR &0

OO SMF:

1. ©& PFCP 000000
2. OO URR 00000000 /OOOO0
3. OO PFCP OO0 0000

OO

- OmniUPF OO0 000
PFCP &&&® - PFCP 00000000
- OOOOODOOOOY
- OOV

- OOOOOOR


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/PFCP_OPERATIONS.md
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/WEB_UI
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/MONITORING
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/TROUBLESHOOTING

i
OmniUPF &%

%
©

&

L2020

DO

2000

PECP &
9202020102020
XDP <& eBPF &<&
00
WU2OL0LULOLULOL0RVIOLGIOL0]
10. NIC @000
11. 220000

12. 2000

CoONoRLDE=

A

COOOOOOOOY OmMniUPF OOO0OOOOOOOOOOOOOOOOOOOOOOOOOD
OO

OO
QOOOOOOOOOOOOOC

# 1. ©& OmniUPF @000
systemctl status omniupf # <& ps aux | grep eupf

# 2. & PFCP &&
curl http://localhost:8080/api/v1/upf pipeline

# 3. & eBPF 000000
ls /sys/fs/bpf/

# 4. OO XDP OO0
ip link show | grep -i xdp

#5. QOO0 Q
dmesg | tail -50
journalctl -u omniupf -n 50




OO

OmniUPF REST API

&& UPF 00¢

curl http://localhost:8080/api/v1/upf status

& PFCP &0

curl http://localhost:8080/api/v1/upf pipeline

OOOOOOY

curl http://localhost:8080/api/vl/sessions | jq

& eBPF 00000

curl http://localhost:8080/api/vl/map info

QOVOOOOOOO

curl http://localhost:8080/api/vl/packet stats

OO XDP &0

curl http://localhost:8080/api/vl/xdp stats

'length’

eBPF o000
OO eBPF &0

ls -lh /sys/fs/bpf/
bpftool map list

OOOOOOOOO

bpftool map show
bpftool map dump name pdr map downlin

OOOOOOOOO

bpftool map dump name far map | grep

_C Ilkey:ll




XDP &0

OO XDP OO0

ip link show eth@ | grep xdp
SO XDP &

bpftool net list

OO XDP &0

bpftool prog show

OO XDP &0

bpftool prog dump xlated name xdp upf func

OO

& N3 && GTP-U &0

tcpdump -i eth® -n udp port 2152 -w /tmp/n3 traffic.pcap
&& N4 & PFCP ©0®

tcpdump -i eth® -n udp port 8805 -w /tmp/pfcp traffic.pcap
SOVOOOOOR

watch -n 1 'ip -s link show eth0'

SOV

ip route show
ip route get 10.45.0.100 # &<& UE IP ©&<¢

&& ARP &¢©

ip neigh show

OO0

OOO“eBPF 0000000 ”
OO



ERRO[0000] failed to load eBPF objects: mount bpf filesystem at /sys/
fs/bpf

&OOPeBPF 0000000
OO

# && eBPF &0
sudo mount bpffs /sys/fs/bpf -t bpf

# OOOOOOOOY Jetc/fstabd
echo "bpffs /sys/fs/bpf bpf defaults 0 0" | sudo tee -a /etc/fstab

# OO
mount | grep bpf

OOR“OD eBPF 00000 Q”

SO

ERRO[0000] failed to load eBPF program: operation not permitted
SOVOOOOVOOOOOR

SOOO®

# OOOOOOOOOQ
ulimit -1

# OOOOOOOOOOOeBPF &0
ulimit -1 unlimited

# OOYPYOOOOOS Jetc/security/limits.confd

echo "* soft memlock unlimited" | sudo tee -a /etc/security/
limits.conf
echo "* hard memlock unlimited" | sudo tee -a /etc/security/

limits.conf

# OOOOOO>Y OmniUPF
sudo setcap cap sys admin,cap net admin,cap bpf+eip /usr/bin/eupf

# OO sudo &
sudo ./eupf




OOV
OO

ERRO[0000] kernel version 5.4.0 is too old, minimum required 1is
5.15.0

SOOOLINUX OO OOOOOOO
OO

# OO0
uname -r

# &SO>S Ubuntu/Debiane®

sudo apt update

sudo apt install linux-generic-hwe-22.04
sudo reboot

# OO
uname -r # && >= 5,15.0

SO>SO libbpt &&
OO

error while loading shared libraries: libbpf.so0.0: cannot open shared
object file

QOO OO® libbpf &

OOOOY

# & libbpf&®Ubuntu/Debian<®
sudo apt update

sudo apt install libbpf-dev

# OO
ldconfig -p | grep libbpf

OO

OOOOOOOOOO
OO



ERRO[0000] unable to read config file: unmarshal errors
QOO OOORROY YAML 000
OOOOY

# & YAML &
cat config.yml | python3 -c "import yaml, sys;
yaml.safe load(sys.stdin)"

# OOOOO

# - COOOOODOOOOOOOOOO
# - QOO0

# - SOOODOOODOOR

# - OOOOO00O

# ©& YAML &0

cat > config.yml <<EOF
interface name: [eth0]
xdp attach mode: generic
api_address: :8080

pfcp address: :8805

EOF

QOOOOOOOOR

OO®

ERRO[0000] interface ethO® not found
QOVOOOOOOOY

SOOOY

# OOOOOOOD
ip link show

# OOOOOO
ip addr show eth@

# OOOOOOOOORORY config.yml®
interface name: [enslfOQ] # OOOOOOROR

# OOOODODOOOOOOROY
ls /sys/class/net/




QODOOOOOOOR

OO

ERRO[0000] failed to start API server: address already in use
SO 808048805 & 9090 OOOQOOOY

QOO

# OOOOOOOROD

sudo lsof -i :8080

sudo netstat -tulpn | grep :8080

# OOOOOR
sudo kill <PID>

# OOOOOOS OmniUPF &&
api address: :8081

pfcp address: :8806
metrics address: :9091

>O>O>OP YO PFCP &4 ID

SOY

ERRO[0000] invalid pfcp node id: must be valid IPv4 address
SOOPFCP && ID &0 IPv4 &

SOV

# OOOOD IP OO0
pfcp node id: 10.100.50.241

# o0
# pfcp node id: localhost
# pfcp node id: upf.example.com

PEFCP 0000

OOOOOO PFCP &&
OO



* Web Ul &&“0000”
e SMF &QO&“PFCP O00000”

OO

# 1. O PFCP 0000000 Q
sudo netstat -ulpn | grep 8805

# 2., QOO0
sudo iptables -L -n | grep 8805
sudo ufw status

# 3. & PFCP ©&¢
tcpdump -i any -n udp port 8805 -vv

# 4. ©& API ©& PFCP ©¢
curl http://localhost:8080/api/v1/upf pipeline

OOOOOOOOOR
OOOOO PFCP

OO
# ©& PFCP &&OUDP 8805¢®

sudo ufw allow 8805/udp
sudo iptables -A INPUT -p udp --dport 8805 -j ACCEPT

&> PFCP & ID

OO

# & PFCP & ID 00000 N4 & IP
pfcp_node id: 10.100.50.241 # &S N4 &S00 IP &&

OO SMF

QOO

# OO SMF ©0OOH8
ping <SMF IP>

# o0& SMF OO
ip route get <SMF IP>

# OOOOOOOOOQ
sudo ip route add <SMF NETWORK>/24 via <GATEWAY>



SMF &&&0&0<® UPF IP

OO0

* && SMF ©©&® UPF &©
* && SMF &&&® UPF & pfcp _node id IP
* && SMF &0 UPF & N4 &®

OOOPFCP 0000

SO

WARN[0030] PFCP heartbeat timeout for association 10.100.50.10

SO

# ©& PFCP 0000

curl http://localhost:8080/api/v1/upf pipeline | jq '.associations][]

| {remote id, uplink teid count}’

# OOOOOO
journalctl -u omniupf -f | grep heartbeat

QOO
OOOOOOO

QOO

# OO SMF Q000
ping -c 100 <SMF IP> | grep loss

# OOOODOOODOOOY
# - OO0

# - QOOOO/O0OO0
# - OO0

OOOOOOOO

QOO

# OO0

heartbeat interval: 30 # & 5 && 30 ¢
heartbeat retries: 5 # OO0
heartbeat timeout: 10 # & QS




OOOOOOY

OOOOOOOOOOORX/TX &0 0O
OO

¢ QOOOOOOD 0 RX/TX 0@
¢ UE 00000000

OO0

# 1. OO XDP OO0
ip link show eth@ | grep xdp

# 2., QOO0 Q UP &
ip link show etho

# 3. QOO
tcpdump -i eth® -n -c 10

# 4., QOOOQOORR
curl http://localhost:8080/api/vl/packet stats

OO
XDP &000&

OO

# ©& 0OmniUPF &< XDP
sudo systemctl restart omniupf

# OO0

ip link show eth@ | grep xdp
bpftool net list

OOOOOOOO

OO

# OOOQ
sudo ip link set eth0O up

# OOOOOO
ethtool eth® | grep "Link detected"

# OOOODOOODOOODOOODOOOOO



OOOOOOOO

OO0

# & config.yml S O SR
interface name: [enslf0] # && 'Ip link show' QS QOO

OOOOOOOOOOOOOOOOOOY
OO

e RX OO0 TX &0 &
e OO > 1%

OO

# OOOOOOOD
curl http://localhost:8080/api/vl/xdp stats | jgq '.drop'

# OOOOOOROQ
curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

# OO
watch -n 1 'curl -s http://localhost:8080/api/vl/packet stats | jq
".total rx, .total tx, .total drop"'

OOV
&<& PDR 000 TEID © UE IPS®

OO

# OOOOOOOD
curl http://localhost:8080/api/v1l/sessions

# OOOOOOOOOOY

# - PFCP 0000000
# - SMF Q000000

# - OOOOOOO

# ©& PDR &0

bpftool map dump name pdr map teid ip | grep -c key
bpftool map dump name pdr map downlin | grep -c key

OO

OO



# & FIB &0
curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

# & UE IP &0
ip route get 10.45.0.100

# OOOOOOR
sudo ip route add 10.45.0.0/16 dev ethl # & UE &&&<& N6

QER OO0

OO

# && QER &0
curl http://localhost:8080/api/vl/sessions | jq '.[].qgers'

# OO MBROOOOOOOOOOOOL SMF &< QER
# OOOODOOODOOOY

OOOOOOODOOOOOOOOOOY
OO

* RXN3 O00000 TX N3 OO0 00
* RXNG6 Q00000 TX N6 QOO0

OO

# OOOOOOO®

curl http://localhost:8080/api/vl/packet stats | jq
‘.interface stats'

# OOOOOOOOO®

tcpdump -i eth® -n udp port 2152 & # N3

tcpdump -i ethl -n not udp port 2152 & # N6
OOOOORX N3&® TX N6

OOOOD FAR SO0 N6 OO0

OOOOY

# && FAR &&&<& FORWARD &<&

curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
select(.applied action == 2)'

# OO N6 OOOOOO



ip route get 8.8.8.8 # QOO

# OOOOOOOOOOO
sudo ip route add default via <N6_GATEWAY> dev ethl

SOOOORX N6 TX N3&®

SO OOOY PDR &&& GTP ©&

SOOOY

# && UE IP &&® PDR &&00&

curl http://localhost:8080/api/vl/sessions | jq '.[].pdrs[] |

select(.pdi.ue ip address)'

# ©& FAR &&&<& OUTER HEADER CREATION
curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
.outer header creation'

# & gNB @@
ping <GNB N3 IP>

XDP & eBPF &&
SOODP XDP 0OOOODOOOODOODDD XDP 000D

>OOXDP &YV

SO

ERRO[0000] failed to load XDP program: invalid argument
SO

# OOO® XDP @
grep XDP /boot/config-$(uname -r)

# 0000

# CONFIG XDP SOCKETS=y
# CONFIG BPF=y

# CONFIG BPF SYSCALL=y

# OO dmesg SOOOOOD
dmesg | grep -i bpf

QOO


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/XDP_MODES

SO XDP &

OO0

# OODOORODODOD XDP OO0 Q

# Ubuntu 22.04+ &&&<& XDP

sudo apt install linux-generic-hwe-22.04
sudo reboot

XDP OO0

QOO

# & OmMNiUPF OOO00000Q
journalctl -u omniupf | grep verifier

# OOOOO
# - eBPF 00000 OOOOO00O00
# - OOOOOOOOEBPF 0000000

# OO eBPF OO0 00000
sudo sysctl kernel.bpf stats enabled=1

OOOXDP OO0
OO

* XDP 00000000 >0
¢ OOV

OO

# & XDP &0
curl http://localhost:8080/api/vl/xdp stats | jg '.aborted'

# OO XDP 00
watch -n 1 'curl -s http://localhost:8080/api/v1l/xdp stats'

OO OeBPF 00O
SOVOY

# OOOOOOODY eBPF &
dmesg | grep -i bpf

# && OmniUPF &&&>&& eBPF &&
sudo systemctl restart omniupf



# OOOOOOOOOOOY eBPF OO OOOOOO00
# &<& BPF _ENABLE LOG=1 &< OmniUPF

OOOeBPF 0000000000
OO

¢ OOOOOY
¢ OOOOO 100%

OO

# OOOOOR
curl http://localhost:8080/api/vl/map info | jq '.[] | {map name,
capacity, used, usage percent}'

# OO
curl http://localhost:8080/api/vl/map info | jq '.[] |
select(.usage percent > 90)'

OO

# 1, OO000Q
curl http://localhost:8080/api/vl/sessions | jq '.[] | {seid,
uplink teid, created at}'

# 2. ©& SMF ©000®
# 00O SMF OO0 APIO

# 3. OOOOOOOORQ
watch -n 5 'curl -s http://localhost:8080/api/v1l/map info | jq ".[] |
select(.map name==\"pdr map downlin\") | .usage percent"'

QOO

# & config.yml S QS
max_sessions: 200000 # <& 100000 &<

# OO0

pdr map size: 400000
far map size: 400000
ger _map size: 200000

SO OOOOOOOY OMNiUPFOOOOOOOOOOOO




QOO
POVOOOOOOOOOO

OO

e &O& <1 Gbps ©& NIC &0
« CPU 000

OO

# OOOOOOY

curl http://localhost:8080/api/vl/packet stats | jq '.total rx,
.total tx'

# OO CPU 0000
top -bnl | grep eupf

# OO NIC 0000
ethtool -S eth® | grep -i drop

# && XDP &
ip link show eth@ | grep xdp

OO
OO XDP &©

OO

# OOOOOOOOOOOOOOR
xdp_attach _mode: native # & &S XDP & NIC/ o0

OOOO

OO

# & NIC &&& RSSOOOOOOOO
ethtool -L eth® combined 4 # && 4 & RX/TX &&

# && RSS ©0&&
ethtool -1 eth©

# OO0 (CPU
# & /proc/interrupts &&<& irgbalance @& OO



OO

OO0

# OO0
buffer max packets: 5000
buffer packet ttl: 15

OO

OO

* Ping ©® > 50ms
¢ DOOOOY

OO

# OO UE ©0©
ping -c 100 <UE IP> | grep avg

# OOOHGOOOO
curl http://localhost:8080/api/vl/upf buffer info | jq
'.total packets buffered'

# OOOOOOROQ
curl http://localhost:8080/api/vl/packet stats | jq '.route stats'

QOO
OOODOOOY

SO

# OOOOOOOOOY

curl http://localhost:8080/api/v1l/upf buffer info | jq '.buffers[] |
{far id, packet count, direction}'

# OOODOOOOOOOQ
# ©&& 0mniUPF &&& PFCP 000D FARS

FIB &&0&¢

OO

# POPOOOPPRPPORD
# ©®® BPF _ENABLE ROUTE CACHE=1 &&



# OO0
H OOOOOOOOOOOOOOOOOOOQ

OOOOOOOOOOO
OO

¢ DOVOOOOOOOOC
* NIC && RX &©

OO

# & NIC &
ethtool -S eth® | grep -E "drop|error|miss"”

# OOOOOOOQ
ethtool -g ethO

# OOOOO®
watch -n 1 'ethtool -S eth® | grep -E "drop|miss"'

OO

# SO RX OO0 Q
ethtool -G eth® rx 4096

# OO TX OOOOOOR
ethtool -G eth0® tx 4096

# OO0
ethtool -g ethO

OODOOOOOOOOOY

QOOOOOOOOOOOOOOOOOY XDP 000

Proxmoxoooodd XDP &0
OO

¢ OOOOOOOOY XDP &
¢ OOV

QOOOOOOOOOOOOOY SR-IOV


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/XDP_MODES#enabling-native-xdp-on-proxmox-ve

SOOOY

SO 1OOODOOOOOOOD
xdp _attach mode: generic
SQ 200 SR-IOV &

# & Proxmox @&

# 1. ©& IOMMU

nano /etc/default/grub

# &&&intel iommu=on iommu=pt
update-grub

reboot

#2. & VF
echo 4 > /sys/class/net/eth0/device/sriov_numvfs

# 3. & Proxmox UI && VF &0
# OO - & - PCI & -» && VF

# OO0
interface name: [ens1lf0@] # SR-IOV VF
xdp attach mode: native

VMwared oo o000
OO
e OmniUPF &0
&OOvVSwitch ©&& OS> MAC &
SO
# & vSphere &Y vSwitch QOO
. && vSwitch -» ©&&¢
L OO - OO Y

. OO - MAC OO0
L OO 5 OOOOOOC

HHHH
A WN R

VirtualBoxo o000

222 2
e &&® < 100 Mbps



& VirtualBox ©&<& SR-IOV &&& XDP
1O2O2OROZOS

# OOOOOOOOOOOY
xdp_attach mode: generic

# && VirtualBox <&&¢@

# - & VirtI0-Net S00008¢
# - QOO

# - OO0 CPU &

# - OO NAT

# OO S KVM/Proxmox <0000

NIC &000000

OOONIC OOOOO>> XDP

SO

ERRO[0000] failed to attach XDP program: operation not supported
SO

# OO NIC 0000
ethtool -i eth® | grep driver

# OOOOOOOOOL XDP
modinfo <driver name> | grep -i xdp

# OOOO XDP &
ip link show | grep -B 1 "xdpgeneric\|xdpdrv\ |xdpoffload"

SOV

OO 1OVOOORR

xdp attach mode: generic
O 200 NIC 0000

# OO OOUbuntu®
sudo apt update

sudo apt install linux-modules-extra-$(uname -r)

# OOOODOOODOOOY



# OOOO® Inteld®
# & https://downloadcenter.intel.com/ &<&

OO 300 NIC

# OO XDP & NIC®

# - Intel X710, E810

# - Mellanox ConnectX-5, ConnectX-6

# - Broadcom BCM57xxx (bnxt en &&&<¢)

OOOOOOOOOOOOROY
OO

e OO XDP 00000
* NIC &0

OO

# OO
dmesg | tail -100

# OOOOOOOY
journalctl -k | grep -E "BUG:|panic:"

OO

# 1l QOOOOQOOQ
sudo apt update
sudo apt upgrade
sudo reboot

# 2. & XDP 000000000
xdp_attach mode: native

# 3. COOOOOOOOOOO
xdp_attach mode: generic

# 4. & NIC €00 Linux OOODOOOO

OO

OOV
OO



* SMF 00000000
« UE ©&0® PDU ©©

OO

# && OmMNiUPF OO0 Q
journalctl -u omniupf | grep -i "session establishment"

# ©& PFCP &0
curl http://localhost:8080/api/vl/sessions | jq 'length’

# OOOOOOOOY PFCP &&
tcpdump -1 any -n udp port 8805 -w /tmp/pfcp session.pcap

SOOOY
OO

OO

# OOOOOOOD
curl http://localhost:8080/api/vl/map info | jq '.[] |
select(.usage percent > 90)'

# OOOOOOOYYO O eBPF 0000000

&&& PDR/FAR &&

OO

# O OmMNiUPF &0

journalctl -u omniupf | grep -E "invalid|error" | tail -20
# OOOOO

# - ©©& UE IP ©000.0.0.0 OO
# - 00O TEIDOO OO0

# - PDR ©<& FAR

# - OO FAR &

# & SMF OO0
OOOOOOOUEIP/FTUPS

OO0

# OO
feature ueip: true # UPF && UE IP
ueip pool: 10.60.0.0/16



feature ftup: true # UPF && F-TEID
teid pool: 100000

OO

OOOOOOOOOOO
OO

¢ OOVOOOOOOOY
¢ OBV

OO

# OOOOOOO®
curl http://localhost:8080/api/v1/upf buffer info

# OOO® FAR &0
curl http://localhost:8080/api/v1l/upf buffer info | jq '.buffers[] |
{far id, packet count, oldest packet ms}'

# OOOOOOR
watch -n 5 'curl -s http://localhost:8080/api/v1/upf buffer info | jq
“.total packets buffered"'

OOOOOOOO
FAR &&&&<& FORWARD
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curl http://localhost:8080/api/vl/sessions | jq '.[].fars[] |
{far _id, applied action}'

# ©& BUFF
# && FORW

10000
20000

# OOOO BUFF 00000 SMFO
# - ©O PFCP 000000
# - ©& FAR ©&& FORW &&



&& TTL &

OOOOOOY FAR OO0 OO0
OOOOO

# OO0 TTL
buffer packet ttl: 60 # & 30 & 60 &
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# && eBPF &0 bpftrace®
sudo bpftrace -e 'tracepoint:xdp:* { @[probe] = count(); }'
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sudo bpftrace -e 'tracepoint:bpf:bpf map lookup elem { printf("Sss\n",
str(args->map name)); }'
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uname -a
cat /etc/os-release
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dmesg > /tmp/dmesg. log
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i
OmniUPF & XDP &0

%
©

QOO
QOODORORORRORL

&> SmartNIC<e

<& Proxmox O XDP
QOROROROOOOOOROY XDP
& XDP &&

CoONoRLDE=

OO

OmniUPF ©& XDP (eXpress Data Path) 00000000 QOXDP &&<@ Linux &<&
SOOOOOOOROOOROPEeBPFOOOOROOOOOOODODODDDDDOOOOOOOOOORORD

QOO
XDP 000000 eBPF OO0 OOOO0

OOOOO XDP 0000 0O OmniUPF @O0 QOO0 OOOOOOOOOOOOOOS

XDP &0

oo SO SO
SO Linux &&& SPOODD
O ~1-2 Mpps ~5-10 Mpps
O ~100 ps ~10 ps
CPU 666 & &
NIC &  && NIC & XDP 0600
22®®®®® HBOOOOOOD HPOOHOBODD
&0 HOBHD SPOOOD

&6 xdp attach mode: xdp attach mode:

generic native

OOOOOOOOOOD OOOOOOOOOOOOOOOY

OO
NIC &&
~10-40 Mpps
~1 ps
&
&< XDP & SmartNIC

OOOPCI OO

OOV

xdp attach mode:
offload



OOOOOOOO
OO

& XDP &000000000 & & Linux 000000 eBPF €000 OOOO XDP &0
QCOOOOOOOOOY

OO
¢ SOV~ 1-2 OO0 (Mpps)

¢ OOV ~100 &
e CPU 000000000 XDP 000000000

OO0
¢ OOV

¢ OOVOOOOOOOOC
¢ OOVODOOOOOOOOOO0

&

interface name: [ethO]
xdp _attach mode: generic

OOOOOOD OOVOOOOOOOOOOOOOOOOOOO CPU &0

OOOOOOOOOOOY
O

& XDP &0 && & eBPF ©0OOOOOOY Linux OOOOOOOOO0000
QCOOODOOOOOOOOOOOC

SOO®
SOOOOOOD ~5-10 ©¥OOOS (Mpps)
OOV OD ~10 O

CPU 000000000000 D00

SO OG® CPU 09OV NIC 000000
SO

¢ BOOOOOOY



¢ OOVOOOOOOOOOC
¢ OOVOOOOOOOOOO
¢ DOVOOOOOOOY

NIC &0

& XDP & XDP 000000000000 NIC &0 XDP&Y
OO NICOOOO0@

Intel: ixgbe (10G), 140e (40G), ice (100G)

Broadcom: bnxt en

Mellanox: mlx4_en, mlx5 core

Netronome: nfpoOO OO
Marvell: mvneta, mvpp2

OO NICOOOOOOOOOO

VirtIO: virtio net (KVM, Proxmox, OpenStack) v
VMware: vmxnet3 v

Microsoft: hv_netvsc (Hyper-V) v

Amazon: ena (AWS) v

SR-IOV: ixgbevf, 140evf&PCI &&>&v

& OVirtualBox OO0 OO XDPOOOO QOO0

&

interface name: [ethO]
xdp_attach mode: native

SOOIV OOOOOOOOOD NIC OO0 OOOOOOY Proxmox 0000

SO>SO SmMmartNIC®
O

&& XDP &0 NIC ©&0SmartNICOO&& eBPF 000000 CPU OO0
QCOOOOOOOOOOOOOOOY

OO0
¢ SOOOOY ~10-40 &> (Mpps)

¢ OOV ~1 OO
e CPU OO0 NIC 0000



OO0
¢ SOOOOOOOOOY UPF & 100G+

¢ OOVOOOOOOOY
¢ OOVOOOOOOY CPU 000

OO
OO Netronome Agilio SmartNIC && XDP &<
* Netronome Agilio CX 10G/25G/40G/100G

QOOOOOOOD OOO O PCI OB - SO OOO0OOO00

OO

interface name: [ethO]
xdp _attach mode: offload

& Proxmox VE &0 XDP

Proxmox VE && Virtl0 &0000000000000 00 virtio net 0000000
XDPOOOOOOOOL OO OOOOOOO

OO 10O
OOODOOOOO

¢ OOVOODOOOOOOOOOOY CPU OO0 - OO
¢ OOVOOOOOOOY CPU OO » OO0

SO 20 Proxmox 00000
& ASSS Proxmox Web Ul

1. SOOOOOODOOOOOOR

o & Proxmox Web 000000000
o OO O

2. OO0
° OO OO OO

° OOVOOOOOOOOONetOO
o OO OO



3. OO0
o OO MNOOO" OO
° OOV BOOOOY VCPU 000000 160
°o OO OO

4. QOO0

CERGIORO2OS
& B&OOY® Proxmox &&&

# SSH &&<& Proxmox &&

# OO0 ID
gm list

# OOOOODOD XXX SOOOOO>O IDO
gm set XXX -netO virtio=XX:XX:XX:XX:XX:XX,bridge=vmbro0,queues=8

# QOO0 191OMAC & BC:24:11:1D:BA: 00
gm set 191 -netO virtio=BC:24:11:1D:BA:00,bridge=vmbro0, queues=38

# OO0
gm shutdown XXX

# OOV HHY
gm start XXX

SOOOOOO
¢ 4 OOV OOOOY 2-4 VCPU 000

* 8 OOOOOOOOOOOOOV4-8 VCPU 00O
e 16 OOOOOOOOOOO8+ VCPU OO

OO FODOOOOOOOOOY
SOOOOROSSH OO0

# OOOOOR
ethtool -1 eth©

# OOOOQ
# ethO SOOOOR
# Combined: 8 <-- OO

# OOOOOR
ls -1d /sys/class/net/eth@/queues/rx-* | wc -1



ls -1d /sys/class/net/eth@/queues/tx-* | wc -1

# OOOODO BOOOOOOOY

&G 40 OmniUPF &0 XDP
&< OmniUPF ©&&

# OO
sudo nano /etc/eupf/config.yaml

& XDP &0

# OO
xdp _attach mode: generic

# O
xdp_attach mode: native

&< OmniUPF&

sudo systemctl restart eupf

OO OO XDP 0000000 @
OO

# OOOOOQ
journalctl -u eupf --since "1 minute ago" | grep -i "xdp\|attach"

# OOOOO

# xdp_attach mode:native

# XDPAttachMode:native

# OO XDP OO0 "eth0"oOOd 28

&> API 0@

# OO0

curl -s http://localhost:8080/api/vl/config | grep xdp attach mode
# OOOO®

# "xdp_attach mode": "native",

&& Proxmox &<&
SO "“OS XDP 0"
SO



¢ BOVOOOOOPO®ethtool -1 etho®

e OOOOOOQUName -rod = 5.15¢@

¢ OOOO® VIrtlO ©00&®1lsmod | grep virtio net
OOOOOOOR 1 OO
OO

¢ SODDOD QOO OOOOOOO®

e && gm shutdown XXX && sleep 5 && gm start XXX

* & Proxmox @000 grep netd /etc/pve/gemu-server/XXX.conf
QOO ODOOOOOOOOV
SO

e OO CPU 0000000000

o & top - CPU 00000000000
e & XDP &&&&&curl http://localhost:8080/api/vl/xdp stats

OOOOOOOOOOOOOOO XDP

VMware ESXi / vSphere
VMware ©<& vmxnet3 &&000000& XDP®
026202
e ESXi 6.7 O30
e OO vmxnet3 OOOOO 1.4.16+
¢ BOOOOOR 14 &
SOOOO®
1. &0
2. OOOOOOO®
o DOVOOOY - OO
o OO - OO
o O DOOOOD OO OO
3. & .vInx OOOOOOOOOOOY

ethernet0.pnicFeatures = "4"
ethernet0.multiqueue = "8"



4, OOOOOOOOQ
ethtool -1 ensl92 # SOOSOY
& OmniUPF&

interface name: [ens192] # VMware &&&<& ensl92
xdp attach mode: native

KVM / libvirto oo

& virsh OO

# OOOOOOQ
virsh edit your-vm-name

OOOOOOORROY
<interface type='network'>
<source network='default'/>
<model type='virtio'/>
<driver name='vhost' queues='8'/>
</interface>
OOOOOOOROR

ethtool -1 etho
Microsoft Hyper-V
Hyper-V && hv_netvsc &O000OOOO XDPO
OO

* Windows Server 2016 &0

e &OOY Linux 000 4.3+

¢ BOOOOY
OOOOOR
& Hyper-V €& PowerShell®
# OO VMO0 - Hyper-V &00@
Set-VMNetworkAdapter -VMName "YourVM" -VrssEnabled $true -VmmgEnabled
$true

& OmniUPF¢

interface name: [ethO]



xdp attach mode: native

VirtualBox

&@®VirtualBox @& & XDP&

& VirtualBox &0 @e1000dvirtio-net& @& XDP &&0&
SOVROOOOOOOOY

xdp_attach _mode: generic # VirtualBox &&00&

&> XDP @&

OO XDP Q0000 OOOOO0

1. €& OmniUPF &&

# OOOOOOD
journalctl -u eupf --since "5 minutes ago" | grep -i xdp

# OO0

# v "xdp_attach mode:native"
# v "OO XDP SO0

# X "OOOO" O "OOOOO"

2. & API &¢©

# OOOOOR
curl -s http://localhost:8080/api/v1l/config | jq .xdp_attach mode

# OO
# "native"

3. && XDP &0

# OO XDP 000000
curl -s http://localhost:8080/api/v1l/xdp stats | jq

# OOOO®

{
“xdp_aborted": 0, # OO OO
“xdp drop": 1234, # OO
"xdp pass": 5678, # OOOOOOOQ

"xdp_redirect": 9012, # OOOOOOR
"xdp tx": 3456 # OOOOOY



}
4. SOOOOOOQ

# OOOOOOOOOL XDP
ethtool -i ethO® | grep driver

# ©<& Proxmox/KVM&&&<® "virtio net"
# ©& VMware>o@<® "vmxnet3"
# & Hyper-Vo&&<® "hv _netvsc"

5. OO

OOOOOODR XDP 0000000 Q

# OOOOOOD

watch -n 1 'curl -s http://localhost:8080/api/vl/packet stats | jq
. r'X_packets'

# OQOOQO~1-2 Mpps
# OOOOD~5-10 Mpps@d> 5-10 &

&> XDP &¢@

QOO OROOOR XDP O
OO®
QOROROY XDP OO0 eth0
OO®
1. QOO0
ethtool -i eth® | grep driver
# OOOOOOOY virtio net/vmxnet3/hv _netvscOOOS XDP 000
2. OOOROORQ
uname -r
# ©® = 5.15 000> XDP
3. ©00OOOOOO XDP YOO



ip link show eth® | grep xdp

# OOOOOODOD XDP OOOOOOO®
ip link set dev ethO® xdp off

OO
¢ OAOVOOOOOOOOOY 5.15+

e OOOO® virtio net &OOOmodprobe virtio net
¢ DOVOOODOODOD XDPOOOOOOOOR

QODOOOOOOOOO
OO®
QO OVOOORY XDP &
OO®
& dmesg OOV OOOROY
dmesg | grep -i xdp | tail -20
SOOOR
1. QOO0 XDPO

o VirtualBox &0 XDPO
o OO NIC OO

2. OOOOOOQ

o &&&ethtool -1 ethO
o OO > 1 OO

3. OO XDP 000000

# OOOOOOOOY XDP
grep XDP /boot/config-$(uname -r)

# OOOO

# CONFIG XDP_SOCKETS=y

# CONFIG BPF=y
OO

¢ OOOOOOOOY Proxmox OO
¢ DODOODOOOC



¢ OOVOOOOOOOOOOY XDP

OOOOOOOOOOOOOOOO
OOOOOOODOOODOOODOOOOOOC
OO

1. OO0

# OOOOOOOOOROR
ethtool -S eth® | grep rx queue

# OOODOOOOOOOQ
2. OO CPU 0000

# OOOOOOY (PU 000
mpstat -P ALL 1

# OOOOOOOOOOY (PU &
3. OO XDP OO00000OOOO00

# & bpftoolOOOOOR
sudo bpftool net list

# QOO XDP OO0
OO
¢ OAOOOOORB-16 OOV

e OO CPU OO0 00
¢ OOVOOOOOOOY CPU OO0

OOOXDP &OOOOxdp_aborted > 00

OO
curl http://localhost:8080/api/vl/xdp stats

{
“xdp_aborted": 1234, # OOOOOD

OO



XDP ©&&&<® eBPF &0 0000000@
1. ©® eBPF &0000¢
dmesg | grep -i bpf | tail -20
2. OO

# eBPF &Q0000@
curl http://localhost:8080/api/vl/map info

# OOOOO 100% OO
OO
¢ OOOOOO eBPF ©0OO®

¢ OOVOOOOOOOOOY eBPF &¢©
¢ &<& Linux <& eBPF 000000

OOOProxmox OO0 OO®
SOethtool -1 ethd SO 1 SOV OOOOOOOOD
SO

1. ©© Proxmox & 000

# & Proxmox &&&
grep net® /etc/pve/gemu-server/YOUR VM ID.conf

# OO queues=8
2. OOQODOOOOOOOY

# & Proxmox &&&
gm status YOUR VM ID

# OOOD "OOOOR" QOO
OO
# & Proxmox &&<&
# OOOOOOQ
gm shutdown YOUR VM ID
sleep 10
gm start YOUR VM ID

# OOOOOOOOOY



ethtool -1 eth©

QOOODOOOODOD OOVDOOOODOOOOOOODOOOOY

QOO XDP 00000
SO
QOROOY XDP OO0
SO
XDP &®&®® CAP_NET_ADMIN & CAP_SYS ADMIN &&&
SOOOY
1. © root & OMNiUPFOOO OO
sudo systemctl restart eupf
2. OOQQ systemdOOOOOOOOOOOD
# /lib/systemd/system/eupf.service
[Service]
CapabilityBoundingSet=CAP NET ADMIN CAP SYS ADMIN CAP NET RAW
AmbientCapabilities=CAP_NET ADMIN CAP_SYS ADMIN CAP NET RAW
3. &O&® Dockerdd<® --privileged ©&&

docker run --privileged -v /sys/fs/bpf:/sys/fs/bpf ...

QOO
OmniUPF @000

O OO OOOR O
QOO 1.5 Mpps 8.2 Mpps & 5.5 &
Q& 95 ps 12 ps QO 8 &
CPU &0&4&1 Gbps®85%1 @00 15%00000 0 5 &0
QOO ~1.2Gbps ~10Gbps <©&8 <&

QOOOOOOOOOOOD OOODOOOD OOOY




XDP 000

A SOOOOOOOOOOOOOOO Omnitouch SOOOOOOOOOOOOOOOOL 100%
OO

OO0 XDP & NIC

&& NIC ©00&<® OmniUPF ©&& XDP &&&

Intel NICOOOOOOOOO

O SO OO XDP && &
Intel X52010GbE ixghe <&<¢& v QOODOOOOOOOOOY
Intel X71010/40GbEi40e <&& v QOOOOOOY
Intel E810100GbE ice SO v QOVOOOOOR

Intel i350 1GDbE igb OO vOOD 5. 1040000
Mellanox/NVIDIA NICS&

O O SOOOOXDP && O&
ConnectX-425/50/100GbE mlx5 <&& v SOOOOOOOOOR
ConnectX-525/50/100GbE mlx5 <&& v OOOOOOOOY
ConnectX-650/100/200GbEmlx5 <&& v SODOOOOOOOOOR
BlueField-2 100/200GbE mlx5 && v && DPU ©&<® SmartNIC
Broadcom NIC

OO OO OO0 XDP && OO
BCM57xxx &<&10/25/50GbEbnxt en®<® v & Dell/HP &&&

OO NICOOOOOO®

& NIC && o000 XDP &0 o0 O
Proxmox/KVMVirtlO virtio net & v QOO OOOOOOY
VMware ESXi vmxnet3vmxnet3d && v & & ESXi 6.7+
Hyper-V && NIC hv netvsc O QQ@® v & Windows Server 2016+
AWS ENA ena & v & EC2 00000
VirtualBox Q& Q& QOO & QOOOOOR

OOOOOOS NIC

OO XDP &&000®eBPF & NIC 00000



OO OO OO O
NetronomeAgilio CX 10G 10GbE <&&<& XDP @&0&®
NetronomeAgilio CX 25G 25GbE &0
Netronome Agilio CX 40G 40GbE <&&&&&<® $2,500-5,000&
NetronomeAgilio CX 100G 100GbE &0 &

SOOOOOD NIC OOOOODOOODOOODOOOOOOOOOOY XDPO
OO
OOOOOOOOO® OmniUPF ©&&
OO ©1-10 Gbps®
* NIC®Intel X520®10GbE &
e OSSO XDP

e OOOOOO UPF ©& ~8-10 Gbps
e OO ~$100-200000/00C

&&>10-50 Gbps<®

NIC<®Intel X710040GbE®<® Mellanox ConnectX-4&25GbE®
OO XDP

SO OO®® UPF ©&® ~25-40 Gbps

& ~$300-800

&®®50-100+ Gbps<®

NIC&®Mellanox ConnectX-5/6&100GbE®
SOOO® XDP

SOCYV>O UPF ©©& ~80-100 Gbps
&Y ~$1,000-2,500

SO>S Proxmox/ KVvM &

e NICOVIrtlo®8-16 &0

s OOOOO XDP

e OOOOO® UPF ©& ~5-10 Gbps
¢ SOOOOOOOOY

OO
SO OmniUPF 0000000

NIC/&® N2 OO
Realtek NICs & XDP &&&Linux &00&<& Intel i350 &0



NIC/&® @ SO0

VirtualBox &S XDP && & Proxmox/KVM
&&& NICs SOOOOOOOO &< Intel/Mellanox
&S NICs (<2014) ¢ XDP &0 Intel X520 &&&
SOOOOOO

OOOOOOOOOOOR

1. & 0OOOOOOOY Linux OOOOOOO XDP

# OOOOOR
modinfo <driver name> | grep -1 xdp

2. O OOV = 5.15000>O XDP
uname -r

3. & OOV NIC OOOOOOOOORSS/VMDqg&
4. & PCI 00000 PCle 000000000

°© 10GbE®PClIe 2.0 x4 ©&

o 40GbE®PCIe 3.0 x8 ©<&

> 100GbE®PClIe 3.0 x16 & PCIe 4.0 x8
5. & OO

° SOOOOOOY NIC

° OOV ViIrtlO & SR-IOV &&

° LOOOO NIC OO0

A SOOOOOOOOOOY - OO Omnitouch &OOOS

OO

OOOOOCONFIGURATION.Md - &0 &
SOOOOOOTROUBLESHOOTING.md - @000
SOOOOARCHITECTURE. md - eBPF & XDP 00000
OOOOOMONITORING.d - @O0 OOOOO



https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/CONFIGURATION
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/TROUBLESHOOTING
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/ARCHITECTURE
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/MONITORING

OO

Proxmox <& XDP &&&TL;DR&

# & Proxmox @&
gm set <VM ID> -netO virtio=<MAC>,bridge=vmbr0, queues=8
gm shutdown <VM ID> && sleep 10 && gm start <VM ID>

# OOOOOOY

ethtool -1 ethd # && 8 @&

sudo nano /etc/eupf/config.yaml # &&&xdp attach mode: native
sudo systemctl restart eupf

journalctl -u eupf --since "1 min ago" | grep xdp # SOOOR

OO XDP 0000000000

# OO
curl -s http://localhost:8080/api/vl/config | grep xdp attach mode

# OO
curl -s http://localhost:8080/api/vl/xdp stats | jq

# OOOQ
ethtool -1 eth©



il

OmniUPF API &&
O

OmniUPF API ©&&&<& RESTiul OO0 00000DO eBPF 0000000 API &
QCOVODOOOODOOOOOOOO

PFCP 0000000000000

SOOOOOY (PDR)OOOOOODIPVE & [PVEOOO OO
OOOOOY (FAR)OOOOOOOOOOOOOC

QoS &&O® (QER)OOOOOOOOOOOO

OOOOOY (URR)OOOOOOOOD
SOOODOOOOOOOOOOOY

QOO OOOOOOOOXDP & N3/N6 00000
SOOOOY FRR 000000 UE OO0

OOOUPF OO0

Swagger API &&

& API &< OpenAPI 3.0 (Swagger) 0000000000 Swagger Ul &&&

QOODOOODOOOD/OOOC
OO OOD API OOOOOOO
QOOOOOOOOOY

HTTP &0000000

& Swagger Ul &< OmniUPF API &&0Q0000

&<& Swagger Ul

Swagger @O0 OOOO0
http://<upf-host>:8080/swagger/index.html
&OOhttp://10.98.0.20:8080/swagger/index.html
API &0

OO API @000 @

/api/vl



## OO

- [UE &0 ®](./routes.md)
- [©&&&](../0PERATIONS.md)

- FRR Q0000000000
- Web UI &0

[Swagger UI](http://10.98.0.20:8080/swagger/index.html) - &&<& API
O



i
UE &000

SO

e API & - OOOOOOOOOOO API ©O
. - Web Ul 000

OO

UPFOOOOOOOOO FRROOOODOOD OOOOOOOOOOOOOUERIP OO0
QOO UE OOOOO0OOOOOOOOOOOOOOOOOOOOOO

&> FRRO

FRROOOOOOOD OOOOOOOO0OOO0OOOOY Linux & Unix OOQOOOOOQ
BGPOOSPFORIP OOOQ000OOOOOOOOOFRR OO0 OOOOOOOOOOOOOO0
QCOOOOOOOOOOOOOOOY

A

OOOOOOOO

OO

OO

UPF 00000 UE IP Q00000 OOOOOO000OOOOO0
1. ©& UE 000000000 PFCP &0 UE IP &
2. CODOOODOOODOOODOOODOOOOY

3. OO FRROOOO API 00000000 FRR OO0
4, OOQODOOODOOODOOODOOD/OOOOOOOOOY

FRR &&
OO

FRR && Ansible & 00000000 OOOOOO 00O Ansible QOSSO FRR &
OO Jinja2 OO Ansible OO OOOOOOOOOOOO UPF OO

&< FRR Jinja2 o000 0


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/docs/api
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/upf-ui/OPERATIONS

frr version 7.2.1

frr defaults traditional

hostname pgw02

log syslog informational

service integrated-vtysh-config

|

ip route {{

hostvars[inventory hostname]['ansible default ipv4']['gateway'] }}/32
{{ ansible default ipv4['interface'] }}

|

interface {{ ansible default ipv4['interface'] }}

ip address ospf router-id
{{hostvars[inventory hostname]['ansible host']}}

ip ospf authentication null

|

router ospf

ospf router-id {{hostvars[inventory hostname]['ansible host']}}
redistribute kernel

network {{
hostvars[inventory hostname]['ansible default ipv4']['network'] }}/{{
mask cidr }} area 0

area 0 authentication message-digest

|
line vty

|
end

OO

1. ©00OOOOY Ansible ©©&&<® FRR Jinja2 &0 roles/frr/
templates/frr.conf.j2¢&

2. OO O® Ansible OSSO UPF &0 @

3. OOV OO® Ansible &&& FRR &0 UPF &&

4. OOOODAnsible QRO OOOOODIP OO ID &OO>>>>>® UPF @
FRR &&

Jinja2 SO O OO

OSPF OO0 000 IDOOOOOOOOOOOOOO0

BGP OOOASNOOOOOOOOOOOOQ
QOVOOOVOOVOOVOWOOOOOOOOOredistribute kernele®
QOOOVOODOOODOOOOOOY

SOOOOOSPF/BGP 000 @

UPF 0000000 FRR 000000 UPF ©OOUPF ©OOOOO PFCP 000000
UE IP OO0 /32 OO0 OO0 OOOOOOO000

1. & UPF 0000000000000
2. &&® redistribute kernel ©&&<& FRR &&



3.
4.

OOOY FRR 0000000 0SPFOBGPOOS
OOOOOOOY UE 0000000 UPF &

SO

SOOOOOOOOOOOOY Ansible ©&® FRR Jinja2 &oO 0000000000
UPF &¢®

Ansible >&OO&OGJinja2 COOOOOOOOOOOOOSPF ©OOBGP &0
OOODOOOY

UPF &00000000® UPF 000000000 PFCP 00000 UE IP /32 &&©
OOOOOOOOY UPF ©& FRR Q00000 OOOOOO0000® UE OO
OOV Ansible QOO OOOOOOOOOOOOOD UPF &0

COO®
OO

Web Ul &&

UPF OQ0OOO00D OO OOOOO0

QOOOOOODOOOOOOOY

OO0V UE IP OO0

QOO DOOOOOOOOOOOOY
SOOOOOOOOOOOD UE [P OO0 0000

OSPF OO0 000000® OSPF OO0

BGP OOOOBGP OOOOO00000DOOO0

OSPF OO0 0000O UE OO0 LSA OO0

QCOOOOOOY UE OO0 OO0ROOOROOOROOOROO000R

OO

OOOOOODO Web Ul OO OO0 OOOOODOOOODOOO

LN e

OO UPF OO0 UE 00000
& FRR QOO0
QOOOOOOOOY

OOOOOOOOD
OOODOOOOOOR

OO

OO

QOOOOOODOOODOOOOOOY



SOOOOOOOOOOOO UE 0000000
QOOOOOOOOOOY UE ©©
QOODOOODOOOOOOOOY
OO Web Ul OO0

OO

API &&

UPF OO0

GET /api/vl/routes - 00000 UE OO0

POST /api/vl/routes/sync - @00 FRR @000 0®

GET /api/vl/route stats - QOO OOQOOOROQ

GET /api/vl/routing/sessions - OO QQOOOPOSPF ©OOBGP ©&00®
GET /api/vl/ospf/database/external - && OSPF AS-External LSA &&<¢&
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