OmniAUSF

0000000000 =emniausf 0000000 config/runtime.exs [000000000C000CO00OCO
0O000000OD0OO000000000E  =omniausf [UOOUOOCOOCOOOOOOCO

config :omniausf,

udm uri: "http://127.0.0.12:7777",
sbi scheme: "http",

sbi addr: "127.0.0.19",

sbi port: 7777,

nrf uri: "http://127.0.0.1:7777",
mcc: "999",

mnc: 70",

prometheus metrics port: 9568,

heartbeat interval: 10 000

config :logger, :default formatter,
format: {OmniLogger.JsonFormatter, :format},
metadata: :all
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prometheus metrics port 00 [0 9568 PROME
0]

heartbeat interval (O 0 10000 HEART
)
ac

context ttl seconds 0 [ 3600
[

context reap interval ms (J [ 60000
)

00 nrf_uri 0000000 config/runtime.exs [J NRF _URI (0000
http://127.0.0.1:7777 J00O0O00O0O0OOOONRFE OO0 http://127.0.0.10:7777 000

000 NRF_URT (0000 NRF 000
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000 JSON 00 (omniLogger.JsonFormatter) OO0000000000000CO0C0O00COOO0
(supi, auth ctx id, procedure)000000 auth ctx id [ SUPI/SUCI 000000000

0000000000000 AP DOO0OOOOOOCO

(0 API ([J[] 8443)

00 SBI 00000000O00OmMNIAUSF 000 8443 000 HTTPS O0/OAM APIOTLSOOOO0
OmniAUSF 0000000000000000000 3GPP SBI 0000000000
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GET /api/status/api API 0000
GET /api/status/nrf NRF 0000
NF AUSF f-auth
GET Japi/status/nf 00000 AUSF [Onausf-auth 00000

UE 00000

000000000000 1bgsucl/supigiooon
000000/000

GET /api/ausf sessions

DELETE  /api/ausf_sessions/{id}  [O0000 D 00000000

POST /api/ausf sessions 0000000000

GET /api/statistics 0000000000 / 60/ 00 / 0000
00000000000 sbi_addrdsbi port(]

GET /api/oam/config nrf_uriJudm_uri[NF 00/0000000
ad

00000000 udm uridnrf urif]

PATCH /api/oam/config/{id} nf capacity[Inf priority[]
log level

POST /api/oam/log level 00000000000 emergency ... debug[]
BEAM VM

GET /api/oam/resources HoooO00OOoo/onoi0

OTP/BEAM 00

GET /api/oam/diagnostics BEAM VM [JO00000O0O0GCOOOOOO

POST /api/oam/nrf/reregister  [JO00000 NRF
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0o (o- 0 NRF [00000C000000C0000000000000 PATCH O
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0 [
, authCtxId QUUIDOOO00 DELETE
ctx_id /api/ausf sessions/{ctx id} 000000
suci AMF 0000000 supiOrSuci
supi UDM 00000 SUPIOO000000000 null[d

serving network name  [J000000O0 SN OO0

auth_type 0000000000 5G_AKA

auth_result 0000000CO0000000CO0000 null

has_kausf 0000000 K_AUSF - 00000000000000CODO00000O
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000 http://{host}:{prometheus metrics port}/metrics [JOO00000 956800
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ad
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ad
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Prometheus [][][]

[[] PromQL

50000000000 sum(rate(omni ausf auth count{result="success"}[5m]))
/ sum(rate(omni ausf auth count{result="initiated"}[5m]))

000000000 sum(rate(omni ausf auth count{result="failure"}[5m]))

00000 AUSF [0 NRF[J omni ausf nrf registration status ==

00 SQN J000000000000000

sum(rate(omni ausf auth count{result="resync"}[5m])) [
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Content-Type: application/json[JUUOUO0000 application/3gppHal+json (][]
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/nausf-auth/vl1l/ue-
authentications

POST

/nausf-auth/v1l/ue-
PUT authentications/{authCtxId}/5g-
aka-confirmation

/nausf-auth/vl/ue-
DELETE authentications/{authCtxId}/5g-
aka-confirmation

/nausf-auth/v1l/ue-

POST , , _
authentications/deregister
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Nausf UEAuthentication

Nausf UEAuthentication
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Nausf UEAuthentication

000 VE 00 - 00000 supiOrSuci (SUPI [ SUCIOOO suci 0000) O
servingNetworkName (00000 resynchronizationInfo [JJ0J000 UDM OO0 SQN 000

[JOAUSF [J UDM [J[] 5G-AKA 000000 201 Created [J UEAuthenticationCtx []]

authType: "5G AKA"

_links.5g-aka.href: Q00000000 URL

servingNetworkName

5gAuthData: { rand, autn, hxresStar } (JOOOOOO)

Location J0O0O0OO0O0 (.. ./ue-authentications/{authCtxId} )[]
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33.501 6.1.3.2[JAMF [J[] HRES*/HXRES* 1000000 UDM 0000 (auth-events )0

00 200 OK [J ConfirmationDataResponse(]

e [00: { authResult: "AUTHENTICATION SUCCESS", supi, kseaf } (K SEAF

0000000000



e [J00: { authResult: "AUTHENTICATION FAILURE", supi }[U000000O00OOCO
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5G-AKA ][] (TS 33.501 [] 6.1.3 [])

AMF CenreALUSF LICM

POET fnausl-authiv] fus-authentications

{ supiOrSuci, servingMetworkName §
LE [authCtald = LI
- b
POST fnudm-ueauiv 1f{ supiOerSuci Jisecu rity-entornnaten
generate-auth-data | servngNetworibame, authType: "56_AKA" §
"
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—
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—
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—
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_Briics: { Sg-aka: {hiret} § |
]
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e,
—
ak [RES® [[] XRES"]
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"
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-
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-
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.
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0000 00 POST .../ue-authentications [JJAUSF 00IO00000O0 /nudm-
ueau/v1l/{supiOrSuci}/security-information/generate-auth-data [J UDM [
5G-AKA Q0000 AUSF NF 00 ID 0 AMF 00000 resynchronizationInfo[QUDM 0000
000 (rand, autn, xresStar, kausf) Q000 supi ([J SUCI OJO0)JAUSF [J RAND []
XRES* [J] HXRES* 10000000000 K_AUSF (00 K_SEAF 0000000000000 AMFOOO00O
OO00000000000000000000000000000 560 SYSTEM _FAILURE[]
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0000000 XRes* OO000O00 auth-events [J UDM 0000 (D0OOOOOO00000CCCCOOOO
AMF [00) 000000000000000000000 authCtxId (OO0 464 CONTEXT NOT_FOUND[]
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00 AUSF (JO0 SUPI 00000 VE 000000

‘ AMF | | OmniAUSF ‘

POST /nausf-auth/v1/ue-authentications/deregister { supi }
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204 No Content
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UE (0000

O00000000000000 VE 0000000000 authCtxId (UUID) OO0O0000OCOOOOO00OOO
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NRF [
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ao

PUT nnrf-nfm NFRegister (AUSF 0000, nausf-auth [{)

200/201 (Ooo)

- [00 heartbeat_interval 01
PATCH NFUpdate (O0)

200/204

POST /api/oam/nrf/reregister JO00000 NFRegister

‘ OmniAUSF | ‘ NRF l

O0000AUSF 0000 AUSE NF 0000 NRFOOO nausf-auth OO0 (v1, 1.0.0)00 SBI OO/
00/000000 PLMNOOO heartbeat interval JO000000000O POST
/api/oam/nrf/reregister [JO000000000AUSF 00 NRF O uDMOOO0 Nudm 00
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00000000 404 USER_NOT _FOUND

[] generate-auth-data [JJJUDM I 404 0000000

1. udm uri 0000000000 OmniAUSF 00000
2. 000 (IMSI) [0 UDM/UDR/HSS 00000

3. AMF [J00 SUCI 000000000 UDM 000

AUSF 000 AUSF auth failed for {supiOrSuci}: user not found at UDM[]
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(0 GET /api/status/nrf [J omni ausf nrf registration status [JJ000
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