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{
"data": [
{
"id": "e7f6a5b4-c3d2-4elf-8a9b-0cld2e3f4a5b",
"action": "whitelist",
"regex": "3597913946165.*",
"inserted at": "2025-01-15T10:30:00Z",
"updated at": "2025-01-15T10:30:00Z"
b
{
"id": "f8a7b6c5-d4e3-4f2a-9b0Oc-1d2e3f4a5b6bc”,
"action": "blacklist",
"regex": "35979139461640",
"inserted at": "2025-01-16T14:20:00Z",
"updated at": "2025-01-16T14:20:00Z"
}
]
}
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{

"data": {
"id": "e7f6a5b4-c3d2-4elf-8a9b-0cld2e3f4a5b",
"action": "whitelist",
"regex": "3597913946165.*"
}
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{
"data": {
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"regex": "35979139461640"
}
}
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}
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{
"data": {
"id": "0362b7ab-9bd6-4d8a-8bla-2f4c6e8dRalc",
"action": "greylist",
"regex": "35979139461640"
}
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{
"data": {
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"action": "whitelist",
"regex": "359791394616.*"
}
}
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]
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.‘. ....................................
IMS 0000
000000
P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)



00 SOPDN A0

| ‘ Database |

PGW HSS
‘ (PCEF) | ‘ (PCRF)
Gx CCR-T
(Session-Id)
gooo
Oo0000
oo
O00000
Gx CCA-T
(Result-Code: 2001)
PGW HSS
‘ (PCEF) | ‘ (PCRF)

| ‘ Database |




00 e00d REST API (00000

P-CSCF HS5 PGW
(IMS AF) (PCRF) BiElises (PCEF)

Rx STR
(Session-1d)

v

P-CSCF ] ID [ Ite_call

¥

Ite_call 0
"‘ .........................................
Gx RAR
{Charging-Rule-Remove)

00000

Gx RAA

(Result-Code: 2001)
,‘... TEss s ErEETETEIETETEISAEfrreEET A TR EEEET R .
00 ee_call 00
aod
.,‘.. S
Rx S5TA
{Result-Code: 2001)
.‘....................................

P-CSCF HS5 PGW
(IMS AF) (PCRF) Database {PCEF)

REST API

PCRF 00000
OO0OPOST /api/operation/pcrf re auth
0000000 Gx DO0D0000000

fO00000000CCCOCOCOooOoOoO0ooObOOOCO0000000 APN Qos [DCCCCCCCCCrCCin
0000000000 - 000o0oa

0ooa



{
"imsi": "999999876543210",

“apn": "ims"
}
O000OHTTP 20000
{

"data": "Gx 000000000 pgw.epc.mnc999.mcc999.3gppnetwork.org[]
Result-Code: 2001"

}
0000OHTTP 40000

{
"error": "[000 999999876543210 (000000000000 PDN OO"
}

0ooo API
PCRF (00000000 APN (0000 QoS 00000000000 REST API 00000

00000000000 APN QoS 000N0DO000ODO0 Qfiiitiiniilion APN 000 PDN 000
PGW [J0 Gx JU00CDOORARDIOCOIOOOOUODDODOODODOOOOOOCO0G

0ooa
Oo00o0o00o0

APN [J00 - APN QoS (00O - APN OO0

. g 5
“internet"” QCI, AMBR, ARP 0000000
1. (0 APN 000

00 APN 000 1P 00000



OOOPOST /api/apn/identifier

0ooa

{
"apn_identifier": {
"apn": "internet",
"ip version": "ipv4v6"
}
}

IP (0000

e "ipv4" -[]IPv4

e "ipv6e" -[]IPv6

e "ipv4ve" - [J00IPv4 [ IPv6[

* "ipv4 or ipv6" - [0000OIPv4 [ IPve[]

OO00OHTTP 20100

{
"data": {
"id": "4fa85f64-5717-4562-b3fc-2c963f66afab",
"apn": "internet",
"ip version": "ipv4ve"
}
}
O

* apn[J0001-254 000000
* ip_version[0000000000COOO

00 APN [O00GET /api/apn/identifier

2. [0 APN QoS [0

00 QoS QHiooDQCInninnO



O00POST /api/apn/qos profile

0ooa

{

"apn_qos profile": {
“name”: "[000000",
"gci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,
"pre emption capability": false,
"pre emption vulnerability": true,
"online charging enabled": false,
"offline charging enabled": true

QoS [0



ad

name

gci

allocation retention priority

apn_ambr dl kbps

apn _ambr ul kbps

pre emption capability

pre emption vulnerability

online charging enabled

offline charging enabled

0d

1-254 00

1-254

1-15

1-
4,294,967,293

1-
4,294,967,293

true/false

true/false

true/false/null

true/false/null

0d

0o00o0oooo

QoS 00001-4 =
GBR[]5-9 = []
GBR[]

ARP 01 = 0000
0o

APN 00000000
Okbps[]

APN 00000000
Okbps(]

000000000000

0o00o0oooo0OO

000 Online AVP
00 Gx CCA-IJ
null 000000
PGW [J CCR-1 OO0
I

000 0ffline AVP
[0 Gx CCA-I]]
null 00000
PGW [] CCR-I [0
[



00 Q€I 00

1 - J0000VoLTE[ - GBRO100ms 000

e 2 -[000 - GBRO150ms 0000
e 5 -IMS -0 GBR[J100ms 000

* 9 - 000000000 - 0 GBRO300ms (00

OO0OHTTP 20100

{
"data": {
"id": "8d8ac610-566d-4ef0-9c22-186b2a5ed793",
‘name”: "[0000000",
"qci": 9,
"allocation retention priority": 8,
"apn _ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,
"pre _emption capability": false,
"pre _emption vulnerability": true,
"online charging enabled": false,
"offline charging enabled": true
}
}

00 QoS [OO00UGET /api/apn/qos_profile

3. 00 APN 000
0 APN 000 QoS 000000

OO0POST /api/apn/profile

0o



{
"apn _profile": {
“name": "[O0 APN",
"apn_identifier id": "4fa85f64-5717-4562-b3fc-2c963f66afa6",
"apn_qos profile id": "8d8ac610-566d-4ef0-9c22-186b2a5ed793"

}
}

0o

* name J00000000O0COOO
* apn_identifier id [ 01D
* apn _qos profile id [ gIb

OO0OHTTP 20100

{
"data": {
"id": "alb2c3d4-e5f6-4a3b-8c2d-1e0f9a8b7c6d",
“name": "[O0 APN",
"apn identifier id": "4fa85f64-5717-4562-b3fc-2c963f66afab",
"apn _qos profile id": "8d8ac610-566d-4ef0-9c22-186b2a5ed793"
}
}
ada

* apn identifier id []J apn qos profile id 0000000
[0 APN 0000 QoS O0000UO0COOOO

00 APN JJJJJGET /api/apn/profile

Hooooood

00 1000 IMS APN [00VolLTE[]



# 1. [0 APN [0
curl -X POST https://hss.example.com:8443/api/apn/identifier \

-H "Content-Type: application/json" \

-d '{
"apn_identifier": {
"apn": "ims",
“ip version": "ipv4ve"
}
}
# O00{"data": {"id": "2c3e4f5a-6b7c-4d8e-9f0a-1b2c3d4e5f6a", ...}}

# 2. [J0 QoS (JOOOOIMS (00
curl -X POST https://hss.example.com:8443/api/apn/qos profile \

-H "Content-Type: application/json" \
-d '{
"apn _qos profile": {
"name": "IMS [J[] QoS",
"qci": 5,
"allocation retention priority": 2,
"apn ambr dl kbps": 5000,
"apn _ambr ul kbps": 5000,
"pre _emption capability": true,
"pre emption vulnerability": false
}
}
# 0O00{"data": {"id": "7b44a3e0-27cc-4b21-8d7a-3f19e5c2b8d4", ...}}

# 3. 00 APN (000
curl -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d '{
"apn profile": {
"name": "IMS APN",
"apn_identifier id": "2c3e4f5a-6b7c-4d8e-9f0a-1b2c3d4e5f6a",
"apn qos profile id": "7b44a3e0-27cc-4b21-8d7a-3f19e5c2b8d4"
¥
}
# J00{"data": {"id": "91c2f3a4-5d6e-4f7a-8b9c-0dle2f3a4b5c", ...}}

00 2000000

UOOCAPN 000000 EPC 000CO0OOOOOOO 000 APN 00000000



0oooooa

00 QoS 0000

PATCH /api/apn/qos profile/{id}
PUT /api/apn/qos profile/{id}

00 - 000000000

# [0 QoS [0I0IOOOOOO
curl -X PATCH

https://hss.example.com:8443/api/apn/qos profile/8d8ac610-566d-
4ef0-9c22-186b2a5ed793 \
-H "Content-Type: application/json" \
-d '{
"apn_qos profile": {
"apn _ambr dl kbps": 150000,
"apn ambr ul kbps": 75000
}
3

Ooooooon

1. 0000 QoS 00000

2. J000000000 QoS 00U00OD APN OO0 PDN [0
3. 000000000000 PGW [0 Gx RAR

4. PGW (000 QoS 000000000

5. (J00000000O0000OOO

0000000 100 DO000000000 QoS 00UUO“0on™ APN 0000 API O0U00OCOOOOOO 100 O
00000000000 150 Mbps [0/75 Mbps (00

0000000 APN QoS IND000OU D00OCUDOODO00DODD APN 000 PDN O00000COOOCUOO
oo

0000



DELETE /api/apn/identifier/{id}
DELETE /api/apn/qos profile/{id}
DELETE /api/apn/profile/{id}

0000

* (0000 APN 0000000 APN 0000 QoS 0000
+ (00000000000 APN 0000

0o

00000000 100 Mbps / [0 50 Mbps([]

"apn_qos profile": {
“name": "00000",
"gci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,
"pre emption capability": false,
"pre _emption vulnerability": true

00000000 500 Mbps / [0 100 Mbps(][]

{
"apn_qos profile": {
“name”: "[0000",
"gqci": 8,
"allocation retention priority": 5,
"apn_ambr dl kbps": 500000,
"apn_ambr ul kbps": 100000,
"pre _emption capability": true,
"pre emption vulnerability": false



0o0/M2MO00000

{
"apn _qos profile": {
"name": "[OO0 M2M",
"gqci": 9,
"allocation retention priority": 10,
"apn_ambr dl kbps": 1024,
"apn _ambr ul kbps": 512,
"pre _emption capability": false,
"pre _emption vulnerability": true
¥
}
O0o000000000
{
"apn_qos profile": {
“name": "[OJ APN",
"gci": 5,
"allocation retention priority": 1,
"apn _ambr dl kbps": 10000,
"apn _ambr ul kbps": 10000,
"pre emption capability": true,
"pre emption vulnerability": false
}
}

il

Diameter [J[][]

Gx [J00config/runtime.exs [



%{
application name: :gx,
application dictionary: :diameter gen 3gpp gXx,
vendor specific application ids: [
%s{vendor id: 10415, auth application id: 16 777 238}
]

Rx [0 config/runtime.exs ]

%{
application name: :rx,
application dictionary: :diameter gen 3gpp rx,
vendor specific application ids: [
%s{vendor id: 10415, auth application id: 16 777 236}
]
}

QoS ([
QoS 00000
* 000000000 APN 0000

o apn qgos profile.qci[JQoS OO0

o apn_qos profile.apn ambr ul kbps [JIO00O000OO0
o apn_qos profile.apn ambr dl kbps 0000000000
o apn_qos profile.priority level JUOUOOOOO

* 000000 Rx AAR [00000COO

o QCI010oooog
o JO000O0O0O Max-Requested-Bandwidth AVPs

o JO00000 Flow-Description AVPs



Juod

0oo0
2001
5001
5002

5063

Hodo
0000

PCRF 00

od

ad

0o

0o

000

0d

DIAMETER_SUCCESS

0ooog

Ooooo

0ooog

« [0 PDN [0 - 00 APN 000000

* VolLTE (J0 - 00 IMS 0000000000000

* QoS [ - 00 APN 000000
* 0000 - 000000000000

Joooo

PCRF 000CO0OOOOO

* [0 Gx 000 000000/00

* 00000OTFTOOD 0000000
* [O00000OOCOOOOO0

* [000000OOO0O0OOOOOOO

0d

000000

IMSI 00000000

PDN [000000000/00

IMS 0000000

00000000000OC000000000R000 TFT 0000000



Juod

. - 0000 OCS Jiionoooo
. - 0000000

. - 000 AP0

« [[I-00HSS OO

- 0000 Diameter AVP [0



API

il

AN
400 000

{

"error": "Invalid JSON format"

}

0o

* JSON 0000
* 000000
* 000000

404 [0

{

"error": "Resource not found"

}

0o



+ [00/0000/00000
« URL OO ID 000

422 [J00000

{

"errors": {
"imsi": ["has already been taken"],
"key set id": ["does not exist"]

}
}

0o

* 0000
* (0000000
* 0000000

500 00000

{

"error": "Internal server error"

}

ooo

* 0000000
* 000000000



Jooood



APl Request

e OmniCore  OmniCall OmniRAN  OmniCharge Platform
X 0000 -
- 5GCw - v - -
Invalid |SONM Valid
‘ 400 Bad Request Authorized?
N“,/ /&5
[
|
I
401 Unauthorized Resource Exists?
/ N\
/ \
Mo \‘re:v.
‘ 404 Mot Found ‘ Data Valid?
KX/(\
Hn/ \hs
{ }
422 Validation Error ‘ Process Reguest ‘
Database OK?

Error

Success



< [0 API OO



API

il

1NN

JO00C0O0OOOODOOOOOOODOOOOtOODOOOOoOOdOoHOCOO0Oo0OE
00000 00000 ja O0JSON 00000 apt-get install jq [ brew install jq 00O

0oooo



# 1. 0000
KEY SET ID=$(curl -k -X POST

https://hss.example.com:8443/api/key set \

-H "Content-Type: application/json" \

-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
"sqn": 0O

Y'" | jg -r '.response.id")

# 2. [J0 APN QoS [J000
APN_QO0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "[0000 QoS",
"allocation retention priority": 8,
"apn _ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,
"pre _emption capability": true,
"pre emption vulnerability": true,
"gci": 9
}' | jg -r '.response.id"')

# 3. [0 APN 0O
APN ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
“apn": "internet",
"ip version": "ipv4v6"
}' | jg -r '.response.id"')

# 4. [J0 APN OO0
APN_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d "{
\"apn _identifier id\": \"$APN_ID\",
\"apn _qos profile id\": \"$APN QOS ID\",
\"name\": \"[OOO APN\"



}" | jg -r '.response.id')

# 5. [0 EPC 0JO0OO
EPC_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

@l "]
\"apn profiles\": [$APN_PROFILE ID],
\"name\": \"0O0OOOOO\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue _ambr dl kbps\": 100000,
\"ue ambr ul kbps\": 50000

" | jqg -r '.response.id"')

# 6. 0000
SUBSCRIBER ID=$(curl -k -X POST
https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d "{
\"imsi\": \"001001123456789\",
\"key set id\": \"$KEY SET ID\",
\"epc profile id\": \"$EPC PROFILE ID\"
" | jg -r '.response.id"')

echo "[O0O0O0OOOID: $SUBSCRIBER ID*

Oooooon
HO000000000OC0O0OD0O

1. 0000 (CH0) - 000000

2. (0000000 ( ) - 00000000
3. APN ] ( ) - 0 QoS 0000
4. 0000 (1) - DO00o00

0000

* 0000000000
* [00000O0OO0O
* (00000000



* 0000 siMOo0oo0

0o
. - 00000000
. - J0000000

IR NEN

00000000 sIM 00000000COD000000DOD00DO000000obO00000a

000CO000D000DO000CO00D0000DODOoDOoo00oO SM f000o0oootOoosIM 0ooooo
[0 ICCIDOPINOPUK [J ADM O0000000000CKIDOPcODOO000OCOO0000C00

000000 IMSI J00000000D0000O000CO00OODOoDODooOo0otODOobO0ooODooCO0o000
EPC 00ODO00ODOIMS 00000 MSISDN O000000000C000 SIMODOOCO0O00000DOo0o00
000000000000C0O00000000 siMO0DO000000oDOooO O



Hooood

T

0 SIM 0000000

_.r Dormant
F .' 10 (PATCH) a0 (PATCH)
OO0 sl + [0 + SIM[]
0 MSISDNOOO0000 0 Active
(000000000000 ' '
oo :

000000 MSISDNQ
000 EPCIIMS 0000000
00000000

0 1 0000000 sSiMOd000o000oag

0 SIM J000000000C000C000000 SIM 0000000000000 e O000OO0O000O00CO




# 1. 0 SIM 0000OOOOOC (Ki, OPc)
KEY_SET ID=$(curl -k -X POST

https://hss.example.com:8443/api/key set \

-H "Content-Type: application/json" \

-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
"sqn": 0O

Y'" | jg -r '.response.id")

# 2. [0 SIM Q000000 SIM (ICCID, PIN/PUK/ADM)
SIM ID=$(curl -k -X POST https://hss.example.com:8443/api/sim \
-H "Content-Type: application/json" \
-d '{
"iccid": "8944000000000000001",
"is esim": false,
"ind length": 5
}' | jg -r '.response.id"')

# 3. (000000000

# imsi [J key set id [JOJ00000 SIMOOOO MSISDN 0000000
SUBSCRIBER ID=$(curl -k -X POST

https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
@ T
\"imsi\": \"001010000000001\",
\"key set id\": \"$KEY SET ID\",
\"sim id\": \"$SIM ID\",
\"enabled\": false,
\"ims_enabled\": false
" | jg -r '.response.id"')

O A M W R LSRN N R NN
O

[ 2 J0000000000000000000

00000000000 PATCH 00000 MSISDNOOOOCOOOOO enabled 000 true(l



curl -k -X PATCH

https://hss.example.com:8443/api/subscriber/$SUBSCRIBER ID \
-H "Content-Type: application/json" \
-d "{

"enabled\": true,

"ims_enabled\": true,

"msisdns\": [\"$MSISDN_ID\"],

"epc_profile_id\": \"$EPC_PROFILE_ID\",

“ims profile id\": \"$IMS PROFILE ID\",

“roaming profile id\": \"$ROAMING PROFILE ID\"

B P

PATCH [J000DO00OCOOMSIODOOD SIM 000000000 MSISDN O0000000000000C000
0oo00o0tooooa

0 3 0000000000

0000000 enabled 000 false[J0000CO0000CCOOOC

curl -k -X PATCH
https://hss.example.com:8443/api/subscriber/$SUBSCRIBER ID \
-H "Content-Type: application/json" \
-d '{
"enabled": false,
"ims _enabled": false

} 1
0000 IMS 00000000000 ims_enabled 000 false[dd enabled 00 true[]

Hootnoooood

000000000000C0000RSS 0000000C00OHSS 00ooiiootinooboootooag

e 00000 enabled [J false[]]
* 00 IMS 0000 ims enabled [] false[

+ 0000CCOO0000000D LTE 000 EPC 000000000OO IMS 000 IMS 00000



0000000000 DIAMETER ERROR_USER UNKNOWN (5001) [J S6a [J Cx 000000
[ 0000000 MST O000000000000000000000 IMSI0

Joodo e o

000000R00000000O0oa e O0000OG

000 0000000000 APN 00000 ev4 000 1oT 00000


https://www.3gpp.org/DynaReport/29272.htm
https://www.3gpp.org/DynaReport/29272.htm
https://www.3gpp.org/DynaReport/29229.htm

# 00000000 jg (apt-get install jq [J brew install jq)

# 1. 00000
KEY SET ID=$(curl -k -X POST

https://hss.example.com:8443/api/key set \

-H "Content-Type: application/json" \

-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
“sqn": 0O

}' | jg -r '.response.id"')

# 2. [0 APN QoS (00O
APN QO0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "IoT [J0O0OO",
"allocation retention priority": 8,
"apn_ambr dl kbps": 10000,
"apn _ambr ul kbps": 5000,
"pre emption capability": false,
"pre emption vulnerability": false,
"gci": 9
}'"' | jqg -r '.response.id"')

# 3. 00 APN 00O
APN_ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
"apn": "internet",
"ip version": "ipv4"
}' | jg -r '.response.id"')

# 4. [0 APN [JO0OO
APN_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
_d II{
\"apn_identifier id\": \"$APN_ID\",



\"apn _qos profile id\": \"$APN QOS ID\",
\"name\": \"IoT 0O APN\"
}" | jq -r '.response.id')

# 5. [ APN OO0 IP
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d "{
\"apn profile id\": \"$APN PROFILE ID\",
\"ipv4 static ip\": \"100.64.1.100\"
" | jg -r '.response.id"')

# 6. [0 EPC 0000
EPC_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

-d "{
\"apn_profiles\": [$APN PROFILE ID],
\"name\": \"IoT JOOO\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue ambr dl kbps\": 10000,
\"ue ambr ul kbps\": 5000

" | jg -r '.response.id"')

# 7. [J0 MSISDNODOOOO
MSISDN ID=$(curl -k -X POST

https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": "14155551000"
}' | jg -r '.response.id"')

# 8. [JU0O0O0 IP OO0
SUBSCRIBER ID=$(curl -k -X POST

https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \

gl
\"imsi\": \"001001999999999\",
\"key set id\": \"$KEY SET ID\",
\"epc profile id\": \"$EPC PROFILE ID\",
\"msisdns\": [$MSISDN ID],
\"static ips\": [$STATIC IP ID]



}" | jg -r '.response.id')

echo "IoT OOO0OO"
echo " [ ID: $SUBSCRIBER ID"

echo " 1IMSI: 001001999999999"
echo " MSISDN: 14155551000"
echo " [0 IPv4: 100.64.1.10000 'internet' APN [O"

0oooooa

000000000000000 1oT OOO0O0

1. 0000 (L) - 0ooooo

2. APN [ ( ) - “009€”000

3.001P [0 ( ) - 000 IPv4 00 100.64.1.100
4. 00000000 ( ) - loT 0000000

5. 0000 ( ) - 000000

6. 0000 (11) - D00000O

0o

0000000000000 “0o0™ APN 000000000 1P 00 1e6.64.1.1660 (00000 DHCP 000

0000

* 000000 1P 000 APNOOOO APN 0000 2-5
* [0000000000a

* 000000000

* (000 siMO00000

0o
. - 00000 1P Od
. - 0000 1P 00000

. - 00000000



OmniHSS API

[

API ]

[0 URL

https://[hostname] :8443/api




jooo

e Content-Type: application/json

« 00: 000 HTTPS
* 00 844300000

00: 00 API 0000000070 JSON 000000o0oa

a0oa:
{
"name": "value",
"field": "value"
}
I000000€ € <€00:
{

"subscriber": {
"name": "value",
"field": "value"

}

}
ao:
# v 00

curl -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{"name": "default", "ifc template": "..."}'

# x [
curl -X POST https://hss.example.com:8443/api/ims/profile \

-H "Content-Type: application/json" \
-d '{"ims profile": {"name": "default", "ifc template": "..."}}'



jooo

000000 JSONOOooOooO
ao0d:
{
"status": "success",
"response": { ... }
}
ao0d=
{
"status": "error",

"response": {
"invalid fields": {

"field name": "error message"
¥
¥
}
HTTP (][]

0 1l o
200 OK 000 GETOPUT[IDELETE
201 Created (00 POST
400 Bad Request 0000000
404 Not Found 00000

422 Unprocessable Entity 000

500 Internal Server Error 000000



API 00

Client APl Validation Database

HTTPS OO (JSON)

0000 N
alt (oo
oa
. sazasssszssssssszsass
4007422 000
+ ...............................
[O0onoi
aooo
alt [O00On]
ad
- EaradamsmsmssrsssssssssssssssmrmssssEs
500 0000
.‘................;u................
(ool
oo
- FRRTRRY E R AR R P RTRRPPR
200/201 OO0
+ ...............................
Client APl Validation Database

Juo

joad
0000000000000

00 GET /api/subscriber

0oon-



a0 ad a0
enabled boolean  [O000O00

ims enabled boolean [JIMS 000000

oooo:

curl -k https://hss.example.com:8443/api/subscriber

oooo:

{
"data": [
{
"id": "d290flee-6c54-4b01-90e6-d701748f0851",
"imsi": "001001123456789",
"enabled": true,
“ims enabled": true,
"sim id": "3f2504e0-4f89-41d3-9a0c-0305e82c3301",
"key set id": "6ba7b810-9dad-41d1-80b4-00c04fd430c8",
"epc profile id": "e58ed763-928c-4155-bee9-fdbaaadcl5f3",
“ims profile id": "7c9e6679-7425-40de-944b-e07fcl1f90ae7",
"roaming profile id": "9c¢858901-8a57-4791-81fe-
4c455b099bc9",
"custom attributes": {},
"inserted at": "2025-10-15T10:30:00Z2",
"updated at": "2025-10-15T10:30:00Z"
}

00 1D 0000
00000 10 0000000

0= GET /api/subscriber/:id



pooo:

ad ad 0d

id string (UUID) Q0000 ID
Oooo:

curl -k https://hss.example.com:8443/api/subscriber/d290flee-6c54-
4b01-90e6-d701748f0851

00 IMSI 000
00 IMSI 00000

(= GET /api/subscriber/imsi/:imsi

nooo-
ad ad 0d 0d
imsi string [O000000O0  14-15 000

oooo-

curl -k
https://hss.example.com:8443/api/subscriber/imsi/001001123456789

0= 00 IMSI 00000000000a

[0 MSISDN (00
00000000000

00 GET /api/subscriber/msisdn/:msisdn



pooo:

0o ad ad ad

msisdn string [O0O0ISDN OO0 1-15 000 (E.164)

0oon-

curl -k
https://hss.example.com:8443/api/subscriber/msisdn/14155551234

00: O0000Oo0ODOo0OO0

0oad
000000

[JJ= POST /api/subscriber

pao-

{

"subscriber": {
"imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"sim id": "3f2504e0-4f89-41d3-9a0c-0305e82c3301",
"key set id": "6ba7b810-9dad-41d1-80b4-00c04fd430c8",
"epc profile id": "e58ed763-928c-4155-bee9-fdbaaadcl5f3",
"ims profile id": "7c9e6679-7425-40de-944b-e07fclf90ae7",
“roaming profile id": "9c858901-8a57-4791-81fe-4c455b099bc9"
"custom attributes": {

"note": "[0O00"

}

}

}

0ooo-



* imsi - (00 14-15 000000
* key_ set_id - 000000
* epc_profile_id - 0000000

oooo:

e enabled - [][J: true

e ims enabled - [][: true

* sim id -0

e ims profile id - [ QmMs 00000
e roaming profile id - [ 0000000
* msisdns - IDO0000000

e static ips - [JJ APN 00O ID [

e custom attributes - 000000

Nk
. - 000000
. - 000000000
. - 00O 1P 000 APN
nooo-

curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": "6ba7b810-9dad-41d1-80b4-00c04fd430c8",
"epc profile id": "e58ed763-928c-4155-bee9-fdbaaadcl5f3"
}
}

nooo-



\

0: 00000 ‘
00: 000 EPC 0000 ‘

0d: IMSI 000




201 (00

Hoo
0000000

(= PUT /api/subscriber/:id

oooo-

ad ad 0d

id string (UUID) [O00OO0O ID
HEE

{
"subscriber": {
"enabled": false,
"ims enabled": false,
"epc_profile id": "f47aclOb-58cc-4372-a567-0e02b2c3d479",
"custom attributes": {

"note": "[00OO0"
}
}
}

noooo:

* enabled - (/000000
* ims_enabled - O0/00 IMS OO
e sim id -0 1l
* key set_id -0 000
* epc profile id - [
e ims profile id - [

e roaming profile id - ][]



* msisdns - 0000000
e static ips - [J0J0O00 APN [J
e custom attributes - 000000

oooo:

 imsi - 000 IMSIOOOOOOOOCO
Nk

. - 00000000

oooo-

curl -k -X PUT

https://hss.example.com:8443/api/subscriber/d290flee-6c54-4b01-
90e6-d701748f0851 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"enabled": false
}
}

Nk

o O000O0: {"enabled": false}
e O0O00O0O: {"ims _enabled": false}

 JUO00000: {"epc_profile id": "f47aclOb-58cc-4372-a567-
0e02b2c3d479"} M

e J00O0O: {"roaming profile id": "1b671a64-40d5-491e-99b0-
da01ff1f3341"} [0 U

0oad
000000000

(= DELETE /api/subscriber/:id



pooo:

ad ad 0d

id string (UUID) Q0000 ID

0oon-

curl -k -X DELETE
https://hss.example.com:8443/api/subscriber/d290flee-6c54-4b01-
90e6-d701748f0851

00= 0O00D000000D0O0000000OOPDN 00000000000 MSI 000000

00: DO000OCOo0OOO

+ [ - D00000000
» SIM - J000000000
+ (11 - 000000000
: - ©0000000000
NN RN

00000000CDCLRODOODO00D0O00O0 MME 0000

(s POST /api/subscriber/cancel location

pao-

{
"imsi": "001001123456789"

}

Nk



0d ad 0d 0d
imsi  string [J 0000000 IMSIO14-15 O000

oooo-

curl -k -X POST
https://hss.example.com:8443/api/subscriber/cancel location \
-H "Content-Type: application/json" \
-d '{"imsi": "001001123456789"}"'

0000 (200 OK):

{
"data": {
"message”: "[0000000O0OC",
"imsi": "001001123456789",
"destination host": "mme@l.operator.com",
"destination realm": "epc.operator.com"
}
}

0000 (404 Not Found):

{

‘error”: "[JI000000CO0OC MME OO"
}

Nk

000000 MME [0 S6a CLR[Jsubscriber state.last seen mme[]

00 Cancellation-Type: subscription withdrawal 0000000

00 CLR-Flags: {s6a indicator: 1, reattach required: 1} [QUE J00O0O000
000000000 last seen mme [ nulldO00d 404

000 IMSI 0000 MSISDNsOO000000/SIME



0o-

0000: 00000000

0000: 0odooooooon

00o0: 00000 MME 0000000
00: O0000000ODOO0Oo0a
00: 0000000000

[ IMSI [I:
000 CLR OO0 MSISDN 0000

1. [ MSISDN([] IMSI:

// 000 IMSI [J 001001123456789[JMSISDNs [J ["+1234567890",
"+9876543210" ]

POST /api/subscriber/cancel location
{"imsi": "001001123456789"}

// 00: 0000 CLROOO MSISDN (00000000

2. [J0 IMSIsO00000:

// 000000000 MSISDNOOOOO IMSIsOOoooooo
// 00 A: IMSI 001001111111111, MSISDN "+1234567890"
// 00 B: IMSI 001001222222222, MSISDN "+1234567890"

POST /api/subscriber/cancel location
{"imsi": "001001111111111"}

// 00: 000 A 00000C B 0000

0oon-

e [0 IMSI: CLR OO0 IMSI 0000000 MSISDN

« [0: CLR 0000000000000 CLR 0000000 MME [€€€(
* (00 MME [J0: 00 MME [J0000CLR 0000000 HSS 000

* [0: 000 IMSI 00000000



pooo:

Sh RepositoryData[]][]]

0000 Sh O000OMMTEL O00IMS-0DB [00000000000000000000 Diameter Sh (0000
0000000000000000 GET/PUT/DELETE

/api/subscriber/repository data/:imsi[]

i N0000000000000000000000 REST API (0]
MSISDN (][]
MSISDNO0000000000000000000000000000000000000000000 0
[0 MSISDNs

NO0000000

U= GET /api/msisdn

0oon-

curl -k https://hss.example.com:8443/api/msisdn

0 MSISDN

0oooooooa

0= GET /api/msisdn/:id



pooo:

curl -k https://hss.example.com:8443/api/msisdn/16fd2706-8baf-
433b-82eb-8c7fada847da

0] MSISDN

Oo0oo0oOoon

0= POST /api/msisdn

goo:
{
"msisdn": {
"msisdn": "14155551234"
}
}
0:

* 000 1-15 000
* (000
* (000 E.164 0O000O00COO + 00O

0ooo-

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": {
"msisdn": "14155551234"



[ MSISDN (0000
JodOf0btObbotobdObbotobiobbotiitobiotooboo0oon

[] MSISDN [J:



e OmniCore  OmniCall  OmniBAN  OmniCharge Platform
>
+ 5LHGCw - - - -

00: 000000 ®

I

00- 000 EPC 0000 IMSI 0000?

. ;

O0: IMSI 000 Oood

1

00000000




201 000

0o Ooooooon

(0 MSISDN

0o0oo0ooa

(0= DELETE /api/msisdn/:id

0ooo-

curl -k -X DELETE
https://hss.example.com:8443/api/msisdn/16fd2706-8baf-433b-82eb-
8c7fada847da

SIM []]

SIM 0000000 SIM 000000 1CCIbOiN000o0arPIN/PUK 000 OTA OO0SIM 00000000000
O

Nk

. - 00000 SIM 000000

[] SIMs

0ooo siM 0o

0= GET /api/sim

0oon-

curl -k https://hss.example.com:8443/api/sim



[ SIM
0000 SIM 0o
(0= GET /api/sim/:id

0oon-

curl -k https://hss.example.com:8443/api/sim/3f2504e0-4f89-41d3-
9a0c-0305e82c3301

00 SIM

00oooo siM 0ooa

(s POST /api/sim

aoo-
{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto",
"batch name": "2025-Q1-Batch-01",
"is esim": false,
"pinl": "1234",
"pin2": "5678",
"pukl": "12345678",
"puk2": "87654321",
"adml": "admin-code-1",
"kic": "0123456789ABCDEF0123456789ABCDEF",
"kid": "FEDCBA9876543210FEDCBA9876543210"
}
}
aooo:

e iccid - 19-20 (D€ €00



pooooooo:

e sim vendor - 0000

* batch name - [0

* is esim - eSIM OO000

e pinl, pin2 - Q000 PIN OO
* pukl, puk2 - PIN [JO00

e adml-adml0 - [0

* kic, kid - OTA 0000000OCOO0OO

0oon-

curl -k -X POST https://hss.example.com:8443/api/sim \
-H "Content-Type: application/json" \

-d '{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto"
}
}I
(] SIM
00 SIM 0000

(0= PUT /api/sim/:id

0ooo-

curl -k -X PUT https://hss.example.com:8443/api/sim/3f2504e0-4189-
41d3-9a0c-0305e82¢c3301 \
-H "Content-Type: application/json" \
-d '{
"sim": {
"batch name": "[O0O0O0O0O0OO"
}
}



(] SIM
00od SIM 0000
O0: DELETE /api/sim/:id

00: DO000000000O0000O siMOg

juoad

000000000 Milenage O0000000C0000000KIOOPC/OPOAMFOSQNONNN ' O0OO00OO
0o

Nk

. - J0000000000a

© o000

0000000000
U0: GET /api/key set

0oon-

curl -k https://hss.example.com:8443/api/key set

joodo
00000000

(= GET /api/key set/:id

0oon-



curl -k https://hss.example.com:8443/api/key set/6ba7b810-9dad-
41d1-80b4-00c04fd430c8

aooo:
{
"data": {
"id": "6ba7b810-9dad-41d1-80b4-00c04fd430c8",
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"op": null,
“amf": "8000",
"sgn": 0O,
"authentication algorithm": "milenage",
"ota counter": 0
}
}
aoooo
OO00o0oooooa

[00: POST /api/key set

aoa-
{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"amf": "8000",
"sgn": 0O,
"authentication algorithm": "milenage"
}
}

oooo:



* ki - 128 [J00032 0000000
* opc [J op{OPC JO0 OP 0

0000

 amf - J0J0"8000"
e sqgn - [J0000
* ota counter - 0000

0000

* 0000000000000
« Ki, OPC, OP[320000000012800
* AMF4000000001 600

0ooto

curl -k -X POST https://hss.example.com:8443/api/key

-H "Content-Type: application/json" \
-d '{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",

“opc": "FEDCBA9876543210FEDCBA9876543210",

"authentication algorithm": "milenage"

}
} 1

00000 Do00000000O00o00oO00oAPIOOG

duoad

000000000

000 PUT /api/key set/:id

000 0000 Do0oiOtOoUOoDOROodOoDORO00Oon

000 Oo0Oo0oOodotootObdotiotobdibiotooooo0a

set \



0000 €

Ooooooon

(00 DELETE /api/key set/:id

000 000000O0Oo0 - Ootobdoototoooooooa

AR
EPCOI00

EPCOI000000OOOCOOOODOD00ODO0OCOOON00T - ooo00

UOEPCOOOO

000 GET /api/epc/profile

OOEPCOOOO

000 GET /api/epc/profile/:id

UOEPCOOOO

0o

"apn_profiles": [],
Ilnamell : IIDDDDDDII ,
"network access mode": "OOO0",

“tracking area update interval seconds":

"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000

0o

600,



0o

name

ue _ambr dl kbps

ue ambr ul kbps

network access mode

tracking area update interval seconds

apn_profiles

0000

curl -k -X POST https://hss.example.com:
-H "Content-Type: application/json" \
-d '{
"apn profiles": [],
"name": "[J[J100Mbps",
"network access mode": "[OO",

"tracking area update interval seconds":

"ue ambr dl kbps": 100000,
"ue ambr ul Kkbps": 50000

} 1
noooa
. - 0000000000
. - J00000EPCOOOO

UOEPCOOOO

0d

0ooood

000000

0oooon

0ooo

TAU[OOO

APNOI00
127278

0o

0o

Kbps

Kbps

0oo

0o

0ooo0

10000-
1000000

5000-
500000

‘0o0"0*oa
ooo®

6000000

[10r1, 2, 3]

8443/api/epc/profile \

600,



000 PUT /api/epc/profile/:id
000 DEPCOO00000ODODOOOO000000O: - DO0000ODOOOOOO

UOEPCOOOO

000 DELETE /api/epc/profile/:id

000 00000000000 0o0oo0oa

IMS[000

IMS[IPO00000C000000C000000C0OD00OI FCOitbtionottbionooomMsoonboooa
gomMsoooo

000 GET /api/ims/profile

pamMsoooo

000 POST /api/ims/profile

0ooa

{
"name": "[J[JVOLTE",

"ifc template": "<IMS-XML-0OO-0O00>"
}

0oooo

 name - (0000000000
e ifc template - J0OLiquidJJ000FCOOOOOOOOXMLOO

IFCOO000

IFCO00000Liquid000000000000000



ad ad ada

{{ imsi }} goiMslI 001001123456789

{{ msisdns }} MSISDNOOOOO00OO ["14155551234", "14155555678"]

{{ mcc }} oooono 001
{{ mnc }} ooooo 001
000000000

IFCO00Liquid000000inja2000000MS 00000000

1. J0oOOomMSOO00O0000000000O00 €L imsi ¥4 for msisdn in msisdns %}
2. JO0APIDO00ODODO0000000RODO000000XMLO

3. J00000000COMSOOOMAA/SAANNORSSH
o JO000MSOO00

o (00000COOOOO0O
» {{ imsi }} - [JO0IMSI

= {{ msisdns }} - 0000000
= {{ mcc }} - 0000OOOOO

= {{ mnc }} - 000000OOO
o [JOCx/Diameter000XMLOO0S-CSCF

0000

<!-- [00ootog -->
{{ imsi }}

<!-- 0O00ooo --»
{% for msisdn in msisdns %}

<MSISDN>{{ msisdn }}</MSISDN>
% endfor %}

<!-- 0O -->
{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc }}.3gppnetwork.org



IFCOO000

<IMSSubscription>

<PrivateID>{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</PrivateID>
<ServiceProfile>

{% for msisdn in msisdns %}
<PublicIdentity>

<Identity>sip:{{ msisdn }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

<PublicIdentity>

<Identity>tel:{{ msisdn }}</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

% endfor %}

<InitialFilterCriteria>
<Priority>10</Priority>

<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>REGISTER</Method>

</SPT>

</TriggerPoint>

<ApplicationServer>
<ServerName>sip:as.ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>

</IMSSubscription>

00000curldn



curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \

-d '{
"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<IMSSubscription><ServiceProfile>...</ServiceProfile>
</IMSSubscription>"
} 1

O0000Python(][]

import requests

response = requests.post(
"https://hss.example.com:8443/api/ims/profile",

json={
"name": "default",
"ifc template": ifc template string

Iy
verify=False # 000000

0000020100000

"status": "success",

“response": {
"id": "0f8fad5b-d9cb-469f-al65-70867728950e",

"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?

0o

o APIONIFCON00000OXML
* 00000000ODOODO00OOO
* name JJ0J000000



0ooto

: - IFCON0000000

« [ - MSO000000

. - 0000
APN[O00O

APNII00000O0O00ODODOO0O0OO0DO00O

1. APN[0O - OOAPNOOOPOO
2. APN QoS[J0T - 00000000
3. APNI00 - D00000QoSH00n

0ooa 000000000D00QeSHUNCINNNDD 0ooo
OOAPNLOO

000 GET /api/apn/identifier

OOAPNLOOO

000 POST /api/apn/identifier

O000
{
"apn": "internet",
"ip version": "ipv4v6"
}
1POO00

e "ipv4" -[JIPv4

e "ipve" -[JIPv6

e "ipv4ve" - IPv4ave[dld

e "ipv4 or ipve" - IPvA[IPveOO000O

OOOAPNOOOOO


https://github.com/Omnitouch/hss/blob/main/lib/hss/control/common.ex#L1400-L1555

UOAPN QoS00

000 GET /api/apn/qos profile

OOAPN QoS00

000 POST /api/apn/qos profile

0o

"name" :

"0o00ooo* .,

"allocation retention priority": 8,

"apn_ambr dl kbps":

50000,

"apn_ambr ul kbps": 25000,
"pre emption capability": false,
"pre _emption vulnerability": true,

qci":

OOAPNQOOOO

000 GET /api/apn/profile

OOAPNLOOOO

000 POST /api/apn/profile

0ooa

{

"apn_identifier id":
"apn _qos profile id":

"name":

0000

“[ODAPN”

"4fa85f64-5717-4562-b3fc-2c963f66afab"”,

"8d8acb10-566d-4ef0@-9c22-186b2a5ed793",

* apn identifier id - 0000000
e apn _gos profile id - (000000



000

. - JOAPNOOOOOOO
. - APNO0000COEPCOOOO

JorPad

OOIPOOD0000OOAPNOODOODOODO0DOODODAPNODODOOIPVAL/OIPVENO0NOODHCPOOO
0oooon

0o

og
IMSI: 001001123456789
MSISDN: +1234567890

goip
IPv4: 100.64.1.1
IPv6: 2606:4700::1111

EPCOOOO
0ooo
TAUO

aore
IPv4: 100.64.2.1
APNOOO: ims
QCI: 5, ARP: 2

APN[OO0: internet
QCI: 9, ARP: 8

0o00o0o00o




UE/ .
(IMSI: 001001133456789) AALE el FEEEE
I I I
’ 00000CO 000" APN ‘
OOOOOIMS! + APN: “000°0
000ocoamsIg
HSSOOOO
OOEPCOOOCOAPN
00"000" APNOOOOIP
000000
(APN: "000", QoS, [0IP: 100.64.1.1)
000000
(OOIP: 100.64.1.1)
PGWIIDIP
100.64.1. 1[J0PDN(
0o0ooo
(IP: 100.64.1.1)
OOO00IP: 100.64.1.10)
00000"0oo" APNOOO
100.64.1.1
\
UE/ .
(IMSI: 001001D1D23456789) MME OmniHSS PGW/GGSN
000000 - APNOOOOOOO
OOoo0seadiooooAPN-OOAVPOO00OONOOOO00000O
00ooo
1
IMSI: 0D1001123456789
MSISDN: +1234567890
0 W o
H aowean
EPCOO0 ™ ooe i —
oo IPv4: 100.64.1.1 a. 100 643 1
TAUO IPwB: 2606:4700::1111 : o
T
| —
_— ,
. -
o OOOAPN._ [ OO0APN
| ' e |
! e e !
Y o APN — .r’f
- T
APN[OD: internet APN[ID: ims
QCI: 9, ARP: B QCl: 5, ARP: 2




000

1. J000DOOOOAPNOOOOOCOOO0O00O, 1, 2.0

2. 000000000 apn_identifier.apndddd"internet"[]"ims"[]

3. PDNJ000apn identifier.ip version[J00ipv4=0ipv6=1[ipv4v6=2[]
ipv4_or_ipv6=3[]

4. QoS[I00000apn _gos profile[]

5. AMBRJJ0J0010000kbps = bpsd

6. JOOIPUOD00000+APNOOOCOOPOOO
o (0000subscriber.static_ips — [Japn_profile_id [ - [O0IP

o |IPO0O00O0O0OOa@apn _identifier.ip version[]]
7. VPLMN-[0000000000000000 - DO00€<€n000iP

0oooooa

oo
IMSI: 001001123456789

APNLOO
00: internet
IPO0: IPv4ve

OoiP #1
100.64.1.1
J0'internet' APN

OoiP #2
100.64.2.1
0J0'ims' APN

00o
Ki, OPC, AMF

APN Qos[000
QClI: 9, J0: 50Mbps
APNOOOO

EPCO000
0000
000000

0oooo

* DAPNLICCCCOPO00000
* UOOO0APNCOIPOO00000APNOOOOOOOPOO
« 1Pv4[IPv6[0000!PO000IPv4O0IPveON

* [JOrPOO00o0POOOIOODOOOOPOOCNO00OOCO
o [O0IPv4dIPve[I00CD000O0000COOODAPNOD

o [J0000000OIPOOOO



° (000000000 ipv4_static_ip[ipv6_static_ip 000000
* J000000OOCOPOO0OOCO

0o

loTOOOOOIPEO
0O000o0000NoODOOOPOoO0ooE0
Ooo0POO0d000O0O
pooPO0o0oCO

OOIPO000000000

gooowe
000000100

000 GET /api/epc/static ip

0oooo

curl -k https://hss.example.com:8443/api/epc/static ip

0oooo



"data": [
{
"id": "c56a4180-65aa-42ec-a945-5fd21dec0538",
"apn profile id": "alb2c3d4-e5f6-4a3b-8c2d-1e0f9a8b7c6d",
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111",
"apn profile": {
"id": "alb2c3d4-e5f6-4a3b-8c2d-1e0f9a8b7c6d",
“name": "[OOAPN",
"apn_identifier": {
"apn": "internet",
"ip version": "ipv4ve"
}

}
"inserted at": "2025-11-15T10:30:00Z",

"updated at": "2025-11-15T10:30:00Z"

gogome
00000001POND

000 GET /api/epc/static ip/:id

0oooo

0o ad 0d

id string (UUID) [O0OPOOOID
noooa

curl -k https://hss.example.com:8443/api/epc/static ip/c56a4180-
65aa-42ec-a945-5fd21dec0©538



joooie
DAPNOOOOO0IPOCD

000 POST /api/epc/static_ip

0ooa

{
"static ip": {
"apn profile id": "alb2c3d4-e5f6-4a3b-8c2d-1e0f9a8b7c6d",
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"

}
}

0oooo

e apn profile id - 000000
 UO00OO0O ipv4 static ip [ ipv6 static ip

0000

e ipv4 static_ip - IPv4 000000000000
e ipv6 static ip - IPv6 000000000

IP (0000

* IPvAI00000000000 100. 64 . 1. 11
« IPv6[00000000000000000 2606:4760:47600: : 1111[]

* IPv4 [JIPv6 [00000OCO IP OO0 O00O
o J0000C0OO 1P 0000

° (00 IP J000O0OO0O00CO00O APN ]
o JO000D00O0U0O0OOOO

0000



0 IPvd IPv6 a0

0iPva v - {"ipv4 static ip": "100.64.1.1"}
0IPv6 - v {"ipv6 static ip": "2606:4700:4700::1111"}
0] 4 v Oodoooo

Ooo0a

0 1Pva [ IP[]

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": "alb2c3d4-e5f6-4a3b-8c2d-1e@f9a8b7c6d",
"ipv4 static ip": "100.64.1.1"
¥
}

0 1Pve [ 1P

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static_ip": {
"apn _profile id": "b2c3d4e5-f6a7-4blc-9d2e-3f4a5b6c7d8e",
"ipve static ip": "2606:4700:4700::1111"
}
}

0ooo 1ef



curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": "alb2c3d4-e5f6-4a3b-8c2d-1e@f9a8b7c6d",
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}

0000 (201 0MO

{
"data": {
"id": "c56a4180-65aa-42ec-a945-5fd21dec0538",
"apn profile id": "alb2c3d4-e5f6-4a3b-8c2d-1e0f9a8b7c6d",
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111",
"inserted at": "2025-11-15T10:30:00Z",
"updated at": "2025-11-15T10:30:00Z"
}
}
000
. - JU00000C00
. - 00 APN [0
Jood 1P

0oooooo e ooa

000 PUT /api/epc/static ip/:id

0ooto



0o ad 0d

id string (UUID) [QIPQOOQID

0ooa

{
"static_ip": {
"ipv4 static ip": "100.64.1.2",
"ipv6 static ip": "2606:4700:4700::1112"
}
}

000000

e ipv4 static_ip - [JIPv4 00
e ipv6 static ip - [0 IPv6 [0
» apn_profile_id - 00 APN [0

0oooo
 id - 00000
000 00000000 1P 00000000000 PDN 00000 PDN 0OO0O0OOD PO0DOOCOOOOOOC

0oooo

curl -k -X PUT
https://hss.example.com:8443/api/epc/static _ip/c56a4180-65aa-42ec-
a945-5fd21dec0538 \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"ipv4 static ip": "100.64.1.2"
¥
3



jooo e
©9 o000 1P 000

000 DELETE /api/epc/static ip/:id

0000

0o gd 0d

id  string (UUID) [OIPQOO0ID
0oooo

curl -k -X DELETE
https://hss.example.com:8443/api/epc/static ip/c56a4180-65aa-42ec-
a945-5fd21dec0538

0o

* (000 1P 00

00O UAPN 000000000000
* (0000 1P 00000000OCOOO0O 1P

* [000P 00000000

000 O0000000000O0D PO000000COD00D PDN 0000000 POOOCOOOO0OOOCOOOO0OO
O O

000 P 0o0dod
0000 1P 00000000000000000000 1P 000 (71 000
ooonn

1. 0000 o000 0
2. 00 static_ips 0000000

00000 e 00000



# [0 1 000 "internet" APN OO0 IP
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn profile id": "alb2c3d4-e5f6-4a3b-8c2d-1e0f9%9a8b7c6d",
"ipv4 static ip": "100.64.1.1",
"ipvbe static ip": "2606:4700:4700::1111"
}
' | jg -r '.data.id")

# [0 2 0000000000 IP OO0O0
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
@ O
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": \"6ba7b810-9dad-41d1-80b4-00c04fd430c8\",
\"epc profile id\": \"e58ed763-928c-4155-bee9-
fdbaaadcl5f3\",
\"static ips\": [$STATIC IP ID]
¥
3

0000000000 reQ

curl -k -X PUT
https://hss.example.com:8443/api/subscriber/d290flee-6c54-4b01-
90e6-d701748f0851 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"static ips": ["c56a4180-65aa-42ec-a945-5fd21dec0538",
"5a8f9c3e-2d4b-4e6f-8alb-3c5d7e9f0a2b" ]
¥
}

0000 1PO00 APNQOQ

0000000000000 PO00C0 1P 00000 APN



# [] "internet" APN OO0 IP
INTERNET IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn profile id": "alb2c3d4-e5f6-4a3b-8c2d-1e@f9a8b7c6d",
"ipv4 static ip": "100.64.1.1"

}
} | jq -r '.data.id')

# 0 "ims" APN OO0OO IP
IMS IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": "b2c3d4e5-f6a7-4blc-9d2e-3f4a5bb6c7d8e",
"ipv4 static ip": "100.64.2.1"

}
}' | jg -r '.data.id')

# 000 IP 000000
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d "{
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": \"6ba7b810-9dad-41d1-80b4-00c04fd430c8\",
\"epc profile id\": \"e58ed763-928c-4155-bee9-
fdbaaadcl5f3\",
\"static ips\": [$INTERNET IP, $IMS IP]
}
3
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# 00000 IP 00000 APNOOOOO
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"static_ips": ["c56a4180-65aa-42ec-a945-5fd21dec0538",
"5a8f9c3e-2d4b-4e6f-8alb-3c5d7e9f0a2b" ]
}
}

# (0000
{
"errors": {
"static _ips": [
"00000000 APN 000 IP OOO00COCOOOOOOOO internet OO0O0O IP
100.64.1.100000 internet [JJ 100.64.1.2"

}
}
0000
. - 00000
. - J000000
. - 000000
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0000000DO00OCODOO0000DOoOD IMS 0000000000 HHHooo MCC/MNC 00000000
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000 GET /api/roaming/profile



Jooooood

000 POST /api/roaming/profile

0o

{

“roaming profile": {
"name": "0000000",

"data action if no rules match": "deny",
"ims action if no_rules match": "deny",
“roaming rules": T[]
}
}
aooc

e "allow" - [

e “deny" -0
Oooon
* data action if no rules match - [0 RN

e ims_action_if_no_rules_match - IMS (000000

Huooon

000 GET /api/roaming/rule

Hooooo

000 POST /api/roaming/rule

0ooa



{

"roaming rule": {
“name": "[0 AT&T",

"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"
}
}
00

* mcc - 00000003 0000

e mnc - JO000002-3 0000
* data _action - "allow" [J "deny" [JOOO

* ims action - "allow" [J "deny" IMS/0000

0000

. - 0000000
. - 00000O0Oo0O0OO

EIR [][]

OmniHSS [0 513 0000000000CCCEIRODEIR OO00 IMEI OOO0COOOO

00000000000S13 00000 IME! 000000 O

00 EIR (IO

000 GET /api/eir/rule

00 EIR IO

000 POST /api/eir/rule



0o

{
"eir rule": {
"name": "[JJ iPhone 6",
"imei regex": "7~35[0-9]{6}0[0-9]1{7}%$",
"action": 1
}
}

0o

 name - 00000000
* imei regex - [0 IMEI 00000000
* action - (I00O0000O0I00C00020

0ooa

* 0 - 000000
« 1 -[000000
* 2 - [00000000O

ooo

* 000000000000 IMEID
* 0000000 TAC 000000
* [O000O0OOCOOOOOOOCOOOOOn

Hoodd
. - 513 00 EIR 0000
. - OmMNIHSS EIR [
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API

Juod

00 API 00000

000 GET /api/status

0000

curl -k https://hss.example.com:8443/api/status

0000

"status": "ok"

000 0o0U0ototoooooooa
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config/config.exs  ———

00 ——» OmniHSS 0
an 000

000 +—————— configfruntime.exs |

config/config.exs ([J])

0oo000oo0ooo0o0o0

* 00000000
* API OO0
* [Joo0

config/runtime.exs ([J])
000000000000000000

(000000
Diameter (0000

[0 PLMN [][]
IMS S-CSCF [J]

000000

Huoooooa

000C0000D000000000 HSS 0000



# config/runtime.exs

config :license client,
# 000000 API (J00O00CDOOO

license server api urls:

["https://license.example.com:8443/api"],

# 0000000
licensee: "[000000",

# 00000
product name: "omnihss"

Oo0oooo0

0o

license server api urls

licensee

product name

0000

» JO00O0000O00O0 HSS OO
« [0 HTTPS 000000000
[0 URL @e€00000
 [JU0000O00C000O

ad

0ooa

ad
URL

0d
N
0ooa

Ooo0
0ooO

0d

["https://10.0.0.1:8443/api"]

"ACME Telecom"

"omnihss"
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Hobo
0000000

# config/runtime.exs

config :hss, Hss.Repo,
# 000000
username: System.get env("DATABASE USERNAME", "root"),
password: System.get env("DATABASE PASSWORD", "password"),
hostname: System.get env("DATABASE HOSTNAME", "localhost"),
database: System.get env("DATABASE NAME", "omnihss"),

# 0000
pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "20")),

# (000000000
timeout: 15 000,

connect timeout: 15 000,

# 0000
show sensitive data on connection error: false

Jooooon
il 00 o0 1©6€
username  SQL 000000 “root” 0000000000
password SQL 00000 "password" OO00000000o0o0

hostname SQL JO000o0oo "localhost” 000000 FQDN [ 1P

database 0oooo ‘omnihss" Oo00o0O00o0Oon

pool_size  [000OO 20 000000010-50 Ooooa
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Jo0o0ooood

# config/runtime.exs - 0000

config :hss, Hss.Repo,
username: System.fetch env!("DATABASE USERNAME"), # 00000
password: System.fetch env! ("DATABASE PASSWORD"), # 00000
hostname: System.get env("DATABASE HOSTNAME",
"db.internal.example.com"),
database: System.get env("DATABASE NAME", "omnihss"),

port: String.to integer(System.get env("DATABASE PORT",
u5432u))’

pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "30")),
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/postgres-ca.pem”,
verify: :verify peer



Diameter []

Diameter [J[][[]

# config/runtime.exs

diameter config = %{
service name: :omnitouch hss,

# (000

listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port:

String.to _integer(System.get env("DIAMETER LISTEN PORT", "3868")),

# Diameter [

host: System.get env("DIAMETER HOST", "omnihss"),
realm: System.get env("DIAMETER REALM",
"epc.mncOO01l.mccOO1.3gppnetwork.org"),

# 0000

product name: "OmniHSS",

vendor id: 10415, # 3GPP

supported vendor ids: [5535, 10415],

# 0000
request timeout: 5000,

# 0000
peers: [

# 00000000
]

config :hss, :diameter, diameter config



Diameter [J[[]

Diameter [J[] FQDN gooo

AR :
= o

000

e 00 HSS J00000000"omnihss"[]"hss01"[]

* (00 000 PLMN 00 Diameter 0000
00"epc.mnc001.mcc001.3gppnetwork.org"[]

* 00000 OO0 {host}.{realm}

[[] Diameter ][]

0o00o0o00o00a



# config/runtime.exs

peer

s: |

# MME 0000

%1

}I

#

o°

{

}

#

host: "mmeOl.epc.mnc00l.mccOOl.3gppnetwork.org",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",

ip: "10.7.25.100",

port: 3868,

transport: :sctp, # [J :tcp

applications: [:s6a]

P-GW (0000

host: "pgw0l.epc.mncOOl.mccO0l.3gppnetwork.org",
realm: "epc.mnc@Ol.mcc001.3gppnetwork.org",

ip: "10.7.25.101",

port: 3868,

transport: :sctp,

applications: [:gx]

I-CSCF 00000

%1

0oooa
ooooa

host: "icscf@l.ims.mnc001l.mccOO1.3gppnetwork.org"”
realm: "ims.mnc@O1l.mcc001.3gppnetwork.org",

ip: "10.7.25.102",

port: 3868,

transport: :tcp,

applications: [:cx]

[0 HSS 00000000



# config/runtime.exs

diameter config = %{

# ... 0000 ...
peers: [1 # 00 - 0000OCO
}
Diameter [J]00000
OO000
00 00 00 00

SCTP [00000COOO 000000000000 - 0000 Diameter

TCP 0o0000000000o  Oo00odoooa 00 SCTP 000000

Juo

100 PLMN ]

00 PLMN 0000000000

# config/runtime.exs

config :hss, :home plmn, %{
mcc: System.get env("HOME PLMN MCC", "001"), # 000000
mnc: System.get env("HOME PLMN MNC", "001") # QJO0ee00

}



HSS (000

000000 HSS 0o000oo

# config/runtime.exs

config :hss,

# Ecto [0UO0O0O0OCO
ecto repos: [Hss.Repo],

# MME (OO0 CLROOOCOOOO
send clr on mme change: true,

# 000000000 Diameter [0
stop diameter on database failure: true,

# (000000

license enforced: true,
license module: LicenseClient

HSS (0000
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license module
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# config/runtime.exs

# Diameter [
listen ip: System.get env("DIAMETER LISTEN IP", "0.0.0.0"), # OOO
0

# (00000
# listen ip: "10.7.25.186",

# API [0
config :hss, HssWeb.Api.Endpoint,
http: [
ip: {0, 0, 0, 0}, # (00O
port: 8443
]
# 00000
config :hss, HssWeb.ControlPanel.Endpoint,
http: [
ip: {0, 0, 0, 0}, # QOO0
port: 7443

]

0oooooa
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IMS (][]

S-CSCF 1000

# config/runtime.exs

config :hss, :ims, %{
scscf: %{

# [(0000: random _peer [J :round robin
selection method: :random peer,

# 00 S-CSCF 00000
peers: [

%{
host:
"sip:scscf0l.ims.mnc@O1.mccOO1l.3gppnetwork.org:5060",
capabilities: [] # 000000

host:

"sip:scscf02.ims.mnc@O1.mccOOLl.3gppnetwork.org:5060",
capabilities: []

}

S-CSCF 00

omniHSS =—{000000— D00 00 —OF—= OmnHss omniHSS

0000



ad 0d 0d

:random peer  [J00000O S-CSCF 000000

:round robin 000 S-CSCF 00000

IMS (000

0ooiMs oo EPC 000000

# EPC [0
"epc.mncO01.mccOO1.3gppnetwork.org"”

# IMS [0
"ims.mnc001.mccOO1.3gppnetwork.org"”

EIR [][]

0o Oo0000000o0OoOo0aO

I NENEND

# config/runtime.exs

config :hss, :eir, %{
# U0000000O0O00C0OO
unknown equipment behaviour: :whitelist
# 000
# :whitelist - Q00000
# :blacklist - 00000
# :greylist - [O0000000OO
# :reject unknown equipment - [00000000CO
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:whiteli :blac|d¥st : > unknown

0d ad ad od
0oon 0000 aooao 0ooO
0000
0d ad 0d
:whitelist 0ooooo IMEL - 0000000
:blacklist 0ooooo IMEL - 0000
:greylist 0000000 IMEN - 0000

:reject unknown equipment  [J00000000 Hodn

000 000000 swhitelist OO00000000 :greylist 000000000 :blacklist(]



API 000000
AP (1000

# config/config.exs

config :hss, HssWeb.Api.Endpoint,
url: [host: "localhost"],
render _errors: [view: HssWeb.ErrorView, accepts: ~w(json)],
pubsub server: Hss.PubSub,

# HTTPS OO
https: [
port: 8443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

Huooon

# config/config.exs

config :hss, HssWeb.ControlPanel.Endpoint,
url: [host: "localhost"],
render errors: [view: HssWeb.ErrorView, accepts: ~w(html json)],
pubsub server: Hss.PubSub,
live view: [signing salt: "some-secret"],

# HTTPS [0
https: [
port: 7443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"
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omnitouch.crt omnitouch.pem

000

* 000 X.509 00

* 00000

* (0000000000

« CN [ SAN 00000000

0oooo

https: [

port: 8443,

cipher suite: :strong,

certfile: System.get env("TLS CERT FILE",
"/etc/ssl/certs/omnihss.crt"),

keyfile: System.get env("TLS KEY FILE",
"/etc/ssl/private/omnihss.key"),

cacertfile: System.get env("TLS CA FILE", "/etc/ssl/certs/ca-
bundle.crt")
]
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# config/runtime.exs - [O00&®00
import Config

#

# (0000
#

config :hss, Hss.Repo,
username: System.fetch env!("DATABASE USERNAME"),
password: System.fetch env!("DATABASE PASSWORD"),
hostname: System.get env("DATABASE HOSTNAME", "db.omnihss.internal'
database: System.get env("DATABASE NAME", "omnihss"),
port: String.to integer(System.get env("DATABASE PORT", "5432")),
pool size: String.to integer(System.get env("DATABASE POOL SIZE", '
timeout: 15 000,
connect timeout: 15 000,
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/postgres-ca.pem",
verify: :verify peer

]

#

# (0000000
#

config :license client,
license server api urls: [System.get env("LICENSE SERVER URL",
"https://license.example.com:8443/api")],
licensee: System.get env("LICENSE ORGANIZATION", "{OOOO"),
product name: "omnihss"

#

# [0 PLMN [0 HSS 0000
#




config :hss,

ecto repos: [Hss.Repo],

home plmn: S%{
mcc: System.get env("HOME PLMN MCC", "001"),
mnc: System.get env("HOME PLMN MNC", "001")

}

send clr on mme change: true,

stop diameter on database failure: true,

license enforced: true,

license module: LicenseClient

#

# Diameter [
#

diameter config = %{
service name: :omnitouch hss,
listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port: String.to integer(System.get env("DIAMETER LISTEN PORT
"3868")),
host: System.get env("DIAMETER HOST", "omnihss01"),
realm: System.get env("DIAMETER REALM",
“epc.mncO01l.mccOO1.3gppnetwork.org"),
product name: "OmniHSS",
vendor id: 10415,
supported vendor ids: [5535, 10415],
request timeout: 5000,
peers: [
%{
host: "mmeOl.epc.mnc@Ol.mccOOl.3gppnetwork.org",
realm: "epc.mnc0O0l.mcc001.3gppnetwork.org",
ip: "10.7.25.100",
port: 3868,
transport: :sctp,
applications: [:s6al

config :hss, :diameter, diameter config

#




# INMS [
#

config :hss, :ims, %{
scscf: %{
selection method: :random peer,
peers: [
%{host: "sip:scscf@l.ims.mnc001l.mccOO1.3gppnetwork.org:5060"},
%{host: "sip:scscf02.ims.mnc001.mccOO1.3gppnetwork.org:5060"}
]

#

# EIR [0
#

config :hss, :eir, %{
unknown equipment behaviour: :whitelist

}

#

# API 00O
#

config :hss, HssWeb.Api.Endpoint,
http: [ip: {0, 0, O, 0}, port: 8443],
https: [
port: 8443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("API HOST", "api.omnihss.internal"), pot
8443]

#

# (0000000
#

config :hss, HssWeb.ControlPanel.Endpoint,



http: [ip: {0, 0, O, 0}, port: 7443],
https: [
port: 7443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("CP _HOST", "hss.omnihss.internal"), port
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URL: https://[hostname]:7443

Protocol: HTTPS Only
Port: 7443 (configurable)

Certificate: Configured in config/config.exs
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EXECUTE FUNCTION lww subscriber state();
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Ansible [][]

00000000000 HSS 00000

hss:
hosts:
site-a-hss01:
ansible host: 10.80.12.140
site-a-hss02:
ansible host: 10.80.12.141
vars:

omnihss:
database type: postgres
database host: localhost
database port: 5432
database name: omnihss
database username: omnihss
database password: "secure password"
replication:
enabled: true
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database type 0 0 postgres O00000O0O000 postgres[]
0
0 PostgreSQL [0 Postgres [J
database host [ [ localhost [J OmniHSS 00000000000
[ localhost[]
database port B [ 5432 PostgreSQL 00
O
database name [l [ omnihss 000000
0
0 PostgreSQL 0000000
database username [ [ - CREATEDB [] REPLICATION []
O a0
0
database password o o0 - PostgreSQL [0
O

0 00000000000 true 00O
replication.enabled : 0 false Ansible 000000000000
pg_hba.conf [0
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2. 00000prod master peers.yml [J connected sites.hss [

00000C000000C000000 hss 00 connected_sites.hss [O0000000

0000000 (prod_master _peers.yml)

Oo00o0oC0o0oon

# group vars/prod master peers.yml
connected sites:
hss:
- remote-site-hss0l: 10.80.20.140
- remote-site-hss02: 10.80.20.141

PostgreSQL [][]

0000000Ansible 000000000 PostgreSQL 00

gd [ 0d
wal_level logical (0000000 WAL O00COO0UOOO
max_wal_senders 10 0000 WAL 00000000000000
max_replication_slots 10 00000000000000000
listen addresses * O000000000C0O

0000000 pg_hba. conf O00OOCOOOOOOOOC IP OOCOOC
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ansible-playbook -i hosts site.yml --tags hss-remove-peer \
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ansible-playbook -i hosts site.yml --tags hss-add-peer \
-e "peer name=site b peer host=10.80.20.140"
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# J00000000000000
sudo -u postgres psql -d omnihss -c \

"SELECT subname, pid IS NOT NULL as worker alive FROM
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sudo -u postgres psql -d omnihss -c \
"SELECT slot name, active,
pg wal lsn diff(pg current wal lsn(), confirmed flush lsn) as
lag bytes,
wal status
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sudo -u postgres psql -d omnihss -c "SELECT count(*) FROM
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config :diameter ex,
diameter host: "hss",
diameter realm: "example.com",
diameter service name: "OmniHSS"
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Diameter [0

[info] Diameter peer connected: mme@l.epc.example.com
[warn] Diameter peer disconnected: pgwOl.epc.example.com
[error] Diameter peer connection failed: timeout

noooo:

[info] Database connection established
[error] Database connection lost: timeout
[error] Database query failed: deadlock detected
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[info] Authentication successful: IMSI 001001123456789
[warn] Authentication failed: IMSI 001001123456789, invalid vector
[error] Roaming denied: IMSI 001001123456789, MCC 310 MNC 410
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API [J00: GET /api/status

curl -k https://hss.example.com:8443/api/status

oooo:

{"status": "ok"}

HTTP [J[J: 200 OK

Hooood

Nagios/Icinga [

#!/bin/bash
# check omnihss.sh

API URL="https://hss.example.com:8443/api/status”

response=$(curl -k -s -o /dev/null -w "%{http code}" "$API URL" --
max-time 5)

if [ "$response" = "200" ]; then
echo "OK - OmniHSS API responding"
exit 0
else
echo "CRITICAL - OmniHSS API not responding (HTTP $response)”
exit 2
fi
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# 0000 MSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551001"}}"'

# 00000 MSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551002"}}'
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<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>

<PublicIdentity>
<Identity>sip:+14155551001@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551001</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>sip:+14155551002@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551002</Identity>
</PublicIdentity>

</ServiceProfile>
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# 1. 00 SIM 00000 IMSIO
SIM ID=$(curl -k -X POST https://hss.example.com:8443/api/sim \

-d '{"sim": {"iccid": "8991101200003204510", "is esim": false}}'
\

| jg -r '.data.id")

# 2. [0 IMSI 1 (J0000COCOCO
KEYSET1=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "0123456789ABCDEF...", "opc":
"FEDCBA9876..."}}"' \

| jq -r '.data.id')

# 3. 0000 1000 IMSI[
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"001001111111111\",
\"sim id\": \"$SIM ID\",
\"key set id\": \"$KEYSETI1\",
\"epc profile id\": \"e58ed763-928c-4155-bee9-fdbaaadcl5f3\"
I3

# 4. [ IMSI 2 000000000000
KEYSET2=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "1111111111111111...", "opc":
"2222222222..."}}" \

| jq -r '.data.id')

# 5. 0000 2000 IMSI[
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"310410222222222\",
\"sim id\": \"$SIM ID\",
\"key set id\": \"$KEYSET2\",
\"epc profile id\": \"f47aclOb-58cc-4372-a567-0e02b2c3d479\"
I3
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54 (0000

curl -k -X POST https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

-d '{
"apn profiles": [],
“name": "Premium 100Mbps",

"network access mode": "packet only",
"tracking area update interval seconds": 600,

"ue ambr dl kbps": 100000,
"ue ambr ul Kkbps": 50000
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00 IMS 1]

curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{
"ims profile": {
“name": "Standard VoLTE",
"ifc template": "<InitialFilterCriteria>...
</InitialFilterCriteria>"
}
}

IFC (000

<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>
<InitialFilterCriteria>
<Priority>0</Priority>
<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>INVITE</Method>
</SPT>
</TriggerPoint>
<ApplicationServer>
<ServerName>sip:as.ims.example.com</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>
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APN QoS 000000 1P-CAN 000000000000 Gx CCA-1 0000 Online/0ffline AVP []
ad

0d 0d 0d 0d

000000000 Online AVP
Otrue =[00false =[]
00000 null JOPCRF OO
PGW [J CCR-I JO0O0OO

online charging_enabled boolean  null

000000000 offline AVP
Otrue =[00false =[]

00000 null OOPCRF [0

PGW [J CCR-I JO0O0OO

offline charging enabled boolean null

0000000 AVP 0000000 [



00000 APN (0

# 1. (00 APN 000
APN ID=$%$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{"apn": "internet", "ip version": "ipv4v6"}' \
| jg -r '.response.id"')

# 2. 0 APN QoS [0
Q0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "Best Effort",
"allocation retention priority": 8,
"apn_ambr dl kbps": 50000,
"apn ambr ul kbps": 25000,
"pre emption capability": false,
"pre emption vulnerability": true,
"gci": 9
}'"' | jqg -r '.response.id"')

# 3. OO APN OO
curl -k -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d "{
\"apn _identifier id\": \"$APN_ID\",
\"apn_qos profile id\": \"$Q0S ID\",
\"name\": \"Internet APN\"
3

[0 APN [0 EPC (I

APN [0 join epc profile to apn profile [ EPC 00000

00000000000 APN 00 1D (000 EPC (00 1DO00 APN 000000000 EPC OO0
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# 000000000 EPC O IMS OO
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": "6ba7b810-9dad-41d1-80b4-00c04fd430c8",
"epc profile id": "e58ed763-928c-4155-bee9-fdbaaadcl5f3",
"ims profile id": "7c9e6679-7425-40de-944b-e07fclf90ae7",
"roaming profile id": "9c¢858901-8a57-4791-81fe-4c455b099bc9"
}
}

# 0000000
curl -k -X PUT

https://hss.example.com:8443/api/subscriber/d290flee-6c54-4b01-
90e6-d701748f0851 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"epc profile id": "f47aclOb-58cc-4372-a567-0e02b2c3d479"
}
}
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https://www.3gpp.org/DynaReport/29219.htm
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* name - [JO000
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* name - 00000
e data_action _if no _rules match - "allow" [J "deny"

e ims action if no rules match - "allow" [] "deny"
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# (000000000000

curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \

-d '{
"roaming profile": {
Ilnamell : IIDDDDII ,
"data action if no rules match": "allow",
"ims action if no rules match": "allow",

"roaming rules": []
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# 000000000000

curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \

-d '{
"roaming profile": {
Ilnamell : IIDDDDDII ,
"data action if no rules match": "deny",
"ims action if no rules match": "deny",

"roaming rules": []
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# 00 AT&T OO0
RULE1=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "[OJ AT&T",

"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"
¥
}' | jq -r '.response.id')

# [0 Verizon [0

RULE2=$(curl -k -X POST

https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \

-d '{
"roaming rule": {
"name": "[J[J Verizon",
"mcc": "311",
"mnc": "480",
"data action": "allow",
"ims action": "allow"
}
}' | jg -r '.response.id"')

# [00000000C00000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
@ T
\"roaming profile\": {
\"name\": \"0000O0OOON",
\"data action if no rules match\": \"deny\",
\"ims action if no rules match\": \"deny\",
\"roaming rules\": [$RULE1l, $RULE2]
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# 000000000 IMS 000
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \

-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "[JO0O0O - T-Mobile",

"mcc": "310",

“mnc": "260",

"data action": "allow",
"ims action": "deny"
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# (0000000000
RULE=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name”: "000000",

"mcc": "206",
"mnc": "01",
"data action": "deny",
"ims action": "deny"
}
}' | jg -r '.response.id"')

# 0000000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
_d II{
\"roaming profile\": {

\Ilname\ll : \"DDDDDD\" ,
\"data action if no rules match\": \"allow\",

\"ims action if no rules match\": \"allow\",
\"roaming rules\": [$RULE]
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Service- HSS 0 0000000 MMTEL-Services[]IMS-0DB-
Indication Information[]]
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{

"MMTEL-Services": { "sequence number": "0", "service data":
"<MMTelServices ..>.</MMTelServices>" },
"IMS-0DB-Information": { "sequence number": "1", "service data":

"<0dbForImsOrientedServices xmlns=\"odb.mmtel.omnitou.ch\"/>" }

}
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{ "status": "success", "response": { } }
0 Sh O000OREST API 0000000000000 SequenceNumber O0000000000C0CO

Hooodo
000000000000

000 GET /api/subscriber/repository data/:imsi

curl -k
https://hss.example.com:8443/api/subscriber/repository data/00100112:

{
"status": "success",
"response": {
"MMTEL-Services": { "sequence number": "0",
"service data": "<MMTelServices ../>" },
"IMS-0DB-Information": { "sequence number": "1",
"service data": "<OdbForImsOrientedServices
xmlns=\"odb.mmtel.omnitou.ch\"/>" }
}
}

OO0000
[ Service-Indication 000000
000 GET /api/subscriber/repository data/:imsi?

service indication=:service indication

curl -k
"https://hss.example.com:8443/api/subscriber/repository data/0010011:Z
service indication=MMTEL-Services"



{

"status": "success",
"response": { "sequence number": "0", "service data": "
<MMTelServices ../>" }

}

Hooodo0
O000000000000000

000 PUT /api/subscriber/repository data/:imsi

curl -k -X PUT
https://hss.example.com:8443/api/subscriber/repository data/00100112:
\

-H "Content-Type: application/json" \

-d '{
"service indication": "MMTEL-Services",
"service data": "<MMTelServices version=\"1\"/>",
"sequence number": "O"
}I
o 0 0O
a0 10 [ ao
0
service indication [ [0 - N00/0000000000 MMTEL-Services [0
0
{ 0000 XML O00000C00oO00o00CO0a
service data [ 0 - Service-Indication []
[ SequenceNumber[][]
0

sequence number U 0 0 OO0000000
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{

"status": "success",
"response": { "sequence number": "0", "service data": "
<MMTelServices version=\"1\"/>" }

}
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000 DELETE /api/subscriber/repository data/:imsi

curl -k -X DELETE
https://hss.example.com:8443/api/subscriber/repository data/00100112:
\

-H "Content-Type: application/json" \

-d '{ "service indication": "MMTEL-Services" }'
0d oo 00 OO0 0d
service indication [0 [ - 000000a
0ooo0oootooo

N

Data-Reference [] (RepositoryData)

O ad 0d 0o

ceindicati
0 RepositoryData 0 Service-Indication 00000000


https://www.3gpp.org/DynaReport/29328.htm
https://www.3gpp.org/DynaReport/29328.htm

© o e 00000000

oo a0 0o

UDR/PUR/SN

2001 DIAMETER_SUCCESS -

5001 DIAMETER_ERROR_USER_UNKNOWN 000000000 |
aoo

5105 DIAMETER_ERROR TRANSPARENT DATA OUT OF SYNC SequenceNt
Oo0ooooo

] 1D
ID a0 a0 ao

16777217 Sh AS « HSS 000

[[] Service-Indications

Service-Indication good

MMTel 00000000CO0000/00/00001P/OIRO0OCD

MMTEL-Services )
simservs XML

IMS-0DB-
Information

00 IMS 00000000000000a

Service-Indication 00000000000 XML 00000HSS 00000000


https://www.3gpp.org/DynaReport/29329.htm

Hond
00000000000 5105

000 PUR 0000 Experimental-Result 5105 0000000
O000a

« AS 0000 SequenceNumber€@ @€ 000000 HSS 00000000OO000000CCO
e 00 AS 00000000 sequenceNumber ]

0000

1. 00 UDR 0000000OO0DOOOO sequenceNumber(]
2. 000 PUR[SequenceNumber =[] + 1[]

3. 000000000 0000 AP 00000000

[0 ServiceData [0
000 AS 0000000 HSS 000
0ooao

* [000000OmNiHSS 0000000 Servicebata 000000000 AS OO0 XML 00000000
JO00o0OCO00NOo0ODOO0OD0OO

0000

1. 1 UDA/REST [000000OCOOCUOODOOCOOOODODO0000OCO
2. [J0 AS 000000000000 XML O0og

00 REST 0000

000 GET ../repository data/:imsi?service indication=.. (JU0O0

0000

* (000000 Service-Indication 0000



* IMSI (00000000
0oooo

1. 00 GET /api/subscriber/repository data/:imsi 0000000000000000
2. [0 a0 IMSI[



SRVCC -

il

SRVCCNII0DONO00ODO00O000OLT ED0OD00DD00VeLTENNDOO2G/3G00000CSO00n
MMEQOSvOOO 0000000000SvY PSOCSONOMMENNDHSSOO0OO0

AVP 0d 0a

SRvCCOOOOOOOMSC-Server(O0E.16400000TAS/S-CSCF[

STN-SR 1433
0000S!IP REFEROOOOVOLTEOOOOOCSOOD

C- 145  OOMSISDNOTASOOOOOOOOO0STN-SRODOO0OO000000000000

MSISDN O000000

OmniHSS[IS6a O000000ULAOSubscription-Data AVPOOOSTN-SROMMEQULALD
O000Sv PSOCSO00000

0oooo

0o ad

SRVCC PSICS[
S6a[][J[JSTN-SR §7.3.89[]Subscription-Data §7.3.2[]

STN-SROIOO0§13.4[]


https://www.3gpp.org/DynaReport/29280.htm
https://www.3gpp.org/DynaReport/23216.htm
https://www.3gpp.org/DynaReport/29272.htm
https://www.3gpp.org/DynaReport/23003.htm

Juod

OmniHSSON0000000CCO000000000000STN-SROOOHSSOULADOOOO000000OMSISDN
O0000000STN-SROOO0O00TBCDOOO000Subscription-DataJOSTN-SR AVP[]

UE MME OmniH5S TAS

oo/ TAU

T

S56a ULR

[0 STH-SR = [0 + MSISON

-—

S6a ULAJSubscription-Data[[J5TH-5R]]

DULADDSTN-SR
LTEQDO0
Sv PSOCSOOISTN-SRL
SIP REFER - [WelTEQOOONCSOD
Ty
.’
UE MME OmniHSS TAS

000000000D000D0OD00DHSSODOODOODOODODooDOODODOobOODoUD00DOoooSRveEC

000000000mNiHSSOO000 STN-SR AVPOULAOO00000000SRVCCOOOOOOOOOO

il

OsrvccU00config/runtime.exs [ : hss 0000000

config :hss, :srvcc,
stn_sr prefix: "9"



il

g 0
ad 01 a0 a0
{ O00000STN-SROOOODO00OOOOMSISDNOOOO
stn _sr prefix [] [ 000 [OE.164 STN-SRONDOOO00OOmniHSSONO
0 ULANOOOSTN-SR AVP[]
STN-SR[1

OO00STN-SRO00O0

STN-SR = stn sr prefix + [JOJJ MSISDN

000C0TBCDOUNDN0000000000 00000000 STN-SR AVPO0143300
0010415000
000
0d O
0000 9

000 MSISDN 61412345678

000 STN-SR 961412345678

MSC-Server[][] 961412345678 JI000TASOTASOOMSISDNOOOOOOOMSOOOOOOSIP
REFEROO000CSOO0

Hooo

JOSRVCC


https://www.3gpp.org/DynaReport/24008.htm

# config/runtime.exs
config :hss, :srvcc,
# MSC-Server(0000OOOOPSTN/CSOOTAS[

# STN-SR = stn sr prefix + [0 MSISDN[]
stn _sr prefix: "9"
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%{

application name: :sy,

application dictionary: :diameter gen 3gpp sy,
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POST /your-webhook-endpoint HTTP/1.1

Host: your-server.com

Content-Type: application/json

X-0mniHSS-Event: update location request
X-0mniHSS-Event-ID: 550e8400-e29b-41d4-a716-446655440000
X-0mniHSS-Timestamp: 2025-01-15T14:30:00Z

"event": "update location request",
"event id": "550e8400-e29b-41d4-a716-446655440000",
"timestamp": "2025-01-15T14:30:00Z",
"subscriber": {
"id": "d290flee-6c54-4b01-90e6-d701748f0851",
"imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"msisdns": [
{"id": "16fd2706-8baf-433b-82eb-8c7fada847da", "msisdn":
"14155551001"},
{"id": "27ae3807-9cbf-4a4c-93fc-9d8afdb958eb", "msisdn":
"14155551002"}
1,
"sim": {
"id": "3f2504e0-4f89-41d3-9a0c-0305e82¢c3301",
"iccid": "8991101200003204510",
"is esim": false

I

"key set": {
"id": "6ba7b810-9dad-41d1-80b4-00c04fd430c8",
"amf": "8000"

I

"epc profile": {
"id": "e58ed763-928c-4155-bee9-fdbaaadcl5f3",
"name": "Premium 100Mbps",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000
},
"ims profile": {
"id": "7c9e6679-7425-40de-944b-e07fcl1f90ae7",
“name": "Standard VoLTE"
},
"roaming profile": {
"id": "9c¢858901-8a57-4791-81fe-4c455b099bc9",



"name": "International Roaming Allowed"

H

"subscriber state": {
"mme_host": "mme-01.example.com",
"mme_realm": "epc.mncOOl.mccOO1.3gppnetwork.org",
"visited plmn": "001001",
"last update": "2025-01-15T14:30:00Z"

},

"custom attributes": {
"account type": "premium",
“billing plan": "unlimited"

¥

}

"event context": {
"visited plmn": "310410",
"mme_host": "mme-roaming.example.com",
"location update type": "initial attach"
}
}

jooo

0o 0o 0o
event string 0000000 update location request[]
event id string [] webhook [J00] UUID
timestamp string 000000 1s0 8601 [0
subscriber object 00000000000 GET /api/subscriber/:id 000

event context object [JO000000COCOC

HoOooa
event context 000000000000

(00 update_location_request:



"visited plmn": "310410",

“mme host": "mme-roaming.example.com",
"mme realm": "epc.mnc410.mcc310.3gppnetwork.org",
"location update type": "initial attach"

00 imsi_switch:

{
"previous imsi": "001001111111111",
"new imsi": "310410222222222",
“sim id": "3f2504e0-4f89-41d3-9a0c-0305e82c3301",
"previous mme host": "mme-home.example.com",
“new _mme host": "mme-roaming.example.com"

}

00 ims_registration:

{

"scscf host": "scscf-01l.ims.example.com",
"public identities": [

"sip:001001123456789@ims.mncOO1.mccO001.3gppnetwork.

"sip:+14155551001@ims.example.com",
"tel:+14155551001"

org",



HTTP []

0o

Content-Type _ : _
application/json

X-0mniHSS-Event Hooo

X-0mniHSS-Event-

= AN
X-0mniHSS-

. aoood
Timestamp

User-Agent OmniHSS ][]

il

[[] Webhooks
Webhooks [J[] OmniHSS API ][]

0000 Webhook

ad

application/json

update location request

uulibD

ISO 8601 []]

OmniHSS/1.0



curl -k -X POST https://hss.example.com:8443/api/webhook \
-H "Content-Type: application/json" \

-d '{
"webhook": {

"url": "https://your-server.com/omnihss-webhook",
"events": [

"update location request",
"ims registration",
"imsi switch"

1,

"enabled": true,

"description”: "000000 webhook"

}
}
ik
{
"data": {
“id": "4e5d6c7b-8a9f-4b0c-8dle-2f3ad4b5cb6d7e",
"url": "https://your-server.com/omnihss-webhook",
"events": [
"update location request",
"ims registration",
"imsi switch"
1,
“enabled": true,
“description”: "OOOOOO webhook",
“created at": "2025-01-15T14:00:00Z"
}
}

[0 Webhooks

curl -k https://hss.example.com:8443/api/webhook

(] Webhook



curl -k -X PUT https://hss.example.com:8443/api/webhook/4e5d6c¢7b-
8a9f-4b0c-8dle-2f3ad4b5c6d7e \
-H "Content-Type: application/json" \
-d '{
"webhook": {
"enabled": false

}
} 1

(] Webhook

curl -k -X DELETE
https://hss.example.com:8443/api/webhook/4e5d6c7b-8a9f-4b0c-8dle-
2f3ad4b5c6d7e

Webhook [J[][1[]

00 webhook 00000

1. 00 POST 0000 Content-Type: application/json
2. 0000 - 05 0000 HTTP 200-299

3. 0000 - DO000000O

4. 00 HTTPS - 000000 TLS/SSL 000000

5. 0000 - 000000 OmniHSSOO0000000

00 Webhook [0 (Node.js/Express):



const express = require('express');
const app = express();

app.post('/omnihss-webhook', express.json(), (req, res) => {
const { event, subscriber, event context } = req.body;

console.log( ' O000: ${event} );
console.log( 000 IMSI: ${subscriber.imsi} );

// 0000000
// ... 000000000 - - -

// 000000000
res.status(200).json({ received: true });

// 0000000000
processWebhook(req.body).catch(console.error);

});

async function processWebhook(payload) {

// 6660000000
// 000000000000000
}

app.listen(3000);

il

1. (00000000
00000000000000000000000



Webhook Handler Billing System

Device OmniHSS

0oooooooo
update_location_request
(visited_plmn: 310410)
00 PLMN 310410 00000
$0.05/MB [0
oooooo
0ooooo
200 OK
Device OmniHSS Webhook Handler Billing System

0o-

* (00000000000
* JO0000000OO

* J0000000/0000
* J0000000o0Oa

2. (0000
O000000000000000000000000

00: 0000000000



// Webhook [000000COOCOCOC
app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'update location request') {
await analytics.track({
event: 'subscriber location update’,
imsi: subscriber.imsi,
visited plmn: event context.visited plmn,
timestamp: req.body.timestamp,
profile: subscriber.epc profile.name
})s
}

res.status(200).send();
1)

Ooooo:

00 MME 000000
0o0oooooo
000000

IMS 00000

3. (000000

0o0000000o0ODOo0OO



Device OmniHSS Webhook Handler Billing System

00000000 |
update_location_request
(visited_plmn: 310410)
00 PLMN 310410 00000
£0.05/MB [0
.‘ .........................................
000000
000000 .
200 OK
P ————
Device OmniHSS Webhook Handler Billing System
0ooooo:
1. 000000
o (000 A 000

° 30 0000 B 0DO0U0OOCODOO
o [0: DU00O0OO0OOCOa

2. IMSI 0000

o [0 SIM 00000 IMSI OO0
° [J00 SIM 000000000 MSI OO
o [0: 00 SIM 0000 IMSIgD0ooo0

3. (000000

o (i0biOtObOootbotooOoon
o [: D0UODUOCOO0OOO

oooo:



@app.route('/omnihss-webhook', methods=['POST'])
def webhook handler():

data = request.json

subscriber = data['subscriber']

event context = data.get('event context', {})

if data['event'] == 'update location request':
visited plmn = event context.get('visited plmn')

# 10000000
if visited plmn in BLOCKED PLMNS:
disable subscriber(subscriber['imsi'])
alert security team(subscriber, 'J000000 PLMN')

# 00000000
if is impossible travel(subscriber['imsi'], visited plmn):
flag for review(subscriber['imsi'])

alert fraud team(subscriber, '000000000")

return jsonify({'status': 'ok'}), 200

4. 0000
OO00000000000000000

00: 00000000 VoLTE 00000 IMS



app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber } = req.body;
if (event === 'ims registration' && !subscriber.ims enabled) {

// 00 IMS 00 - 0000 IMS
await omnihss.updateSubscriber(subscriber.id, {

ims enabled: true,

custom attributes: {
...subscriber.custom attributes,
volte activated at: new Date().toISOString()

}
)

// 00 CRM

await crm.updateCustomer(subscriber.imsi, {

features: ['volte']

)

res.status(200).send();

});

5. (000
O000000000000000

00: DO000OCOo0OO

Customer Device

OmniHSS Webhook

SMS Gateway
0ooog
update_location_request
(visited_pImn: foreign)
0ooooo
000000 XO
Joog: $0.05/MB*
000000o0O
200 OK
Customer Device OmniHSS Webhook SMS Gateway

pooo:




* "0000 [OOI0OoDoooe”
* "0000 80% Ooooo*

* "00000000 VolTE [0
* "I000000000OO"

6. [] IMSI SIM [

00000ooo MSISIM 0000000000 IMSI 000000

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'imsi switch') {
const { previous imsi, new imsi, sim id } = event context;

// 00 IMSI eeri0000
await db.logImsiSwitch({
sim id,
from imsi: previous imsi,
to imsi: new_imsi,
timestamp: req.body.timestamp

)

// 000000
await billing.endSession(previous imsi);
await billing.startSession(new imsi);

// 0000000C0000OODO0O0
const switchCount = await db.getSwitchCount(sim id, '24h");

if (switchCount > 10) {
await alertFraudTeam( [0 IMSI [J: SIM ${sim_id} );
}
}

res.status(200).send();
1)

7. 000000

0 OmniHSS 0000000000000



pooo:

« CRM [ - 0000CO000O0O00O
0000 - bOO0Oo0OoOo0Oa
0000 - 0000000000

0000 - DO00000ODoo0a

0000 - OODO00Oo0ODOo0Oa

Juo

Webhook [/

0000 webhooks [J[1 OmniHSSOOO000000

# 00000 webhook
curl -k -X POST https://hss.example.com:8443/api/webhook \

-H "Content-Type: application/json" \
-d '{
"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": ["update location request"],
"secret": "your-secret-key-here"
}
}

OmniHSS 0000 X-0mniHSS-Signature [0

X-0mniHSS-Signature:
sha256=5d7a8f9b2cle3a4d6f7e8b9cPalb2c3d4e5f6a7b8c9d0elf2a3b4c5db6e7 8¢

0ooo-



const crypto = require('crypto');

function verifyWebhook(req) {

const signature = req.headers['x-omnihss-signature'];

const secret = process.env.WEBHOOK SECRET;
const payload = JSON.stringify(req.body);

const expectedSignature = 'sha256="' +
crypto.createHmac('sha256', secret)
.update(payload)

.digest('hex');

return crypto.timingSafeEqual(
Buffer.from(signature),
Buffer.from(expectedSignature)
);
}

app.post('/omnihss-webhook', (req, res) => {
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'O0O00" 3});
}

// [ webhook. ..
res.status(200).send();

});

joad

. [0 HTTPS - [[JJ webhook [JJ] TLS

. 0000 - 00 webhook 0000000

. 0000 - 0 webhook 000000000

IP 000 - 00 webhook 00 OmniHSS IP
0000 - 00 webhook 0000000

0000 - 0000000000 webhook [0

. 0000 - 00000000 webhook 0000000000000



Hooo

Webhook 0000 000000COO

* IMSIOO00000

* MSISDNOOO0O0

* 0000000 PLMNOMME(]
* J00000oo

0000

* GDPR - [J[] webhook 000000 GDPR

0000 - DO000CDO00CO
0000 - 00 webhook 0000
00 - [0 webhook [J] TLS

0000 - 0000 webhook (000000

Juo

Webhook [][1[]
O0:

« 00000 webhook [0
» Webhook 000000000

Oooooo:

1. [ webhook ][]

curl -k https://hss.example.com:8443/api/webhook
# [0 "enabled": true

2. [0 webhook [][[:



° 000000000 webhook [ events [0
° 00: 00000 ims_registration O000COOO000CCOC

3. 0 HSS 000

o [J[] webhook [0
o Jubooooo
o (000 DNS 0000

4. J0000000O

curl -X POST https://your-server.com/omnihss-webhook \
-H "Content-Type: application/json" \
-d "{"test": true}'

Webhook [][]

ooo

e HSS [J00 webhook [0
« Webhook 00000000 HSS 00000

0oooo

1. 00000

o [J50000HTTP 200
° 000000000

2. 000000



// 00 - 000000

app.post('/webhook', (req, res) => {
processData(req.body); // [ 10 []
res.status(200).send();

1)
// [0 - 0000000
app.post('/webhook', (req, res) => {

res.status(200).send(); // 000
processData(req.body); // [

1)

[0 Webhooks
000

* (0000000
e (0O00O event id [

0o

* 0000000 OmniHSS O0000000C0000000
* 0000CCCOO0 webhook

00000

QO event id 000000



const processedEvents = new Set();

app.post('/omnihss-webhook', (req, res) => {
const eventId = req.body.event id;

if (processedEvents.has(eventld)) {
// 000000
return res.status(200).json({ status: 'duplicate' });

}

processedEvents.add(eventld);

// [0 webhook. ..
processWebhook(req.body);

res.status(200).json({ status: 'processed' });

});

Webhook 1]

0o0

e (000 HTTP 4xx [J 5xx
e HSS []] webhook [0

0oooo

1. 401 Unauthorized - [J[]J000

° [J0 webhook 000000000
o (0000000

2. 400 Bad Request - [

o []J webhook [0
o 00O Content-Type [J

3. 500 Internal Server Error - [J[][[]

o (0000000



° 0000000000
0ooto

0o00oooo0o

app.post('/omnihss-webhook', async (req, res) => {
try {

// 0000
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}
// 0000
if (!'req.body.event || !req.body.subscriber) {
return res.status(400).json({ error: 'Invalid payload' });
}

// [J[] webhook
await processWebhook(req.body);

res.status(200).json({ status: 'ok' });

} catch (error) {
console.error('Webhook processing error:', error);

// 00 200 00000000eennnnn
res.status(200).json({ status: 'error', message: error.message

1)
}
})s

AN NENEND

0o

* [0 webhook 000000000
* 00000 null 000

0000

1. 00000000 - DO00ODOoCOomMSOoon



2. 00000 - 00000 webhook OO000OOOO
0ooto

0o00oooo0o

const { subscriber } = req.body;

// 000000

const imsProfile = subscriber.ims profile || { name: 'No IMS' };
const roamingProfile = subscriber.roaming profile || { name: 'No
Roaming' };

// 00000 MSISDN
const msisdns = subscriber.msisdns || [];

Juoodo

Webhook [][]

00 webhook 0000000
Ooooooo0

 Webhook (000000000
Webhook [0000000C000000
0oooon

0ooooon

0000

J0000000OPrometheus/Grafanal][]



# Webhook [
rate(omnihss webhook success total[5m]) /
rate(omnihss webhook attempts total[5m])

# Webhook [
histogram quantile(0.95, omnihss webhook duration seconds)

Webhook [][]
00000 webhook 000000000000

0ooto

"timestamp": "2025-01-15T14:30:00Z",

"level": "info",

"component": "webhook",

"event id": "550e8400-e29b-41d4-a716-446655440000",
"webhook id": "4e5d6c7b-8a9f-4b0c-8dle-2f3ad4b5c6d7e",
"event type": "update location request",

"subscriber imsi": "001001123456789",

"endpoint": "https://your-server.com/omnihss-webhook",
"http status": 200,

"duration ms": 145,

"error": null






