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config :mme,
mme_name: "omnimme",
operator name: "Omnitouch",
country: "Australia",
network name short: "omnitouch",
network name long: "omnitouch",
timezone: "Australia/Sydney",
default apn: "internet",
apn_oli domain: :gprs,
mme_ capacity: 255,
home plmn: %{mcc: "001", mnc: "01"},
emergency support enabled: true
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config :mme,
t3412: 3240, # [0 TAU 000054 000
t3485: 8, # 000000 T3485 = 8 s[]
t3413: 5,
paging max attempts: 3,
t3346: 600,
t3396: 600,
t3450: ©,
t3460: 6
t3470: 6
t3486: 8,
t3489: 4
t3492: 6
nas max retransmissions: 4,
m _tmsi freeze interval: 60
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config :mme,
mobile reachable timer: 2640, # 0000
implicit detach timer: 2640 # 0000

(t3412 J0OOO) + 240
(t3412 J0OOO) + 240
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config :mme,
nas_security: %{
# JO000000000DORO000000
ciphering: [:eea0],
integrity: [:eia2, :eial, :eia3]

}
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config :mme,
nas security: %{
ciphering: [:eea2, :eeal],
integrity: [:eia2, :eial, :eia3]

}
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config :mme,
edrx_enabled: true
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config :mme, :dcnr,
enabled: true
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config :mme,
paging priority arp threshold: 8
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Mme.Control.Esm.CauseMapping [O0U0000O000O00000CO 45 000000
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config :mme,
emm_cause _mapping: %{
rat not allowed: :plmn not allowed,
default: :no suitable cells in tracking area
1
esm_cause _mapping: %{
apn_access denied no subscription:
:operator determined barring,
default: :missing or unknown apn

}
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config :mme,
s13: %{
enabled: true,
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config :mme,
slap: %{
listen ip: "192.0.2.10",
listen port: 36412,
secondary bind ips: ["192.0.2.11"]

}
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config :mme,
served gummei: [
%{
plmn list: [
%{mcc: "001", mnc: "O1"}
1,

group id: 1,
code: 2
}
]
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config :mme,
served tai: [
%{
plmn: %{mcc: "001", mnc: "01"},
tac list: [1, 2, 3, 4, 5, 6, 7, 100, 2899, 10000]

}
]
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config :mme,
sgw: %{

# [000000D0000DOOO00O00OO000Oa

# %{home: :random peer, roaming: :dns_ lookup}

selection method:

dns: [
%{

server: "192.0.2.53",
domain: "3gppnetwork.org",

type: :home
}
1,

peers: [

o
%{

ip: "192.0.2.20",

:random_peer,

host: "sgw0l.mncOOl.mcc00l.3gppnetwork.org",

port: 2123,
type: :home
}
]
}
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config :mme,
dns ip version: :ipv4
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config :mme,

pgw: S{
selection method: :random peer,
dns: [ ... 1,
peers: [

%{
ip: "192.0.2.21",
host: "pgw0l.mncOOl.mccOO1.3gppnetwork.org",
port: 2123,
type: :home and roaming

¥

]
}
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config :mme,
mme s10: %{
# :dns lookup [0 S-NAPTR OO0 TAIQ
# :random_peer [000000000000C
selection method: :dns_lookup,
dns: [
%{
server: "192.0.2.53",
domain: "3gppnetwork.org"
}
1,
peers: [
%{
ip: "192.0.2.30",
host:
"mmecO0l.mmegi8001.mme.epc.mncO®O1l.mccOOL.3gppnetwork.org",
port: 2123
}
1,

# [0000000000000O GUTT 0000000
unresolvable guti backoff seconds: 30

}



ad ad il

:dns_ lookup [0 S-
NAPTR ( x-3gpp-mme:x-
s10,

selection method 1 N ) 00

0 0 TAI 00000
MME([] : random peer [0

00 peers 00O

[J selection method []

0 :dns_Tlookup [0 DNS
dns [
0 000000 server []
domain [ oo

0000 MME 0000

selection method []

: random_peer 0000000
peers 0 000000000 ipOhost

OMME [0 FQDN[port

0S10 GTP-C 000000
212300

NO0O0OOO0OO MMEQOO
SGSN [0 S30000 GUT!

0 000  O000000OO0O0OVE 0000
unresolvable guti backoff seconds 0 N000000000 GUTI OO00
. 3000 [O00O0O0O0OCTAU 00000
000000000000000O VE O
O0000000000OC00O0

S10 O0ooo 0000 GTPv2-C 000000 EPS«5GS [00N26 Jo0d-AMF [0
00 x-3gpp-amf:x-n26 0000 DNS 0000


https://www.3gpp.org/DynaReport/29303.htm

GTP-C [0

00 GTP-C 00000 UOMME 00000000 511 000 SGW 0000000000000

JO00o0oOOD0UOoDODOo0OOn

config :mme,
gtpc _path supervision: %{
enabled: true,
interval ms: 60 000,
failure threshold: 3

}
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config :diameter_ex,
diameter: %{

service name: :omnitouch mme,
listen ip: "192.0.2.10",
listen port: 3868,
host: "mmeOl.epc.mnc00l.mccOOl.3gppnetwork.org",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",
product name: "OmniMME",
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: true,
log unauthorized peer connection attempts: true,
control module: Mme.Control.Diameter,
processor module: DiameterEx.Processor,
auth application ids: [],
acct application ids: [],
vendor _id: 10415,
supported vendor ids: [5535, 10415],
applications: [ ... ],
peers: [ ... 1]

Diameter 1000
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:diameter gen 3gpp s6alll
0000000 16 00000000
e : : . vendor id[]
vendor specific application ids [l ] , ,
auth application id[]
acct application id[]
000 Diameter 00000
DDEDD 0ooo 1D {0 0
:sba 16777251 S6a — MME « HSS 00000
513 16777252 S13 — MME « EIR (00000
:slg 16777255 SLg — MME « GMLC 000 (PLR/LRR)
e TG Téa — MME « SCEF CloT [J IP JO00 (0O

000000000000 :stg O
aooo

:diameter gen 3gpp t6a)

000000 513 00000 enabled 00 :s13 00000 :téa [


https://www.3gpp.org/DynaReport/29272.htm
https://www.3gpp.org/DynaReport/29272.htm
https://www.3gpp.org/DynaReport/29272.htm
https://www.3gpp.org/DynaReport/29272.htm
https://www.3gpp.org/DynaReport/29172.htm
https://www.3gpp.org/DynaReport/29172.htm
https://www.3gpp.org/DynaReport/29128.htm
https://www.3gpp.org/DynaReport/29128.htm

Diameter [J[][]

ad

host

realm

ip

port

tls

transport

initiate connection

—

ad

3868

false

:diameter tcp

false

ad

0000 Diameter [(]
0Origin-HostOOOOO0000O
000000000 CEA 000

0000 Diameter [0

000/o00 e ood

0000 Diameter [0

00000000 TLsO

:diameter tcp [J

:diameter sctp{dd
[SCTP []

Diameter 0000

00 true JO0OmMnNIiMME [J
000000000000 false
O000000000000000000
DRA 000 true(]


https://datatracker.ietf.org/doc/html/rfc6733#section-2.1

GTPv2-C (S11)

511 (00 omniMME [J00000C000000C0O00000C000 GTPv2-C 00000 MME (000
ad

config :gtpc,
service: %{
name: :sll,
listen ip: "192.0.2.10",
listen port: 2123,
control module: Mme.Control.Gtpc,

t3: 5000,
n3: 3
}
0 0O
0] R 0] 0]
name g 0 - 00000000000 =s11(]
Ui : - 00 GTPv2-C (00 IP 0000000000 1P——0
isten ip O O
0 00 0.0.0.00SGW (00 MME 00000000
listen port . 0 2123 GTPv2-C [ UDP 000000 2123000
O a
0 00000 GTP-C 00000000 OmniMMEQ0
control module N -
0 Mme.Control.Gtpc[]
- O 0 5000 T3-00000000000000 GTPv2 00000000
0 o
n3 - g 3 00000000000 N3 00000


https://www.3gpp.org/DynaReport/29274.htm
https://www.3gpp.org/DynaReport/29274.htm

0000 (SBc)

SBc [J0 (SBc-AP over SCTP) [ OmniMME 000000000 (CBC)OO000000000 — ETWS
0 CMAS / 00000 ( )OOOODOMME 0000 €BC 000000 / 00CCC0000000000000

000 eNB[J

config :mme, :sbc,
enabled: true,
port: 29168,

indication timeout: 10 000

a0 [0

enabled -
{

port ao

indication timeout N

0o

false

29168

10000

SBc 00000 slap.listen ip OO0

0d

[ true QJOMNIMME [J[] SBc-AP SCTP
Uo000000000

SBc-AP 0000 SCTP 000

000000000000 €BC 00000 eNB OOOOO
0o

0000 (E-SMLC / SLs)

SLs [ (LCS-AP over SCTP) ] OmniMME [0 E-SMLC 00000000 ( 2 70
SLg Diameter 00000000 GMLC OO00OO0OOOOMME [J E-SMLC[JeNB [] UE 0000

LPPa/LPP OO00000

config :mme, :esmlc,
enabled: true,
sls port: 9082


https://www.3gpp.org/DynaReport/29168.htm
https://www.3gpp.org/DynaReport/29171.htm

0o ;oo it
o g . 0 true JOOMniMME [ SLs (LCS-AP) SCTP 00000
enable ; atse N000000000 :slg Diameter 00000 GMLC 000000

sls port B 9082 SLs (LCS-AP) 0000 SCTP O0d

SLs 000000 slap.listen ip OO0 0

0 1P 0000 (NIDD) / [i000 CloT (T6a)

0 1P 0000 (NIDD) 0000000 / NB-loT 00000000 CloT EPS 0000000 IP 000000 SCEF
[0 T6a Diameter [ ( / )000000000 NB-loT 1P OOOMME [
S11-U 000000000000C0000000 0000000000 — 0000 :nidd (00
MME 0000000 CloT 000000000000 CloT MME[

config :mme, :nidd,
enabled: true,
sllu ip: "10.7.25.185"

0l
a0 ] 0oa

0 0 true JOOmMniMME [J EPS (00000000000
enabled [J false 0 CloT JJ0oo CloT OOQO0O 1P PDN OO (OO

0 NB-loT IP-over-S11-U)[]

0 i e MME [J S11-U GTP-U [0 (UDP 2152) JIP ]
sllu ip [ . : 0000 NB-1oT IP 000000

listen ip

[ listen ip[]


https://www.3gpp.org/DynaReport/29128.htm
https://www.3gpp.org/DynaReport/23682.htm

00 NIDD (00

e [] applications [0 :t6a Diameter 00 SCEF [J[] Diameter 00000
000 DRAQOOOO O
e [JHSS 000000 IP APNOOO PDN-Type = Non-IP (4) [0 SCEF-ID [JAPN 00O

Juod

00000000000 V0000000000 VEfeNodeB[Diameter (00000000 MME 000000

config :control panel,
page order: ["/ues", "/enodebs", "/diameter", "/application",
"/configuration"]

config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", path: "/"],
https: [
port: 10443,
keyfile: "priv/cert/omnitouch.pem”,
certfile: "priv/cert/omnitouch.crt"

]
0000

ad oo oo ad

page_order [0 [0  [0O000OCODOOCOOOCOOOOCODOOCO

0oooo



0d 00 00 0o 0d

url.host 000 0O "0.0.0.0"  HTTPS 00000000

url.path ooo O "/ 00000 URL 00000

https.port 00 0 - 00000 HTTPS 000

https.keyfile  [O00 0O @ - TLS 0000000 (PEM OO

https.certfile [00 0O @ - TLS 0000000 (PEM OO
REST API

REST API (00 UEfeNodeB[JDiameterJSGW 000 S10 00000000000 UE/eNB/GUTI/
00000000 OpenAPI 0000 /api/swagger OO000OOO000C0O [

config :api ex,
api: %{

port: 8443,
listen ip: "0.0.0.0",
product name: "OmniMME",
title: "API - OmniMME",
hostname: "localhost",
enable tls: true,
tls cert path: "priv/cert/omnitouch.crt",
tls key path: "priv/cert/omnitouch.pem"



ad

port

listen ip

product name

title

hostname

enable tls

tls cert path

tls key path

ad

oo
TLS [J

0o
TLS [

0oc

"0.0.0.0"

true

ad

REST API J HTTPS 000

00 API 0000 1P 000

OpenAPI 000000000000

[0 OpenAPI / Swagger Ul 0000
NN

0000 OpenAPI 000 API 00 URL
0o

O API 00 HTTPSOO false [
API 000 HTTPOOOODOOOOOOO

TLS 0000000 (PEM OO0

TLS 0000000 (PEM OO



Juod

OmniMME ] omniLogger 00000 JSON OOO0000COO000OCOO000CCO000OO :logger
ad

config :logger, :default formatter,
format: {OmniLogger.JsonFormatter, :format},
metadata: :all

a0 a0 a0
00000 MFAQOO {OmniLogger.JsonFormatter, :format}
format 10
000000 JSON 00000000000
0a |

metadata 0 000000000 =all QOO0OO0

0000 config :logger, :default handler, ... (QUO0O0OOOOOfite(d
max no bytes[Imax no files[Jcompress on rotate 0000000000000
/etc/omnimme/ [JO00

Huoood

0000000000000 runtime. exs OOO0000CO00OCO00CO000CO00C00OO0CO



import Config

config :mme,
# 0000
mme_name: "omnimme",
operator name: "MyNet",
country: "Australia",
network name short: "MyNet",
network name long: "My Network",
timezone: "Australia/Sydney",
default apn: "internet",
apn_oi domain: :gprs, # APN-OI 000 (:gprs / :epc / :none)

# 10000

mme_capacity: 128,

home plmn: %{mcc: "505", mnc: "01"},
emergency support enabled: false,

# NAS (00
t3412: 3240, # [0 TAU O0O0OO (54 0O0)
t3485: 8, # (00000000

t3346: 600, # EMM 000000
1t3396: 600, # ESM (00000

# NAS [000000000CO00000C0C (EEAG)O
# [0 EEAO [] EEA2[] [:eea2, :eeal@] [0 EEA2[]

nas security: %{
ciphering: [:eea0],
integrity: [:eia2, :eial, :eia3]

}

# 000000 DRX
edrx_enabled: false,

# MPS [0000O0O00COOOO0
# paging priority arp threshold: 8,

# (00000000 #2600
emm cause mapping: %{},
esm _cause mapping: %{},

# (00000
s13: %{



enabled: true,

allowed equipment status: [:whitelist, :greylist]

}

# S1AP [000O0UOOCO
slap: %{
listen ip: "192.0.2.10",
listen port: 36412
# secondary bind ips: ["192.0.2.11"]

}

# GUMMEI — [JJ group id [J code 0000 MME OO0

served gummei: [
%{
plmn list: [%{mcc: "505", mnc: "01"}],
group_id: 1,
code: 1
}
1,

# [0 MME 0000000
served tai: [
&2
plmn: %{mcc: "505", mnc: "01"},
tac list: [1, 2, 3]

}

1,

# 0000

dns ip version: :ipv4,

sgw: %{
selection method: :random peer,
peers: [

%{ip: "192.0.2.20", host:

"sgw01l.mncOO1l.mcc505.3gppnetwork.org", port: 2123, type:

]

},

pgw: %{
selection method: :random peer,
peers: [

%{ip: "192.0.2.30", host:

"pgw01.mncOO1.mcc505.3gppnetwork.org", port: 2123, type:

:home_and roaming}

]

:home}



}

# 00 MME (S10) 000 MME 00000 / OO0 GUTI TAU

mme s10: %{
selection method: :dns_lookup,
dns: [%{server: "192.0.2.53", domain: "3gppnetwork.org"}],
peers: [

%{ip: "192.0.2.50", host:
"mmecO0l.mmegi8001.mme.epc.mncO®O1.mcc505.3gppnetwork.org", port:
2123}

]
},

# 00 GTP-C O0O0000COO
gtpc path supervision: %{enabled: false, interval ms: 60 000,

failure threshold: 3}

# 000000 (ETWS / CMAS) [0 SBc
config :mme, :sbc,

enabled: true,

port: 29168

# 000000 (LCS) OO0 SLs [0 E-SMLC
config :mme, :esmlc,

enabled: false,

sls port: 9082

config :diameter ex,
diameter: %{

service name: :omnitouch mme,
listen ip: "192.0.2.10",
listen port: 3868,
host: "mme0l.epc.mncOOl.mcc505.3gppnetwork.org",
realm: "epc.mncOOl.mcc505.3gppnetwork.org",
product name: "OmniMME",
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: true,
log unauthorized peer connection attempts: true,
control module: Mme.Control.Diameter,
processor module: DiameterEx.Processor,
auth application ids: [],
acct application ids: [],
vendor id: 10415,



supported vendor ids: [5535, 10415],
applications: [
%{
application name: :sb6a,
application dictionary: :diameter gen 3gpp sb6a,
vendor specific application ids: [
%s{vendor_id: 10415, auth application id: 16 777 251,
acct application id: nil}

application name: :s13,
application dictionary: :diameter gen 3gpp s13,
vendor specific application ids: [
%s{vendor_id: 10415, auth application id: 16 777 252,
acct application id: nil}

]

%{
application name: :slg,
application dictionary: :diameter gen 3gpp slg,
vendor specific application ids: [
%{vendor id: 10415, auth application id: 16 777 255,
acct application id: nil}
]
}
1,
peers: [
%{
host: "dra0l.epc.mncO0l.mcc505.3gppnetwork.org",
realm: "epc.mncOOl.mcc505.3gppnetwork.org",
ip: "192.0.2.40",
port: 3868,
tls: false,
transport: :diameter sctp,
initiate connection: true

config :gtpc,
service: %{
name: :sll,
listen ip: "192.0.2.10",



listen port: 2123,

control module: Mme.Control.Gtpc,
t3: 5000,

n3: 3

config :control panel,
page order: ["/ues", "/enodebs", "/diameter", "/application",
"/configuration"]

config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", path: "/"],
https: [
port: 10443,
keyfile: "/etc/omnimme/certs/server.pem",
certfile: "/etc/omnimme/certs/server.crt"

config :api ex,
api: %{

port: 8443,
listen ip: "0.0.0.0",
product name: "OmniMME",
title: "API - OmniMME",
hostname: "mmeOl.example.com",
enable tls: true,
tls cert path: "/etc/omnimme/certs/server.crt",
tls key path: "/etc/omnimme/certs/server.pem"

config :logger, :default formatter,
format: {OmnilLogger.JsonFormatter, :format},
metadata: :all



OmniMME

OmniMME [J[] MME 0000 Prometheus [J[J[] BEAM VM 0000

il

0] 0
0 http://<mme-host>:9568/metrics
OO0  TelemetryMetricsPrometheus ] Mme.Web.Supervisor [

00 Prometheus [0

OmniMME
Telemetry events  — Prometheus exporter
- :9568/metrics
_—
scrape
/ g
Prometheus > Grafana

—  Alertmanager

000 O00C0000000000000 mme . attach. count [JOPrometheus O0000000000000
mme attach countJJJ0000000000 PrometheusOO000000

000000 DO000/0000000000000000000 none LUOOO mme_attach_count [O000CO0O0
0000000000000 900000000 none 0000000



MME [

0000000 MME 0000000



ad

mme_ue count

mme_ue connected count

mme ue idle count

mme bearer count

mme_session count

mme session _emergency count

mme_session unauthenticated count

mme_esm procedure pending count

mme_timer active count

mme_sgw_session count

ad

bearer type

apn

procedure type

sgw

ad

oooo IMSIO0
UE 000000 + O
0 + 0000

[0 ECM-
CONNECTED [J]

0 UE 0000

[0 ECM-IDLE [I]

0 UE 00000000
0oooo

[] default /
dedicated ]

00 EPS 000

0 APN 00000
PDN 00

00000 PDN 000

00 PDN 000000
000 IMSIQUE [0
0o

0000000000000
00 ESM 000

0ooC0ooon
MME (0000000
aoo

0oooo s-GW OO
0oo000ooood



ad

mme pgw session count

mme_enb connected count

mme_sctp association count

mme_slap enb status

ad

pgw

state

ip, enb id

00000
# 00 /7 000
mme_ue connected count / mme ue count
# 00000 eNB
mme slap enb status == 0

# [00 ESM 00000000O0OO

rate(mme esm procedure pending count[15m]) > O

ad

00000 P-GW 00
Oo0oo0o0oon

0 S1 00000
eNB[]

YOV e\B S1
00000 SCTP [0
ad

00 eNB [ S1[]
001 0ooe OoO



EMM (0000

0d

mme_attach count

mme_tau count

mme service request count

mme detach count

mme_auth count

mme security mode count

mme_identity count

# 5000000000

00
result,
via,

cause

result,

via, type,

cause

result,
cause

initiator,

type,
cause

result,

cause

result,
cause

result

0a

EPS (00000 result = O0/00/000
via = 00000000 cause[]

000000000C00000000 TAU type
0000/00/0000

0000/00000000a

[l initiator
OJue/mme/hss/sgw_pgw000000
a0

000000 cause =

mac_failure/synch_failure/timeo

0oda

NAS [0000000000/000

0o0oooa

sum(rate(mme attach count{result="success"}[5m]))
/ sum(rate(mme_attach count{result="attempt"}[5m]))

# (000000000

sum by (cause) (rate(mme auth count{result="failure"}[5m]))



ESM (0000

0d

mme_pdn_connectivity count

mme_pdn_disconnect count

mme_ bearer activation count

mme_bearer deactivation count

mme bearer modification count

mme_esm procedure timeout count

od

result, apn, cause

initiator, apn

bearer type,
initiator, result,
cause

bearer type,
initiator, result,
cause

result, cause

procedure type

0d

PDN (0000

cause []]

PDN 0000/0
0o

00000 APN [
PDN 0000

EPS 00000

EPS (0000

0odooooon/
00 EPS 0000
0oooo

000000 ESM
T3485 000



Juonoon

0d 0o 0o
: 00000 S-GW 0J0o00od s-
mme_sgw selection count sgw, result
GW 000
mme pgw selection count Sy LA 10000 P-GW DOO0000 P-
result GWI[APN 000

00 MME[DS10000000 x -

mme_mme peer selection count result
-7 - - 3gpp-mme: x-s10 ]

00 AMFON26[000000 x -

mme amf selection count result
- - 3gpp-amf:x-n26 ]

DNS []]

00 SGW/PGW/MME/AMF [0 S-NAPTR / DNS [0 [0


https://www.3gpp.org/DynaReport/29303.htm

ad

mme _dns query count

mme_dns query duration milliseconds

mme_dns _answer records

mme _dns resolution count

mme_dns resolution duration milliseconds

ad

query type,
result,
purpose

query type,
result,
purpose

query type,
purpose

purpose,
result

purpose

0o00oooc
00odoo B

Oo0oooac

000000

000
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000 S-NA
0o0d =0
ad

00 S-NAP
ooa



GTP-C (S11) [

0o

mme_gtpc message count

mme _gtpc request duration milliseconds

mme_gtpc_timeout count

mme_gtpc handler crash count

mme_gtpc_echo count

mme_gtpc modify bearer response count

—

ad

direction,

message type

message type

message type

message type

direction

result,
procedure,
cause

0d

0oooooa
GTP-C S1-

0oo

00000000
0oooon
Rl

0ooo

Hooooooo
GTP-C C

g GTP-C

Oo0oooon
000

0000/000C
00os11 [
aooa

00000000
result =
00/00/00
oo =
GTP-C O
1700

procedur:

= (00000

cause =
GTP-C L



0d

mme gtpc peer restart count

mme_gtpc path failure count

Diameter S6a [[]

0o

mme_s6a request count

mme_s6a request duration milliseconds

mme_s6a server_initiated count

—

—

ad

0o

command,
result code

command

command,

result

0d

Oooooooo
00 S-GW [

0oooo

0d
Oooooooo
00 S11 00
000

ad

0d

0000 Diame
000 MME S6

[JAIR/ULR/PL

[0 HSS [] S6a

0000000 HS:
S6a [I[]

[JCLR/IDR/D¢


https://www.3gpp.org/DynaReport/23007.htm
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https://www.3gpp.org/DynaReport/23007.htm
https://www.3gpp.org/DynaReport/29274.htm
https://www.3gpp.org/DynaReport/29274.htm
https://www.3gpp.org/DynaReport/29274.htm

# S6a (HSS) OO0 p95 O 5 000
histogram quantile(0.95,
sum by (le, command)

(rate(mme_s6a request duration milliseconds bucket[5m])))

S1AP []]

0d

mme_slap message count

mme_slap encode failure count
mme slap error indication count
mme_slap setup count

mme slap reset count

mme_erab setup count

mme erab release count

mme_initial context setup count

g

direction,
message type,
enb id

message type,
enb id

cause, enb id

result, enb_id

direction, enb id

result, cause,
enb id

result, cause,
enb id

result, enb id

g

0oooooa
eNB []J S1AP

0oo

S1AP 00000

00 eNB [
S1AP 00000

S1 0000
OeNB (000

SIAP[O0O/0
aooo

E-RAB [J0I00
ad

E-RAB [J00
oo

Oo0000o00a



Juonoon

0d 0d gd

00000 result = [J0/000stage =
O000000s-TMst /7 IMSIN

mme_paging count result, stage

kind,

. . 0 kind[0x2/s1/s10/n26/0000000
mme_handover count direction,

0oooon

result

MME [0/000000000000 [(0mme mme peer selection count,
mme amf selection count[][]

Juod

00 * duration milliseconds [J00000000000COO

1, 5, 10, 25, 50, 100, 250, 500, 1000, 2500, 5000, 10000

mme_dns_answer records (J00dd e, 1, 2, 3, 5, 8, 13, 21, 50[]

BEAM VM [

OmniMME [ BEAM [JO00000000C00OCO00000COOCO00000COO000




ad

beam memory total

beam memory processes

beam memory processes used

beam memory system

beam memory atom

beam memory atom used

beam memory binary

beam memory code

beam memory ets

beam processes count

beam ports count

beam atom count

beam vm uptime

# ETS (000000000

ad
BEAM VM [0000C0O0000OCO
000 Erlang O000COOO00000OO
Hooo0ooooooo
BEAM [00000000O0ETSODOOOO
0000000000000 + 0ooa
0ooo0oooon
0O0C00oobo0otOooobodotoooo00

000 BEAM 0000000004 <€ 00000000000

ETS 0J00000O0OmMNiMME [J ETS (JO00 UE/eNB [J
00000000000oo0000a

00000 Erlang 0000000OCOO0000CCOO

000 Erlang 000C000000COO0000CCO00O
SCTP/TCP 000

0000000000000000 GC — OU0noooobonao
0oooO

0 BEAM VM 0000000

beam memory ets / beam memory total * 100

# (U000000O0000000
beam vm uptime < 300



Juod

Il aoa

eNB []

0 mme slap enb status ==

NENEN

000 mme_ue_connected count == 0

UE [0

00000 sum(rate(mme attach count{result="success"}[5m])) /
sum(rate(mme attach count{result="attempt"}[5m])) <

0o
0.9

HSS

(S6a) sum(rate(mme s6a request count{result code!~"2.*"}
[5m])) > ©

adoc

GTP-C _ ,
increase(mme gtpc path failure count[5m]) > O

0o

GTP-C

o000 increase(mme gtpc handler crash count[5m]) > 0

ESM ]
0aa

mme_esm_procedure pending count > 100

0000 beam memory total > 3221225472

0ooo0

beam processes count > 50000



0d

0o
BEAM

0o

0000

000

beam vm uptime < 120

deriv(beam atom count[1Om]) > 100



NIDD [ T6a/T6b —
CloT IP

0 1P 0000 (NIDD) 0000000 (CloT / NB-1oT) 000000000000 O 1P 0000 0000 1P 000
0000 NAS 000000000 €loT EPS 0000000 (UE) DO0ODOO (MME) O000OMME 0000
T6a Diameter (0000 000000CO (SCEF)[

0000 0000T6a/Teb Diameter 00000 1D 167773460000000
§5.13 [JO0OONAS 000000 0 ESM 0000000

00000000 000 :nidd O000OOOMME 00000000 CloT 0000 1P PDN 000000 Tea
0ooo CloT MME O000000COOO

il

il

NAS (ESM DATA TRANSPORT) Teéa / TS 29.128
(Diameter)
UE <-----cmmmmmieiiiecececeee - > MME <-----c-c-cmomomnanaaa
--> SCEF <----> SCS/AS
0000 CIoT OO CMR/CMA ODR/ODA TDR/TDA

0 IP PDN [0 00 PGW[OOO sGW{OIO0 GTP-U OJ0000OMME J0000COOC 1P PDN 0000
0000 SCEF-ID [] MME [] T6a [ Diameter Session-Id [][][] SCEF[]
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MME [] SCEF [J Diameter 000000000 DRAQOOO S6a/S13 00 Diameter OO0 T6ea
— 00 :téa [ :s6a 00000

Juo

(TS 23.682 §5.13.1) J UE [J PDN [ "0 IP" 000000 APN OO APN 000 PDN-Type
= Non-IP (4) [J[] SCEF-ID[]"Invoke SCEF Selection" [J0J000 3 DOOOOMME — 000
0 PGW (IO GTP-C J00O0 — 0 SCEF 0 000000 (CMR)O

AVP 0
Connection-Action CONNECTION ESTABLISHMENT (0O)
Service-Selection APN[OO non-ip[]
User-Identifier { User-Name = IMSI }
Bearer-Identifier 000 EPS O0O0OO

Destination-Host / -Realm  [JJ00 SCEF-ID O

0000 000000 (CMA, Result-Code 2001) [JUMME [JO0 IP PDN 00000 EPS 000000
0000000 UE 00 0000 C€leT EPS (000 PDN 0000000000000 CONNECTION RELEASE
(1) 0 CMR O00SCEF 000 €MR 00000000

NN

(TS 23.682 §5.13.4) UE [] NAS ESM 00000000 exEBO000000000C0 P OOOMME OO
000 SCEF 00 Tea 00000000 (ODR)O Non-IP-Data AVP 00000000

UE --ESM DATA TRANSPORT (user data)--> MME --ODR(Non-IP-Data)-->
SCEF



Juonoon

(TS 23.682 §5.13.3) SCEF [J] T6a 00000000 (TDR) 00000 P OOOMME [ Non-IP-
bata AVP 0000 NAS ESM (000 0 VEQQOO SCEF 0 00000000 (TDA)[

SCEF --TDR(Non-IP-Data)--> MME --ESM DATA TRANSPORT (user data)-->
UE
MME --TDA(Result-Code)--> SCEF

TDR [0 0000 (iMS1) + 0000 (EBI) 00 VEOOOOOO VE 00 SCEF 0OOMME [0
UNABLE_TO_COMPLY (5012) (00 SCEFJQJ0 SCEF O000000000/00000

il

poooood

1. 00 NIDD [0 MME 00000 CloT OO0

config :mme, :nidd, enabled: true

2. [] SCEF [J00 Diameter [0 ] :diameter ex [J :peers 000000000 DRA [

000 :téa JOO0OO :diameter gen 3gpp tea[j0dID 16 777 346 000000
applications: 0000

[0 IP APN 00 HSS 00000000 APN [O0PDN-Type = Non-IP (4) 00 SCEF-ID[]

0o 00000000000 NB-1oT 1P 000 s1lu_ip 000

NB-loT IP JJJ000O00 CloT (S11-U)
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warning J00000000000CO PLMN O0000000OO

level=warning msg="invalid PLMN override file; using shipped
defaults only"
path=/etc/omnimme/plmn.exs error=<reason>

Jo0OC0oHOobOtOoOOooOtObbOtoodooboooodoo0a

IMSI 000 API

0000000 IMSI O000000/PLMN 0 MME 00000000000 — U00DO00000C000C00000000Oa
0ooooo

GET https://<mme-host>:8443/imsi/{imsi}
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a0 a0 a0
imsi ao0 Oooo IMsId
mcc aon 000000 IMSI 00000000000
mnc aoo 000000 IMSI 00000000000
00o |
operator aull 00000000 PLMN 000000 null{d
000 |
country aull 00000000 PLMN 000000 nullf
mnc_length 0 MNC 0000002 0 300
0000000 PLMNOOD true JOO00OOOCD IMSIOOO
matched 10
[ false[]
classification aog home [] roaming — MME 0000000000000O0
00 — 00000

{

"imsi": "001010000000001",

"mcc": "OO1",

"mnc": "O1",

"operator": "[OOOOOO",

"country": "example country",

"mnc_length": 2,
"matched": true,

"classification":

00 — 00000 PLMNOOOOO

"home"



"imsi": "999970000000001",
“mcc": "999",

"mnc": "970",

"operator": null,
"country": null,
“mnc_length": 3,

"matched": false,
"classification": "roaming"

matched: false 000000 roaming OO0OO0COOO0COOCO PLMN OO0COOOCOOOOC
PLMN 0000000000 matched OO0 true OO0 operator/country 00 5-15 OO00000
IMSI [J[] 400 Bad Request[]

Hoon
000000000 / 00 SGW I

0000000000000000000 SGW O PGW 00000000

0000

* (0000 PLMN O PLMN [JO0000COO0000CU — O000OCOOOOL/DNS O type:
: roaming (0000000000COOO

* 00000 PLMN O00CO00000000OC0 00 MCC/MNCH
0ooon

1. 000000 IMSI PLMN not in PLMN table 000 PLMN 000000000
2.0 GET /imsi/{imsi} [J0J classification [] roaming[]

3. 00000 type: :roaming 000 SGW/PGW 0000 DNS 0000000
[

[0 API []J[] operator: null / matched: false

00000C000000000 null 00000 matched: false[]



0000000000« PLMN 0000000000 00000000000 APHOO matched O00
truel]

DNS (000000

0000000000000000 SGW/PGWIO selection method [ :dns lookup [
a00ao

* OO0O000000O00O type(] :home / :roaming [J] DNS (000
« 000000000 x-s11 / x-s8-gtp S-NAPTR 000

0000

1. 0000O000OD type O DNS OO0000OO 0o
2. 00000000000 TAI-FQDN / APN-FQDN 00000000



SGs — CS SMS-
over-SGs

SGs [J0 00 MME [J 2G/3G [J00000/0000000OMSC/VLROOD LTE 0000000 EPS 000000
0o0o00b0oocspona

* CS [J0CSFBO0 — [ LTE 00000OOCCOOOOOMME [0 UE (000 2G/3G 00000
* SMS-over-SGs — (000 SGs 000 UE O MSC 000000000000 SMS 000

0ooa 0SGsAP 0000000000 0CS 0000000

00000000 SGs 00oO00000oobOooooon =sgs OOOOMME 0000000 MSCOOOOOO
UE [0 CS 0000000000OD0ODOD000OO MMEDCS 00 41y DO0oo00
Oesfb_enabled JO0OO000OCOO00OO00OCOOOOO0O0OOC SMS-over-SGs[]

il

il

MME [J SGs 000 SCTP 00000000 MSC/VLROOOOO 291180000000 SCTP 0000000
0o00o0o00a
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NAS —»  eNodeB SLAP J SCTP— »  OmniMME +—SGsAP | SCTP 20118

LE MSC | VLR

: 2G [ AG\nGERAN | : b
S Fallback redirect - UTRAN woice call—

00 00
MME SCTP 0000 MSC 00000O000000SMS [0 CSFB 0000 SMS 000 UE
MSC / VLR SCTP 00000 VE 0 CS 0000 MT 0000000 MT SMS

eNodeB 0 UE 0 MME (000 NASOO €S 00000000 2G/3G 00009 9 €

1

ON000000OMME 000000 MSCO0000 SCTP 0000000 SGsAP RESET-INDICATION[0
MSC 000000 MME 0000000000 I00OOOOOOMME Q0 reconnect ms
000000

[ Disconnected ]

enabled ¢onnect failed (retry
after reconnect_ms)

comme-lost (retry after

Connectin
[ g ] reconnect_ms)

SCTP comm-up +
RESET-INDICATION

[Connected}
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J00dn TAU

0 UE 000 00 EPS/IMSI 00000 TAUOOOO0000000000EPSOOOOOOOOOOD SGs OOMME
00 LOCATION-UPDATE-REQUEST 000000 MSCOO000 MSC 00000000000

I

‘ Disconnected ‘

7
.f//’ )
enabrle connect failed (retry
after reconnect ms) \
d \
[ comm-lost (retry after
‘ Cnnnectingl ( d
i ) reconnect_ms)

\ |
SCTP comm-up +
RESET-INDICATION

Connected ‘

00 MSC 000000000 tu_timeout_ms [OO0OMME 0000 O EPS 0000 — 0OOOOOO0OO
MSC [000000000000CO0O000000000000000VE Ooono €s ooo

SGs [|[] SMS

0000 SGsAP unitdata (000 VE 0 MSC 000000OMME 00000000 NAS 00000



‘ MSC/VLR ‘

0000 SMs

00 NAS [Oosms

SGsAP DOWNLINK-UNITDATA (NAS SMS)

0000 SMS

00 NAS [Oosms

SGsAP UPLINK-UNITDATA (NAS SMS)

0000 €S do0oo

‘ MSC/VLR ‘

0 MSC 0000 UE 00 €S 0000 sMsOioooo sGs fioooMME 000 VE 000000000
eNodeB [0 €S [ 0000000000 VEOMME (00 MSC[]

MSC/VLR

MSC/VLR

SGsAP PAGING-REQUEST

SGsAP SERVICE-REQUEST

SGsAP PAGING-REJECT (imsi-unknown)

SGsAP UE-UNREACHABLE

MME

eNodeB(s)

UE

[UE O]

S1AP Paging (CN domain = CS)

000000OMT CSFBQ

[IMs1 00l

[000 eNB]

og

eNodeB(s)

UE




CS [00ooon

CS 00000 000 esfb_enabled O00OO0OOCOOOOCOOD VE O 000COD OO0 MME 00 SGs
00 MSCO00 eNodeB — 000 €S 00000 0 STAP UE 00000 — 0 VE 0000 26/3G 00
0o

UE MME MSC/VLR

0000 SMs

SGsAP DOWNLINK-UNITDATA (NAS SMS)

.

00 NAS 00O0SMS[

-
-

0000 sms

00 NAS [J0sMs

>
SGSAP UPLINK-UNITDATA (NAS SMS)

k4

UE MME MSC/VLR

0 csfb_enabled 00 UE [ SGs JUOOMME [1 0000 O0000CO0 — 00000000 MME 000
0o

il

SGs 00 runtime.exs [] :sgs (0000O0000CO00OCOOOOCOO



config :mme, :sgs,

# SGs [JO000OO
enabled: true,

# CS 000 - 000000000
csfb enabled: false,

# MSC / VLR [JOOMME [O0O00O0
vir_ip: "10.0.0.10",
vlr port: 29118,

# [0 MSC 00O MME OO
mme_name: "mmec0l.mmegi8001.mme.mncOO1l.mccOO1.3gppnetwork.org",

# 00
reconnect ms: 5 000,

lu timeout ms: 4 000



il

ad

enabled

csfb enabled

vlr ip

vlr port

mme_name

local ip

reconnect ms

lu timeout ms

0o 0o

[ false

[ false

0

m

0

a0

0 29118
0oo

i FQDN
0
S1AP ]

- []IP

0 5000

[ 4000

0d

SGs 00000000 falsedOOO :sgs OO

UOMME 0000000 MSCOO000000OC0O0O
MME[]

0000000000 €S 00 00 00000 SMs-
over-SGs (000000 false 00000
CS 0000000000 SMS-over-SGs[
enabled [] true[J0000O0

MME 000 MSC/VLR 1 IPv4 000

MSC/VLR [ SCTP 0000 SGsAP 000
29118000 [

0 SGsAP MME [J0] IE 00 MSC 000
MME [0 FQDN[ 00

00 = 55 00000000000 MME 00 /
GUMMEI 000

MME 00000 SGs 00000 ev4 00000
00 S1IAP 00 1P

00000000C0O0SCTP O000D0o0Onoo0O
000000

00000 EPS 00D000CDOO0OOO MSC [
LOCATION-UPDATE-ACCEPT 000
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ad ad ad 0d

00000000000000000 MSC OO EPS O
0d

il

00 1] SMS-over-SGs[][] CS [

config :mme, :sgs,
enabled: true,
csfb enabled: false,
vlr ip: "10.0.0.10",
mme_name: "mmecOl.mmegi8001.mme.mncOO1l.mccO01.3gppnetwork.org"

00000 MME 000000 UE 000 MSCOO000000O0D sMSOi0n0oo €S fiiiotiooooog

000 000000 MSC O LTE 0000 sMsOioo VolTE [000000ODOO0000O

00 2000 €S Joood + sMS[

config :mme, :sgs,
enabled: true,
csfb _enabled: true,
vlr ip: "10.0.0.10",
vlr port: 29118,
mme_name: "mmecOl.mmegi8001.mme.mncOO1l.mccO01.3gppnetwork.org",
reconnect ms: 5 000,
lu timeout ms: 4 000

00000 00 SMSOO00C00000 VE 0000 26/3G JO000000OMSC 00 SGs 000

000 00 Vol TE [ LTE 00000 2G/3G 0000



il

ad

[o:
a0

0o

SGs 00000 Prometheus 00000000

mme_sgs_message count

0oa
: 0 MSC/VLR [J00 SGsAP 000

ao:

0o
a0
0o

direction — inbound ][] MSC[]] outbound[J[] MSC[]

message type — SGsAP [J[000 location update accept[Jpaging request[]
downlink unitdata

mme_sgs_procedure count

0o
MME [J 5Gs 000000

ao:

* procedure — [J[] location update accept[lpaging request[]

downlink unitdata[]Jreset indication

* result —[][] associated[]rejected[]paged[Jue unreachable[]relayed[]

[o:
0o
[

acked

mme_sgs association event count

0o
SGs SCTP 000000000

-

e event — connect attempt[Jcomm up[Jcomm lost[Jconnect failed

[o:
0o
[

mme_sgs association up
aoa
SGs [ MSC/VLR 0000000000 1 00000 e OO



jooo

# SGs (000000

mme_sgs_association up

# 0000000000 SGsAP (000
sum by (direction, message type) (rate(mme sgs message count[5m]))

# 00000000000
sum by (result)

(rate(mme _sgs procedure count{procedure="location update accept"}

[5m]))

# 00000 UE O €S OO0
rate(mme_sgs procedure count{result="ue unreachable"}[15m])

# 1000000000
increase(mme sgs association event count{event="comm lost"}[1h])

Hodo
SGs 00000

[0: mme _sgs association up [0 00000 connect failed [
aooo:

e vlr ip / vlr port 0000 MSC OO0 SGsAP O0O0000
e 00000 MME O MSC OO SCTP

* (00000000 MSC OO
oooo:

1. 00 MSC 0000 SGsAPOOOOO 29118000000 MME 00
2. (00000000 MME [0 MSC 00 SCTP[
3.00 vir ipdvlr port 00000000



000000000 EPS

00: 0000000 VE 0000000 €S oooo

oooo:

* SGs [JI9€00000 MME 000 VE OO0 MSC
e MSC [J[] LOCATION-UPDATE-REQUESTIIODOOOO VLR 0000
e MSC[O0O00 lu_timeout ms

aooo:

1. [0 mme sgs association up [] 1[]

2. 000 mme sgs procedure count{procedure="1location update accept"} [

rejected 00000 MSC 00000 €S 000
3. 00 MSC 000000000 Wu_timeout ms[]

Jo0000d0oo*“ces doooooo™
00: D00000000000000000

oooo:

* csfb enabled [J false[00O00
« UE [J SGs 0000000000000 EPSO

oaoo:

1. 00 csfb_enabled: true [JO0 CS J0000
2. [0 UE 0000000RO00000






