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config :diameter_ex,
diameter: %{

# Diameter 000000
service name: :omnitouch twag,

# [0 Diameter U000 IP OO
listen ip: "10.5.198.200",

# Diameter [O000000OOOO 38680
listen port: 3868,

# Diameter Origin-Host
host: "omnitwag",

# Diameter Origin-RealmJJ000000000
realm: "epc.mnc057.mcc505.3gppnetwork.org",

# Diameter [JOOHSS[DRAJAAA 000
peers: [

%{
# 00 Diameter Origin-Host
host: "omni-hss0l.epc.mnc@57.mcc505.3gppnetwork.org",

# 00 Diameter Origin-Realm
realm: "epc.mncO57.mcc505.3gppnetwork.org",

# 000 IP 000000 HSS 00O DRAQO
ip: "10.179.2.140",

# 000000000 3868[]
port: 3868,

# [0 TLS QO00O0OO
tls: false,

# J0000:diameter tcp [J :diameter sctp]
transport: :diameter tcp,

# 00000000t ruef00000CO0Ofalseq
initiate connection: true
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config :omnitwag,
radius config: %{
# [0 RADIUS (JOOOO IP 0OOO
# (00 = 00000O0O0O0COC
allowed source subnets: ["10.7.15.0/24", "192.168.1.0/24"],

# RADIUS [000CCCO
# 10 AP (000000
secret: "YOUR_STRONG_SECRET_HERE"
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* 00000 RADIUS 0000020 oOO000
e ] allowed source subnets [JJ AP [0
* 000000O00000000 1812/1813 000

0000000
allowed source subnets: ["10.7.15.0/24", "192.168.1.0/24"]
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Prometheus [][][]

U config :omnitwag[]

config :omnitwag,
prometheus: %{
# Prometheus [0
port: 9568

}

00000 http://<twag-ip>:9568/metrics

Hooo

d ad a
1812 UDP RADIUS [
1813 UDP RADIUS [0
3868 TCP Diameter (SWx [] HSS/DRA)
443 TCP HTTPS Web OO0

8444 TCP HTTPS REST API

9568 TCP Prometheus []]

Juoad

Hooooo
OmMNITWAG 000000000 WiFi AP 00000



« WPA2-[J]]802.1X [J]
« RADIUS 0000
e EAP-AKA [

J0000Cisco Aironet[JAruba[JUbiquiti UniFi[JRuckus[][]] hostapd [] AP

00 AP 000
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RADIUS (0000000 TWAG 0000
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Cisco AP [

CLI 000

I 00 RADIUS OO
radius-server host 10.5.198.200 auth-port 1812 acct-port 1813 key

YOUR SHARED SECRET

I 00 SSID OO 802.1X

dotll ssid OPERATOR-WIFI
vlian 10
authentication open eap eap methods
authentication network-eap eap methods
authentication key-management wpa version 2

! 0 SSID 000000
interface Dotl1lRadio®

encryption mode ciphers aes-ccm
ssid OPERATOR-WIFI

Web [0

1. 00 000 - AAA - RADIUS [
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# /etc/hostapd/hostapd.conf

interface=wlan0®
driver=nl180211
ssid=0PERATOR-WIFI

# WPA2-[]

wpa=2

wpa_key mgmt=WPA-EAP
wpa pairwise=CCMP
ieee8021x=1

# RADIUS [0

auth server addr=10.5.198.200

auth server port=1812

auth server shared secret=YOUR SHARED SECRET

acct _server addr=10.5.198.200
acct server port=1813
acct server shared secret=YOUR SHARED SECRET

# EAP [0
eap server=0

# [0 2.0000 - O0OOOOOCO

interworking=1

internet=1

angp 3gpp_cell net=505,057

domain name=wlan.mnc@57.mcc505.3gppnetwork.org

nai realm=0,wlan.mnc057.mcc505.3gppnetwork.org,0,21[2:1][5:7]
roaming_consortium=505057

hs20=1
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# (0 2.0 / Passpoint [
interworking=1
internet=1

asra=0

esr=0

uesa=0

# ANQP [0
angp_3gpp_cell net=505,057
domain name=omnitouchns.com,wlan.mnc®57.mcc505.3gppnetwork.org

# NAI 000
nai realm=0,wlan.mnc057.mcc505.3gppnetwork.org,0,21[2:1][5:7]

# J00<00>,<00>,<eap-[0>[auth-id:auth-val]
# 21 = EAP-AKA

# 2:1 = J000O0OSIM

# 5:7 = [0 EAP 000000 EAP-AKA[

# 0000
roaming consortium=505057

# MCC=50500000MNC=06570000000

# 00000000
venue group=1

venue type=8
venue name=eng:[J0000 WiFi

# WPA2-0000

wpa=2

wpa_ key mgmt=WPA-EAP
rsn_pairwise=CCMP
ieee8021x=1

# RADIUS 0000 OmniTWAG[

auth server addr=10.5.198.200

auth server port=1812

auth server shared secret=YOUR SHARED SECRET

acct server addr=10.5.198.200
acct server port=1813

acct server shared secret=YOUR SHARED SECRET

# SSID [0



ssid=0peratorWiFi
utf8 ssid=1

# 00 2.0 00
hs20=1
hs20 oper friendly name=eng:[J00 WiFi [
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e Diameter [JJJJO0OHSS/DRA 000

Prometheus []]

[0 Prometheus [[] TWAG [0

# prometheus.yml
scrape configs:
- job name: 'omnitwag'
static configs:
- targets: ['10.5.198.200:9568']
metrics path: '/metrics'
scrape interval: 15s

nooon
RADIUS 00000

* radius access request count - [J000 RADIUS 0000000
e radius access accept count - IO0000O0O0

* radius access reject count - 000000000

* radius access challenge count - 0000000000

e radius accounting request count{status type} - I000O00O0000O0O0OO0OO
O00000000000000O

* radius active clients count - 000000000 5 O0OOOOO
radius access points count - (0000000 5 000000

EAP-AKA 0000

* eap aka identity count - EAP-AKA 0000
* eap aka challenge count - EAP-AKA 0000
* eap aka sync failure count - [JO000SQN O0O0O0O0OO



* eap aka auth success count - [0

» eap_aka_auth_reject_count - 00000
Diameter [

* diameter message count{application, command, direction} - (]

Diameter J0000000000000000
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 vm memory total - Q0000000000

e vm memory processes - Erlang 00000000000

e vm _memory processes used - Erlang O000000000C000O00C00COO
e vm _memory system - Erlang (0000000000000

e vm_memory atom - (0000000000

* vm_memory atom used - (00000000C0O0CO0O0COOCOC

e vm_memory_binary - 000000000000

e vm_memory_code - (000000000000

e vm_memory ets - ETS 0000000000

Erlang VM 000

e vm system info process count - [J{] Erlang 0000

* vm system info port count - 000000

e vm system info atom count - 00000

* vm system info schedulers - 00000

* vm system info schedulers online - Q000000000

Erlang VM 00000

e vm statistics run queue - 0000000000

 vm total run queue lengths total - (0000000000CCOO0
* vm total run queue lengths cpu - CPU 0000000000

« vm total run queue lengths io - 10 0000000000

0000
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00000 Prometheus 000 http://<twag-ip>:9568/metrics [0
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O0000systemd[]

# 000000
journalctl -u twag -f

# 00 100 0
journalctl -u twag -n 100

# (000000000
journalctl -u twag -b

# 00000000
journalctl -u twag --since "2025-10-12 10:00:00" --until "2025-10-

12 11:00:00"
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1. 00 TWAG 000 journalctl -u twag -f
2. 00 AP [ TWAG [JO0 RADIUS 0000000
3. 00 RADIUS 0000000 TWAG[ tcpdump -i eth@ port 1812
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Diameter [
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1. 000000 telnet <hss-ip> 3868
2. 0 Diameter [JJ0Origin-Host[JOrigin-RealmJ000 IPJ

3. 00 HSS/DRA 00000000
4. 0000000 TCP 3868
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1. 00 HSS 0000
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3. 00 TWAG (000000 top O htop
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# [0 RADIUS [
tcpdump -i eth® -n port 1812 or port 1813 -w radius.pcap

# [0 Diameter [
tcpdump -i eth® -n port 3868 -w diameter.pcap

# 000 AP [0
tcpdump -i eth® -n host 10.7.15.72 and port 1812 -w radius-

apl.pcap

(0 Wireshark [JJ000 RADIUS [] Diameter [J0000

0oooon



00000000 TWAG (000000

# [0 shell 00000 TWAG
iex --sname debug --remsh twag@hostname --cookie <cookie>

0 1Ex 0000

# 000000000
CryptoState.keys()

# 00000000
CryptoState.get("0505338057900001867@wlan.mncO57.mcc505.3gppnetwork.c

# 0000 AP
APState. list()

# 000000
ClientUsage.list()
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