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EAP authentication [via AP)

Post-accept: read AP credential
breakout_type [ address_source { ip_pool_id

alt [Tunneled (home-routed)]

GTP-C Create Session Request

Create Session Response (PAA + PCO)

Read LE IP from PAA
Read DNS from PCO
Pre-allocate DHCP lease for UE MAC

[NSWO, address_source :pool]

Allocate a fixed IP from the pool
Pre-allocate DHCP lease for UE MAC

[NSWO, address_source :dhcp]

Bind the UE MAC to the pool
(address is dished out on DISCOVER)

DHCP DISCOVER (via GRE)

DHCP OFFER (allocated IP)

DHCP REQUEST

DHCP ACK {IP + subnet + gateway + DNS)

Access Point OmniTWAG PGW
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’ Establishment: bind UE MAC to pool

DHCP DISCOVER

allocate next free address (keyed by MAC)

10.100.0.5

Record lease for MAC

DHCP OFFER (10.100.0.5)
DHCP REQUEST

DHCP ACK (IP + subnet + gateway + DNS)
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config :omnitwag,

# DHCPv4 OO

dhcp: %{
enabled: true,
interface: "wlan@",
server ip: "10.0.0.1",
default lease time: 3600,
default subnet mask: "255.255.255.0",
default gateway: "10.0.0.1"

},

# IPv6 (0000
ipvb ra: %{
enabled: true,
interface: "wlan0",
ra_interval: 30,
hop limit: 64,
router lifetime: 1800
b

# DHCPvo6OOOIOIOOO

dhcpv6 dns servers: ["2001:4860:4860::8888",
"2001:4860:4860::8844"],

dhcpv6 domain list: ["example.com"]
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:allocate]
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[ :dhcp, :discover]

[ :dhcp, :discover,

:pool allocated]

[:dhcp, :

discover,

:no_allocation]

[:dhcp, :ack]

[:dhcp, :nak]

[:dhcp, :release]
[:dhcp, :decline]
[:dhcp, :inform]

[ :dhcp, :packet,
:malformed]

[:dhcpv6b, :info request,
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[:dhcpv6, :solicit,
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[ :dhcpv6, :request,
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[:dhcpv6, :info_reply, DHCPv6  [000000000
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:remove]
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pool  OmniTWAG [I00000OOOCCOO000000OOOOCCOOOO

dhcp OmniTWAG DHCP 00000 UE 0 DHCP DISCOVER O0O000000000CO

AP RADIUS credential
address source = pool
or dhcp
ip_pool id
I

I
ip_pool id
|
4
IP pool
cidr / gateway /

dns_servers / lease_time

~ N

address source = pool address source = dhcp
: o }
pool addressing dhcp addressing
(fixed address per (DHCP server hands out
session) an address)

~

UE (NSWO session)
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1. 000000 RADIUS 00000000



2. OmniTWAG 000000 ip_pool id OO0O00O0OO
3. OmniTWAG 0000 address source [0

4.0 address source [J poolJOmniTWAG JO0000O0OO000000OO

5.0 address source [J dhcp[JOmniTWAG [0 UE J DHCP DISCOVER{] DHCP
OO0000o0R000000

6. OmniTWAG (0000000000 DNS 000000 VED

OmniTWAG IP pool

RADIUS authentication (credential)

UE Access Point

Read ip_pool_id and address_source

Look up the linked pool

- [address_source = pool]
Fixed address for the session
Address, gateway, DNS
[address_source = dhcp]
DHCP DISCOVER
Take an address from the range

Address

OmniTWAG IP pool

DHCP OFFER (address, gateway, DNS)

UE Access Point
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REST API

OmniTWAG REST API 0000 API 000000 84440000 HTTPS 000000000000
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0o 0o
GET /ip_pools
GET /ip _pools/{id}

POST /ip pools

PUT /ip pools/{id}
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200 OK
201 Created
404 Not Found

422 Unprocessable Entity
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"count": 1,
"ip pools": [
{

"id": "Odle2f3a-4b5c-6d7e-8f90-1a2b3c4d5e6f",
“name": "Melbourne guest WiFi",
“cidr": "10.60.0.0/24",
“gateway": "10.60.0.1",
"dns servers": ["8.8.8.8", "8.8.4.4"],
"lease time": 3600,
"allocated": 12,
"inserted at": 1734512400000,
"updated at": 1734512400000

}
]
}
Hooooood
000

POST /ip pools

{
"“name": "Melbourne guest WiFi",
“cidr": "10.60.0.0/24",
"gateway": "10.60.0.1",
"dns servers": ["8.8.8.8", "8.8.4.4"],
"lease time": 3600

}

0000000 261 Created JU000000 id 00000 gateway 00000 CIDR OO00000000000O
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{

“name": "Broken pool",
“cidr": "10.60.0.0/31"
}

(00422 Unprocessable Entity[]]

{

"error": "cidr too small: 10.60.0.0/31 has no usable hosts"

}
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http://<twag-host>:9568/metrics

Prometheus [00000000000000C00000000000000 [:radius, :access,
:request, :count] [0 radius access request count[]
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000000000 [0 RADIUS Access-Request/Response [

0d

radius access request count

radius access accept count

radius access reject count

radius access challenge count
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0d

0o

0d

0o

0d

0o

0000 RADIUS Access-Request
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# (00000
rate(radius access request count[5m])

# 0000000 EAP OO0
rate(radius access challenge count[5m])

# 00000
sum(rate(radius access accept count[5m])) /

(sum(rate(radius access accept count[5m])) +

sum(rate(radius access reject count[5m])))
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JO00R000000OROODODUORDO0OD00 O
O
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O

radius auth unauthorized source count []
O
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O
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radius access rate limited count b
0
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credential id

nas_1ip

Ooooooog
APJI0000
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0 NAS 00C

rate lim
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# (000 APOOOOO0OO0
increase(radius auth unauthorized source count[1lh])

# 0000000 AP
sum by (source) (increase(radius auth bad secret count[1h]))

# 00000 NAS (0
sum by (nas ip) (increase(radius access rate limited count[15m]))

RADIUS [

0ooa 0 RADIUS 0000

radius_accounting request count

000 000
0d 0d

status type [00€€00000000

000000 start, stop, interim update, accounting on, accounting off[]

0ooto

# 1000000
rate(radius accounting request count{status type="start"}[5m]) *

60

# 1000000
rate(radius accounting request count{status type="stop"}[5m]) * 60

EAP []]

0o0oooooa 0 EAP-AKA 0000 EAP-SIMUEAP [0000ERPOOO0 EAP OO0
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eap aka identity count

eap aka challenge count

eap aka sync failure count

eap_aka auth success count

eap aka auth reject count

eap aka client error count

eap auth rejected count

eap_process crash count

eap _sim start count

eap _sim auth success count

eap _sim auth reject count

eap _erp initiate count
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eap_erp success count

eap erp mac failure count

eap _erp fallback count
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# (00000000 - OO0 > e DooO

0o

0d
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000 EAP ERP 00000

EAP ERP MAC 0000

EAP ERP Q00000000 reason([]

increase(eap aka sync failure count[1lh])

# (00000 AKA 00

rate(eap aka auth success count[5m]) * 60

# EAP [00000COOOOCO

increase(eap process crash count[1lh])
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radius active clients count b Twag.Session.Client []
[
NN
radius access points count B b UO00000 ApPSstate OO0
, , [0 nas ip,
radius clients per ap count . 00000000000
U ssid
(0000000000 start,
: : : [
radius active sessions count 0 status stop,

interim update[]]

—

_ _ . [ start []
radius active sessions total [ : ,
0 interim update 0000

0000

# [0 5 00000 AP
topk(5, radius clients per ap count)

# [1 SSID OO0
sum by (ssid) (radius clients per ap count)

# 0000000000000
delta(radius active sessions total[5m]) < -10
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radius data bytes in 00

radius data bytes out ad

radius session total time [

0000

# [J000OMBO

0o

o

0o

0d

00000000000ACct-Input-Octets[][]

0000000000Acct-Output-
Octets[][]

O000000000Acct-Session-Time[][]

(radius data bytes in + radius data bytes out) / 1024 / 1024

# (0000000

radius _session total time / radius active sessions total

TWAG (10000000
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twag session teardown count

twag bearer modify command count

twag bearer update count

twag detach cleanup start count

twag detach cleanup complete count

twag detach pgw delete count

twag detach liveness timeout count

twag liveness arp probe success count

0d

reason

g

Oooooooo

accounting stop
admin disconnec
network disconn
identity timeou
liveness timeou

000000 PGW Modi
Bearer-Command

000000 PGW Upd:
Bearer [J[]

Ooooooa

0oooooo

00000 PGW Deletze
Session [

Ho00o0o00o0Oo

00000 ARP 000
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twag liveness arp probe failure count

twag handover in count

twag handover out count

twag handover ap change count

0000

# 000000000

0d

source

cause

ad

00000 ARP 000

Handover-in [J[]

Handover-out [][][]

000 AP 00000

sum by (reason) (increase(twag session teardown count[1lh]))

# 000000000000

increase(twag session teardown count{reason="identity timeout"}

[1h])

# [ UE (00000000

increase(twag detach liveness timeout count[1lh])

J00Gy 0000 twag gy quota blocked []J twag gy quota unblocked []
Twag.Session.Client (0000000000 Prometheus 0000000000 /metrics 00

Ho00o0000000C0



Gy 00000

0000000 Diameter Ro/Gy (0000000 NSWO 00000000 O

0
1l 0 1l [
0 000 OCS 00000000 type O
twag gy ccr_sent count 0 type initial, update []
[ terminate[]
[
twag gy ccr _error_count 0  type CCR O00000OCO
O
- type,
twag gy cca received count [] 0 OCS JIIODO0Oooo
0 result

0oooo

# 0000 CCR 0000
sum by (type) (rate(twag gy ccr sent count[5m]))

# CCR [0
sum by (type) (increase(twag gy ccr _error count[1lh]))

# CCA OO
sum by (result) (rate(twag gy cca received count[5m]))
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sta asr received count i 1}

sta rar received count 0 0

sta str received count i U

sta session disconnect count []

sta session reauth count b

Diameter (][]

diameter message count

000 000

reason

re auth type

0d

0000 Abort-

Session-Requests[]

0000 Re-Auth-
Requests([]

000 Session-
Termination-
Requests(]

STa 00000

STa (000000



0d 0d

application Diameter 000000 swx, sta[d

command OOO0000 MAR, MAAT
direction inbound [] outbound(]
o000

# 000000 Diameter (OO0
sum by (application) (rate(diameter message count[5m]))

NSWO []]

0 0] 0
nswo allocate count [JO0 NSWO [0 IP OO0

nswo release count 000  NSWO OO IP OO0

DHCP []]

0000000 DHCPv4 J00discover.pool_allocated (000 NSWO 000000000COOCO
000000
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dhcp lease allocate count

dhcp lease deallocate count

dhcp discover count

dhcp discover no allocation count

dhcp discover pool allocated count

dhcp ack count

dhcp _nak count

dhcp release count

dhcp decline count

dhcp_inform_count

dhcp packet malformed count
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# [0000ONSWO [0000

rate(dhcp discover pool allocated count[5m])

# (0000 DISCOVER

increase(dhcp discover no allocation count[15m])

OOODHCP O000000000C0CCO0 dhep_lease_reap UOOOO0OOCD Prometheus [0

0000000 /metrics 0000

DHCPvV6 [] IPv6 RA [

0l
dhcpv6 info request received count
dhcpv6 solicit received count
dhcpvbe request received count
dhcpve info reply sent count
dhcpv6 advertise sent count
dhcpve reply sent count
ipvb ra prefix add count
ipvbe ra prefix remove count

ipv6 ra advertisement sent count

WLCP ][]

000000000000000 WLAN (0000

0o

aoa
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aod

aoa

aod
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IPve RA 0000
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wlcp packet received count
wlcp packet received bytes
wlcp packet malformed count
wlcp packet unregistered count
wlcp pdn request count
wlcp pdn accept count
wlcp pdn reject count
wlcp pdn disconnect request count

wlcp pdn disconnect accept count

Erlang VM []]
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0d
vm_memory total

VI_memory processes

0d

0o00o0ooOo

Erlang 00000000

vm_memory processes_used  [JUO000O0O0O
vm_memory_system 000000000
vm_memory atom 00000000
vm memory atom used U000000000
vm_memory binary 000000000
vim_memory code 0000000000
vm_memory ets ETS 00000 AP 000000000
[

0d 0o
vm_system info process count 00 Erlang 00000
vm_system info port count a000000
vm system info atom count Uoddoon
vm_system info_schedulers ©o0000000

vm_system info schedulers online  [0000000O0
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0d ad

vm_statistics run_queue Jooddoon

vm total run queue lengths total [JJO0O0000O0

vm_total run queue lengths cpu CPU O000O00OOO

vm_total run queue lengths io 10 000000000
000

# (000MBQ

vm_memory total / 1024 / 1024

# [0000000000Oa

avg over time(vm statistics run_queue[5m])

(1 Grafana [][]

joad

# 0000
sum(rate(radius access accept count[5m]))

# 00000
sum(rate(radius access reject count[5m]))

# 000000
100 * sum(rate(radius access accept count[5m])) /

(sum(rate(radius access accept count[5m])) +
sum(rate(radius access reject count[5m])))



0 AP [

# [ AP [J000Access-Request [ nas_ip (0000000000
sum by (nas ip) (rate(radius accounting request count[5m]))

# [ AP 000
radius clients per ap count

Juooooood

# (000000000
sum(increase(radius access reject count[1lh]))
sum(increase(radius auth unauthorized source count[1h]))
sum(increase(radius auth bad secret count[1lh]))

# 0000
sum by (reason) (increase(twag session teardown count[1lh]))

jooo

# [0000OMB[
(radius data bytes in + radius data bytes out) / 1024 / 1024



Hond
0000

groups:
- name: twag critical
rules:
- alert: HighAuthenticationFailureRate
expr: >

sum(rate(radius access reject count[5m])) /
(sum(rate(radius access accept count[5m])) +
sum(rate(radius access reject count[5m]))) > 0.1
for: 5m
labels:
severity: critical
annotations:
summary: "[000000 (> 10%)"

- alert: EAPSyncFailures
expr: increase(eap aka sync failure count[5m]) > 0O
for: 1m
labels:
severity: warning
annotations:
summary: "[J00 EAP-AKA 000"

- alert: UnknownRadiusSources
expr: increase(radius auth unauthorized source count[15m])
>0
for: 5m
labels:
severity: warning
annotations:

summary: "[000000000C0 RADIUS (00"

- alert: BadRadiusSecret
expr: increase(radius auth bad secret count[15m]) > ©
for: 5m
labels:
severity: warning
annotations:

summary: "[00000000C000 RADIUS O0OO*



- alert: NoActiveClients
expr: radius active clients count ==
for: 15m
labels:
severity: warning
annotations:
summary: "15 0000000000

joad

groups:
- name: twag resources
rules:
- alert: HighMemoryUsage

expr: vm _memory total > 1073741824

for: 10m

labels:
severity: warning

annotations:
summary: "TWAG J00O0O0 1GB"

- alert: HighRunQueue
expr: avg over time(vm statistics run_queue[5m]) > 10
for: 5m
labels:
severity: warning
annotations:

summary: "[0000000C00 CPU 00"
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0 :omnitwag JO0OO0O0O0O000000 config/runtime.exs [] online charging [

config :omnitwag,
online charging: %{
# J000O00O0:disabledJ:authorize only [J :online charging
mode: :disabled,

# 0CS Diameter [J[JJCCR [] Destination-Realm[]
ocs realm: "epc.mncOOl.mcc001.3gppnetwork.org",

# (00000000000
rating group: 1,

# 000000 :online charging [OO00O0
quota: %{

# 0000000000 CCR-Update
update threshold: 0.8,

# [1 0CS 00 Validity-Time 000000000000
validity time: 3600
}
}
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config :diameter ex,
diameter: %{
service name: :omnitouch_ twag,
host: "amanaki",
realm: "epc.mncOO0l.mcc001.3gppnetwork.org",
request timeout: 5000,
applications: [
%{
application name: :ro,
application dictionary: :diameter gen 3gpp ro,
vendor specific application ids: [
%s{vendor id: 0, auth application id: 4,
acct application id: nil}
]
}
1,
peers: [
%{
host: "ocs.epc.mnc00l.mccOO1.3gppnetwork.org",
realm: "epc.mncOOl.mcc001.3gppnetwork.org",
ip: "10.179.2.233",
port: 3868,
transport: :diameter tcp,
initiate connection: true
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Parse error on line 2: ...-> NoCharging: [J0J0 :disabled [] AP charg... --------------
--------- ~ Expecting 'SPACE', 'NL', 'HIDE_EMPTY", 'scale', '"COMPOSIT_STATE',
'STRUCT_STOP', 'STATE_DESCR?!, 'ID', 'FORK', 'JOIN', 'CHOICE', 'CONCURRENT",
'note’, 'acc_title', 'acc_descr', 'acc_descr_multiline_value', 'CLICK, ‘classDef,
'style’, ‘class’, 'direction_tb', 'direction_bt', 'direction_rl', 'direction_Ir',
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CPU Intel(R) Core(TM) i5-5250U CPU @ 1.60GHz (2 cores)
Runtime Elixir 1.17.0 / Erlang OTP 27 (JIT) (erts 15.0.1)
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GET /radius credentials

00a
{
"count": 1,
"radius credentials": [
{
"id": "Odle2f3a-4b5c-6d7e-8f90-1a2b3c4d5e6f",
"name": "[0OJ CBD APs",
"secret": "s3cr3t",
"subnets": ["10.10.0.0/24", "2001:db8:a::/48"],
"inserted at": 1734512400000,
"updated at": 1734512400000
}
]
}
OOOooO0O0
00

POST /radius credentials

{

"name": "[JOOJ CBD APs",

"secret": "s3cr3t",

"subnets": ["10.10.0.0/24", "2001:db8:a::/48"]
}
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{
"secret": "s3cr3t",
"subnets": ["10.10.0.0/24", "not-a-subnet"]
}

(0422 Unprocessable Entity[][]

{
"error": "[OO CIDR [J(s): not-a-subnet"

}
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RADIUS 0000000000 DETS 00000 radius_config O00000OCO

config :omnitwag,
radius config: %{
# [0 RADIUS [00O0O00CO
credentials dets path: "priv/radius credentials.dets",
# J00000DO0OO“00™ o0
allowed source subnets: [],
secret: "123456"
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"identity": "001010000000001",

"imsi": "001010000000001",
"mac_address": "AA:BB:CC:DD:EE:FF",
"ue ip": "10.45.0.2",

"nas ip": "192.0.2.10",

"called station id": "AA-BB-CC-DD-EE-FF:WiFi-Calling",
"calling station id": "11-22-33-44-55-66",
"acct session id": "5A2E1FOC",

"eap phase": "session active",

"eap type": "aka prime",

"pgw ip": "192.0.2.20",

"bearer id": 5,

"dns servers": ["8.8.8.8", "8.8.4.4"],
"created at": 1712000000000,

"last activity": 1712000600000,
"established at": 1712000004000,

"acct input octets": 1048576,

"acct output octets": 5242880,

"acct input packets": 1200,

"acct output packets": 3400,

"acct session time": 600,

"acct status type": 3,
"acct last update": 1712000600000
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{

"action": "kick"

}

Oodzee okOd

{
"status": "kicked",
"identity": "001010000000001"

}
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{
"action": "reboot"

}

(00422 Unprocessable Entity[]]

{

"error": "Unknown action \"reboot\" (expected
kick|start accounting|stop accounting)",
"identity": "001010000000001"

}
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gtp: %{
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}I
# GRE JO0OOO
gre: %{

enabled: false,
local ip: "10.5.198.200"

}
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downlink: %{
enabled: true,
ip_hdr_incl: true,
prefer gre: true

}
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