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OmniHSS ⯑⯑⯑⯑ 4G LTE (EPC) ⯑ IMS (IP ⯑⯑⯑⯑⯑⯑) ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (HSS)
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HSS ⯑ LTE ⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑ (EIR) ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• S6a ⯑⯑⯑⯑ - LTE/EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Cx ⯑⯑⯑⯑ - IMS ⯑⯑⯑⯑⯑
• Sh ⯑⯑⯑⯑ - IMS ��⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• S13 ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ (OmniHSS ⯑⯑ EIR)
• Gx ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑ (OmniHSS ⯑⯑ PCRF)
• Rx ⯑⯑⯑⯑ - IMS ⯑⯑⯑⯑⯑⯑ (OmniHSS ⯑⯑ PCRF)
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ PLMN ⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ MSISDN - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• RESTful API - ⯑⯑⯑⯑⯑ API ⯑⯑⯑⯑ (⯑⯑ OmniHLR ⯑⯑)
• Web ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
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• MME (⯑⯑⯑⯑⯑⯑) - LTE ⯑⯑⯑⯑⯑⯑⯑⯑
• P-GW (PDN ⯑⯑) - ⯑ OmniHSS ⯑⯑⯑⯑ (PCRF ⯑⯑)
• P-CSCF (⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑) - IMS ⯑⯑⯑⯑
• I-CSCF (⯑⯑ CSCF) - IMS ⯑⯑⯑⯑
• S-CSCF (⯑⯑ CSCF) - IMS ⯑⯑⯑⯑⯑
• AS (⯑⯑⯑⯑⯑) - IMS ⯑⯑⯑⯑⯑⯑
• OmniHLR - ⯑⯑ API ⯑ OmniHSS ⯑⯑⯑⯑⯑ HLR

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ Web ⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• API ⯑⯑⯑⯑ - ⯑⯑⯑ API ⯑⯑⯑⯑
• Webhooks - ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - EPC⯑IMS⯑APN ⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• PCRF - ⯑⯑⯑⯑⯑⯑⯑⯑⯑ (Gx/Rx ⯑⯑⯑QoS⯑VoLTE)
• EIR - ⯑⯑⯑⯑⯑⯑ (S13 ⯑⯑⯑IMEI ⯑⯑)
• ⯑⯑ MSISDN ⯑⯑⯑⯑ IMSI ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ (Web ⯑⯑⯑⯑)

URL: https://[hostname]:7443

⯑⯑⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑

API ⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/architecture
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/entities
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/metrics
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/troubleshooting
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/webhooks
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/roaming
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/PCRF
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/EIR
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features


URL: https://[hostname]:8443

RESTful API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• config/runtime.exs - ⯑⯑⯑⯑⯑ (⯑⯑⯑⯑Diameter⯑⯑⯑⯑⯑)
• priv/cert/ - ⯑⯑ HTTPS ⯑ Diameter ⯑ TLS ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ API ⯑⯑ /api/subscriber/imsi/:imsi
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ SQL ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑ stdout/stderr⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (systemd⯑supervisord ⯑) ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• Diameter ⯑⯑⯑⯑⯑⯑ - ⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ runtime.exs ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• API ⯑⯑⯑⯑⯑⯑⯑⯑ - GET /api/status
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑ SQL ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ TLS - API ⯑⯑⯑⯑⯑⯑⯑⯑ HTTPS
• ⯑⯑⯑⯑⯑⯑⯑⯑ - priv/cert/ ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ runtime.exs ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• API ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
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⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑ ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

• ⯑⯑ API ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 1.0
⯑⯑⯑⯑⯑⯑⯑⯑ Omnitouch ⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/architecture
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


EIR⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

HSS ⯑⯑⯑⯑⯑⯑⯑ EIR⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑EIR ⯑⯑ IMEI⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• S13 ⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• IMEI ⯑⯑⯑⯑⯑⯑⯑ IMEI/IMEISV ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI⯑IMEISV ⯑ IMSI ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• REST API⯑⯑⯑⯑ CRUD ⯑⯑⯑⯑ EIR ⯑⯑⯑⯑

⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ID ⯑⯑⯑⯑ ⯑⯑⯑⯑

S1316,777,252MME/SGSN⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• whitelist - ⯑⯑⯑⯑
• blacklist - ⯑⯑⯑⯑
• greylist - ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI⯑IMEISV ⯑ IMSI ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑0 ⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑1 ⯑⯑⯑⯑/⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑2 ⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑



S13 ⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ECR⯑⯑/⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ECA⯑⯑

⯑⯑⯑⯑⯑MME/SGSN → HSS⯑EIR⯑

⯑⯑⯑⯑⯑MME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ AVP⯑

• Session-Id
• Origin-Host, Origin-Realm
• Destination-Realm
• Auth-Session-State
• Terminal-Information

◦ IMEI⯑15 ⯑⯑⯑⯑
◦ Software-Version⯑2 ⯑⯑⯑⯑⯑⯑⯑

• User-Name⯑IMSI⯑⯑⯑⯑
• Vendor-Specific-Application-Id

EIR ⯑⯑⯑⯑⯑

1. ⯑⯑ IMEI⯑Software-Version⯑⯑⯑⯑⯑⯑⯑ IMSI⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑ IMSI⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ IMEISV ⯑⯑⯑⯑⯑IMEI + Software-Version ⯑⯑⯑
◦ IMEI ⯑⯑⯑⯑⯑⯑ IMEI��
◦ IMSI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ AVP⯑

• Session-Id⯑⯑⯑⯑⯑⯑⯑⯑
• Result-Code: 2001⯑⯑⯑⯑
• Equipment-Status: 0⯑⯑⯑⯑⯑/ 1⯑⯑⯑⯑⯑/ 2⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• Experimental-Result: 5422⯑⯑⯑/⯑⯑⯑⯑⯑⯑
• Experimental-Result: 5012⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. IMEISV⯑IMEI + Software-Version⯑
↓⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑ IMEI
↓⯑⯑⯑⯑⯑⯑⯑⯑

3. IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
↓⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑IMEISV ⯑⯑⯑⯑

• ⯑⯑ IMEI + Software-Version⯑"35979139461611" + "08" =
"3597913946161108"

• ⯑⯑⯑⯑ EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑“whitelist”⯑“blacklist”⯑“greylist”⯑

⯑⯑⯑⯑ 2⯑⯑IMEI ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑ IMEI⯑"35979139461611"
• ⯑⯑⯑⯑ EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑IMSI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI⯑

• ⯑⯑⯑⯑⯑⯑ IMSI⯑"999999876543210"
• ⯑⯑⯑⯑ EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑eir_unknown_equipment_behaviour
• ⯑⯑⯑

◦ :whitelist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ :blacklist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ :greylist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ :reject_unknown_equipment - ⯑⯑⯑⯑ 5422⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

"35979139461650" ⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑
"3597913946165.*" IMEI ⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑⯑
"3597913946161108"⯑⯑ IMEISV ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

"999999876543210" IMSI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

"359791.*" TAC ⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ IMEI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 5⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 6⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - IMEISV ⯑⯑⯑⯑

⯑⯑⯑⯑ 7⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - IMSI ⯑⯑⯑⯑

REST API
EIR ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑/api/eir/rule

⯑⯑⯑⯑⯑⯑⯑⯑ EIR ���⯑⯑

⯑⯑⯑⯑⯑

GET /api/eir/rule

⯑⯑⯑⯑⯑HTTP 200⯑⯑

{
"data": [

{
"id": 1,
"action": "whitelist",
"regex": "3597913946165.*",



"inserted_at": "2025-01-15T10:30:00Z",
"updated_at": "2025-01-15T10:30:00Z"

},
{

"id": 2,
"action": "blacklist",
"regex": "35979139461640",
"inserted_at": "2025-01-16T14:20:00Z",
"updated_at": "2025-01-16T14:20:00Z"

}
]

}

⯑⯑⯑⯑⯑⯑⯑⯑ EIR ⯑⯑⯑⯑

⯑⯑⯑⯑⯑

GET /api/eir/rule/{id}

⯑⯑⯑⯑⯑HTTP 200⯑⯑

{
"data": {

"id": 1,
"action": "whitelist",
"regex": "3597913946165.*"

}
}

⯑⯑⯑⯑ EIR ⯑⯑⯑⯑

⯑⯑⯑⯑⯑

POST /api/eir/rule
Content-Type: application/json

{
"action": "blacklist",
"regex": "35979139461640"

}

⯑⯑⯑⯑⯑

• action⯑⯑⯑⯑⯑⯑⯑ "whitelist"⯑"blacklist" ⯑ "greylist"
• regex⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑HTTP 201⯑⯑



{
"data": {

"id": 3,
"action": "blacklist",
"regex": "35979139461640"

}
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑HTTP 400⯑⯑

{
"errors": {

"regex": ["���⯑⯑⯑"]
}

}

⯑⯑⯑⯑ EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑

PATCH /api/eir/rule/{id}
Content-Type: application/json

{
"action": "greylist"

}

⯑⯑⯑⯑⯑HTTP 200⯑⯑

{
"data": {

"id": 3,
"action": "greylist",
"regex": "35979139461640"

}
}

⯑⯑⯑⯑ EIR ⯑⯑⯑⯑

⯑⯑⯑⯑⯑

PUT /api/eir/rule/{id}
Content-Type: application/json

{
"action": "whitelist",
"regex": "359791394616.*"

}



⯑⯑⯑⯑⯑HTTP 200⯑⯑

{
"data": {

"id": 3,
"action": "whitelist",
"regex": "359791394616.*"

}
}

⯑⯑⯑⯑ EIR ⯑⯑⯑⯑

⯑⯑⯑⯑⯑

DELETE /api/eir/rule/{id}

⯑⯑⯑⯑⯑HTTP 204 ⯑⯑⯑⯑

⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

S13 ⯑⯑⯑⯑⯑config/runtime.exs⯑⯑

%{
application_name: :hss_s13,
application_dictionary: :diameter_gen_3gpp_s13,
vendor_specific_application_ids: [

%{vendor_id: 10415, auth_application_id: 16_777_252}
]

}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑ config/runtime.exs ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑

config :hss, :eir,
unknown_equipment_behaviour: :whitelist

⯑⯑⯑⯑⯑⯑⯑

• :whitelist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• :blacklist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• :greylist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• :reject_unknown_equipment - ⯑⯑ Diameter ⯑⯑ 5422⯑⯑⯑⯑



⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑/⯑⯑⯑⯑⯑:whitelist - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:whitelist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:greylist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:reject_unknown_equipment - ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑
⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

2001 ⯑⯑ DIAMETER_SUCCESS ⯑⯑⯑⯑⯑⯑

5422 ⯑⯑

⯑
DIAMETER_ERROR_EQUIPMENT_UNKNOWN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑

5012 ⯑⯑

⯑
DIAMETER_ERROR_UNKNOWN ⯑⯑⯑⯑

⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑

POST /api/eir/rule
{

"action": "blacklist",
"regex": "35979139461640"  # ⯑⯑ IMEI

}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑

POST /api/eir/rule
{

"action": "whitelist",
"regex": "359791394.*"  # ⯑⯑⯑/⯑⯑⯑ TAC

}

⯑⯑⯑⯑⯑TAC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑SIM ⯑⯑

⯑⯑⯑⯑⯑

POST /api/eir/rule
{

"action": "blacklist",
"regex": "999999876543210"  # IMSI

}

⯑⯑⯑⯑⯑⯑⯑⯑ SIM ⯑⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑

POST /api/eir/rule
{

"action": "greylist",
"regex": "35979139.*"  # ⯑⯑⯑⯑⯑ TAC ⯑⯑

}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

5. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑

POST /api/eir/rule
{

"action": "blacklist",
"regex": "359791394616.*05"  # IMEI ⯑⯑ + ⯑⯑⯑⯑ 05

}

⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑ "05" ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



• S13 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ECR/ECA ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑ IMEI/IMEISV/IMSI ⯑⯑
• EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑
• REST API ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. IMEISV ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI + ⯑⯑⯑⯑
2. IMEI ⯑⯑⯑⯑⯑⯑⯑⯑ IMEI
3. IMSI ⯑⯑��⯑⯑⯑ IMSI⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• whitelist - ⯑⯑⯑⯑⯑
• blacklist - ⯑⯑⯑⯑⯑
• greylist - ⯑⯑⯑⯑⯑⯑
• reject_unknown_equipment - ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

IMEI ⯑⯑⯑⯑

IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑EIR⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI ⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ID⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ 1⯑⯑⯑ "359791.*" ⯑⯑ "whitelist"  ⯑⯑⯑⯑
⯑⯑ 2⯑⯑⯑ "35979139461640" ⯑⯑ "blacklist"  ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑ S13 ECR ⯑⯑
• REST API EIR ⯑⯑⯑⯑
• IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

• Diameter ⯑⯑ - S13 ⯑⯑⯑⯑
• API ⯑⯑ - ⯑⯑⯑ API ⯑⯑
• ⯑⯑ - ⯑⯑ HSS ⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑IMEI ⯑⯑⯑⯑
IMEI ⯑⯑⯑⯑⯑⯑15 ⯑⯑⯑⯑⯑⯑⯑⯑

35 9791 394616 1
│  │    │      └─ ⯑⯑⯑⯑Luhn ⯑⯑⯑
│  │    └─ ⯑⯑⯑⯑6 ⯑⯑⯑⯑
│  └─ FAC⯑⯑⯑⯑⯑⯑⯑⯑4 ⯑⯑⯑⯑
└─ TAC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 8 ⯑⯑⯑⯑ RBI⯑

│  └─ RBI⯑⯑⯑⯑⯑⯑⯑⯑⯑2 ⯑⯑⯑⯑
└─ ⯑⯑⯑/⯑⯑⯑6 ⯑⯑⯑⯑

IMEISV ⯑⯑⯑⯑⯑⯑16 ⯑⯑⯑⯑⯑⯑⯑⯑

35 9791 394616 1 08
│  │    │      │ └─ ⯑⯑⯑⯑⯑2 ⯑⯑⯑⯑
└─ IMEI⯑15 ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

IMEI/IMEISV ⯑⯑⯑⯑ ⯑⯑⯑⯑

359791394616108 3597913946161.* ⯑⯑ TAC+FAC+⯑⯑⯑⯑ 359791394616* ⯑
⯑⯑

359791394616140 35979139461614. ⯑⯑⯑ 359791394616141-9 ⯑⯑⯑⯑⯑⯑
35979139461640 35979139461640 ⯑⯑ IMEI ⯑⯑
35979139461630083597913946163008⯑⯑ IMEISV⯑IMEI + SV⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/architecture
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


PCRF⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

HSS ⯑⯑⯑⯑⯑ PCRF⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑PCRF ⯑
⯑ LTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑QoS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• Gx ⯑⯑⯑⯑⯑PGW/PCEF⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Rx ⯑⯑⯑⯑⯑IMS⯑IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QoS
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑RAR⯑⯑⯑⯑⯑⯑⯑⯑⯑
• VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑TFT⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• REST API⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ID ⯑⯑⯑⯑ ⯑⯑⯑⯑

Gx 16,777,238PGW (PCEF)PDN ⯑⯑⯑⯑⯑QoS ⯑⯑⯑⯑⯑⯑⯑
Rx 16,777,236P-CSCF (AF) IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

PCRF ⯑⯑⯑⯑ PDN ⯑⯑⯑ VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑

Gx ⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑CCR-I⯑⯑

⯑⯑⯑⯑⯑PGW ⯑⯑⯑⯑⯑⯑⯑⯑ PDN ⯑⯑

⯑⯑⯑⯑ AVPs⯑

• Session-Id
• Origin-Host, Origin-Realm
• Subscription-Id⯑⯑⯑ IMSI⯑



• Called-Station-Id⯑APN ⯑⯑⯑
• IP-CAN-Type⯑IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• RAT-Type⯑⯑⯑⯑⯑⯑⯑⯑
• Framed-IP-Address⯑UE IP ⯑⯑⯑

PCRF ⯑⯑⯑⯑⯑

1. ⯑⯑ IMSI ⯑⯑⯑⯑⯑
2. ⯑⯑ APN ⯑⯑⯑ QoS ⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑ APN ⯑���⯑⯑ QoS ⯑⯑

⯑⯑⯑⯑ AVPs⯑

• Result-Code: 2001⯑DIAMETER_SUCCESS⯑
• QoS-Information⯑APN ⯑⯑⯑⯑⯑⯑⯑
• Default-EPS-Bearer-QoS⯑QCI⯑ARP⯑⯑⯑⯑⯑
• Bearer-Control-Mode

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑CCR-U⯑⯑

⯑⯑⯑⯑⯑PGW ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑RAT ⯑⯑⯑⯑

PCRF ⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑ ID ⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑RAT ⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑Result-Code 2001⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑CCR-T⯑⯑

⯑⯑⯑⯑⯑PGW ⯑⯑ PDN ⯑⯑

PCRF ⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑ ID ⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑

⯑⯑⯑⯑⯑Result-Code 2001

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑RAR⯑⯑

⯑⯑⯑⯑⯑PCRF → PGW⯑HSS ⯑⯑⯑

⯑⯑⯑⯑⯑



• IMS ⯑⯑⯑⯑⯑Rx AAR ⯑⯑ Gx RAR⯑
• IMS ⯑⯑⯑⯑⯑Rx STR ⯑⯑ Gx RAR⯑
• ⯑⯑ REST API ⯑⯑⯑⯑⯑⯑

RAR AVPs⯑

• Session-Id⯑PGW ⯑⯑ ID⯑
• Auth-Application-Id: 16,777,238
• Re-Auth-Request-Type⯑0 = ⯑⯑⯑⯑
• Charging-Rule-Install/Remove
• QoS-Information⯑⯑⯑⯑⯑⯑⯑⯑

PGW ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑/⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

PCRF ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑TFT⯑��⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QoS

⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ Gx RAR
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑5 ⯑⯑⯑⯑⯑⯑⯑/⯑⯑ IP⯑⯑/⯑⯑⯑⯑⯑⯑ TFT ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑Spotify⯑WhatsApp⯑Facebook⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ SLA - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QoS

QoS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ QoS⯑⯑⯑ APN ⯑⯑⯑⯑

{
"QoS-Class-Identifier": 9, // QCI⯑9 = ⯑⯑⯑⯑⯑
"APN-Aggregate-Max-Bitrate-UL": 50000, // kbps
"APN-Aggregate-Max-Bitrate-DL": 100000, // kbps
"Allocation-Retention-Priority": {

"Priority-Level": 8,
"Pre-emption-Capability": 1, // ⯑⯑⯑⯑



"Pre-emption-Vulnerability": 1 // ⯑⯑⯑⯑⯑
}

}

⯑⯑⯑⯑⯑⯑⯑⯑ QoS⯑⯑⯑ VoLTE⯑⯑

{
"QoS-Class-Identifier": 1, // QCI 1 = ⯑⯑⯑⯑
"Max-Requested-Bandwidth-UL": 128000, // bps
"Max-Requested-Bandwidth-DL": 128000, // bps
"Guaranteed-Bitrate-UL": 128000,
"Guaranteed-Bitrate-DL": 128000

}

Rx ⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. AA ⯑⯑⯑⯑⯑⯑AAR⯑⯑/ AA ⯑⯑⯑⯑⯑⯑AAA⯑⯑

⯑⯑⯑⯑⯑P-CSCF ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑VoLTE ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ AVPs⯑

• Session-Id⯑P-CSCF ⯑⯑⯑⯑⯑⯑
• Subscription-Id⯑IMSI ⯑ SIP URI⯑
• Media-Component-Description

◦ Media-Type⯑⯑⯑⯑⯑⯑⯑
◦ Max-Requested-Bandwidth-UL/DL
◦ Codec-Data
◦ Flow-Description⯑5 ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• AF-Application-Identifier

PCRF ⯑⯑⯑⯑⯑

1. ⯑⯑ IMSI ⯑ SIP URI ⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑ IMS ⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑
5. ⯑⯑⯑⯑ Gx RAR ⯑⯑ PGW ⯑⯑⯑⯑⯑⯑

6. ⯑⯑ Gx RAA ⯑⯑
7. ⯑⯑ Rx AAA ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ AVPs⯑

• Result-Code: 2001⯑⯑⯑⯑⯑ 5063⯑⯑⯑⯑⯑⯑⯑



2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑STR⯑⯑/ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑STA⯑⯑

⯑⯑⯑⯑⯑P-CSCF ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑

PCRF ⯑⯑⯑⯑⯑

1. ⯑⯑ P-CSCF ⯑⯑ ID ⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑ Gx RAR ⯑⯑ PGW ⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑ STA ⯑⯑

⯑⯑⯑⯑⯑Result-Code 2001

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑PDN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑Rx AAR → Gx RAR⯑⯑

⯑⯑⯑⯑ 3⯑⯑VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑Rx STR → Gx RAR⯑⯑

⯑⯑⯑⯑ 4⯑⯑PDN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 5⯑⯑PDN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 6⯑⯑⯑⯑⯑⯑ REST API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

REST API
PCRF ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑POST /api/operation/pcrf_re_auth

⯑⯑⯑⯑⯑⯑⯑⯑⯑ Gx ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN
QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑

{
"imsi": "999999876543210",
"apn": "ims"

}

⯑⯑⯑⯑⯑⯑⯑⯑⯑HTTP 200⯑⯑



{
"data": "Gx Re-Auth Request for 999999876543210 sent to

pgw.epc.mnc999.mcc999.3gppnetwork.org, Result-Code: 2001"
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑HTTP 400⯑⯑

{
"error": "Unable to send Re-Auth Request for 999999876543210 on APN

ims, no active PDN Session found"
}

⯑⯑⯑⯑⯑⯑⯑⯑ API

PCRF ⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ REST API ⯑⯑⯑⯑
⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QCI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
APN ⯑⯑⯑ PDN ⯑⯑⯑ PGW ⯑⯑ Gx ⯑⯑⯑⯑⯑⯑⯑RAR⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

APN ⯑⯑⯑ → APN QoS ⯑⯑ → APN ⯑⯑
↓                  ↓                ↓

"internet"      QCI, AMBR, ARP    ⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑

⯑⯑ APN ⯑⯑⯑ IP ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑POST /api/apn/identifier

⯑⯑⯑⯑⯑⯑⯑

{
"apn_identifier": {

"apn": "internet",
"ip_version": "ipv4v6"

}
}

IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• "ipv4" - ⯑ IPv4
• "ipv6" - ⯑ IPv6



• "ipv4v6" - ⯑⯑⯑IPv4 ⯑ IPv6⯑
• "ipv4_or_ipv6" - ⯑⯑⯑⯑⯑IPv4 ⯑ IPv6⯑

⯑⯑⯑⯑⯑HTTP 201⯑⯑

{
"data": {

"id": 1,
"apn": "internet",
"ip_version": "ipv4v6"

}
}

⯑⯑⯑⯑⯑

• apn⯑⯑⯑⯑1-254 ⯑⯑⯑⯑⯑⯑
• ip_version⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑GET /api/apn/identifier

2. ⯑⯑⯑⯑ APN QoS ⯑⯑⯑⯑

⯑⯑ QoS ⯑⯑⯑⯑⯑⯑QCI⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑POST /api/apn/qos_profile

⯑⯑⯑⯑⯑⯑⯑

{
"apn_qos_profile": {

"name": "⯑⯑⯑⯑⯑⯑⯑",
"qci": 9,
"allocation_retention_priority": 8,
"apn_ambr_dl_kbps": 100000,
"apn_ambr_ul_kbps": 50000,
"pre_emption_capability": false,
"pre_emption_vulnerability": true

}
}

QoS ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

name string 1-254 ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

qci integer 1-254 QoS ⯑⯑⯑⯑⯑1-4 =
GBR⯑5-9 = ⯑ GBR⯑

allocation_retention_priority integer 1-15 ARP ⯑⯑⯑1 = ⯑⯑⯑⯑
⯑⯑



⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

apn_ambr_dl_kbps integer 1-4,294,967,293APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑kbps⯑

apn_ambr_ul_kbps integer 1-4,294,967,293APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑kbps⯑

pre_emption_capability booleantrue/false ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

pre_emption_vulnerability booleantrue/false ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ QCI ⯑⯑⯑

• 1 - ⯑⯑⯑⯑⯑VoLTE⯑ - GBR⯑100ms ⯑⯑⯑⯑
• 2 - ⯑⯑⯑⯑ - GBR⯑150ms ⯑⯑⯑⯑
• 5 - IMS ⯑⯑ - ⯑ GBR⯑100ms ⯑⯑⯑⯑
• 9 - ⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ GBR⯑300ms ⯑⯑⯑⯑

⯑⯑⯑⯑⯑HTTP 201⯑⯑

{
"data": {

"id": 1,
"name": "⯑⯑⯑⯑⯑⯑⯑",
"qci": 9,
"allocation_retention_priority": 8,
"apn_ambr_dl_kbps": 100000,
"apn_ambr_ul_kbps": 50000,
"pre_emption_capability": false,
"pre_emption_vulnerability": true

}
}

⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑GET /api/apn/qos_profile

3. ⯑⯑⯑⯑ APN ⯑⯑⯑⯑

⯑ APN ⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑POST /api/apn/profile

⯑⯑⯑⯑⯑⯑⯑

{
"apn_profile": {

"name": "⯑⯑⯑ APN",
"apn_identifier_id": 1,
"apn_qos_profile_id": 1

}
}



⯑⯑⯑⯑⯑

• name⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• apn_identifier_id⯑⯑⯑ ⯑⯑ APN ⯑⯑⯑ ⯑ ID
• apn_qos_profile_id⯑⯑⯑ ⯑⯑ APN QoS ⯑⯑ ⯑ ID

⯑⯑⯑⯑⯑HTTP 201⯑⯑

{
"data": {

"id": 1,
"name": "⯑⯑⯑ APN",
"apn_identifier_id": 1,
"apn_qos_profile_id": 1

}
}

⯑⯑⯑⯑⯑

• apn_identifier_id ⯑ apn_qos_profile_id ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ APN ⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑GET /api/apn/profile

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑ IMS APN ⯑⯑⯑⯑⯑⯑VoLTE⯑⯑

# 1. ⯑⯑ APN ⯑⯑⯑
curl -X POST https://hss.example.com:8443/api/apn/identifier \

-H "Content-Type: application/json" \
-d '{

"apn_identifier": {
"apn": "ims",
"ip_version": "ipv4v6"

}
}'

# ⯑⯑⯑{"data": {"id": 2, ...}}

# 2. ⯑⯑ QoS ⯑⯑⯑IMS ⯑⯑⯑
curl -X POST https://hss.example.com:8443/api/apn/qos_profile \

-H "Content-Type: application/json" \
-d '{

"apn_qos_profile": {
"name": "IMS ⯑⯑ QoS",
"qci": 5,
"allocation_retention_priority": 2,
"apn_ambr_dl_kbps": 5000,



"apn_ambr_ul_kbps": 5000,
"pre_emption_capability": true,
"pre_emption_vulnerability": false

}
}'

# ⯑⯑⯑{"data": {"id": 2, ...}}

# 3. ⯑⯑ APN ⯑⯑
curl -X POST https://hss.example.com:8443/api/apn/profile \

-H "Content-Type: application/json" \
-d '{

"apn_profile": {
"name": "IMS APN",
"apn_identifier_id": 2,
"apn_qos_profile_id": 2

}
}'

# ⯑⯑⯑{"data": {"id": 2, ...}}

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑APN ⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ API ⯑⯑ ⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑

PATCH /api/apn/qos_profile/{id}
PUT /api/apn/qos_profile/{id}

⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑ QoS ⯑⯑ ID 1 ⯑⯑⯑⯑⯑
curl -X PATCH https://hss.example.com:8443/api/apn/qos_profile/1 \

-H "Content-Type: application/json" \
-d '{

"apn_qos_profile": {
"apn_ambr_dl_kbps": 150000,
"apn_ambr_ul_kbps": 75000

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑ APN ⯑⯑⯑ PDN ⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PGW ⯑⯑ Gx RAR
4. PGW ⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#epc-profiles


5. ⯑⯑⯑⯑⯑⯑⯑⯑⯑ API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 100 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QoS ⯑⯑ ID 1 ⯑“⯑⯑⯑” APN ⯑⯑⯑⯑ 100 ⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑ API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 150 Mbps ⯑⯑ / 75 Mbps ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑ PDN
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

DELETE /api/apn/identifier/{id}
DELETE /api/apn/qos_profile/{id}
DELETE /api/apn/profile/{id}

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑ QoS ⯑⯑
• ⯑⯑⯑⯑⯑���⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 100 Mbps / ⯑⯑⯑⯑ 50 Mbps⯑⯑⯑

{
"apn_qos_profile": {

"name": "⯑⯑⯑⯑⯑",
"qci": 9,
"allocation_retention_priority": 8,
"apn_ambr_dl_kbps": 100000,
"apn_ambr_ul_kbps": 50000,
"pre_emption_capability": false,
"pre_emption_vulnerability": true

}
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 500 Mbps / ⯑⯑⯑⯑ 100 Mbps⯑⯑⯑

{
"apn_qos_profile": {

"name": "⯑⯑⯑⯑⯑",
"qci": 8,
"allocation_retention_priority": 5,
"apn_ambr_dl_kbps": 500000,
"apn_ambr_ul_kbps": 100000,
"pre_emption_capability": true,
"pre_emption_vulnerability": false

}
}



⯑⯑⯑⯑⯑⯑/M2M⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

{
"apn_qos_profile": {

"name": "⯑⯑⯑ M2M",
"qci": 9,
"allocation_retention_priority": 10,
"apn_ambr_dl_kbps": 1024,
"apn_ambr_ul_kbps": 512,
"pre_emption_capability": false,
"pre_emption_vulnerability": true

}
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

{
"apn_qos_profile": {

"name": "⯑⯑ APN",
"qci": 5,
"allocation_retention_priority": 1,
"apn_ambr_dl_kbps": 10000,
"apn_ambr_ul_kbps": 10000,
"pre_emption_capability": true,
"pre_emption_vulnerability": false

}
}

⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

Gx ⯑⯑⯑⯑⯑config/runtime.exs⯑⯑

%{
application_name: :hss_gx,
application_dictionary: :diameter_gen_3gpp_gx,
vendor_specific_application_ids: [

%{vendor_id: 10415, auth_application_id: 16_777_238}
]

}

Rx ⯑⯑⯑⯑⯑config/runtime.exs⯑⯑

%{
application_name: :hss_rx,
application_dictionary: :diameter_gen_3gpp_rx,
vendor_specific_application_ids: [



%{vendor_id: 10415, auth_application_id: 16_777_236}
]

}

QoS ⯑⯑⯑⯑

QoS ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑

◦ apn_qos_profile.qci⯑QoS ⯑⯑⯑⯑⯑
◦ apn_qos_profile.apn_ambr_ul_kbps⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ apn_qos_profile.apn_ambr_dl_kbps⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ apn_qos_profile.priority_level⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ Rx AAR ⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ QCI⯑1⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑ Max-Requested-Bandwidth AVPs
◦ ⯑⯑⯑⯑⯑⯑⯑ Flow-Description AVPs

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

2001 ⯑⯑ DIAMETER_SUCCESS⯑⯑⯑⯑⯑⯑
5001 ⯑⯑⯑⯑⯑⯑⯑��� IMSI ⯑⯑⯑⯑⯑⯑⯑⯑⯑
5002 ⯑⯑⯑⯑⯑⯑⯑⯑ PDN ⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑
5063 ⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

PCRF ⯑⯑⯑

• ⯑⯑⯑⯑ PDN ⯑⯑⯑⯑ - ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑
• VoLTE ⯑⯑⯑⯑ - ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• QoS ⯑⯑⯑⯑ - ⯑⯑ APN ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

PCRF ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ Gx ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑TFT⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ TFT ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• Diameter ⯑⯑ - ⯑⯑⯑⯑⯑⯑
• API ⯑⯑ - ⯑⯑ API ⯑⯑
• ⯑⯑ - ⯑⯑ HSS ⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑⯑⯑ Diameter AVP ⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/architecture
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/mapping


API ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑ API ⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

400 ⯑⯑⯑⯑⯑⯑⯑⯑

{
"error": "Invalid JSON format"

}

⯑⯑⯑⯑⯑⯑

• JSON ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

404 ⯑⯑⯑⯑⯑⯑

{
"error": "Resource not found"

}

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑/⯑⯑⯑⯑/⯑⯑⯑⯑⯑
• URL ⯑⯑ ID ⯑⯑⯑

422 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

{
"errors": {

"imsi": ["has already been taken"],
"key_set_id": ["does not exist"]

}

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


}

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

500 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

{
"error": "Internal server error"

}

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑ API ⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


API ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑ API ⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ IP ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑ jq ⯑⯑ JSON ⯑⯑⯑⯑⯑ apt-get install jq ⯑ brew install
jq ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• APN ⯑⯑⯑⯑
• EPC ⯑⯑⯑⯑
• ⯑⯑⯑⯑

# 1. ⯑⯑⯑⯑⯑
KEY_SET_ID=$(curl -k -X POST https://hss.example.com:8443/api/key_set
\

-H "Content-Type: application/json" \
-d '{

"key_set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication_algorithm": "milenage"

}
}' | jq -r '.data.id')

# 2. ⯑⯑ APN QoS ⯑⯑⯑⯑
APN_QOS_ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
qos_profile \

-H "Content-Type: application/json" \
-d '{

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#key-set-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#apn-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#epc-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#create-subscriber


"apn_qos_profile": {
"name": "⯑⯑⯑⯑⯑ QoS",
"qci": 9,
"allocation_retention_priority": 8,
"apn_ambr_dl_kbps": 50000,
"apn_ambr_ul_kbps": 25000

}
}' | jq -r '.data.id')

# 3. ⯑⯑ APN ⯑⯑⯑
APN_ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
identifier \

-H "Content-Type: application/json" \
-d '{

"apn_identifier": {
"apn": "internet",
"ip_version": 2

}
}' | jq -r '.data.id')

# 4. ⯑⯑ APN ⯑⯑⯑⯑
APN_PROFILE_ID=$(curl -k -X POST https://hss.example.com:8443/api/
apn/profile \

-H "Content-Type: application/json" \
-d "{

\"apn_profile\": {
\"name\": \"⯑⯑⯑ APN\",
\"apn_identifier_id\": $APN_ID,
\"apn_qos_profile_id\": $APN_QOS_ID

}
}" | jq -r '.data.id')

# 5. ⯑⯑ EPC ⯑⯑⯑⯑
EPC_PROFILE_ID=$(curl -k -X POST https://hss.example.com:8443/api/
epc/profile \

-H "Content-Type: application/json" \
-d '{

"epc_profile": {
"name": "⯑⯑⯑⯑⯑⯑",
"ue_ambr_dl_kbps": 100000,
"ue_ambr_ul_kbps": 50000

}
}' | jq -r '.data.id')

# 6. ⯑⯑⯑⯑
SUBSCRIBER_ID=$(curl -k -X POST https://hss.example.com:8443/api/
subscriber \

-H "Content-Type: application/json" \



-d "{
\"subscriber\": {

\"imsi\": \"001001123456789\",
\"key_set_id\": $KEY_SET_ID,
\"epc_profile_id\": $EPC_PROFILE_ID

}
}" | jq -r '.data.id')

echo "⯑⯑⯑⯑⯑⯑⯑ID: $SUBSCRIBER_ID"

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑ (⯑⯑⯑) - ⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (EPC ⯑⯑⯑⯑) - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. APN ⯑⯑⯑⯑ (APN ⯑⯑⯑⯑) - ⯑ QoS ⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑ (⯑⯑) - ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MSISDN ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ SIM⯑⯑⯑⯑⯑⯑ SIM

⯑⯑⯑⯑⯑⯑

• ⯑ MSISDN ⯑⯑ - ⯑⯑⯑⯑⯑��⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑“⯑⯑⯑” APN ⯑⯑⯑⯑⯑ IPv4 ⯑⯑⯑ IoT ⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑ jq (apt-get install jq ⯑ brew install jq)

# 1. ⯑⯑⯑⯑⯑
KEY_SET_ID=$(curl -k -X POST https://hss.example.com:8443/api/key_set
\

-H "Content-Type: application/json" \
-d '{

"key_set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#key-set-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#epc-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#apn-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#create-subscriber
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#msisdn-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#ims-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#roaming-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#sim-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/profiles


"authentication_algorithm": "milenage"
}

}' | jq -r '.data.id')

# 2. ⯑⯑ APN QoS ⯑⯑⯑⯑
APN_QOS_ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
qos_profile \

-H "Content-Type: application/json" \
-d '{

"apn_qos_profile": {
"name": "IoT ⯑⯑⯑⯑",
"qci": 9,
"allocation_retention_priority": 8,
"apn_ambr_dl_kbps": 10000,
"apn_ambr_ul_kbps": 5000

}
}' | jq -r '.data.id')

# 3. ⯑⯑ APN ⯑⯑⯑
APN_ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
identifier \

-H "Content-Type: application/json" \
-d '{

"apn_identifier": {
"apn": "internet",
"ip_version": 0

}
}' | jq -r '.data.id')

# 4. ⯑⯑ APN ⯑⯑⯑⯑
APN_PROFILE_ID=$(curl -k -X POST https://hss.example.com:8443/api/
apn/profile \

-H "Content-Type: application/json" \
-d "{

\"apn_profile\": {
\"name\": \"IoT ⯑⯑⯑ APN\",
\"apn_identifier_id\": $APN_ID,
\"apn_qos_profile_id\": $APN_QOS_ID

}
}" | jq -r '.data.id')

# 5. ⯑ APN ⯑⯑⯑⯑ IP
STATIC_IP_ID=$(curl -k -X POST https://hss.example.com:8443/api/epc/
static_ip \

-H "Content-Type: application/json" \
-d "{

\"static_ip\": {
\"apn_profile_id\": $APN_PROFILE_ID,



\"ipv4_static_ip\": \"100.64.1.100\"
}

}" | jq -r '.data.id')

# 6. ⯑⯑ EPC ⯑⯑⯑⯑
EPC_PROFILE_ID=$(curl -k -X POST https://hss.example.com:8443/api/
epc/profile \

-H "Content-Type: application/json" \
-d '{

"epc_profile": {
"name": "IoT ⯑⯑⯑⯑",
"ue_ambr_dl_kbps": 10000,
"ue_ambr_ul_kbps": 5000

}
}' | jq -r '.data.id')

# 7. ⯑⯑ MSISDN⯑⯑⯑⯑⯑⯑
MSISDN_ID=$(curl -k -X POST https://hss.example.com:8443/api/msisdn \

-H "Content-Type: application/json" \
-d '{

"msisdn": {
"msisdn": "14155551000"

}
}' | jq -r '.data.id')

# 8. ⯑⯑⯑⯑⯑⯑ IP ⯑⯑���
SUBSCRIBER_ID=$(curl -k -X POST https://hss.example.com:8443/api/
subscriber \

-H "Content-Type: application/json" \
-d "{

\"subscriber\": {
\"imsi\": \"001001999999999\",
\"key_set_id\": $KEY_SET_ID,
\"epc_profile_id\": $EPC_PROFILE_ID,
\"msisdns\": [$MSISDN_ID],
\"static_ips\": [$STATIC_IP_ID]

}
}" | jq -r '.data.id')

echo "IoT ⯑⯑⯑⯑⯑⯑⯑"
echo "  ⯑⯑ ID: $SUBSCRIBER_ID"
echo "  IMSI: 001001999999999"
echo "  MSISDN: 14155551000"
echo "  ⯑⯑ IPv4: 100.64.1.100 (⯑ '⯑⯑⯑' APN ⯑)"

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IoT ⯑⯑⯑⯑⯑⯑



1. ⯑⯑⯑⯑⯑⯑⯑⯑ (⯑⯑⯑) - ⯑⯑⯑⯑⯑⯑
2. APN ⯑⯑⯑⯑ (APN ⯑⯑⯑⯑) - “⯑⯑⯑”⯑⯑⯑
3. ⯑⯑⯑⯑ IP ⯑⯑⯑⯑ (⯑⯑ IP) - ⯑⯑⯑ IPv4 ⯑⯑ 100.64.1.100
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (EPC ⯑⯑⯑⯑) - IoT ⯑⯑⯑⯑⯑⯑⯑
5. ⯑⯑⯑⯑⯑⯑⯑⯑ (MSISDN) - ⯑⯑⯑⯑⯑⯑
6. ⯑⯑⯑⯑⯑⯑⯑⯑ (⯑⯑) - ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑“⯑⯑⯑” APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑ 100.64.1.100⯑⯑⯑⯑⯑
⯑ DHCP ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑ APN⯑⯑⯑⯑ APN ⯑⯑⯑⯑ 2-5
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ SIM⯑⯑⯑⯑⯑⯑ SIM

⯑⯑⯑⯑⯑⯑

• ⯑⯑ IP ⯑⯑ - ⯑⯑⯑⯑⯑ IP ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑
• ⯑ MSISDN ⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑ API ⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#key-set-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#apn-profiles
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https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#epc-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#msisdn-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#create-subscriber
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#ims-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#roaming-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#sim-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#static-ip-management
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


OmniHSS API ⯑⯑⯑⯑
← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• API ⯑⯑
• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

• MSISDN ⯑⯑
• SIM ⯑⯑
• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑ IP ⯑⯑
• ⯑⯑⯑⯑

• EIR ⯑⯑
• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• API ⯑⯑⯑⯑

API ⯑⯑⯑⯑
⯑⯑⯑⯑ URL

https://[hostname]:8443/api

⯑⯑⯑⯑⯑⯑⯑⯑

• Content-Type: application/json
• ⯑⯑⯑⯑: ⯑⯑⯑ HTTPS
• ⯑⯑⯑⯑: 8443⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ JSON⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

{
"data": { ... }

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-status-health
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-error-handling
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-examples


}

⯑⯑⯑⯑⯑⯑⯑⯑:

{
"error": "⯑⯑⯑⯑⯑⯑"

}

HTTP ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

200OK ⯑⯑⯑ GET⯑PUT⯑DELETE
201⯑⯑ ⯑⯑⯑ POST
400⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

404⯑⯑⯑ ⯑⯑⯑⯑⯑

422⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
500⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

API ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/subscriber

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

enabled boolean⯑⯑⯑⯑⯑⯑⯑
ims_enabledboolean⯑ IMS ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/subscriber

⯑⯑⯑⯑⯑⯑⯑⯑:

{
"data": [

{
"id": 1,
"imsi": "001001123456789",



"enabled": true,
"ims_enabled": true,
"sim_id": 1,
"key_set_id": 1,
"epc_profile_id": 1,
"ims_profile_id": 1,
"roaming_profile_id": 1,
"custom_attributes": {},
"inserted_at": "2025-10-15T10:30:00Z",
"updated_at": "2025-10-15T10:30:00Z"

}
]

}

⯑⯑⯑⯑ ID ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑ ID ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/subscriber/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

id integer⯑⯑⯑⯑⯑ ID

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/subscriber/1

⯑⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/subscriber/imsi/:imsi

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

imsistring⯑⯑⯑⯑⯑⯑⯑⯑14-15 ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/subscriber/imsi/
001001123456789

⯑⯑⯑⯑: ⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/subscriber/msisdn/:msisdn

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

msisdnstring⯑⯑⯑ ISDN ⯑⯑1-15 ⯑⯑⯑ (E.164)

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/subscriber/msisdn/
14155551234

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/subscriber

⯑⯑⯑⯑⯑⯑:

{
"subscriber": {

"imsi": "001001123456789",
"enabled": true,
"ims_enabled": true,
"sim_id": 1,
"key_set_id": 1,
"epc_profile_id": 1,
"ims_profile_id": 1,
"roaming_profile_id": 1,
"custom_attributes": {

"note": "⯑⯑⯑⯑"
}

}
}

⯑⯑⯑⯑⯑⯑⯑⯑:

• imsi - ⯑⯑⯑ 14-15 ⯑⯑⯑⯑⯑⯑
• key_set_id - ⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑
• epc_profile_id - ⯑⯑⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑:

• enabled - ⯑⯑: true
• ims_enabled - ⯑⯑: true
• sim_id - ⯑⯑ SIM ⯑
• ims_profile_id - ⯑⯑ IMS ⯑⯑⯑⯑⯑IMS ⯑⯑⯑⯑⯑
• roaming_profile_id - ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• msisdns - MSISDN ID ⯑⯑⯑⯑⯑⯑⯑⯑
• static_ips - ⯑⯑ APN ⯑⯑⯑ ⯑⯑ IP ID ⯑⯑
• custom_attributes - ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑ MSISDN ⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ IP ⯑⯑ - ⯑⯑⯑ IP ⯑⯑⯑ APNs

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{

"subscriber": {
"imsi": "001001123456789",
"key_set_id": 1,
"epc_profile_id": 1

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: PUT /api/subscriber/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

id integer⯑⯑���⯑⯑ ID

⯑⯑⯑⯑⯑⯑:

{
"subscriber": {

"enabled": false,
"ims_enabled": false,

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features


"epc_profile_id": 2,
"custom_attributes": {

"note": "⯑⯑⯑⯑"
}

}
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• enabled - ⯑⯑/⯑⯑⯑⯑⯑⯑
• ims_enabled - ⯑⯑/⯑⯑ IMS ⯑⯑
• sim_id - ⯑⯑ SIM ⯑ ⯑⯑
• key_set_id - ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• epc_profile_id - ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑
• ims_profile_id - ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑
• roaming_profile_id - ⯑⯑ ⯑⯑⯑⯑
• msisdns - ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑
• static_ips - ⯑⯑⯑⯑⯑ APNs ⯑ ⯑⯑ IP
• custom_attributes - ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• imsi - ⯑⯑⯑⯑ IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{

"subscriber": {
"enabled": false

}
}'

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑: {"enabled": false}
• ⯑⯑⯑⯑⯑⯑⯑: {"ims_enabled": false}
• ⯑⯑⯑⯑⯑⯑⯑⯑: {"epc_profile_id": 2}⯑⯑ EPC ⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑: {"roaming_profile_id": 3}⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑: DELETE /api/subscriber/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

id integer⯑⯑⯑⯑⯑ ID

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X DELETE https://hss.example.com:8443/api/subscriber/1

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑PDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• SIM - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• MSISDNs - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑CLR⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/subscriber/cancel_location

⯑⯑⯑⯑⯑⯑:

{
"imsi": "001001123456789"

}

⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

imsistring⯑ ⯑⯑⯑⯑⯑⯑⯑ IMSI⯑14-15 ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X POST https://hss.example.com:8443/api/subscriber/
cancel_location \

-H "Content-Type: application/json" \
-d '{"imsi": "001001123456789"}'

⯑⯑⯑⯑⯑⯑⯑⯑ (200 OK):

{
"data": {



"message": "⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑",
"imsi": "001001123456789",
"destination_host": "mme01.operator.com",
"destination_realm": "epc.operator.com"

}
}

⯑⯑⯑⯑⯑⯑⯑⯑ (404 ⯑⯑⯑⯑⯑⯑):

{
"error": "⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑"

}

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑ MME ⯑⯑ S6a CLR (subscriber_state.last_seen_mme)
• ⯑⯑ Cancellation-Type: subscription_withdrawal⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ CLR-Flags: {s6a_indicator: 1, reattach_required: 1}⯑UE ⯑⯑⯑
⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑ last_seen_mme ⯑ null⯑⯑⯑⯑ 404
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑ MSISDNs⯑⯑⯑⯑⯑⯑⯑/SIM⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ IMSI ⯑⯑⯑⯑:

⯑⯑ MSISDN ⯑⯑⯑⯑⯑ CLR ⯑⯑

1. ⯑⯑⯑⯑ MSISDN⯑⯑⯑⯑⯑⯑ IMSI:

// ⯑⯑⯑⯑ IMSI 001001123456789 ⯑ MSISDNs ["+1234567890",
"+9876543210"]
POST /api/subscriber/cancel_location
{"imsi": "001001123456789"}

// ⯑⯑: ⯑⯑⯑⯑ CLR⯑⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑ IMSIs⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

// ⯑⯑⯑⯑⯑⯑⯑⯑⯑ MSISDN ⯑⯑⯑⯑ IMSIs⯑⯑⯑⯑⯑⯑⯑⯑
// ⯑⯑ A: IMSI 001001111111111, MSISDN "+1234567890"
// ⯑⯑ B: IMSI 001001222222222, MSISDN "+1234567890"



POST /api/subscriber/cancel_location
{"imsi": "001001111111111"}

// ⯑⯑: ⯑⯑⯑ A ⯑⯑⯑⯑⯑⯑ B ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑⯑ IMSI: CLR ⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑⯑ MSISDN
• ⯑⯑⯑⯑: CLR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ CLR ⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑
• ⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑ MME ⯑⯑⯑⯑⯑CLR ⯑⯑⯑⯑⯑⯑⯑ HSS ⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑: ⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑ IMSI ⯑⯑
• S6a ⯑⯑⯑⯑

MSISDN ⯑⯑⯑⯑
MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑��⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑ ⯑ MSISDN ⯑⯑⯑

⯑⯑⯑⯑ MSISDN

⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/msisdn

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/msisdn

⯑⯑⯑⯑ MSISDN

⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/msisdn/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/msisdn/1

⯑⯑⯑⯑ MSISDN

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols#cancel-location-request-clrcla
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols#multi-imsi-scenarios
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/architecture#s6a-interface-lteepc
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features


⯑⯑⯑⯑: POST /api/msisdn

⯑⯑⯑⯑⯑⯑:

{
"msisdn": {

"msisdn": "14155551234"
}

}

⯑⯑⯑⯑:

• ⯑⯑⯑ 1-15 ⯑⯑⯑
• ⯑⯑⯑⯑

• ⯑⯑⯑⯑ E.164 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ + ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{

"msisdn": {
"msisdn": "14155551234"

}
}'

⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑

⯑⯑ MSISDN ⯑⯑⯑⯑:

⯑⯑⯑ ⯑ MSISDN ⯑⯑ IMSI ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ MSISDN

⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: DELETE /api/msisdn/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X DELETE https://hss.example.com:8443/api/msisdn/1

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features#multi-msisdn-multiple-phone-numbers


SIM ⯑⯑⯑⯑
SIM ⯑⯑⯑⯑⯑⯑⯑ SIM ⯑⯑⯑⯑⯑⯑ ICCID⯑⯑⯑⯑⯑⯑⯑⯑⯑PIN/PUK ⯑⯑⯑ OTA ⯑⯑⯑
SIM ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑

⯑⯑⯑⯑:

• ⯑ IMSI ⯑⯑ - ⯑⯑⯑⯑⯑ SIM ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ SIM

⯑⯑⯑⯑ SIM ⯑⯑

⯑⯑⯑⯑: GET /api/sim

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/sim

⯑⯑⯑⯑ SIM

⯑⯑⯑⯑ SIM ⯑⯑

⯑⯑⯑⯑: GET /api/sim/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/sim/1

⯑⯑⯑⯑ SIM

⯑⯑⯑⯑⯑⯑ SIM ⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/sim

⯑⯑⯑⯑⯑⯑:

{
"sim": {

"iccid": "8991101200003204510",
"sim_vendor": "Gemalto",
"batch_name": "2025-Q1-Batch-01",
"is_esim": false,
"pin1": "1234",
"pin2": "5678",
"puk1": "12345678",
"puk2": "87654321",
"adm1": "admin-code-1",

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features#multi-imsi-sim-support


"kic": "0123456789ABCDEF0123456789ABCDEF",
"kid": "FEDCBA9876543210FEDCBA9876543210"

}
}

⯑⯑⯑⯑⯑⯑⯑⯑:

• iccid - 19-20 ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• sim_vendor - ⯑⯑⯑⯑⯑
• batch_name - ⯑⯑⯑⯑
• is_esim - eSIM ⯑⯑⯑⯑⯑
• pin1, pin2 - ⯑⯑⯑⯑ PIN ⯑⯑
• puk1, puk2 - PIN ⯑⯑⯑⯑
• adm1-adm10 - ⯑⯑⯑⯑
• kic, kid - OTA ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X POST https://hss.example.com:8443/api/sim \
-H "Content-Type: application/json" \
-d '{

"sim": {
"iccid": "8991101200003204510",
"sim_vendor": "Gemalto"

}
}'

⯑⯑⯑⯑ SIM

⯑⯑ SIM ⯑⯑⯑⯑

⯑⯑⯑⯑: PUT /api/sim/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X PUT https://hss.example.com:8443/api/sim/1 \
-H "Content-Type: application/json" \
-d '{

"sim": {
"batch_name": "⯑⯑⯑⯑⯑⯑⯑"

}
}'



⯑⯑⯑⯑ SIM

⯑⯑⯑⯑ SIM ⯑⯑⯑⯑

⯑⯑⯑⯑: DELETE /api/sim/:id

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ SIM⯑

⯑⯑⯑⯑���⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑ Milenage ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑Ki⯑OPC/OP⯑AMF⯑
SQN⯑⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/key_set

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/key_set

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/key_set/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/key_set/1

⯑⯑⯑⯑⯑⯑⯑⯑:

{
"data": {

"id": 1,
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"op": null,
"amf": "8000",
"sqn": 0,

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols


"authentication_algorithm": "milenage",
"ota_counter": 0

}
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/key_set

⯑⯑⯑⯑⯑⯑:

{
"key_set": {

"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"amf": "8000",
"sqn": 0,
"authentication_algorithm": "milenage"

}
}

⯑⯑⯑⯑⯑⯑⯑⯑:

• ki - 128 ⯑⯑⯑⯑32 ⯑⯑⯑⯑⯑⯑⯑⯑
• opc ⯑ op⯑OPC ⯑⯑⯑ OP ⯑⯑⯑
• authentication_algorithm - ⯑⯑⯑⯑⯑ "milenage"

⯑⯑⯑⯑⯑⯑⯑⯑:

• amf - ⯑⯑: "8000"
• sqn - ⯑⯑: 0
• ota_counter - ⯑⯑: 0

⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• Ki⯑OPC⯑OP: 32 ⯑⯑⯑⯑⯑⯑⯑⯑128 ⯑⯑
• AMF: 4 ⯑⯑⯑⯑⯑⯑⯑⯑16 ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X POST https://hss.example.com:8443/api/key_set \
-H "Content-Type: application/json" \
-d '{

"key_set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",



"authentication_algorithm": "milenage"
}

}'

⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ API ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: PUT /api/key_set/:id

⯑⯑⯑⯑: ⯑⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: DELETE /api/key_set/:id

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

EPC ⯑⯑⯑⯑⯑⯑⯑⯑

EPC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/epc/profile

⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/epc/profile/:id

⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/epc/profile

⯑⯑⯑⯑⯑⯑:

{



"epc_profile": {
"name": "⯑⯑⯑⯑⯑⯑",
"ue_ambr_dl_kbps": 100000,
"ue_ambr_ul_kbps": 50000,
"network_access_mode": 0,
"tracking_area_update_interval_seconds": 54

}
}

⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

name ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑

ue_ambr_dl_kbps ⯑⯑⯑⯑⯑⯑Kbps10000-1000000
ue_ambr_ul_kbps ⯑⯑⯑⯑⯑⯑Kbps5000-500000
network_access_mode ⯑⯑⯑⯑ ⯑⯑ 0=⯑⯑⯑⯑2=⯑⯑+⯑⯑
tracking_area_update_interval_secondsTAU ⯑⯑⯑ ⯑ 54⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X POST https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
-d '{

"epc_profile": {
"name": "⯑⯑ 100Mbps",
"ue_ambr_dl_kbps": 100000,
"ue_ambr_ul_kbps": 50000

}
}'

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑

⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: PUT /api/epc/profile/:id

⯑⯑⯑⯑: ⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: DELETE /api/epc/profile/:id

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/profiles


IMS ⯑⯑⯑⯑⯑⯑⯑⯑

IMS⯑IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IFC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑ IMS ⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/ims/profile

⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/ims/profile

⯑⯑⯑⯑⯑⯑:

{
"ims_profile": {

"name": "⯑⯑ VoLTE",
"ifc_template": "<IMS-XML-⯑⯑-⯑⯑⯑>"

}
}

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑ - IFC ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ - IMS ⯑⯑⯑⯑⯑⯑⯑

APN ⯑⯑⯑⯑⯑⯑⯑⯑

APN⯑⯑⯑⯑⯑⯑���⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. APN ⯑⯑⯑⯑⯑⯑ - ⯑⯑ APN ⯑⯑⯑ IP ⯑⯑
2. APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑
3. APN ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ QoS⯑⯑⯑⯑ EPC ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PCRF ⯑⯑⯑⯑⯑⯑ ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/apn/identifier

⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/apn/identifier

⯑⯑⯑⯑⯑⯑:

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/PCRF
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/profiles


{
"apn_identifier": {

"apn": "internet",
"ip_version": 2

}
}

IP ⯑⯑⯑⯑⯑⯑:

• 0 - ⯑ IPv4
• 1 - ⯑ IPv6
• 2 - IPv4v6⯑⯑⯑⯑
• 3 - IPv4 ⯑ IPv6⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/apn/qos_profile

⯑⯑⯑⯑ APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/apn/qos_profile

⯑⯑⯑⯑⯑⯑:

{
"apn_qos_profile": {

"name": "⯑⯑⯑⯑⯑⯑⯑",
"qci": 9,
"allocation_retention_priority": 8,
"apn_ambr_dl_kbps": 50000,
"apn_ambr_ul_kbps": 25000,
"pre_emption_capability": false,
"pre_emption_vulnerability": true

}
}

⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/apn/profile

⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/apn/profile

⯑⯑⯑⯑⯑⯑:

{



"apn_profile": {
"name": "⯑⯑⯑ APN",
"apn_identifier_id": 1,
"apn_qos_profile_id": 1

}
}

⯑⯑⯑⯑⯑⯑⯑⯑:

• apn_identifier_id - ⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑
• apn_qos_profile_id - ⯑⯑⯑⯑⯑⯑⯑ APN QoS ⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑ - ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑
• EPC ⯑⯑⯑⯑ - APN ⯑⯑⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑

⯑⯑⯑⯑ IP ⯑⯑⯑⯑
⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑
⯑⯑ IPv4 ⯑/⯑ IPv6 ⯑⯑⯑⯑⯑⯑⯑ DHCP ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑⯑ S6a ⯑⯑⯑⯑⯑⯑ APN-⯑⯑ AVP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑0⯑1⯑2...⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑ apn_identifier.apn⯑⯑⯑⯑“internet”⯑“ims”⯑
3. PDN ⯑⯑⯑⯑: ⯑ apn_identifier.ip_version ⯑⯑⯑ipv4=0⯑ipv6=1⯑

ipv4v6=2⯑ipv4_or_ipv6=3⯑
4. QoS ⯑⯑⯑⯑: ⯑⯑⯑⯑ apn_qos_profile ⯑
5. AMBR ⯑⯑⯑⯑: ⯑⯑⯑ 1000⯑kbps → bps ⯑⯑⯑
6. ⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑: ⯑⯑⯑⯑⯑+APN ⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑

◦ ⯑⯑⯑⯑: subscriber.static_ips → ⯑ apn_profile_id ⯑⯑ → ⯑⯑ IP
◦ IP ⯑⯑⯑⯑⯑⯑⯑⯑ apn_identifier.ip_version ⯑⯑

7. VPLMN-⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑ 0⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ IP⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑⯑⯑⯑⯑:



• ⯑⯑ APN ⯑⯑⯑⯑: ⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑���⯑⯑ APN ⯑⯑⯑⯑⯑⯑ IP: ⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑
• IPv4 ⯑⯑ IPv6 ⯑⯑⯑⯑: ⯑⯑ IP ⯑⯑⯑⯑ IPv4⯑⯑ IPv6 ⯑⯑⯑
• ⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑: ⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑ IPv4 ⯑ IPv6 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ipv4_static_ip ⯑ ipv6_static_ip ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• IoT ⯑⯑⯑⯑⯑ IP ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ IP

⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑

⯑⯑⯑⯑: GET /api/epc/static_ip

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/epc/static_ip

⯑⯑⯑⯑⯑⯑⯑⯑:

{
"data": [

{
"id": 1,
"apn_profile_id": 5,
"ipv4_static_ip": "100.64.1.1",
"ipv6_static_ip": "2606:4700:4700::1111",
"apn_profile": {

"id": 5,
"name": "⯑⯑⯑ APN",
"apn_identifier": {

"apn": "internet",
"ip_version": "ipv4v6"

}
},
"inserted_at": "2025-11-15T10:30:00Z",
"updated_at": "2025-11-15T10:30:00Z"

}
]



}

⯑⯑⯑⯑⯑⯑⯑⯑ IP

⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑

⯑⯑⯑⯑: GET /api/epc/static_ip/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

id integer⯑⯑ IP ⯑⯑⯑ ID

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/epc/static_ip/1

⯑⯑⯑⯑⯑⯑⯑⯑ IP

⯑ APN ⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑

⯑⯑⯑⯑: POST /api/epc/static_ip

⯑⯑⯑⯑⯑⯑:

{
"static_ip": {

"apn_profile_id": 5,
"ipv4_static_ip": "100.64.1.1",
"ipv6_static_ip": "2606:4700:4700::1111"

}
}

⯑⯑⯑⯑⯑⯑⯑⯑:

• apn_profile_id - ⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ ipv4_static_ip ⯑ ipv6_static_ip ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• ipv4_static_ip - IPv4 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ipv6_static_ip - IPv6 ⯑⯑⯑⯑⯑⯑⯑⯑⯑

IP ⯑⯑⯑⯑⯑⯑⯑⯑:

• IPv4: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑100.64.1.1⯑
• IPv6: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑2606:4700:4700::1111⯑
• IPv4 ⯑ IPv6 ⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑



◦ ⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑
◦ ⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ IPv4IPv6 ⯑⯑⯑⯑

⯑⯑ IPv4✓ - {"ipv4_static_ip": "100.64.1.1"}
⯑⯑ IPv6 - ✓ {"ipv6_static_ip": "2606:4700:4700::1111"}
⯑⯑⯑⯑ ✓ ✓ ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑ IPv4 ⯑⯑⯑⯑ IP:

curl -k -X POST https://hss.example.com:8443/api/epc/static_ip \
-H "Content-Type: application/json" \
-d '{

"static_ip": {
"apn_profile_id": 5,
"ipv4_static_ip": "100.64.1.1"

}
}'

⯑⯑ IPv6 ⯑⯑⯑⯑ IP:

curl -k -X POST https://hss.example.com:8443/api/epc/static_ip \
-H "Content-Type: application/json" \
-d '{

"static_ip": {
"apn_profile_id": 6,
"ipv6_static_ip": "2606:4700:4700::1111"

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑ IP:

curl -k -X POST https://hss.example.com:8443/api/epc/static_ip \
-H "Content-Type: application/json" \
-d '{

"static_ip": {
"apn_profile_id": 5,
"ipv4_static_ip": "100.64.1.1",
"ipv6_static_ip": "2606:4700:4700::1111"

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑ (201 ⯑⯑⯑⯑⯑⯑⯑⯑):



{
"data": {

"id": 1,
"apn_profile_id": 5,
"ipv4_static_ip": "100.64.1.1",
"ipv6_static_ip": "2606:4700:4700::1111",
"inserted_at": "2025-11-15T10:30:00Z",
"updated_at": "2025-11-15T10:30:00Z"

}
}

⯑⯑⯑⯑:

• ⯑⯑⯑ IP ⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• APN ⯑⯑⯑⯑ - ⯑⯑ APN ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ IP

⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑

⯑⯑⯑⯑: PUT /api/epc/static_ip/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

id integer⯑⯑ IP ⯑⯑⯑ ID

⯑⯑⯑⯑⯑⯑:

{
"static_ip": {

"ipv4_static_ip": "100.64.1.2",
"ipv6_static_ip": "2606:4700:4700::1112"

}
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ipv4_static_ip - ⯑⯑ IPv4 ⯑⯑
• ipv6_static_ip - ⯑⯑ IPv6 ⯑⯑
• apn_profile_id - ⯑⯑ APN ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• id - ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PDN ⯑⯑⯑⯑⯑ PDN ⯑⯑⯑⯑⯑⯑⯑⯑ IP⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X PUT https://hss.example.com:8443/api/epc/static_ip/1 \
-H "Content-Type: application/json" \
-d '{

"static_ip": {
"ipv4_static_ip": "100.64.1.2"

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑ IP

⯑⯑⯑⯑ IP ⯑⯑⯑

⯑⯑⯑⯑: DELETE /api/epc/static_ip/:id

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

id integer⯑⯑ IP ⯑⯑⯑ ID

⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X DELETE https://hss.example.com:8443/api/epc/static_ip/1

⯑⯑⯑⯑:

• ⯑⯑⯑⯑ IP ⯑⯑
• ⯑⯑⯑ APN ⯑⯑⯑⯑⯑APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP
• ⯑⯑⯑⯑IP ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PDN ⯑⯑⯑⯑⯑⯑⯑ IP⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑ ⯑⯑ ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑⯑⯑⯑ IP⯑⯑⯑⯑ ⯑⯑⯑⯑ IP⯑
2. ⯑⯑⯑⯑ static_ips ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑:

# ⯑ 1 ��: ⯑ "internet" APN ⯑⯑⯑⯑ IP
STATIC_IP_ID=$(curl -k -X POST https://hss.example.com:8443/api/epc/



static_ip \
-H "Content-Type: application/json" \
-d '{

"static_ip": {
"apn_profile_id": 5,
"ipv4_static_ip": "100.64.1.1",
"ipv6_static_ip": "2606:4700:4700::1111"

}
}' | jq -r '.data.id')

# ⯑ 2 ⯑: ⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d "{

\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key_set_id\": 1,
\"epc_profile_id\": 1,
\"static_ips\": [$STATIC_IP_ID]

}
}"

⯑⯑⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{

"subscriber": {
"static_ips": [1, 2]

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑ IP⯑⯑⯑⯑⯑⯑ APNs⯑⯑:

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IP⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑ APN⯑

# ⯑ "internet" APN ⯑⯑⯑⯑ IP
INTERNET_IP=$(curl -k -X POST https://hss.example.com:8443/api/epc/
static_ip \

-H "Content-Type: application/json" \
-d '{

"static_ip": {
"apn_profile_id": 5,
"ipv4_static_ip": "100.64.1.1"

}
}' | jq -r '.data.id')

# ⯑ "ims" APN ⯑⯑⯑⯑ IP
IMS_IP=$(curl -k -X POST https://hss.example.com:8443/api/epc/



static_ip \
-H "Content-Type: application/json" \
-d '{

"static_ip": {
"apn_profile_id": 6,
"ipv4_static_ip": "100.64.2.1"

}
}' | jq -r '.data.id')

# ⯑⯑⯑ IP ⯑⯑⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d "{

\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key_set_id\": 1,
\"epc_profile_id\": 1,
\"static_ips\": [$INTERNET_IP, $IMS_IP]

}
}"

⯑⯑⯑⯑⯑⯑⯑⯑:

• ✓ ⯑⯑⯑⯑: ⯑⯑⯑⯑ APNs ⯑⯑⯑⯑⯑ IP
• ✗ ⯑⯑⯑⯑: ⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑ IP

⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ APN:

# ⯑⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑ APN⯑⯑⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{

"subscriber": {
"imsi": "001001123456789",
"static_ips": [1, 2]

}
}'

# ⯑⯑⯑⯑:
{

"errors": {
"static_ips": [

"⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ internet ⯑⯑⯑⯑
IP 100.64.1.1 ⯑ 100.64.1.2"

]
}

}

⯑⯑⯑⯑:



• ⯑⯑⯑⯑ - ⯑⯑⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ IP ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑ MCC/
MNC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/roaming/profile

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/roaming/profile

⯑⯑⯑⯑⯑⯑:

{
"roaming_profile": {

"name": "⯑⯑⯑⯑⯑⯑⯑",
"data_action_if_no_rules_match": 1,
"ims_action_if_no_rules_match": 1

}
}

⯑⯑⯑⯑⯑⯑:

• 0 - ⯑⯑
• 1 - ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• data_action_if_no_rules_match - ⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑
• ims_action_if_no_rules_match - IMS ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/roaming/rule

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/roaming/rule

⯑⯑⯑⯑⯑⯑:



{
"roaming_rule": {

"name": "⯑⯑ AT&T",
"mcc": "310",
"mnc": "410",
"data_action": 0,
"ims_action": 0

}
}

⯑⯑⯑⯑:

• mcc - ⯑⯑⯑⯑⯑⯑⯑3 ⯑⯑���⯑
• mnc - ⯑⯑⯑⯑⯑⯑⯑2-3 ⯑⯑⯑⯑
• data_action - ⯑⯑ (0) ⯑⯑⯑ (1) ⯑⯑⯑⯑
• ims_action - ⯑⯑ (0) ⯑⯑⯑ (1) IMS/⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

EIR ⯑⯑⯑⯑
OmniHSS ⯑⯑ S13 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑EIR⯑⯑⯑⯑EIR ⯑⯑⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑⯑
⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑S13 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ EIR ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ EIR ⯑⯑⯑⯑

⯑⯑⯑⯑: GET /api/eir/rule

⯑⯑⯑⯑ EIR ⯑⯑⯑⯑

⯑⯑⯑⯑: POST /api/eir/rule

⯑⯑⯑⯑⯑⯑:

{
"eir_rule": {

"name": "⯑⯑ iPhone 6",
"imei_regex": "^35[0-9]{6}0[0-9]{7}$",
"action": 1

}
}

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/roaming
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/EIR


⯑⯑⯑⯑:

• name - ⯑⯑⯑⯑⯑⯑⯑⯑
• imei_regex - ⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑⯑⯑
• action - ⯑⯑⯑ (0)⯑⯑⯑⯑ (1) ⯑⯑⯑⯑ (2)

⯑⯑⯑⯑⯑⯑:

• 0 - ⯑⯑⯑⯑⯑⯑⯑
• 1 - ⯑⯑⯑⯑⯑⯑⯑
• 2 - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ TAC ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑ - S13 ⯑⯑⯑ EIR ⯑⯑⯑⯑
• ⯑⯑⯑⯑ - OmniHSS EIR ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - API ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• API ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑: ⯑⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/architecture
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-status-health
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-error-handling
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-examples
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel


API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑ API ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ API ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ GET /api/status

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

curl -k https://hss.example.com:8443/api/status

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

{
"status": "ok"

}

⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑ API ⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

• Diameter ⯑
• ⯑⯑⯑

• ⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑ Elixir ⯑ Erlang/OTP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ Diameter ⯑⯑⯑S6a⯑Cx⯑Sh⯑S13⯑Gx⯑Rx⯑⯑⯑⯑⯑⯑⯑ DiameterEx ⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑

1. ⯑⯑ DiameterEx ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑ Diameter ⯑⯑ ID
2. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ AVP⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ AVP ⯑⯑ Diameter ⯑⯑⯑⯑
5. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


Diameter ⯑⯑
Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

S6a ⯑⯑⯑⯑ (LTE/EPC)

⯑⯑ LTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Cx ⯑⯑⯑⯑ (IMS)

⯑⯑ IMS ⯑⯑⯑⯑⯑⯑

Sh ⯑⯑⯑⯑ (IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑)

⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Gx ⯑⯑⯑⯑ (⯑⯑⯑⯑⯑⯑⯑⯑)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PCRF ⯑⯑⯑⯑⯑⯑

Rx ⯑⯑⯑⯑ (IMS ⯑⯑⯑⯑)

⯑⯑ IMS ⯑⯑⯑⯑⯑ VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PCRF ⯑⯑⯑⯑⯑⯑

S13 ⯑⯑⯑⯑ (EIR)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ EIR ⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/PCRF
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/PCRF
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/EIR


⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Ecto ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑���⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

API ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑

• Erlang/OTP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑

• ⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



3. ⯑⯑⯑⯑⯑⯑

• ⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

5. ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• Diameter ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/configuration


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• Diameter ⯑⯑
• ⯑⯑⯑⯑

• IMS ⯑⯑
• EIR ⯑⯑
• API ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

config/config.exs (⯑⯑⯑⯑⯑⯑)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• API ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑

config/runtime.exs (⯑⯑⯑⯑⯑⯑)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• Diameter ⯑⯑⯑⯑⯑
• ⯑⯑ PLMN ⯑⯑
• IMS S-CSCF ⯑⯑
• ⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ runtime.exs ⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs

config :hss, Hss.Repo,
# ⯑⯑⯑⯑⯑⯑⯑
username: System.get_env("DATABASE_USERNAME", "root"),
password: System.get_env("DATABASE_PASSWORD", "password"),
hostname: System.get_env("DATABASE_HOSTNAME", "localhost"),
database: System.get_env("DATABASE_NAME", "omnihss"),

# ⯑⯑⯑⯑⯑
pool_size: String.to_integer(System.get_env("DATABASE_POOL_SIZE", "20")),

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
timeout: 15_000,
connect_timeout: 15_000,

# ⯑⯑⯑⯑
show_sensitive_data_on_connection_error: false

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

username SQL ⯑⯑⯑⯑⯑⯑ "root" ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

password SQL ⯑⯑⯑⯑⯑ "password" ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

hostname SQL ⯑⯑⯑⯑⯑⯑⯑⯑⯑"localhost"⯑⯑⯑⯑⯑⯑ FQDN ⯑ IP
database ⯑⯑⯑⯑⯑ "omnihss" ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

pool_size⯑⯑⯑⯑⯑ 20 ⯑⯑⯑⯑⯑⯑⯑10-50 ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑ 20 ⯑⯑⯑⯑⯑



• ⯑⯑“⯑⯑⯑⯑⯑”⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 10
• ⯑⯑⯑⯑⯑⯑⯑ 4MB ⯑⯑⯑
• ⯑⯑���⯑⯑⯑⯑⯑⯑ SQL ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs - ⯑⯑⯑⯑

config :hss, Hss.Repo,
username: System.fetch_env!("DATABASE_USERNAME"),      # ⯑⯑⯑⯑⯑
password: System.fetch_env!("DATABASE_PASSWORD"),      # ⯑⯑⯑⯑⯑
hostname: System.get_env("DATABASE_HOSTNAME", "db.internal.example.com"),
database: System.get_env("DATABASE_NAME", "omnihss"),
port: String.to_integer(System.get_env("DATABASE_PORT", "3306")),
pool_size: String.to_integer(System.get_env("DATABASE_POOL_SIZE", "30")),
ssl: true,
ssl_opts: [

cacertfile: "/etc/ssl/certs/mysql-ca.pem",
verify: :verify_peer

]

Diameter ⯑⯑⯑⯑
Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs

diameter_config = %{
service_name: :omnitouch_hss,

# ⯑⯑⯑⯑
listen_ip: System.get_env("DIAMETER_LISTEN_IP", "10.7.25.186"),
listen_port: String.to_integer(System.get_env("DIAMETER_LISTEN_PORT",

"3868")),

# Diameter ⯑⯑
host: System.get_env("DIAMETER_HOST", "omnihss"),
realm: System.get_env("DIAMETER_REALM",

"epc.mnc001.mcc001.3gppnetwork.org"),

# ⯑⯑⯑⯑
product_name: "OmniHSS",
vendor_id: 10415,  # 3GPP
supported_vendor_ids: [5535, 10415],

# ⯑⯑⯑⯑
request_timeout: 5000,

# ⯑⯑⯑⯑⯑
peers: [



# ⯑⯑⯑⯑⯑⯑⯑⯑⯑
]

}

config :hss, :diameter, diameter_config

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ HSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑“omnihss”⯑“hss01”⯑
• ⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑ PLMN ⯑⯑⯑⯑⯑⯑

“epc.mnc001.mcc001.3gppnetwork.org”⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑ {host}.{realm}

⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs

peers: [
# MME ⯑⯑⯑⯑⯑
%{

host: "mme01.epc.mnc001.mcc001.3gppnetwork.org",
realm: "epc.mnc001.mcc001.3gppnetwork.org",
ip: "10.7.25.100",
port: 3868,
transport: :sctp,  # ⯑ :tcp
applications: [:s6a]

},

# P-GW ⯑⯑⯑⯑⯑
%{

host: "pgw01.epc.mnc001.mcc001.3gppnetwork.org",
realm: "epc.mnc001.mcc001.3gppnetwork.org",
ip: "10.7.25.101",
port: 3868,
transport: :sctp,
applications: [:gx]

},

# I-CSCF ⯑⯑⯑⯑⯑
%{

host: "icscf01.ims.mnc001.mcc001.3gppnetwork.org",
realm: "ims.mnc001.mcc001.3gppnetwork.org",
ip: "10.7.25.102",
port: 3868,
transport: :tcp,
applications: [:cx]

}
]



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ HSS ⯑⯑⯑⯑

# config/runtime.exs

diameter_config = %{
# ... ⯑⯑⯑⯑ ...
peers: []  # ⯑ - ⯑⯑⯑⯑⯑⯑⯑

}

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

SCTP⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ Diameter
TCP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑ SCTP ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ PLMN ⯑⯑⯑⯑

⯑⯑ PLMN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs

config :hss, :home_plmn, %{
mcc: System.get_env("HOME_PLMN_MCC", "001"),  # ⯑⯑⯑⯑⯑⯑
mnc: System.get_env("HOME_PLMN_MNC", "001")   # ⯑⯑⯑⯑⯑⯑

}

PLMN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• AT&T⯑⯑⯑⯑⯑MCC=310⯑MNC=410
• Verizon⯑⯑⯑⯑⯑MCC=311⯑MNC=480
• Vodafone⯑⯑⯑⯑⯑MCC=234⯑MNC=15
• ⯑⯑⯑⯑⯑MCC=001⯑MNC=01

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs

# Diameter ⯑⯑
listen_ip: System.get_env("DIAMETER_LISTEN_IP", "0.0.0.0"),  # ⯑⯑⯑⯑
# ⯑⯑⯑⯑⯑⯑
# listen_ip: "10.7.25.186",

# API ⯑⯑



config :hss, HssWeb.Api.Endpoint,
http: [

ip: {0, 0, 0, 0},  # ⯑⯑⯑⯑
port: 8443

]

# ⯑⯑⯑⯑⯑⯑
config :hss, HssWeb.ControlPanel.Endpoint,

http: [
ip: {0, 0, 0, 0},  # ⯑⯑⯑⯑
port: 7443

]

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑
S-CSCF ⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs

config :hss, :ims, %{
scscf: %{

# ⯑⯑⯑⯑⯑:random_peer ⯑ :round_robin
selection_method: :random_peer,

# ⯑⯑ S-CSCF ⯑⯑⯑⯑⯑
peers: [

%{
host: "sip:scscf01.ims.mnc001.mcc001.3gppnetwork.org:5060",
capabilities: []  # ⯑⯑⯑⯑⯑⯑⯑

},
%{

host: "sip:scscf02.ims.mnc001.mcc001.3gppnetwork.org:5060",
capabilities: []

}
]

}
}

S-CSCF ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

:random_peer⯑⯑⯑⯑⯑⯑ S-CSCF⯑⯑⯑⯑⯑⯑
:round_robin⯑⯑⯑⯑ S-CSCF ⯑⯑⯑⯑⯑⯑



IMS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑IMS ⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑

# EPC ⯑⯑
"epc.mnc001.mcc001.3gppnetwork.org"

# IMS ⯑⯑
"ims.mnc001.mcc001.3gppnetwork.org"

EIR ⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑ EIR ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs

config :hss, :eir, %{
# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
unknown_equipment_behaviour: :whitelist
# ⯑⯑⯑
#   :whitelist - ⯑⯑⯑⯑⯑⯑
#   :blacklist - ⯑⯑⯑⯑⯑⯑
#   :greylist - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
#   :reject_unknown_equipment - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

:whitelist ⯑⯑⯑⯑⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑⯑

:blacklist ⯑⯑⯑⯑⯑⯑ IMEI ⯑⯑⯑⯑

:greylist ⯑⯑⯑⯑⯑⯑⯑ IMEI⯑⯑⯑⯑
:reject_unknown_equipment⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑ :whitelist ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ :greylist⯑⯑⯑⯑⯑ :blacklist ⯑⯑⯑
⯑⯑⯑⯑

API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

API ⯑⯑⯑⯑⯑⯑⯑⯑

# config/config.exs

config :hss, HssWeb.Api.Endpoint,

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/EIR


url: [host: "localhost"],
render_errors: [view: HssWeb.ErrorView, accepts: ~w(json)],
pubsub_server: Hss.PubSub,

# HTTPS ⯑⯑
https: [

port: 8443,
cipher_suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

]

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/config.exs

config :hss, HssWeb.ControlPanel.Endpoint,
url: [host: "localhost"],
render_errors: [view: HssWeb.ErrorView, accepts: ~w(html json)],
pubsub_server: Hss.PubSub,
live_view: [signing_salt: "some-secret"],

# HTTPS ⯑⯑
https: [

port: 7443,
cipher_suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

]

TLS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑ X.509 ⯑⯑
• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• CN ⯑ SAN ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https: [
port: 8443,
cipher_suite: :strong,
certfile: System.get_env("TLS_CERT_FILE", "/etc/ssl/certs/omnihss.crt"),
keyfile: System.get_env("TLS_KEY_FILE", "/etc/ssl/private/omnihss.key"),
cacertfile: System.get_env("TLS_CA_FILE", "/etc/ssl/certs/ca-bundle.crt")

]



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ PLMN⯑MCC⯑MNC⯑
• Diameter ⯑⯑⯑⯑⯑
• Diameter ⯑⯑ IP ⯑⯑⯑
• API ⯑⯑⯑⯑⯑⯑ TLS ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑ 3868⯑
• ⯑⯑⯑⯑⯑⯑⯑ HTTPS ⯑⯑⯑⯑⯑ 7443⯑8443⯑
• Diameter ⯑⯑⯑ DNS ⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑

• ⯑⯑ S-CSCF ⯑⯑⯑⯑⯑
• ⯑⯑ S-CSCF ⯑⯑⯑⯑
• ���⯑ IMS ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ EIR ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ https://[hostname]:7443
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. API ⯑⯑⯑⯑⯑⯑



curl -k https://[hostname]:8443/api/status

4. Diameter ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑
⯑⯑⯑⯑⯑⯑⯑

5. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ SQL ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# config/runtime.exs - ⯑⯑⯑⯑⯑⯑

import Config

#
============================================================================
# ⯑⯑⯑⯑⯑
#
============================================================================
config :hss, Hss.Repo,

username: System.fetch_env!("DATABASE_USERNAME"),
password: System.fetch_env!("DATABASE_PASSWORD"),
hostname: System.get_env("DATABASE_HOSTNAME", "db.omnihss.internal"),
database: System.get_env("DATABASE_NAME", "omnihss"),
port: String.to_integer(System.get_env("DATABASE_PORT", "3306")),
pool_size: String.to_integer(System.get_env("DATABASE_POOL_SIZE", "30")),
timeout: 15_000,
connect_timeout: 15_000,
ssl: true,
ssl_opts: [

cacertfile: "/etc/ssl/certs/mysql-ca.pem",
verify: :verify_peer

]

#
============================================================================
# ⯑⯑ PLMN ⯑⯑
#
============================================================================
config :hss, :home_plmn, %{

mcc: System.get_env("HOME_PLMN_MCC", "001"),
mnc: System.get_env("HOME_PLMN_MNC", "001")

}

#
============================================================================
# Diameter ⯑⯑



#
============================================================================
diameter_config = %{

service_name: :omnitouch_hss,
listen_ip: System.get_env("DIAMETER_LISTEN_IP", "10.7.25.186"),
listen_port: String.to_integer(System.get_env("DIAMETER_LISTEN_PORT",

"3868")),
host: System.get_env("DIAMETER_HOST", "omnihss01"),
realm: System.get_env("DIAMETER_REALM",

"epc.mnc001.mcc001.3gppnetwork.org"),
product_name: "OmniHSS",
vendor_id: 10415,
supported_vendor_ids: [5535, 10415],
request_timeout: 5000,
peers: [

%{
host: "mme01.epc.mnc001.mcc001.3gppnetwork.org",
realm: "epc.mnc001.mcc001.3gppnetwork.org",
ip: "10.7.25.100",
port: 3868,
transport: :sctp,
applications: [:s6a]

}
]

}

config :hss, :diameter, diameter_config

#
============================================================================
# IMS ⯑⯑
#
============================================================================
config :hss, :ims, %{

scscf: %{
selection_method: :random_peer,
peers: [

%{host: "sip:scscf01.ims.mnc001.mcc001.3gppnetwork.org:5060"},
%{host: "sip:scscf02.ims.mnc001.mcc001.3gppnetwork.org:5060"}

]
}

}

#
============================================================================
# EIR ⯑⯑
#
============================================================================
config :hss, :eir, %{

unknown_equipment_behaviour: :whitelist
}

#



============================================================================
# API ⯑⯑⯑⯑
#
============================================================================
config :hss, HssWeb.Api.Endpoint,

http: [ip: {0, 0, 0, 0}, port: 8443],
https: [

port: 8443,
cipher_suite: :strong,
certfile: System.get_env("TLS_CERT_FILE", "/etc/ssl/certs/omnihss.crt"),
keyfile: System.get_env("TLS_KEY_FILE", "/etc/ssl/private/omnihss.key")

],
url: [host: System.get_env("API_HOST", "api.omnihss.internal"), port:

8443]

#
============================================================================
# ⯑⯑⯑⯑⯑⯑⯑⯑
#
============================================================================
config :hss, HssWeb.ControlPanel.Endpoint,

http: [ip: {0, 0, 0, 0}, port: 7443],
https: [

port: 7443,
cipher_suite: :strong,
certfile: System.get_env("TLS_CERT_FILE", "/etc/ssl/certs/omnihss.crt"),
keyfile: System.get_env("TLS_KEY_FILE", "/etc/ssl/private/omnihss.key")

],
url: [host: System.get_env("CP_HOST", "hss.omnihss.internal"), port: 7443]

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑⯑⯑⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/entities


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• Diameter ⯑⯑
• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑ Phoenix LiveView ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Diameter ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

URL: https://[hostname]:7443
Protocol: HTTPS Only
Port: 7443 (configurable)
Certificate: Configured in config/config.exs

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑ https://[hostname]:7443
3. ⯑⯑ TLS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

TLS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ 7443 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• HTTPS ⯑⯑⯑⯑⯑ - ⯑⯑⯑ HTTP
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 7443

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑LiveView, WebSockets⯑⯑

• Chrome/Chromium⯑⯑⯑⯑
• Firefox
• Safari
• Edge

⯑⯑⯑⯑⯑⯑ ⯑⯑⯑ Internet Explorer⯑

⯑⯑⯑⯑⯑⯑⯑⯑

URL: https://[hostname]:7443/overview

⯑⯑⯑⯑⯑⯑���⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑ ⯑⯑⯑⯑ ⯑⯑

ID ⯑⯑⯑⯑⯑ ID ⯑⯑

Enabled ⯑⯑⯑⯑ ✓ (⯑⯑) / ✗ (⯑⯑)



⯑⯑ ⯑⯑⯑⯑ ⯑⯑

IMSI ⯑⯑⯑⯑⯑⯑⯑⯑⯑ 14-15 ⯑⯑⯑
ICCID SIM ⯑ ID 19-20 ⯑⯑⯑⯑ "N/A"
EPC Profile ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ID
IMS Profile ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ID ⯑ "N/A"
Roaming Profile⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑ID ⯑ "N/A"

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• MCC - ⯑⯑⯑⯑⯑⯑⯑3 ⯑⯑⯑⯑
• MNC - ⯑⯑⯑⯑⯑⯑⯑2-3 ⯑⯑⯑⯑
• TAC - ⯑⯑⯑⯑⯑⯑
• Cell ID - ⯑⯑⯑⯑⯑⯑⯑
• eNodeB ID - ⯑⯑⯑⯑⯑
• ECI - E-UTRAN ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME - ⯑⯑⯑⯑⯑ MME ⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - MME ⯑ Diameter ⯑⯑
• RAT ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑“E-UTRAN”⯑⯑ LTE⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ S-CSCF - ⯑⯑⯑⯑⯑ S-CSCF SIP URI
• IMS ⯑⯑⯑⯑⯑⯑⯑⯑ - SIP URI⯑⯑⯑⯑sip:+14155551234@ims.example.com⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ P-CSCF - ⯑⯑⯑⯑ HSS ⯑ P-CSCF
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ I-CSCF - ⯑⯑⯑⯑ HSS ⯑ I-CSCF

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• PDN ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ VoLTE ⯑⯑⯑⯑⯑

mailto:+14155551234@ims.example.com


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME
• ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• PDN ⯑⯑⯑⯑⯑⯑ PDN ⯑⯑⯑⯑ > 0
• IMS ⯑⯑⯑⯑⯑⯑ ⯑⯑⯑ S-CSCF ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑ > 0

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑ 1 ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ IMS ⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ PDN ⯑⯑⯑⯑
◦ ⯑⯑⯑⯑ VoLTE ⯑⯑

Diameter ⯑⯑⯑⯑
URL: https://[hostname]:7443/diameter

Diameter ⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑ ⯑⯑⯑⯑ ⯑⯑

HostnameDiameter ⯑⯑⯑⯑⯑FQDN
Realm Diameter ⯑⯑ ⯑⯑

IP:Port ⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑
Transport ⯑⯑⯑⯑ TCP ⯑ SCTP
Status ⯑⯑⯑⯑ ⯑⯑ / ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ HSS ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ ID - ⯑⯑⯑ Diameter ⯑⯑

⯑⯑⯑⯑ ID ⯑⯑⯑⯑⯑⯑

• 16777251 - S6a (MME)
• 16777238 - Gx (P-GW)
• 16777216 - Cx (I-CSCF, S-CSCF)
• 16777217 - Sh (⯑⯑⯑⯑⯑)
• 16777236 - Rx (P-CSCF)
• 16777252 - S13 (EIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

Diameter ⯑⯑⯑ 1 ⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑



◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑TCP ⯑ SCTP⯑
◦ ⯑⯑⯑⯑ ID ⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑
4. Diameter ⯑⯑⯑⯑⯑
5. ⯑⯑⯑⯑⯑⯑⯑⯑⯑ TLS⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑ping [peer-ip]
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑telnet [peer-ip] 3868
3. ⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑ HSS ⯑⯑⯑⯑⯑⯑⯑⯑
5. ⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑ HSS ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑
4. Diameter ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑ ID ⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

URL: https://[hostname]:7443/application

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - Erlang VM ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - OmniHSS ⯑⯑⯑⯑⯑
• Erlang VM ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ Erlang VM ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

URL: https://[hostname]:7443/configuration

⯑⯑⯑⯑⯑⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

1. ⯑⯑��⯑⯑⯑⯑

◦ ⯑⯑ runtime.exs ⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ Diameter ⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• Ctrl+R / F5 - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Ctrl+F - ⯑⯑⯑⯑
• Ctrl+T - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ 2⯑Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 1920x1080 ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ Diameter ⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑ Diameter ⯑⯑⯑1 ⯑⯑⯑⯑ 2+ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑ > 80% > 90%
⯑⯑⯑⯑⯑⯑ > 5% > 10%
⯑⯑⯑⯑ > 80% ⯑⯑⯑> 95% ⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑⯑⯑⯑⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/metrics


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

id bigint ⯑⯑ ⯑⯑

enabled boolean⯑⯑⯑⯑⯑⯑ ⯑⯑: true
ims_enabled booleanIMS ⯑⯑⯑⯑ ⯑⯑: true
imsi string ⯑⯑⯑⯑⯑⯑⯑⯑ 14-15 ⯑⯑⯑⯑⯑⯑
custom_attributes map ⯑⯑⯑⯑⯑��⯑ ⯑⯑

sim_id bigint SIM ⯑⯑⯑ ⯑⯑

key_set_id bigint ⯑⯑⯑⯑⯑⯑ ⯑⯑

epc_profile_id bigint EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

ims_profile_id bigint IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑
roaming_profile_id bigint ⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑

subscriber_state_idbigint ⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI
• IMSI ⯑⯑⯑ 14-15 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ MSISDN⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• enabled ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS⯑
• ims_enabled ⯑⯑⯑⯑⯑ IMS ⯑⯑

SIM

SIM ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ SIM ⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

iccid string ⯑⯑⯑⯑⯑ ID ⯑⯑

sim_vendor string SIM ⯑⯑⯑ ⯑⯑

batch_name string ⯑⯑⯑⯑ ⯑⯑

is_esim boolean⯑⯑⯑ SIM ⯑⯑⯑⯑
pin1, pin2 string PIN ⯑ ⯑⯑

puk1, puk2 string PUK ⯑ ⯑⯑

adm1 - adm10string ⯑⯑⯑⯑ ⯑⯑⯑⯑

kic, kid binary OTA ⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ICCID ⯑⯑⯑⯑ SIM ⯑
• ⯑⯑ SIM ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• PIN/PUK ⯑⯑⯑⯑⯑⯑⯑⯑ SIM ⯑⯑
• ADM ⯑⯑⯑⯑⯑⯑ SIM ⯑⯑
• KIC/KID ⯑⯑ SIM OTA⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

ki binary⯑⯑⯑⯑ 128 ⯑⯑16 ⯑⯑⯑



⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

opc binary⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 128 ⯑
op binary⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ OPC⯑128 ⯑
amf binary⯑⯑⯑⯑⯑⯑⯑⯑ 16 ⯑⯑2 ⯑⯑⯑
sqn bigint ⯑⯑⯑⯑⯑⯑⯑⯑ 48 ⯑
authentication_algorithmstring ⯑⯑⯑⯑ ⯑⯑⯑ "milenage"
ota_counter bigint OTA ⯑⯑⯑⯑⯑ ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• Ki ⯑⯑ SIM ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ OPC ⯑ OP⯑OPC ⯑⯑⯑ OP ⯑⯑⯑
• SQN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Milenage ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

MSISDN

MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

msisdnstring⯑⯑⯑ ISDN ⯑⯑1-15 ⯑⯑⯑⯑E.164 ⯑��

⯑⯑⯑⯑⯑⯑⯑⯑

• MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑ + ⯑⯑⯑⯑⯑⯑⯑⯑“14155551234”⯑⯑ +1 415-555-1234⯑

⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

EPC ⯑⯑⯑⯑⯑⯑⯑⯑

EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ LTE ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

name string ⯑⯑⯑⯑⯑⯑ ⯑⯑

ue_ambr_dl_kbps integer��⯑⯑⯑⯑⯑Kbps
ue_ambr_ul_kbps integer⯑⯑⯑⯑⯑⯑ Kbps
network_access_mode integer⯑⯑⯑⯑ ⯑⯑

tracking_area_update_interval_seconds integerTAU ⯑⯑ ⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

AMBR⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

name string⯑⯑⯑⯑⯑⯑ ⯑⯑

ifc_template text ⯑⯑⯑⯑⯑⯑ XML ⯑⯑⯑⯑⯑⯑ XML

IFC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• IFC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑ IMS ⯑⯑⯑⯑⯑⯑⯑ S-CSCF

APN ⯑⯑⯑⯑⯑⯑⯑⯑

APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

APN ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

apn string APN ⯑⯑ "internet", "ims", "mms"
ip_version integerIP ⯑⯑⯑⯑⯑⯑⯑

IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑

QoS ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

qci QoS ⯑⯑⯑⯑⯑1-9 QCI 9⯑⯑⯑⯑⯑
allocation_retention_priorityARP ⯑⯑⯑ 1-15 8⯑⯑⯑⯑⯑⯑⯑
apn_ambr_dl_kbps APN ⯑⯑⯑⯑ 0+ ⯑⯑

apn_ambr_ul_kbps APN ⯑⯑⯑⯑ 0+ ⯑⯑

pre_emption_capability ⯑⯑⯑⯑⯑⯑ true/falsefalse
pre_emption_vulnerability ⯑⯑⯑⯑⯑ true/falsetrue

QCI ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• last_seen_mcc, last_seen_mnc - ⯑⯑⯑⯑⯑
• last_seen_tac - ⯑⯑⯑⯑⯑⯑
• last_seen_cell_id - ⯑⯑ ID
• last_seen_enodeb_id - eNodeB ID
• last_seen_eci - E-UTRAN ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• last_seen_mme - ⯑⯑⯑⯑⯑⯑⯑ MME
• last_seen_realm - MME ⯑⯑⯑⯑
• last_seen_rat_type - ⯑⯑⯑⯑⯑⯑⯑LTE⯑5G ⯑⯑

IMS ⯑⯑⯑⯑⯑⯑



• assigned_scscf - ⯑⯑⯑⯑⯑⯑⯑ S-CSCF
• ims_public_identity - SIP URI⯑⯑⯑⯑

sip:+14155551234@ims.example.com⯑
• sh_repository_data - ⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• last_seen_at - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ last_*_at ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

PDN ⯑⯑⯑⯑

PDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

PDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

LTE ⯑⯑⯑⯑

LTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ VoLTE ⯑⯑/⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

mailto:+14155551234@ims.example.com


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ S6a AIR - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ S6a ULR - ⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMS ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ Cx SAR - ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑⯑API ⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ mermaid ⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ (S6a ULA)
• ⯑⯑⯑⯑⯑⯑ (S6a AIA)
• ⯑⯑⯑⯑⯑⯑⯑ (Cx SAA)
• ⯑⯑⯑⯑⯑⯑ (Gx CCA)
• ⯑⯑⯑⯑⯑⯑ (Sh UDA)
• ME ⯑⯑⯑⯑⯑⯑ (S13 ECA)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (S6a ULA)
⯑⯑⯑⯑⯑⯑⯑ HSS ⯑ LTE ⯑⯑⯑⯑⯑⯑⯑⯑ MME⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ Diameter AVP ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑
Diameter

AVP ⯑⯑⯑⯑

subscriber.enabled true/false Subscriber-
Status

true → 0
(active),
false → 1
(barred)

msisdn.msisdn '14155551234' MSISDN ⯑⯑⯑ MSISDN⯑
TBCD ⯑⯑

epc_profile.ue_ambr_ul_kbps 50000
Max-
Requested-
Bandwidth-
UL

⯑⯑ 1000 (kbps
→ bps)

epc_profile.ue_ambr_dl_kbps 100000
Max-
Requested-
Bandwidth-
DL

⯑⯑ 1000 (kbps
→ bps)

epc_profile.network_access_mode 0
Network-
Access-
Mode

⯑⯑⯑⯑

apn_identifier.apn 'internet' Service-
Selection ⯑⯑⯑⯑⯑

apn_identifier.ip_version 2 PDN-Type
0=IPv4,
1=IPv6,
2=IPv4v6,
3=IPv4_or_IPv6

apn_qos_profile.qci 9 QoS-Class-
Identifier ⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/README.md


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑
Diameter

AVP ⯑⯑⯑⯑

apn_qos_profile.allocation_retention_priority8 Priority-
Level ⯑⯑⯑

apn_qos_profile.pre_emption_capability false
Pre-
emption-
Capability

false → 0,
true → 1

apn_qos_profile.pre_emption_vulnerability true
Pre-
emption-
Vulnerability

false → 0,
true → 1

apn_qos_profile.apn_ambr_ul_kbps 25000 APN AMBR
UL

⯑⯑ 1000 (kbps
→ bps)

apn_qos_profile.apn_ambr_dl_kbps 50000 APN AMBR
DL

⯑⯑ 1000 (kbps
→ bps)

static_ip.ipv4_static_ip '100.64.1.1'
Served-
Party-IP-
Address
(IPv4)

⯑⯑⯑⯑⯑⯑⯑⯑

static_ip.ipv6_static_ip '2606:4700::1111'
Served-
Party-IP-
Address
(IPv6)

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. AMBR ⯑⯑⯑⯑⯑⯑⯑⯑⯑ kbps ⯑⯑⯑Diameter ⯑⯑ bps⯑⯑⯑ 1000⯑
2. IP ⯑⯑⯑⯑⯑⯑⯑⯑⯑0=IPv4, 1=IPv6, 2=IPv4v6, 3=IPv4_or_IPv6
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑enabled: true → 0 (SERVICE_GRANTED)⯑enabled: false → 1

(OPERATOR_DETERMINED_BARRING)
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑���⯑⯑⯑⯑⯑⯑ (0, 1, 2...)
5. ⯑⯑⯑⯑ IP⯑⯑⯑⯑⯑ static_ips ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PLMN ⯑ roaming_profile.roaming_rules
• ⯑⯑⯑⯑⯑⯑⯑subscriber.enabled == true
• ⯑⯑ APN⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS⯑⯑⯑⯑⯑⯑ IMS APN

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (S6a AIA)
⯑⯑⯑⯑⯑⯑⯑ LTE/EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ key_set ⯑⯑
2. SQN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. Milenage ⯑⯑⯑⯑⯑3GPP TS 35.206 - ⯑⯑⯑⯑⯑⯑
4. KASME ⯑⯑⯑⯑⯑⯑⯑ TS 33.401 ⯑⯑ KDF ⯑ CK||IK ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ SQN⯑⯑⯑⯑⯑
• Ki/OPc ⯑⯑⯑⯑⯑ HSS⯑⯑⯑⯑⯑⯑⯑⯑
• AUTN ⯑⯑⯑⯑⯑ (SQN) ⯑ AMF ⯑⯑⯑⯑⯑⯑⯑



• Milenage ⯑⯑⯑⯑ UE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (Cx SAA)
⯑⯑⯑⯑⯑⯑⯑⯑ HSS ⯑ IMS ⯑⯑⯑⯑⯑⯑⯑ S-CSCF⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. IFC ⯑⯑⯑⯑⯑XML ⯑⯑⯑⯑⯑ ims_profile.ifc_template ⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ {{msisdn}}⯑{{imsi}}⯑{{impu}}
3. S-CSCF ⯑⯑⯑⯑⯑⯑ subscriber_state.assigned_scscf ⯑⯑⯑⯑⯑⯑ S-CSCF
4. IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑sip:+{msisdn}@{ims_domain} ⯑ tel:+{msisdn}

IFC ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• {{msisdn}} - ⯑⯑⯑⯑⯑⯑ MSISDN
• {{imsi}} - ⯑⯑ IMSI
• {{impu}} - IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑ subscriber_state⯑
• {{impi}} - IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI@realm⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (Gx CCA)
⯑⯑⯑⯑⯑⯑⯑ PCRF ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PGW⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑ pdn_session ⯑⯑
2. QoS ⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN QoS ⯑⯑⯑ QCI ⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

4. CC-Request-Type⯑⯑⯑ INITIAL (1)⯑UPDATE (2)⯑TERMINATION (3)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑���

• INITIAL_REQUEST⯑⯑⯑⯑⯑ PDN ⯑⯑⯑⯑
• UPDATE_REQUEST⯑⯑⯑⯑⯑ PDN ⯑⯑
• TERMINATION_REQUEST⯑⯑⯑ PDN ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (Sh UDA)
⯑⯑⯑⯑⯑⯑⯑ HSS ⯑⯑ Sh ⯑⯑⯑⯑⯑ AS⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ subscriber_state.sh_repository_data ⯑⯑⯑⯑⯑⯑ XML
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



ME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (S13 ECA)
ME ⯑⯑⯑⯑⯑⯑⯑ EIR ⯑⯑⯑⯑⯑ MME ⯑⯑ IMEI ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑ TAC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 8 ⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ 0 = ⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ 1 = ⯑⯑⯑⯑⯑⯑/⯑⯑⯑
◦ 2 = ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ 5 = ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ IMEI ⯑⯑⯑⯑⯑⯑
• ⯑⯑ TAC ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑ AVP⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

config :diameter_ex,
diameter_host: "hss",
diameter_realm: "example.com",
diameter_service_name: "OmniHSS"

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑ULR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
def get_subscriber_data(:update_location_request, imsi) do

from(s in Subscriber, where: s.imsi == ^imsi)
|> join(:left, [s], epc in assoc(s, :epc_profile))
|> join(:left, [s, epc], apn in assoc(epc, :apn_profiles))
|> join(:left, [s, epc, apn], qos in assoc(apn, :apn_qos_profile))
|> join(:left, [s], msisdn in assoc(s, :msisdns))
|> join(:left, [s], sip in assoc(s, :static_ips))
|> preload([s, epc, apn, qos, msisdn, sip], [

epc_profile: {epc, apn_profiles: {apn, apn_qos_profile: qos}},



msisdns: msisdn,
static_ips: sip

])
|> Repo.one()

end

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ N+1 ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

• S6a - LTE/MME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Cx - IMS/CSCF ⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑
• Sh - IMS/AS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Gx - PCRF ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Rx - IMS/AF ⯑⯑⯑⯑⯑⯑⯑⯑
• S13 - EIR ⯑⯑⯑⯑ IMEI ⯑⯑
• SWx - WiFi/IMS ⯑⯑⯑⯑⯑ 3GPP ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• EPC ⯑⯑⯑⯑ - LTE ⯑⯑⯑⯑
• APN ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑
• IMS ⯑⯑⯑⯑ - ⯑⯑ IFC ⯑⯑⯑ IMS ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• PDN ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ IP - ⯑⯑ IP ⯑⯑⯑⯑
• EIR ⯑⯑⯑⯑ - IMEI ⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | API ⯑⯑ → | ⯑⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/README.md
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

URL: https://[hostname]:7443/overview

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ MME ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

PDN ⯑⯑⯑⯑PDN ⯑⯑⯑⯑ > 0⯑⯑⯑⯑⯑⯑
IMS ⯑⯑⯑⯑ S-CSCF ⯑⯑ ��⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑ > 0 VoLTE ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

URL: https://[hostname]:7443/diameter

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

MME ⯑ ⯑⯑ LTE ⯑⯑
P-GW ⯑ ⯑⯑⯑⯑⯑

S-CSCF ⯑ ⯑ IMS ⯑⯑
P-CSCF ⯑ ⯑ VoLTE ⯑⯑
I-CSCF ⯑ IMS ⯑⯑⯑⯑
AS ⯑-⯑ ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

URL: https://[hostname]:7443/application

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ Erlang ⯑⯑ ⯑⯑⯑⯑⯑⯑> 90% ⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ < 80% > 90%
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑N/A ⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑ SQL ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• IMS ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ PDN ⯑⯑⯑⯑⯑
• ⯑⯑ VoLTE ⯑⯑⯑⯑⯑
• ⯑ APN ⯑⯑⯑⯑⯑⯑⯑ PDN ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MCC-MNC ⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ PLMN 001-001⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑ stdout/stderr⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

[info] Diameter peer connected: mme01.epc.example.com
[warn] Diameter peer disconnected: pgw01.epc.example.com
[error] Diameter peer connection failed: timeout

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

[info] Database connection established
[error] Database connection lost: timeout
[error] Database query failed: deadlock detected

⯑⯑⯑⯑⯑⯑⯑⯑:

[info] Authentication successful: IMSI 001001123456789
[warn] Authentication failed: IMSI 001001123456789, invalid vector
[error] Roaming denied: IMSI 001001123456789, MCC 310 MNC 410

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

API ⯑⯑⯑⯑⯑⯑⯑⯑: GET /api/status

curl -k https://hss.example.com:8443/api/status

⯑⯑⯑⯑⯑⯑⯑⯑:

{"status": "ok"}



HTTP ⯑⯑⯑⯑: 200 OK

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Nagios/Icinga ⯑⯑⯑⯑

#!/bin/bash
# check_omnihss.sh

API_URL="https://hss.example.com:8443/api/status"

response=$(curl -k -s -o /dev/null -w "%{http_code}" "$API_URL" --
max-time 5)

if [ "$response" = "200" ]; then
echo "OK - OmniHSS API responding"
exit 0

else
echo "CRITICAL - OmniHSS API not responding (HTTP $response)"
exit 2

fi

Prometheus ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS ⯑⯑⯑⯑⯑ Prometheus⯑⯑⯑⯑⯑ API ⯑⯑⯑⯑⯑

SNMP ⯑⯑⯑⯑

⯑⯑⯑⯑ SNMP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ SNMP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ API ⯑⯑⯑⯑⯑⯑⯑⯑⯑
SNMP OID ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ KPI

⯑⯑⯑⯑ KPI ⯑⯑⯑⯑

KPI ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 99.99% < 99.95%< 99.9%
Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑99.9% < 99.5% < 99%
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ > 99% < 99% < 95%
Diameter ⯑⯑⯑⯑⯑⯑⯑⯑ < 100ms> 200ms > 500ms
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ < 50ms > 100ms > 500ms
⯑⯑⯑⯑⯑⯑ < 0.1% > 0.5% > 1%



⯑⯑⯑⯑ KPI

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑ 80% ⯑⯑⯑⯑⯑
⯑⯑⯑⯑ PDN ⯑⯑⯑⯑⯑⯑⯑⯑ 70% ⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑ MB80% ⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑ 80% ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ (P1)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• API ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑ SQL ⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (P2)

⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑ MME ⯑⯑
• ⯑ P-GW ⯑⯑
• ⯑ S-CSCF ⯑⯑
• ⯑⯑⯑⯑ 15 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑ > 95%
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• 10% ��⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (P3)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ 1 ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑ > 85%
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑ > 1%
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (P4)

⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑ > 80% ⯑⯑⯑
• ⯑⯑⯑ > 80% ⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑ Diameter ⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑��⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑



• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑ 24 ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ 6 ⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑: ⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features


OmniHSS ⯑⯑MSISDN⯑⯑⯑⯑IMSI⯑⯑⯑⯑
← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑

• ⯑MSISDN⯑⯑⯑⯑⯑⯑⯑
• ⯑IMSI SIM⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑MSISDN⯑⯑⯑⯑

⯑⯑⯑⯑IMSI → ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑IMSI SIM⯑⯑⯑⯑

⯑⯑⯑⯑SIM → ⯑⯑⯑⯑IMSI

⯑⯑⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
MVNO⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

HSS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑IMS⯑⯑⯑⯑MSISDN⯑⯑⯑⯑IMS⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑IMSI - ⯑⯑⯑⯑⯑⯑⯑SIM⯑⯑⯑⯑IMSI
• ⯑⯑⯑⯑MSISDN - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


• IMS⯑⯑⯑⯑ - ⯑⯑MSISDN⯑⯑IMS⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑EPC⯑IMS⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑

⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ ⯑OmniHSS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑SIM/IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

⯑⯑⯑⯑MSISDN

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑��MSISDN⯑

# ⯑⯑⯑⯑⯑MSISDN
curl -k -X POST https://hss.example.com:8443/api/msisdn \

-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551001"}}'

# ⯑⯑⯑⯑⯑MSISDN
curl -k -X POST https://hss.example.com:8443/api/msisdn \

-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551002"}}'

⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑ID
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN ID



3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑subscriber_id⯑⯑⯑⯑⯑msisdn_id

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑msisdn⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ID⯑IMSI⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑

IMS⯑⯑⯑⯑

IMS⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑S-CSCF⯑IMS⯑⯑⯑⯑⯑⯑

IFC⯑⯑⯑⯑⯑⯑⯑⯑

IMS IFC⯑⯑⯑⯑⯑⯑ {{msisdns}} ⯑⯑⯑⯑⯑⯑MSISDN⯑

⯑⯑⯑⯑IFC⯑⯑⯑⯑⯑⯑

<ServiceProfile>
<PublicIdentity>

<Identity>sip:{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>
<!-- ⯑⯑⯑MSISDN⯑⯑ -->
<PublicIdentity>

<Identity>sip:+14155551001@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>

<Identity>tel:+14155551001</Identity>
</PublicIdentity>
<PublicIdentity>

<Identity>sip:+14155551002@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>

<Identity>tel:+14155551002</Identity>
</PublicIdentity>
<!-- ... -->

</ServiceProfile>

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



• {{msisdns}} - ⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑SIP URI⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

SIP INVITE⯑⯑⯑⯑⯑⯑

INVITE sip:+15105551234@ims.example.com SIP/2.0
From: "+14155551002" <sip:+14155551002@ims.example.com>;tag=123
To: <sip:+15105551234@ims.example.com>
P-Asserted-Identity: <sip:+14155551002@ims.example.com>

From ⯑ P-Asserted-Identity ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN

⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• S-CSCF⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑MSISDN
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑ {{msisdns}} ⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑XML

3. ⯑⯑⯑⯑HSS⯑⯑⯑⯑⯑⯑

◦ ⯑⯑IMS⯑⯑⯑Cx SAR⯑⯑⯑
◦ ⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑



◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑S-CSCF⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑“⯑⯑⯑⯑”⯑“⯑⯑⯑⯑”

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. MSISDN⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. MSISDN⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑API⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑S-CSCF⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑SIP URI⯑⯑⯑

2. ⯑⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑IFC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑SIP⯑⯑⯑⯑⯑
sip:+14155551001@ims.example.com  # ⯑⯑⯑⯑
sip:+14155551002@ims.example.com  # ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑API⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• API⯑⯑ /api/subscriber/msisdn/:msisdn ⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑MSISDN
2. ⯑⯑⯑⯑
3. ⯑MSISDN⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑

MSISDN⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑custom_attributes⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

IMS⯑⯑⯑⯑

• ⯑⯑IFC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑

⯑⯑IMSI SIM⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑IMSI SIM⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑HSS⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑IMSI⯑

OmniHSS⯑⯑⯑⯑

⯑OmniHSS⯑⯑⯑IMSI SIM⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑SIM⯑⯑⯑

⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑IMSI: 001-001⯑⯑⯑⯑⯑⯑⯑⯑



• ⯑⯑⯑⯑IMSI: 310-410⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑IMSI: 234-015⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑IMSI

2. MVNO⯑⯑⯑⯑

• ⯑IMSI: MVNO⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑IMSI: ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑MVNO⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. IoT/M2M⯑⯑⯑⯑⯑⯑

• IMSI 1: ⯑⯑⯑⯑⯑
• IMSI 2: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• IMSI 3: ⯑⯑/⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑IMSI⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑IMSI⯑⯑⯑⯑⯑Ki⯑OPC⯑⯑⯑⯑
• ⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑EPC⯑⯑⯑⯑⯑⯑⯑⯑APN⯑
• ⯑⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑IMSI⯑⯑⯑⯑⯑SIM⯑⯑⯑sim_id⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ICCID
• ⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑IMSI
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• HSS⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI

⯑⯑⯑⯑

# 1. ⯑⯑SIM⯑⯑⯑⯑⯑IMSI⯑



SIM_ID=$(curl -k -X POST https://hss.example.com:8443/api/sim \
-d '{"sim": {"iccid": "8991101200003204510", "is_esim": false}}' \
| jq -r '.data.id')

# 2. ⯑IMSI 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
KEYSET1=$(curl -k -X POST https://hss.example.com:8443/api/key_set \

-d '{"key_set": {"ki": "0123456789ABCDEF...", "opc": "FEDCBA9876..."}}' \
| jq -r '.data.id')

# 3. ⯑⯑⯑⯑ 1⯑⯑⯑IMSI⯑
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-d "{\"subscriber\": {
\"imsi\": \"001001111111111\",
\"sim_id\": $SIM_ID,
\"key_set_id\": $KEYSET1,
\"epc_profile_id\": 1

}}"

# 4. ⯑IMSI 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
KEYSET2=$(curl -k -X POST https://hss.example.com:8443/api/key_set \

-d '{"key_set": {"ki": "1111111111111111...", "opc": "2222222222..."}}' \
| jq -r '.data.id')

# 5. ⯑⯑⯑⯑ 2⯑⯑⯑IMSI⯑
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-d "{\"subscriber\": {
\"imsi\": \"310410222222222\",
\"sim_id\": $SIM_ID,
\"key_set_id\": $KEYSET2,
\"epc_profile_id\": 2

}}"

# 6. ⯑SIM⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑...

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑IMSI⯑⯑⯑⯑⯑⯑

HSS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI SIM——⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑

IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑IMSI SIM⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑OmniHSS⯑⯑⯑HSS⯑⯑
**⯑⯑⯑⯑⯑⯑⯑CLR⯑**⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑���⯑⯑⯑⯑IMSI⯑

⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑MME⯑⯑⯑⯑IMSI X
• ⯑⯑HSS⯑⯑⯑⯑⯑IMSI Y⯑⯑IMSI X⯑⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑⯑⯑
• HSS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI X



⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

IMSI⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑SIM⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑
• IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑CDR⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑IMSI⯑MME⯑⯑⯑⯑⯑
• PDP⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑/SIM⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑IMSI⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI

2. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ SIM⯑⯑⯑⯑⯑⯑IMSI

3. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ SIM⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑
◦ ⯑⯑MCC/MNC⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI
◦ ⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑

IMS⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMS⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑IMSI⯑⯑⯑⯑⯑IMSI⯑⯑HSS⯑⯑⯑⯑“⯑⯑”⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑IMSI SIM⯑⯑⯑⯑⯑⯑⯑⯑sim_id⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑“⯑⯑”⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ subscriber_state⯑⯑⯑⯑⯑IMSI⯑⯑⯑MME/SGSN⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑IMSI
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑
◦ ⯑⯑⯑⯑SIM⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑IMSI + ⯑⯑MSISDN

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑SIM⯑⯑⯑⯑IMSI⯑⯑⯑IMSI⯑⯑⯑⯑MSISDN⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI 1⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑+1-415-555-1001
◦ ⯑⯑⯑⯑⯑+1-415-555-1002

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI 2⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑+1-212-555-2001
◦ ⯑⯑⯑⯑⯑+1-212-555-2002

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI 1⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI 2⯑⯑⯑⯑⯑⯑⯑MSISDN⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑MSISDN⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑MSISDN⯑

⯑⯑API⯑⯑⯑GET /api/subscriber/imsi/:imsi

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN⯑



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑IMSI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑IMSI⯑key_set⯑⯑⯑⯑⯑⯑
3. ⯑⯑EPC⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMSI⯑⯑

• ⯑⯑⯑⯑/SIM⯑⯑⯑⯑⯑⯑⯑⯑HSS
• HSS⯑⯑⯑⯑⯑⯑⯑IMSI
• ⯑⯑⯑⯑IMSI⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MSISDN

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑MSISDN⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ {{msisdns}} ⯑⯑
3. ⯑⯑IMS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑S-CSCF⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑HSS
• HSS⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑MSISDN⯑⯑⯑⯑

✓ ⯑⯑SIM⯑⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
✓ ⯑⯑IMSI⯑⯑⯑⯑

⯑⯑IMSI SIM⯑⯑⯑⯑

✓ ⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

✓ ⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑⯑���
✓ ⯑⯑⯑⯑⯑⯑⯑
✓ ⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

OmniHSS ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

EPC ⯑⯑⯑⯑⯑⯑⯑⯑

EPC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ LTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

ue_ambr_dl_kbps ⯑⯑⯑⯑⯑⯑10,000 - 1,000,000 Kbps
ue_ambr_ul_kbps ⯑⯑⯑⯑⯑⯑5,000 - 500,000 Kbps
network_access_mode ⯑⯑⯑⯑ 0⯑⯑⯑⯑⯑⯑2⯑⯑⯑+CS⯑
tracking_area_update_interval_secondsTAU ⯑⯑⯑ 54 ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

curl -k -X POST https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
-d '{

"epc_profile": {
"name": "Premium 100Mbps",
"ue_ambr_dl_kbps": 100000,
"ue_ambr_ul_kbps": 50000,
"network_access_mode": 0

}
}'

⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑: 10 Mbps (10,000 Kbps)
• ⯑⯑: 5 Mbps (5,000 Kbps)

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


⯑⯑⯑⯑:

• ⯑⯑: 50 Mbps (50,000 Kbps)
• ⯑⯑: 25 Mbps (25,000 Kbps)

⯑⯑⯑⯑:

• ⯑⯑: 100 Mbps (100,000 Kbps)
• ⯑⯑: 50 Mbps (50,000 Kbps)

⯑⯑⯑⯑⯑⯑:

• ⯑⯑: 1 Gbps (1,000,000 Kbps)
• ⯑⯑: 500 Mbps (500,000 Kbps)

IMS ⯑⯑⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IFC⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

IFC ⯑⯑⯑⯑

IFC ⯑⯑⯑⯑⯑ S-CSCF ⯑⯑⯑⯑⯑⯑⯑ XML ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• {{imsi}} - ⯑⯑⯑ IMSI
• {{msisdns}} - ⯑⯑⯑⯑⯑⯑
• {{mcc}} - ⯑⯑⯑⯑
• {{mnc}} - ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑

curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{

"ims_profile": {
"name": "Standard VoLTE",
"ifc_template": "<InitialFilterCriteria>...</InitialFilterCriteria>"

}
}'

IFC ⯑⯑⯑⯑⯑⯑⯑⯑

<ServiceProfile>
<PublicIdentity>

<Identity>sip:{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>
<InitialFilterCriteria>

<Priority>0</Priority>



<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>

<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>INVITE</Method>

</SPT>
</TriggerPoint>
<ApplicationServer>

<ServerName>sip:as.ims.example.com</ServerName>
<DefaultHandling>0</DefaultHandling>

</ApplicationServer>
</InitialFilterCriteria>

</ServiceProfile>

APN ⯑⯑⯑⯑⯑⯑⯑⯑

APN⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

APN ⯑⯑⯑⯑

APN ⯑⯑⯑⯑⯑⯑

⯑⯑ APN ⯑⯑⯑ IP ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ APN:

• internet - ⯑⯑⯑⯑⯑⯑⯑
• ims - IMS/VoLTE ⯑⯑
• mms - ⯑⯑⯑⯑⯑
• vzwadmin - ⯑⯑⯑⯑⯑

IP ⯑⯑⯑⯑⯑⯑⯑⯑:

• 0: ⯑ IPv4
• 1: ⯑ IPv6
• 2: IPv4v6⯑⯑⯑⯑
• 3: IPv4 ⯑ IPv6⯑⯑⯑⯑⯑⯑

APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑

QCI⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

QCI ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

1 GBR ⯑⯑⯑⯑ ⯑⯑

2 GBR ⯑⯑⯑⯑ ⯑

4 GBR ⯑⯑⯑ ⯑



QCI ⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

5 ⯑ GBRIMS ⯑⯑ ⯑

9 ⯑ GBR⯑⯑⯑⯑⯑��⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑

# 1. ⯑⯑ APN ⯑⯑⯑
APN_ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/identifier \

-H "Content-Type: application/json" \
-d '{"apn_identifier": {"apn": "internet", "ip_version": 2}}' \
| jq -r '.data.id')

# 2. ⯑⯑ APN QoS ⯑⯑⯑⯑
QOS_ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/qos_profile \

-H "Content-Type: application/json" \
-d '{

"apn_qos_profile": {
"name": "Best Effort",
"qci": 9,
"allocation_retention_priority": 8,
"apn_ambr_dl_kbps": 50000,
"apn_ambr_ul_kbps": 25000,
"pre_emption_capability": false,
"pre_emption_vulnerability": true

}
}' | jq -r '.data.id')

# 3. ⯑⯑ APN ⯑⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/apn/profile \

-H "Content-Type: application/json" \
-d "{

\"apn_profile\": {
\"name\": \"Internet APN\",
\"apn_identifier_id\": $APN_ID,
\"apn_qos_profile_id\": $QOS_ID

}
}"

⯑⯑ APN ⯑⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

APN ⯑⯑ join_epc_profile_to_apn_profile ⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑ ID ⯑⯑⯑ EPC ⯑⯑⯑⯑ ID⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑⯑
���⯑⯑ EPC ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑ ⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/roaming


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑ EPC ⯑ IMS ⯑⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{

"subscriber": {
"imsi": "001001123456789",
"key_set_id": 1,
"epc_profile_id": 1,
"ims_profile_id": 1,
"roaming_profile_id": 1

}
}'

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑
curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \

-H "Content-Type: application/json" \
-d '{

"subscriber": {
"epc_profile_id": 2

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑���⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

[⯑⯑⯑⯑]-[⯑⯑]-[⯑⯑]

⯑⯑:
- "Basic-10Mbps-Internet"
- "Premium-100Mbps-VoLTE"
- "Enterprise-1Gbps-MultiAPN"

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑TAU⯑
• ⯑⯑

• IMS ⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑ AMBR ⯑
2. ⯑⯑ APN QoS ⯑⯑⯑⯑ AMBR ⯑
3. ⯑⯑ MME/P-GW ⯑⯑⯑⯑⯑⯑ QoS
4. ⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑
2. ⯑⯑ IFC ⯑⯑ XML ⯑⯑⯑⯑
3. ⯑⯑ S-CSCF ⯑⯑⯑⯑⯑ IFC ⯑⯑⯑⯑
4. ⯑⯑ S-CSCF ⯑⯑⯑⯑

APN ⯑⯑⯑⯑⯑⯑:

1. ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑
2. ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑ UE ⯑ PDN ⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑: ⯑⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/roaming


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS ⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑

S6a ⯑⯑⯑⯑ (LTE/EPC)
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (AIR/AIA)

MME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ AVP:

• ⯑⯑: ⯑⯑⯑ (IMSI), ⯑⯑-PLMN-Id, ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑: ⯑⯑⯑⯑ (RAND, AUTN, XRES, KASME)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (ULR/ULA)

MME ⯑⯑ HSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑���

⯑⯑⯑⯑ AVP:

• ⯑⯑: ⯑⯑⯑ (IMSI), RAT ⯑⯑, ULR ⯑⯑, ⯑⯑-PLMN-Id, UE-SRVCC ⯑⯑
• ⯑⯑: ⯑⯑⯑⯑ (AMBR, APN ⯑⯑, ⯑⯑⯑⯑⯑⯑)

⯑⯑⯑⯑ UE ⯑⯑⯑⯑ (PUR/PUA)

MME ⯑⯑ HSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ (NOR/NOA)

MME ⯑⯑ HSS ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (CLR/CLA)

HSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑ CLR ⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


⯑⯑⯑⯑ CLR (MME ⯑⯑⯑⯑)

⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑OmniHSS ⯑⯑⯑⯑⯑⯑ MME ⯑⯑ CLR ⯑⯑⯑⯑⯑⯑
⯑⯑

⯑⯑⯑⯑ AVP (⯑⯑⯑⯑ CLR):

• ⯑⯑⯑: ⯑⯑⯑ IMSI
• ⯑⯑⯑⯑: ⯑⯑⯑ MME ⯑⯑⯑
• ⯑⯑⯑: ⯑⯑⯑ MME ⯑
• ⯑⯑⯑⯑: 0 (MME ⯑⯑⯑⯑)
• CLR ⯑⯑: 0
• ⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: lib/hss/control/diameter/s6a.ex:216-256

⯑⯑⯑⯑⯑⯑ CLR (API ⯑⯑⯑⯑)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ API ⯑⯑ CLR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ AVP (⯑⯑⯑⯑⯑⯑ CLR):

• ⯑⯑⯑: ⯑⯑⯑ IMSI
• ⯑⯑⯑⯑: ⯑⯑⯑⯑⯑ MME ⯑⯑⯑
• ⯑⯑⯑: ⯑⯑⯑⯑⯑ MME ⯑
• ⯑⯑⯑⯑: :subscription_withdrawal (⯑ 3GPP TS 29.272 ⯑⯑⯑⯑⯑)
• CLR ⯑⯑:

◦ s6a_indicator: 1 (⯑⯑⯑⯑ S6a ⯑⯑)
◦ reattach_required: 1 (UE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑)

⯑⯑⯑⯑:

• API ⯑⯑: lib/hss/control/common.ex:557-583
• ⯑⯑⯑⯑⯑: lib/hss/control/diameter/s6a.ex:542-578

⯑⯑⯑⯑⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 3GPP TS 29.272⯑

⯑⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

MME ⯑⯑⯑⯑ 0 ⯑⯑ MME ⯑⯑⯑⯑ MME ⯑⯑⯑⯑ ULR
SGSN ⯑⯑⯑⯑1 SGSN ⯑⯑ 3G/2G ⯑⯑⯑⯑
⯑⯑⯑⯑ 2 ⯑⯑⯑⯑ ⯑⯑ API ⯑⯑⯑⯑
⯑⯑⯑⯑ IWF 3 ⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ 4 ⯑⯑⯑ ⯑⯑⯑⯑⯑⯑



CLR ⯑⯑⯑⯑

CLR ⯑⯑ AVP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑ ⯑⯑⯑⯑

S6a/S6d ⯑⯑⯑0 1 = ⯑⯑ S6a ⯑⯑
⯑⯑⯑⯑⯑⯑ 1 1 = UE ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ CLR ⯑⯑⯑⯑⯑⯑⯑⯑:

clr_flags: %{
s6a_indicator: 1,        # ⯑⯑ S6a ⯑⯑
reattach_required: 1     # ⯑⯑⯑⯑⯑⯑

}

⯑⯑ IMSI ⯑⯑⯑⯑

OmniHSS ⯑ ⯑⯑⯑⯑⯑⯑⯑⯑ (IMSI) ⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑ MSISDN⯑⯑⯑⯑⯑⯑⯑ IMSI ⯑⯑
⯑⯑ CLR ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1: ⯑⯑⯑⯑ MSISDN⯑⯑⯑⯑⯑⯑ IMSI

⯑⯑ A:
- IMSI: 999000123456789
- MSISDNs: ["+1234567890", "+9876543210"]
- last_seen_mme: "mme01.operator.com"

⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ CLR ⯑ "mme01.operator.com"⯑IMSI ⯑ 999000123456789
• ⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ SIM⯑
• ⯑⯑⯑ AVP ⯑⯑ IMSI⯑⯑⯑⯑ MSISDNs

⯑⯑⯑⯑ 2: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI⯑⯑⯑⯑⯑⯑⯑⯑ MSISDN

OmniHSS ⯑⯑ ⯑⯑⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑ MSISDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑/⯑
⯑⯑⯑⯑

⯑⯑ A:
- IMSI: 999000111111111
- MSISDN: "+1234567890"
- last_seen_mme: "mme01.operator.com"

⯑⯑ B⯑⯑⯑⯑⯑:
- IMSI: 999000222222222
- MSISDN: "+1234567890"  # ⯑⯑ MSISDN⯑⯑⯑ SIM/IMSI
- last_seen_mme: "mme02.operator.com"



⯑⯑⯑ B ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ CLR⯑⯑⯑ IMSI = ⯑⯑⯑⯑⯑
• ⯑⯑ A ⯑⯑⯑ mme01 ⯑⯑
• ⯑⯑ B ⯑ mme02 ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3: ⯑⯑⯑⯑⯑⯑ CLR ⯑⯑⯑⯑⯑⯑ MSISDN ⯑⯑⯑⯑

# API ⯑⯑⯑⯑⯑⯑⯑
Hss.Control.Common.send_cancel_location_request(:imsi,
"999000123456789")

⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ CLR ⯑⯑⯑⯑ last_seen_mme
• ⯑⯑⯑⯑ MSISDN ⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• IMSI ⯑⯑⯑ MME ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. IMSI ⯑⯑⯑⯑⯑⯑: CLR ⯑⯑⯑⯑⯑ ⯑⯑ IMSI⯑⯑⯑⯑⯑ MSISDN⯑subscriber_state
⯑⯑⯑⯑ (IMSI) ⯑⯑ last_seen_mme⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑ CLR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑⯑ CLR: ⯑⯑ last_seen_mme ⯑ nil⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑ ULR ⯑⯑⯑⯑⯑ CLR⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑: ⯑⯑ CLR⯑⯑ ULR ⯑⯑⯑⯑⯑⯑⯑⯑ Subscription-Data AVP⯑⯑⯑⯑
⯑ MME ⯑⯑⯑⯑⯑⯑⯑⯑

5. ⯑⯑⯑⯑: CLR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑ ULA ⯑⯑⯑⯑⯑⯑ MME ⯑ CLA⯑

6. CLA ⯑⯑⯑⯑: OmniHSS ⯑⯑ CLA ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ 398 ⯑⯑ :discard⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ HSS ⯑⯑⯑

Cx ⯑⯑⯑⯑ (IMS)
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (UAR/UAA)

I-CSCF ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (SAR/SAA)

S-CSCF ⯑⯑/⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑



IFC ⯑⯑⯑⯑⯑⯑⯑⯑:

• {{imsi}} → ⯑⯑ IMSI
• {{msisdns}} → ⯑⯑⯑⯑⯑⯑
• {{mcc}}, {{mnc}} → ⯑⯑ PLMN ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (MAR/MAA)

S-CSCF ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (LIR/LIA)

I-CSCF ⯑⯑⯑⯑ S-CSCF ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Sh ⯑⯑⯑⯑ (IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑)
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (UDR/UDA)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (PUR/PUA)

⯑⯑⯑⯑⯑��⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (SNR/SNA)

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Gx ⯑⯑⯑⯑ (⯑⯑⯑⯑⯑⯑⯑⯑)
OmniHSS ⯑⯑ Gx ⯑⯑⯑⯑ PCRF⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ PCRF ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QoS ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ (CCR-I/CCA-I)

P-GW ⯑ PDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ AVP:

• ⯑⯑: ⯑⯑ ID (IMSI), ⯑⯑⯑ ID (APN), RAT ⯑⯑, IP-CAN ⯑⯑
• ⯑⯑: QoS ⯑⯑ (QCI, ARP, AMBR), ⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/PCRF


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ (CCR-U/CCA-U)

P-GW ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ (CCR-T/CCA-T)

P-GW ⯑⯑ PDN ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (RAR/RAA)

OmniHSS (PCRF) ⯑ P-GW ⯑⯑⯑⯑⯑⯑���

Rx ⯑⯑⯑⯑ (IMS ⯑⯑⯑⯑⯑⯑⯑⯑)
OmniHSS ⯑⯑ Rx ⯑⯑⯑⯑ PCRF ⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ PCRF ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

AA ⯑⯑⯑⯑ (AAR/AAA)

P-CSCF ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑ SDP ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ (⯑⯑/⯑⯑)
• ⯑⯑⯑⯑⯑⯑ SDF ⯑⯑⯑
• ⯑⯑ Gx RAR ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (STR/STA)

P-CSCF ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑

S13 ⯑⯑⯑⯑ (EIR)
OmniHSS ⯑⯑ S13 ⯑⯑⯑⯑ EIR⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ EIR ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

ME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (ECR/ECA)

⯑⯑ EIR ⯑⯑⯑⯑⯑ MME⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/PCRF
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/EIR


• ⯑⯑⯑⯑⯑⯑⯑⯑ (0) - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (1) - ⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (2) - ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑: VoLTE ⯑⯑⯑⯑
⯑⯑⯑ VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ (S6a AIR)

⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑⯑⯑ (Ki, OPC, AMF)
2. SQN ⯑⯑ (⯑⯑⯑⯑⯑⯑)
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ (S6a ULR)

⯑⯑⯑⯑:

1. EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN
2. ⯑⯑⯑⯑⯑⯑⯑⯑
3. MME ⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑ (Cx SAR)

⯑⯑⯑⯑:

1. IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. IFC ⯑⯑⯑⯑ XML
3. S-CSCF ⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MSISDN

PDN ⯑⯑⯑⯑⯑⯑⯑⯑ (Gx CCR-I)

⯑⯑⯑⯑:

1. APN ⯑ EPC ⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑⯑
2. APN QoS ⯑⯑⯑⯑⯑⯑⯑
3. PDN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



← ⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑
⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MCC/MNC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• name - ⯑⯑⯑⯑⯑
• mcc - ⯑⯑⯑⯑⯑⯑⯑3 ⯑⯑⯑⯑
• mnc - ⯑⯑⯑���⯑⯑⯑2-3 ⯑⯑⯑⯑
• data_action - 0⯑⯑⯑⯑⯑ 1⯑⯑⯑⯑
• ims_action - 0⯑⯑⯑⯑⯑ 1⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• name - ⯑⯑⯑⯑
• data_action_if_no_rules_match - 0⯑⯑⯑⯑⯑ 1⯑⯑⯑⯑
• ims_action_if_no_rules_match - 0⯑⯑⯑⯑⯑ 1⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
-d '{

"roaming_profile": {
"name": "Allow All",
"data_action_if_no_rules_match": 0,
"ims_action_if_no_rules_match": 0

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
-d '{

"roaming_profile": {
"name": "No Roaming",
"data_action_if_no_rules_match": 1,
"ims_action_if_no_rules_match": 1

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
PROFILE_ID=$(curl -k -X POST https://hss.example.com:8443/api/
roaming/profile \

-H "Content-Type: application/json" \
-d '{

"roaming_profile": {
"name": "US Carriers Only",
"data_action_if_no_rules_match": 1,
"ims_action_if_no_rules_match": 1

}
}' | jq -r '.data.id')

# ⯑⯑ AT&T
RULE1=$(curl -k -X POST https://hss.example.com:8443/api/roaming/rule
\

-H "Content-Type: application/json" \
-d '{



"roaming_rule": {
"name": "Allow AT&T",
"mcc": "310",
"mnc": "410",
"data_action": 0,
"ims_action": 0

}
}' | jq -r '.data.id')

# ⯑⯑ Verizon
RULE2=$(curl -k -X POST https://hss.example.com:8443/api/roaming/rule
\

-H "Content-Type: application/json" \
-d '{

"roaming_rule": {
"name": "Allow Verizon",
"mcc": "311",
"mnc": "480",
"data_action": 0,
"ims_action": 0

}
}' | jq -r '.data.id')

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
# ⯑ join_roaming_profile_to_roaming_rule ⯑⯑⯑⯑⯑⯑
# ⯑⯑⯑⯑⯑ ID ⯑⯑⯑⯑⯑⯑⯑ ID

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \

-H "Content-Type: application/json" \
-d '{

"roaming_rule": {
"name": "Data Only - T-Mobile",
"mcc": "310",
"mnc": "260",
"data_action": 0,
"ims_action": 1

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
PROFILE_ID=$(curl -k -X POST https://hss.example.com:8443/api/
roaming/profile \

-H "Content-Type: application/json" \



-d '{
"roaming_profile": {

"name": "Block Expensive Networks",
"data_action_if_no_rules_match": 0,
"ims_action_if_no_rules_match": 0

}
}' | jq -r '.data.id')

# ⯑⯑⯑⯑⯑⯑⯑⯑
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \

-H "Content-Type: application/json" \
-d '{

"roaming_rule": {
"name": "Block Expensive Network",
"mcc": "206",
"mnc": "01",
"data_action": 1,
"ims_action": 1

}
}'

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑ MCC ⯑⯑⯑310⯑311⯑312⯑313⯑314⯑315⯑316⯑

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MCC/MNC⯑

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ WiFi ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑



• ⯑⯑⯑data_action: 0⯑⯑⯑⯑⯑ims_action: 1⯑⯑⯑⯑

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME/⯑⯑⯑⯑⯑⯑⯑OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

MCC/MNC ⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MCC⯑⯑

MCC ⯑⯑⯑⯑ ⯑⯑⯑⯑

310-316⯑⯑ AT&T, Verizon, T-Mobile ⯑
302 ⯑⯑⯑Rogers, Bell, Telus
234-235⯑⯑ Vodafone, O2, EE
262 ⯑⯑ Deutsche Telekom, Vodafone
208 ⯑⯑ Orange, SFR, Bouygues
222 ⯑⯑⯑TIM, Vodafone, Wind
214 ⯑⯑⯑Movistar, Vodafone

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑MCC 310-316⯑⯑

MCCMNC ⯑⯑⯑⯑⯑⯑

310 410 AT&T
311 480 Verizon
310 260 T-Mobile
310 120 Sprint
313 380 ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑ ITU-T E.212 ⯑ MCC/MNC ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

S6a ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Cx ⯑⯑⯑⯑⯑⯑IMS⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑

https://www.itu.int/pub/T-SP-E.212B
https://www.mcc-mnc.com/


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MCC/MNC ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ data_action ⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS

⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ data_action ⯑ ims_action ⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

[info] Roaming check: IMSI 001001123456789, Visited PLMN 310-410
[info] Roaming rule matched: "Allow AT&T"
[info] Data action: allow, IMS action: allow

⯑⯑⯑⯑⯑⯑��
⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - "Allow-ATT-Data-Only" ⯑⯑⯑ "Rule1"
2. ⯑⯑⯑⯑ MCC/MNC - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑ IMS



4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑/⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑⯑⯑⯑⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/protocols


OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• Diameter ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑

• EPC ⯑⯑⯑⯑
• IMS ⯑⯑⯑⯑
• VoLTE ⯑⯑⯑⯑
• ⯑⯑⯑⯑

• EIR ⯑⯑
• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• API ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ IMSI
◦ MSISDN⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


3. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑

◦ ⯑⯑ Diameter ⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• “⯑⯑⯑⯑⯑⯑⯑”⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑ key_set_id⯑

curl -k https://hss.example.com:8443/api/subscriber/imsi/[IMSI]

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

curl -k https://hss.example.com:8443/api/key_set/[KEY_SET_ID]

3. ⯑ Ki ⯑ OPC ⯑⯑ SIM ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ ⯑⯑⯑ ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑SIM ⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#key-set-management


⯑⯑⯑⯑ 2⯑⯑SQN ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑“SQN ⯑⯑⯑⯑”
• ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ SQN ⯑
2. ⯑⯑⯑⯑⯑⯑⯑ SQN ⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑ SQN ⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ AUTS ⯑⯑SQN ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ SQN ⯑ 0⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ ⯑⯑ SQN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑

curl -k https://hss.example.com:8443/api/subscriber/imsi/[IMSI]

2. ⯑⯑ enabled ⯑⯑⯑ true

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

curl -k -X PUT https://hss.example.com:8443/api/subscriber/[ID]
\

-H "Content-Type: application/json" \
-d '{"subscriber": {"enabled": true}}'

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#update-subscriber


• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑“⯑⯑⯑ EPC ⯑⯑⯑⯑”

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑ epc_profile_id ⯑⯑
2. ⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑

curl -k https://hss.example.com:8443/api/epc/
profile/[PROFILE_ID]

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ EPC ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑ ⯑⯑⯑⯑ ⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑
• “⯑⯑⯑⯑⯑⯑⯑”⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• Ping ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

ping [PEER_IP]

2. ⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑

telnet [PEER_IP] 3868

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑ 3868⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#epc-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel#diameter-page


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• CER/CEA ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ runtime.exs ⯑⯑ Diameter ⯑⯑⯑

◦ ⯑⯑⯑⯑⯑ origin_host ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑ origin_realm ⯑⯑
◦ ⯑⯑⯑⯑⯑ IP ⯑⯑⯑⯑⯑⯑

2. ⯑⯑ CER/CEA ⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS ⯑ origin_host

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ Diameter ⯑⯑ ⯑⯑ runtime.exs
• ⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑TLS Diameter⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑ TLS ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑

• “⯑⯑⯑⯑”⯑“⯑⯑⯑⯑”⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ priv/cert/

2. ⯑⯑⯑⯑⯑⯑⯑

openssl x509 -in priv/cert/diameter.crt -noout -dates

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/configuration#diameter-configuration


3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ TLS

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• “⯑⯑⯑⯑⯑⯑”⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ ⯑⯑⯑⯑ Diameter ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑S6a⯑Cx⯑Sh ⯑⯑
3. ⯑⯑⯑⯑⯑⯑ CER/CEA ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ MME ⯑⯑⯑⯑ S6a⯑16777251⯑
◦ S-CSCF ⯑���⯑⯑ Cx⯑16777216⯑
◦ P-GW ⯑⯑⯑⯑ Gx⯑16777238⯑

Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• API ⯑⯑ 500 ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

• “⯑⯑⯑⯑⯑⯑⯑”⯑⯑
• ⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel#diameter-page


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑ API ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

• “⯑⯑⯑⯑⯑”⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑ PostgreSQL
psql -h [DB_HOST] -U [DB_USER] -d [DB_NAME]

# ⯑⯑⯑⯑ MySQL
mysql -h [DB_HOST] -u [DB_USER] -p [DB_NAME]

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• “⯑⯑⯑⯑⯑⯑”⯑⯑
• OmniHSS ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ runtime.exs ⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑⯑ ⯑ runtime.exs ⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/configuration#database-configuration


⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑ 500 ⯑⯑
• “⯑⯑⯑⯑⯑⯑”⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑ runtime.exs ⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑ runtime.exs ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• API ⯑���⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑ CPU ⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



EPC ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑ LTE ⯑⯑
• MME ⯑⯑⯑⯑
• ⯑⯑⯑ PDN ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• “⯑⯑⯑⯑⯑”⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑ roaming_profile_id
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑ MCC/MNC
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ MCC/MNC ⯑⯑ ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ PDN ⯑⯑⯑⯑
• MME ⯑⯑“⯑⯑ APN”⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑ APN ⯑⯑⯑⯑
2. ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑ APN ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#create-roaming-rule
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/roaming


• ⯑ APN ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑ EPC ⯑⯑⯑⯑
• ⯑⯑ APN ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑ APN QoS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑MME ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑ MME ⯑⯑⯑⯑
• Diameter ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ ⯑⯑⯑⯑ Diameter ⯑⯑
2. ⯑⯑ MME ⯑⯑⯑⯑⯑⯑“⯑⯑⯑”
3. ⯑⯑ MME ⯑⯑⯑⯑ S6a ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑
• ⯑⯑ MME ⯑⯑
• ⯑⯑ MME ⯑⯑⯑

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

EPC ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#apn-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel#diameter-page


IMS ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ VoLTE
• ⯑⯑⯑⯑⯑“IMS ⯑⯑⯑⯑”
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ IMS
• ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑ ims_enabled ⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑ ims_profile_id

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ IMS
• ⯑⯑ IMS ⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑S-CSCF ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑ IMS ⯑⯑⯑⯑
• ⯑⯑ IMS ⯑⯑⯑ Diameter ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ ⯑⯑⯑⯑ Diameter ⯑⯑
2. ⯑⯑ S-CSCF ⯑⯑⯑⯑⯑⯑
3. ⯑⯑ S-CSCF ⯑⯑⯑⯑ Cx ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ Diameter ⯑⯑⯑⯑ ⯑ S-CSCF
• ⯑⯑ S-CSCF ⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#update-subscriber
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#ims-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel#diameter-page


⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IFC ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑ IFC ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑
2. ⯑⯑ IFC ⯑⯑⯑⯑⯑⯑
3. ⯑⯑ IFC XML ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑ IFC ⯑⯑⯑⯑ IMS ⯑⯑⯑⯑
• ⯑⯑ ⯑⯑⯑⯑⯑⯑ ⯑⯑ IFC ⯑⯑

⯑⯑⯑⯑ 4⯑⯑IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• IMS ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ims_action

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑ IMS
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑

IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• IMS ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑“⯑⯑⯑⯑”⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#ims-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/profiles#ims-profiles
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#create-roaming-rule


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑P-CSCF ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ ⯑⯑⯑⯑ Diameter ⯑⯑
2. ⯑⯑ P-CSCF ⯑⯑⯑⯑⯑⯑
3. ⯑⯑ P-CSCF ⯑⯑⯑⯑ Rx ⯑⯑⯑OmniHSS PCRF ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ Diameter ⯑⯑⯑⯑ ⯑ P-CSCF
• ⯑⯑ P-CSCF ⯑⯑⯑⯑ OmniHSS ⯑ Rx

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• AAR/AAA ⯑⯑⯑⯑
• Rx ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑ Rx Diameter ⯑⯑
2. ⯑⯑⯑⯑⯑⯑ AAR⯑AA-⯑⯑⯑
3. ⯑⯑ AAA⯑AA-⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ P-CSCF ⯑⯑⯑⯑ AAR ⯑⯑⯑⯑⯑⯑
• ⯑⯑ OmniHSS Rx ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑

⯑⯑⯑⯑ 3⯑⯑QoS/⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel#diameter-page


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑ APN ⯑ APN QoS ⯑⯑⯑⯑
2. ⯑⯑ QCI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ QCI 1⯑
3. ⯑⯑ P-GW ⯑⯑⯑⯑ Gx⯑PCRF ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ APN QoS ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑ IMS APN
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑ QCI 1
• ⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑ ⯑ P-GW

VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑ roaming_profile_id
2. ⯑⯑⯑⯑⯑⯑⯑ null

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑ ⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#create-apn-qos-profile
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#roaming-management


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑ MCC/MNC
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MCC/MNC
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

curl -k -X POST https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{

"roaming_rule": {
"name": "⯑⯑⯑⯑⯑⯑",
"mcc": "310",
"mnc": "410",
"data_action": 0,
"ims_action": 0

}
}'

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑/IMS ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑ data_action ⯑ ims_action ⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS⯑
◦ ⯑⯑ ims_action: 0 ⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ ims_action_if_no_rules_match

⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#create-roaming-rule
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/roaming


EIR ⯑⯑⯑⯑
⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• EIR ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑IMEI ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ EIR ⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMEI
4. ⯑⯑⯑⯑⯑⯑⯑/⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ EIR ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑MME ⯑⯑⯑⯑⯑⯑ S13 ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• EIR ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑ S13 ⯑⯑
2. ⯑⯑ MME Diameter ⯑⯑⯑⯑⯑⯑
3. ⯑⯑ S13 ⯑⯑⯑⯑
4. ⯑⯑ MME ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ MME ⯑⯑ S13 ⯑⯑ EIR ⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#eir-management


• ⯑⯑ Diameter ⯑⯑⯑⯑⯑ S13 ⯑⯑⯑16777252⯑
• ⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑ EIR ⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ .* ⯑⯑⯑⯑⯑ IMEI
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• API ⯑⯑⯑⯑
• Diameter ⯑⯑⯑⯑
• CPU ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑ CPU ⯑
• ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• Diameter ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑ ⯑⯑⯑⯑ Diameter ⯑⯑
2. ⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/control-panel#diameter-page


• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑ Diameter ⯑⯑

⯑⯑⯑⯑ 4⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• OmniHSS ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑ OmniHSS ⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑ Erlang VM ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑ runtime.exs ⯑⯑⯑ Erlang VM ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑MME ⯑⯑⯑⯑/⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ MME
2. ⯑⯑ MME ⯑⯑⯑⯑⯑
3. ⯑⯑ MME ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• MME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• PDN ⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑ last_seen ⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

API ⯑⯑⯑⯑
⯑⯑⯑⯑

• API ⯑⯑⯑⯑
• API ⯑⯑⯑⯑
• ⯑⯑⯑⯑/���⯑⯑⯑
• 500 ⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 1⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• 400 ⯑ 422 ⯑⯑
• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑ API ⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑ API ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ID ⯑⯑

⯑⯑⯑⯑ 2⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑“key_set_id ⯑⯑⯑”
• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


◦ key_set_id → ⯑⯑⯑
◦ epc_profile_id → EPC ⯑⯑⯑⯑
◦ ims_profile_id → IMS ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑ ID
• ⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ 3⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

• 500 ⯑⯑
• ⯑⯑ API ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑ ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ URL: https://[hostname]:7443/overview
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. Diameter ⯑⯑⯑⯑

◦ URL: https://[hostname]:7443/diameter
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑

◦ URL: https://[hostname]:7443/application
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

API ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

curl -k https://hss.example.com:8443/api/status

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference#complete-subscriber-provisioning


⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑ IMSI
curl -k https://hss.example.com:8443/api/subscriber/imsi/
001001123456789

# ⯑ MSISDN
curl -k https://hss.example.com:8443/api/subscriber/msisdn/
14155551234

# ⯑ ID
curl -k https://hss.example.com:8443/api/subscriber/1

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

curl -k https://hss.example.com:8443/api/subscriber

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# EPC ⯑⯑⯑⯑
curl -k https://hss.example.com:8443/api/epc/profile/1

# IMS ⯑⯑⯑⯑
curl -k https://hss.example.com:8443/api/ims/profile/1

# ⯑⯑⯑⯑⯑⯑
curl -k https://hss.example.com:8443/api/roaming/profile/1

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

telnet [PEER_IP] 3868

⯑⯑⯑⯑ TLS ⯑⯑⯑⯑⯑⯑

openssl s_client -connect [hostname]:8443 -showcerts

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

# PostgreSQL
psql -h [DB_HOST] -U [DB_USER] -d [DB_NAME] -c "SELECT COUNT(*) FROM
subscriber;"

# MySQL
mysql -h [DB_HOST] -u [DB_USER] -p -e "SELECT COUNT(*) FROM
subscriber;" [DB_NAME]



⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI⯑⯑

grep "001001123456789" /var/log/omnihss/omnihss.log

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

grep "authentication.*fail" /var/log/omnihss/omnihss.log

⯑⯑⯑⯑ Diameter ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

grep "Diameter peer" /var/log/omnihss/omnihss.log

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

grep -i "database.*error" /var/log/omnihss/omnihss.log

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

5. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

6. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑ - runtime.exs ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
5. ⯑⯑⯑⯑ - OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
6. ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
7. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑ IMSI

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

"⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑"⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑
"SQN ⯑⯑⯑⯑" SQN ⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

"⯑⯑⯑⯑⯑" ⯑⯑ IMSI ⯑⯑ IMSI⯑⯑⯑⯑⯑
"⯑⯑⯑⯑⯑" enabled=false ⯑⯑⯑⯑

Diameter ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

"Diameter ⯑⯑⯑⯑⯑⯑⯑"⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑

"CER/CEA ⯑⯑⯑⯑" ⯑⯑⯑⯑⯑ ⯑⯑ Diameter ⯑⯑
"⯑⯑⯑⯑⯑⯑" ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

"TLS ⯑⯑⯑⯑" ⯑⯑⯑⯑ ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

"⯑⯑⯑⯑⯑" ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

"⯑⯑⯑⯑⯑⯑"⯑⯑⯑⯑ ⯑⯑⯑⯑

"⯑⯑⯑⯑⯑⯑"⯑⯑⯑ ⯑⯑⯑⯑⯑

"⯑⯑⯑⯑" ⯑⯑⯑ ⯑⯑⯑⯑

API ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑

"key_set_id ⯑⯑⯑"⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑

"IMSI ⯑⯑⯑⯑" ⯑⯑ IMSI⯑⯑⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑
"⯑⯑⯑⯑" ⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑



← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑⯑API ⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference


OmniHSS Webhook ⯑⯑⯑⯑
← ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑

• ⯑⯑

• Webhook ⯑⯑⯑⯑⯑
• Webhook ⯑⯑
• Webhook ⯑⯑⯑⯑
• ⯑⯑

• ⯑⯑

• ⯑⯑⯑⯑

• ⯑⯑⯑⯑

⯑⯑⯑⯑

OmniHSS ⯑⯑ webhooks ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑⯑OmniHSS ⯑⯑⯑⯑⯑⯑⯑ webhook ⯑⯑⯑⯑ HTTP POST ⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑ Webhooks⯑⯑

Webhooks ⯑ HTTP ⯑⯑⯑⯑⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑ HSS API ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ GET /api/subscriber
⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ API ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS


Webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMS ⯑⯑⯑⯑
2. HSS ⯑⯑⯑⯑⯑⯑⯑⯑ - OmniHSS ⯑⯑⯑⯑ Diameter ⯑⯑/⯑⯑
3. Webhook ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ webhook⯑HSS ⯑ HTTP POST ⯑⯑⯑⯑⯑
⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - Webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ JSON
5. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑���⯑⯑ HTTP 200-299 ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - Webhooks ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑ - Webhook ⯑⯑⯑ 5 ⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ webhook
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑
⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Webhook ⯑⯑⯑⯑
OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑ webhooks⯑

EPC/LTE ⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

update_location_request S6a
ULR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

authentication_information_requestS6a AIR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

purge_request S6a
PUR

MME ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
⯑⯑

cancel_location_answer S6a
CLA MME ⯑⯑⯑⯑⯑⯑⯑

IMS ⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

ims_registration Cx SAR ⯑⯑⯑⯑⯑ IMS/VoLTE ⯑⯑
ims_deregistration Cx SAR (de-reg)⯑⯑⯑⯑⯑ IMS
ims_profile_requestSh UDR ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMS ⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑ (PCRF)

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

policy_request Gx CCRP-GW ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
media_authorizationRx AAR P-CSCF ⯑⯑ IMS ⯑⯑⯑⯑⯑⯑⯑

⯑⯑ IMSI ⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

imsi_switchULR for different IMSI on same
SIM

⯑⯑⯑⯑ IMSI SIM ⯑⯑⯑⯑⯑⯑⯑
IMSI

Webhook ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑OmniHSS ⯑⯑⯑⯑⯑ webhook URL ⯑⯑ HTTP POST ⯑⯑⯑

POST /your-webhook-endpoint HTTP/1.1
Host: your-server.com
Content-Type: application/json
X-OmniHSS-Event: update_location_request
X-OmniHSS-Event-ID: 550e8400-e29b-41d4-a716-446655440000
X-OmniHSS-Timestamp: 2025-01-15T14:30:00Z

{
"event": "update_location_request",
"event_id": "550e8400-e29b-41d4-a716-446655440000",
"timestamp": "2025-01-15T14:30:00Z",
"subscriber": {

"id": 1234,
"imsi": "001001123456789",
"enabled": true,
"ims_enabled": true,
"msisdns": [

{"id": 1, "msisdn": "14155551001"},
{"id": 2, "msisdn": "14155551002"}

],
"sim": {

"id": 5678,
"iccid": "8991101200003204510",
"is_esim": false

},
"key_set": {

"id": 100,
"amf": "8000"

},



"epc_profile": {
"id": 1,
"name": "Premium 100Mbps",
"ue_ambr_dl_kbps": 100000,
"ue_ambr_ul_kbps": 50000

},
"ims_profile": {

"id": 1,
"name": "Standard VoLTE"

},
"roaming_profile": {

"id": 1,
"name": "International Roaming Allowed"

},
"subscriber_state": {

"mme_host": "mme-01.example.com",
"mme_realm": "epc.mnc001.mcc001.3gppnetwork.org",
"visited_plmn": "001001",
"last_update": "2025-01-15T14:30:00Z"

},
"custom_attributes": {

"account_type": "premium",
"billing_plan": "unlimited"

}
},
"event_context": {

"visited_plmn": "310410",
"mme_host": "mme-roaming.example.com",
"location_update_type": "initial_attach"

}
}

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

event string⯑⯑⯑⯑⯑⯑⯑⯑update_location_request⯑
event_id string⯑ webhook ⯑⯑⯑⯑⯑ UUID
timestamp string⯑⯑⯑⯑⯑⯑ ISO 8601 ⯑⯑⯑
subscriber object⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ GET /api/subscriber/:id ⯑⯑⯑
event_contextobject⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

event_context ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ update_location_request:

{



"visited_plmn": "310410",
"mme_host": "mme-roaming.example.com",
"mme_realm": "epc.mnc410.mcc310.3gppnetwork.org",
"location_update_type": "initial_attach"

}

⯑⯑⯑⯑ imsi_switch:

{
"previous_imsi": "001001111111111",
"new_imsi": "310410222222222",
"sim_id": 5678,
"previous_mme_host": "mme-home.example.com",
"new_mme_host": "mme-roaming.example.com"

}

⯑⯑⯑⯑ ims_registration:

{
"scscf_host": "scscf-01.ims.example.com",
"public_identities": [

"sip:001001123456789@ims.mnc001.mcc001.3gppnetwork.org",
"sip:+14155551001@ims.example.com",
"tel:+14155551001"

]
}

HTTP ⯑⯑

⯑⯑ ⯑⯑⯑⯑ ⯑⯑⯑⯑

Content-Type ⯑⯑⯑ application/jsonapplication/json
X-OmniHSS-Event ⯑⯑⯑⯑ update_location_request
X-OmniHSS-Event-ID ⯑⯑⯑⯑⯑⯑⯑ UUID
X-OmniHSS-Timestamp⯑⯑⯑⯑⯑ ISO 8601 ⯑⯑
User-Agent OmniHSS ⯑⯑ OmniHSS/1.0

⯑⯑⯑⯑

⯑⯑⯑⯑ Webhooks

Webhooks ⯑⯑ OmniHSS API ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ Webhook

curl -k -X POST https://hss.example.com:8443/api/webhook \
-H "Content-Type: application/json" \
-d '{



"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": [

"update_location_request",
"ims_registration",
"imsi_switch"

],
"enabled": true,
"description": "Production billing system webhook"

}
}'

⯑⯑⯑⯑:

{
"data": {

"id": 1,
"url": "https://your-server.com/omnihss-webhook",
"events": [

"update_location_request",
"ims_registration",
"imsi_switch"

],
"enabled": true,
"description": "Production billing system webhook",
"created_at": "2025-01-15T14:00:00Z"

}
}

⯑⯑⯑⯑ Webhooks

curl -k https://hss.example.com:8443/api/webhook

⯑⯑⯑⯑ Webhook

curl -k -X PUT https://hss.example.com:8443/api/webhook/1 \
-H "Content-Type: application/json" \
-d '{

"webhook": {
"enabled": false

}
}'

⯑⯑⯑⯑ Webhook

curl -k -X DELETE https://hss.example.com:8443/api/webhook/1



Webhook ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑ webhook ⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑ POST ⯑⯑⯑⯑⯑⯑⯑ Content-Type: application/json
2. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ 5 ⯑⯑⯑⯑ HTTP 200-299
3. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. ⯑⯑⯑⯑ HTTPS - ⯑⯑⯑⯑⯑⯑⯑ TLS/SSL ⯑⯑⯑⯑⯑⯑
5. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ OmniHSS⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑ Webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑Node.js/Express⯑⯑⯑⯑

const express = require('express');
const app = express();

app.post('/omnihss-webhook', express.json(), (req, res) => {
const { event, subscriber, event_context } = req.body;

console.log(`Received event: ${event}`);
console.log(`Subscriber IMSI: ${subscriber.imsi}`);

// ⯑⯑⯑⯑⯑⯑⯑
// ... ⯑⯑⯑⯑⯑⯑⯑⯑⯑ ...

// ⯑⯑⯑⯑⯑⯑⯑⯑⯑
res.status(200).json({ received: true });

// ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
processWebhook(req.body).catch(console.error);

});

async function processWebhook(payload) {
// ⯑⯑⯑⯑⯑⯑⯑⯑
// ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

}

app.listen(3000);

⯑⯑⯑⯑

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑



• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑⯑/⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

// Webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
app.post('/omnihss-webhook', async (req, res) => {

const { event, subscriber, event_context } = req.body;

if (event === 'update_location_request') {
await analytics.track({

event: 'subscriber_location_update',
imsi: subscriber.imsi,
visited_plmn: event_context.visited_plmn,
timestamp: req.body.timestamp,
profile: subscriber.epc_profile.name

});
}

res.status(200).send();
});

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• ⯑⯑ MME ⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑

• IMS ⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑ A ⯑⯑⯑
◦ 30 ⯑⯑⯑⯑⯑ B ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. IMSI ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑ SIM ⯑⯑⯑⯑⯑ IMSI ⯑⯑



◦ ⯑⯑⯑ SIM ⯑⯑⯑⯑⯑⯑⯑⯑⯑ IMSI ⯑⯑
◦ ⯑⯑: ⯑⯑ SIM ⯑⯑⯑⯑ IMSI⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

@app.route('/omnihss-webhook', methods=['POST'])
def webhook_handler():

data = request.json
subscriber = data['subscriber']
event_context = data.get('event_context', {})

if data['event'] == 'update_location_request':
visited_plmn = event_context.get('visited_plmn')

# ⯑⯑⯑⯑⯑⯑⯑⯑
if visited_plmn in BLOCKED_PLMNS:

disable_subscriber(subscriber['imsi'])
alert_security_team(subscriber, 'Roaming to blocked PLMN')

# ⯑⯑⯑⯑⯑⯑⯑⯑
if is_impossible_travel(subscriber['imsi'], visited_plmn):

flag_for_review(subscriber['imsi'])
alert_fraud_team(subscriber, 'Impossible travel detected')

return jsonify({'status': 'ok'}), 200

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑ VoLTE ⯑⯑⯑⯑⯑ IMS

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber } = req.body;

if (event === 'ims_registration' && !subscriber.ims_enabled) {
// ⯑⯑ IMS ⯑⯑ - ⯑⯑⯑⯑ IMS
await omnihss.updateSubscriber(subscriber.id, {

ims_enabled: true,
custom_attributes: {

...subscriber.custom_attributes,
volte_activated_at: new Date().toISOString()

}
});



// ⯑⯑ CRM
await crm.updateCustomer(subscriber.imsi, {

features: ['volte']
});

}

res.status(200).send();
});

5. ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑: ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• "⯑⯑⯑⯑ [⯑⯑]! ⯑⯑⯑⯑⯑⯑⯑"
• "⯑⯑⯑⯑ 80% ⯑⯑⯑⯑⯑"
• "VoLTE ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑"
• "⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑"

6. ⯑⯑ IMSI SIM ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑ IMSI SIM ⯑⯑⯑⯑⯑⯑⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event_context } = req.body;

if (event === 'imsi_switch') {
const { previous_imsi, new_imsi, sim_id } = event_context;

// ⯑⯑ IMSI ⯑⯑⯑⯑⯑⯑⯑
await db.logImsiSwitch({

sim_id,
from_imsi: previous_imsi,
to_imsi: new_imsi,
timestamp: req.body.timestamp

});

// ⯑⯑⯑⯑⯑⯑
await billing.endSession(previous_imsi);
await billing.startSession(new_imsi);

// ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
const switchCount = await db.getSwitchCount(sim_id, '24h');
if (switchCount > 10) {

await alertFraudTeam(`Excessive IMSI switching: SIM ${sim_id}`);



}
}

res.status(200).send();
});

7. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• CRM ⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

Webhook ⯑⯑⯑⯑/⯑⯑⯑⯑

⯑⯑⯑⯑ webhooks ⯑⯑ OmniHSS⯑⯑⯑⯑⯑⯑⯑⯑

# ⯑⯑⯑⯑⯑⯑ webhook
curl -k -X POST https://hss.example.com:8443/api/webhook \

-H "Content-Type: application/json" \
-d '{

"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": ["update_location_request"],
"secret": "your-secret-key-here"

}
}'

OmniHSS ⯑⯑⯑ X-OmniHSS-Signature ⯑⯑

X-OmniHSS-Signature:
sha256=5d7a8f9b2c1e3a4d6f7e8b9c0a1b2c3d4e5f6a7b8c9d0e1f2a3b4c5d6e7f8a9b

⯑⯑⯑⯑⯑⯑⯑⯑:

const crypto = require('crypto');

function verifyWebhook(req) {
const signature = req.headers['x-omnihss-signature'];
const secret = process.env.WEBHOOK_SECRET;



const payload = JSON.stringify(req.body);

const expectedSignature = 'sha256=' +
crypto.createHmac('sha256', secret)

.update(payload)

.digest('hex');

return crypto.timingSafeEqual(
Buffer.from(signature),
Buffer.from(expectedSignature)

);
}

app.post('/omnihss-webhook', (req, res) => {
if (!verifyWebhook(req)) {

return res.status(401).json({ error: 'Invalid signature' });
}

// ⯑⯑ webhook...
res.status(200).send();

});

⯑⯑⯑⯑⯑⯑⯑⯑

1. ⯑⯑⯑⯑ HTTPS - ⯑⯑⯑ webhook ⯑⯑⯑⯑ TLS
2. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑
3. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑
4. IP ⯑⯑⯑⯑⯑⯑ - ⯑⯑ webhook ⯑⯑ OmniHSS IP ⯑⯑
5. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑
6. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ webhook ⯑⯑⯑⯑
7. ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑

Webhook ⯑⯑⯑⯑⯑⯑ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

• IMSI⯑⯑⯑⯑⯑⯑⯑
• MSISDN⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ PLMN⯑MME⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

• GDPR - ⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑ GDPR
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑ webhook ⯑⯑⯑⯑
• ⯑⯑⯑⯑ - ⯑⯑ TLS ⯑⯑ webhook ⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑



⯑⯑⯑⯑⯑⯑⯑⯑

Webhook ⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑ webhook ⯑⯑⯑
• Webhook ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑:

curl -k https://hss.example.com:8443/api/webhook
# ⯑⯑ "enabled": true

2. ⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑:

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑ webhook ⯑ events ⯑⯑⯑
◦ ⯑⯑: ⯑⯑⯑⯑⯑ ims_registration ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

3. ⯑⯑⯑⯑ HSS ⯑⯑⯑⯑:

◦ ⯑⯑ webhook ⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑ DNS ⯑⯑⯑⯑

4. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

curl -X POST https://your-server.com/omnihss-webhook \
-H "Content-Type: application/json" \
-d '{"test": true}'

Webhook ⯑⯑⯑⯑

⯑⯑⯑⯑:

• HSS ⯑⯑⯑⯑ webhook ⯑⯑⯑⯑
• Webhook ⯑⯑⯑⯑⯑⯑⯑ HSS ⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑⯑⯑⯑:

◦ ⯑ 5 ⯑⯑⯑⯑ HTTP 200
◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:



// ⯑⯑ - ⯑⯑⯑⯑⯑⯑
app.post('/webhook', (req, res) => {

processData(req.body); // ⯑⯑ 10 ⯑
res.status(200).send();

});

// ⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑
app.post('/webhook', (req, res) => {

res.status(200).send(); // ⯑⯑⯑⯑
processData(req.body); // ⯑⯑⯑⯑

});

⯑⯑⯑⯑ Webhooks

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑⯑

• event_id ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑⯑⯑⯑⯑⯑ OmniHSS ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ webhook

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑ event_id ⯑⯑⯑⯑⯑⯑

const processedEvents = new Set();

app.post('/omnihss-webhook', (req, res) => {
const eventId = req.body.event_id;

if (processedEvents.has(eventId)) {
// ⯑⯑⯑⯑⯑⯑
return res.status(200).json({ status: 'duplicate' });

}

processedEvents.add(eventId);

// ⯑⯑ webhook...
processWebhook(req.body);

res.status(200).json({ status: 'processed' });
});

Webhook ⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:



• ⯑⯑⯑⯑ HTTP 4xx ⯑ 5xx
• HSS ⯑⯑ webhook ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

1. 401 Unauthorized - ⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑⯑⯑⯑⯑

2. 400 Bad Request - ⯑⯑⯑⯑⯑⯑

◦ ⯑⯑ webhook ⯑⯑⯑⯑⯑⯑
◦ ⯑⯑⯑⯑ Content-Type ⯑

3. 500 Internal Server Error - ⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑

◦ ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

app.post('/omnihss-webhook', async (req, res) => {
try {

// ⯑⯑⯑⯑
if (!verifyWebhook(req)) {

return res.status(401).json({ error: 'Invalid signature' });
}

// ⯑⯑⯑⯑⯑⯑
if (!req.body.event || !req.body.subscriber) {

return res.status(400).json({ error: 'Invalid payload' });
}

// ⯑⯑ webhook
await processWebhook(req.body);

res.status(200).json({ status: 'ok' });

} catch (error) {
console.error('Webhook processing error:', error);
// ⯑⯑ 200 ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
res.status(200).json({ status: 'error', message: error.message });

}
});



⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑:

• ⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑ null ⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

1. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑IMS⯑⯑⯑⯑
2. ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑ - ⯑⯑⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

const { subscriber } = req.body;

// ⯑⯑⯑⯑⯑⯑
const imsProfile = subscriber.ims_profile || { name: 'No IMS' };
const roamingProfile = subscriber.roaming_profile || { name: 'No
Roaming' };

// ⯑⯑⯑⯑⯑ MSISDN
const msisdns = subscriber.msisdns || [];

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

Webhook ⯑⯑⯑⯑

⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑:

• Webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• Webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑
• ⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑⯑⯑⯑

• ⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑Prometheus/Grafana⯑⯑⯑⯑

# Webhook ⯑⯑⯑
rate(omnihss_webhook_success_total[5m]) /
rate(omnihss_webhook_attempts_total[5m])

# Webhook ⯑⯑
histogram_quantile(0.95, omnihss_webhook_duration_seconds)



Webhook ⯑⯑⯑⯑

⯑⯑⯑⯑⯑ webhook ⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑⯑

⯑⯑⯑⯑⯑⯑⯑⯑:

{
"timestamp": "2025-01-15T14:30:00Z",
"level": "info",
"component": "webhook",
"event_id": "550e8400-e29b-41d4-a716-446655440000",
"webhook_id": 1,
"event_type": "update_location_request",
"subscriber_imsi": "001001123456789",
"endpoint": "https://your-server.com/omnihss-webhook",
"http_status": 200,
"duration_ms": 145,
"error": null

}

← ⯑⯑⯑⯑⯑⯑ | ⯑⯑⯑: API ⯑⯑ →

https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/api-reference
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