OmniEIR

00 OmniEIR 0000 :omnieir JOO000000000COOOD00COOODOO COOODOO
(config/runtime.exs) 0000

Juo

config :omnieir,
# SBI [(0000CO NRF OO0
sbi scheme: "http",
sbi addr: "127.0.0.23",
sbi port: 7777,

# NRF [0
nrf uri: "http://127.0.0.10:7777",
heartbeat interval: 10 000,

# 00 PLMNOOOOOOO
mcc: "999",
mnc: "70",

# 00000 EIR OO0 OmniHSS REST API
hss api base url: "https://127.0.0.1:8443",

# U000000O0000O0OC0
unknown equipment status: "WHITELISTED"
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EIR UNKNO!

000 OmniHSS J000 TLS 000000 verify none 0000 HSS-REST OOOOOmMniUDR]
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OmniEIR 0000000 APIOOOO0O0 OmniHSS 000009 €0 4G S13 0000000000

curl -k -X POST https://<hss>:8443/api/eir/rule \
-H 'content-type: application/json' \
-d '{"action":"blacklist", "regex":"”35316005"}"

e action [J whitelist[Jblacklist[Jgreylist [
* regex 000000000000O000C ©OmniHSS O0000000000C0000CO000

AMF [I0O000000

00000 AMF 0000000 0000000000000000 - :omniamf 000000

0d 0d 0o ad

AMF 5G-EIR
eir enabled [ False 00 true [0 0o0oooo 56 0oo00ooo

PEI[]
: : 0ao | : [0 5G-EIR SBI URI[] nil [JJAMF [J[] NRF
eir uri ] nil
- nil 00 EIRONFType 5G _EIR[][]

config :omniamf,
eir enabled: true
# elr uri: "http://127.0.0.23:7777" # 00000000 NRF OO0
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OmniEIR [J[] TelemetryMetricsPrometheus [] prometheus metrics port ][]

957210 Prometheus 000

GET http://<eir-host>:9572/metrics

00000000000 status / result / nf_type (00000OOCO00O0
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1l {0 aoa (000
[:omnieir, OmniEIR 00000
count status
:equipment check] O00d
OmniEIR [0
[:omnieir, :hss, count, endpoint, GET
:request] duration ms result /api/eir/rule
[1 OmniHSS []
result
0:whitelisted |
[ :omniamf, :eir, count :greylisted | AMF 00000000
: check] :blacklisted |
:unknown |
rerrorf]

0000 PEI DOOOOCDAMF 00000000 [ :omniamf, :registration, :result] (OO0
result: :rejected[[:omniamf, :eir, :check] 00 AMF [J Prometheus 000

00000 OmniklR 000

1

e [:omnieir, :hss, :request] [J result: :failure OQU00000O0 OmniEIR 000
0 OmniHSSOAMF [0000000000C000000000C0O00

e [:omniamf, :eir, :check] [] result: :blacklisted [JO0000000 :error [
AMF 0000000

il

OmniEIR ] AMF 0000000000000

e AMF: 5G-EIR [JJ BLACKLISTED [JJ PEI <pei> (<supi>); 0000



e AMF: 5G-EIR 00000 <supi> (<reason>); 000
e OmniEIR: [JOO0 HSS [0 EIR [J: <reason>
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OmniEIR [J 5G 00000000000CCCOOOO0OAMF 000000 PEN (IMEVIMEISV) 000000
OmniEIR [J0 WHITELISTED[JBLACKLISTED [J GREYLISTED J000000OCO OmniHSS [0

Oo00o0000o0

il

SBI 000000 N5g-eir_EquipmentidentityCheck [ (TS 29.511):

[ 0] 0]
/n5g-eir- [0 EirResponseData: {"status": "
GET eic/vl/equipment-status? <EquipmentStatus>"}[lpei JOUOO
pei={pei}&supi={supi} supi {0000
GET /n5g-eir-eic/vl/status 0000 ({"status":"UP"})[]

pei 0TS 23.003 J00 PEIQimei-<15 [O0> O imeisv-<16 [O0>0supi 0 imsi-<[
>[]

0o

curl 'http://127.0.0.23:7777/n5g-eir-eic/v1/equipment-status?
pei=imei-353160051234567"'
# -> {"status":"WHITELISTED"}
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GET /n53g-eir-eic/vliequipment-status pei=.. ksupi=...
-

GET /api/eirfrula

[ {action, regex}, ... ]
[0 IMEISY — IMEI - IM3 {00O0oon)

200 {"status": "BLACKLISTED"}

LE AMF OmniEIR OmniHSS

00 WHITELISTED [J GREYLISTED 00000 EIR OOODAMF OO0OO0OO
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OmniEIR 000 4G S13 00000000COO0000C0O0000CC00000C000000000 regex OO0
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1. 000 IMEISV (JO00COMEN + 00000000
2. 00 IMEIOOO
3. IMSI[0O0 suPIgd

0000000000000 unknown _equipment status([]
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AMF 000000000 0000000 EIR 000000000000 VE 000 PEIDOOOO<€000000
BLACKLISTED [0000000C0000OCD EIR 0 HSS O000O00OOCOOOOOOOCOOOOOO OmniEIR
000 unknown equipment status: "BLACKLISTED" [UU0OUO00OO0OOUOO0OOOOO
EIR 00000 AMF 000000
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1. 0 OmniHSS 00000 (POST /api/eir/rule)]

2. 00 OmniEIROO0IO00 5G_EIR OO0 NRF[
3. 00 config :omniamf, eir enabled: true 00 AMF[J

4. 00000 /7 VUE Q00000000000 AMF 0000 56-EIR 0000
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1. AMF 000000 000000O000OO0O0O0O0O config :omniamf, eir enabled: true [
(] AMFOOOOAMF 000000 OmniEIR[]

2. OmniEIR 00 OmniHSS[] [0 GET /api/eir/rule J0 00000 00OOOO
OmniEIR 0000 Could not read EIR rules from HSS [] [:omnieir, :hss,
:request] 00000000 result: :failure[]] hss api base url([]

3. (0000000 VE 000 PEI 000 000000000 DOODOD00O0O 14 0 IMET 000000000 15
0 imei- PEIOO0 OO0OOOCOOOOOOUOCOO PEI OO0OCOOOOC

4. AMF [[J000<€ PEI] 0] UE 0000 PEIJAMF [ EIR enabled but UE ...
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AMF 000000000000

000 regex 0000000000 ~3531 0000 TAC OO00OOOOOO

e unknown equipment status [JJ[J BLACKLISTED JO00000000O0O0O0O0 DOOOOO
[0 whitelist JUUOOOOOOO0 WHITELISTED []

400 MANDATORY_QUERY_PARAM_INCORRECT

00000 pei OOOO /n5g-eir-eic/vl/equipment-status O0000000TS 29.51100

[0 OmniEIR [] 500 SYSTEM_FAILURE

OmniEIR [0 OmniHSS N0O00O00000O0OHSSOOOOAME 00 2xx 000000000 OmniHSS
00000 hss_api base url([]
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