9% &> 0 OMNISEP

dox> aladi daain) JolS (19SS &7 0 OMNISEP.

wlbgizall Jga>

oSl Jun

o3> 5ugSi HTTP

aylgdl alasi (8 oSxiy HTTP 646291 Juais cus.

config :omni_ sep,
http port: 9014,
http ip: {06, 0, 0, 0},
server fqgdn: "sep.mncOO01l.mcc001.pub.3gppnetwork.org",
entitlement version: "2.0"



< loldnoll

http port

http ip

server_ fqdn

entitlement version

eoidl  wsllao  uolisVi

i y 9014

o

a.; y {OI 0'
yoxe 0, 0}

bl ew ;

I I y ||2.0||

&y FQDN 3 awoums 5228 00:UGPP:

aes.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org

VsSoll

aes

mnc&lt; MNC>

mcc&lt; MCC>

pub.3gppnetwork.org

o oll

Subaidl ol o3l aisly

siio TCP wYLas HT
L.

u|_9.:.§« IP ‘o.).z;.uu| ul.g_:
oo lisdl 8o0zie wlesias

S| . eoladl JoIL
aes.mnc&Lt; MNC>.m

J sy

JsSsiom Jlxol TS5.43
2.0" Lle Gl usl".

Jlall

aes

Glasol a3lo) go «ol8,)l 3) alaiioll aSuidl jo,  mncOO1

(pls,] 3) alaiiall agall o,

3 auwlall Uaill aa>YGPP

mcc310

50,) :Jlie MCC 310 (a5 0¥l saxiodl wLYoJ1). jo,9 MNC 410 (AT&T):


https://www.gsma.com/newsroom/resources/ts-43/

aes.mnc410.mcc310.pub.3gppnetwork.org

ol eSS

plaxiwl w1l WUl i 9 oSy, Mnesia §u8il go §9lgiad| boLiwid | Juzansd.

config :omni sep, :storage,
data dir: "priv/data"

< loldnoll

aolaadl  goill  wollao ol iVl o gl

wlbls 82eB wlalsd JJJI Mnesia.
Ly blidl oMz blai>Yl o5

data dir  alwlw Y “priv/data"



oadl S

Persistent

Jeglo> Mnesia

Jolaz bliul Juzuws paxiuwy, Mnesia disc copies plgall:

Jga=dl vodl
activity (8ol Jzw) bladdl olzuw
activity by imsi ovgd IMSI &l el

activity by terminal lex)l (9,20 yw g9

plgall

Mnesia disc_copies

Mnesia disc_copies

Mnesia disc_copies



wLbddl Juds JSun

priv/data/

L— mnesia/
— schema.DAT # bhxo Mnesia
— activity.DCD # Lldl Joa> oU Ly
— activity.DCL # bliudl oo leo Jzw

— activity by imsi.DCD

— activity by imsi.DCL

— activity by terminal.DCD
— activity by terminal.DCL
— DECISION TAB.LOG

L— LATEST.LOG

iVl ol Lucl
el o il o llasl:

1. pasiae alawlgs &Sl L ol Jds ol ge 35T e liludl Juds wlgsl
2. bladl eVauw 85l go woill plaziwl il (o idl asluo

3. Ju> preiais pb i lolum VI @auidl Mnesia (b lis Yl il wlshs] (9
4. xziowy 2o e ¥l Mnesia Jusiiid| say aie wblrall oMxw o Elals

# config/prod.exs
config :omni sep, :storage,
data dir: "/var/lib/omni_sep/data"

aniol oVl LoVl

vavaxo inoSi e o) ol oS kel 8sleell ljlieYl All> sam.



config :omni sep, :default entitlements,
# oliol 91 VOWiFi (ap2004)
vowifi: %{

entitlement status: 1, # Jsao
addr status: 2, # oglho ¢
tc status: 2, # oglbo ¢
prov_status: 1, # 59 o

service flow url: "",

service flow user data: "",

message for incompatible: "aoa> VOWiFi dS| iy a>lio .
}

# oliol 4591 Voice-over-Cellular (ap2003)

volte: %{
entries: [
%{
access type: 1, # 4G/LTE
home roaming nw type: 1, # Jlexidlg Jjinll
entitlement status: 1 # Jsoo
}
%{
access_type: 2, # 5G/NR
home roaming nw type: 1, # Jloxidlg Jjioll
entitlement status: 1, # Jsoo
network voice irat capability: "EPS-Fallback"
}
]
},

# oliol 591 SMSOIP (ap2005)
smsoip: %{

entitlement status: 1 # Jsoo
}

# oU Ll abs> olol 91 (ap2010)
data plan: %{
entitlement status: 1

b
# 6 vlbiodl 6,590l oliol 59l (ap2012)
dcb: %{
entitlement status: 0, # Lol 9| Jheo

tc status: 2 # oolbo ¢



}

# i liadl 5 ledYl gog oluol 91 (ap2016)
satmode: %{
entitlement status: 0 # ol 9| Jbso

}



wlol=o VOWIiFi (ap2004)

PPN gsidl  psill ool

entitlement status ] doaxll ,945 all>

clio=1
FPYe
addr_status Jus=2 Olsigdl o gaxill all>

2L c
tc status > =2 2851y bog il Jous all>

ac
prov_status > Jus=2 xg il A

service flow url alwlw  URL URL ga=il) anaxdl g9
Lo uidl plgisdl o



aolsall ggull peri] 05l
(pS>Ylg

service flow user data abwdw -
; B B aoxsdl §9% Ll

Loaic aiog =all alw JI
message for incompatible  alwlw - U9y
entitlement status=2

wlol=o VOLTE (ap2003)

19SS paximy VOLTE Jgwog awiss JSJ 8a>lg «oY oYl o ddg0.a0:

Lol goull oxst]l wesllO©
. 328 1=4G/LTE. Jgogll duis
e mmo  2=5G/NR SLwI
1= ol
2L Jle=ill
home roaming nw type )n .L;ZTjjnJh=2 aSwiad! §las
bso Jlg=idl=3
0=.Jlas=o
entitlement status 2 dorzll 4995
Tz J=ao=1

"EPS-Fallback”,  wouall 6,2

network voice irat capability  aluwlw
- - - "VoNR" 5G



olibioVl al> ous

aosall oVl o gll

0 Jloso izlio jut anaxll

1 J=éo 6 jdlrg da>lio oozl

2 S9lgio pt  33lsio nt Ll sl el
3 nodl ad il 3 gl

PYFLIINVILE

s53Laall jo) o 3 53 9 S

config :omni sep, :token,
validity seconds: 86400,

signing secret: "change me in production"

ckloJJLoJI
aol=oll eodl
s
validity seconds
(G
signing secret alwlw

wollos  uolisVl

y 86400

o gll

ilsidls ol yas
aclw 24 o ol 9Vl

ol adsil 5w lise
N9 O AR Ay
aluwdw pozxiwl cgliuYl
Jai ¥ 6 e aplguue
L;): 32 O



oVl ol lucl

e cliwl o8 signing secret _uiw JSJ 2,9

ANCSTRRULCERgi JU) | SPPRVIFR:

o clYl 8 Ll ainl @l ki paziwl:

# config/prod.exs
config :omni sep, :token,

signing secret: System.get env("OMNI SEP TOKEN SECRET")

u95i EAP-AKA

a85bao Jolw 9 aSxiy EAP-AKA lexl) adoVl ad5Laall.

config :omni sep, :eap aka,
enabled: true,
session timeout ms: 30 000

aolnoll eoull
enabled Boolean

AR

eI

session_ timeout ms

Y

Y

P BT

true

30000

o oll

a95Las (uSoi EAP-
AKA. 0sS5 boic
Jssd iy waibls
820izoll dad>Laall

auul> algo EAP
PUREJEVAEN]
I Jsasd iy

gl 3.



593 EAP-AKA

Persistence Layer
Application oI

Persistent——» Mnesia

‘ Activity Storage
disc_copies

‘ Token Storage ——Vﬂlatile—-—ﬂﬂ\* [
4 P

ETS
in-memory

Volati Ie———"’,""'-- -/

Session Storage

9% Diameter

Jroc &ug Diameter assbao) EAP-AKA ag>lg jue SWm.



config :diameter ex, :diameter,
service name: :omni sep aaa,
listen ip: {127, 0, 0, 1},
listen port: 3868,
host: "omnisep.example.com",
realm: "example.com",
product name: "OmniSep",
vendor id: 10415,
auth application ids: [16777265],
acct application ids: [],
supported vendor ids: [10415],
request timeout: 5000,
allow undefined peers to connect: true,
peer selection algorithm: :round robin,
control module: OmniSep.Diameter.Control,
processor module: OmniSep.Diameter.Processor,
applications: [
%{
alias: :swm,
dictionary: :diameter gen base rfc6733,
module: OmniSep.Diameter.Swm
}
1,
peers: [
%{
host: "aaaOl.example.com",
ip: "192.168.1.10",
port: 3868,
transport: :tcp

}



aw bVl wlolxoll
aolzoll

service name

host

realm

vendor id

auth application ids

request timeout

peer selection algorithm

eoull

Atom

PR

DR

Atom

Y

10415

5000

:round robin

o oll

doaxll L9
a1l

Diameter

Origin-Hos
095 0l wx
Joso Hlai
JB6 JIL
J Bsg J=U

Diameter
Origin-Rea
azgill paxi
J B9,

&l =0
3GPP J s,

wld 20 aansl
ad9sbao]l §u
dogCaoll. S
16777265

clla)l algo
awl lall

pulaid| L
:round ro
gi:failow


https://datatracker.ietf.org/doc/html/rfc6733#section-4.3
https://datatracker.ietf.org/doc/html/rfc6733#section-4.3
https://datatracker.ietf.org/doc/html/rfc6733#section-4.3
https://www.3gpp.org/DynaReport/29230.htm
https://www.3gpp.org/DynaReport/29230.htm
https://www.3gpp.org/DynaReport/29230.htm

aol=oll eoll wgolloo ol iVl
. : {127, 0, 0,
listen ip 49030 y 1}
PN
listen port y 3868
e

Salail ololae

i 9 julai JS peers:

aolaall eoil  wgllae ol oVl

o oll

IP &5,)ledl &YlasW oyl
oo Diameter

3aio Diameter J l5sq

o gll

aen Diameter ulaill (ol wy

host aludw Py - &o o Origin-Host ulaill
HPY)
Hlgic IP Jlasy ulai
ip Ll s ] olsic 1P J lail)
TCP/SCTP
PPN .
port y 3868 xeio Diameter julaill
(G
transport  Atom y :tcp Jadl: (1tep) ol (:sctp

Gl SWm

igzls s SWM (16777265 subaill (6 ,20) a850aal EAP-AKA 3 J LEs,


https://datatracker.ietf.org/doc/html/rfc6733
https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm
https://www.3gpp.org/DynaReport/29273.htm

alw,Jl ol ol

DER 268 Diameter-EAP-Request - dgo> Joxy EAP (J| AAA
DEA 268 Diameter-EAP-Answer - &lxiwl suey EAP 0 AAA
olSl.?u;." &og9

Sillai sl (usSi iy @ 5] Diameter, Jas, OMNISEP slSlawll giog (:

e ol 5w iy EAP-AKA

* zh=ziwl oiy IMSI o EAP_ID
o 5 asslaoll gz

Lo Ll Jxmnuusi

le>Mools clasYl ColiSimwly sudaidl oty oS yuuinall blis Jumawss (a8 pSxis.

config :omni sep, :activity,
max_ records per subscriber: 1000,
retention seconds: 2 592 000



< loldnoll

aolzoll eodl ogllbo (ol 9V
BV
max_ records per subscriber y 1000
(G
retention seconds 2 y 2592000
()



Jaxl ogll

imsi IMSI I jiiuo]l

terminal id IMEI/;le=dl 8 j20
timestamp cdlall cudgs

client ip Ulgic IP Juosll

user agent uUL HTTP User-Agent
app_ids agllaoll wlanlail &l y20

auth _method do il a85basll aa, o (EAP-AKA, TOKEN)

response code  alxiwl b o, HTTP

EHA UESCPRRWIN e
I

# config/dev.exs
import Config

config :omni sep,
http port: 9014

config :omni sep, :eap aka,
enabled: true # S Uy a>95i Y - 65 xad| giog AAA

config :logger, :console,
level: :debug



cluVl

# config/prod.exs
import Config

config :omni sep,
http port: 9014,
http ip: {6, 0, 0, 0},
server fqdn: System.get env("OMNI_SEP FQDN")

config :omni sep, :token,
validity seconds: 86400,
signing secret: System.get env("OMNI SEP TOKEN SECRET")

config :diameter ex, :diameter,

host: System.get env("DIAMETER HOST"),

realm: System.get env("DIAMETER REALM"),

peers: [

%{

host: System.get env("AAA PEER HOST"),
ip: System.get env("AAA PEER IP"),
port: 3868,
transport: :tcp

}

config :logger, :console,
level: :info



aisadl ol janio

asiall ool
OMNI SEP FQDN FQDN J eolxl) TS.43

OMNI_SEP TOKEN SECRET ol giboi

DIAMETER HOST Diameter Origin-Host
DIAMETER REALM Diameter Origin-Realm
AAA PEER HOST alai Capine ol AAA
AAA PEER IP olsic IP ulail AAA

WP RRVILE

config :logger, :console,
format: "$time $metadata[$level] $message\n”,
metadata: [:request id, :imsi, :terminal id]

ax9o9ll LI o oll
request id 2 pall cdlall 9,20 (UUID)
imsi IMSI (a9>ban]l xic) I iinall

terminal id wdlall o jlezll 9,20



cUos VI o linSiww! Jads
J lg=Molg OMnNISEP

dox> aladi daain) Jolxllg axilid] wMSuinall OMNISEP.

wlbgizall Jga>

1o Liidl Juw

S ol gron) leall cdgll (o o ,e blaudl Jxw 195, OMNISEP, clls (o Lo
Slimiw! o, luiiwl TS.43 wllacy XCAP.



ol

o bl £oi > dniai (XCAP. sz «3liziwl luaiwl EAP, &l])

o cun> cadl IMSI MSISDN. lsic of «jlez)l 6 20 IP Jyasl

o 399, ,L o,c HTTP (GET. PUT. POST. DELETE) &lziwYl al>g
o abaio wlogles a35)) cio sl Lle il

L Ll Juolas assl

alwV/cdlall e aobiv Juolas gl blinv J=w HLisl:

alogilall wloglroll:

« Ulsicg ol @lladl IP Lol Lisi ol oo :Jaanll

¢ ad, log wallall g9i HTTP: XCAP, @] /il Lusiwl

o Jisisall wloglao: IMSI, MSISDN (lb 865 2ic)

o Shlall gWI lexdl U yeo lgadl wloglao (o 7o User-Agent)
o J JolSUl ol tealladl luwo XCAP §lixiwY a)lg alasi of

« User-Agent: _ul, User-Agent plxJl

o wllall yugs,: Content-Type. If-Match. 3 4ug5,GPP. &l

¢ sz laslumVIl/cdlall o> XML wldas) XCAP

o oy o Jresdl 8 U eolsdl b Uas gl taslzaam V] all> HTTP



Al a
Tl
i demn, ¥ Lgal
Jam § BN Lga: alidacl Las Lachl an
e - e
'
T R B el
Ll e o ek
a— jria Pyl g e e .
S e
U= g wmllos o poien VLS B TR
! — bl gy
ilall ymy o it e - g
T PR . R T PR R
» sttt | |7 Demaber =
el

QO Hlaiuwl <M TS.43

aslio jut aoasdl" glu jlg=dl”

slexll sglay 1 gole VI VOWIFI/VOLTE musuall Ll o aé I e zlio jusS

aloizoll L VI

* o avol 9Vl wlslaxiwYl (eSS o5 entitlement status: 0
o allnseo dlx J el jauazxe Glaxiwl Gusi o5
o Ju slel IMSI amymo it Slez wlalao o

J=dl:

1. Juidl oldla) blid! Jxw o Gaxs:
GET /api/activity?imsi=<subscriber imsi>

2. bl Vo 09 @lamiwdl & lriwl o ($i0

3. awiol,i9Y] wlilaxiwyl usSs o G

P T

ol il n e



config :omni sep, :default entitlements,
vowifi: %{
entitlement status: 1, # Jueaill 1 u555 ol

4. olol oYl 9= davazo wlliziwl 1929 (o Gax:

GET /api/entitlements/<imsi>

aibls Glamiwl al> e Juasu jlgll
&dgiall e daalize Hlaziwl bl iliy ol e VI
aloizoll lauVI

* oMriwl o5 app_id esbls

J=dl:
1. sl oo @iz app_id (blidl Jxw oo Gix) jlezl] adla,

2. assladl o laudaidl ol_é).v.o:

.9.u.|a.n.l" aaloil| 9 =0 aoxslJl

ap2003 VoLTE/VoNR
ap2004 VoWiFi
ap2005 SMSolP



GET /api/entitlements/<imsi>

DELETE /api/entitlements/<imsi>/<app id>

wllall 9 62980all lalrall

welre VI HTTP 400 35860 wlalzall" Uas go mumo jut wilb”

aloizoll Ll VI

o Jaglholl olalsall Juwpn Y jlexll TS.43

o bl sain ololzall

e o5 JSLio URL

asgllooll wlolaoll:

aol=oll

terminal id

terminal vendor

terminal model

terminal sw version

entitlement version

app

J=al:

ool
IMEI (03, 15) jle=I
(o] 4 uadl ax) dziaoll &S il
(o> 10 uasl sx) Slall el
zolil ol
("2.0" &s5le) JoSsig il lao]

Mol (lasdadl]) Suaboill 9550

1. ol )l Juolad blail Jzuw o Gix
2. asollaall wlalsoll groz Juw ezl Ol o saxs



3. 8542y awudl Android. ol e ST User-Agent ol g

PRD-TS43 term-<vendor>/<model> client-IMS-Entitlement/1.0
0S-Android/<version>

syl gillas exc (HTTP 406)
Slel bty 1gel eV HTTP 406 Jouio b
aloizoll LV

* Jw jlgxll entitlement version pgcan ut
o Blsio s Llaol el eSS o

J=dl:

1. el e OoSall laodl oo i

config :omni sep,
entitlement version: "2.0"

2. 6521 paiui b &3le Android 2.0" laus Y1

3. 5lezmll gdgiall HlaoYl go @illai, el las) Ol o 25T

o MSuue Simservs XCAP

39790 paf swasiadl caladl (HTTP 404)
b (yol,eVI GET J@9 XCAP 404 xsz,
aloizall L VI

¢ Dpivoll manis o L] o ol
e s SIP URI &bl



J=l:

1. Sawbi oo i SIP URI wllall e

/simservs.ngn.etsi.org/users/sip:+
<msisdn>@<domain>/simservs.xml

2. &bl linlaill azo  agzly sue ozl lall 2525 o i
GET /api/xcap/<msisdn>
3. 3giiao OlS 5] Gazui ilo cuinl:

POST /api/xcap/<msisdn>
Content-Type: application/json

{

"oip": {"active": true},

"oir": {"active": true, "default behaviour":
“presentation-not-restricted"},

"no reply timer": 20,

"call forwarding": {},

"call barring incoming": {},

“call barring outgoing": {}

4slas oxc ETag (HTTP 412)
b 1ol ,e VI PUT o DELETE sz, HTTP 412 moll Lo il Juind
aloizoll wlauVI

o 31 drac dawlss polio Jiass
e bl pis o) ETag wobo sl bl go

J=dl:



1. ule Jguaxll WA siiwall g7 jiwl ETag »>@@ >
GET /simservs.ngn.etsi.org/users/<sip uri>/simservs.xml
2. pxziwl ETag gwl, 9 slea)l If-Match:

PUT /simservs.ngn.etsi.org/users/<sip uri>/simservs.xml
If-Match: "<etag value>"
Content-Type: application/xcap-el+xml

<simservs>...</simservs>
3. u»L Jlatl 09 (lass ,LisW) ado juid] jue wlpa=all If-Match

XML aJlo ,.c (HTTP 400)
b :yole VI PUT sy HTTP 400 qusue it wilb
aloizoll lauVI

* 8yg800 agllaosll wlalzall
* dlo it aic JSn

asglloo]l aromwVl wlsluwoll:
as Ll arow V| a>luoll
(woli9l)  http://uri.etsi.org/ngn/params/xml/simservs/xcap
cp urn:ietf:params:xml:ns:common-policy
J=Jl:
1. S o oz XML

2. aygllan)l araw¥l oo luadl oiai, s 3zl aisll Of oo 5T



<simservs
xmlns="http://uri.etsi.org/ngn/params/xml/simservs/xcap"
cp="urn:ietf:params:xml:ns:common-policy">

3. wlivlgs go @illaii jolia)l slowl Ol o gax=i ETSI TS 183 023

alina; oib V wladSall JLgu
J3x0 Y wladKal S wlad Kol Jigms wihlag] laas o gl e VI
alosizedl L VI

o ezl caloll (¢ allaso saclall
o bl bl g
¢ o b gl 08l i

J=l:

1. vl yeo $&=xi communication-diversion alouiu:

<communication-diversion active="true">

2. o JSuin dalais sxclall ol o i

<cp:rule id="cfb">
<cp:conditions>
<busy/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
</forward-to>
</cp:actions>
</cp:rule>

3. axlall b uidly aclgall Lo ,no:



exclall 9,20 1o ull o oll

cfu (s V) bg jiuio jut

cfb busy JliuVl aic
cfna no-answer Sl pas e
cfnrc not-reachable  Jgwool LB ut
cfnl not-logged-in  Jg>l Jxuo jub

4. umis gl pazimy Ol ez URI tel: o8, go E.164

a9)3boold]l o MSiino

sy EAP-AKA (s o)
go oYl cllall i Gal,e VI EAP ID saxidl o Yo Uns aum
aloizell L VI:

o Liass @i EAP-AKA (sSill (09
o Gauis EAP_ID @llo it
o i JlasYl JSbie Diameter

J=l:

1. ol o ix EAP-AKA Jzas:

config :omni sep, :eap_ aka,
enabled: true

2. Sawiii oo Six EAP_ID (NAI axll):



O0<IMSI>@nai.epc.mnc<MNC>.mcc<MCC>.3gppnetwork.org

0310410123456789 :Jlw@nai.epc.mnc410.mcc310.3gppnetwork.org

3. sl (usSS oi I5] Diameter. JLaiVl o G

4. tlo sowis sl 8 xall giog Juis Ol wamy il sl (11955 iy o) 1]

aJlo jue o JI (HTTP 511)
a2y ol o callall 1ol e VI HTTP 511 aSuidl adsbas wallai,

alosizoll L VI

* ol ao el
* ol &boidll juw susi e
o Laliso Juio aawwlgy jo I sbiw] o5

J=dl:

1. o0 Jl aodo 8,09 (po Gax:

config :omni_sep, :token,
validity seconds: 86400 # 24 ol il aclw

2. il jsoll oz JUas| iy andl a5 @i 13)]
3. a8skan | Slexll gzl ol wzy EAP-AKA 335 o, ol Jgaxl

4. i pazias il groz Ol oo $éx signing secret

ol grd9i illai pas
lo gou oy yad) @i iyl eVl
aloizoll L VI



o il pu @deill Juw gillai poe
o ol cusll o

J=dl:

1. ol O Ryt signing secret oMioll o> e §amis:

config :omni sep, :token,
signing secret: System.get env("OMNI SEP TOKEN SECRET")

2. oYl o uall atudl usio pasiwl

3. o)l i 9 Mol groz ue LIl e o

JLasVl o MSauo

Jowooll alils jut aoazmll
algoll slgisl ol JLasVl jas, oi 1goleVI
aloizoll LV

o Lsioll byt ol
o bl saiall e
o Losall &S ,o jlax dalaxll Hlaz

J=dl:

1. aooll axo yo ot
curl http://<host>:9014/health



config :omni_sep,
http port: 9014,
http ip: {0, 0, 0, 0}

3. US|l xaiall (e g 0ll 4 ) Tlowd) G loxll Hloz 2clgd o Gaxs

4. goias dox3l Ol o a5

netstat -tlnp | grep 9014

alg akii 1gol,eVl /health 200 ¢ all> s
aloizadl L VI:

¢ a>lio jub Bavirall doaxll
o ol Jslaz aigi o o)

o JoiSo jub gulail Jukiin s
e owlly JJ> Mnesia sl L e

J=Jl:
1. L] s clasl o bz bl oMz o Géx
2. pusill sl oa $i

o Jglaz Mnesia (b Lul Juzaws)
o Jglaz ETS (o wlals cwludxll i jgo JI .o l8laxiwYl XCAP)

3. wbly JuJs wligsl yo ix Mnesia:
ls -la priv/data/mnesia/

4. cbiws 5] Mnesia o Ul JJs gue picls aalll wlalall o gax @@l 9

5. 835i40 Jglazdl «uilS 5] sulaid| Jusisi acl



aiados aluwl logl
gbsiall o Jolol B89 & 2w wldlall ol e VI
alaizoll LV

ol algo slgil Diameter
o Lbladl Jumuws oS5

+ oolio giie Jo>
J=dl:

1. ol (065 o $axi Diameter:

config :diameter ex, :diameter,
request_timeout: 5000 # 5 el sl glgs

2. I uite JS) bladl Jxuw px> sl
3. Jshaxd 6,131 plaxiwl o a5 ETS

4. Wl Jaxl) asYl guwgidl uicl

L] 831e] xmr bladl oMo olxis ol VI
aloizoll L VI

e wlly JJ> Mnesia atsl L e

o oSoi Ol b Gadaill slgi] o5 Mnesia yoall W] greil o
* &lioo ol

J=dl:



1. alisl Ly 39250 bl s ol o sam:
ls -la priv/data/mnesia/

2. Molro WMz o i Mnesia (.DCL files) - 6 usYl LS Lle sgiz:
ls -la priv/data/mnesia/*.DCL

3. J tload Guludl 3V o 23S Mnesia g ailly:

# poziws Y Kill -9, eoziwl SIGTERM dUs oo Yo
kill -TERM <pid>

df -h priv/data/

loloso Mnesia «all
el go ol b sulaill Juns 1ol e VI Mnesia
aloizoll L VI

o alsl slsl Jlass ol asllall olxas

o oall cali
o wllxe] Erlang alalixe

J=dl:

1. bas e Gx oMaudl oo Gixs Mnesia saxwll

2. airgi 83Lc]y mues pd bl Olaas 5oy OUS 13):

rm -rf priv/data/mnesia/*
# Jolazdl sli] sole] pinw - gaabidl Josis el



3. ol Jsbo o lbl Lle bolaxdl wazy 0l 15] Mnesia:

:mnesia.stop()

:mnesia.start()

:mnesia.wait for tables([:activity, :activity by imsi,
ractivity by terminal], 30000)

li> S JSin gois Jolinidl Jou
adlay wloMsiwl (o,dll plaziwl 850 :goleVI
aloizoll L VI

L
o 15> alsls LlasYl 6

o I3z & Jiie JSI 2>
J=Jl:

1. adlxl blasYl o] oo i

config :omni sep, :activity,
max_records per subscriber: 1000, # oYl o5J 13| Jls
retention seconds: 2 592 000 #30 15] s Loy

oY1 5]
2. oAl px> sl
ls -lh priv/data/mnesia/activity.*

3. Sl azll wls wlisdail] blasYl 6,18 Julas juic



vorswiaidl jolgl
asuwall o9

curl -s http://localhost:9014/health | jq

a=9ginll aylzxiwI:
{
"status": "ok",
“service": "omni-sep",
"version": "0.1.0",
"services": ["entitlements", "xcap"]
}

1o Liuidl ‘JJFJAI fD)laiJAll

# Jniel]) 5V b Ll
curl "http://localhost:9014/api/activity?imsi=<imsi>&limit=10"

# 5 L=dl cws bl
curl "http://localhost:9014/api/activity?terminal id=
<imei>&limit=10"

# o Gl 9 b Ll
curl "http://localhost:9014/api/activity?from=<unix ts>&to=
<unix_ ts>"



olslaiwV] jaxs

# dnomrod| o Liawdl le Jgox]|
curl http://localhost:9014/api/entitlements/<imsi>

# oo §laziwl Guass
curl -X POST http://localhost:9014/api/entitlements/<imsi> \

-H "Content-Type: application/json" \

-d '{"app_1id": "ap2004", "entitlement": {"entitlement status":
13}

J uasuidl caloll jaxs XCAP

# orid | wloldl e Jgox]l
curl http://localhost:9014/api/xcap/<msisdn>

# e e Joaxd| simservs Jo LS|
curl "http://localhost:9014/simservs.ngn.etsi.org/users/sip:+
<msisdn>@domain/simservs.xml"

PYREIN | I ES | I N P

looull wunoll
[info] GET / ... le Bliziwl il
[info] POST / ... wllo POST 5,lg (EAP $laxiwl of)

[warning] Missing parameters  <dlall gax Juius

[error] EAP session timeout JoiSs o) EAP-AKA ool cadgll (9

[debug] Token validated x>l jo |l ad>las



slos VI Louww Janas

# config/dev.exs ol runtime
config :logger, :console,
level: :debug,

metadata: [:request id, :imsi, :terminal id]

ann> yoll wliolgoll

ezl JsSeio il olxdl oLaSuw:

JsS9ig I atuolgall
TS.43

XCAP

Simservs

EAP-AKA

Diameter


https://www.gsma.com/newsroom/resources/ts-43/
https://datatracker.ietf.org/doc/html/rfc4825
https://www.etsi.org/deliver/etsi_ts/183000_183099/183023/
https://datatracker.ietf.org/doc/html/rfc4187
https://datatracker.ietf.org/doc/html/rfc6733

psis OMNISEP 3yai GSMA TS.43 1o dlsaxall 654291 5o Los saoasd] llamiml oS
als Wl &Sl o Lilslamiwl eMaiwl (VOWIFi, VOLTE. SMS. &ll).

aole 6 la;

wipmantl s - bl EAP-AKA - 3PP AAA " HESLI08

OmniSER aalsll

f GET/POST. -
oo T PN, | TS wolilaac ¥l 8 2Tl (NET)
* EMLASON

w LlaJl 992
adoVl as:Loall (EAP-AKA)

GET /?EAP_ID=0<IMSI>@realm&terminal_id=...&app=ap2004
Diameter DER (EAP Identity)
DEA (EAP Challenge)
200 OK + eap-relay-packet

lw> USIM AKA

POST (alxuwl eap-relay-packet)
Diameter DER (EAP Response)
DEA (EAP Success)

200 OK + jo )l + wlilaxiw)l



Godl) amspudl adsbasll asls]

Device OmniSEP AAK

GET EAP_ID=0=<IM5l=@realm&terminal_id=.. Lkapp=ap2004

v

Diameter DER (EAP ldentity)

L

DEA (EAP Challenge)

I

DK + eap-relay-packet 200

USIM AKA ol

"
-

[eap-relay-packet almiwl) POST

Diameter DER (EAP Response)

-

DEA (EAP Success)

[

syl + clilemewd] + OK 200

r

Device OmniSEP AAM

ag>lg HTTP

ai loll | Lusll Sgizall ggi
GET / oMriwY & lalso

POST / application/json



argllooll wlalaall

aolnoll g9l ol
terminal_id aladw IMEI (a8, 15) ;lexll
- asivanl| &S idl (U ,>1 4 Luasl
terminal vendor aluulw ezl sidl (S,2] 4 Guasdl >
JSJ RCC.14)
el £3500 5,21 10 (sl
terminal model A sl gigei (USI 8= wwad| 2>
RCC.14)
ol | ol 5,> 20 51
terminal sw version  alwlw zoll Jlao] (USJ 15,5 20 Guadl 2>
RCC.14)
entitlement version aldw ("2.0" Jio) JsSeigull ,laol
[ alwdw
PP s PMazul) Gasboill (18 ,20) 3520
doJ

a9sLaooll wloleo
aJWl assbanll 9 b o 82>lg dlais:
aol=oll ool

NAI J 3=l EAP-AKA:

EAP _ID
- 0&Lt; IMSI>@nai.epc.mnc&lt; MNC>.mcc&lt;MCC>. 3gppnety

token ady budl & liwYl o a85Lan]l o,
temporary token 980 jo

operator token Jia]l e Hlo jo,



as,LisVl olaleoll

aolsoll el 0 oll
IMSI aludw go wollhos token asuull d8sLanll sole)
app_name alwdw Gulail ol
app_version alwudiw Sulaill o]

notif action @z oae Sl <lz] (1 .Judai=0=GCM. 2=FCM)

notif token aldw Sugadl el o,

vers oo 22wl laasSY el o]
¢u|_|| I aliol
GET _)'.o)JI &o:

GET /7

terminal i1d=123456789012345&terminal vendor=Goog&terminal model=Pixel

POST & EAP-AKA:

"terminal id": "123456789012345",

"terminal vendor": "Goog",

“terminal model": "Pixel8",

“terminal sw version": "14.0",

"entitlement version": "2.0",

"app": "[ap2003,ap2004]",

"EAP ID":
"0310410123456789@nai.epc.mnc410.mcc310.3gppnetwork.org"
}



iiql ... )’I ‘;’I ﬁ : -
Josdll ywl,

Jssall yul,
text/vnd.wap.connectivity-xml
application/json

application/vnd.gsma.eap-relay.vl.0+json

a lwuwl XML

<?xml version="1.0"7>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version" value="2"/>
<parm name="validity" value="86400"/>
</characteristic>
<characteristic type="TOKEN">

XML (ol ,is1)

JSON

EAP relay JSON

<parm name="token" value="eyJOeXAi..."/>

<parm name="validity" value="86400"/>
</characteristic>
<characteristic type="APPLICATION">
<parm name="AppID" value="ap2004"/>
<characteristic type="ap2004">

<parm name="EntitlementStatus" value="1"/>

<parm name="AddrStatus" value="2"/>
<parm name="TC Status" value="2"/>
<parm name="ProvStatus" value="1"/>
</characteristic>
</characteristic>
</wap-provisioningdoc>



iL!L?UhUUI jfi()lq

{
"Vers": {
"version": "2",
"validity": "86400"
b
"Token": {
“token": "eyJOeXAi...",
"validity": "86400"
b
"ap2004": {
"EntitlementStatus": "1",
"AddrStatus": "2",
"TC Status": "2",
"ProvStatus": "1"
}
}

Sxx aslsuwl EAP

a8>lanl] 0955 Loaic EAP-AKA sl xub:

"eap-relay-packet": "AQEALBcBAAANn..."
¥



aogsioll wlaulaill

Saalaidl 0,00 aoaxll &> ol
ap2003 dgelsl &S] jue woall (VOLTE/VONR)  TS.43 4 ol
ap2004 sl slgdl e woall (VOWIF) TS.43 3 oundll
ap2005 cxi Y us b masll S5l TS.43 5 ounill
ap2006 §19, ODSA TS.43 6 ol
ap2009 ODSA _uwlw) TS.43 6 puuall
ap2010 wlldl das jy e TS.43 7 puwasll
ap2011 POV Lix Ll oLl TS.43 8 il
ap2012 Jediall] g & padlalll @ pical] TS.43 9 ouuall
ap2013 do | pazimal| 490 TS.43 10 pauill
ap2014 ilgdl 08, wlogleo TS.43 11 oamall

ap2016 aslall HlasYl §lasiwl TS.43 12 cuuall



albuwl Joo> VOWIiFi (ap2004)

Jea=dl ol
EntitlementStatus Tauo J2E
AddrStatus T DAE
TC Status Tuaxo IS
ProvStatus Tauo 22
ServiceFlow URL alwlw

ServiceFlow UserData  alwlw

aladl pus:

onl

0-3

0-3

0-3

0-3

URL

ool
dodzll jo45
olsie o saxill all> E911
oS>Ylg bog uidl all>
xg il als
Olsic URL aoozdl g9

aoxl 3930 Ul

aosall EntitlementStatus AddrStatus/TC_Status/ProvStatus

0 Jlaso clio it

1 St clis

2 $9lgio s wollas e
3 gl PRV

abuawl Jgo> VOLTE (ap2003)

pazias VOLTE Jguog aii JSJ VoYl o 4590 @@p:



N T BV 1=LTE. Joogll dauias
ccessType
e o 2=NR SLoMI
_ PPV
HomeRoamingNWType 1-3 aSuidl 9lUas
[z
: BV
EntitlementStatus 0-1 doaxll ,945
(G

NetworkVoiceIRATCapabilit alawdlw -
: Y lnsao)

o+9 HomeRoamingNWType:

aoxnll wuanoll

1 Jls=dls Jjiall

2 laas J ol

3 Lais Jlgzill



clUos VIl oL liawl

all> HTTP inoll ool
400 dlo e wlb 839ia0 &sllnall & lalrall

403 slazo a8>lanll calind

406 Josdo b p9E30 b JoSeig il Jlrnol

511 aSuidl a8skao wllyy,  wgllas ol Wl jué o)l EAP-AKA

HTTP/1.1 400 Bad Request
Content-Type: text/plain

6308iall olodsall :gdlo ,ut olb ["terminal id"]

arosoiroll wlola=uauVI AR

O3%0 (P isina] dauane wbliziwl gusd a,bYl wlinlaill 4z . agzly eaziwl:



POST /api/entitlements/{imsi}
Content-Type: application/json

"app_id": "ap2004",
"entitlement": {
"entitlement status": 0,
"addr status": 1,
"tc_status": 1,
"prov_status": 0O,
"service flow url": "https://activate.example.com/vowifi",
"message for incompatible": "VOWiFi ¢l gi=d| Ho gaxildl odbais "

wbblesuw VI Ll uawl
GET /api/entitlements/{imsi}

sJ)me davazall wlslaxiw)| [IV-CRVETE

{
“imsi": "310410123456789",
"entitlements": {
"ap2004": {
"entitlement status": 1,
"addr status": 2,
“tc_status": 2,
"prov_status": 1
}
}
}

Lo Ll Jxounss

1901l oty wblixiwYl ollb gz Jimuws ol



GET /api/activity?
imsi=310410123456789&from=1704067200&t0=1704153600&1imit=100

aolnoll eoull o gll

imsi aladlw cue auaas IMSI I il
terminal id  alwlw awd lall lg> 9,20 o> dntias
from Taexo 22E s inj @l (Juac Unix)
to o 226 il inj gl (uas Unix)
limit o o Lelo)] oy il eMzud) GuasYl szl
offset o 22 eyl aslj)

1o Liidl J>uw

"id": "550e8400-e29b-41d4-a716-446655440000",

"timestamp": "2024-01-15T10:30:00Z",

"imsi": "310410123456789",

"terminal id": "123456789012345",

“terminal vendor": "Google",

"terminal model": "Pixel8",

"app ids": ["ap2003", "ap2004"],

"client ip": "192.168.1.100",

"user agent": "PRD-TS43 Goog/Pixel8 client-IMS-Entitlement/1.0
0S-Android/14.0",

"auth method": "TOKEN",

"response code": 200

}



Jroc g9lgs Android

bzl o5 OMNISEP 4iSe xio service entitlement plai awlxJl Android AOSP.

6 re2] paziws ANdroid pasiuoll JiSe) uwiill 3n:

PRD-TS43 term-<vendor>/<model> <client ts43>/<app version> 0S-
Android/<sw version>

Jls:

PRD-TS43 term-Google/Pixel8 client-IMS-Entitlement/1.0 0S-
Android/14.0

o23xioll wloudaidl ol yno

Jw s Android ol (8 833z wlinka wld 420 POST Lulgsl alolxe alwbws:

app": "[ap2003,ap2004]"

egsi OMNISEP euwidl WS Jd=i:

* "ap2003,ap2004" - Lolga, dgaso
e "[ap2003,ap2004]" - u.ulgjiq abol=xo (gwwis Android)
e ["ap2003", "ap2004"] - a9g4.a0 JSON



cu.a:_).n" ols'hal_g.a."

atuolgall PPN |
aorsdl o 6lamim| 1953
slez 0SS whla,] IMS
aolell asgoill ags (GBA)

olg=lg AAA EPS (SWm)


https://www.gsma.com/newsroom/resources/ts-43/
https://www.gsma.com/newsroom/resources/rcc-14/
https://www.3gpp.org/DynaReport/33220.htm
https://www.3gpp.org/DynaReport/29273.htm

padl (sigrall 5yl
(VVM)

o35 OMNISEP wliolge 3au 3| i pall wigwall 2l psls OMTP VWM ¢ 1.3 lxo)l
GSMA TS.46. dox> zuis VVM agzly JN5 oo wigmall sl Ll 6,00] @Sl caslgell
IMAP. uc atgill axllso go SMS.

ihg gy VWM wlawlgol la9g allxdl &l OMTP. Jawais jlg> pois boaic VVM, alw, Juw
SMS allw, s slaie¥l wlly il (Jazaill SMS e Jaiy o allxl) IMAP.



Device algy SMS VVM o OmniSEP

eol> IMAP

dumaill 595

allw,, SMS Jusaill

ol /s L]

alw, SMS (GleieYl wlily) al=l

Al palaas

JLlail IMAP

ol aalS pazimall puwl) Jo )l Juzams
i Jsz ol duzunss o5
2ledl Gorio Moz

wloMal (Jilw I sae

622> QJLMJJ JL&MJ!

alw, SMS (620> allw,) dioljoll

diol jod | oulas

UID FETCH (623> Jilw))

allw )l sgize

Device algs SMS VVM o OmniSEP

o215 IMAP

dox> s VWM wliolgal B89 J el airgs all> OMTP:



aJl=dl

9 %o puf
SVRCS
sol>

sslazo

o]l

ool
aigill dolo oiy o angYl =l
diasll o Jlasl ol Hlaiil 58 vl slisi] 3
Jeazg JolSIL ailsgi @i
Jroall oz jlaiil (9 oleicVl wlily Jlw)| o5

leislss ol aoasdl Julasi e



Device SM5 &g OmMNiSEP ;0 VWM IMAP o515

Juxisll 3555

Jumill SMS llaa

P
=

Jumill aliws

P
-

] nmifs Liai]

-

(slaze ¥l =lil) dllmll SMS &l ,

4

Al aluss

F 3

IMAF | Laasl

Ugsall aalS . piszmall puwl) Jssall Jomuss

L

rlair Jesall Jumans o

I Y

3yledl Bptien wams

k J

weloMall o Jilaw Il 33

&

CRVEC A || PR PP

(6arazr allu,) diol jall SM5 allu,

i
-4

aial jall palus

'y

(8xa7 Ll ,) UID FETCH

L

il )l 5g3ma

ik
=}

Device SMS g OmMNISEP s VWM IMAP gl

J9S9ig s SMS
allw,, STATUS (Jaosdl (I eolzdl (o)

slaiel @bl usei) Juzaidl ass Juw s IMAP:

//VVM:STATUS:st=R; rc=0; srv=vvm.example.com;ipt=993;spt=587;u=5050100¢
15;pm=N;gm=N;vtc=A



Jaxl ogll

st augill al> (R=jal>, B=glaxo, N=x3>, P=ligo. U=dg 120 juf)
rc (z==0) 8292l jo,

srv o5 oo owl IMAP

ipt xaio IMAP

spt io SMTP (Bwle &Us oS 13))

u exzximall el (] 5Liwl IMSI)

pw 9ol aals

tui Jsosll o5, TUI

dn igz9 pd, SMS (sMosll 595,J)

lang azlll o,

g len wilsdly amill Jola) (uasVl axll
vs len  wilsill ©onl@@ assi Jola) (nadYl axll

pw_len  soudl w81 Jslo $lai

pm (Vo) wsllas s mll 08,1
gm axidl Husi sole] giog (G=aui: V=sgo gudgi B=loadMS: N=¢c_ui V)
vtc auddl e 8528l (A= J1 D=cdlal sic. B=Laa)S, N=¢ i V)

allw,, SYNC (Juosll JI polsdl yo)

| 9o Sgime iy boais Jw i



//VVM:SYNC:ev=NM; 1d=123; c=5; t=v; s=+61400123456;dt=15/01/2024 10:30

+0000; 1=30

Ja=Ji ogll

ev el g95 (NM=620> allw, MBU=2_ | §9aie cuaxis GU=a=ill cyaxi)
id aJlw Jl 9,20

C 6sgpiall jue Llw Jl sac

t dlw Jl g5 (V=wgo: 0=gs0u9, F=uSl8, i=ay9 5. e=ECC)

S Juw ol 08,

dt AL QOVETY

1 ilsill &bl Jobo

allw,, ACTIVATE (e-olxdl (Jl Jroxndl o)

oSt lexll aawlgs Juw s VVM:

Activate:pv=11l;ct=samsung.SM-A536E.13

JaxJl

pv

ct

o gll

JoSsignll 1ol

(Jasiaid]_elai lao]. z5g05.51) Juosll goi

allw,, DEACTIVATE (peoldl (J] Juosdl o)

Jabazi) lezdl alouwlgs Juw i VVM:



Deactivate:pv=11

osl> IMAP

35 oy IMAP & Lol VWM (o s 55 acgano IMAPArevl (RFC 3501) sl docas



oVl ol
CAPABILITY ool wlais assls
LOGIN Lol aalSfpaxiuall puwl plaiwly a8skasll
LOGOUT aadzll slgi]
SELECT (abbgamall wMagall 3,loll Boaio) 2l Gerio s
EXAMINE Lo o5l il syl Hgrio s
LIST a>liall 2l suolia aesls
STATUS (Jslw Jl 532) adl Goxive dls Lle Jguaxll
FETCH allwJl sgize gl yiml
UID FETCH alawlgs gl 4uwYl UID
STORE I olole cayams
UID STORE alawlgs wloMall cayazs UID
SEARCH Jilw,Jl e el
UID SEARCH alawlg, ezl UID
COPY ol Goolie o Slw Jl @
EXPUNGE il Sy dndzall Jilw )l L3>
CLOSE Jibw,Jl aljls xudl Gerio BYUE]

GETQUOTAROOT ol aa> cale Jouaxll



oVl o gll

NOOP Louis JLas¥l <lay]
wlaall

IMAP4revl AUTH=PLAIN AUTH=LOGIN UIDPLUS MOVE QUOTA

2 ldl 9920 JSun

s dl G920 o gll

INBOX 8¢9 rially Bl igsall sl Jibw,
Trash 03l aalzall Jilw Jl

Saved aaui 5ol J5lw JI

J G5 (i iSU] 2 Sl S issall 2l Jilur, (o af RFC 5322 JSi» go MIME sasio
sl VI:



From: +61400123456 <voicemail@vvm.local>

To: 505010000000001@ims.example.com

Date: Sat, 25 Jan 2025 10:30:00 +0000

Subject: 61400123456+ (o o ged| 2y ]l

Message-ID: <123@vvm.omnisep>

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----= Part 0"
X-VVM-MsgType: voice

X-VVM-Duration: 30

X-VVM-Sender: +61400123456

------ = Part 0
Content-Type: text/plain; charset="UTF-8"

61400123456+ 0 gl o ]l
i b 30 :s00dl

i |2

—————— = Part 0

Content-Type: audio/amr

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="voicemail.amr"

[Gawiis e ©go Basebd]
------ = Part 0--

oslJl o gll
X-VVM-MsgType dlw Jl gg5 (aud 5 (puSL 191009 (g, €CC)
X-VVM-Duration  (ulgddb aJlw Jl 600

X-VVM-Sender LoVl Laioll pd,



. c.. ..'I
aSas VVM

# config/config.exs
config :omni sep, :vvm,
enabled: true,

# pols ololac] IMAP

imap port: 993,

imap _ssl: true,

imap server: "vvm.example.com",
imap cert: "priv/cert/server.crt",
imap key: "priv/cert/server.key",

# 09, TUI (agodaid] posiwe]| ag>ly)
tui number: "*86",

# ololac] SMS
sms_source number: "+61400000000",
sms_gateway: "https://sms-gateway.example.com/api/send”,

# sl e85 01 ololae]
min pin length: 4,
max_pin length: 15,

# oS et 592>
default max messages: 100,
default storage limit kb: 50 000,
default max greeting seconds: 60



enabled

imap port

imap ssl

imap server

imap cert

imap_ key

smtp port

eoull

Boolean

Integer

Boolean

String

String

String

Integer

ol 9Vl

false

993

true

priv/cert/server.crt

priv/cert/server.key

587



aolzoll eoidl  wollas ol a8Vl

tui number String y *86
sms_source number String Py -
sms_gateway String y nil
min pin length Integer y 4
max pin length Integer y 15

default max messages Integer y 100



aolxall godl  wolloo ol iVl

default storage limit kb Integer y 50000

default max greeting seconds Integer y 60

il uslaill IMAP ssle (09 TLS) [lisYl Jugani):

# config/dev.exs
config :omni sep, :vvm,
enabled: true,
imap port: 1430,
imap ssl: false,
imap server: "localhost",
tui number: "*86",
sms_source number: "+61400000000"

cluVl aisgi

# config/prod.exs

config :omni sep, :vvm,
enabled: true,
imap port: 993,
imap ssl: true,
imap server: "vvm.carrier.example.com",
imap cert: "/etc/omnisep/certs/vvm.crt",
imap key: "/etc/omnisep/certs/vvm.key",
tui number: "*86",
sms_source number: "+61400000001",
sms _gateway: "https://smsc.carrier.example.com/api/v1l/send"



o laoll

asal> uulio IMAP

ovbgodl: vvm imap sessions total wlwls srae Wloz| (ctuogll slac 1ggidl VVM
IMAP < bioauildl:

* result - awlxll axu: success, auth failed, timeout

ovblasdl: vvm imap active sessions wlwl> sac (o gll juliso 1ggidl IMAP
W alasidl

ovbigoll: vvm imap commands total ).olgi Noz| (o gll Hlac (gl IMAP axlleo]l
< Lowsldl:

« command - sl IMAP: LOGIN, SELECT, FETCH, &J].

e result - ,oYl axu: ok, no, bad

Ll punléo

ovbigoll: vvm messages total Jilw, wllec Jlo>| (camogll slac ggidl VVM
< Loauidl:

e operation - adesll g4i: deposit, read, delete, move

owlasdl: vvm messages stored iyl Llw) sas Jloz] (ool juliio (ggull
Wb a4 jxall (iguall

ovblasdl: vvm message duration seconds JSlw, 830 itmogll pl > gimun (ggul
300,180 ,120,60,30,15,10,5 : pLus VI Lilgidl uguall 2yl

ovbasdl: vvm sms total JLilw, Jz] icamogll slac 1ggidl SMS J anlxll VVM
< Lowsll:

* type - ¢¢s SMS: status, sync, activate, deactivate

* result - eibwil axii: success, failed, no gateway



ovbigoll: vvm accounts total clws wllec (oo gll slac 1ggidl VVM wlioauildl:

e operation - adasll: create, activate, deactivate, update

e result - axull: success, error

ovlasdl: vvm accounts active wlluws sac icamogll jwlio 1ggidl VVM aloiill
wloMeiuwl Prometheus JlLo

# olul> Joso IMAP
rate(vvm imap sessions total[5m])

sum(rate(vvm imap sessions total{result="auth failed"}[5m]))
/ sum(rate(vvm imap sessions total[5m]))

# adlwdl 800 bwgio
histogram quantile(0.5,
rate(vvm message duration seconds bucket[5m]))

# ool gl Joso SMS
sum(rate(vvm sms total{result="success"}[5m]))
/ sum(rate(vvm sms total[5m]))

# g0 dl o e dbindl o ludxdl
vvm _imap active sessions

UI.A.?.A." 6_}')!

283 VWM L iine JSJ wlmidl (o 83a2i0 Elgil:



armill g9 o gll
normal dwld duasui duxs

busy j aine < i ||L')3S._l_l.o).i.9 I,
extended absence Sl gyl si allasl) a=

voice signature oYl OMeY (g gudgi

35 Gasaiy . gzl e gz by wlill o IMAP (¥ axill dawo )l oy sl w Ul
olwdl da> alziwl.

Junai aiSos ¥V Juoxll VVM
Jamaill Liwas of "glio jub ol crigall a " Slexdl sglas 1ol VI
alosizodl L VI

o aly 2S5 oty o] SMS Jowosll abils u o
o 9 sliadl aalall 9 g re b ranll a8, SMSC

J=dl:

1. ol oo Gaxi sms_gateway Jewooll Lilg aigSi o5
2. algy wMxw o §ax SMS ol all=
3. oo 25U enabled: true aigi 9 VVM

4. suulaoll a=>l,0: vvm sms total{type="status"}

9 adsLooll Jiss IMAP

alw, pMiwl am JLas¥l Juaszl) 5Sar ¥ 1ol £ VI SMS alxll



alosizoll L VI

° Js).o.” dolS/ paxiwel| ol Lg.:Ua.: PR
o ool 9 JSlie TLS

J=dl:

1. dlw, oo sllbw slicYl bl of go @iz SMS Clwsdl oy jxig allxl

2. 6ol a>No yo §oxi TLS aaill aluwdwg

3. saio (e g el &S gy dlaxdl Jlaz ol o 25T IMAP (sSall

4. ploxiwl ,lus| telnet/openssl: openssl s client -connect
vvm.example.com:993

el ¥ Ll JI
Slel Gle souazdl (wigwall sl Lilw, selai ¥ i gal e VI

e alw, Jw,l ai o) SMS aiol joll
o awl> glad o5 IMAP
o aluwJl gla) Juisd

J=dl:

1. puwléo o ga=i vvm_sms_total{type="sync"}

2. algy Jlasil o a5 SMS

3. oo &= vvm messages total{operation="deposit"} gluyl Jsual
4. awl> uwlio da=>l,0 IMAP wlelasiM

dl o eadl elosvawl
aaxll 593> Wl Osbas oS iitall igoleVI

J=dl:



1. aaxll whblae| a=>l 0! default storage limit kb,
default max messages

2. wlio o §ax vvm messages stored
3. Bll Llw Jl aoMo slgil duais w9 ,laill
4. olail iz azzlo: get_greetings/1 weall plasl wus

a>l,all

. i rall igsall sl agzly loolgo -
. - ol wissall al agzly laolgo

- JsSsis e IMAP4revl

5 - i) oo @bl s


https://www.gsma.com/newsroom/resources/
https://www.gsma.com/newsroom/resources/
https://www.gsma.com/newsroom/resources/
https://www.gsma.com/newsroom/resources/
https://www.gsma.com/newsroom/resources/
https://datatracker.ietf.org/doc/html/rfc3501
https://datatracker.ietf.org/doc/html/rfc5322

wloas> XCAP a oSl
(Simservs)

poii OMNISEP i, ETSI TS 183 023 XCAP (02555 oJl Jswos)l JsSsign XML) 6,15y
©loxs IMS Laiall aj90 whblasly wolalSall o> ool Sl iz s 58 Loy aliaSill.

i wlele axaw 4995 Simservs XCAP oy e wlals 8,b]y yos) cugll (e anils ag=ly
oS o]l

ol

o o> dlzoll wlaloll dyiiaig camdl MSISDN
e o wlaladl cd> HSS ag>lg plozxiuwl Diameter Sh
o 9o ladaxi 9 calodl Juolas o e
o d90)l wlors usVl 390l (OIP/OIR). ,lUail) s 51 wloss
Sl Sl Ligmi 22lg8 (o lad Kol Gulss o la) Sl

o Lo il go 8,5Lalls 83 1ol SllSall o> 35ls5 t eVl 3ganll
* 2o wrw/g9) dinljo HSS



o wlodl wblas] Josid ozl giog

|M5639i

VoIP Laila Jlai¥l gulas

...GET/PUT /simservs ...GET/PUT [simservs
/

k OmniSEP X

‘ XCAP oS
a8
XML

/ < - >

Simservs .l

af.i9 JSun Simservs

asygg gus Simservs JSu ETSI TS 183 023:



ag>lg HTTP
$xauis URL J XCAP

/simservs.ngn.etsi.org/users/{sip uri}/simservs.xml[/~~/{xpath}]

usSall o gll JUJI
{sip uri} SIP URI go MSISDN sip:+15551234567@ims.example.com

{xpath} saxo XPath (s, Lisl) simservs/communication-diversion



< Ll os]l

a9, ,lall

GET /simservs.
PUT /simservs.
GET /simservs.
PUT /simservs.

DELETE /simservs.

Soizoll glgsl

application/xcap-el+xml

Sgixall g4

application/xml

ngn.

ngn.

ngn.

ngn.

ngn.

S Lol

etsi.org/users/{sip}/simservs.

etsi.org/users/{sip}/simservs.

etsi.org/users/{sip}/simservs.

etsi.org/users/{sip}/simservs.

etsi.org/users/{sip}/simservs.

el VI

Lolic wllac XCAP

XML (owoliall

xml

xml

xml/~~/simservs

xml/~~/simservs

xml/~~/simservs



o<> ETag

egsi OMNISEP uais wle oSl poljidl 9 oSl ETag:
il elaziw Yl
ETag asgsll Jluo] go aslziwl yul,
If-Match wlo i ¢ua= (PUT/DELETE)

If-None-Match  GET (abowi piy o 304) o i

oadl S

pasias OMNISEP (e pils o3 go Vsl ardze s axmilriwl ETS dioljio b dioljog
go HSS.


https://datatracker.ietf.org/doc/html/rfc4825

SIMSErvs asig

palall Jloi¥l ln

wlallfoll peaz e
alall Jlaci¥l o=
wlallfall paz wrlas
¥l Lo
2,0l pae cabga CFU saxls CFB sacls

aalo¥l gl m st auaki

ol Jglaz
Joa=ll cliaaldl aosall

: {profile map,
xcap profiles IMSI
etag}

xcap by msisdn  MSISDN IMSI

ssl,all wllas (GET)

1. admall oyl 8,515 pdeiwl ETS Vel

i

Jls

CFNA sacla CFNRC sarle

el

caloll CawlwYl ¢yl
U__ - ':." I

Sl ol i rg
XCAP

2. g0 wd> 8,513l (9 5929 pas xic HSS e Diameter Sh



3. alziwl ad=oll 8,515 aig HSS
4. o5 5] ol 19Vl azuidl cololl glo )] HSS oy s calo 3261 Y sl tlio jué

a sl wllece (PUT)

1. b o o= ETag & jxoll aousll Lileo
2. 98l Wl ad=all 6,51l cyaxi
3. &0 Jrosll alxiwl gl>)] ETag 2ozl

4. W olio e JSuin wluaill g9> HSS (foxno jut)

xJgsi ETag

wlw> o ETags S MD5 hashes (uazuidl calodl wlily:
ETag = MD5(erlang:term to binary(profile))[0:16]

Jlo: "alb2c3d4e5f6g7h8™"

bk usi heX oSay loo uasuid] caloll 8 Ji> sl Jiaw i LedS 15,5 16 (o digSoll
b cddall izl o] oy

el (n9 oSl
aJVi vedl
ETS read_concurrency  Jad 09> ajlgio dasypw wlel )9

GenServer writes i alisS wldae

ETag validation osioljiall sMasll o wliyazidl Olaas gioy

3 J B9y (riolisl canpmi calo Blali g rmoll jut 08 stinall aluGPP TS 24.623:



* OIR uol,i9Yl: presentation-not-restricted
e NoReplyTimer: 20 aul
o il L Wl Jas/Jiex aclgd wlegazxo

sisniall gl W]zl 09> axllo alxiul 5l (il 66291 Of raiay 3.

JolSG HSS
arlasll ol Diameter cand gill
calall Ll ' 2 2 ol i
- Sh UDR (pasuall obly olls) & 379 F oot
vl 5,5 131
Sh PUR (cale)l cayami b _
wlusidl 295 =y ol jio e PUT

i)

ol ol goljiall it g8l (izy HSS aslziwdl oo s loo s Masdl wllrim] $as5
6 ez wlllal.



af.ig9 Simservs XML
alolsJl ad ol oo Jlo

<?xml version="1.0" encoding="UTF-8"7>
<simservs xmlns="http://uri.etsi.org/ngn/params/xml/simservs/xcap"
cp="urn:ietf:params:xml:ns:common-policy">

<originating-identity-presentation active="true"/>

<originating-identity-presentation-restriction active="true">
<default-behaviour>presentation-not-restricted</default-
behaviour>
</originating-identity-presentation-restriction>

<communication-diversion active="true">
<NoReplyTimer>20</NoReplyTimer>
<cp:ruleset>
<cp:rule id="cfb">
<cp:conditions>
<busy/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
<notify-caller>false</notify-caller>
</forward-to>
</cp:actions>
</cp:rule>
</cp:ruleset>
</communication-diversion>

<incoming-communication-barring active="false">
<cp:ruleset/>
</incoming-communication-barring>

<outgoing-communication-barring active="false">
<cp:ruleset/>

</outgoing-communication-barring>

</simservs>



<&44uuu)’| w > Luell

as Wl arowVl a>luoll

(wolya9l)  http://uri.etsi.org/ngn/params/xml/simservs/xcap

cp urn:ietf:params:xml:ns:common-policy

w oozl

aloVl as96ll Jo e (OIP)

Juaindl G lall jglai Jaisl a9 cilS 5] bo (9 oS
<originating-identity-presentation active="true"/>

aoxull goill o gll

active Boolean alloso/dlsas doazill

asloVl a9gll yo e 2us85 (OIR)

Jaioll dgn slas] (o oS

<originating-identity-presentation-restriction active="true">

<default-behaviour>presentation-not-restricted</default-
behaviour>
</originating-identity-presentation-restriction>

o oll

ETSI
Simserv:

o Lw
assiLio
RFC
4745



il s | ol

default- presentation-restricted, Juaioll agn Jolw
behaviour presentation-not-restricted ol a9Vl

(LSl Lg=) JLasVl Jugmu

sclgall glgsl



9 =0
1oyl : I
oaclall il s

aa> Jom - bog pital| ut lalSall Lo

f o Y
b (o ¥) sl e e lalSal
cfb Josino JluiwV e o]l Lg=i
3).“ PIAL s w laJ 5]l J.B.w (,omw' oy,
cfna a by .
) NoReplyTimer)
TR

cfnrc 2y 8 et Jdeoddl e 8,08l pac aic wldSdl Lgxi

Jsesl]
cfnl J‘L'“““ - Js3 | Jumss o8 28 ol Kall dug

9>

olllSall Lo 62 9@ Jun

<communication-diversion active="true">
<NoReplyTimer>20</NoReplyTimer>
<cp:ruleset>
<cp:rule id="cfna">
<cp:conditions>
<no-answer/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
<notify-caller>false</notify-caller>
</forward-to>
</cp:actions>
</cp:rule>
</cp:ruleset>
</communication-diversion>



gweery || eoull o gll
NoReplyTimer Integer Jud ) UaiM ulgidl CFNA (1-300)
cp:rule/@id String saclall L 420 (cfu, cfb, cfna, cfnrc, cfnl)
target tel: URI Jioxil dgzg @b,
notify-caller Boolean  JLaioll pMe| Juruiw

Gauii URI 9agll

Suusis Jisxill 3lanl eaxius URI tel: J Lagg

tel:+15557654321; phone-context=ims.mncO01l.mcc310.3gppnetwork.org

voSall o gll
tel: Llass URI
+15557654321 0, E. 164 agaJl 5o, go

phone-context  Jlxo IMS (s, Lisl)

o lallSall las

»,lell JLasVl ,las


https://datatracker.ietf.org/doc/html/rfc3966

<incoming-communication-barring active="true">
<cp:ruleset>
<cp:rule id="international">
<cp:conditions>
<international/>
</cp:conditions>
<cp:actions>
<allow>false</allow>
</cp:actions>
</cp:rule>
</cp:ruleset>
</incoming-communication-barring>

Soball JLasVl Llas

<outgoing-communication-barring active="true">
<cp:ruleset>
<cp:rule id="international">
<cp:conditions>
<international/>
</cp:conditions>
<cp:actions>
<allow>false</allow>
</cp:actions>
</cp:rule>
</cp:ruleset>
</outgoing-communication-barring>

ozl aclgs glosl



oxclall 9 =0
all
international

international-
exHC

roaming

Lo il

(s Y)

ey

e liiwl oJdgo
obs |

Jle=i

..ﬁ..o_g."
ol Sall groz la>
adox)l wlolSall la>

e litiwl, agll ol Kol la>
ol

Jlszill bl wlo) Kol Lla>

afig e Jgaxdl Simservs alolS

GET

/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simser\
Accept: application/xcap-el+xml

a =l

HTTP/1.1 200 OK
Content-Type: application/xcap-el+xml

ETag: "alb2c3d4e5f6g7h8"

<?xml version="1.0" encoding="UTF-8"7?>

<simservs

xmlns="http://uri.etsi.org/ngn/params/xml/simservs/xcap"...>

</simservs>



wlbdSall Lo whilael (e Jgraxdl

GET
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simsery

diversion

JluisVl sic olodlSoll Lo Janas

PUT
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simser\
diversion/cp:ruleset/cfb

Content-Type: application/xcap-el+xml

If-Match: "alb2c3d4e5f6g7h8"

<cp:rule id="cfb">
<cp:conditions>
<busy/>
</cp:conditions>
<cp:actions>
<forward-to>
<target>tel:+15557654321</target>
<notify-caller>false</notify-caller>
</forward-to>
</cp:actions>
</cp:rule>

ldlSodl Lo 62cld Julosi

DELETE
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simser\
diversion/cp:ruleset/cfb

If-Match: "alb2c3d4e5f6g7h8"



<> NoReplyTimer

PUT
/simservs.ngn.etsi.org/users/sip:+15551234567@ims.example.com/simsery
diversion/NoReplyTimer

Content-Type: application/xcap-el+xml

25

o,l5] ag>lg API

6,lo] agzlg poxiwl (s Y Jgooll JSON:

wwasuisdl calall e Jgmazll

GET /api/xcap/15551234567

&l Yl
{
"oip": { "active": true },
"oir": {
"active": true,
"default behaviour": "presentation-not-restricted"
},

"no reply timer": 20,
"call forwarding": {
"cfb": {
“enabled": true,
"target": "tel:+15557654321",
"condition": "busy"
}
},
"call barring incoming": {},
"call barring outgoing": {}



POST /api/xcap/15551234567
Content-Type: application/json

{
"no reply timer": 25,
"call forwarding": {
"cfna": {
"enabled": true,
"target": "tel:+15559876543",
"condition": "no-answer"

‘Hs\icil_,JLSbIS’l séthﬂLﬁIJdULll I.‘IJLILJI

ol idYl asid] calall 3n 32zl 08 jisinall (il:

slacyi ol 9Vl
OlIP Lo
OIR L. presentation-not-restricted
NoReplyTimer 20 aul
ol Kol Jyg=i allaso 2¢lgall guo>

(62,lg)]) wldSall Jla>  a>gomio wloSall groz

(eolall) wldKall o> da>gomo wlodKall o>



clUos VIl oL liawl

all> HTTP

200

304

400

404

405

409

412

o gll
=Y
abawi oy o (glas 5] I-None-Match)
dlo s b - XML gllo jué buo ol
29790 sib uaisll gl adgisll - 39750 it
lg: Tooumo s ddyylall
il Jlgil - po e

Sl e3¢ - Srusall Lo il Jus ETag

il 2J1 &ql_ <ol 5 aanLi

<xcap-error xmlns="urn:ietf:params:xml:ns:xcap-error">
<error-element>>¢>90 _ut _aixldl: simservs/unknown</error-

element>

</Xcap-error>



an> yoll lawolgall

asolgall

o gll

Jlb] XCAP wloaxd Simservs NGN

JLai¥l Lg=i (CDIV)

JsSsis 0 XCAP

x| dawloaad|

tel: URI

XCAP ag>lg jue Ut


https://www.etsi.org/deliver/etsi_ts/183000_183099/183023/
https://www.etsi.org/deliver/etsi_ts/183000_183099/183004/
https://datatracker.ietf.org/doc/html/rfc4825
https://datatracker.ietf.org/doc/html/rfc4745
https://datatracker.ietf.org/doc/html/rfc3966
https://www.3gpp.org/DynaReport/24623.htm

OMNISEP - alo$; awcuio
OMNISEP 845 & YgSgig ] JSWI sgimos wlieis pasi daoaxdl blaid 83590 duaio s

G9i> oS go Jolaw .algaxall 5e2Y TS.43, wloasg XCAP Lugall sully raliaSill
83>lg duaio cpo wirall.

axs yaw loslg,

axslpolly o llasll

e wboadl pror) wlolrall alslS &by -
o Jslsly amslial Llasll -

asaxll 5o

. - 02> Hoa> (usSi GSMA TS.43

. - wloxs ETSI TS 183 023 ,las> o lo)Sall ayz g 85ls]) dnluaSill
(Jaiall 9,20 wlalSall

o Sall OOl 3l pols - OMTP VVM v1.3/

GSMA TS.46



aogiall wloazdl

Y98> yu9%i TS.43

345 GSMA TS.43 lezll aox> Hsi> o lodaiw):



Graloill 9,20

ap2003

ap2004

ap2005

ap2006

ap2009

ap2010

ap2012

ap2016

FORTH ||
ayslal aSsdl e wsuall
VoWiFi
SMSolP
$19, ODSA
ODSA _uwbwl
bl alas e
J5WI o 6 uilioll 8 igall

asluall sVl giog

wloas XCAP alioSill

o gll
Bdga> all> VOLTE/VONR
¢ wlal Kol §5i> WiFi
Jsé> SMS uc IP
(349)) UleAl (e daoasdl Jusas
(ewwliol) Sled! ale aonsdl Jusis
bl ddas ologleo
403> all> DCB

asclall HlasYl e JlasVl §ga>

3ai5 ETSITS 183 023 wloas (oS IMS adieSill:

aoxz]l

Ylas¥l Lo

l)Sall la>
6.))'3.”

Sl s
i')).)l.;o.”

OIP/OIR

o gll &> roll

ool Kall arzgs 83le] (CFU, CFB, CFNA.,

CFNRC)

g9l > 83,9l lo)Sall Hlax

&5.1.” (VI b 6).)'.:0.” wlaJ Sl )Ja.>

Juaioll U j20 2ubig yo e


https://www.etsi.org/deliver/etsi_ts/183000_183099/183004/
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wipoll (sigaall sl

wlaolgo 3aii OMTP VVM v1.3 ¢ GSMA TS.46:

O9Soll ol &> oll
pol> IMAP Ll Jl 5,0l €loiml
JsSsign SMS 865 Jilw, SYNC/STATUS

ul.;..z...” 6J|.)! 62iloo ul.u._C ul.oug dwasui ul.o.;

ol 02 ol igall sl aes

algidl bli; Lle aole o la



https://datatracker.ietf.org/doc/html/rfc3501
https://www.gsma.com/newsroom/resources/
https://www.gsma.com/newsroom/resources/
https://www.gsma.com/newsroom/resources/

aslgill aloa;

/simservs.ngn.etsi.org/users/{sip}/simservs.xml

/simservs.ngn.etsi.org/users/{sip}/simservs.xml/~~/{xpath}

/api/activity

/api/entitlements/{imsi}

/api/xcap/{msisdn}

/health

wgll ag=lg

GET/POS

GET/PUT

GET/PUT,

GET

GET/POS

GET/POS

GET
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# config/config.exs
import Config

config :omni_sep,
http port: 9014,
http ip: {0, 0, 0, 0},
server fqdn: "sep.mncOO01l.mcc001.pub.3gppnetwork.org",
entitlement version: "2.0"

# 1S 5 00a) | giox] ayol a8Vl oaxn]l
config :omni sep, :default entitlements,
vowifi: %{
entitlement status: 1,
addr status: 2,
tc status: 2,
prov_status: 1
¥,
volte: %{
entries: [
%{access type: 1, home roaming nw type: 1,
entitlement status: 1}
]
}

# 5ol ololoe]
config :omni_sep, :token,
validity seconds: 86400,
signing secret: "your-production-secret-here"

# ol>lxc] EAP-AKA

config :omni sep, :eap aka,
enabled: true,
session timeout ms: 30 000
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