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0000000000 diameter JO000O0 peer selection algorithm[]:failover []
: random O000000C0000000000CO DRA [0 Diameter O00000000000C0C00000000CO
00 0000000ORO0O000000ORO000O0DRA OO00ODOCOOO

route: %{peers: ["hssOl.example.com", "hss02.example.com"]}

« :failover - 000000OOCCOO000000COOOCCOOOOOOOOCOOOOCO
* :random - [J000000C00000O000COOO
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0000000000000000000000000 prierity [0 weight OOO000OCOOOOO

route: %{
peers: [
%{host: "pcrfOl.example.com", priority: 10, weight: 50},
%{host: "pcrf02.example.com", priority: 10, weight: 50},
%{host: "pcrf-dr.example.com", priority: 20, weight: 100}
1
}
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[0 config/runtime.exs [J[] module advanced routing [JO00OO0OO0

module advanced routing: %{

# 000000
enabled: false,

# [U00000DO0OO0O0OCO
rules: [
%{
rule name: "route s6a air to hss",
match: :all,
filters: [
{:application id, 16 777 251},
{:command code, 318}

]'

route: %{
peers: ["hssOl.example.com"]
}
}
]
}
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q ] OO0000000 -al1 000000 =any 000000
:none [N0000000COO

[ - JoOOOOOOOOO00OOO

1 ] DRA IIIODDOOOOO0ODDODOOOO0OCODOOOO

000

Oooo {filter_type, value} OUOO0O00OOUOCOOOO

0oo

:via peer

rapplication id

:command code

:avp

0ooa

ad a0
{:via peer, 000000000 Origin-
"mme01.example.com"} HostOOO00Od
{:application id, Diameter (000 1DOOOO
16 777 251} 00 100
{:command code, 318} Diameter 00000
{:avp, {1, AVP 000 {avp code,
999999000000001"}} value}[]

» (000000 D00DDO0OCDOOODRA 0O0DDO0OODO0OCOOO { : command_code, [317,
3181} 000000 317 [0 318[]{:via peer, ["dra0l.example.com",



"dra02.example.com"]1} 00000000

« 000000 AVP OD0O00OCO00COD00CO0000000CO {-avp, {1, ~r"999001.*"}}[]
0000000000 {:avp, {1, ["505571234567", ~r"999001.*",

~r"505057.*"1}} 0

« (0000 :any 00 0O :any O000O00COOOOO0OCOOOCOOCO{ :avp, {264, :any}} (]
Origin-Host AVP 00000 { :via peer, :any} 0000000000

AVP 10000

00 00 AVP [0 AVP 000000000OCrigin-Host 000000000 AVPOOOOOO0OOO0O0000O0
0000000 {:avp, {code, value}} 0000
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route [JUO0000O0000COOOOCOOOO/DO00CO

0d

0 a0 a0

a0

a0 %s{peers: [...]} OO00000000RORO00000O000DOR/0000000000C0

0

a0 . . 000000 0000 AVP (293) 0000000000 AVP O0O00
:destination host

a0 B O000O00DRA 0000000

0 drop 00000000 €< 00000000000000000000000000
' O000000000C000

00000000000 Diameter OOO0ODRA 0000 Origin-
a0 {:error, 3004} Host[JOrigin-Realm [J Session-Id[JDRA 0000000

000000

00 00 0000000 3xxx00000000000000000000 30602 03003 13004 [13007 000000000
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priority) | - [ 000000
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weight o0 0O 100
HoO0000000O0O0O000000 O
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0000000000

[ S6a O00000000€€ HSSOOOO HSS 0000000000 HSSO
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rule name: "s6a air failover",
match: :all,
filters: [
{:application id, 16 777 251},
{:command code, 318}
1,
route: %{
peers: [
%{host: "hss0l.example.com", priority: 10},
%{host: "hss-dr.example.com", priority: 20}
]
¥
}



00000 O hsse1 00000000000C0000 hss61 000O0000CO00O hss-dr 00000000
DRA [I] 3002 0000

Joooo

0 Gx 000000000 PCRFQ

%{
rule name: "gx load balance",
match: :all,
filters: [
{:application id, 16 777 238}
1,
route: %{
peers: [
%{host: "pcrf@l.example.com", priority: 10, weight: 50},
%s{host: "pcrf02.example.com", priority: 10, weight: 50}
]
}
}

00000 DRA 000C0OCCR-Initialgon 50/50 000000 PCRFODRA O000000CC00000OO
PCRFU00CO00OOO00CO

Hooonoooon

00000000000 PCREODOOOCO000C PCRFUOOCOOOOOOOOCOOO




%q{
rule name: "gx weighted with backup",
match: :all,
filters: [
{:application id, 16 777 238}
1,
route: %{
peers: [
%{host: "pcrf@l.example.com", priority: 10, weight: 70},
%s{host: "pcrf02.example.com", priority: 10, weight: 30},
%{host: "pcrf-dr.example.com", priority: 20, weight: 100}
]
}
}

00000 000000 10 O PCRF OOOODRA 00000 70/30 OOOCCOUO0O0 OO OO0 10 0 PCRE
000000000000 pcrf-dr 000C0OCOOOOOOCOOCOOOCOG

I NENEND

0000000 DRA [0 Séa 0000000 HSS 000000O00O0CO0OO0O

%q{

rule name: "s6a via peer to local hss",

match: :all,

filters: [
{:application id, 16 777 251},
{:via peer, ["dra@l.example.com", "dra02.example.com"]},
{:avp, {296, "epc.mncOOl.mcc001.3gppnetwork.org"}}

15

route: %{
peers: ["hssOl.example.com", "hss02.example.com"]

}
}

00000 DRA 000 dra6l [J dra®2 0000 Origin-RealmJAVP 296[][] S6a 000000
HSS J0000000000000C0000C0000



00 IMSI 0000000

00 IMSIOOO000AVP 1000 €€ 00000000

%{

rule name: "inbound s6a roaming",

match: :all,

filters: [
{:application_id, 16 777 251},
{:avp, {296, "epc.mncOOl.mcc001.3gppnetwork.org"}},
{:avp, {1, ["505571234567", ~r"999001.*"]}}

1,

route: %{
peers: ["dra0l.example.com", "dra02.example.com"]

}
}

00000 000000000 Origin-Realm [ S6a 00000000000 565571234567 [0 999601 [
UODRA O0D000000000000CCOO00000000000R0000000

0ooooo Ave

Jo00o0000o0OoOo0Oo0a

%{
rule name: "honour destination host",
match: :all,
filters: [
{:avp, {1, [~r"90199.*"]1}}
1,

route: :destination host
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rule name: "drop test subscribers",
match: :all,
filters: [
{:application_id, 16 777 251},
{:avp, {1, [~r"999999.*"]}}

1,
route: :drop

00000 DRA [0 IMSI[T 999999 (00 S6a 0UO0UIOOCONOO0NNODEONOODNOOO0DOO0O

NN RN

0000000000 DIAMETER_TOO_BUSY(]

%{

rule name: "rate limit high volume peer",

match: :all,

filters: [
{:via peer, "mme-overloaded-01l.example.com"},
{:application_id, 16 777 251}

1,

route: {:error, 3004}

}

00000 DRA [ DIAMETER_TOO_BUSY (3004) (00000000 S6a 0000000000000
UODRA 000000000000
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%q{
rule name: "block purge requests",
match: :all,
filters: [
{:application_id, 16 777 251},
{:command code, 321}

Il
route: {:error, 5012}

}

00000 DRA [ DIAMETER_UNABLE_TO_COMPLY (5012) ][] S6a 00 VE J0000O
321000000000000000000

Juooda

0000000 AP DO00000000 GeT /api/rulesJ0O000COOOOOOCOOO

routing algorithm[]

0000000000000000APT OO0O0OG

* route.selection JU0000OO/O00000O "priority weight" 0000000000

[]"failover" [] "random" []]

[ priority weight [JUO0API 000000OO0OOOC priority [J weight O00000OO0O
0ooa



{

"status": "success",
“response": {
"routing algorithm": "random",
"routing rules": [
{
“rule name": "gx weighted with backup",
"match": "all",
"route": {
"selection": "priority weight",
“peers": [
{ "host": "pcrf0l.example.com", "priority": 10,
"weight": 70 },
{ "host": "pcrf02.example.com", "priority": 10,
"weight": 30 },
{ "host": "pcrf-dr.example.com", "priority": 20,
"weight": 100 }
]
}
}
15
"transform rules": []
}
}

Juo

1. (00000 DoDOOUoOtooodOodotooOotooooa

2. 000000 OO000ooOoootooooooa

3. (0000000 DbobOoooootOoooootoooag

4. 00000 000000 rule_name (000000 VI 000000

5. (0000000000000/000 00 6x/Gy 00000/00000000DRA 00000000000



Juod

DO000000 UNKNOWN_SESSION_ID
000Gx 0 Gy 0000000000000000000000000 5002(]

0000

* [000OPCEF/OCFINDINNO0NOODOINOODOO DRA O00O0OO
* 000000000000 = random (0000000COOCOOOOOOCO

0000

1. I0000O00OOoooOOoOooODOoUoo00a
2. J000000000000O0/O0000ODRA I000000C0O0G

000000 3002
000000000000000 DRA [0 DIAMETER_UNABLE_TO_DELIVER (0000
Hooao

* [O000000OOROOOOOO
* 000000000000 Origin-Host 000000

0000

1. 0000 VI j00000000o0oa
2. 000000 hest O0OOOC Origin-Host 00000OOOCCOOOO

Hooud
O000000000000000000000
I0€€00

e enabled [J[] false[]
* JOdOOO0O0oOoOC0000



+ (00000000000 AVP O00000O000000000G AVPO

0000

1. 00 enabled [ trueJJJ000 DRA[J

2. (0000000000000000O
3. J000C0O000DO0000000CDRA 000000 AVPO

il

Diameter [J][[]

0d

3002

3003

3004

5002

5012

ad

DIAMETER_UNABLE_TO_DELIVER

DIAMETER_REALM_NOT_SERVED

DIAMETER_TOO BUSY

DIAMETER_UNKNOWN_SESSION_ID

DIAMETER_UNABLE_TO_COMPLY

0o

0oo000ooooooo0
[

Ho00o0o00oooa

Oo00o0000o0

00000000 1600
Ho000000000000
0d

DRA (000000000
0oooo

0d


https://www.rfc-editor.org/rfc/rfc6733#section-7.1.3
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.3
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.3
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.3
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.3
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.3
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.5
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.5
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.5
https://www.rfc-editor.org/rfc/rfc6733#section-7.1.5

0 AVP

AVP 0 00 ad

oooo 293  [000000D0U00OCO00O00O00CO0O

0a 1D 263 [000000COOO

ccomm .. 00 GX/Gy O INITIALDUPDATE [
i TERMINATION [J]

jooo 1D

ID 00 00 0d
16777238 Gx PCEF [] PCRF 000000

16777251 S6a/S6d MME/SGSN [J HSS Q0000000

4 Gy OCF [1 OC5 [0oo0dO

Juod

. - J0000000000O0000 /7 oo0oag

. - lODODO0O0O0O0OOD 000000
. - 000 config/runtime.exs [JO0O0O000 peer selection algorithm[]


https://www.rfc-editor.org/rfc/rfc6733#section-6.5
https://www.rfc-editor.org/rfc/rfc6733#section-6.5
https://www.rfc-editor.org/rfc/rfc6733#section-8.8
https://www.rfc-editor.org/rfc/rfc6733#section-8.8
https://www.rfc-editor.org/rfc/rfc4006#section-8.3
https://www.rfc-editor.org/rfc/rfc4006#section-8.3
https://www.3gpp.org/DynaReport/29212.htm
https://www.3gpp.org/DynaReport/29272.htm
https://www.rfc-editor.org/rfc/rfc4006

00000C000000C00000DiameterJ000000C0AVPOOO0OCOO0000CO000OMNiDRAQND
Jo00o0000o0OoOo0Oo0a

il

00000C00Diameter000000000CC00000CCO0000CCO0000COO0000CO00000C00
DRA[DDIOO0I0O0OOD0O0C00

0000000000000** :edit OOOOAVPOOO : remove NOO00OCOOOOCAVP overwrite **(]
000000000CAVPOOOOOAVPOOOO O

00000000D000O0D00CO0ODRADDOODOOOO00O O

Rule matches = A\VPs Rewritten

Incoming Diameter Advanced Transform

Message Rule Evaluation Riouting / Forwarding

Mo rule matches—e  Message Unchanged -

Huoood

DRA[IIIO0OODO0R0OODOOE0OOODODOODUDODOOR0OODODRADIDUDDDDOD0ODODODO
OO000o00oOobo0OoUoo0ooO

0o0000Omatch OO00O000OOOOO0OCO

 :all - JOANDI000000O0000CO00O
* :any - JOORIII00OO0O000OCOOO0OOO
* :none - [[INORINIIOOOOOC0OOCOOOOOOCOOCO



Diameter Message

-
P
&

Apply Rule 1 transform Apply Rule 2 transform Apply Rule 3 transform _

Stop processing Pass through unchanged

000000000O00OCODOO000ODODO0DAY POOO0DOODOODO0DO0OOAYPOOOCO

Huooon

Oo00f0OCOoOOooOtoo0Oo0a



e OmniCore OmniCall  OmniBRAN  OmniCharge  Platform
X 0000 =

- 5GCw - - - -

Rule 1

Filters match
per match mode?

T \\._
- "No
. \
*
Rule 2
Filters match?
..-"'-.-. \\
- - ""-\
- "
..--"'.-' \_
Yes " ‘Mo
s 1
¢ 1
Rule 3 ...
Yes
Filters match?
) i
",
-
/ h
Y S
Yes ‘Mo
¥ N ~ ¥ . ’I . '*‘
Apply Rule 1 transform Apply Rule 2 transform Apply Rule 3 transform ‘ Mo rule matched
1 I !
*-.____._ l ______.-f l
_________1 ..-—-""_-_
Stop processimg Pass through unchanged

N

JO00C0000OOODOOUOoOODODOOCOO0OO0a



000

:packet type

:application id

:command _code

:avp

:to peer

: from peer

NN

0o

{:packet type,
:request}

{:application id, <id>}

{:command code, <code>}

{:avp, {<code>,
<value>}}

{:to peer,
"hss0l.example.com"}

{:from peer,
"hss0l.example.com"}

rpacket_type [0000000C00COO0C00COOO0O0CO

e :request - [JJ0Diameter Q0000
e :answer - [JjJDiameter 00000

0d

00000000000 : request
0 :answer JJ000OO0O0O0O00

[
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0d O

00000Diameter0000000
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000000000000AvVPOOOO
[

Oo00C0000o0OtOo0Oo0a
Ho000000000OROO0O00O
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[:application id[]:command code[]:avp [l :packet type 00000000

AVP[]]

ravp U00000O0 {avp_id, avp_value}[avp_id (O0AVPOOavp_vatlue 00000000000
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UOOOAVPLOUser-Name [JOrigin-Host (000 : avp O000000OCAVPOOOO0OCOOOO0OO
oo

Ho00o0o0oooa

* 0000C - {:avp, {1, "999999000000001"}} (OOOOOOMN

e 00O - {:avp, {1, ["50557...", "505057..."]1}}[J0AVPOI000CO00000O0COC
00oooRrOoo

* 00000 - {:avp, {1, [~r"9999999.*"1}} 00O0OOOOOCOC

O0~r"pattern” 0OO00OOOOCOO

a0 ad
~r"999001 . *" [1999001 [JJUser -Name /IMSI[]
~r"~310[0-9]{3}.*"  [OIOOMCC/MNCOOON

~r".*test$" Otest 0000

joodo
:to_peer ] : from_peer (N000000000000000000000000000000

* :to_peer[JIDRAJIIIOO0IOOOOOOOCOOCOOO0COOOOO0OCOO
« :from_peer ©9¥1I0100000000000000000000000
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{:to peer,

:to _peer

- "hssOl.example.com"}

{:to peer,

:to peer ["hssOl.example.com",
"hss02.example.com"]}
{:from peer,

: from peer

"hss0l.example.com"}
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[

0oo0000000oo00
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transform (000000 action OOOOOOOCOOOOOOOCOOOOOOOCO

00 00
redit O0O0AVPOOO
: remove O00000000AVPO

:overwrite  [00000AVPOOOOOOOOCOOOAVPO
redit[]]
transform: %{
action: :edit,
avps: [{:avp, {1, "999999000000002"}}]

}
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oo 0o
o 0O
o O
o [
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O0000000000AVPOOOODAVPOOOODRANINDOOCOOODO0OCOOODOO
avps 0000O00O{:avp, {<code>, <new_value>}} [J000AVPOOOOOO
:edit J000000000COO0OAVPOOOOOOAVPOOOO : overwrite[]

: remove[](]

transform: %{

action: :remove,

avps: [{:avp, {264, :any}}]
}

: remove 0JO0

* 0000000 aves OOOOAVPO
+ [DAVPOI000OC0OO0aves OO0000OOCOOO = any OOO0OCOCOO
* J000000OO

overwrite[][]

transform: %{
action: :overwrite,
dictionary: :diameter gen 3gpp sb6a,
avps: [{:avp, {1, "999999000000002"}}]
}

:overwrite Q00000

* J000000OOCAVPOOOOOOO dictionary 0OOOOOOOOO

* 0000000000 = overwrite (000 0edit OOO0O00/00AVPL]

e J0000dictionaryJ0000000000ODIameter0000 :diameter gen 3gpp_s6a[l
* JO0000ooO0
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action 0 []
0
avps q 0
dictionary tD

[]:overwrite
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0o

:not_used

0o

0000000 = edit OO0O0AVPO - C
000 : remove JOO0O0AVP - 000
] :overwrite JO00O00AVPOOOC
- J000000

AVPOOOOOOO :edit/ :overwri
Uodd{:avp, {<code>,

<new value>}} [(JO0AVPOOO
<new_value>[][] : remove []DF

<code>[J000000 :any 00

0000000000Diameter(0000D

O00000000AvVPOO
[J:diameter gen 3gpp s6al]

U : remove JO000OOO
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module advanced transform: %{
enabled: true,
rules: [
%{
rule name: "transform user name",
match: :all,
filters: [
{:application id, 16 777 251},
{:command code, 318},
{:avp, {1, "999999000000001"}}
1,
transform: %{
action: :edit,
avps: [{:avp, {1, "999999000000002"}}]

}
}
]
}
OO0
0
a0 0 ad a0 a0
0 00000000 false JODRAQOOOOOOOOOOOOCOO
enabled [ false
0 0]
- 0 0000 ] 0000000000DRAODODONOOO0O0O0OOOCOC0
0 0o 0od 0
a0

rules [0000000000COCOO0O0OO



00 00 ] 0 00
00
rule name 0 N - HOO00000O0OOO00000OOO00OG
000000000 :altOANDOO :any OOR[[ : none
match [l i
ONOROOOOO 0
filters 00 { - O000000000000000 match 000000 [
transform  [[] [ - JO00000000O0O00000 [

il

NO1000S6ea AIR[[[[JlUser-Name

module advanced transform: %{
enabled: true,
rules: [
%{
rule name: "transform user name",
match: :all,
filters: [
{:application id, 16 777 251},
{:command code, 318},
{:avp, {1, "999999000000001"}}
1,
transform: S%{
action: :edit,
avps: [{:avp, {1, "999999000000002"}}]
}
}
]
}



00000 OOmatch: :all 00000000C000000COSea0 16777251 0000000000 318 00000
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module advanced transform: S%{
enabled: true,
rules: [
%{
rule name: "rewrite destination realm roaming partner",
match: :all,
filters: [
{:avp, {296, "epc.mncO57.mcc505.3gppnetwork.org"}},
{:avp, {1, [~r"50557.*"1}}
1,
transform: %{
action: :edit,
avps: [{:avp, {283, "epc.mnc030.mcc310.3gppnetwork.org"}}]
}
}
]
}
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module advanced transform: %{
enabled: true,
rules: [
%{
rule name: "strip origin host from partner answers",
match: :all,
filters: [
{:packet type, :answer},
{:from peer, "hss@l.partner.example.com"},
{:command code, 318}
1,
transform: S{
action: :remove,
avps: [{:avp, {264, :any}}]
}
}
]
}
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00 : remove [J000rigin-Host JAVP 264 [II0IO00OCOCOO0AVPOOOOO

000 0000000000000AVPe€000000000AVPOOO0AVPOO0000000000000



J0400seallud0C00AVP

module advanced transform: %{
enabled: true,
rules: [
%{
rule name: "overwrite user name s6a",
match: :all,
filters: [
{:packet type, :request},
{:application id, 16 777 251},
{:command code, 318}
1,
transform: %{
action: :overwrite,
dictionary: :diameter gen 3gpp_sb6a,
avps: [{:avp, {1, "999999000000002"}}]
}
}
]
}
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config :dra,
diameter: %{

service name: :omnitouch dra,
listen ip: "127.0.0.2",
listen port: 3868,
host: "dra@l",
realm: "production.omnitouch",
product name: "OmniDRA",
vendor_id: 10415,
request timeout: 5000,
allow undefined peers to connect: false,
log unauthorized peer connection attempts: true,
allow multiple origin host connections: false,
peer selection algorithm: :random,
peers: [

# (0000 -
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00000 DRA 0000000OCO00DO000DO0000000DO0000 diameter OOO0O00O
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request timeout
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config :dra, diameter socket buffer size: 4 194 304

config :dra,
diameter: %{

# ... 0000 ..
}
g 0O
ad 0 0 1l il
SCTP O0000/000000C000
:dra [JJconfig :dra,
_ . 0 4194304  diameter socket buffe
diameter socket buffer size -
- - - 0 (4 MB) 00 diameter: OOO0000OC

:diameter sctp JO000I
0
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host: "diameter-benchmark-server.production.omnitouch",
realm: "production.omnitouch",

ip: "127.0.0.3",

port: 3868,

transport: :diameter tcp,

initiate connection: true
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peers: [
%{

# (000000000 DRA 000000
host: "hss.partner.example",
realm: "partner.example",
ip: "10.0.0.9",
port: 3868,
transport: :diameter sctp,
initiate connection: true,
# DRA 000000000
origin host: "dra-partner.epc.mnc001.mccO01.3gppnetwork.org"
origin realm: "epc.mnc00l.mcc@O1.3gppnetwork.org"
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config :dra,
diameter: %{
service name: :mvno_dra,
listen ip: "10.100.1.10",
listen port: 3868,
host: "dra0@l",
realm: "mvno.example.com",
product name: "OmniDRA",
vendor id: 10415,
request timeout: 5000,
allow undefined peers to connect: false,
log unauthorized peer connection attempts: true,
allow multiple origin host connections: false,
peer selection algorithm: :random,
peers: [
# MME - DRA [0 MME [
%{
host: "mmeOl.operator.example.com",
realm: "operator.example.com",
ip: "10.100.2.15",
port: 3868,
transport: :diameter sctp,
initiate connection: false
¥,
# HSS - DRA [J0000000O0CO
{

host: "hss0l.mvno.example.com",
realm: "mvno.example.com",

ip: "10.100.3.141",

port: 3868,

source port: 13868,

transport: :diameter tcp,
initiate connection: true

o

’

}

# PCRF - DRA 00O

{

host: "pcrf@l.mvno.example.com",
realm: "mvno.example.com",

ip: "10.100.3.22",

port: 3868,

transport: :diameter tcp,
initiate connection: true
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diameter peer status{origin host="hss0l.example.com"}
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count(diameter peer status == 0)
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diameter peer supported applications{origin host="hss@l.example.com")
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e [: Counter
* [0: d000o000o00o00a

g
0o 0d
origin host 000000000
received from U00000000
application id 000000 100000 I
cmd_code O0000000C0 [
application name [IO0O00O00O00 3GPP_Sea[l]

cmd _name 0000000000 AIROO

direction request [] response([]

oooo:



# 00 MME [ S6a AIR 000
rate(diameter peer message count total{
cmd code="318",
direction="request",
origin host="mme0Ol.example.com"

}[5m])
# 0000000000
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(rate(diameter peer message count total[5m]))
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rate(diameter peer message result code count total{
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enabled: true
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config :dra, DRA.Metrics.InfluxDB,
auth: [username: "example user", password: "example password"],
database: "dra",
host: "127.0.0.15",
port udp: 8089,
writer: Instream.Writer.Line
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config :dra,
diameter: %{
# ...0000. ..
peer settle time ms: 5000,
watchdog timer ms: 30 000
}
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[] config/runtime.exs [][] module roaming steering (000000

module roaming steering: %{

# JU00000O
enabled: false,

# 0000000000

max_rejections: 1,

# 0000 IMSI 00000000000
rejection ttl seconds: 300,

# 00000000 Diameter (000
rejection result code: 5004,

# (00000 VPLMN [J Origin-Realm [0
# 0000000 VLR 0O0000OCO
preferred vplmns: [
"epc.mncOO1.mccOOLl.3gppnetwork.org",
"epc.mnc002.mccOO1.3gppnetwork.org"
]
}
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module roaming steering: %{
enabled: true,
max_rejections: 1,
rejection ttl seconds: 300,
rejection result code: 5004,
preferred vplmns: [
"epc.mnc001.mcc310.3gppnetwork.org",
"epc.mnc002.mcc310.3gppnetwork.org"
]
}

00000 0000 epc.mncB63.mcc316.3gppnetwork.org [1 ULR O000000000000000000
(00 5004 JO00VE OO00000000CO000000 300 00000000000 VPLMNOOOOOOOO ULRO

000 O00000D000o0oOotO0o00o0o0
0oooooa

000000 VE 0000000 VPLMN (000000000000CO

module roaming steering: %{
enabled: true,
max_rejections: 3,
rejection ttl seconds: 600,
rejection result code: 5004,
preferred vplmns: [

"epc.mnc001.mcc310.3gppnetwork.org"

]

}
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config :dra,
module rx session binding: %{
enabled: true,
children: [DRA.Router.Modules.RxSessionBinding],
ttl seconds: 43 200

}
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listen ip: "192.168.1.10",
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listen ip: ["192.168.1.10", "10.0.0.10"],
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peers: [
%
host: "hssQl.example.com",
realm: "example.com",

ip: "192.168.1.20", # 0 IPOOOO
additional ips: ["192.168.1.20", "10.0.0.20"], # Q00000 IP
port: 3868,

transport: :diameter sctp,
initiate connection: true
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config :dra,
diameter: %{
service name: :omnitouch dra,
listen ip: ["192.168.1.10", "10.0.0.10"], # OO DRA
listen port: 3868,
host: "dra0l",
realm: "example.com",
product name: "OmniDRA",
vendor _id: 10415,
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: false,
peers: [
# 000 HSS 00
%{
host: "hss0l.example.com",
realm: "example.com",
ip: "192.168.1.20",
additional ips: ["192.168.1.20", "10.0.0.20"],
port: 3868,
transport: :diameter sctp,
initiate connection: true
},
# 00 MMEQOOOOO
{

host: "mmeOl.example.com",
realm: "example.com",

ip: "192.168.1.30",

port: 3868,

transport: :diameter sctp,
initiate connection: false

o
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config :dra,
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diameter socket buffer size: 4 * 1024 * 1024, # 4 MBOUUUOD/0000

a0
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# ... (000O0OOCO - ..
}
0 0
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AVP [I[]

Session-Id ][]

oooo

Destination-
Host

00 AVP [0

low layer: %{
enabled: true,

FS.19 (][]

[3.3.4
004.8.1

03.3.40

03.3.40

03.3.50

action: {:error, 3002},

# AVP [0000CO0O00OCOFS.19 O 3.3.4 00
# 264 = Origin-Host, 296 = Origin-Realm, 283 = Destination-
Realm, 293 = Destination-Host

single instance avps:

ad

00000000000 AVP 00000000 Origin-Host,
Origin-Realm[JJJ0 AVP 0000000

00 Session-1dJAVP 263000000000 AvPOOO
O

(000 Destination-Host AVP (000000000000
H(E(AEENNNNEN

00000000000 AVP 000O00OULR 0000 User-
Name [] Visited-PLMN-1d[J00

[

[264, 296, 283, 293],

# Session-Id 00000 AVPORFC 6733 [] 8.8 [I[]

enforce session id first: true,

# 0000000 Destination-Host[JFS.19 [] 3.3.4 [I]

reject destination host in answers: true,

# 00000000 AVPO3GPP TS 29.272[]

# 1 = User-Name (IMSI), 1407 = Visited-PLMN-Id, 264 = Origin-

Host, 296 = Origin-Realm

mandatory avps: %{
316 => [1, 1407, 264, 296],
318 => [1, 1407, 264, 296]

}
}
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category 1: %{

enabled: true,

action: {:error, 3007},

whitelists: %{
# 000000000 - DOO0O000O ULR 0O AIROFS.19 (1 3.3.5 (0
"restricted-partner.roaming.com" => %{

16 777 251 => [316, 318]

}

# 0000 - 0000OCOCOOOC sea (OO
all: %{
# S6a/S6d (FS.19 [ 3.3.5 000 2)
16 777 251 => [316, 317, 318, 319, 320, 321, 323],
# S13 - ME 0000 (FS.19 [ 3.3.5 [)
16 777 252 => [324],
# S6c - [0 HSS [J SMS (FS.19 [J 3.3.5.1 )
16 777 312 => [8388647, 8388648],
# SGd - OO MME [J SMS (FS.19 [J 3.3.5.2 [])
16 777 313 => [8388645, 8388646]
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# 0000000000
home imsi prefixes: ["31338", "31339"],
home msisdn prefixes: ["+1313"],

category 2: %{

enabled: true,

action: {:error, 3002},

# Séa [166000000O000FS.19 0 3.3.6 000 120

protected command codes: [316, 317, 318, 319, 320, 321, 323]
}
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category 3: %{
enabled: true,

# (00000 log_only [OO0OCOOOOCOOFS.19 O 3.3.7 00
action: :log only,

# (000000O00/0000FS .19 0 3.3.7.2 [0
max velocity kmh: 1200,

# 00 IMSI [O0000COOO000CO
min time between updates seconds: 2
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00000 Diameter J000000000COO000CCOO000OCOO000OO

module diameter firewall [J]J

config :dra,
module diameter firewall: %{
enabled: true,
home imsi prefixes: ["31338", "31339"],
home msisdn prefixes: ["+1313"],

low_layer: %{ ... }, # 00000000000
category 1: %{ ... }, # 0000000 1
category 2: %{ ... }, # 0000000 2
category 3: %{ ... } # 00000000 3
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[:diameter, :firewall, :low layer, :block]
[:diameter, :firewall, :category 1, :block]
[:diameter, :firewall, :category 2, :block]
[:diameter, :firewall, :category 3, :block]

[:diameter, :firewall, :pass, :count]
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module topology hiding: %{
enabled: true,

# 000000000 Route-Record AVPFS.19 [J 2.4 [0

strip route records: true,

# 000000 Origin-Host [000000COOFS.19 0 3.4 [0

rewrite origin host: %{enabled: true,

# (0000000000

replacement: :self},

rewrite origin realm: %{enabled: false, replacement: :self},

# [I0O000ODOOOO0O00C0OCO
external peers: :all

[
al 1l
enabled a0
strip route records 0
rewrite origin host N

rewrite origin realm U

rall
0 ad

external peers
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Juoad

GSMA [0 FS.19 1 3.4 0000 / DoS 00

ad

000 AVP 0000000000OOrigin-Host [J
true[JOrigin-Realm [J false[]

0000 : self 00 DRA 000000

diameter [0 host.realmJJ0000
0000000

ad

00000 Route-Record AVP[[]
000000 AVP 000

00000 Origin-Host AVP

00000 Origin-Realm AVP

OO0OC0OOOONOCOONODUOCOODOOOOCOOtOOdOOOtOOdOoOtoOdOodoooO0Oo0Oa0

Oo00o0000o0

JO0OC0O0OOOOCOOOOOOODObOOtOODOoUOoOOdOoOCoO0Oo0Oa



module rate limiter: %{
enabled: true,
# (000000O00OOOFS.19 O 3.4 OO0
default max requests per second: 1000,
default action: {:error, 3004},
# 0000000
peer limits: %{
"high-volume-partner.roaming.com" => %
{max_requests per second: 5000, action: {:error, 3004}},
"restricted-peer.roaming.com" => %{max requests per second:
100, action: :drop}
}
}
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module avp sanitizer: %{
enabled: true,
action: {:error, 3002},
# 00000000 AVP O0O00OFS.21 0 3.6 00
# 0 = IETF, 10415 = 3GPP, 13019 = ETSI, 5535
allowed vendor ids: [0, 10415, 13019, 5535],
strip _unknown vendor avps: true,

# (0000000000 AVP O0000O0OOFS.21 0 3.6 (0
max_avp nesting depth: 10

}
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