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GET /api/eir/rule
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{
"data": [
{
"id": 1,
"action": "whitelist",
"regex": "3597913946165.*",
"inserted at": "2025-01-15T10:30:00Z",
"updated at": "2025-01-15T10:30:00Z"
b
{
"id": 2,
"action": "blacklist",
“regex": "35979139461640",
"inserted at": "2025-01-16T14:20:00Z",
"updated at": "2025-01-16T14:20:00Z"
}
]
}
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{

"data": {
"id": 1,
"action": "whitelist",
"regex": "3597913946165.*"
}
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{
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}
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{
"data": {
"id": 3,
"action": "blacklist",
“regex": "35979139461640"
}
}
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"errors": {
n r.egexll : [IIDDDDII]
}
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Content-Type: application/json

{
"action": "greylist"

}
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{
"data": {
||id||: 3'
"action": "greylist",
"regex": "35979139461640"
}
}
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PUT /api/eir/rule/{id}
Content-Type: application/json

{

"action": "whitelist",
"regex": "359791394616.*"
}



OOOHTTP 2000

{
"data": {
“id“: 3’
"action": "whitelist",
"regex": "359791394616.*"
}
}
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application dictionary: :diameter gen 3gpp s13,
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]
}
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{
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"regex": "359791394.*" # [16®0/000 TAC
}

00000 TAC 000000000

3. (000000

O0000000000CCOOoSIM OO

0o

POST /api/eir/rule
{

"action": "blacklist",
"regex": "999999876543210" # IMSI

}

00000000 sIM 0000000



4. 000000

Ho00o0ooooooa

ooo

POST /api/eir/rule
{

"action": "greylist",
"regex": "35979139.*" # 000 TAC O
}

0o00o0000000o0

3. (0000
O000000000000000

0o

POST /api/eir/rule
{

"action": "blacklist",
"regex": "359791394616.*05" # IMEI [JJ + 0000 05

}

000000 IMEI 00000000 "05" 000

Hond
0000

EIR 000000000000

« $13 00000 - ECR/ECA 0000
- 000000 - 00000000 IMEI/IMEISV/IMSI [



+ EIR 0000 - 0000000
« REST API J0 - 000000

A NENEND

0o00o0000o0oo0a

1. IMEISV 0000000 IMEI + 0000
2. IMEI 000000 IME

3. IMSI 00000 IMSI000000

4. 00000000000000

0oooo0

e whitelist - [JO000
e blacklist - JO000

* greylist - 000000

e reject_unknown_equipment - [J00

Juod

IMEI [[[]
IMEI O0000CO00EIRD

* (0000000000 IMEND
* [O0000ODOOOOO0G
+ [0 API D0000O0OOOCOOO

jooo

EIR 0000000000 1500000000000000

00 1: OO "359791.*" [0 "whitelist" (0O0)

00 2: 00 "35979139461640" [0 "blacklist"

(00)



000C0000D00000D0oDO0o0000o0

joad
O0000000000000

* 0000000000 S13 ECR OO
« REST API EIR [0

« IMEI 00000000000

1

. - 513 0000
- 000 AP
-0 HSS [0
- 0000

HOOIMEL [
IMEI (0015 0000

35 9791 394616 1

|| | L goooLubn OO0
|| L Oooné oooo
| ' FACOOODOOOO4 OO0O
- TACOODOOOOOOOD 8 000000 RBIQ
| RBIOOOOOOOOO2 OO0O0
- 000/0006 oo



IMEISV []016 1000

35 9791 394616 1 08

|| | | 000002 oooo
- IMEIQ15 0000

joad

IMEI/IMEISV ad

359791394616108 3597913946161.*

359791394616140 35979139461614.

35979139461640 35979139461640

3597913946163008 3597913946163008

od

00 TAC+FAC+[00
359791394616* IO

[0 359791394616141-9 OI000
0

0o IMET [0

00 IMEISVOIMEI + SVIOJ



PCRF

il

HSS 00000 PCRFOODOO00CO0000O000CO00O0000C0O0000PCRE 00 LTE 00000000000
00000QeSHINNNUNNODOONO

Juo

* Gx [JJIPGW/PCEFIII00O0I000/DO000DO00D0000O
Rx J00MSIP JO0O0O0000000CO QoS
000000000D0000O0ORARDDOODOOCO

VoLTE 00000000000 QoS 0O0on
0O000000000oOTFTO00000000000

REST APIJI00000000000CO

il

Diameter []]

ad 0o 1D 0d ad

Gx 16,777,238 PGW (PCEF) PDN JJ000QoS O0000od

Rx 16,777,236 P-CSCF (AF) IMS 000000000

Huooon

PCRF 0000 PDN €[ VolTE 00000000



PDN_SESSION

int id PE
string pgw_session_id

string assigned_pgw_host
string rat_type

string ip_address

boolean | emergency

boolean | roaming

.-"'--'.
/’i
canlain.s”'f
Q/
T
LTE_CALL
int id PK
int pdn_session_id FK
string posci_session_id
string assigned_pcscf_host
string codec
string type
boolean | dedicated_bearer_active
int dedicated_bandwidth_ul
int dedicated_bandwidth_dI

Gx [
00000

1. (00000 - O0DCCR-I10]

000PGW (0000000 PDN OO0

00 AVP[]

Session-Id

Origin-Host, Origin-Realm
Subscription-1dJJQ IMSI[]
Called-Station-Id[JAPN [0

7

uses

—

APN_PROFILE

int

id

PK

string

name

SUBSCRIBER_STATE

int

id

PE

string

imnsi




* IP-CAN-Type[JIP 000000000

* RAT-Type[0000000O
e Framed-IP-Address[JUE IP [

PCRF [

1. 00 IMSI 0000

2. [J0 APN 000 QoS [0
3. (000000a

4. [0 APN 000 QoS [0

00 AVP[]

e Result-Code: 2001[JDIAMETER_SUCCESS[]
¢ QoS-InformationJAPN 0000000

e Default-EPS-Bearer-QoS[OQCIJARPIOOON
e Bearer-Control-Mode

2. 00000 - 000CCR-U[]
000PGW O000000OCOOORAT 0000

PCRF [0

1. 0000 16 000000
2. JU0O0OORAT 0000000
3. (0000000000

O00Result-Code 2001000000000
3. (00000 - D00CCR-TO
OO0PGW 000 PDN OO0

PCRF [

1. 0000 16 0oo0
2. 0000000000
3. 0000



[JO0Result-Code 2001

4. [IODCCCORAR(]
OO0PCRF — PGW[HSS [0
000

« IMS [J000Rx AAR [J[] Gx RAR[]
« IMS [000Rx STR [J[] Gx RAR[]

[0 REST API 00000
RAR AVP[]

e Session-Id[JPGW [][] ID[]
Auth-Application-Id: 16,777,238
Re-Auth-Request-Type[]0 = 000

Charging-Rule-Install/Remove
QoS-Information[1000000

PGW [0000000000/O0/DC00O0O0

Jo0o0ooood
PCRF (D€ 0000000TFTO0000000000

+ 000000 - DOO00Oo0O0Oo00a
+ 0000 - OO0ODOOoOOOOo0a
+ 000000 - O00000000O00000 Qos

0oooooo

* (0000000 Gx RAR 0000
+ [000O000oo0DOODO00000
+ (0000000005 0000000/00 TPOl/O0000n TFT 00

0000

* 000 - DO0000SpoetifyWhatsApp[JFacebook00000000000000



00000 - Do000OU0oooooOOobooooooUoo0oooa
0000 - 0ODO00Oo0ODOo00a

0000000 - DOOOODOOoOODOo0OOn

0000 - Do0000UooooooO

00 SLA - 0000000000 QoS

QoS [

0000 QoS00 APN 0000

"QoS-Class-Identifier": 9, // QCIN9 = 0000
"APN-Aggregate-Max-Bitrate-UL": 50000, // kbps
"APN-Aggregate-Max-Bitrate-DL": 100000, // kbps
"Allocation-Retention-Priority": {
“Priority-Level”: 8,
"Pre-emption-Capability": 1, // 10000
"Pre-emption-Vulnerability": 1 // 00000
}
}

0000 QoS{0d VoLTE(N

"QoS-Class-Identifier": 1, // QCI 1 = (000
"Max-Requested-Bandwidth-UL": 128000, // bps
"Max-Requested-Bandwidth-DL": 128000, // bps
"Guaranteed-Bitrate-UL": 128000,
"Guaranteed-Bitrate-DL": 128000

Rx [](]
ANNAN

1. AA JJJAAR[)/ AA [[J0AAA[



000P-CSCF 00 IMS O0000000OVeLTE 00000

00 AVP[

e Session-Id[]P-CSCF [J00000
e Subscription-1d[JIMSI [ SIP URI[]

e Media-Component-Description
o Media-Type[J000000

o Max-Requested-Bandwidth-UL/DL
o Codec-Data

o Flow-Description[]5 000000000
e AF-Application-Identifier

PCRF [

.00 IMSI [0 SIP URI 00000

. 0000 IMS 00
Oo0OC0o00oNOCOo0Oon
Ooooooon

00 Gx RAR [] PGW (100000

00 Gx RAA [0
00 Rx AAA 0000

N o U AW N e

00 AVP[

e Result-Code: 2001[]0000 50630000000

2. (000000STRI/ OO0000€ €€ STAL
00oP-CSCF [0 IMS 00000000

PCRF [

1. 00 p-CSCF 00 1D 000000
2. 00 Gx RAR [J PGW 00000

3. J0000000
4.0 STA OO



[JO0Result-Code 2001

Hooo
00 10PDN (000

‘ (PCEP) | ‘ (PCRF) | ‘ DEIEICES |
Gx CCR-l
(IMSI, APN, RAT-Type, IP)
0oooa
aoooa
00 APN [0
APN QoS [
00 pdn_session
0oooa
00 Qos 0

(QCI, AMBR, ARP)

Gx CCA-I
(QoS-Information,
Default-EPS-Bearer-QoS)

00 QoS 00000000
‘ PGW | ‘ HSS
(PCEF) (PCRF)

| ‘ Database |




0 20VoLTE J00Rx AAR —» Gx RAR[]

PGW HS5

(PCEF) (PCRF) Database
Gx CCR-I
(IMSI, APN, RAT-Type, IP)
>
00000
>
00000
R
00 APN [0
>
APN QoS [[]
.‘.._ EErEETEETTEETTETEETEE T E ST ..
[ pdn_session
=
00000
00 Qos 00

(QCI, AMBR, ARP)

«

Gx CCA-I
(QoS-Information,
Default-EPS-Bearer-Qos)

00 QoS [O000000ad

PGW H55
(PCEF) (PCRF) Database



0 30VoLTE [JJJURX STR =» Gx RAR[]

P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)
Rx STR
(Session-Id)
oo
P-CSCF 00 ID [0 Ite_call
Ite_call OO0
Gx RAR
(Charging-Rule-Remove)
0o0ooo
Gx RAA
(Result-Code: 2001)
00 Ite_call OO
oo
Rx STA
(Result-Code: 2001)
P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)




00 40PDN 000

‘ PGW | ‘ HSS | ‘ Database |

(PCEF) (PCRF)
Gx CCR-U
(Session-1d, 0 RAT-Type,
ooom
ao
PGW 0O ID OO0 pdn_session
pdn_session [
aooo
(RAT 000000000)
ooo
a0dooo
(ODOOOORAT 0O00)
Gx CCA-U
(Result-Code: 2001,
0o0ooo)

PGW HSS
(PCEF) (PCRF)

‘ Database |




00 SO0PDN (000

P-CSCF HSS PGW
(IMS AF) (PCRF) R (PCEF)
Rx STR
(Session-1d)
P-CSCF 7 ID [ Ite_call
Ite_call 0
"‘ .........................................
Gx RAR
{Charging-Rule-Remove)
O00mnn
Gx RAA
{Result-Code: 2001)
o
00 ee_call 00
0oo
.,‘ .........................................
Rx STA
{Result-Code: 2001)
.‘ ....................................
P-CSCF HSS PGW
(IMS AF) (PCRF) Database (PCEF)



00 e00d REST API (00000

HSS REST API PCRF Core Database (ESE"!)
POST /api/operation/pcrf_re_auth
{imsi: "...", apn: "ims"}
0o IMsI 00000
0oooo
00 APN (09 €€0
0noo
00 Gx RAR
(Session-Id, 0J0)
Gx RAR
(Re-Auth-Request-Type)
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Gx RAA
(Result-Code: 2001)
RAR [0
HTTP 200
{data: "Gx Re-Auth Request sent,
Result-Code: 2001"}
Administrator HSS REST API PCRF Core Database (Egl\#)

REST API

PCRF (00000
JOOPOST /api/operation/pcrf re auth
0000000 Gx 000000oooon

00000C00000OE0O000DEOOD00OO0OD00DO0OD000000 APN QoS [HDO00ON0oOOOOO
000000000 - DOO00OO

0ooa



{
"imsi": "999999876543210",

“apn": "ims"
}
O000OHTTP 20000
{

"data": "Gx Re-Auth Request for 999999876543210 sent to
pgw.epc.mnc999.mcc999.3gppnetwork.org, Result-Code: 2001"

}
0000OHTTP 40000

{
"error": "Unable to send Re-Auth Request for 999999876543210 on

APN ims, no active PDN Session found"

}

0odo API
PCRF (00000000 APN (0000 QoS 00000000000 REST API 00000

(0€ €€ 00000000 APN QoS 0000000000000 QCION000000000000 APN 000 PDN
000 PGW IO Gx OUO0OOORARIODOOIOOCOOOOOOOOCODOOOOOOOODG

0ooa
Oo00o0o00o0

APN OO0 - APN QoS 00 - APN [

i I} I}
"internet" QCI, AMBR, ARP 00000000
1. [JJ APN [

00 APN 000 1P 00000



OOOPOST /api/apn/identifier

0ooa

{
"apn_identifier": {
"apn": "internet",
"ip version": "ipv4v6"
}
}

IP (0000

e "ipv4" -[]IPv4

e "ipv6e" -[]IPv6

e "ipv4ve" - [J00IPv4 [ IPv6[]
 "ipv4 or ipv6" -[0000OIPv4 [ IPve[]

OO00OHTTP 20100

{
"data": {
"id": 1,
"apn": "internet",
"ip version": "ipv4v6"
¥
}
aod

* apn[0001-254 000000
* ip_version[0000000000COOO

00 APN [O00GET /api/apn/identifier

2. [0 APN QoS [

00 QoS QHiooDQCInninnO



O00POST /api/apn/qos profile

ao0d
{
"apn_qos profile": {
"name": "Best Effort Internet",
"in": 9’

"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,

"pre emption capability": false,
"pre emption vulnerability": true

QoS [0



0d

name

gci

allocation retention priority

apn_ambr dl kbps

apn_ambr ul kbps

pre emption capability

pre emption vulnerability

00 QCI [

- 0000 - GBRO150ms 000
- IMS [J0] - 0 GBR[J100ms [0

o U1 N

OOOHTTP 20100

ad

string

integer

integer

integer

integer

boolean

boolean

- J000OOVoLTE[ - GBRO100ms 0000

- J00000000 - 0 GBRO300ms 0000

0d

1-254 (1]

1-254

1-15

1-
4,294,967,293

1-
4,294,967,293

true/false

true/false

ad

00000000

QoS (000
01-4 =

GBR[]5-9
= ] GBR[]

ARP 01
= 00000

APN 0000
0000
Okbps[]

APN 0000
godd
Okbps[]

Oo0oooooa
O

0o0oooooa
oo



{
"data": {

"id": 1,
"name": "Best Effort Internet",
"gqci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
“apn_ambr _ul kbps": 50000,
"pre emption capability": false,
"pre emption vulnerability": true

00 QoS @V €Y[GET /api/apn/qos profile
3. [J0 APN [][]

0 APN [J000 QoS 00000

OO0 POST /api/apn/profile

oo

{
"apn _profile": {
“name": "Internet APN",
"apn_identifier id": 1,
"apn _qos profile id": 1
}
}

0o

 name (1000000000000
* apn identifier id [ 01D
* apn_qos profile id [ 01D

OOOHTTP 20100



{

"data": {
"id": 1,
"name": "Internet APN",

"apn_identifier id": 1,
"apn qos profile id": 1

0o

* apn identifier id []J apn qos profile id 0000000
« [J0 APN JO00 QoS O00000OCDOOO

00 APN OOGET /api/apn/profile

0o0oooooa

00 1000 IMS APN [J[JJVoOLTE[]



# 1. [0 APN [0
curl -X POST https://hss.example.com:8443/api/apn/identifier \

-H "Content-Type: application/json" \

-d '{
"apn_identifier": {
Ilapnll : Ilimsll ,
“ip version": "ipv4ve"
}
}I

# 0JO0{"data": {"id": 2, ...}}

# 2. [0 QoS [OOIMS (666
curl -X POST https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"apn _qos profile": {
"name": "IMS Signaling QoS",
"qci": 5,
"allocation retention priority": 2,
"apn ambr dl kbps": 5000,
"apn _ambr ul kbps": 5000,
"pre _emption capability": true,
"pre emption vulnerability": false
}
}
# 0O0O0{"data": {"id": 2, ...}}

# 3. 0O APN OO
curl -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d '{
"apn profile": {
"name": "IMS APN",
"apn_identifier id": 2,
"apn_qos profile id": 2
¥
}
# 00{"data": {"id": 2, ...}}

00 20000000

UOOCAPN 0000 EPC 0000OCO0OOOO 000 APN 0000000



0oooooa

00 QoS [0

PATCH /api/apn/qos profile/{id}
PUT /api/apn/qos profile/{id}

00 - 000000000

# 00 QoS 00 ID 1 QOO0
curl -X PATCH https://hss.example.com:8443/api/apn/qos profile/1 \

-H "Content-Type: application/json" \
-d '{

"apn _qos profile": {
"apn_ambr dl kbps": 150000,
"apn_ambr ul kbps": 75000

}

}

0o0ooood

1. QoS [J00000OCO

2. 000000000 QoS 00000 APN OO0 PDN [0
3. 000000000000 PGW 0 Gx RAR

4. PGW 000 QoS 00000000

5. (00000000 APl O00ODO0DODOO000OO

0000000 100 00000000000 QoS OO 1D 1 [ "internet™ APN JO00 100 0000000000
AP! I0000CCO00000 150 Mbps [0/ 75 Mbps 000

0000000 APN QoS IND00NOUIOOCODOODNODEUDOODOODO0DOOEOODO0OOOD

0ooto

DELETE /api/apn/identifier/{id}
DELETE /api/apn/qos profile/{id}
DELETE /api/apn/profile/{id}



0ooto

* (0000 APN 00000 APN 0000 QoS [0
* (000000000000 APN OO

0ooa

00000000 100 Mbps / [0 50 Mbps(][]

{
"apn_qos profile": {

"name": "High Speed Internet",
"gci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,
"pre emption capability": false,
"pre emption vulnerability": true

00000000 500 Mbps / [0 100 Mbps(][]

{
"apn qos profile": {
“name": "Premium Internet",
"qci": 8,
"allocation retention priority": 5,
"apn _ambr dl kbps": 500000,
"apn_ambr ul kbps": 100000,
"pre _emption capability": true,
"pre _emption vulnerability": false

000/M2MO00000



"apn_qos profile": {
"name": "IoT M2M",
"gci": 9,
"allocation retention priority": 10,
"apn_ambr dl kbps": 1024,
"apn _ambr ul kbps": 512,
"pre _emption capability": false,
"pre _emption vulnerability": true

}
}
Oo00o0oooooa
{
"apn_qos profile": {
“name": "Emergency APN",
"gci": 5,
"allocation retention priority": 1,
"apn _ambr dl kbps": 10000,
“apn_ambr ul kbps": 10000,
"pre _emption capability": true,
“"pre emption vulnerability": false
}
}

il

Diameter [J][[]

Gx [0 config/runtime.exs [0



%{
application name: :gx,
application dictionary: :diameter gen 3gpp gXx,
vendor specific application ids: [
%s{vendor id: 10415, auth application id: 16 777 238}
]

Rx [0 config/runtime.exs ]

%{
application name: :rx,
application dictionary: :diameter gen 3gpp rx,
vendor specific application ids: [
%s{vendor id: 10415, auth application id: 16 777 236}
]
}

QoS ([
QoS 00000
* 000000000 APN OO

o apn qgos profile.qci[JQoS JO00O

o apn_qos profile.apn ambr ul kbps [JIO000O000O0
o apn_qos profile.apn ambr dl kbps 0000000000
o apn_qos profile.priority level JUOUOOOOO

* 000000 Rx AAR [00000COO

o QCI010oooog
o 0000000 Max-Requested-Bandwidth AVP

o JO00000O Flow-Description AVP



Juod

0oo0
2001
5001
5002

5063

Hodo
0000

PCRF 00

od

ad

0o

0o

000

0d

DIAMETER_SUCCESS

0ooog

Ooooo

0ooog

« [0 PDN [0 - 00 APNOOO00000

* VolLTE (J0 - 00 IMS 0000000000000

* QoS [ - 00 APN 000000
* 0000 - 000000000000

Joooo

PCRF 000CO0OOOOO

* [0 Gx Q00000000/O0

* JO000OTFTOO0O000000O
* [O00000OOCOOOOO0

* [000000OOO0O0OOO0OOO

0d

000000

IMSI 000000000

PDN [000000000/00

IMS 0000000

00000000000OC000000000R000 TFT 0000000



Juod

. - 0000000
. - 000 APO
« [I1-00HSS OO

. - 0000 Diameter AVP [J[]



API

il

AN
400 000

{

"error": "Invalid JSON format"

}

0o

* JSON 0000
* 000000
* 000000

404 [0

{

"error": "Resource not found"

}

0o



+ [00/0000/00000
« URL OO ID 000

422 [J00000

{

"errors": {
"imsi": ["has already been taken"],
"key set id": ["does not exist"]

}
}

0o

* 0000
* (0000000
* 0000000

500 00000

{

"error": "Internal server error"

}

ooo

* 0000000
* 000000000



Jooood



APl Request

e OmniCore OmniCall  OmniBRAN  OmniCharge  Platform % 0000
-
- 5GCw - - - -
Invalid |SONM Valid
‘ 400 Bad Request Authorized?
Nﬂ/ /&5
401 Unauthorized ‘ Resource Exists?
No \‘re:v.
‘ 404 Mot Found ‘ Data Valid?

Hn/ 5

/

{ }

422 Validation Error ‘ Process Reguest
Database OK?

Error

Success



< [0 API OO



API

il

Huooodo

88 [ ([
00000 00000 ja OO JSON 00000 apt-get install jq [0 brew install jq 000

0000



# 1. 0000
KEY SET ID=$(curl -k -X POST

https://hss.example.com:8443/api/key set \

-H "Content-Type: application/json" \

-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
"sqn": 0O

Y'" | jg -r '.response.id")

# 2. [J0 APN QoS [J000
APN_QO0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "[0000 QoS",
"allocation retention priority": 8,
"apn _ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,
"pre _emption capability": true,
"pre emption vulnerability": true,
"gci": 9
}' | jg -r '.response.id"')

# 3. [0 APN 0O
APN ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
“apn": "internet",
"ip version": "ipv4v6"
}' | jg -r '.response.id"')

# 4. [J0 APN OO0
APN_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d "{
\"apn_identifier id\": $APN 1ID,
\"apn_qos profile id\": $APN QOS ID,
\"name\": \"[OOO APN\"



}" | jg -r '.response.id')

# 5. [0 EPC 0JO0OO
EPC_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

@l "]
\"apn profiles\": [$APN_PROFILE ID],
\"name\": \"0O0OOOOO\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue _ambr dl kbps\": 100000,
\"ue ambr ul kbps\": 50000

" | jqg -r '.response.id"')

# 6. 0000
SUBSCRIBER ID=$(curl -k -X POST
https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d "{
\"imsi\": \"001001123456789\",
\"key set id\": $KEY SET ID,
\"epc profile id\": $EPC PROFILE ID
" | jg -r '.response.id"')

echo "[O0O0O0OOOID: $SUBSCRIBER ID*

noooa
OO00C0o00o0OoOO0OO0a

1. 0000 (CH0) - 000000

2. (0000000 ( ) - 00000000
3. APN ] ( ) - 00 QoS 0000
4. 0000 (1) - DO00o00

0000

* 0000000000
* [00000OOOO0O
+ (00000000



* 0000 siMOD0ooO

ooo
. - J0000000
. - J0000000
Hoodo e o

000000000000R00 1P 000000

000 0000000000 APN 00000 ev4 000 1oT 00000



# 00000000 jg (apt-get install jq [J brew install jq)

# 1. 00000
KEY SET ID=$(curl -k -X POST

https://hss.example.com:8443/api/key set \

-H "Content-Type: application/json" \

-d '{
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage",
"amf": "8000",
“sqn": 0O

}' | jg -r '.response.id"')

# 2. [0 APN QoS (00O
APN QO0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "IoT [J0O0OO",
"allocation retention priority": 8,
"apn_ambr dl kbps": 10000,
"apn _ambr ul kbps": 5000,
"pre emption capability": false,
"pre emption vulnerability": false,
"gci": 9
}'"' | jqg -r '.response.id"')

# 3. 00 APN 00O
APN_ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{
"apn": "internet",
"ip version": "ipv4"
}' | jg -r '.response.id"')

# 4. [0 APN [JO0OO
APN_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
_d II{
\"apn_identifier id\": $APN 1ID,



\"apn_qos profile id\": $APN QOS ID,
\"name\": \"IoT 0O APN\"
}" | jq -r '.response.id')

# 5. [ APN OO0 IP
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d "{
\"apn profile id\": $APN PROFILE ID,
\"ipv4 static ip\": \"100.64.1.100\"
" | jg -r '.response.id"')

# 6. [0 EPC 0000
EPC_PROFILE ID=$(curl -k -X POST

https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

-d "{
\"apn_profiles\": [$APN PROFILE ID],
\"name\": \"IoT JOOO\",
\"network access mode\": \"packet only\",
\"tracking area update interval seconds\": 600,
\"ue ambr dl kbps\": 10000,
\"ue ambr ul kbps\": 5000

" | jg -r '.response.id"')

# 7. [J0 MSISDNODOOOO
MSISDN ID=$(curl -k -X POST

https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": "14155551000"
}' | jg -r '.response.id"')

# 8. [JU0O0O0 IP OO0
SUBSCRIBER ID=$(curl -k -X POST

https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \

gl
\"imsi\": \"001001999999999\",
\"key set id\": $KEY SET 1ID,
\"epc profile id\": $EPC PROFILE ID,
\"msisdns\": [$MSISDN ID],
\"static ips\": [$STATIC IP ID]



}" | jg -r '.response.id')

echo "IoT OOO0OO"
echo " [ ID: $SUBSCRIBER ID"

echo " 1IMSI: 001001999999999"
echo " MSISDN: 14155551000"
echo " [0 IPv4: 100.64.1.10000 'internet' APN [O"

0000

00000000000O000 loT 000000

1. 0000 (00 - 000000

2. APN [ ( ) - “000"000

3.0001P 00 ( ) - 000 IPv4 [0 100.64.1.100
4. 00000000 ( ) - 00 loT 0000000

5. 0000 ( ) - 00000

6. 0000 (17) - 0000000

0o

0000000000000 “0oo™ APN 000000000 1P 00 1e6.64.1.16060 (00000 DHCP OO0

0000

* 0000 APN 000 1PO000 APN 0000 2-5
* [0000000000a

* 000000000

* (000 siMO0o000

0o
. - 00000 1P Od
. - 0000 1P 00000

. - 00000000



OmniHSS API

[

API ][]

[0 URL

https://[hostname] :8443/api

joad

e Content-Type: application/json




« 00: 000 HTTPS
* 00 844300000

00: 00 APIO000 "00" JSON O0000o0ooonO

a0oa:
{
"name": "value",
"field": "value"
}
O00000000d:
{

"subscriber": {
"name": "value",
"field": "value"

}

}
ao:
# v 00

curl -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{"name": "default", "ifc template": "..."}'

# x [
curl -X POST https://hss.example.com:8443/api/ims/profile \

-H "Content-Type: application/json" \
-d '{"ims profile": {"name": "default", "ifc template": "..."}}'

Hoo
000000 JSONDO000000

nooo-



{

"status": "success",
"response": { ... }
}
gooo-s
{
"status": "error",

"response": {
"invalid fields": {

“field name": "error message"
}
}
}
HTTP [
0o ad 0o
200 OK 000 GETOPUT[DELETE
201 [0 00O POST

400 Q00O 0oooooo

404 (00 Ooood

422 (000000 0000

500 Q000000 000000



API 00

Client APl Validation Database

HTTPS OO (JSON)

0000 N
alt (oo
oa
. sazasssszssssssszsass
4007422 000
+ ...............................
[O0onoi
aooo
alt [O00On]
ad
- EaradamsmsmssrsssssssssssssssmrmssssEs
500 0000
.‘................;u................
(ool
oo
- FRRTRRY E R AR R P RTRRPPR
200/201 OO0
+ ...............................
Client APl Validation Database

Juo

joad
0000000000000

00: GET /api/subscriber

0oon-



a0 ad a0
enabled boolean  [O000O00

ims enabled boolean [JIMS 000000

nooo-

curl -k https://hss.example.com:8443/api/subscriber

nooo-

{
"data": [
{
"id": 1,
"imsi": "001001123456789",
"enabled": true,
“ims enabled": true,
"sim id": 1,
"key set id": 1,
"epc profile id": 1,
“ims profile id": 1,
"roaming profile id": 1,
"custom attributes": {},
"inserted at": "2025-10-15T10:30:00Z",
"updated at": "2025-10-15T10:30:00Z"

00 1D 000
00000 10 0000000

00 GET /api/subscriber/:id

oooo-



ad 1N 0
id integer [JO0O0O0O ID

oooo-

curl -k https://hss.example.com:8443/api/subscriber/1

00 IMSI 0000
000 IMS1 00000

U= GET /api/subscriber/imsi/:imsi

0ooa:
00 00 [0 00
imsi  string 00000000 14-15 000

0ooo-

curl -k
https://hss.example.com:8443/api/subscriber/imsi/001001123456789

0= 000 IMSI 000000000000

00 MSISDN (Ji00
000000000000

0= GET /api/subscriber/msisdn/:msisdn

0oon-



ad 0o 0o 0d

msisdn  string [O00ISDN[O0 1-15 000 (E.164)

oooo-

curl -k
https://hss.example.com:8443/api/subscriber/msisdn/14155551234

00: O0000OOOOCOO0Oo0Oon

auoa
00000000

00: POST /api/subscriber

NNk

{

"subscriber": {
“imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"sim id": 1,
"key set id": 1,
"epc profile id": 1,
"ims profile id": 1,
"roaming profile id": 1,
“custom attributes": {

"note": "[OO00"

}

}

}

0ooo-

 imsi - [J00 14-15 000000



key set_id - (000000
epc profile id - [JO000O00

0ooo-

enabled - [J[I: true

ims enabled - [][]: true

sim id - [

ims profile id - (][] gdIMS 0000
roaming profile id - [J] Uo00oooo
msisdns - ID 00000000

static ips - ID 00000 APN OO
custom attributes - 00000

Nk
. - 000000
. - J000000000
. - 000 IP 000 APN
0oon-

curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc profile id": 1
}
}

0oon-



\

0: 00000 ‘
00: 000 EPC 0000 ‘

0d: IMSI 000




Hoo
0000000

(= PUT /api/subscriber/:id

oooo-

ad ad 0d

id integer 0000 ID

HNE

{
"subscriber": {
"enabled": false,
"ims enabled": false,
"epc_profile id": 2,
"custom attributes": {

"note": "[00OO0"
}
}
}

noooo:

* enabled - (/000000
* ims_enabled - O0/00 IMS OO
e sim id -0 1l
* key set_id - [0 000
* epc profile id - [
e ims profile id - [

e roaming profile id - ]

201 0000



* msisdns - 0000000
e static ips - [J0J0O00 APN [J
e custom attributes - 000000

oooo:

 imsi - 000 IMSIOOOOO0OOCO
Nk

. - 00000000

oooo-

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"enabled": false

}
} 1
Nk

e JU0UOO: {"enabled": false}
e 0000000: {"ims _enabled": false}

e 00000000: {"epc_profile_id": 2} (O )
e 0J00000O: {"roaming profile id": 3} (0 )

0oad
000000000

U= DELETE /api/subscriber/:id

oooo-



ad 1N 0
id integer [JO0O0O0O ID

R 7272

curl -k -X DELETE https://hss.example.com:8443/api/subscriber/1

00: DO0000000CO0000000PDN (J000000000000CO IMSI[

00: DO000OoOo0OO

+ [/ - 000000000

+ SIM - 0000000000

+ [0 - D00000000

. - 00000000000
Hobooboooood

00000000COCLROODO0OOODO00O0 MME 000

(s POST /api/subscriber/cancel location

0oa:
{
"imsi": "©01001123456789"
}
I
00 oo dd 00

imsi  string [J 000000 iMSI014-15 0000

pooo:



curl -k -X POST
https://hss.example.com:8443/api/subscriber/cancel location \
-H "Content-Type: application/json" \
-d '{"imsi": "001001123456789"}"

0000 (200 OK):

{
"data": {
‘message”: "[00000C0O0C",
"imsi": "001001123456789",
"destination host": "mme@l.operator.com",
"destination realm": "epc.operator.com"
}
}

0000 (404 [00):

{
‘error”: "[00000000CO0 MME 00"
}

Nk

e (00000 MME [0 S6a CLR (subscriber state.last seen mme)

e [ Cancellation-Type: subscription withdrawal 0000000

e [ CLR-Flags: {sba indicator: 1, reattach required: 1}[JUE 0000000
* JO0000000 last _seen _mme [] nullJOdd 404

* 00000 MSI 000 MSISDNsOO00000/SIMO

* (000 DO000O0O

* [J000: 0O000O000O0

* (000 00000 MME 0000000
* [0: D0000OoOODOoOOo0a



+ [0: DO000O0COoa
0 IMSI [
000 CLR 000 MSISDN 000

1. 0 MSISDN][] IMSI:

// 0000 IMSI 001001123456789 [] MSISDNs ["+1234567890",
"+9876543210" ]

POST /api/subscriber/cancel location
{"imsi": "001001123456789"}

// 00: 0000 CLRODO MSISDN (00000000

2. [0 IMSIsO0000:

// 000000000 MSISDN (000 IMSIsOO0000oOO
// 00 A: IMSI 001001111111111, MSISDN "+1234567890"
// 00 B: IMSI 001001222222222, MSISDN "+1234567890"

POST /api/subscriber/cancel location
{"imsi": "001001111111111"}

// 00: 000 A 000000 B 0000

pooo:

00 iMsl: CLR 00 IMSI 000000 MSISDN

00: CLR 0000000000000C0 CLR 0000000 MME 000
000 MME [0: 00 MME 00000CLR 0000000 HSS 000
000 000 IMSI 0000000

0oon-



MSISDN [

MSISDNIO000000000000000CO00D000ODODOODO0000D00000GO

[0 MSISDNs

0oooooooa

O0: GET /api/msisdn

nooo-

curl -k https://hss.example.com:8443/api/msisdn

0 MSISDN

0o0oooooa

(0= GET /api/msisdn/:id

oooo:

curl -k https://hss.example.com:8443/api/msisdn/1

0 MSISDN

Oo00o0o0Oo

(= POST /api/msisdn

ao-



{
"msisdn": {
"msisdn": "14155551234"
}
}

Nk

* 000 1-15 000
* 0000
+ (000 E.164 00000O00OC + OO0

oooo:

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": {
"msisdn": "14155551234"
¥
}

[ MSISDN (000

000C0000000ooO0oODo0oobooobOdooodobOooo0odot0oa

[] MSISDN [[:



e OmniCore  OmniCall  OmniBAN  OmniCharge Platform
>
+ 5LHGCw - - - -

00: 000000 ®

I

00- 000 EPC 0000 IMSI 0000?

. ;

O0: IMSI 000 Oood

1

00000000




v
201 0000

0o Ooooooon

0 MSISDN

0o0oo0ooa

(0= DELETE /api/msisdn/:id

0ooo-

curl -k -X DELETE https://hss.example.com:8443/api/msisdn/1

SIM [

SIM 0000000 SIM 000000 1€CIbOifiniinOrPIN/PUK 000 OTA O00SIM 00000000000
[

Nk

. - 00000 SIM 000000

[1 SIMs

0000 SIM 00
(s GET /api/sim

oooo:

curl -k https://hss.example.com:8443/api/sim



0 SIM

0000 SIM 0o
(0= GET /api/sim/:id

0oon-

curl -k https://hss.example.com:8443/api/sim/1

00 SIM

0ooooo siM 0ooa

0= POST /api/sim

HEE
{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto",
"batch name": "2025-Ql-Batch-01",
"is esim": false,
"pinl": "1234",
"pin2": "5678",
"pukl": "12345678",
"puk2": "87654321",
"adml": "admin-code-1",
"kic": "0123456789ABCDEF0123456789ABCDEF",
"kid": "FEDCBA9876543210FEDCBA9876543210"
}
}
Oooo:

e iccid -19-20 OO0O0O0O0

Oo0oooo:



* sim vendor - [J0000

e batch name - 0000

e is esim - eSIM O0000

e pinl, pin2 - J000 PIN OO
e pukl, puk2 - PIN O0O0O

e adml-adml0 - (000

* kic, kid - OTA 00000C0O00COOO

pooo:

curl -k -X POST https://hss.example.com:8443/api/sim \
-H "Content-Type: application/json" \

-d '{
Ilsimll: {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto"
}
}I
00 SIM
00 SIM 0000

O0: PUT /api/sim/:id

oooo:

curl -k -X PUT https://hss.example.com:8443/api/sim/1 \
-H "Content-Type: application/json" \
-d '{
"sim": {
"batch name": "0000000O"
¥
}



(] SIM
00od SIM 0000
O0: DELETE /api/sim/:1id

00: DO00000000000O siMO

juoad

000000000 Milenage O0000000C0000000KIOOPC/OPOAMFOSQNONNN ' O0OO00OO
0o

Nk

. - J0000000000a

00000
0000000000
U0: GET /api/key set

0oon-

curl -k https://hss.example.com:8443/api/key set

joodo
00000000

(= GET /api/key set/:id

0oon-



curl -k https://hss.example.com:8443/api/key set/1

0ooo-
{
"data": {
"id": 1,
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
“op": null,
"amf": "8000",
"sqn": 0,
"authentication algorithm": "milenage",
"ota counter": 0O
}
}
aoooo
000000000000

(0= POST /api/key set

L
{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
“opc": "FEDCBA9876543210FEDCBA9876543210",
"amf": "8000",
"sgn": 0O,
"authentication algorithm": "milenage"
}
}
aoo=

* ki -128 [J00032 J0000ooo



* opc [J op[JOPC 000 OP (00O
e authentication algorithm - 0000 "milenage”

0ooo-

e amf - [J{J: "8000"

e sqgn -[[: O
* ota counter -[: 0

nooo-

* 0000000000000
« KiJOPCOOP: 32 00000000128 OO0
+ AMF: 4 000000016 00

Inee0:

curl -k -X POST https://hss.example.com:8443/api/key set \
-H "Content-Type: application/json" \
-d '{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage"

}
} 1

0000: DO0000000000000000000 APt 000

NN

00000000

[0: PUT /api/key set/:id

00: 0000 [ DO000o00do0dooododdtoodoodooooo

00: OO000OCOOCOoOCoOtObOoOOtOoOooOtoo0oa



joodo
00000000

(0: DELETE /api/key set/:id

00: 000000000 1 DodOtOodootooooooon

Hond
EPC (0000

EPCOO00000DOODCOONODO0OO00DOOOO0000O
00 EPC 0000

(s GET /api/epc/profile

00 EPC 0000

(= GET /api/epc/profile/:id
00 EPC 0000
00: POST /api/epc/profile

Ooo:

"apn _profiles": [1],
"name": "000000",

"network access mode": "[OO0OO",

0oooo

“tracking area update interval seconds": 600,

"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000

Nk



0o

name

ue _ambr dl kbps

ue ambr ul kbps

network access mode

tracking area update interval seconds

apn profiles

0ooo-

0d

0ooood

000000

0oooon

0ooo

TAU [

APN [
0o b g

0o

0o

Kbps

Kbps

0oo

0o

0o

0ooe0

10000-
1000000

5000-
500000

"00oo* 00
noooo*®

6000000

[1011, 2, 3]

curl -k -X POST https://hss.example.com:8443/api/epc/profile \

-H "Content-Type: application/json" \

-d '{
"apn profiles": [],
“name": "[JO0 100Mbps",
"network access mode": "[O00",

"tracking area update interval seconds": 600,

"ue ambr dl kbps": 100000,
"ue ambr ul Kkbps": 50000

. - J0000000000
. - 000000 EPC OO00O



00 EPC 0000

0= PUT /api/epc/profile/:id
00: 0 EPC 0O000O00O0000OCOC00000 [ O0000E00000000

00 EPC 0000

(0: DELETE /api/epc/profile/:id

00: 000000000 L 00000000

IMS (000

IMS[IP O00OC0OO0OO0OOOCOO0OOOCOODOOO0ON FCOnDO0DO000o0n IMS 000 1 00000

0o IMS 0000

(= GET /api/ims/profile
00 IMS 000
(= POST /api/ims/profile

NNk

{
"name": "[J[J] VoLTE",

"ifc template": "<IMS-XML-0OO-0O00>"
}

0oon-

 name - [0000000OOOC
e ifc template - IFCOOOOOOOOXML OO0OOO Liquid 0000

IFC OO00:

IFC 000000 Liquid 00000C000000C00



0o 0d aoa

{{ imsi }} 00 IMsI 001001123456789
{{ msisdns }} MSISDN 00000000  ["14155551234", "14155555678"]
{{ mcc }} aooooo 001
{{ mnc }} 0o0ooo 001
00o0ooo0:

IFC 00000 Liquid (00000 Jinja20000 IMS 0000 OO 000

1. 00: OO0 IMS J0000000000000000 44 imsi }Y O {% for msisdn in msisdns
}

2. [0+ APl JI000O00OD00OOODOODO00000 XML OO

3. (J0000: 00000 IMS OOOMAA/SAALNOHSSO
o (0000 IMS 0000

o (U00U00000OO0O
» {{ imsi }} - 00O IMSI

= {{ msisdns }} - 0000000
= {{ mcc }} - 0000OOOOO

= {{ mnc }} - 000000000
o [0 Cx/Diameter (000 XML 000 S-CSCF

o°

pooo:



<!-- 000000 -->
{{ imsi }}

<!-- jooooag -->

{% for msisdn in msisdns %}
<MSISDN>{{ msisdn }}</MSISDN>
{% endfor %}

<!-- 00od -->
{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc }}.3gppnetwork.org

IFC J000:



<IMSSubscription>

<PrivatelID>{{ imsi }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</PrivatelID>
<ServiceProfile>

{% for msisdn in msisdns %}
<PublicIdentity>

<Identity>sip:{{ msisdn }}@ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

<PublicIdentity>

<Identity>tel:{{ msisdn }}</Identity>
<Extension>
<IdentityType>0</IdentityType>
</Extension>

</PublicIdentity>

% endfor %}

<InitialFilterCriteria>
<Priority>10</Priority>

<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>REGISTER</Method>

</SPT>

</TriggerPoint>

<ApplicationServer>
<ServerName>sip:as.ims.mnc{{ mnc }}.mcc{{ mcc
}}.3gppnetwork.org</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>

</IMSSubscription>

0000 (curl):



curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \

-d '{
"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>

<IMSSubscription><ServiceProfile>...</ServiceProfile>
</IMSSubscription>"
} 1

0000 (Python):

import requests

response = requests.post(
"https://hss.example.com:8443/api/ims/profile",
json={
"name": "default",
"ifc template": ifc template string
},
verify=False # 000000

0000 (201 O000):

{
"status": "success",
“response": {
"id": 1,
"name": "default",
"ifc template": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>, .0"
}
}
Nk

« API [0 IFC 00000000 XML
* I0000000ODOODO00OO
* name (00000000



0o-

g - IFC 000000000
« [ - IMS 0000000
: - 0000
APN 000

APNII0D000O000ODODO00O

1. APN [J000 - 00 APN [J00 1P 00
2. APN QoS [J00 - 00000000
3. APN (000 - 000000 QoSO0On

0000000000QeS [iiitiiooroon 0 0000
00 APN [0

U= GET /api/apn/identifier

00 APN [0

(= POST /api/apn/identifier

HNE
{
"apn": "internet",
"ip version": "ipv4v6"
}
IP (000

e "ipv4" -[]IPv4

e "ipve" -[]IPv6

* "ipv4ve" - IPv4ave[dd

e "ipv4 or ipve" - IPv4 [ IPveJJ0000

000 APN 00000



00 APN QoS 00

(s GET /api/apn/qos profile

00 APN QoS [0

(s POST /api/apn/qos profile

ao-

“name": "0000000",
"allocation retention priority": 8,

"apn_ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,

"pre emption capability": false,
"pre _emption vulnerability": true,
"gci": 9

00 APN 000

O0: GET /api/apn/profile
00 APN 000
([]: POST /api/apn/profile

ooo:

{
"apn_identifier id": 1,
"apn qos profile id": 1,
“name": "[0 APN"

0oon-

e apn identifier id - (000000
e apn _gos profile id - (000000



Nk

. - 00 APN 000000
. - APN 0000000 EPC 0000

00 1P o

00 1P 0000000000 APNODOOOODO00OOO APN 000000 ev4 [/0 1Pve 0000000 DHCP
0o0oo0ooa

Nk

og
IMSI: 001001123456789
MSISDN: +1234567890

o Ie
IPv4: 100.64.1.1
IPv6: 2606:4700::1111

EPC 000D
oooo
TAU [0

gore
IPv4: 100.64.2.1
APN [000: ims
QCI: 5, ARP: 2

APN [000: internet
QCI: 9, ARP: 8

Oo00oooooa:




UE .
(IMSI: 001004123456789) RINE OMOikisS RGY/GGSN
I I I
’ 0000000 “internet" APN ‘
0000 (IMSI + APN: "internet")
0oooog (iMst)
HSS 0000
00 EPC 00000 APN
00 “internet" APN OO0 IP
000ooo
(APN: "internet", QoS, [ IP: 100.64.1.1)
00000o
(00 IP: 100.64.1.1)
PGW [ IP
100.64.1.1 (00 PDN 00
000000
(IP: 100.64.1.1)
0000 (IP: 100.64.1.1)
00000 “internet” APN 000
100.64.1.1
[
UE .
(IMSI: 001001193456789) RIEIE Ot i FEBIHEE
000000 - APN (0O0000:
0000 Seéa 000000 APN-O0 AVP 0000000000
0o
1
IM5I: 001001123456789
MSISDM: +1234567890
M 00 OO
H OO0 IP OO
EPC 00 ™ oo e — —
0000 IPvd: 100.64.1.1 Pua: 100,689 1
TAU [0 IPvE: 2606:4700::1111 : o
—— )
Te— - ,--”'ff
o 000 APN._ OO0 000 APN
| /,» N\\\x ||
l' .,-'-"-F’-. H‘"--\.
\ e APNDD J/
e —
APN [J[J00: intemet APN [J[00: ims
QCI: 9, ARP: 8 QCI: 5, ARP: 2

0oon-




1. 000000 00 APN 000000000O000O010Z...0

2. 000= 0000 apn_identifier.apnJ00"internet"[]"ims"[]

3. PDN [J0: 0 apn_identifier.ip version [J00ipv4=00ipv6=1[ipv4v6=2[]
ipv4_or_ipv6=3[]

4. QoS [I[1: 0000 apn_qos _profile []

5. AMBR [][J: J00 10000kbps = bps 00

6. 000 1P O0: 00000+APN 000000 1P 000
o JO00: subscriber.static ips — [] apn profile id 0 - 00 IP

o IP 0000000 apn identifier.ip version
7. VPLMN-[J00-00: 0000 o0o00o - 00oooo Poo0o0d

Oooooo:

ao
IMSI: 001001123456789

QOO0 IP #2
100.64.2.1
00 'ims' APN

APN 00
00: internet
IP [0: IPv4v6

0o IpP #1
100.64.1.1
00 'internet' APN

APN QoS 000
QCl: 9000: 50Mbps
APN 000

EPC 0000
UE OO0
000000

ooo
KiJOPCLIAMF

oooo-

* OAPN (0= 0000 1P 000000
0000 APN (00 1P= 0000 APN 0000000 1P 00
IPv4 ] IPv6 [J: 00 IP 0000 IPv400 1Pv6 000

00 1P 000 00 1P 000000R000000 1P 0000000
o (00 IPv4 [ IPve I000000OO00OCO00O APN 00

o J0000000OC 1P 00000
o 0000000000 ipvé4_static_ip [J ipv6_static_ip (000000
00000 00000 1P 00oo0oa



0o-

loT 00000 1P 00
00000000D0O00000O 1P 0000000oa
00oo 1P 000000000

000 1P 0000000

0o 1P 00000000

0oao 1Ps
000000 1P 0o
O0: GET /api/epc/static ip

oooo:

curl -k https://hss.example.com:8443/api/epc/static ip

pooo:



{
"data": [
{
"id": 1,
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "26006:4700:4700::1111",
"apn profile": {
"id": 5,
“name": "[JOO APN",
"apn_identifier": {
"apn": "internet",
"ip version": "ipv4ve"
}

}
"inserted at": "2025-11-15T10:30:00Z",

"updated at": "2025-11-15T10:30:00Z"

godo e
000000 1P 000

(s GET /api/epc/static ip/:id

0oon-

0o ad 0d

id integer [0 IP OO0 ID
Oooo:

curl -k https://hss.example.com:8443/api/epc/static ip/1



jooo 1P
0 APN 000000 1P 000

00: POST /api/epc/static ip

Ooo:

{
"static ip": {
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}

oooo:

e apn profile id - 000000
00000 ipv4 static ip [] ipv6 static ip [

nooo-

e ipv4 static_ip - IPv4 000000000000
e ipv6 static ip - IPv6 000000000

IP [0000:

 IPv4: (000000000000 100.64.1.100
e |Pv6: J000O00O00000O00O00O00 2606:4700:4700: :1111[]

« IPv4 [JIPv6 [00000OCO IP OO0 O00O
o (000000 P 0000

° (00 IP 00000O0000OD00O00C APN O
° JO000000DO00C0O0000

0ooo-



0 IPvd IPv6 a0

0iPva v - {"ipv4 static ip": "100.64.1.1"}
0IPv6 - v {"ipv6 static ip": "2606:4700:4700::1111"}
0] 4 v 00000000

Oooo:

[ 1IPva []] IP:

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1"
¥
}

[ 1IPveé [ IP:

curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static_ip": {
"apn profile id": 6,
"ipve static ip": "2606:4700:4700::1111"
}
}

oooa 1P:



curl -k -X POST https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
}
}

0000 (201 O000):

{
"data": {
"id": 1,
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipve static ip": "2606:4700:4700::1111",
"inserted at": "2025-11-15T10:30:00Z",
"updated at": "2025-11-15T10:30:00Z"
}
}
Nk
. - 00000000
. - 00 APN [0
adoo e

0oooooo e ooa

(0= PUT /api/epc/static ip/:id

pooo:



1 227278 0o 0o
id integer [0 IPOO0ID

ooo:

{
"static_ip": {
"ipv4 static ip": "100.64.1.2",
"ipv6 static ip": "2606:4700:4700::1112"
}
}

0oooo:

e ipv4 static_ip -[JIPv4 00
e ipv6 static ip - [0 IPv6 [0
 apn_profile_id - 00 APN [0

0oon-
 id - 00000
00: 0000000 P 00000000000 PDN 00000 PDN 00000OUO POOCOOCOOOCDOCO

0oon-

curl -k -X PUT https://hss.example.com:8443/api/epc/static ip/1 \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"ipv4 static ip": "100.64.1.2"
}
}

jooo e

0ooo 1P 0o



(: DELETE /api/epc/static ip/:id

0ooo-

0o 0d 0o

id integer [0 IPQOO0ID

0ooo-

curl -k -X DELETE https://hss.example.com:8443/api/epc/static ip/1

Nk

* (000 1P 00

* 000 UAPN 000000000
- 00000 1P OO00OODOOD€ €000 1P
* [000IP 00000oo

00: 00000000000 1PO00000000000 PDN 000000CD IPOO0C00O0OODOOCO O

0od 1P 00000
0000 1P 0000000000000000000 1P 000 () 000

0oon-

1. 0000 reOoo0 O
2. [0 static_ips 0000000

0ooooo e goo-



# [0 1 [0: O "internet" APN QOO0 IP
STATIC IP ID=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipve static ip": "2606:4700:4700::1111"
}
' | jg -r '.data.id")

# 0 2 [0: 0000000 IP OOO
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
@ O
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$STATIC IP ID]
}
3

00000000000 1e:

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
“static ips": [1, 2]
}
}

0000 1PO00 APNs(:

0000000000 1PO0000 1P 00000 APNO



# [] "internet" APN OO0 IP
INTERNET IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1"

}
} | jq -r '.data.id')

# 0 "ims" APN OO0OO IP
IMS IP=$(curl -k -X POST
https://hss.example.com:8443/api/epc/static ip \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn profile id": 6,
"ipv4 static ip": "100.64.2.1"

}
}' | jg -r '.data.id')

# 000 IP 00000
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d "{
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$INTERNET IP, $IMS IP]
¥
3o

0ooo-

« v 09: 0000 APNs 00000 1P
X [J0: 0000 APN (0000 1P

0000 - 00 APN:



# 000000 IP 00000 APNOOOOO
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
“static ips": [1, 2]
}
3

# [0000:
{
"errors": {
"static ips": [
"000000 APN 000 IP 0O00000O0COOOOOOOCO IP 100.64.1.1 (0
internet [] 100.64.1.2 [J[J internet"

]

}
}
Nk
. - 0000
. - 000000
. - 000000

Juo

000C0000D000D0000R0O000000 IMS 0000000000 000 MCC/MNC O00ooooa

AN NENEND

(0= GET /api/roaming/profile

Jooooooo

(s POST /api/roaming/profile



ao-

{
“roaming profile": {
"name": "000000",
"data action if no rules match": "deny",
"ims action if no rules match": "deny",
“roaming rules": T[]
}
}
aoo-

e "allow" -[]J

e “deny" -0
Oooo:
* data action if no rules match - [0 RN

e ims action if no rules match - IMS 0000000
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(= GET /api/roaming/rule
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(s POST /api/roaming/rule

ooo:



{

"roaming rule": {
“name": "[0 AT&T",

"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"
}
}
HliE

* mcc - 00000003 0000

 mnc - J0000002-3 0000
* data _action - "allow" [J "deny" [JOOO

* ims action - "allow" [J "deny" IMS/O0000
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{
"eir rule": {
"name": "[JJ iPhone 6",
"imei regex": "7~35[0-9]{6}0[0-9]1{7}%$",
"action": 1
}
}
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00 API 00000

000 GET /api/status
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curl -k https://hss.example.com:8443/api/status
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"status": "ok"
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config/config.exs  ———

00 ——» OmniHSS 0
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000 +—————— configfruntime.exs |

config/config.exs ([J])

0oo000oo0ooo0o0o0

* (0000000
* API OO0
* (000

config/runtime.exs ([J])
0000000000000000000
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Diameter (0000

[0 PLMN [][]
IMS S-CSCF [J]

000000
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000C0000D000000000 HSS 0000



# config/runtime.exs

config :license client,

# (00000 API [00O000OOCOOO

license server api urls:

["https://license.example.com:8443/api"],

# 0000000
licensee: "[000000",

# 00000
product name: "omnihss"

Oo0oooo0

0o

license server api urls

licensee

product name

0000

* 0000000000 RSSO0
* [0 HTTPS O00000OCO
* [0 URL 00000000

« (00000€€<e0000000

ad

0ooa

ad
URL

0d
N
0ooa

Ooo0
0ooO

0d

["https://10.0.0.1:8443/api"]

"ACME Telecom"

"omnihss"
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Hobo
0000000

# config/runtime.exs

config :hss, Hss.Repo,
# 000000
username: System.get env("DATABASE USERNAME", "root"),
password: System.get env("DATABASE PASSWORD", "password"),
hostname: System.get env("DATABASE HOSTNAME", "localhost"),
database: System.get env("DATABASE NAME", "omnihss"),

# 0000
pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "20")),

# (000000000
timeout: 15 000,

connect timeout: 15 000,

# 0000
show sensitive data on connection error: false

Jooooon
il 00 o0 00
username  SQL 000000 “root” 0000000000
password SQL 00000 "password" OO00000000o0o0

hostname SQL JO000o0oo "localhost” 000000 FQDN [ 1P

database 0oooo ‘omnihss" Oo00o0O00o0Oon

pool_size  [000OO 20 000000010-50 Ooooa
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# config/runtime.exs - 0000

config :hss, Hss.Repo,
username: System.fetch env!("DATABASE USERNAME"), # 00000
password: System.fetch env! ("DATABASE PASSWORD"), # 00000
hostname: System.get env("DATABASE HOSTNAME",
"db.internal.example.com"),
database: System.get env("DATABASE NAME", "omnihss"),

port: String.to integer(System.get env("DATABASE PORT",
"33@6")),

pool size:
String.to integer(System.get env("DATABASE POOL SIZE", "30")),
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/mysql-ca.pem”,
verify: :verify peer



Diameter []

Diameter [J[][[]

# config/runtime.exs

diameter config = %{
service name: :omnitouch hss,

# (000

listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port:

String.to _integer(System.get env("DIAMETER LISTEN PORT", "3868")),

# Diameter [

host: System.get env("DIAMETER HOST", "omnihss"),
realm: System.get env("DIAMETER REALM",
"epc.mncOO01l.mccOO1.3gppnetwork.org"),

# 0000

product name: "OmniHSS",

vendor id: 10415, # 3GPP

supported vendor ids: [5535, 10415],

# 0000
request timeout: 5000,

# 0000
peers: [

# 00000000
]

config :hss, :diameter, diameter config
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Diameter [J[] FQDN gooo

AR :
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000

e [0 HSS J00000000"“omnihss"[]“hss01"[]

(00 000 PLMN 00 Diameter 0000
00“epc.mnc001.mcc001.3gppnetwork.org”[]

* 00000 OO0 {host}.{realm}

[[] Diameter ][]

0o00o0o00o00a



# config/runtime.exs

peer

s: |

# MME 0000

%1

}I

#

o°

{

}

#

host: "mmeOl.epc.mnc00l.mccOOl.3gppnetwork.org",
realm: "epc.mnc00l.mcc@Ol.3gppnetwork.org",

ip: "10.7.25.100",

port: 3868,

transport: :sctp, # [J :tcp

applications: [:s6a]

P-GW (0000

host: "pgw0l.epc.mncOOl.mccO0l.3gppnetwork.org",
realm: "epc.mnc@Ol.mcc001.3gppnetwork.org",

ip: "10.7.25.101",

port: 3868,

transport: :sctp,

applications: [:gx]

I-CSCF 00000

%1

0oooa
ooooa

host: "icscf@l.ims.mnc001l.mccOO1.3gppnetwork.org"”
realm: "ims.mnc@O1l.mcc001.3gppnetwork.org",

ip: "10.7.25.102",

port: 3868,

transport: :tcp,

applications: [:cx]

(€€000 HSS 0000



# config/runtime.exs
diameter config = %{
# ... 0000 ...

peers: [] # [ - 0000000
}

Diameter (10000

OmniHSS OmniHSS OmniHSS

Huooon

ad ad 0o 0d
SCTP [00000COOO 000000000000 0000 Diameter

TCP Oo000000000OO0 + Oo0oOoooa 00 SCTP 000000

Juo

100 PLMN ]

00 PLMN 0000000000

# config/runtime.exs

config :hss, :home plmn, %{
mcc: System.get env("HOME PLMN MCC", "001"), # 000000
mnc: System.get env("HOME PLMN MNC", "001") # 000000

}



HSS (000

000000 HSS 0o000oo

# config/runtime.exs

config :hss,

# 00000000 Ecto (00O
ecto repos: [Hss.Repo],

# MME (OO0 CLROOOCOOOO
send clr on mme change: true,

# 0000000000 Diameter [
stop diameter on database failure: true,

# (000000

license enforced: true,
license module: LicenseClient

HSS (0000
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oo 0o
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# config/runtime.exs

# Diameter [
listen ip: System.get env("DIAMETER LISTEN IP", "0.0.0.0"), # OOO
0

# (00000
# listen ip: "10.7.25.186",

# API [0
config :hss, HssWeb.Api.Endpoint,
http: [
ip: {0, 0, 0, 0}, # (00O
port: 8443
]
# 00000
config :hss, HssWeb.ControlPanel.Endpoint,
http: [
ip: {0, 0, 0, 0}, # QOO0
port: 7443

]

0oooooa



0.0.0.0 0o 1P 127.0.0.1
(COOO) (000192.168.1.10) (COOOm)




IMS (][]

S-CSCF 1000

# config/runtime.exs

config :hss, :ims, %{
scscf: %{

# [0®6®J0: random peer [ :round robin
selection method: :random peer,

# 00 S-CSCF 00000
peers: [

%{
host:
"sip:scscf0l.ims.mnc@O1.mccOO1l.3gppnetwork.org:5060",
capabilities: [] # 000000

host:

"sip:scscf02.ims.mnc@O1.mccOOLl.3gppnetwork.org:5060",
capabilities: []

}

S-CSCF 00

omniHSS =—{000000— D00 00 —OF—= OmnHss omniHSS

0000



ad 0d 0d

:random peer  [J00000O S-CSCF 000000

:round robin  [J000 S-CSCF 00000

IMS (000

0ooiMs oo EPC 000000

# EPC [0
"epc.mncO01.mccOO1.3gppnetwork.org"”

# IMS [0
"ims.mnc001.mccOO1.3gppnetwork.org"”

EIR [][]

0o O00000€ € 0000000000

I NENEND

# config/runtime.exs

config :hss, :eir, %{
# U0000000O0O00C0OO
unknown equipment behaviour: :whitelist
# 000
# :whitelist - Q00000
# :blacklist - 00000
# :greylist - [O0000000OO
# :reject unknown equipment - [O00000000
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A

:whiteli :blac|d¥st : > unknown

00 00 00 00
0000 00ooa 00o0o 0000
ENEN
Nl a0 a0
:whitelist 000000 IMEI - 0000000
:blacklist 000000 IMEI 00000
:greylist 0o00ooo IMEL - 0000
:reject_unknown equipment  [0000000 0oo0

000 000000 swhitelist 000000000 :greylist{d :blacklist OOOOOO0OO



API 000000
AP (1000

# config/config.exs

config :hss, HssWeb.Api.Endpoint,
url: [host: "localhost"],
render _errors: [view: HssWeb.ErrorView, accepts: ~w(json)],
pubsub server: Hss.PubSub,

# HTTPS OO
https: [
port: 8443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

Huooon

# config/config.exs

config :hss, HssWeb.ControlPanel.Endpoint,
url: [host: "localhost"],
render errors: [view: HssWeb.ErrorView, accepts: ~w(html json)],
pubsub server: Hss.PubSub,
live view: [signing salt: "some-secret"],

# HTTPS [0
https: [
port: 7443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"



TLS (000

aooo

7 O\

omnitouch.crt omnitouch.pem

000

* 000 X.509 00

* 00000

* (0000000000

« CN [ SAN 00000000

0oooo

https: [

port: 8443,

cipher suite: :strong,

certfile: System.get env("TLS CERT FILE",
"/etc/ssl/certs/omnihss.crt"),

keyfile: System.get env("TLS KEY FILE",
"/etc/ssl/private/omnihss.key"),

cacertfile: System.get env("TLS CA FILE", "/etc/ssl/certs/ca-
bundle.crt")
]
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joad

000000

1. 00000
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00000000

3. API [0
curl -k https://[hostname]:8443/api/status
4. Diameter [][[]
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# config/runtime.exs - 00000
import Config

#

# (0000
#

config :hss, Hss.Repo,
username: System.fetch env!("DATABASE USERNAME"),
password: System.fetch env!("DATABASE PASSWORD"),
hostname: System.get env("DATABASE HOSTNAME", "db.omnihss.internal'
database: System.get env("DATABASE NAME", "omnihss"),
port: String.to integer(System.get env("DATABASE PORT", "3306")),
pool size: String.to integer(System.get env("DATABASE POOL SIZE", '
timeout: 15 000,
connect timeout: 15 000,
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/mysql-ca.pem",
verify: :verify peer

]

#

# (0000000
#

config :license client,
license server api urls: [System.get env("LICENSE SERVER URL",
"https://license.example.com:8443/api")],
licensee: System.get env("LICENSE ORGANIZATION", "{OOOO"),
product name: "omnihss"

#

# [0 PLMN [0 HSS 0000
#




config :hss,

ecto repos: [Hss.Repo],

home plmn: S%{
mcc: System.get env("HOME PLMN MCC", "001"),
mnc: System.get env("HOME PLMN MNC", "001")

}

send clr on mme change: true,

stop diameter on database failure: true,

license enforced: true,

license module: LicenseClient

#

# Diameter [
#

diameter config = %{
service name: :omnitouch hss,
listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port: String.to integer(System.get env("DIAMETER LISTEN PORT
"3868")),
host: System.get env("DIAMETER HOST", "omnihss01"),
realm: System.get env("DIAMETER REALM",
“epc.mncO01l.mccOO1.3gppnetwork.org"),
product name: "OmniHSS",
vendor id: 10415,
supported vendor ids: [5535, 10415],
request timeout: 5000,
peers: [
%{
host: "mmeOl.epc.mnc@Ol.mccOOl.3gppnetwork.org",
realm: "epc.mnc0O0l.mcc001.3gppnetwork.org",
ip: "10.7.25.100",
port: 3868,
transport: :sctp,
applications: [:s6al

config :hss, :diameter, diameter config

#




# INMS [
#

config :hss, :ims, %{
scscf: %{
selection method: :random peer,
peers: [
%{host: "sip:scscf@l.ims.mnc001l.mccOO1.3gppnetwork.org:5060"},
%{host: "sip:scscf02.ims.mnc001.mccOO1.3gppnetwork.org:5060"}
]

#

# EIR [0
#

config :hss, :eir, %{
unknown equipment behaviour: :whitelist

}

#

# API 00O
#

config :hss, HssWeb.Api.Endpoint,
http: [ip: {0, 0, O, 0}, port: 8443],
https: [
port: 8443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("API HOST", "api.omnihss.internal"), pot
8443]

#

# (0000000
#

config :hss, HssWeb.ControlPanel.Endpoint,



http: [ip: {0, 0, O, 0}, port: 7443],
https: [
port: 7443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss
1,
url: [host: System.get env("CP _HOST", "hss.omnihss.internal"), port
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Protocol: [J[] HTTPS
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0OoC00oobodotoooon0



joad

0000

il
0 o0 0
ID 00000 1D 00
o0 0000 v 0000/ X 0000

IMSI 00000o0o0 — 14-15 000

ICCID SIM[ID  19-20 OO0 "N/A"
EPC [0 (00000000 00000 1D

IMS I (00000000 00000 0 "N/A

ooda 0oooon 00000 0 "N/A"

AN NENEND

JO00C000000OR0000O0

0ooa



D m IMS| ICCID EPC [0 M5 1]

« MCC - 0000003 0000
* MNC - [0000002-3 0000
 TAC - (00000

* [0 1D - 0000000
e eNodeB ID - (][]0
e ECI - E-UTRAN 0000

0o
ooa

* 00000 MME - 00000 MME 000

e (000000 - MME [] Diameter [J[]

* RAT [0 - I00000O00O0E-UTRAN™T LTE[
* 0000000 - 00 Diameter 000000

IMS [][]

0o

e [J00 S-CSCF - 0000 S-CSCF SIP URI

« IMS [0 - SIP URIOOODsip:
« 0000 P-CSCF - (OO0 HSS [ P-CSCF
« 00000 1-CSCF - 000 HSS ] 1-CSCF

0ooa


mailto:+14155551234@ims.example.com

0o0

« PDN (][] - 00000OCO
* (000 - 00 Vol TE 00000

Hoooo
00 000 PDN I IMS 000 000
000 0000 MME 0000 000000 00 VoLTE 00
0oooooo

* (00 000000000 MME

0000 00000 MME (00000000
PDN [0 PDN 0000 > O
IMS (J000 000 S-CSCF 00
0000 DOoooC > o

auoa
00000 1 0 0000000000000

0oooo

* [O0O000OOoOOOOo0a
* 0000000
* 000000

auoa
1. 000000

o (00000000



o (U00U0C000OO0O
o [0 IMS 0000

2. (000

o (0000000

o (U0oiotObbooootoooa
o Q00ooO

o (0000000

3. (000

o (0000000
o [0 PDN 0000
o (000 VolTE [0

Diameter []]

URL: https://[hostname]:7443/diameter

Diameter [JJ0000 Diameter 0000000000

joad

Diameter [][]




il

[ [0 {
L0 Diameter [JJ000 FQDN

00 Diameter [][] a0

IP:00 0000 IP 00000
00 0000 TCP [] SCTP
a0 o0 god / 0oo
HooO
mm
m [ PDN [ IMS O] [0
om 0000 MME oo O [0 VoLTE [
HOOOooon
JOOO000O000O000O
o000

(000 - 0 HSS 00000
* (000 - 0000000
e [0 1D - [J{J[] Diameter [][]

0o 1D 000

e 16777251 - S6a (MME)



16777238 - Gx (P-GW)
16777216 - Cx (I-CSCF, S-CSCF)
16777217 - Sh (OJO0O0OO)
16777236 - Rx (P-CSCF)
16777252 - S13 (EIR 00000000O0)



Hooood

‘ OmniHSS Diameter Peer

Iy [HSS Oo000000]

CER (0000OO)

CEA (DO000D)

0oooon

[00000C0000]

CER

CEA

000000

Iy [0o00]

DWR (D000000)

DWA (0000000)

ey [0ooa!

DWR

000 - 000000

0ooood

OmniHSS Diameter Peer




jooo

Diameter 000 1 0 00000

Hoo
1. 00000

° JO000000O0OO
o (00000000
o 000000

2. (000

o (0000000

o J00000OTCP [0 SCTPO
o 0000 1D 000000

o (0000000000

3. 0000

o (00000000
o J0000o0
o (00000000

joad

0oooooa
0000

1. 000000

2. 0000000000
3. 0000000

4. Diameter (0000

5. (00000000 TLs[
noooood



1. 0000000 ping [peer-ip]

2. 00000000 telnet [peer-ip] 3868
3. 0000000

4. 00 HSS 0000000

5. 00000 Diameter [J] HSS [

0o0oooooa
noooa

1. 00000
2. 00000000

3. 000000
4. Diameter 0000

poooood

1. 000000

2. J000000000oa
3. (000000a

4. 1000000 10 0ooo

Juo

URL: https://[hostname]:7443/application

Jo00o0od0obOtOo0oon

il

* (000 - Erlang VM 0000000
* 0000 - 00000200

* 000000 - OmniHSS 00000

» Erlang VM [0 - 0000000



jooo

Diameter [ ‘
f - L-_“
,fff \
¥ oy
] oo L 0000
f __Hx:_—___h_hh_“-——_ L
L h 9
0oo oa ‘ P00 od ‘ ao \ OO0000
ao0o
1. 0000

o 000000000
o (00000oOODOoOOO
o (0000000

2. 000

o 0000000
° 0000000000
o (000000000

3. 0000

o 000000

o [JO000000
o [0 Erlang VM ]



JUo

URL: https://[hostname]:7443/configuration

000000 OmniHSS 000000000

il

* (000 - fO00Oo0a
* 0000 - DO000O
* (000 - DO00Oo0

joad

T
7~ N /' \ /" O\
El El E El El

/N
Bl BN BN B

joad

1. 0000

o [J0 runtime.exs JO000000
o J000000OoO
o [J0 Diameter 0000

2. (0000

o 00000O
o JU0odotOooOO
o (00000000

3. 00

o JU000OoOoOOO



o (00000000
00000 HotOoHOototobdotootobdotooooo0a

HoOon
00000

I
_

0o

—

Oo0Of0odoobotooooooa

NN

I

< Ctrl+R / F5 - [I00000CO00000COOOO
e Ctri+F - 000000
« Ctrl+T - (0000000000000



joodo
O000000000000000000000000000000
ooonn

* [0 100000000000
* [0 20Diameter 000000000
* [0 300000000000

0o00o0o00o0a

joodo
N0000000000000000000€€€000000000000000000000

000000 1920x1080 00000000000

AR
0000

1. 0000

o (00000000
o QU0000oOoOOo0a
o [0 biameter [0 - 000OCOOOOC

2. 000

o J00000000CDOCO0
o (0000000
o [0 Diameter 000000000

3. 0000

o (0000Oo0



° J00000000000O
° (00000



Jooooood

OmniHSS Diameter Peer

re OmniCore  OmniCall  OmniBRAN  OmniCharge

CER (000000

CEA (D0DOOm

O0oooa

[00D0O000000]

CER

000000

loop (00001

DWR (0000000)

DWA (0000000)

alt (0000]

DWR

(000 - 000000

O0oooo

OmniHSS Diameter Peer



jooo

Oo00o0oo0o0oon

0
0000 Diameter [
adoc
Oo0do

0ooo

0o

100

> 80%

> 5%

> 80% [0

0d

2+ (000000

> 90%

> 10%

> 95% [0



OmniHSS

il

Juod

OmniHSS J00000000000C000000C0O00000C0O00000EO00000C0000000000a



joad

APN

APHN Qot

EIR

PN

Lo
00

Oo00o0o00o0oo0a

bigint
boolean
boolean
string

map

MISISOHN

¥ ¥ ¥
2 Cii e
SUBSCRIBER
id PK
enabled
ims_enabled
imsi UK | 14-15000

custom_attributes

oo

k




ad

id

enabled

ims enabled

imsi

custom attributes

sim id

key set id

epc profile id

ims profile id

roaming profile id

subscriber state id

NNk

* 00000000000 IMSI

0d

bigint

boolean

boolean

string

map

bigint

bigint

bigint

bigint

bigint

bigint

ad
gd
0ooood
IMS 0000
0ooooooo
O000@ @ €00
0ooo siM
0oooooa
0000 EPC 0000
000o IMS 0000
0ooo0ooooO

Oo0ooood

* IMSI 00 14-15 J00000000000C000
* 000000000 MSISDNOOO000

* 0000000000000

 enabled 0OO000000COO IMSO
* ims enabled 00000 IMS 00

SIM

SIM 000000000 siM 00

ad

0ot

{: true

{f: true

14-15 000000

0o

ad

od

ad

ad

gd

aooo



0o-

a0 0o 0d 0ooo
iccid string 0oooo 1D il
sim vendor string SIM 000 0o
batch name string dood 0
is esim boolean [O0SIMO0 OO
pinl, pin2 string PIN [ 0
pukl, puk2 string PUK [ g
adml - adml®@  string 0oon Hodn
kic, kid binary OTA 000 Hoad

ao-

« ICCID OO0 SIM [

00 SIM 000000000000
PIN/PUK 0000000 SIM 00
ADM (00000 sIM 0o

KIC/KID 00 SIM OTAOO000000



i

OO000000oO0O000O0
KEY SET

bigint id PK
binary | ki 128 [
binary | opc 128
binary | op 128 [
binary | amf 16 []
bigint sgn 48 [0
string | authentication_algorithm

Nk

OoC




0d

ki

opc

op

amf

sgn

authentication _algorithm

ota counter

NNk

* J000000000000O
Ki 00 SIM 000000

SQON 0000000000
Milenage 0000000000

Oooooo:

0d

binary

binary

binary

binary

bigint

string

bigint

00oo opC [ OP OO0OPC (00 OP 000

0d

0o

Oo00o0o00o0

0o00o0oooo
OPC[]

Ooooooon

Oo0oooo0

0ooa

OTA (0000

0d

128 016 000

128 []

128 []

16 002 000

48 []

000

“milenage"

ad



K

0000
XRES
00
\ -
~ 00

Milenage

7”” -

MSISDN 00000000

MSISDN



KEY SET
bigint | id PK
binary | ki 128 ]
binary | opc 128 ]
binary | op 128 ]
binary | amf 16 ]
bigint | sqn 48 00
string authentication_algorithm

[%:
SUBSCRIBER

0o-

0d 0o 0o od

msisdn string 000 ISDN[O0 1-15 0000OE.164 00

HNE

* MSISDN 0000000000

* 00 MSISDN 00000000

* [0 MSISDN (0000000000

- 00: 0000 + 00000000"+1 415-555-1234" (000 "14155551234"[]

] MSISDN [J[:



a0
IMSI: 001001123456789

— TN

MSISDN: 14155551001 MSISDN: 14155551002 MSISDN: 14155551003
000 0000 0ooo

AR
EPC (0000

EPC [[00000 LTE OO00O0O0O0



Qoo

OPC
0000

RAND
i

XRES

,f’fr*

AMF
i

SQN
oo

0o-

kL

Milenage

0o

KASME

x\ﬁ“a—p

AUTN
oo

CK/IK
IMS 0]




0o 0d 0d 0d

: aood
name string [0
1l
ue ambr dl kbps integer EEDD Kbps
ue ambr ul kbps integer . Kbps
1l
network access mode string aoao DDE' aRit
00a
: . : TAU ]
tracking area update interval seconds integer 0

Oooooo:

0: 2: +
0ad 1: 00 a0 + 0o
o0 00 + 00

AMBRJIO000OO:



APN 1: 00
0000 UE-AMBR

UE-AMBR APN 2: IMS
0ooog 0000 UE-AMBR

APN 3: MMS
0000 UE-AMBR

IMS (000

IMS [0000000/0000000

00
IM5I: 001001123456789

MSISDN: 14155551001 MSISDN: 14155551002 MSISDN: 14155551003
oo 0000 000
ao:
ad a0 ao ao
name string 000000 0d

ifc template text 000000 XML OO O0oo XML

IFC 0000



IFC OO

/\

_— m—
El E B E =

ooo:

IFCOOD0000000 IMS 000000
Oo0oo0oOoon
0o00o0o00o0

0 IMS 0000000 S-CSCF

APN (00
APN [0000000000000000

APN_PROFILE

bigint | id PK

string | name | UK
oc I]/ \D[ ooc

0oon-

APN [0



000000

—~ T
,f"’f 'R_H
; // R\“u.
v v
0: 2: +
a0 1m0 00 + 00
i 00 + 00
a0 to a0 a0
apn string APN [ ‘internet", "ims", "mms"
ip version string IPOO00 (OO0
IP J000:
ipva: [] IPva ipv6: [ IPv6 ipv4v6|::|[I|Pv4v6 ipv4_or_ip\D/§|:]|£|Pv4 0 IPv6e

APN QoS []100



UE-AMBR
00000

QoS [J[:

0d

gci

allocation retention priority

apn_ambr dl kbps

apn_ambr ul kbps

pre emption capability

pre _emption vulnerability

QCI []:

APN 1: [I[I]

0000 UE-AMBR

APN 2: IMS
0000 UE-AMBR

APN 3: MMS
0000 UE-AMBR

od

QoS 0000

ARP 000

APN (000

APN 1000

0o0oo0

0ooon

od

1-9

1-15

0+

0+

true/false

true/false

0ooo

QCI 900ono

80000000

gd

0d

false

true



/‘\

QCl 1-4 QCI 5-9
0oooo aoo

<N\
e o e s e

Huooo

OO00C0oOOD0OoOO0NOo0Oa

ROAMING_PROFILE

bigint | id PK
string | name UK
string | data_action_if_no_rules_match 00000

string | ims_action_if no_rules match doodo




oooo-

IFC [0
T L
oomn 0 XML
T . 'l' ki . k I
¥
{{imsi}} {{msisdns})} {{mech) {{mnc}} 00 5-CSCF
[0 IMsil 00000 moo | | Odooo
K2R 20F

N\
EN

/" O\

0o 0o 0o00=00000 Oo00=00000




Hond
0000

Ho00000000R0a
APN_PROFILE
. bigint | id PK |
string | name | UK l
APMN_IDENTIFIER APN_QOS5_PROFILE JOIN_EPC_APN
aoo=
aoo=

e last seen mcc, last seen mnc - 0000
e last seen tac - 000000

e last seen cell id -[JID

* last seen enodeb id - eNodeB ID

* last seen eci - E-UTRAN 0000

0oon-

* last seen mme - 000000 MME
* last seen realm - MME [JO00
e last seen rat type - IOOOOOLTENSG OO

IMS []:

e assigned scscf - 000000 S-CSCF

e ims public identity - SIP URIOOOO
Sip: 0

e sh repository data - [ IMS 00000

HNE

0

PDMN_SESSION


mailto:+14155551234@ims.example.com

e last seen at - Q000000000
e 00 last_*_at 000000000

PDN [][]

PDN (0000000000000

PDN_SESSION
bigint id PK
string pgw_session _id

integer rat_type

string ip_address

string assigned_pgw_host
boolean emergency
boolean roaming

datetime | created at

ac

PDN J00000:



Gx CCR-I

Gx CCA-I (O

Gx CCR-U Gx CCA-U Gx CCR-T

U [TerminatingJ
0odo

Gx CCA-T
®

LTE [[]

LTE 00000000 VoL TE O0/O00Od

IP OO0
_— T
- ""ff-ff g h by R -
f ¥ L i
{ ' _ o
ipv4: [] IPv4 ipv6: [ IPV6 IPUWEE[: Puave 'pw-m—'pf;ﬁ;ﬂ Hipve

pooo:



0: 0000 1: 0000 2: 0000
ao0 0o + 00 Bl
VoLTE [][][](]:
‘ oo I ‘ P-CSCF I ‘ OmniHSS I P-GW
SIP 0
Rx AAR (O0O00O)
00 LTE 0000
Rx AAA (O0O0O)
Gx RAR (0O0O00O)
Gx RAA
o0oooo
SIP 200 OK

w

e e | [




Juoaa

Huoooo
joad

Oo0OC0o00oNOCOo0Oon

Qcl




Hooood

ROAMING_PROFILE
bigint | id PK
string | name UK
string | data_action_if no _rules match {oood
string | ims_action if no rules match o000
JOIN_ROAM_RULE SUBSCRIBER

0

ad

.

ROAMING_RULE




AR
00000000



oooooa

[Create_PrerequisitesJ

O0000000
ENEN
00 EPC 0OO0000 APNO
00 IMS 00000000 Create_Subscriber]
O00000000000
0o siMO000

enabled=false

enabled=true Disabled

[0 enabled=true []] enabled=false

NENENEN a000o aoo
@
IMS OO IMS O

[ IMS_Registered

VoLTE (OO0 0000

In_Call



Hooood
°

0o

[ No_Sessions ]

0o0oo0 - booooo

[ PDN_Active]

VoLTE (000

PDN (00000
0ooao

PDN_And_Call

0o0oo0 - booooo

{Multiple_Calls}

VoLTE 000

PDN OO0 + LTE (0
0ooa




Hobo
000000

aod

O0oooa

[

O

0

O000an
MCC: 310, MNC: 410

0ooo?

O0aa

;

O0oooo

/

O000=00000

I

O000=00000




Hooooo

S6a ULR ]

00 EPC 0000
+ APN 0000

000000
UOOMME 1

S6a ULA [I[]



IMS (000

Cx SAR [0

0o IMS 0000
+ MSISDN

00 S-CSCF
00/00

0o IFC 00
0oo

Cx SAA [



Hooood

PDN_SESSION
bigint id PK
string pgw_session_id
integer rat_type
string ip_address
string assigned_pgw_host
boolean emergency
£ boolean roaming
jo.
yd datetime | created_at
/f/ Y
::!;/ m
i 1
+ +
SUBSCRIBER_STATE APN_PROFILE

Juoddo

OmniHSS J0000C000000C000000C000000

I

Jo0o0ooood

0d ad

~

LTE_CALL



00: Séa AR - 000000000000

Jo0o0ooood

T

Gx CCR-

Gx CCA-I (O0)

Gx CCR-U Gx CCA-U ' Gx CCR-T

]

Modified {oood

[ Terminating

Gx CCA-T

0= S6a ULR - 00000 EPC 000000



0oooommsS [0

/-
B
\m

00: Cx SAR - [J0 IMS 00000000000




Galera

Juoad

OmniHSS [0 Elixir 00000 Ecto O0000C0000ECto OOO0OOCOOOO0OCOO000OCOO0000CO
MariaDB [] Galera J0000000000CO000O

00000C000000C000000C0000000000 omnitouch JO00 (ONS) O00000CO000000
Oo000o00o0ooo0oa

MariaDB [] Galera

000 0ooa

MariaDB 10.6+ Galera [J000000



Hooooon

OoOf0odOobotooOoon

* [000000000000000a
* HSS 000000000

* 0000000000
* J000000Od

00 ONS (0000000000

* [O0000O0OOOOO0G
* [0000000O0OOO

* JO000000000OO

* JO0000OCO00OOO

il

00000 MariaDB Galera (0000000 OmniHSS O000000000Galera OO0O0000CCO0
0 HSS 00000000000DO000000o00Ooa

joad

+ [O00DO00OOOODOOOOO
Oo000000OCOoOOOn
Oo000O00OOOoOOoU0o0oo00
Jo00o0oOU0oiOtOo0Oon
Oo00o0o00o0oooa



Galera (][]

VNN
OmniHSS 00 0o 1 (O0m m2 i3
[0 _
hi
«
(10 _
[0 .
e
«
(0010
il
R i e LT P
oo
OmniHSS 0 o1 () m?2 3

0000 (WSREP)

Oo00o0o00o00on

1. f00000D00000D000O SsQL

2. J0000000CO0oO oo™

3. (J000000000Ooo000

4. J000000OODOODODO00O

5. (I00C000O000OCODO00000O



Hooood

0d ad 0d

IST (00) 0000 (0OO0000000COooO

SST () 0000 O0000O0OCOO000OCOODO00O

OmniHSS [0 rsync [0 SST[

wsrep sst method=rsync



Ho0n
00000

MariaDB
Galera

MariaDB
Galera

MariaDB
Galera




jooo

0 0 1
3306 TCP MySQL 00000
4567 TCP/UDP  Galera [0
4568 TCP 000000 (1ST)
4444 TCP 000000 (SST)

0oooo
# [] Galera 00O

ufw
tcp
ufw
ufw
tcp
ufw

allow from <node2 ip> to

allow from <node2 ip> to
allow from <node3 ip> to

allow from <node3 ip> to

1

Ansible []]

000000 group_vars 000 Galeraf]

any port 3306,4567,4568,4444 proto

any port 4567 proto udp
any port 3306,4567,4568,4444 proto

any port 4567 proto udp



omnihss:
database host: "localhost"
database username: "hss"
database password: "secure password"

mysql:
replication mode: "galera" # [I[] Galera
bootstrap host: "hssOl1" # 000000000
run_bootstrap: false # 0000000000 true
reinstall: false # 000 true 00000 MariaDB

Galera [J[[[]

Galera 0000 /etc/mysql/my.cnf[]



[mysqld]
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pkill rsync
systemctl restart mysql

Grastate [[[]
J00OMariaDB 000000 grastate OO0
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# 0000 grastate
rm /var/lib/mysql/grastate.dat

# N00000O0000000CO sSsTO
systemctl start mysql
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000000000 wsrep_local send queue
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SHOW STATUS LIKE 'wsrep local send queue%';
SHOW STATUS LIKE 'wsrep flow control%';
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apn_qos_profile.pre_emption_capability

apn_qos_profile.pre_emption_vulnerability
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config :diameter ex,
diameter host: "hss",
diameter realm: "example.com",
diameter service name: "OmniHSS"
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Diameter [0

[info] Diameter peer connected: mme@l.epc.example.com
[warn] Diameter peer disconnected: pgwOl.epc.example.com
[error] Diameter peer connection failed: timeout

noooo:

[info] Database connection established
[error] Database connection lost: timeout
[error] Database query failed: deadlock detected

0ooo-



[info] Authentication successful: IMSI 001001123456789
[warn] Authentication failed: IMSI 001001123456789, invalid vector
[error] Roaming denied: IMSI 001001123456789, MCC 310 MNC 410
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API [0 GET /api/status

curl -k https://hss.example.com:8443/api/status

oooo:

{"status": "ok"}

HTTP [J[J: 200 OK
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Nagios/Icinga [

#!/bin/bash
# check omnihss.sh

API URL="https://hss.example.com:8443/api/status”

response=$(curl -k -s -o /dev/null -w "%{http code}" "$API URL" --
max-time 5)

if [ "$response" = "200" ]; then
echo "OK - OmniHSS API responding"
exit 0
else
echo "CRITICAL - OmniHSS API not responding (HTTP $response)”
exit 2
fi
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# 0000 MSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551001"}}"'

# 00000 MSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551002"}}'
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<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>

<PublicIdentity>
<Identity>sip:+14155551001@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551001</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>sip:+14155551002@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551002</Identity>
</PublicIdentity>

</ServiceProfile>
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SIP INVITE [J[][]

INVITE sip:+15105551234@ims.example.com SIP/2.0

From: "+14155551002" <sip:+14155551002@ims.example.com>;tag=123
To: <sip:+15105551234@ims.example.com>

P-Asserted-Identity: <sip:+14155551002@ims.example.com>

From [J P-Asserted-Identity 000000000000OOO
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# 1. 00 SIM 00000 IMSIO
SIM ID=$(curl -k -X POST https://hss.example.com:8443/api/sim \

-d '{"sim": {"iccid": "8991101200003204510", "is esim": false}}'
\

| jg -r '.data.id")

# 2. [0 IMSI 1 (J0000COCOCO
KEYSET1=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "0123456789ABCDEF...", "opc":
"FEDCBA9876..."}}"' \

| jq -r '.data.id')

# 3. 0000 1000 IMSI[
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"001001111111111\",
\"sim id\": $SIM ID,
\"key set id\": $KEYSETI1,
\"epc profile id\": 1
I3

# 4. [ IMSI 2 000000000000
KEYSET2=$(curl -k -X POST https://hss.example.com:8443/api/key set
\

-d '{"key set": {"ki": "1111111111111111...", "opc":
"2222222222..."}}" \

| jq -r '.data.id')

# 5. 0000 2000 IMSI[
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {
\"imsi\": \"310410222222222\",
\"sim id\": $SIM ID,
\"key set id\": $KEYSET2,
\"epc profile id\": 2
I3
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0o 0o add

10,000 - 1,000,000
ue _ambr dl kbps .

N Kbps
0
ue ambr ul kbps o 5,000 - 500,000 Kbps

000 "packet_only" []
network access mode

[ "packet_and_circuit"
. . TAU
tracking area update interval seconds 0 54 00000

00 EPC (000

curl -k -X POST https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
-d '{
"apn profiles": [],
"name": "Premium 100Mbps",
"network access mode": "packet only",
"tracking area update interval seconds": 600,
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000

00 EPC (00000
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e [J: 10 Mbps (10,000 Kbps)
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00 IMS 000

curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{
"ims profile": {
“name": "Standard VoLTE",
"ifc template": "<InitialFilterCriteria>...
</InitialFilterCriteria>"
}
}

IFC (000

<ServiceProfile>
<PublicIdentity>
<Identity>sip:
{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>
<InitialFilterCriteria>
<Priority>0</Priority>
<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>INVITE</Method>
</SPT>
</TriggerPoint>
<ApplicationServer>
<ServerName>sip:as.ims.example.com</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>
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# 1. (00 APN 000
APN ID=$%$(curl -k -X POST

https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{"apn": "internet", "ip version": "ipv4v6"}' \
| jg -r '.response.id"')

# 2. [0 APN QoS (00O
Q0S ID=$(curl -k -X POST
https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"name": "Best Effort",
"allocation retention priority": 8,
"apn_ambr dl kbps": 50000,
"apn ambr ul kbps": 25000,
"pre emption capability": false,
"pre emption vulnerability": true,
"gci": 9
}'"' | jqg -r '.response.id"')

# 3. [0 APN (J000O
curl -k -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
L
\"apn identifier id\": $APN 1ID,
\"apn_qos profile id\": $Q0S 1ID,
\"name\": \"Internet APN\"
3
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# 000000000 EPC O IMS (00O
curl -k -X POST https://hss.example.com:8443/api/subscriber \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc profile id": 1,
"ims profile id": 1,
“roaming profile id": 1
}
}

# 00000000
curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \

-H "Content-Type: application/json" \
-d '{
"subscriber": {
"epc_profile id": 2
¥
}
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* mcc - 00000003 0000

* mnc - J00000@€€2-3 0000

e data action - "allow" [] "deny"

* ims action - "allow" [] "deny"
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* name - [0

e data action if no _rules match - "allow" [] "deny"

e ims action if no rules match - "allow" [] "deny"
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# 0000000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
-d '{
"roaming profile": {
"name": "Allow All",

"data action if no rules match": "allow",
"ims action if no rules match": "allow",
"roaming rules": []
}
}

Huoooo

# 0000000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \

-d '{
“roaming profile": {
“name": "No Roaming",
"data action if no rules match": "deny",
"ims action if no rules match": "deny",

"roaming rules": []
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# 00 AT&T OO0
RULE1=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "Allow AT&T",

"mcc": "310",
"mnc": "410",
"data action": "allow",
"ims action": "allow"
¥
}' | jq -r '.response.id')

# [0 Verizon [0

RULE2=$(curl -k -X POST

https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \

-d '{
"roaming rule": {
"name": "Allow Verizon",
"mcc": "311",
"mnc": "480",
"data action": "allow",
"ims action": "allow"
}
}' | jg -r '.response.id"')

# (0000000000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
@ T
\"roaming profile\": {
\"name\": \"US Carriers Only\",
\"data action if no rules match\": \"deny\",
\"ims action if no rules match\": \"deny\",
\"roaming rules\": [$RULE1l, $RULE2]
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# 000000000 IMS OOOo
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \

-H "Content-Type: application/json" \
-d '{
"roaming rule": {
"name": "Data Only - T-Mobile",

"mcc": "310",

“mnc": "260",

"data action": "allow",
"ims action": "deny"
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# (0000000000
RULE=$(curl -k -X POST
https://hss.example.com:8443/api/roaming/rule \

-H "Content-Type: application/json" \

-d '{
"roaming rule": {
"name": "Block Expensive Network",
"mcc": "206",
"mnc": "O1",
"data action": "deny",
"ims action": "deny"
}
}' | jg -r '.response.id"')

# 00000000
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \

-H "Content-Type: application/json" \
@ O
\"roaming profile\": {
\"name\": \"Block Expensive Networks\",
\"data action if no rules match\": \"allow\",
\"ims action if no rules match\": \"allow\",
\"roaming rules\": [$RULE]

Houoon
00 1000000

OoOf0odOobotooOoon



Roaming Rules
MCC/MNC specific

Default Data Action

Roaming Profile e ———
g if no match

Default IMS Action
if no match

0o

* 0000000
* 00000000 MCC O0031003110312(0313[]314(1315[]316(]

00 200000000

Oo00o0bdOobotooooG



Partner twork Nonartner

Allow Deny

0o

* (000000
* [0000O0000000CO0O MCC/MNC

00 3000000000R000

00000000D000000000 Wik 0000000

O\
R

Allow Data Deny IMS

0o



e [JUdata action: "allow"[]ims action: "deny"

00 40000000
O0000000000000000

000 000000000 MME/OO00000OmMNiHSS 000000000000

MCC/MNC (][]

JoddoooMcCC

MCC [0 0]

310-316 [][] AT&T, Verizon, T-Mobile []
302 000  Rogers, Bell, Telus

234-235 [0 Vodafone, 02, EE

262 00 Deutsche Telekom, Vodafone
208 00 Orange, SFR, Bouygues
222 000  TIM, Vodafone, Wind

214 000  Movistar, Vodafone
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[info] Roaming check: IMSI 001001123456789, Visited PLMN 310-410
[info] Roaming rule matched: "Allow AT&T"
[info] Data action: allow, IMS action: allow
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curl -k https://hss.example.com:8443/api/subscriber/imsi/[IMSI]
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curl -k https://hss.example.com:8443/api/key set/[KEY SET ID]
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curl -k -X PUT https://hss.example.com:8443/api/subscriber/[ID]

\
-H "Content-Type: application/json" \
-d '{"subscriber": {"enabled": true}}"’
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curl -k
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# 0000 PostgreSQL
psql -h [DB HOST] -U [DB USER] -d [DB NAME]
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mysql -h [DB HOST] -u [DB USER] -p [DB NAME]
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curl -k -X POST https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
“roaming rule": {
"name": "000000"

"mcc": "310",

"mnc": "410",

"data action": "allow",
"ims action": "allow"
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o JOO000000COC0
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o J00000000C000000C0@ €

API 00

0oooooa

curl -k https://hss.example.com:8443/api/status

0000



# [ IMSI

curl -k
https://hss.example.com:8443/api/subscriber/imsi/001001123456789
# [] MSISDN

curl -k
https://hss.example.com:8443/api/subscriber/msisdn/14155551234
# [ ID

curl -k https://hss.example.com:8443/api/subscriber/1

0oooood

curl -k https://hss.example.com:8443/api/subscriber

0ooooooon

# EPC 00O
curl -k https://hss.example.com:8443/api/epc/profile/1

# IMS 000
curl -k https://hss.example.com:8443/api/ims/profile/1

# 100000
curl -k https://hss.example.com:8443/api/roaming/profile/1

Huooon

[0 Diameter (00000

telnet [PEER IP] 3868

00 TLS 000

openssl s client -connect [hostname]:8443 -showcerts



0ooooooon

# PostgreSqQL
psql -h [DB HOST] -U [DB USER] -d [DB NAME] -c "SELECT COUNT(*)
FROM subscriber;™"

# MySQL
mysql -h [DB HOST] -u [DB USER] -p -e "SELECT COUNT(*) FROM
subscriber;" [DB NAME]

joad
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grep "001001123456789" /var/log/omnihss/omnihss.log

O00© € €000

grep "authentication.*fail" /var/log/omnihss/omnihss.log

00 Diameter (00000

grep "Diameter peer" /var/log/omnihss/omnihss. log

0ooooood

grep -i "database.*error" /var/log/omnihss/omnihss.log
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POST /your-webhook-endpoint HTTP/1.1

Host: your-server.com

Content-Type: application/json

X-0mniHSS-Event: update location request
X-0mniHSS-Event-ID: 550e8400-e29b-41d4-a716-446655440000
X-0mniHSS-Timestamp: 2025-01-15T14:30:00Z

"event": "update location request",
"event id": "550e8400-e29b-41d4-a716-446655440000",
"timestamp": "2025-01-15T14:30:00Z",
"subscriber": {
"id": 1234,
"imsi": "001001123456789",
"enabled": true,
"ims enabled": true,
"msisdns": [
{"id": 1, "msisdn": "14155551001"},
{"id": 2, "msisdn": "14155551002"}
1,
"sim": {
"id": 5678,
"iccid": "8991101200003204510",
"is esim": false
},
"key set": {
"id": 100,
"amf": "8000"
},
"epc_profile": {
"id": 1,
“name": "Premium 100Mbps",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000
},
"ims profile": {
"id": 1,
"name": "Standard VoLTE"
},
"roaming profile": {
"id": 1,
"name": "International Roaming Allowed"

}



"subscriber state": {
"“mme _host": "mme-01.example.com",
“mme _realm": "epc.mnc00l.mccOO1l.3gppnetwork.org",
"visited plmn": "001001",
"last update": "2025-01-15T14:30:00Z"

H
“custom attributes": {
"account type": "premium",
"billing plan”: "unlimited"
}
I

"event context": {
"visited plmn": "310410",
"mme _host": "mme-roaming.example.com",
"location update type": "initial attach"

}

joad

1l 1l 0o
event string 0000000 update location request[]
event id string [] webhook [JJ00] UUID
timestamp string 000000 1s0 8601 [0
subscriber object [JI0000000000 GET /api/subscriber/:id (00

event context object [O00000000000

O00000
event_context J00000€<€00000

[0 update_location_request[]



"visited plmn": "310410",

“mme host": "mme-roaming.example.com",
"mme realm": "epc.mnc410.mcc310.3gppnetwork.org",
"location update type": "initial attach"

00 imsi_switch([]

{
"previous imsi": "0010601111111111",
"new imsi": "310410222222222",
"sim id": 5678,
"previous mme host": "mme-home.example.com",
“new mme host": "mme-roaming.example.com"
}

00 ims_registration[]

{

"scscf host": "scscf-01l.ims.example.com",
"public identities": [

"sip:001001123456789@ims.mncOO1.mccO001.3gppnetwork.

"sip:+14155551001@ims.example.com",
"tel:+14155551001"

org -,
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curl -k -X POST https://hss.example.com:8443/api/webhook \
-H "Content-Type: application/json" \

-d '{
"webhook": {

"url": "https://your-server.com/omnihss-webhook",
"events": [

"update location request",
"ims registration",
"imsi switch"

1,

"enabled": true,

"description”: "000000 webhook"

}
}
aoa
{
"data": {
"id": 1,
"url": "https://your-server.com/omnihss-webhook",
"events": [
"update location request",
"ims registration",
"imsi switch"
1,
“enabled": true,
“description”: "OOOOOO webhook",
“created at": "2025-01-15T14:00:00Z"
}
}

[0 Webhooks

curl -k https://hss.example.com:8443/api/webhook

(] Webhook



curl -k -X PUT https://hss.example.com:8443/api/webhook/1 \
-H "Content-Type: application/json" \
-d '{
"webhook": {
"enabled": false

}
} 1

(] Webhook

curl -k -X DELETE https://hss.example.com:8443/api/webhook/1

Webhook 1]

00 webhook 00000

1. 00 POST 000000 Content-Type: application/json
2.0000-05 0000 HTTP 200-299

3. 0000 - DOOD000OO

4. 0 HTTPS - [IN0000O TLS/SSL 00000

5. 0000 - 000000 OmniHSSOOO0000

00 Webhook [[[J[J[[[INode.js/Express[]]



const express = require('express');
const app = express();

app.post('/omnihss-webhook', express.json(), (req, res) => {
const { event, subscriber, event context } = req.body;

console.log( Received event: ${event} );
console.log( Subscriber IMSI: ${subscriber.imsi} );

// 0000000
// ... 000000000 - - -

// 000000000
res.status(200).json({ received: true });

// 0000000000
processWebhook(req.body).catch(console.error);

});

async function processWebhook(payload) {

// 00000000
// 000000000000000
}

app.listen(3000);
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Attach to Network (Roaming)

update_location_request
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Check roaming rates for PLMN 310410
$0.05/MB rate

Start roaming session
Enable roaming charges

200 OK
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// Webhook [000000COOCOCOC
app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'update location request') {
await analytics.track({
event: 'subscriber location update’,
imsi: subscriber.imsi,
visited plmn: event context.visited plmn,
timestamp: req.body.timestamp,
profile: subscriber.epc profile.name
})s
}

res.status(200).send();
1)
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00 MME (00000
0ooooooon
0ooood

IMS 00000

3. (000000

0o0000000o0ODOo0OO

Device OmniHSS Webhook Handler Billing System

Attach to Network (Roaming)

update_location_request
{visited_plmn: 310410}

Check roaming rates for PLMN 310410

£0.05/MEB rate

Start roaming session
Enable reaming charges
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o 0000 A 000
° 30 0000 B 0DO00OOCOOOO
o (i0000o0ODOO0OO0O
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o [0 SIM 00000 IMSI OO
° (00 SIM 000000000 IMSHOO
° (0000 SIM 0000 IMSIgn0oooa

3. (000000

° Ji00000ODO00O00000000
° [0000000O00OOOO0O

0oooo



@app.route('/omnihss-webhook', methods=['POST'])
def webhook handler():

data = request.json

subscriber = data['subscriber']

event context = data.get('event context', {})

if data['event'] == 'update location request':
visited plmn = event context.get('visited plmn')

# 10000000
if visited plmn in BLOCKED PLMNS:
disable subscriber(subscriber['imsi'])
alert security team(subscriber, 'Roaming to blocked

PLMN')
# 0000000
if is impossible travel(subscriber['imsi'], visited plmn):
flag for review(subscriber['imsi'])
alert fraud team(subscriber, 'Impossible travel
detected')

return jsonify({'status': 'ok'}), 200

4. (0000
O000000000000000000

000 00000000 VoLTE 00000 IMS



app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber } = req.body;

if (event === 'ims registration' && !subscriber.ims enabled) {

// 00 IMS 00 - 0000 IMS
await omnihss.updateSubscriber(subscriber.id, {

ims enabled: true,
custom attributes: {
...subscriber.custom attributes,
volte activated at: new Date().toISOString()

}
)
// 00 CRM

await crm.updateCustomer(subscriber.imsi, {
features: ['volte']

)

res.status(200).send();
})s

5. (000
O000000000000000

000 0000o000Oo0a

Customer Device OmniHSS Webhook SMS Gateway

Attach in foreign country

update_location_request
(visited_plmn: foreign)

Send welcome SMS
"Welcome to Country X!
Roaming rates: $0.05/MB"

SMS received on device

200 OK

Customer Device OmniHSS Webhook SMS Gateway

NN/ 72 70




* "0000 [DOIDOoooooe”
* "0000 80% OooOoo*

* "00000000 VolTE [0
* "I000000000OO"

6. [] IMSI SIM [

000000oo MSISIM 00000000000 IMST 00000

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'imsi switch') {
const { previous imsi, new imsi, sim id } = event context;

// 00 IMSI (000000
await db.logImsiSwitch({

sim id,

from imsi: previous imsi,

to imsi: new_imsi,

timestamp: req.body.timestamp

)

// 000000
await billing.endSession(previous imsi);

await billing.startSession(new imsi);

// 0000000C0000OODO0O0
const switchCount = await db.getSwitchCount(sim id, '24h");

if (switchCount > 10) {
await alertFraudTeam( Excessive IMSI switching: SIM
${sim id} );
}
}

res.status(200).send();
1)



7. 000000

0 OmniHSS (0000000000000

0ooto

« CRM [ - 0000CO0000000O
0000 - fOO0O00OOoOo0Oo0
0000 - 000000000

0000 - DO00000ODoo0a

0000 - OODO00Oo0ODOo0Oa

Juoa

Webhook [/

0000 webhooks [J1 OmniHSSOOOO0O000

# 00000 webhook
curl -k -X POST https://hss.example.com:8443/api/webhook \

-H "Content-Type: application/json" \
-d '{
"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": ["update location request"],
"secret": "your-secret-key-here"
}
}

OmniHSS 0000 X-0mniHSS-Signature OO0

X-0mniHSS-Signature:
sha256=5d7a8f9b2cle3a4d6f7e8b9cPalb2c3d4e5f6a7b8c9d0elf2a3b4c5db6e7 8¢

0oooo



const crypto = require('crypto');

function verifyWebhook(req) {
const signature = req.headers['x-omnihss-signature'];
const secret = process.env.WEBHOOK SECRET;
const payload = JSON.stringify(req.body);

const expectedSignature = 'sha256="' +
crypto.createHmac('sha256', secret)
.update(payload)

.digest('hex');

return crypto.timingSafeEqual(
Buffer.from(signature),
Buffer.from(expectedSignature)
);
}

app.post('/omnihss-webhook', (req, res) => {
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}

// [ webhook. ..
res.status(200).send();

});

joad
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1. [ webhook [0

curl -k https://hss.example.com:8443/api/webhook
# [0 "enabled": true

2. [0 webhook [0



° 000000000 webhook [ events [0
° 00000000 ims_registration [(OO00000COO00

3. 0 HSS 000

o ][] webhook [0
o Jubooooo
o (000 DNS 0000

4. J0000000O

curl -X POST https://your-server.com/omnihss-webhook \
-H "Content-Type: application/json" \
-d "{"test": true}'

Webhook [][]

ooo

e HSS [J00 webhook [0
« Webhook 00000000 HSS 00000

0oooo

1. 00000

o [J 50000 HTTP 200
° 000000000

2. 000000



// 00 - 000000

app.post('/webhook', (req, res) => {
processData(req.body); // [ 10 []
res.status(200).send();

1)
// [0 - 00000000
app.post('/webhook', (req, res) => {

res.status(200).send(); // 000
processData(req.body); // [

1)
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* 00000000
 event_id J0000000CO
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» (000000 OmniHSS O00000000000000
* 000000000 webhook

00000

00 event_id 000000



const processedEvents = new Set();

app.post('/omnihss-webhook', (req, res) => {
const eventId = req.body.event id;

if (processedEvents.has(eventld)) {
// 000000
return res.status(200).json({ status: 'duplicate' });

}

processedEvents.add(eventld);

// [0 webhook. ..
processWebhook(req.body);

res.status(200).json({ status: 'processed' });

});

Webhook 1]

0o0

e (000 HTTP 4xx [J 5xx
e HSS []] webhook [0

0oooo

1. 401 Unauthorized - [J[]J000

° [J0 webhook 000000000
o (0000000

2. 400 Bad Request - [

o [][J webhook [0
o 00O Content-Type [

3. 500 Internal Server Error - [J[][[]

o (0000000



° 0000000000
0ooto

0o00oooo0o

app.post('/omnihss-webhook', async (req, res) => {
try {

// 0000
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}
// 0000
if (!'req.body.event || !req.body.subscriber) {
return res.status(400).json({ error: 'Invalid payload' });
}

// [J[] webhook
await processWebhook(req.body);

res.status(200).json({ status: 'ok' });

} catch (error) {
console.error('Webhook processing error:', error);

// 00 200 O000000000OCO0
res.status(200).json({ status: 'error', message: error.message

1)
}
})s
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0000
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2. 00000 - bOO00O webhook OOOOOCOOOO
0ooto

0o00oooo0o

const { subscriber } = req.body;

// 000000

const imsProfile = subscriber.ims profile || { name: 'No IMS' };
const roamingProfile = subscriber.roaming profile || { name: 'No
Roaming' };

// 00000 MSISDN
const msisdns = subscriber.msisdns || [];

Juoodo
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# Webhook [
rate(omnihss webhook success total[5m]) /
rate(omnihss webhook attempts total[5m])

# Webhook [
histogram quantile(0.95, omnihss webhook duration seconds)

Webhook [][]

00000 webhook 00000000000

Oooon
{
"timestamp": "2025-01-15T14:30:00Z",
“level”: "info",
"component": "webhook",

"event id": "550e8400-e29b-41d4-a716-446655440000",
"webhook id": 1,

"event type": "update location request",

"subscriber imsi": "001001123456789",

"endpoint": "https://your-server.com/omnihss-webhook",
"http status": 200,

"duration ms": 145,

"error": null



