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e SOV - OOV XML OO0 DOOOY
¢ OOV - OOOOY E.164 ©OOOOAUOUSOPFOOOOO
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OOV - OOOOOCFASCFBOCFNRyOCFNRco&>® MMTel-Config
CLI &0 - 0000 SIP OO0

OOV - OOV OOOOOOOY OCS

OOOD - OOVOOOOOOOOOOOOOOL SMS &

IMS && - && 3GPP OO0 OORFC 4579ORFC 4575¢

OO

¢ &GS Web Ul - ©O0OOOOOHTTPS && 4436
o BOYOOOOOOOOD
RO ORGROROR R GRORORORGRORORES
DOV
&&<® Diameter OO
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+ REST API - ®& API/Swagger ®®0@@ OO0 84446
+ Prometheus ¢& - & 3 ®OOOOOOOOOOS808009090$9093¢

OO

[e]

o (e} [e] [e]

HSS/&&<® (Sh) - &>>>>&>& MMTel-Config &&
OCS (R0) - O00000OOOOOOROQQ

HLR (SS7 MAP) - &&&&® MSRN &&

SMSc - OOOOOOROOOOQ

OpenAl TTS - & OO

SBCs/&® - &0 SIP &

QOO
OO

QOO
OOOQO® config/runtime.exs @&

# OOODY - OO
config :tas,
fs event socket: %{
host: "127.0.0.1",
port: 8021,
secret: "YourSecretPassword"

}



# OOOOOOOY IP

config :tas,
allowed sbc source ips: ["10.5.198.200"],
allowed cscf ips: ["10.8.3.34"]

# OO0
config :tas,
number translate: %{
country code: :AU, # :AU, :US, :PF
localAreaCode: "617"
}

# OO
config :tas,
online charging: %{
enabled: true,
periodic ccr time seconds: 10,
schedule hangup auth: false,
skipped regex: ["72222", "7911"] # OOOOOOORR 0CS
}

# OOO®
config :tas,
emergency call codes: ["911", "112", "000", "sos"]

# OOOQ
config :tas,
voicemail: %{
timezone: "Pacific/Tahiti",
smsc: %{
smsc url: "http://10.8.81.215",
smsc_api key: "your api key",
source msisdn: "2222"
}
}

SO OROTCICTOROROIGTOT 72 TR
SOOOOO®
2020204

o OOB®: https://your-server-ip/&<® config/runtime.exs & &
* REST API: https://your-server-ip:8444/api/swaggerui
* Prometheus &<
o http://your-server-ip:8080/metrics®TAS &&&Diameter&OCS®
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|

Prometheus o000 O
OO

OmniTAS <& Prometheus OO OOOOODOOOODOOOODOOOODOOOODOOOOOOOY
OOOOOOOOOOOOOOOD

OO0

OROOOROOOROOY http://<tas-1ip>:8080/metrics

QOO Y

QOOOVOOOOOOOOOOOOOOOOY duration unit: falseddd & SO

Prometheus Elixir @& milliseconds @0 00
OOOOOOOOOOROOY Erlang @000

OO System.convert time unit/3 SOOOOOOO

OOOG duration unit: false@@QOOOOOOOOOROY ~1,000,000&

B WN -~

OO

# OOOOQ
Histogram.declare(
name: :http dialplan request duration milliseconds,
help: "HTTP &OQQ0000 000",
labels: [:call typel],
buckets: [100, 250, 500, 750, 1000, 1500, 2000, 3000, 5000],
duration unit: false # QQQOOOOO
)

# OO0

start time = System.monotonic time()

# ... OO0 ...

end time = System.monotonic time()

duration ms = System.convert time unit(end time - start time, :native,
:millisecond)

Histogram.observe([name: :http dialplan request duration milliseconds],
duration ms)



OOOOOY

Diameter &<
diameter_response_duration_milliseconds

OO OO

&®® application (ro, sh), command (ccr, cca, &), result (success, error, timeout)
&<® 10, 50, 100, 250, 500, 1000, 2500, 5000, 10000 ms

&&® Diameter QOOOOOOOOO

OO

# && Diameter Q&

rate(diameter response duration milliseconds sum[5m]) /
rate(diameter response duration milliseconds count[5m])

# P95 Diameter &<&

histogram quantile(0.95,

rate(diameter response duration milliseconds bucket[5m]))
OO

* P95 > 1000ms - Diameter &&&&
diameter_requests_total

OO OO

&&<® application (ro, sh), command (ccr, udr, &)
OO &< Diameter OO &

OOQ

# OO0
rate(diameter requests total[5m])

diameter_responses_total

QO OO

&&<® application (ro, sh), command (ccr, udr, ), result code (2001, 3002, 5xxx, &)
QOO OO Diameter Q&

OO

# OO

rate(diameter responses total{result code="2001"}[5m]) /
rate(diameter responses total[5m]) * 100

diameter_peer_state

DOO OO



&&® peer_host, peer _realm, application (ro, sh)
&&& Diameter SO OO (1=, 0=0)
SOROROO > 10 @

OO

# OOOOOOO
diameter peer state ==

SOOOO
¢ DOV 1 OO

OOOOOOROY
1. HTTP 000
http_dialplan_request_duration_milliseconds

OO OO

&&® call type (mt, mo, emergency, unknown)

OO OO HTTP OO0 OO0 HTTP @O0 0QOOOOQOOOODOOOO0
&&Diameter &< (Sh/Ro)SHLR &<¢& (SS7 MAP) & XML &&&

OO

# OOOOY HTTP &00@
rate(http dialplan request duration milliseconds sum[5m]) /
rate(http dialplan request duration milliseconds count[5m])

# OOOOO® P95
histogram quantile(0.95,

rate(http dialplan request duration milliseconds bucket[5m])
) by (call type)

# & MT & MO &
histogram quantile(0.95,

rate(http dialplan request duration milliseconds bucket{call type="mt"}[5m])
)

VS
histogram quantile(0.95,

rate(http dialplan request duration milliseconds bucket{call type="mo"}[5m])
)

OO0

* P95 > 2000ms - HTTP &0

* P95 > 3000ms - OO

* P99 > 5000ms - OO

o OOOOR® call type="unknown" - @QQOOOOR



OO

QOVOOOOOOD OOV

&&&OSP50: 100-500ms, P95: 500-2000ms, P99: 1000-3000ms
OOOOOOY® (Sh + HLR + OCS + ¢©9)

OO OOOOOOOOOY (subscriber data, hlr data, ocs authorization)
OO 100ms (SOOO) & 5000ms (SOVOOO/OV)

OO

e &>OOO® dialplan generation duration milliseconds @& SO>SO XML &
&

e &&OO® FreeSWITCH/SBC &0

¢ OO SLA QOO0

2, OO
subscriber_data_duration_milliseconds

SO OO
&&® result (success, error)
SO & Sh & (HSS) 00000000000

OO

# & Sh 0¥
rate(subscriber data duration milliseconds sum[5m]) /
rate(subscriber data duration milliseconds count[5m])

# & 95 SOO Sh SO
histogram quantile(0.95,
rate(subscriber data duration milliseconds bucket[5m])

)
QOO

e P95 > 100ms - HSS &6
e P95 > 500ms - && HSS &&0&

subscriber_data_lookups_total

SO OO
&&® result (success, error)
OO SOOOOOOOY

OO

# Sh OO
rate(subscriber data lookups total[5m])

# Sh @@
rate(subscriber data lookups total{result="error"}[5m])



# Sh OO
(rate(subscriber data lookups total{result="success"}[5m]) /
rate(subscriber data lookups total[5m])) * 100

OO

e OOO > 5% - HSS &0
e OOO > 20% - O HSS &

2. HILR &00&
hlr_data_duration_milliseconds

DO OO
&&® result (success, error)
SO® & SS7 MAP && HLR 0000000

OO

# ©& HLR &00@
rate(hlr data duration milliseconds sum[5m]) /
rate(hlr data duration milliseconds count[5m])

# & 95 €& HLR ©00®
histogram quantile(0.95,
rate(hlr data duration milliseconds bucket[5m])

)
OO

* P95 > 500ms - SS7 MAP &
* P95 > 2000ms - && SS7 MAP &&®

hlr_lookups_total

OO OO
Q@@ result type (msrn, forwarding, error, unknown)
SOQ OOV HLR &

SO®

# OO HLR 000
rate(hlr_lookups total[5m])

# MSRN Q00 (O00®)
rate(hlr lookups total{result type="msrn"}[5m])

# OOOOOOOQ
rate(hlr_ lookups total{result type="forwarding"}[5m])

# HLR o0&



rate(hlr lookups total{result type="error"}[5m])
OOV

e OO > 10% - SS7 MAP &
¢ MSRN OO0 - OO0

OO

¢ & MSRN &O0OO00000
¢ DODOOOOOOOOQ
¢ OOVOOOOOOOOOOOOR

3. OCS &0

ocs_authorization_duration_milliseconds

SO OO
&&® result (success, error)
SOD OCS OO

OO
# OO 0CS OO

rate(ocs _authorization duration milliseconds sum[5m]) /
rate(ocs authorization duration milliseconds count[5m])

# & 95 00O 0CS OO0
histogram quantile(0.95,
rate(ocs authorization duration milliseconds bucket[5m])

)
SOOOQ

e P95 > 1000ms - OCS &&&®
e P95 > 5000ms - && OCS &0

ocs_authorization attempts total

OO OO
&&® result (success, error), skipped (yes, no)
OOY OCS OO0

OO

# 0CS OO0
rate(ocs authorization attempts total{skipped="no"}[5m])

# 0CS @@
rate(ocs authorization attempts total{result="error",skipped="no"}[5m])

# 0CS OO (OO0 Q)



rate(ocs authorization attempts total{skipped="yes"}[5m])

# 0CS OO0
(rate(ocs_authorization attempts total{result="success",6skipped="no"}[5m]) /
rate(ocs authorization attempts total{skipped="no"}[5m])) * 100

QOO

e OO >5%-0CS OO0
e OO < 95% - OCS OO0

OO
¢ DOOOODOOOO/OOOY

¢ OOOOOOY OCS &
¢ DODOOOODOOOOO

4. QOO0
call _param_errors_total

OO OO
Q& error_type (parse failed, missing required params)
OOV COOOOOOY

OO

# OOOO®
rate(call param errors total[5m])

# OO0
rate(call param errors total[5m]) by (error type)

OO

e OOVY > 0-OOOOOOOOOOOOOC
e OO > 1% QOO - OO0

authorization_decisions_total

OO OO
&&® disposition (mt, mo, emergency, unauthorized), result (success, error)
QO OOV Y

OO

# OOOOOOY
rate(authorization decisions total[5m]) by (disposition)

# MT ©&
rate(authorization decisions total{disposition="mt"}[5m])



# MO ©0@
rate(authorization decisions total{disposition="mo"}[5m])

# OOOOQ
rate(authorization decisions total{disposition="emergency"}[5m])

# QOO
rate(authorization decisions total{disposition="unauthorized"}[5m])

SOOOO

e OOV > 1% - SOOOOOOOO
¢ OOVOOD - OOV
e MT/MO ©00000d - OO0

OO
e MT/MO ©O000000

¢ OOVOOOOOOOOOY
¢ DOV

freeswitch_variable_set_duration_milliseconds

DO OO
&&® batch_size (1, 5, 10, 25, 50, 100)
OO DOOODOOOOOOOO

OO
# OO
rate(freeswitch variable set duration milliseconds sum[5m]) /
rate(freeswitch variable set duration milliseconds count[5m])
# OOOOODOOOOOO
histogram quantile(0.95,

rate(freeswitch variable set duration milliseconds bucket[5m])
) by (batch size)
OO

e P95 > 100ms - OO0 %
¢ BOOY - OOV

5. OO
dialplan_module_duration_milliseconds

QOO OO
&< module (MT, MO, Emergency, CallParams, <), call type
QOO OOV ROOOOOY

OO



# OOOOOOOR
histogram quantile(0.95,

rate(dialplan module duration milliseconds bucket[5m])
) by (module)

#MT QOQ000Q
histogram quantile(0.95,
rate(dialplan module duration milliseconds bucket{module="MT"}[5m])

)
SOOOQ

e OO P95 > 500ms - OO0
¢ DODOOOODD - OOVOOOC

OO
¢ DOOOOOOO

¢ OOVOOVOOR
¢ DOVOOVOOOOOOY

6. OO
call_attempts_total

OO OO
Q@@ call type (mt, mo, emergency, unauthorized), result (success, rejected)
OO OO

OO

# OOOOOO
rate(call attempts total[5m])

# OOOOOOORO®
(rate(call attempts total{result="success"}[5m]) /
rate(call attempts total[5m])) * 100 by (call type)

# OOOOOOQ
rate(call attempts total{result="rejected"}[5m])

SOOOO
¢ OOV > 5% - OOOOR

¢ OOVOOOD - OO
¢ DOVOOOY - OOV

active_calls
SOQ Y

Q@@ call type (mt, mo, emergency)
OO SOV



OO

# OOOOOY
active calls

# OO
active calls by (call type)

# OOOODOOOOOOOOQ
max_over time(active calls[1h])

OO0

¢ DOVY > OO -
e OOVY =0 OOV - OO0

7. OO
call_simulations_total

OO OO
&&® call type (mt, mo, emergency, unauthorized), source (web, api)
SOD OOV

OO

# OOQOQ
rate(call simulations total[5m])

# OO0
rate(call simulations total[5m]) by (call type)

OO

¢ OOV
e DOV
¢ OOV

8. SS7 MAP &&
ss7_map_http_duration_milliseconds

OO OO

&&® operation (sri, prn), result (success, error, timeout)
&® 10, 50, 100, 250, 500, 1000, 2500, 5000, 10000 ms
Q@@ SS7 MAP HTTP SO0

OO
# SS7 MAP &

rate(ss7 map operations total{result="error"}[5m]) /
rate(ss7 map operations total[5m]) * 100



OO0

* P95 > 500ms - SS7 MAP &&&&
e OOO > 50% - ©& SS7 MAP &&

ss7_map_operations_total

OO OO
&&® operation (sri, prn), result (success, error)
OO SS7 MAP &0

9. OOOORQ
online_charging _events_total

OO OO

Q@@ event type (authorize, answer, reauth, hangup), result (success, nocredit, error,
timeout)

OOV COOOOOOOY

OO

# 0CS o000
rate(online charging events total{result="nocredit"}[5m])

SO
¢ OO

10. OO0 Q
tracked_registrations

OO OO

OO OO SIP 00000 FreeSWITCH Sofia 0000
OOV 10 ©

OO

¢ DOVOOOOOOOOFreeSWITCH 000
tracked_call_sessions
OO OO

QOO OOV ETS OO0
SOV 10 ©



11. HTTP &00¢
http_requests_total

OO OO

&&<® endpoint (dialplan, call event, directory, voicemail, sms_ccr, metrics), status code
(200, 400, 500, ©®)

SO OO HTTP 000

OO

# HTTP &&&

rate(http requests total{status code=~"5.."}[5m]) /

rate(http requests total[5m]) * 100

OOV

* HTTP 5xx €& > 10%

12, OO0 Q
call_rejections_total

OO OO

&&® call type (mo, mt, emergency, unknown), reason (nocredit, unauthorized,
parse failed, missing params, hlr error, ¢)

QOO SO OOOOY

OO

# OOOOOOOOY
sum by (reason) (rate(call rejections total[5m]))

OO
e OOV >1/0 - 0000

13. COOOOOOOR
event_socket_connected

OO OO

Q&< connection_ type (main, log listener)
OO OOVOROOOROR (1=00, 0=0F)
SOVDOD CODDOOOOOOY

OO

# OOOOOOOOY
event socket connected

OO



e OOV 30 ¢
event_socket_reconnections_total

OO OO
&>&® connection type (main, log listener), result (attempting, success, failed)
OOD QOO OOOOOOR

Grafana o0& ®

& OO Prometheus && &< Grafana QOO OOOOOOOOO

OO 10O

¢ OOV
¢ OOVOOOOOOO (MO/MT/O®)
¢ DOOOQ

&S 2&Diameter &&

¢ DOV

¢ OO/

¢ DOOOY

¢ OOV

OO FOOOOOOR

¢ OOOOOOY
e OO OO0
* OCS ©o©

OO 40O

¢ OOOOOOOY (P50/P95/PI9)
* SS7 MAP &0
¢ OOV

&&S® Grafana OO
O 1O00Q

¢ OOV
¢ DOV
¢ DOOOOY

O 2000

P95 HTTP 00000 00Q (O0O0D) - 0000
P95 Sh &0

P95 HLR &00®

P95 OCS ¢



e P95 QOO OOOOD (OOQ)
& 30000

e Sh OOV

* HLR &0

e OCS 00000

¢ OOV
O 4O

¢ OOOY PI5 OO
e DOV

& 5000
OO
SO
Sh &&

HLR &
OCS &

OO0

SOQ 1O

# OOOOOOROQ
rate(call attempts total[5m]) ==

# HSS &0
rate(subscriber data lookups total{result="error"}[5m]) /
rate(subscriber data lookups total[5m]) > 0.9

# 0CS &0
rate(ocs authorization attempts total{result="error"}[5m]) /
rate(ocs authorization attempts total[5m]) > 0.9

QOO 200000

# OOOOOOOQ
histogram quantile(0.95,

rate(dialplan generation duration milliseconds bucket[5m])
) > 1000

# HSS ©00@
rate(subscriber data lookups total{result="error"}[5m]) /
rate(subscriber data lookups total[5m]) > 0.2

# 0CS o00@
rate(ocs authorization attempts total{result="error"}[5m]) /
rate(ocs authorization attempts total[5m]) > 0.1

OO 3OO



# HSS oo

histogram quantile(0.95,
rate(subscriber data duration milliseconds bucket[5m])

) > 100

# 0CS oo0@
histogram quantile(0.95,

rate(ocs authorization duration milliseconds bucket[5m])
) > 1000

# OO
rate(call attempts total{result="rejected"}[5m]) /
rate(call attempts total[5m]) > 0.05

OO
Diameter &0

alert: DiameterPeerDown
expr: diameter peer state ==
for: 1m
annotations:
summary: "Diameter &&<& {{ $labels.peer host }} &&"

& Diameter ©&&

alert: HighDiameterLatency
expr: histogram quantile(0.95,
rate(diameter response duration milliseconds bucket[5m])) > 1000
for: 5m
annotations:
summary: "Diameter P95 &&&<& 1s"

OCS 000

alert: HighOCSCreditFailures
expr: rate(online charging events total{result="nocredit"}[5m]) > 0.1
for: 2m
annotations:
summary: "<& 0CS &S Q"

SS7 MAP &0

alert: SS7MapErrors
expr: rate(ss7 map operations total{result="error"}[5m]) /
rate(ss7 map operations total[5m]) > 0.5
for: 3m
annotations:
summary: "SS7 MAP &0 50%"



OOV

alert: EventSocketDown
expr: event socket connected ==
for: 30s
annotations:
summary: "&&oO&® {{ $labels.connection type }} &&"

OOOOOO

alert: HighCallRejectionRate
expr: rate(call rejections total[5m]) > 1
for: 2m
annotations:
summary: "QQOOQO {{ $value }} &&/"

HTTP &0

alert: HighHTTPErrorRate
expr: rate(http requests total{status code=~"5.."}[5m]) /
rate(http requests total[5m]) > 0.1
for: 3m
annotations:
summary: "HTTP 5xx &&&¢ 10%"

QOO O

OOOODOOOOOOOOOOOOOOO
OO

e OOO _sum 0O &0.000315 &0 315¢
¢ SOROOVOOOOOY (< HMS)OVOOOOO
e OOV 1,000,000 ©

OO Prometheus Elixir 00000 OO00000>O>® milliseconds® seconds &&
OOROOOROY duration unit: falseQOROROOOOOOOOOOOOOD

OO

1. &< lib/metrics.ex SO OO
2. @& duration unit: false &OOO®

Histogram.declare(
name: :some duration milliseconds,
help: "...",
buckets: [...],
duration unit: false # QQQOC
)

3. CODOOODOOODOOODOOR


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/lib/metrics.ex

start = System.monotonic time()

# ... 00 ...

duration ms = System.convert time unit(
System.monotonic time() - start,
:native,
:millisecond

)

Histogram.observe([name: :some duration milliseconds], duration ms)
OOV

1. 000> OS duration unit: false
2. QDOODOOOODOOOOOOOOQ
3. OOOVOOOOVOOOOR

OOV
# OOOOD - OO
Histogram.declare(
name: :http dialplan request duration milliseconds,

buckets: [5, 10, 25, 50, 100, 250, 500, 1000, 2500]
)
# OOOOD - OO
Histogram.declare(
name: :http dialplan request duration milliseconds,
buckets: [100, 250, 500, 750, 1000, 1500, 2000, 3000, 5000],
duration unit: false

)
SOOOOOOOO® "unknown"
OO

e O>OOOQ® call type="unknown" &&& mt&mo & emergency
¢ DOVOOOOOOOORY

QOO SOV ORVODDOODDOOOOOORY
OO
1. QOO "HTTP OO0 R" OQ - SO0 QOOO®
2. @& process call/1 &® {xml, call type} &SO>S xml
3. @& fsapi conn/1 &SOOOOOROOY{xml, call type} = process call(body)

QODOD OVOOOODOOOODOOOODOOOOOOY
OOV

OO

1. ©©® http dialplan request duration milliseconds P95 - &&&&&
2. QOO



& subscriber data duration milliseconds & Sh &<&

&& hlr data duration milliseconds & HLR &

&<& ocs_authorization duration milliseconds & OCS &&
o && dialplan _module duration milliseconds & OOOOR

3. @& call type="unknown" - &SSO OOOOOOR

4. & MT & MO 0000000

STIRORCROTROTORCTORRORL 7 2ORoRotoRey

o o o

QOO COOOOOO

SOOOOO
OO

&&® call attempts total{result="rejected"} &&

&< subscriber data lookups total{result="error"} & Sh &&

&& hlr _lookups total{result type="error"} & HLR ©&¢&

&<& ocs_authorization attempts total{result="error"} & OCS &&

&<& authorization decisions total{disposition="unauthorized"} & &>

o=

QOO COVOOOY

SOOOO®
OO

&® active calls @@

&>& call attempts total &&
SORODOROOOOOY

OO MT & MO &
QOODOROOOODOOOOOOOR

ARl

SOVDD OOV OOOY

OOOOORVR

OO

&& hlr lookups total{result type="msrn"} &&
&< hlr _data duration milliseconds &&<&

®® HLR 000000000
&® MSRN &0

B WN -~

SOV & HLR 0000

QOO
OOOOPOOOOOD

e HTTP 0000000 ® P50: 100-500ms, P95: 500-2000ms, P99: 1000-3000ms
e Sh &&&®<® P50: 15ms, P95: 50ms, P99: 100ms
e HLR &&&<&<¢® P50: 100ms, P95: 300ms, P99: 800ms



OCS &&&®<¢® P50: 150ms, P95: 500ms, P99: 1500ms
SOOOOOOO® P50: 1-bms, P95: 10-25ms, P99: 50ms
Sh &0 > 99%

HLR &0 > 95% (000000 Q00000Q)

OCS &00® > 98%

SOV > 99%

OO HTTP OO0 000000000000 OOOOOOOOOOOOOOSh & + HLR & +
OCS OO + QOO OOOD + OO/OOOOOOOOOOOOY ~100msSOO OO Sh SOOOOOO
OO0 ~2000mMsOOOOOOOOOOY

OO
OOV

call attempts total &OOO>&
active calls @Q0®
OOROOY P95 O
QOOOOOOOY

OOOOOOOOOOOOOY

e OOV 80% OO
¢ OOOOOOOPIS OO
¢ DOOOODOOOOOOOY
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QODOOOODOODDDVOOOOOOOOD APl OO0 ®80800¢
&&& Prometheus &Q&Q OS> prometheus.yml QOO



scrape _configs:
- job name: 'omnitas'
static configs:
- targets: ['<tas-ip>:8080"]
metrics path: '/metrics'
scrape_interval: 10s
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QOOOOOOOOOOOOO OO Prometheus®

OOV OOODOOOOROY

QOOORQ & (mo, mt, emergency, unauthorized)
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° POVOOOOOY
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° OOVOOOOOOOY


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/metrics

2. O HLR ©00®
o POVOOOOOY
o >OOY HLR &0
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o OOVOOOO
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o QOVOOOOOOOOOOOOC
° QOVOOOOOOOOOOOO
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° POVOOOOOOOD
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OOOOOY
HLR ¢00¢
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¢ BOOOOOORORORR

OOOOOOOY
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o OO ss7 map.timeout ms
OO "O® VLR &"
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¢ DOVOOOOOOOOOY
¢ DOVOOOOOOOOR

OO
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OO
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IMS 00000
TAS &&& TS 24.147 & RFC 4579 &0 3GPP 0000000
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SOOOOOOOOOOOOY URI 00O
SOOOOOO
QOOOODOOODOOOOOOOY
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QOOOODOOOOOODOOOOOOO
DOV

&& Web UI & OmniTAS 0000000
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SO /conference OOODOODOD "OBO" OOOOOOOOOY
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&<& ims_conference &< OmniTAS SOOOOOOOOOD

O
OOV

Web @000 00 IMS OO0 OOOOOD
QOO0

SOOODOORODOOOOOOY

SOOODOOOOOOOY
SOOODOOOOOOOOOO
SOOOOOOOOOOOOO
SOOODOVOOOOOOOOO



QOOOOOOOOOOY
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&& URI®OOOOOOOD® SIP URI
MNC/MCCOOOOOO00000Q
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SOODDOODDOOOOOOOOROR
Lo2OROROTOROROTOTOTOROTOTOTOLO]

LR OROROTOROTOLOTOROROROS
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SOOOOOOOR

OO IDOOOOOOOO
URI®&©® SIP URI
DOOOOOOOOOY
DOOOOOOOOOOOOO/URI

SOOOOOORDOOOOOOROD
SO

OOV
SO0

ID & URI

SOO®

OO0

OO®
QOODDOOR/OOOOOD
QOOOOOO/OOC
QOOODOR/OO®
QSOOOOOR/OOOO

DOV

SO0 SIP URI

&<& UUID

OO0

QOO0 = OOOVL = OOV
OO

OO0

¢ OO/OOOO
e DO[OOOO
e OO CLI 0000000

OO0

QOD 5 OOVOOODOOOVOODOOODOOOOODDOOO/OVDD "OB" SOV

OmniTAS ¢@ VP>

OOROOROOROOROY® OmniTAS &P ims_conference QOO
QOO

ims_conference <command> [arguments]

OO

list

QOO IMS OO



omnitas@server> ims conference list
IMS &
& 1ID &&® URI SO OO

1-1765699908 sip:conf-1-1765699908@conference.ims.local 3 19078720151
QOOL1 VOO

info

QOO OOOROOORY

&&® ims_conference info <conf id>

OO OOV IDOVOOYL-17656999080P OO OOOOOOOOY

omnitas@server> ims_conference info 1-1765699908
QOO

ID: 1-1765699908

URI: sip:conf-1-1765699908@conference.ims.local

&&: ims-conf-1-1765699908

&&&: 19078720151

O&: 1

Q@ 3/10 (@@ 2)

QO O

QO &

SO OO

SO

- sip:1235;phone-
context=ims.mnc380.mcc313.3gppnetwork.org@ims.mnc380.mcc313.3gppnetwork.org;user=phone;method=INVITE
(342d50e0-9f67-4cc5-9179-4acae6f65134)

OB 3, 0: 0, OO: &

- sip:1235;phone-
context=ims.mnc380.mcc313.3gppnetwork.org@ims.mnc380.mcc313.3gppnetwork.org;user=phone;method=INVITE
(bd98ca37-64fd-4618-b2db-aabald08c73e2)

OB 3, &0 0, & &
- 19078720151 (6270da85-9b94-4285-8130-8769b11d0aa2)
Q& 3, &1 1, &0 &

stats

QOOOOOOVODOVOOOOOO

omnitas@server> ims_conference stats
IMS QOOOOOOOORO®

SO0V 1
SOOOO3
SOOOO1
QOO0

SO
&&conference.ims. local
&<& URI®sip:conference-factory@conf-factory.ims.mnc380.mcc313.3gppnetwork.org
MNC/MCC®380/313
SO>SO O3GPP-E-UTRAN-FDD
SO0
OOOOOY
SOOOOOOY
SOV
DROVOOVO=OVOO=0OOO=C

create

QOOOOOOR

&&® ims_conference create <creator_uri>



omnitas@server> ims conference create sip:19078720151@ims. local
O OOOO®1-1765699909
&& URI®sip:conf-1-1765699909@conference.ims.local

destroy
SOOOOOOOOOOOD
&&® ims_conference destroy <conf id>

omnitas@server> ims_conference destroy 1-1765699908
&&® 1-1765699908 &

add
QROROOOOOOOROR
YOd ims conference add <conf id> <sip uri>

omnitas@server> ims_conference add 1-1765699908 sip:19078720152@ims.local
OO sip:19078720152@ims. local & Y 1-1765699908

remove
DOVOOOOOROOY

&&® ims_conference remove <conf id> <uuid>
QOO Y info OOV OOOOOO® UUID®

omnitas@server> ims conference remove 1-1765699908 342d50e0-9f67-4cc5-9179-4acae6f65f34
OOO® 1-1765699908 S OOOR

lock

QOOODOOOOOOROOD
&®® ims_conference lock <conf id>

omnitas@server> ims_conference lock 1-1765699908
& 1-1765699908 &&&

unlock

SOOODOOOOOOY
&®® ims_conference unlock <conf id>

omnitas@server> ims_conference unlock 1-1765699908
&& 1-1765699908 &&&

video
DO

&&>® ims_conference video <conf_id> on|off

omnitas@server> ims conference video 1-1765699908 on
&& 1-1765699908 OO

omnitas@server> ims conference video 1-1765699908 off
&& 1-1765699908 OO

record

QOO

&®® ims_conference record <conf id> start|stop



omnitas@server> ims conference record 1-1765699908 start
&& 1-1765699908 OO0OOS

omnitas@server> ims_conference record 1-1765699908 stop
& 1-1765699908 S OO

announce

SOVOODOOOOOOD
&®® ims_conference announce <conf_id> <message>

omnitas@server> ims conference announce 1-1765699908 " OO 5 QOO
OOV 1-1765699908

subscribers

SOOOOOOOOOOOOOPinTo COOOOOD
&&® ims_conference subscribers <conf id>

omnitas@server> ims conference subscribers 1-1765699908
&& 1-1765699908 OO
- sip:1235;phone-
context=ims.mnc380.mcc313.3gppnetwork.org@ims.mnc380.mcc313.3gppnetwork.org;user=phone;method=INVITE
- 19078720151
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A1 SOOOOOOOOOO

QOO [OD] = COOODOOOOO
A2 SOODOOORQ

A.3 SIPREC OO0 ¢

& BOCDR &®

OmniTAS &&&&<® /etc/freeswitch/db/cdr.db & SQLite @O O OO OO
(FreeSWITCH CDR ©©)®

B.1 &&0000® CDR ©&

OO O O& OO
uuid TEXT SOOROO® OO
caller_id number TEXT SO (MSISDN) @000
caller _id name TEXT OOQOOOOOS OO
destination number TEXT OOOOY OOOOOOR
start_stamp DATETIME &0 OO
answer stamp DATETIME &0 & OOOOOO
end stamp DATETIME &0 @ OO
duration INTEGER Q00300 Q (@) o000
billsec INTEGER QOO0 (Q00Q) QO00OOOO0
hangup_cause TEXT OOOOOY OOOOOR
sip hangup dispositionTEXT SIP &0 OOOOO
network addr TEXT OO IP & OO
sip from user TEXT SIP From &0 && SIP 0@
sip to user TEXT SIP To o000 SIP &&&

sip call id TEXT SIP Call-ID & SIP ®&0®
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B.2 &&&0O CDR &00©

OOODOOOOO0

SELECT * FROM cdr

WHERE caller_id number = '+33612345678'
OR destination_number = '+33612345678'

ORDER BY start stamp DESC;

OOVOOOOOOO

SELECT * FROM cdr
WHERE start stamp BETWEEN '2025-11-01 00:00:00' AND '2025-11-30
23:59:59"

AND (caller_id number = '+33612345678' OR destination number =
'+33612345678")
ORDER BY start stamp DESC;

OOO CSV 000000

.mode csv

.output /tmp/interception report.csv

SELECT caller id number, destination number, start stamp, end stamp,
duration, hangup cause

FROM cdr

WHERE caller_id number = '+33612345678'

ORDER BY start stamp DESC;

.output stdout

B.3 CDR API &&

TAS && Tas.Cdr O OO0

# OOOOOOOOOROQ
Tas.Cdr.get records by(:caller id number, "+33612345678")

# OOOOOOOOO
Tas.Cdr.get records by date range("2025-11-01 00:00:00", "2025-11-30
23:59:59")

# OOOOOOOOO
Tas.Cdr.get filtered records(search: "33612345678", limit: 1000)

# OOOOOO
Tas.Cdr.get statistics()
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e OOV (destination number)
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* X3 OOQ 0000 (CC) - 0000

OmniTAS @&OOOOOOY (SRC)OOOOOOOOD IRI & CC OO SRSOOOOOOOO
OO DOOOOOOO
D.1 &0

&> TLS 0@

# OO0
openssl genrsa -out server.key 4096

# OOOOOOROQ
openssl req -new -key server.key -out server.csr

# OO (O00Q)
openssl x509 -req -days 365 -in server.csr -signkey server.key -out
server.crt

# OOOOOOOOOL (A OO0
OO SIP &0 IMS &€& TLS@SIP 000000 TCP/UDP®

D.2 Web UI & HTTPS &&

API/Web ©&<& TLS (config/runtime.exs)®

config :api ex,
api: %f{

enable tls: true,

tls cert path: "priv/cert/server.crt",

tls key path: "priv/cert/server.key",

tls versions: [:"tlsvl.2", :"tlsvl.3"],

ciphers: [
"ECDHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES128-GCM-SHA256",



"TLS_AES 256 GCM_SHA384",
"TLS AES 128 GCM_SHA256"
]
}

D.3 SIP &®

SIP 00000 TCP/UDP &0 TLS ©&&
FreeSWITCH SIP &&00%

<!-- SIP &&0000&® TCP/UDP -->
<profile name="external">
<settings>
<param name="sip-port" value="5060"/>
<param name="context" value="public"/>
</settings>
</profile>

D.4 Diameter TLS &&

Diameter &&& TLS®

# & Diameter &&&<& TLS
config :diameter ex,
peers: [
%{
host: "dra.example.com",
port: 3868,
transport: :tls,
tls opts: [
certfile: "priv/cert/diameter.crt",
keyfile: "priv/cert/diameter.key",
cacertfile: "priv/cert/ca.crt",
verify: :verify peer
]
}
]

D.5 Q000

& SQLCipher ¢ SQLite &
# config/runtime.exs

config :exqglite,

encryption: true,
encryption key: System.get env("DB_ENCRYPTION KEY")
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OOOOOOOROY SHA-512 &@&
# OOOOOOOQ
config :pbkdf2 elixir,
rounds: 65 532,
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&& SIP && /| SBC 0000000

&< DRA & HSS &&<¢ Sh

OO DRA & OCS ©& Ro &0 ®
OO

QOO [ OOOOOOR

QOOOOR

O®

O®

&< (Prometheus)

OO

QCOOOOOOOOOOOOOOOOOOOOOODOOODOOOD TAS OO OOOOOOO
QCOOOOOOOO

QOORQ® config/runtime. exs

config :tas,
fs event socket: %{
host: "127.0.0.1",
port: 8021,
secret: "YourSecretPassword"

}
OOV
* host (COOOOD)OOOOOOOOOOOOOD [P &
SO0 "127.0.0.1" (OO0®)
QOOOOODO TAS OO OOOOODOOOOOOR

OOOOOOOOOOOOY IP
O00"10.8.82.60" OO

[e] o (e} [e]

* port (SO R)OOOOOOOOL TCP &

SO 8021
SOOOOOOOOD 8021
SOOOODOOOOOOODOODD
&&®8021

(e} [e] [e] [e]

* secret (CQOOVOR)OOOOOOOOOOOOY

° POVOOOOOOOOOOOY

o OOOO ESL &©

o QOVOY DOVOOOOOOOOY
o &O&"cd463RZ8qMk9AHMMDGT3V"

OO



OOOOOOOO®

OOV /calls OOOOOOOOY
QOODOOOOOOOOO
QCOOOOOOOOOY

OOV

QOO

TAS OO OOOOOOOR
OODOOOOOOOY
QOODOOODOOODOOOOOOOOY
QOODOOOOOOOOO

OOV

OO secret GODOOOOOOOO
QOODOOODOOOOOOOOOOOOOOOO TAS OO
OOO TAS OOOOOOOOOOOOOOOOOOY
OOODOOODOOOOOOOOY

OO0

¢ DOVODD VOBDDDOODOVDOBODDOOOOOOED
¢ DOBVBOBD BB secret OGO POOOOOE

¢ DBV VOVOOOOVOOPPOOOD

¢ DAOBOOOD OO TAS ®POVOBOOOOD

OO

QCOOOOOOOOOD Web OOOOOOOOOOD TAS OOOOOOOOOOOOCDROOO®
&&Diameter OOOOOOOOOOOO

O>OOO® config/runtime.exs

config :control panel,
page order: ["/application", "/configuration"]

config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", path: "/"],
https: [
port: 443,
keyfile: "priv/cert/server.key",
certfile: "priv/cert/server.crt"

]
OOV



OOV

* page_order (@00 R)OODDODOOOOOOOOROROR
° QOVOVOVOVROOORROOD
o &>&&["/application", "/configuration"]
0 QOVOVODDDDVODOOROOOOD

Web &&&&

e url (&) O>O>OOY URL ©©

° hostOO@O® URL @000 "tas.example.com" & "0.0.0.0"®
° pathdRRRROOOOOOOOOOOOOR" /"
0o SOOOOOOOORRROYY URL

* https (&X)O>OS>© OO HTTPS/TLS ©&

o port (OO)QYHTTPS 0O 4430

o keyfile (@OQ@)OTLS @OOOOOOOPEM ©&&
o certfile (OOQ)OTLS OO OOOOPEM & &
0o SOOOOOOD TAS OO

SOOO®
QOO OOOOY TLS &0 HTTPS ©&&
1. COOOOOOD/OOOR
openssl req -x509 -newkey rsa:4096 -keyout priv/cert/server.key
' -out priv/cert/server.crt -days 365 -nodes
2. OO
QOOOOOOOOOOOOOCADOOD
SOV Let's Encrypteooooe® CA

QOOOOOOODOOOOOOOOD
OOV OOOOchmod 600>V

(e} [e] [e] [e]

OO
QCOOOOOOOOOOOOOOOY

QOO QOVODODOOOOORY
SOOOOOROY & MSISDN @000
SOOOO® Diameter @O OOOOR
QOODD OOOOOOOOOR



OOOOOOOO

QOOOOOOOOOOOD VPN &
OOOOOOY CA OO TLS ©©
QOOOOOOOOVIP OO
OOODOOODOOODOOOOOOY
QOOOOOOY

& HTTPS - 000000 HTTP 0000

OOV
1. SO0
url: [host: "10.8.82.60", path: "/"] # OO 0O
2. QOOODOORQ

url: [host: "tas.operator.com", path: "/"]
https: [port: 443, ...]

3. OO0

url: [host: "tas.internal", path: "/panel"] # Nginx/Apache &<&
O

OO

QOO O keyfile & certfile QOO OOOOOOOR
DOOOOOD OOV OOOOOOOOOOD 44300 OOOY
OOOQ UI® OO0 0000000O HTTPS ©&

SSL 00000 OOOOOOOOOOO PEM &

API &&

TAS &< REST APIOOOOOOQROQOOOOOOOOOOOOOOOOAPI &&
OpenAPIl/Swagger @O0 TLS Q00000

OOOO® config/runtime.exs

config :api ex,
api: %{

port: 8444,
listen ip: "0.0.0.0",
product name: "OmniTAS",
title: "API - OmniTAS",
hostname: "localhost",
enable tls: true,
tls cert path: "priv/cert/server.crt",



tls key path: "priv/cert/server.key"
}

OO
. port (0&&GG)GAPI GHHG TCP &b

S>O&O8444

OHOODOOOOODOOD

& HTTPS OO 44300000000 APl 0000
OO 8444844309443

[e] o e} [e]

* listen_ip (OO0 OR)OO API &0 IP ©&

"0.0.0.0"OOO0OODDOOOOOOOOD
"127.0.0.1"C0 0000 0DOOOOOOOOO

OO [POOOOOOOOO0P"10.8.82.60"¢
OOOO OO APl OOOOOOOOOY "127.0.0.1"

[e] [e] [e] [e]

* product_name (&&&)OAPI OOOOOOOOR

° && APl @000 ®
o &&&"OMNiTAS"&"MyOperator-IMS"

* title (OOO)CAPI OOOOOOROOY

o &&& OpenAPI/Swagger Ul &&&
o OOQ"API - OmniTAS"®"IMS &0 API™

* hostname (COO)OAPI QOO OOOOOOY
o &<& OpenAPI &&&&&® URL
o OOOOOOY API &>
o &>&®"localhost"®"api.operator.com"¢"10.8.82.60"
* enable_tls (&&Q)0>>>R® API & TLS/HTTPS
o true®®® HTTPS && APIOOOOOOOQ
o false®®® HTTP && APIOOOQOO/OOS
0 SOV OOV true
* tls_cert_path (¢&O)OTLS @OOOQOOOPEM &
o & enable tls: true &<
o SOOD TAS OO
o &&&"priv/cert/server.crt"

* tls_key path (®QQ)OTLS OO OOOOPEM & &



& enable tls: true &&®

OOOD TAS OO

QOO ORSO>SO chmod 600
QO "priv/cert/server.key"

o e} o e}

API &&&
REST APl @0 000000000000

QOOOOOOR
OO0 (CDR) &
SOOOOOOOY
Diameter ©&&&&
QOVOOOOOOY
QOOOOR

QOO

OpenAPI/Swagger &<
API &&&&<¢ OpenAPI (Swagger) &<

OOOOOO® Swagger Ul&https://hostname:port/api/swaggerui
OpenAPI JSON &&&&https://hostname:port/api/openapi
OOOOOOOOOOY API ©&

OOOOOOROOOOR/OOO

OOV

OOV OOOOOOOOOY API O

SOOODD OOVOOOOODD API OO0 ®
TLS & &O>0Q O TLS (enable tls: true)
QOVODD OOVOOOOOOOOOR API

OODOOD OOOOOOOD API OO

SOOODD OO APl OO0

OOV

# OQ curl OO APIQQOOOQOO®
curl -k https://localhost:8444/api/health

# ©<& Swagger &
https://localhost:8444/api/swaggerui

OOOOOOO
1. o0& API®

listen ip: "127.0.0.1" # OOOOOOOOD
enable tls: false # OOOOOS HTTP



2. O TLS &0 API®

listen ip: "0.0.0.0" # OOOOOQ
enable tls: true # & HTTPS
hostname: "api.operator.com"

3. OBO/OOO
listen ip: "0.0.0.0"
enable tls: false # OO0 HTTP
port: 8080 # OOOOQ
OOOOR

QOO COVOOOOOOOOOODOD root GOOOOOL < 1024 OO
TLS OO& OOOOODOOOOOOOOOOOY

QOODDO OODOOOOOOOOOOR

OOV &< hostname SOOOLL &Y (CN) & SAN &&

API ©& 4040 & APl QOO0 OO0OOOQ

SIP &0
Ansible &OOOOOOOOOO XML OOOOOOOD OO OOOOOOOOOOOOOOY

CSCF OO0 000 000000000000 OOOOOOOOO [P OOOOOOOOO /
SBCO® MT 000000000 0d CSCFOMO O0000000
allowed sbc source ips ¢ allowed cscf ips QOO OO

OO - OOOOOOD TAS OOOOOOOOMO OOOOOOOOOOD MT OOOOOOOOY
TAS IP Q000000 [P OO0

config :tas,
allowed sbc source ips: ["10.5.198.200", "103.26.174.36"],
allowed cscf ips: ["10.8.3.34"],

& Web UIOOOOOO0ODOOODOOOO0

SIP OO OOODOOOOD

SIP &&

SIP &0V ODOD

SO

Ping ®®®®<® SIP OPTIONs »&&&&0&&® SIP OPTIONs®®
BOBODDDODDDDODDOOODDOOOOD

OB [ GO | DOOOD [ DOOOD

&<® SIP OPTIONS ping ®&&00@

SIP OPTIONS ping ©&

& OO GOVOVOOOOOD



QOO

OO XML OO0 0000000OO0 SBCOOOOY PSTN ©&& SIP OO0
OOOOOOO

<include>
<gateway name="carrier_ trunk">
<param name="proxy" value="203.0.113.50;transport=tcp"/>
<param name="register" value="true"/>
<param name="caller-id-in-from" value="true"/>
<param name="username" value="trunk user"/>
<param name="password" value="secure password"/>
<param name="register-transport" value="tcp"/>
<param name="retry-seconds" value="30"/>
<param name="ping" value="25"/>
</gateway>
</include>

OOOOOOOO

<include>
<gateway name="sbc static">
<param name="proxy" value="198.51.100.10"/>
<param name="register" value="false"/>
<param name="caller-id-in-from" value="true"/>
</gateway>
</include>

OO
OO

name (SO Q)

¢ DOVOOOOOORR
¢ BOOOOOOOOOOOBsofia/gateway/name/destination
« OOO<gateway name="my trunk">

proxy

* SIP /00O [P OO0
¢ BOOOOOOOOROR
¢ OO
o value="203.0.113.50"®&&&<® 5060 UDP®
° value="203.0.113.50:5061"OO>>>O®
o value="203.0.113.50;transport=tcp"&TCP &&&
o value="203.0.113.50:5061;transport=tls"®TLS &&<& 5061 &&



register

SO0 SIP REGISTER
&&true | false

QOO OOOOOOY true
QOO IP 000> false

OO

username

SIP 000>

& REGISTER @000 00000®
& register="true" OO
&&>&value="trunk account 123"

password

SIP 00000

QOOOOOOOOR

&& register="true" OO &
&&dvalue="MySecureP@sswlrd"

realm

* SIP SO0
¢ BB - OOOOOOOORR
e &&®value="sip.carrier.com"

auth-username

¢ OVOOOOOOOOROOOOD username SO
¢ DOVD - OOV OOOOOY From 00O
» &&<®value="auth user 456"

SO0

register-transport

REGISTER &0
&>dudp | tep | tls

OO proxy OO O OO0
&S&&value="1tcp"

register-proxy

* REGISTER OOQ00000DOOOOO0000
¢ DOOODOOOOOOOOOOOOOOC



e &&®value="register.carrier.com:5060"
retry-seconds

QOODOOOOOOOOOOY
OO 30

OOO5 & 3600
&OOvalue="30"

expire-seconds

¢ DOVOOOOOOOOOY

e OOOL360001 OO

¢ DOVOOOOOOOOC

« O>OOvalue="1800"30 OO

caller-id-in-from

e & SIP From @000 ID

&>&true | false

true®From SO QQOOOOOOOOOOOOODOR
false®From & Q00O

QOB OOOOOOOOOOR true
Oodvalue="true"

SO0

ping

& N ©©<& SIP OPTIONS ping
OOOOOOOOOOOY
SOOOOOROOD BOOOY
OO 15 ¢ 60 &

OO Ul &0 "Ping &&"
&>&value="25"

ping-max
¢ DOVOVOOOOOOY ping COVOOROOY

¢ OOOOOY ping OOOY
e &&®value="3"

OO

extension

¢ DOVOOOOOOOOOOOO0
¢ OOVD - DOOOOOOOOO0



e O>&OOvalue="+12125551234"
extension-in-contact

& Contact @O
&>&true | false
OO false
&&®value="false"

contact-params

¢ OOOOORQ Contact @
¢ SODOOOOOORORORQ
» &&®value="line=1;isup=true"

OO

from-user

* & From OO0
¢ DOVOOOOOOOOOOOOR
« &&Ovalue="trunk pilot"

from-domain

e & From @000
¢ BOOOOOOOY
o« &&®value="my-domain.com"

outbound-proxy

e OO SIP QOO0
o & proxy && - && Route &0&&
» &&®value="edge-proxy.carrier.com:5060"

context

QOOODOOOOODOOOO®
&> public
QOOOOOOOOOOO
&S&&value="from-carrier"

channels

¢ DOVOOOOOOOY
¢ OOV

¢ OO

e &&OOvalue="100"



dtmf-type

DTMF ©&&&

&&rfc2833 | info | inband | auto
OO rfc2833000¢
rfc2833ORTP &0 00000
info®SIP INFO &

inband@ @&
&>&>®value="rfc2833"

codec-prefs

¢ DOOOOOOOOOOR

¢ DOOODOOOOOOR

« &&®value="PCMU, PCMA,G729"

¢ OOOOOOOPCMUSOPCMASGT729OAMROAMR-WBSG7220PUS

rtp-timeout-sec

OOO N OO RTPOROOROO®
SOODOOOOY

QOOOOOOR
&>@value="120"

rtp-hold-timeout-sec

e &OO RTP @000
¢ OOOROOORY
e &O®value="1800"&30 &

SIP &0
sip-port

QOOOOOROY SIP &&
QOOOOOOOOOR
QOO
&&>value="5060"

rtp-ip

e RTP &0 IP &©
¢ OOOOOOOO® RTP IP
e &&O®value="10.0.0.5"

register-proxy-port

¢ OOV
¢ DOVOODOOODOOOOY



e &&&value="5061"
contact-host

e && Contact QOO
o OO NAT OO0 @
o &&®value="public-ip.example.com"

distinct-to

¢ OOOOOOY URI & To &
» &&true | false

¢ SOOOOO®

« &>&®value="false"

cid-type

* & Remote-Party-ID & P-Asserted-Identity @& ID ©&
&&rpid | pid | none

rpid®Remote-Party-ID &

pid&®P-Asserted-Identity &

OOdvalue="pid"

extension-in-contact
¢ OOOOOOOY Contact URI
» &&true | false
e &&®value="true"

OO

transport (&OQOOR)
¢ QOO
e &Qudp | tcp | tls | ws | wss
¢ DOOODOOOOROQ
e &>&&proxy="203.0.113.50;transport=tcp"

OO TLS QOO0 OOY SIP QOO OOOOOOOOOO0
QOVOOOOOOOY

<include>
<gateway name="primary carrier">

<param name="proxy" value="sbc.carrier.com:5060;transport=tcp"/>
<param name="register" value="true"/>



<l-- o2& -->
<param name="username" value="customer trunk 01"/>
<param name="password" value="SecurePasswordl123"/>

<l-- && -->

<param name="register-transport" value="tcp"/>
<param name="expire-seconds" value="1800"/>
<param name="retry-seconds" value="30"/>

<!I-- &&& ID -->
<param name="caller-id-in-from" value="true"/>

<l-- && -->
<param name="ping" value="30"/>

<l-- && -->
<param name="codec-prefs" value="PCMU,PCMA,6G729"/>
<param name="dtmf-type" value="rfc2833"/>

<l-- O Q& -->
<param name="channels" value="100"/>

<!-- RTP && -->
<param name="rtp-timeout-sec" value="300"/>
</gateway>
</include>

QOOOOOOOOO

QOOQOORY sofia/gateway/name/destination SQOOOOR

<I-- OO0 -->
<action application="bridge" data="sofia/gateway/
primary carrier/+12125551234"/>

</-- OO0 -->
<action application="bridge" data="sofia/gateway/
primary carrier/${tas destination number}"/>

<l-- && D SIP &00® -->
<action application="bridge" data="{sip h X-Custom=Value}sofia/
gateway/primary carrier/${tas destination number}"/>

<l-- SO -->

<action application="bridge" data="sofia/gateway/
primary carrier/${tas destination number}|sofia/gateway/
backup carrier/${tas destination number}"/>



OOOOOOOO

OOOOOOO

» && username & password QO &

o OO proxy OO

o && register-transport OO OOOOY
¢ SODOOOOOORORORROOOOY

OO

& Web Ul (/gw) @000

e && caller-id-in-from SOOQOOOOOOR
o &O® codec-prefs SOOOOOOR

¢ OOOOOOOO® SIP © RTP &&

OO

OOOORORRRY ping &

Q@ rtp-timeout-sec SOOOX
OORRODODRODODOROOOY
OOOOOROROROQ

Diameter OO0
Diameter @00 OO0 OOOOOOOY
OOROOOORRO
OOOOOOOORORY RO OOODOOOOOOOO0Q Ro®

config :diameter ex,
diameter: %{

service name: :omnitouch tas,
listen ip: "10.8.82.60",
listen port: 3868,
decode format: :map,
host: "example-dc@l-asOl1",
realm: "epc.mnc00l.mcc001l.3gppnetwork.org",
product name: "OmniTAS",
request timeout: 5000,
peer selection algorithm: :random,
allow undefined peers to connect: true,
log unauthorized peer connection attempts: true,
control module: Tas.Control.Diameter,
processor module: DiameterEx.Processor,
auth application ids: [],
acct application ids: T[],



vendor_id: 10415,
supported vendor ids: [10415],
applications: [
%{
application name: :sh,
application dictionary: :diameter gen 3gpp sh,
vendor specific application ids: [
%{
vendor_id: 10415,
auth_application id: 16 777 217,
acct application id: nil

¥
]
} ’
%{
application name: :ro,
application dictionary: :diameter gen 3gpp ro,
vendor specific application ids: [
%{
vendor id: 0,
auth application id: 4,
acct application id: nil
}
]
}
1,
peers: [
%{
port: 3868,
host: "example-dc0l-dra@l.epc.mnc001l.mcc@O1l.3gppnetwork
ip: "1.2.3.4",
realm: "epc.mnc00l.mccO01l.3gppnetwork.org",
tls: false,
transport: :diameter tcp,
initiate connection: true
}
%{

port: 3869,

.org",

host: "example-dcOl-dra02.epc.mnc001l.mcc001.3gppnetwork.org",

ip: "1.2.3.44",

realm: "epc.mnc00l.mccOOl.3gppnetwork.org",
tls: false,

transport: :diameter tcp,

initiate connection: true



&> Web Ul ¢ Diameter &&&&<¢® Diameter Q0000
SO>S Web Ul & Sh 0000 Sh 000000000 OD Sh 0@



|
OOOOOOOOOOO

<&
XML 0000000000000 DOOODOOODOOO0

OO0

OO

* & & README - 000000
e & - SIP Q000000
c O - OODODOOOOOOO

SOOOOQ
& -E.164 0000000000000
& - OOOODOOODOOOO

& SS7 MAP - 600000 0d MSRN/HLR ©&
& - OOOOOY OCS 0@

SO
. & - OOVOOOROOOOOOOCLI ©©
e & - OOOODOOODOVOOOOR/OO
e OTIS & - SOOODOOOOOOY

OO

e & - OOOOVOOOOOOO
e O - OOV

QOOVOOD [ OO

TAS OO OO XML &0 XML SO0 OOD TAS OO0 DOOODOODOOODOOODOOOOOOY
QOOOODODODOOOOOOOOOOOOOOOSST7 OOOOVIMPI / IMPU Q000D O0Q

QOOOOY priv/templates®OOOOS
* mo_dialplan.xml - SO OO OOY
* mo_emergency dialplan.xml - &SQ QOO OORY
* mt_dialplan.xml - SO OOOOOOR

OOO® Web Ul 000000000

& XML OO OOOTAS OODOOODOODOOODODDDOODDOODOOODOOODOODOOODOOOOOOOY
FreeSWITCH XML &0 0Q
OmniTAS &&<& FreeSWITCH &&&&& XML &0 D0OODOOODODOOOODOOODY
SOVOODROODOROROOOROD
SOOY
SOOOD OO OBODOD OO & OO
<extension name="description-of-what-this-does">
<condition field="${variable}" expression="regex-pattern">

<action application="app name" data="parameters"/>
<anti-action application="app_name" data="parameters"/>


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/operations
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/number_translation
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/sh_interface
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/ss7_map
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/online_charging
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/supplementary_services
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/voicemail
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/prompts
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/DIALPLAN_METRICS
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/metrics

</condition>
</extension>

SO QOVDOOODOVOODOVDOOODOOODOOY
SOV

SOOOODOVOODOVDVOVDOOODIOOODOVODDOVDOOVOOOOOOOY
OOV

<condition field="${tas_destination_number}" expression="2222">
<action application="log" data="INFO @O QO OROOOOR" />
</condition>

OOV

<condition field="${tas destination number}" expression=""(2222|3444|3445)%$">
<action application="1log" data="INFO0 &QQ OO >R"/>
</condition>

DOOODOOOOO

<condition field="${tas destination number}" expression=""1(8[0-9]1{9})$">

<l-- Q&1 & 8 & 9 & -->

<action application="log" data="INFO0 & & &&: $1"/>

<action application="bridge" data="sofia/gateway/trunk/${tas destination number}"/>
</condition>

SOORR

<condition field="${tas destination number}" expression=""00">
<l-- OB 00 SOPDDOORRD -->
<action application="1log" data="INFO0 & O OO>"/>
</condition>

OO0

<condition field="${msisdn}" expression=""5551241[0-9]1{4}$">
<!-- && 55512410000 <& 55512419999 -->
<action application="log" data="INFQ & O O " />
</condition>

SOOOOOR

SO QOVDOOODOODOD SOV OOOOD

<condition field="${cli withheld}" expression="true">
</-- & (LI 220000 -->
<action application="set" data="effective caller id number=anonymous"/>
<action application="set" data="origination privacy=hide number"/>

</-- && (LI 000000 -->

<anti-action application="1log" data="DEBUG CLI &&&&"/>

<anti-action application="set" data="effective caller id number=${msisdn}"/>
</condition>

continue="true" &&

DOVDDOODOVDODDOOODOODOOOOOOROOOODBcontinue="1rue" SRV OROOOOOOOOOOD
& continued® OO OR

<extension name="First-Check">
<condition field="${tas destination number}" expression=""(.*)$">
<action application="1log" data="INFO0 & & Q" />
</condition>
</extension>



<extension name="Never-Reached">
<l-- SRRV R -->
<condition field="${tas destination number}" expression=""(.*)$">
<action application="log" data="INFO @& " />
</condition>
</extension>

&® continue="true":

<extension name="Print-Vars" continue="true">
<condition field="${tas destination number}" expression=""(.*)$">
<action application="info" data=""/>
</condition>
</extension>

<extension name="Check-Balance" continue="true">
<condition field="${hangup case}" expression="OUTGOING CALL BARRED">
<action application="1log" data="ERROR &&&&"/>
<action application="hangup" data="${hangup case}"/>
</condition>
</extension>

<extension name="Route-Call">
<I-- SO OOORR -->
<condition field="${tas destination number}" expression=""(.*)$">
<action application="bridge" data="sofia/gateway/trunk/${tas destination number}"/>
</condition>
</extension>
&& continue="true" &

¢ OOV
¢ POV OOOOOOY
¢ OOV

SOO®
OO

answer - O >SS 200 OK®

<action application="answer" data=""/>
hangup - QOO OOY

<action application="hangup" data="NORMAL CLEARING"/>
<action application="hangup" data="USER BUSY"/>
<action application="hangup" data="NO_ ANSWER"/>
bridge - ®0Q0 00000

<l-- QOO0 -->
<action application="bridge" data="sofia/gateway/trunk/+12125551234"/>

<l-- QORGP -->

<action application="bridge" data="{absolute codec string=AMR-WB,AMR,PCMA}sofia/internal/
sip:user@domain.com"/>

<l-- QOO0 -->

<action application="bridge" data="{originate timeout=30}sofia/gateway/

trunk/${tas destination number}"/>

SOOOOOY

set - QOO

<action application="set" data="my variable=my value"/>



<action application="set" data="sip h X-Custom-Header=CustomValue"/>
<action application="set" data="effective caller id number=anonymous"/>

unset - OO

<action application="unset" data="sip h P-Asserted-Identity"/>
export - SOROOOOY B-legdOOOO®

<action application="export" data="sip h X-Account-Code=ABC123"/>

SO0

playback - &0

<action application="playback" data="/sounds/en/us/callie/misc/8000/out of credit.wav"/>
<action application="playback" data="$${base dir}/sounds/custom prompt.wav"/>

sleep - OOV

<action application="sleep" data="1000"/> </-- @& 1 & -->

echo - OV OVROOOORY

<action application="echo" data=""/>

conference - SSOOOOY

<action application="conference" data="room-${destination_number}@wideband"/>

OOOQ

voicemail - OOOOOOOO

< QOO0 RR -->
<action application="voicemail" data="default default ${msisdn}"/>

< QOO -->
<action application="voicemail" data="check auth default default ${msisdn}"/>

SOOOOOR

log - &0

<action application="1log" data="INFO0 & &&&® ${msisdn} &S &"/>

<action application="log" data="DEBUG &&<&: ${tas destination number}"/>
<action application="log" data="ERROR &&&&&&&: ${hangup cause}"/>
info - SOV OOOOOOY

<action application="info" data=""/>

OOO®

say - QOOOOOOOR

<action application="say" data="en number iterated ${tas _destination_number}"/>
send_dtmf - && DTMF &&

<action application="send dtmf" data="1234#"/>

SO

SOV

<extension name="Emergency-911">
<condition field="${tas destination number}" expression=""(911|112)$">



<action application="1log" data="ALERT &<& ${msisdn} &>&&&"/>
<action application="answer" data=""/>
<action application="playback" data="/sounds/emergency services transfer.wav"/>
<action application="bridge" data="sofia/gateway/emergency gw/${tas destination number}"/>
</condition>
</extension>

SOOOOOOOOO

<extension name="Check-Credit">
<condition field="${hangup case}" expression="OUTGOING CALL BARRED">
<action application="answer" data=""/>
<action application="playback" data="/sounds/out of credit.wav"/>
<action application="hangup" data="CALL REJECTED"/>
</condition>
</extension>

On-Net ¢ Off-Net &&¢

<extension name="Route-Decision">
<condition field="${on net status}" expression="true">
<!-- 0On-net: && TAS && -->
<action application="1log" data="INFO &&<& on-net &&&"/>
<action application="bridge" data="sofia/internal/+${tas destination number}@10.179.3.60"/>
<anti-action application="1log" data="INFO &&<& off-net"/>
<anti-action application="bridge" data="sofia/gateway/trunk/+${tas destination number}"/>
</condition>
</extension>

SO0 ID OO

<extension name="CLI-Privacy" continue="true">
<condition field="${cli withheld}" expression="true">
<action application="set" data="effective caller id name=anonymous"/>
<action application="set" data="effective caller_id number=anonymous"/>
<action application="set" data="origination privacy=hide number"/>
</condition>
</extension>

SOOOOOOOOOY

<extension name="Try-Bridge-Then-VM">
<condition field="${tas destination number}" expression=""(555124115\d{2})%$">
<action application="set" data="call timeout=30"/>
<action application="bridge" data="sofia/internal/${tas destination number}@domain.com"/>

<I-- QOO -->
<action application="log" data="INFO @O QO OOOOOOR" />
<action application="answer" data=""/>
<action application="voicemail" data="default default ${tas destination number}"/>
</condition>
</extension>

SOV

<extension name="Local-Numbers">
<condition field="${tas destination number}" expression=""([2-9]\d{2})$">
<l-- 3 &30 200-999 -->
<action application="1log" data="INFO0 &&&&: $1"/>
<action application="bridge" data="sofia/internal/$l@pbx.local"/>
</condition>
</extension>

<extension name="National-Numbers">
<condition field="${tas destination number}" expression=""555\d{7}$">
<l-- SO0 -->
<action application="1lo0g" data="INFO0 & & OO"/>
<action application="bridge" data="sofia/gateway/national trunk/${tas destination number}"/>
</condition>



</extension>

<extension name="International">
<condition field="${tas destination number}" expression=""00\d+$">

<action application="1log" data="INFO0 &&&&"/>
<action application="bridge" data="sofia/gateway/intl trunk/${tas destination_number}"/>

</condition>
</extension>
SO
QOROOOOOOOOOOOOY
e FreeSWITCH &0 https://freeswitch.org/confluence/display/FREESWITCH/Dialplan
* FreeSWITCH mod_dptools® https://freeswitch.org/confluence/display/FREESWITCH/mod dptools (&&&<&
OOOR)

SOOROOOY h ://freeswitch.or nfluen isplay/FREESWITCH/R lar+Expr
SOOO® h :/[freeswitch.or nfluen isplay/FREESWITCH/Channel+Vari

FreeSWITCH wiki @@ 000D DOOODOOOOOOOOD

OO

TAS & XML 0000000000000

SOOOOOOOOOOY

SOOVQ

destination_number - QOO OOS
tas _destination number - QOSSOSO
effective caller_id number - &0

SOOO

hangup_case - "none"

ims private identity - &0 &
ims_public_identity - &0
msisdn - SOOOOOOD +&

imsi - OO IMSI

ims_domain - OO OO

MT OO0

ims private identity - &0 &

ims_public_identity - & OO

msisdn - SOOOOOOD +&

imsi - @SOS IMSI

ims_domain - OOOOO

call forward all destination - CFA &&<&<® "none"

call forward not reachable destination - CFNRc &¢&&
scscf address - S-CSCF &&<¢® "none"

scscf_domain - S-CSCF &< "none"

no_reply timer - &0

hangup_case - "none" ¢ "UNALLOCATED NUMBER"

msrn - PRN ©®& MSRN®G® OSSO EG SRI $ODDOOOODDDOOODOOOOD
tas_destination_number - SO OSSOSO MSRN 00O

MO OO0

hangup_case - "none"®"OUTGOING CALL BARRED" & "UNALLOCATED NUMBER"
ims private identity - &0 ®

ims_public_identity - &0

msisdn - QOOOOOOD +&

imsi - @OV IMSI

ims_domain - SO QOO


https://freeswitch.org/confluence/display/FREESWITCH/Dialplan
https://freeswitch.org/confluence/display/FREESWITCH/mod_dptools
https://freeswitch.org/confluence/display/FREESWITCH/Regular+Expression
https://freeswitch.org/confluence/display/FREESWITCH/Channel+Variables

allocated time - OCS OO OOOOOOOOD
cli_withheld - "true" & "false" ©&&

on_net status - "true" & "false" SOOOOOOOOOOOO
msrn - SSASS MSRNOOOO O

tas_destination number - MSRN &&&0 00O

OOO®

QOO emergency call codes QOOOORRDOOOOODOOOOOR

N2

&&® config/runtime.exs SQQOOOOROOOOD

config :tas,
emergency call codes: ["911", "912", "913", "sos"],
# ... OO0

OOV

* emergency call codes®dd@dd0d 00000000

¢ OO SIP && URNO®® <urn:service:sos>o00000@

¢ DOV VODODR OOV OO

¢ SRR R"12"OOOOR"000"OR QOO "999"OO OO " s0s"

SOOVOOOOOY

Tas.Dialplan.Authorization.is emergency call?/2 &QQQo R

1. SIP URI ®&0€€¥ URNO®OS® <urn:service:sos> &&&® "service:sos" & URI
2. OOOOOOO® Caller-Destination-Number &&®® emergency call codes &&&&

QD OOV COVOODOOOOOOY
QOO &&® lib/dialplan/authorization.ex

SOO®

DOOOOOOOO

1. ©&&® TAS
2. OODODODODODOOOOOR
3. OOV ®
o OOROOOOY remergency
o &&® mo_emergency dialplan.xml &&
° &OVY OCS &
o OO PSAP &
4. && call _type: emergency @O o0&

SOV

& priv/templates/mo_emergency dialplan.xml @@ OO RRROOORORRDOODOORDOOOOROOOD PSAPO®
DOOOOOOOO® SIP URI®

SOOVOOOOOY

<extension name="Emergency-S0S">
<condition field="${destination number}" expression=""(911|912|913|so0s)$">
<action application="1log" data="ALERT &<& ${msisdn} @& &&"/>
<action application="answer" data=""/>
<action application="bridge" data="sofia/gateway/psap gw/${destination number}"/>
</condition>
</extension>

SOO®

¢ OOVOVOOOOOOOD "sos" & SIP URN



SOOVOOOOVOOOOOOOOOOOOI911011200000999¢
SOOOOOOVODOOOOO

SO OCS OOV OOOOY skipped_regex OO
OO PSAP &0 OO0 OD00000

QOOVOODOV VDOV

& On-Net OO SO On-Net QOO

OOOVOODODODODOD OO OOOD OOV

<action application="bridge" data="{absolute codec string=AMR-

WB,AMR,PCMA,PCMU,originate retries=1,originate timeout=60,sip invite call id=${sip call id}}sofia/
internal/+${tas destination number}@10.179.3.60" />

& 10.179.3.60 & TAS IPOOOOOOOR TASO - 0O TAS IP &&<® allowed_sbc_source_ips &



i
OO

OOOOOOIMSOOOOOOOOOOOPrometheus®&®

OO

.
e 9090C¢ - OO

o BOOOOOY
0202020002020
0020202020203
.
OOHOOOSOCSOED
020202020020 TOTO
0202020202020

Erlang Mnesia®oo@ &
Erlang VMOOQQOSOMSACC®

o Erlang VM&&&
* 909308 - SORROOOOR

°
°
o RTPOS - &0
o RTPOS - &0
°
Prometheus HTTP&®
SOOOOOOD

>~ o o o o o o o o

[e] [e] o (e} [e] [e] [e] o e} [e] [e]




SOOOOHOOODOOE

OO
OO & OO SO
9090 /metrics POOOOODOODOODD
8080 /metrics };A@S@@@Diameter®HLR®OCS@Erlang VM
9093 /es17module=default RTP/RTCPOGGGO GO0
90900 - OO
OO
OO & OO
freeswitch bridged calls 9090 CROOOOOOOROR
freeswitch detailed bridged calls 9090 OOV OOOOOO
freeswitch current calls 9090 OO OOOOOOOR
freeswitch detailed calls 9090 OOV OOOOOROC
freeswitch current channels 9090 QOO
freeswitch current sessions 9090 @OV OOOY
freeswitch current sessions peak 9090 COOOROOOOOOY
freeswitch current sessions peak last 5min9090 & &S50 OOOO
freeswitch sessions total 9090 COOOOOOOOOOOOOR
freeswitch current sps 9090 OO
freeswitch current sps peak 9090 QOO OOOOOOOY
freeswitch current sps peak last 5min 9090 OOZOOOOOOOOY
freeswitch max sessions 9090 OO OOV
freeswitch max sps 9090 OO OOOOOOOOC
OO
OO & O&

freeswitch current _idle cpu9090 @@ CPUQOOOS
freeswitch min_idle cpu 9090 € O>O>OCPUOOO®
freeswitch uptime seconds 9090 QOO

QCOOOOOOOOOOOOOOOLI=00D0=00

freeswitch time synced 9090®®



OO

OO O OO
freeswitch memory arena 9090 &> ®malloc arena®
freeswitch memory ordblks 9090 &&&&@
freeswitch memory smblks 9090 OO
freeswitch memory hblks 9090 OO O
freeswitch memory hblkhd 9090 S QOO
freeswitch memory usmblks 9090 &S00
freeswitch memory fsmblks 9090 @ O QOOOOOOD
freeswitch _memory uordblks 9090 &&&&&
freeswitch memory fordblks9090 &
freeswitch memory keepcost9090 & >0

OOOOOOOO

OO OO O

freeswitch codec status 9090@@@@type®®®®®®®®=1@@@@@@@@

OOOOOOOO

G.711 alaw/ulaw

PROXY PASS-THROUGH
PROXY VIDEO PASS-THROUGH
RAW Signed Linear (16 bit)
Speex

VP8/VP9 Video

AMR variants

B64

G.723.1, G.729, G.722, G.726 variants
OPUS

MP3

ADPCM, GSM, LPC-10

OO

OO0 @ O®

OOV OOOOOVIkeyOOOOONamed> OO

OOOOOOOOOVIkeyO OO ONamMed> OO

freeswitch endpoint status 9090@@@type@@@@@@=1@@@@@@

OOOOOOO

* error, group, pickup, user (mod dptools)
* loopback, null (mod loopback)
* rtc (mod rtc)



* rtp, sofia (mod_sofia)
* modem (mod spandsp)

OOOOOY

OO O O
freeswitch_load_module9090 & OO OLI=00OO0=00O0 OS> Omodule

OOOOOOOY

mod_sofia (SIP)

mod_conference, mod conference ims
mod opus, mod g729, mod amr, &<&
mod_event socket

mod_dptools

mod python3

mod rtc
OOOOROD...
OO
OO & OO
freeswitch registrations 9090 QOO

QOOOOOOOOOOYexpires, hostname,
network ip, network port,

freeswitch registration defails9090
- - network proto, realm, reg user, token,

url
Sofiad> O
OO OO O

QOOROOOOOOcontext,

freeswitch sofia gateway status 9090 name, profile, proxy, scheme,
status (UP/DOWN)

freeswitch sofia gateway call in 9090 COOOOOOOORO

freeswitch sofia gateway call out 9090 OOOOOOOORORR

freeswitch sofia gateway failed call in 9090 &OOQOOOOR
freeswitch sofia gateway failed call out9090 @ OSSO

freeswitch sofia gateway ping 9090 22@@ping®@®@®Unix@
freeswitch sofia gateway pingtime 9090 &P PINgOOOOOOR
freeswitch sofia gateway pingfreq 9090 ping> OO

freeswitch sofia gateway pingcount 9090 ©&ping>@

freeswitch sofia gateway pingmin 9090 &> ping>®

freeswitch sofia gateway pingmax 9090 > ping>®



OO

OO OO OO
freeswitch up 9090 ROV OOOOORRLI=0OD0=00@
freeswitch exporter total scrapes 9090 QO OROOOORO
freeswitch exporter failed scrapes9090 @ O O OOOO

80800 - TASOOO®

QOVODOOVODOODOOOOOOOOOOOOOOOOOOErlang VMO O OO OO
OO

OO O& O
call simulations total 8080 QOO OOOOOY
call attempts total 8080 QOO OOOOOOY
call rejections _total 8080QSOORROOOOOOOOR
call param errors total8080 OO OOOOOORROOOOD

: SOOOOOOOOOO OO call typedmo/mt/
active calls 8080emergency®
tracked call sessions 8080QQRETSOOOOOOOOOR

Diameter&ooQ @
OO & O

Diameter&@ o001 =000

diameter peer state 8080 0=000O>O>O>®peer host,
peer realm, application

diameter requests total 8080 Diameterd>o 00000000

diameter responses total 8080 Diameterd>o oo 000000

: : 1 Diameter&@ Qo000 00
diameter response duration milliseconds 8080 BOOHHHD
QOO
OO O O

hlr lookups total 8080 HLROOO OO OO

hlr data duration milliseconds 8080 L ROCCCOOOOOOOOOOOT

subscriber _data lookups total 8080 QOOOOOOOOOOOOOR

ShODOOOOOOOOOOO

subscriber data duration milliseconds 8080 SOBODOG



OO0 O® O

ss7 map operations total 8080SS7 MAPOOOOOOOOOQ
. Lo SS7 MAP HTTPO QOO0
ss7 _map_http duration milliseconds 8080 BBBDDDD
tracked registrations 8080 OOOOOSIPOOO®
OOOOOODOCSOO
OO OO &
ocs _authorization attempts total 8080 0CSOOOOOOOOOOOQ
ocs authorization duration milliseconds8080 gg%@@@@@@@@@@@@@
online charging events total 8080 OOOOOOOROOOOOY
authorization decisions total 8080 COOOOOOOOOOO
OOOOOOOO®
OO & OO
HTTPOO OO OO OO
http requests total 8080 endpoint,
status coded>S>OO®
. . 1 HTTPO OO OO O®
http dialplan_request duration milliseconds 8080®@®@®@®@®@
: : o1 QOODOOOOOOOOOY
dialplan _module duration milliseconds 8080®®®®®®®®®®®
. : . A OOODOOODOOOOO
freeswitch variable set duration milliseconds 8080 DD
OOV
SO0 & &
event socket connected 8080 COOOOOOOOOL=00OO0=0C

OO OOOconnection type
event socket reconnections total8080 Q@000 OO OOODOY

Erlang Mnesia® oo

OO O O
erlang _mnesia held locks 8080 OO
erlang mnesia lock queue 8080 OO

erlang _mnesia transaction participants 8080 OO
erlang mnesia transaction coordinators 8080 &>
erlang mnesia failed transactions 8080 22®®®®®®®®®@®@

erlang mnesia committed transactions 8080 OODOOOOOOOOC



OO0 O O

erlang mnesia logged transactions 8080 OOOOOOOOOOOC
erlang mnesia restarted transactions 8080 OOOOOOOORROROR
erlang mnesia memory usage bytes 8080 &mnesiad o> OO
erlang _mnesia_ tablewise memory usage bytes8080 gg?;ﬁf:la@®@®®@®@®
erlang mnesia tablewise size 8080 OO0 OO0 Otable
Erlang VM &OQ®
OO OO OO
SOOOROOOOOOY
erlang vm memory atom bytes total 8080 usagedused/freed
erlang vm memory bytes total 8080 COOOOOOOEkinddsystem/
processes<®
erlang vm memory dets tables 8080 DETS o
erlang vm _memory ets tables 8080ETSOOO®
SOOOROOOOOOY
erlang vm memory processes bytes total8080 usagedused/freed
SOOROODOOOOOOOOOOY
erlang vm memory system bytes total 8080 usage®atom/binary/code/ets/
other®
Erlang VM &OQ®
OO O OO
OO
erlang vm statistics bytes output total 8080 OO0
OO
OO
erlang vm statistics bytes received total 80800000 ®
OO
OO
erlang vm statistics context switches 8080 OO
OO
erlang vm statistics dirty cpu run queue length 80802?;;%@@@
erlang vm statistics dirty io run_queue_length 80802£§)§®®®
erlang vm statistics garbage collection number of gcs 8080222222
GCooo®
erlang vm statistics garbage collection bytes reclaimed8080 <&@
O

erlang vm statistics garbage collection words reclaimed8080 GCOO>@



OO O O

OO0
O
erlang vm statistics reductions total 8080222®®®
erlang_vm statistics run_queues length 8080222®®@
OOV
erlang vm statistics runtime milliseconds 8080 OOO>O®
QOO
L : o OO
erlang vm statistics wallclock time milliseconds 8080®®®®®®
Erlang VM &OQ®
QOO0 ¢ >
erlang vm dirty cpu schedulers 8080 @CPUOQ OO
erlang vm dirty cpu schedulers online 8080 &&OOCPURRROROR
erlang vm dirty io schedulers 8080 SI/OOOOOO®
erlang vm ets limit 8080 OOOODETSO @@
erlang vm logical processors 8080 COOOOOOOOR
erlang _vm logical processors available8080 OOOOOOOOOR
erlang vm logical processors online 8080 COOOOOOOOR
erlang vm port count 8080 OOOOOOOOR
erlang vm port limit 8080 O OOOOOOR
erlang vm process count 8080 OOOOOOOOR
erlang vm process limit 8080 OOOOOOOROR
erlang vm schedulers 8080 @OOOO
erlang vm_schedulers online 8080 0O OOOOOY
erlang vm smp support 808010000 OOSMPROOOOOR
erlang_vm_threads 80801000000 B0
erlang vm thread pool size 8080 OO
erlang vm time correction 8080100000000
erlang _vm wordsize bytes 8080 Erlango o000
erlang vm atom count 8080 OOOOOOOOR
erlang vm atom limit 8080 OOOOOOOOO
Erlang VMO OOOOOMSACCR
SOORROOOOOOOOOOOdtype, id
SOOQ O O
erlang vm msacc aux seconds total 8080 OOOOOOOOOOOOOOOOD
SO0V OOOOOOY

erlang vm msacc check io seconds total 8080 PO



OO0 O® O®

erlang vm msacc_emulator seconds total 8080 ggErlang®®®®®®®®®®®
erlang vm msacc gc seconds total 8080 OOOOOOOOOOOOOOO
erlang vm _msacc_other seconds total 8080 g?é@@@@@@@@@@@@@@
erlang vm msacc port seconds total 8080 COOOOOOOOOOOOOR

erlang vm msacc sleep seconds total 8080 QOOORROOOOROOY

erlang vm msacc alloc seconds total 8080 COOOOOOOOOOOOOR
erlang vm _msacc _bif seconds total 8080 OBIFQ OO0 OOOOOD
erlang vm msacc busy wait seconds total8080 QOO OOROD

erlang vm msacc_ets seconds total 8080 OETS BIFOO00000000

O&
erlang vm msacc gc full seconds total 80803 QRGCCOOOROOOOOOOD
erlang vm msacc _nif seconds total 8080 ONIFOOOOOOOOOOOQ
erlang vm msacc send seconds total 8080 OOOOOOOOOOOOOOY

erlang vm _msacc_timers_seconds total 8080 OOOOOOOOOOOOOOOY

Erlang VM&&®
> ®alloc, instance no, kind, usagedo Qo 00O

OO O O

OOOOOOO OO carriers sized>OO@&blocks sized®
erlang vm allocators8080 >6GS erts alloc(3)d
O OOOOROY® temp alloc, sl alloc, std alloc, 11 alloc, eheap alloc, ets alloc,
fix_alloc, literal alloc, binary alloc, driver alloc

YAVLULY

909300 - COOOOOOOY

SOOOOOOORTP/RTCPOOOOOOOOOOOOOOOO

OO OO OO
freeswitch info 9093 &> OO version
freeswitch up 9093 QORI =00R0=00Q

freeswitch stack bytes 9093 OO

freeswitch session _total 9093 OO

freeswitch session active9093 @ OO

freeswitch session limit 9093 &

rtp _channel info 9093 RTPOOO OO0



RTPO® - OO0

OO O OO
rtp audio in raw bytes total 9093 OOOOOORRROOOO
rtp audio out raw bytes total 9093 O OOORORROOOOY
rtp_audio_in media bytes total 9093 OO OOOOOROOOOOOOY
rtp audio out media bytes total9093 S OO OOROOOOOOOY

RTPO® - OO0

OO OO O
rtp audio in packets total 9093 O OOOOOOR
rtp audio out packets total 9093 OO

rtp audio in media packets total 9093 QOO OO
rtp audio out media packets total9093 @ QOO
rtp _audio_in skip packets total 909300 QQROOOC
rtp audio out skip packets total 9093 QR RRROOO

RTPOG - 000099

OO OO O
rtp audio in jitter packets total9093 @ OO OO
rtp_audio_in dtmf packets total 9093 ODTMFOOO&@
rtp audio out dtmf packets total 9093 @Q&DTMFOO OO
rtp audio in cng_ packets total 9093 COOOROOOOOOOOR
rtp audio out cng packets total 9093QQORROOOOOOOOY
rtp audio in flush packets total 9093 QOO RRRROOOOOOY

RTPOG - OO0

OO O O
rtp audio in jitter buffer bytes max9093 &S QO OOOOOOOOR
rtp audio in jitter seconds min 9093 OOV
rtp audio in jitter seconds max 9093 OO
rtp audio in jitter loss rate 9093 OOOOROOOOOOOOOOOY
rtp audio in jitter burst rate 9093 OOV OORORRORROROOOOOOY
rtp audio _in mean_interval seconds 90930 OOOOOD
rtp_audio_in flaw total 9093 QOO OODOOOOOOOOOD
rtp audio in quality percent 9093 @V OOV OO®0-1000

rtp audio _in quality mos 9093 OOV ORORORL-5D5000C



RTCPO®

OO OO O
rtcp audio bytes total 9093 & RTCPOO®
rtcp audio packets total9093 ®RTCPOOO& @

GoOOOO®
OO OO OO
go _goroutines 9090 &> goroutines&<®
go threads 9090 &>>OOSOOO
go info 9090 GO ROOOOOOOOOR
go _gc duration seconds 9090 QOOOROOOROOOOROOY
go memstats alloc bytes 9090 COOOOOOOORO

go_memstats alloc bytes total 9090QQOOOOOOOOROR
go memstats heap alloc bytes 9090 OOOOOOOORROROR
go _memstats heap idle bytes 9090 QOO OOOR
go memstats heap inuse bytes 9090 OOV

go _memstats heap objects 9090 @OV
go memstats heap released bytes9090&&>Q0SOQQO®
go memstats heap sys bytes 9090 OOV OOOROC
go _memstats sys bytes 9090 OOOOOOOOROR
OO
OO OO O
process cpu seconds total 9090 OO OOV OOOOCPUR OO
process max_fds 9090 OOOOOOOOOO
process open fds 9090 @OV OOOOOOY

process resident memory bytes 9090 OOV
process virtual memory bytes 9090 QOO OOOROC
process virtual memory max bytes9090 > O > OO
process start time seconds 9090 &Unixo OO OO O OO

Prometheus HTTP& G

OO O O
promhttp metric handler requests in flight9090 Q& O RO OO

OHTTPOOOOOOOOOOO

promhttp metric handler requests total 9090 SO

YAVLULY



OO

* gauge: OO0 OO0 OOOO0 OO current calls, cpu idle®
* counter: SOOOOOOOOOO Y sessions total, failed scrapes®
* summary: OO OOOOOOOOOOOOOOOOOOOge duration seconds®

YAVAULY

OO

OOOOOOOOOOOOOPrometheus® OO OOOOOOO OO

scrape configs:
- job _name: 'ims as system'
static configs:
- targets: ['localhost:9090']

- job _name: 'ims_as _engine'
static configs:
- targets: ['localhost:8080"']
metrics path: '/metrics'

- job _name: 'ims_as media‘
static_configs:
- targets: ['localhost:9093"']
metrics path: '/esl!'
params:
module: ['default']

QO

OO

OOV
¢ 20002909000

¢ OO RI0930 R
¢ TAS@o022808000

OO0
QOO

freeswitch current calls



SOOO®

freeswitch sofia gateway status{status="UP"}
SO OOOPing OO
avg(freeswitch sofia gateway pingtime)
OO

freeswitch current sps

OOV

freeswitch memory uordblks

OO

SOOOOMOSO OO

rtp audio in quality mos

SOOROOOROY

rtp audio in quality percent

SO

rate(rtp audio in jitter packets total[5m])
OOV

rtp_audio _in jitter loss rate

SOOR®

avg(rtp audio in jitter seconds max -
rtp audio in jitter seconds min)

RTPOOOOOOD
rate(rtp audio in media bytes total[lm]) * 8
SOOOOOOOY

increase(rtp audio in flaw total[5m])



TASOOO®

OO

active calls

Diameteroo oo

diameter peer state{application="sh"}

SOV

rate(call attempts total[5m])

HLROOOOOIF3OOOOS

histogram quantile(0.95, hlr data duration milliseconds)
OCSO OO

histogram quantile(0.99, ocs authorization duration milliseconds)
SOOOOOOOY

rate(subscriber data lookups total[5m])
Diameterdoooo&

rate(diameter responses total[5m]) /
rate(diameter requests total[5m])

SOVOOOOOROR

event socket connected

Mnesiao o0&

rate(erlang mnesia committed transactions[5m])
Mnesiad oo o0®
rate(erlang mnesia failed transactions[5m])
Erlang VMO OOO®

erlang vm process count

Erlang VMO OO0 0Q



erlang_vm memory bytes total

SOV

rate(erlang vm statistics garbage collection number of gcs[5m])
SOVOOOOVOR

erlang vm statistics run queues length

ETSOOO®

erlang vm memory ets tables

HTTPOOOOOODDOOOODOOO®

histogram quantile(0.5, http dialplan request duration milliseconds)

YAVLULY

OOOOOOOO

OOOOOOOO
QOOVOOOOOOOOOOOOOOOOOOOduration _unit: falsedOO O OOOOR

1. Prometheus Elixir&&&dO®> milliseconds&ddO00®
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# OOOOO
Histogram.declare(
name: :http dialplan request duration milliseconds,
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labels: [:call typel]l,
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duration unit: false # QOOOOOOY
)

# OOOOOD

start time = System.monotonic time()

# ... OO0 ...

end time = System.monotonic time()

duration ms = System.convert time unit(end time - start time,



:native, :millisecond)
Histogram.observe([name:
:http dialplan request duration milliseconds], duration ms)
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rate(http dialplan request duration milliseconds bucket[5m])
)
Diameter®® o

rate(diameter responses total{result="success"}[5m]) /
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alert: SystemDown
expr: rate(call attempts total[5m]) ==
for: 2m
labels:
severity: critical
annotations:
summary: "TASOOODORD - OOOOD"
description: "20000OQ OO
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alert: DiameterPeerDown

expr: diameter peer state ==

for: 1lm

labels:
severity: critical

annotations:
summary: "Diameter&®&{{ $labels.peer host }}&&"
description: "{{ $labels.application }}O OO OOOOO"

OOODOOOOOR

alert: EventSocketDisconnected

expr: event socket connected ==

for: 30s

labels:
severity: critical

annotations:
summary: "&& OOS{{ $labels.connection type }}ooO"
description: "&OOOOOOO"
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expr: |
histogram quantile(0.95,
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annotations:
summary: "&&&&Diameterde”
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alert: OCSAuthFailures

expr: |
rate(ocs authorization attempts total{result="no credit"}[5m]) /
rate(ocs authorization attempts total[5m]) > 0.1

for: 5m

labels:
severity: high

annotations:



summary: "0CSOQOOOOOROD"
description: "{{ $value | humanizePercentage }}O O OOOO"
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for: 5m
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for: 3m
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annotations:
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alert: HighMemoryUsage
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for: 10m
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alert: HighSchedulerRunQueue

expr: erlang vm statistics run_queues length > 10
for: 5m

labels:

severity: warning



annotations:
summary: "OQODQOOOOD"
description: "&OQOQOO{{ $value }}"
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expr: rate(erlang mnesia failed transactions[5m]) > 1

for: 5m
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severity: warning

annotations:
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groups:
- name: ims as aggregations
interval: 30s
rules:
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3. OO0
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B OOOOOODOOODOOODOOOY
4. SOOOOOQ

o P OO OODOOODOOOOOOOD
° O OOOOY OOV OOOOY
B OOOOOODOOODOOOOO
B OOOOOOOOOQ

5. OO
o && "p Play" &0

0 DOVOOOOOOOOOOOOOY
o && "Stop" OO

QOO
QOOOOOROOOOOOOR
config :tas, :prompts,
voice: "nova",
response format: "wav",
instructions: "Speak clearly and professionally.",
recordings: [
%{path: "/sounds/en/us/callie/voicemail/vm-enter id.wav",
text: "Please enter your mailbox ID followed by pound"},
# ... OO0
]
O

QOOODO COOOOOOOOOOY

SOOOD QOO TTS CROOOOROOOR
QOOOD SOODOOOOOOOOY

SOOOR OOOOOOOOOWaY » mMP3OOOOOOL
OOODD COVOOODOOOOOOOY

OO TTSO OOOOOOOOOOC
OOOOOOD OOV OOOOOOOOOD

OOOOD COVOOODOOOOOOOY

A

&& "Generate Missing" O QOO - SOQOOOOROR
QOVOOOROOOOOOY "Re-record All"

&&® "Re-record" 00000 OO0
QODODOOOOOOOROR
QOOOOOOOWAVO OO DOODOOOODOOOOORY
SOOOORODOD TTS OOOOOOO®



¢ OOVOOOOOOOVOOOOOOOOD - OOOOY
e OOOOO FreeSWITCH OO0

OO XML &
SO OOOOOOY FreeSWITCH &&&& XML &&&
QOO OOOOOOOOY /routing

O
¢ OOV OORO® priv/templates/ OSSR XML &Q00O&
¢ OOVOD DOV OOOOOOOOOOOOY
e OOVOROO OOOOY XML 0000000
o OOOOY
o OOOOOY
o OOOO/OY
° OOOY
¢ OOV OOV OOOOOOOOO XML &©
¢ OOVOD DOVODOOOOOOY
¢ OOV OOV OOOOOOOLY 600px®
OO0
1. 0000000
° QOOOOVOOOOOOY . xml OO
° OOVOOOOOOY
° QOVOOOOOOOOR
2. OOOOQ
° QOOOOOOOOOY XML &
° OOVOOOOOY
° SOOOOOY

3. && XML &&&

OOOOOOOXML OO <extension>&<condition>
QOOOOOOOOOOOO® name=&Tfield=

QOO OOOOY "public"®"destination number"
SOOOOOOXML & <! -- |, -->

[e] [e] (e} o

O

¢ OOVOOOOOD DOV DOOOOOOY



QOOODOOOD SOODOOOOOOOOY
QOO OOOOOO XML &
QOO COOOOOOOOOY
QOOODO OOV OOOOOOO
QOOOD SOOOOOOOOOOOY

O

OO® TAS @O ® priv/templates/ &&
OO .xml &&

SOV ROOODOOOOOD

OOV ROORDOOOOORD
OOOOOOOOOOOOOOOOOOOOY
OOOOOOOD XML 0000000

& /10gs QODOODOOOOOOOOOD

OO0

QOO OO priv/templates/ &&@
&&® FreeSWITCH XML 00000 &
QORVRVRR OOY . xml &

QO ROV OOOOOY

DOV QOO ODOOOOOORRRORR
QORVRRROY 600PXO OOV

ESL &&006
OOOOROOOROY FreeSWITCH 00O OOQOESLOOO®
OO OO OOOO® /command

O

SOOOO OO ESL/FreeSWITCH API &&
QOO SOOOOOOO

QOOODO OOOOOOOOOOY 10 OO0
QOOOOOD OOV OOOOOOY

QOO SOOOOOOOOOY

QOOOOD CODOOOOOOOOOOO O "Run”

OO0

1. 00000

° OOOOOOY ESL &
° QOO



2. OO0

status - && FreeSWITCH ¢&<&

show channels - OSSO

uuid dump <uuid> - QOOOOOOOY
sofia status - && SIP &>
reloadxml - &SSO XML &
version - &<& FreeSWITCH ¢&<&

o && "Run" &0
o &OOOOOY® "Running..."

° POVOOOOOOY

3. OO0

[e] [e] o ¢} [e]

4. OOOOOOQ

OO0 "Output" &
QOOOOOOOOOY

&&@ "ERROR:" &0
OO OOOOY 600px
OOV

° QOVOOOOOODOOOOOOOOO
o & "Recent:" QOO0 OOOOOOOR
° OOVOVOY 10 OO

OOOOOOROR

POVOVOVOPVOVOVOVD
OO

O O OOO®

status QOOOOROROOORPY FreeSWITCH &0
show channels QOOROORY OO "0 total"
show calls OOOOOOR OO
uuid dump <uuid> OOOOOOR OOV
uuid kill <uuid> OOOOO® "+0OK" &0
sofia status SIP &0 QOOROOOOR
sofia status profile <name>< OO OO QOO

reloadxml

version

global getvar <var>
api help

O

OO0 XML "+0OK" &&
FreeSWITCH 0000 00000
OO0 OO
OO OO

e OOOOY OO uuid_dump SOOOOOOOOOY



OOOOY & status & show calls && FreeSWITCH &&&&
SIP &&&&® &&® sofia status && SIP &&&®
SOOOOOROOOR & reloadxml OO OO

QOO & uuid kill @000

OOODOD OOOOOOOOR

OO0
OO

e && OmniTAS S QOO
* && Sofia OOV OOOOOOOOY sofia status profile internal
¢ BODOOOODDOROOOOOOOOOOOY

CDR &0

e && OmniTAS CDR ©¢&000®
e & CDR &0 0000
e && OmniTAS &<¢& CDR &0

OO0

e OO CDR OOOO>IM QOO0 ODOOOOOOOOOOD
¢ OOOOOOOY CDR ©©
¢ DOVOODOOOODOOOOOOOOOY

OO
OO0

QCOOOOOOOOOOOOOOOOOOOVPNOOOOODOOODOOODOOODOOOOO
OOV



i
TTS &O&0

NROL0LG20404
&<& OpenAl & TTS OO OOOOD (TTS) OO

OO

OO

e & & README - 000000
e O OORL -TTS OOOOOOOOOOOOOY
¢ O OOR - OOV TTS OO0

OO

¢ O OOOROY - OODOOOODOODOOOC
¢ O OOOL - DOODOOOOOOY

¢ I OOOD - OOV

¢ ROV - OOV

OO

QCOOODOOOODOODOOOODOOOOOOOOOY
QCOOODOOOOOOOOOOY playback &€

QOOOOOOOOOOOOOOOOOOOR " OO"OOOOOOOTTS &< OpenAl &OO&
OOV OO openai.fm SO

config :tas,

prompts: %{
voice: "alloy",
instructions: "Speak with a prim, British accent.",
response format: "wav",
recordings: [
%{
text:
"You do not have sufficient credit to make that call,
please topup your service and then try again ",
path: "/sounds/en/us/callie/misc/8000/out of credit.wav"
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}I
%{
text: "The destination you have called is unabled to be
reached",
path: "/sounds/en/us/callie/misc/8000/
unable to be reached.wav"

{

o |

text: "Your call is being transferred to emergency services",
path: "/sounds/en/us/callie/misc/8000/
emergency services transfer.wav"

]
}
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& Sh OO0
TAS &<& Sh-User-Datad® o000 XML &&&
1. IMS &&&

¢ IMPI®OOOO®® username@domain - &S0
o OOO{IMSI}@ims.mnc{MNC}.mcc{MCC}.3gppnetwork.org
o &>&&505014001234567@ims.mncOO1.mcc505.3gppnetwork.org
¢ IMPU®OOOOO® sip:+number@domain - 0@
o &&&sip:+{MSISDN}@ims.mnc{MNC}.mcc{MCC}.3gppnetwork.org
o &&O®sip:+61403123456@ims.mncOOL.mcc505.3gppnetwork.org

2. S-CSCF &o®

* OOOOY S-CSCF 0000000
° SOBOOOOOOOY IMS 0O

3. MMTel 0000000000

SOOOOOOCFADD OOODOOOOOO0
SOOOOOCFBOO OO0
SOOOOOOOCFNRyO® OOOOOOOOOOOOY
SOOOOOOOCFNRCOD OOOOO/OOOOOD

&> MMTel-Configd

MMTel-Config &&&& HSS/Repository QOO0 OO0

<MMTelSS>
<CDIV>
<SS-ActivationState>active</SS-ActivationState>
<Ruleset>
<Rule>
<RuleCondition>communication-diverted</RuleCondition>
<ForwardTo>+61403555123</ForwardTo>
<NotificationType>notify</NotificationType>
</Rule>
</Ruleset>
</CDIV>
</MMTelSS>

&> MMTel &&&
* CDIVOOOOODOD OO0

* OIPOOOOOOOROD QOO0 Q
e TIPOOOODODOD OOOOOO0

& Sh OOOOOOOOOOY

SOOY Sh OOVOOOOOOOOOY

O O OO
ims private identity IMPI 505014001234567@ims.domain
ims public identity IMPU sip:+61403123456@ims.domain

&
OO
OO
OO

SOO®
OO0



O O SO O
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SOROQ
msisdn IMPU®® 61403123456 RS
O
+&
SO
imsi D1P? 505014001234567 RS
IMSI
. . IMPI/ .
ims domain ims.mncO01l.mcc505.3gppnetwork.orgIMS &
_ IMPU
S-
S-CSCF . . " " CSCF
scscf_address >0 scscfOl.ims.domain & "none OO
&
S-CSCF S
scscf_domain & ims.domain <& "none" CSCF
&
. . MMTel " " CFA ¢©
call forward all destination CDIV 61403555123 & "none PPN
MMTel CFNRc
call forward not reachable destination 2222 OO0 QOO
- - = - CDIV
OO
CFNRy
no reply timer MMTel 34 400000 S>O>D
CDIV Pos

SOROOSh OOOOOOO®

TAS QOO DDOOOROOOROR
1. & Sh & MMTel-Config& oD - OOOOOOY
2. & SS7 MAP & HLR 00000 /0000d®® Sh & MT &&¢&
3. OOROOOVOOOD - OOY Sh OOV

OO®

# OOOOQOOY Sh &&® MMTel-Config @&

config :tas,

call forward not reachable destination: "2222", # &
default no reply timer: 30

& Sh COOOOOOOOO
SO
1. ®OO® HSS 000
°© Sh 0O OO
° hangup_case &&&&<& "UNALLOCATED NUMBER"
° SOV SIP &
2. HSS 000& | ©00@
° Sh ¢ 00 ®5000mse
0 OOOOOOOOY
0 QOVOOOOOOOOOOOOOOOOOOOD

3. &0 MMTel-Config®



0 BOVOOOOOOOOROY
o && call forward not reachable destination & no reply timer &> Q@
0o OOVDODODOOROOORY

&& Sh &©

SO

# Sh SO
rate(subscriber data lookups total{result="success"}[5m]) /
rate(subscriber data lookups total[5m]) * 100

# Sh SQOOOPI5®
histogram quantile(0.95,
rate(subscriber data duration milliseconds bucket[5m]))

# Sh &&®
rate(subscriber data lookups total{result="error"}[5m])

QOO

* P95 ©® > 100ms®HSS &0
¢ OOQ > 5%OHSS ©O00Q
e OO > 20%OHSS 000 ®

SO

&> Web Ul & Diameter &&&<& (/diameter)

& Web Ul &&® Sh && (/sh_test) 0000 ®
SOVOOO OO OY

& TAS &> @@ HSS/Repository

&<® subscriber data lookups total €0

G w0 =

&<® Sh &
&® Web UI Sh ©&&® (/sh_test)®

1. COOOOOOOY /sh_test
2. OO MSISDN®@&®+61403123456<®
3. &&“®&® Sh”
4, SOOOOOOQ
o IMPI/IMPU &
o S-CSCF ©<¢
o MMTel &&
o OOV

SOOOOOO

OOOOOOOOOOY HSS ©
QCOOOOOOOOOOOY

& IMS ©0&& S-CSCF ¢
&® HSS 00000000
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SS7 MAP / Gateway-MSC &¢

&
& HLR &0 SS7 MAP && MSRNOOOOOOOOOO0OO0

OO

OO

* & & README - @000
e & - SS7 MAP &&&ss7 _map &
. & - OOOOO® HLR/MAP &

QOOOOR
* & - OOOOOOOOOY MSRN ¢ forwarded to number
o & - && HLR €000 Sh/MMTel®

e & -Sh & MAP 00000
e & - HLR &0 0000

OO

e & - & HLR/MAP &
e & - HLR/MAP &0

Gateway-MSC &¢&

TAS &G HLR 00000 OSOMSRNGO MSCOOO Q@O 2G/3G 00000000
BODOOVOROOOOD

SOOO msrn & forwarded to number SOOOOOOOROOOOOOOOOOOD
OO

* enabled - ©&/&& SS7 MAP &&

* http map_server_url base - MAP && HTTP API &&<& URL

* gmsc - && SRI/PRN &&&&& MSC &&

* timeout ms - MAP &&& HTTP &0 000000050000

config :tas,
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ss7 _map: %{
enabled: true,
http map server url base: "http://10.5.1.216:8080",
gmsc: "55512411506",
timeout ms: 5000 # SOOXRXQ 5000ms
b

OOO TAS OO SRIGOOOOOOOOOOOOOOOOOOOY

1. QOOOOD - && SRI QOO0 OOOOOD MSRNOOOO PRNOOOOOO
QOO msrn SOOOOOOOY

2. OVVO2G/3GY - POVOODOOVLR OOODOOOODOODOOOHO PRNOOD
QOOOOOOOOOOOY V-MSC & MSRN®

3. OO -OODOOODOOODOOODOOODOOOOOOY

msrn & tas _destination _number SOOOOOOOOOOROOOOOOOOOOD PRN &
QROOOOOOOY



Bl
OO

&
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OO0

OO0
e & & README - 000000

e & - OOOOOOOOOOOOCLI OOOOOOOOO
e & - OOV

QODOOOOR
« & SRCRO2OROROROROLOROTOROROS
e & - OOV MMTel-Config

e & SS7 MAP - && HLR &0 OOSh 000000
e & - CLI 000000

OO0

e & - OOV OCS
e & - OO[OVODOOOOOOOOOOD

OO

e & - OO0
e & - QOO

OOOOOOOOS [ OO CLI/ 0000

QCOOOOY CLI QOO OO0 DOOOODODOOOODD [ OO0 OOOO Sh &0
&&& MMTel-Config @000

config :tas,
blocked cli prefix: ["*67"],

call forward not reachable destination: "2222",
default no reply timer: 30,
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emergency call codes: ["911", "912", "913", "sos"],

OOV
* blocked_cli_prefix@dodd0000@ CLIOOOOO IDOOOOOS

o QOO["*67"] - SOOOOD *FET OO
o SOOOOOOLOY cli withheld ©&

* call_forward _not_reachable _destination®@ddd OO QOOOOOOROR
&>OOCFNRc®

o & Sh &> MMTel-Config & &
o OOBO"2222" - OO

« default_no_reply_timer®&&&d® CFNRC 0O QOOOOOOOOOOOD
&

° &&&® Sh ©&&&>®» MMTel-Config &&&
° OOV30 - OOV 30

* emergency_call_codesdoooO0000000000ODOOR
0 QOVOVOOOOOOOOOOQ
o SIP & URN®O®®O<urn:service:sos>o00000000000

° @@@@@["911", ||112||' ||000||' ||999||' "SOS"]
0 QODOOOOOOY OO

OOOOOOOOOO

TAS @OQQQQQOQROOCLI @000 Y® cli withheld ®QQQQROOR
"true"®

OO 1O
OOOOOOOY blocked cli prefix OOOOOOOOOOY

1. QOOOOOOOOODOOOOOOOOOY *67555123456¢

2. QOOOOOOOL OOV 555123456

3. cli withheld €& "true"

4, QOOOOOROODOOOOOOOOOOY
OOV
blocked cli prefix: ["*67"] # OOOOOO
blocked cli prefix: ["#31#"] # OO GSM QOO

blocked cli prefix: ["*67", "#31#"] # OOOOOQ



&& 2&SIP From &&&
& UE/®QO&® SIP &0

1. TAS ©<& SIP From &0 "anonymous"'&oo00000
2. Q@0 cli withheld & OO "true"
3. COROODODOOOOOOOOOOQ

SOOOOOOY CLI ©©
TAS && cli_withheld OO OO GOV XML OO0 OOOOOOOOO

<extension name="CLI-Privacy" continue="true">
<condition field="${cli withheld}" expression="true">

<action application="set"
data="effective caller id name=anonymous"/>

<action application="set"
data="effective caller id number=anonymous"/>

<action application="set" data="origination privacy=hide number"/>

<action application="set" data="sip h Privacy=id"/>
</condition>
</extension>
TAS & CLI Q0000000

TAS COQOOOOOOOOOOOOO

OO O & O
C O "true" & OOOOOOOOY® From &< CLI ©
cli withheld & "false" &
. : O OOOOOOOOOOOOOOQ
tas_dest1nat10n_number® OO 5551234565
O & tas _destination number &&&&

destination_number o Q000¢ SOBOHHS

QOOOOOOOOOOOOY cli_withheld="true" &&&
QCOOOOOOOOOOOOOOOY

O OO OO
effective caller _id number"anonymous" <&@ 0000
effective caller_id name "anonymous" <&QQQOQQOROR
origination privacy "hide number" &&&&<& SIP &S
sip_h Privacy "id" SIP &&&&RFC 3323
sip h P-Asserted-Identity @O0 OO P-Asserted-Identity &



OOOOOOOOO

<extension name="CLI-Privacy-Handler" continue="true">
<condition field="${cli withheld}" expression="true">
<I-- QOO0 -->
<action application="1log" data="INF0 &&&
${tas destination number} & CLI &&"/>

<l-- QOO OOOOOOY -->

<action application="set"
data="effective caller id name=anonymous"/>

<action application="set"
data="effective caller id number=anonymous"/>

<action application="set" data="origination privacy=hide number"/>

<I-- && SIP &&& -->
<action application="set" data="sip h Privacy=id"/>

<I-- QOO P-Asserted-Identity -->
<action application="unset" data="sip h P-Asserted-Identity"/>

<!-- ®® cli withheld ¢ falsed SO OS> -->
<anti-action application="1log" data="DEBUG & QOO :
${msisdn}"/>
<anti-action application="set"
data="effective caller id number=${msisdn}"/>
</condition>
</extension>

<I-- QOOOOOOOOOOOY -->
<extension name="Route-Outbound-Call">
<condition field="${tas destination number}" expression=""(.+)$">
<action application="bridge" data="sofia/gateway/
trunk/${tas destination number}"/>

</condition>

</extension>

SOOO®
¢ BOOOOOOOOOOOOD SIP OO
IRO2O2O2OTOOTO2OROTOLOROTOTOLOTOIOLOTOTOLOTOROLORES
* cli withheld ®&& Q@& "true" & "false" OO OOOY
e SO [ OO CLI 00000000 XML &0
IR OZO2O2O2ORROTOROLOROTOLOTOTOTOLOTOLOLOTOTOLOOLOLOTOLOTOTOLOROTOLOLOS
e OO MOBOOOOOOOOOOOD

OOOOOOOOY

QCOOOOOOOOOOOY CDIVOOOOOOOOOOOOOOOOOOOOTAS OOOOOOOD
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1. OO (CFA) - 0000

« &&® call forward all destination
¢ SOV OOV

¢ OOV OOV Y HLR 0000

¢ SOVDD DOV ODOOOOOOOOOY
¢ DOV DOVOOOOOOOY

2. OO0 O® (CFB)
¢ SOVDOD DOV ODOOOOOOO®
¢ SIP & 486 OO0
¢ SOVDOD DOV DOOOOOOO®
3. &0 0Od>® (CFNRYy)
e &&® no reply timer
¢ SOVDD DOV ODDOODOOOOOOOY
¢ OO OO 15-30 ¢
¢ DOVDOD DOVOROOOOOORQ

4. &SO>S (CFNRo)

&&® call forward not reachable destination

¢ OOVOD OOVOOOOOOOOOOY

¢ SIP &&® 480 00O

¢ DOV DOV OOOOOOY

e OOO OOV MMTel-ConfigoooOOOOO

OOV

QOOOOOOOOOOOOOOOOOOOY

1. HLR && (SS7 MAP) [OOSR - OOOD]
I (©®®® HLR ©00®)
2. MMTel-Config (Sh ©<®) [&& HSS OO0 D]
1 (000 ®® MMTel-Config)
3. OOO0® [OQORD - O]
SOVROOROOOY

* HLR O0& OO0 DO0OOOOD/OOO0
* MMTel-Config® &O&& IMS OO0
¢ OOVODD CODOOODOOOOOOOOOOY



OOOOOOOOOOOO

>® 2 oo SO0 >®
oS POOODD
call forward all destination C>C> "61403555123" & CFA &¢©
@ “none" @
& Sh/ CFNRc ¢
call forward not reachable destination® MMTel "2222" OOV
& OO 2O
@Sh/ & CFNRy
no_reply timer & MMTel 30 OOOOOO
SO SO
& &&® HLR
msrn & 1RO ® 161400123456 & MSRN
& QOO
& QOO
tas _destination_number O OO "2222" SOOOOY
& QOOY

OOOOOOOOOOOO

OO MT OO0

<l-- OO HLR 2200008 -->
<extension name="Check-CFA" continue="true">
<condition field="${call forward all destination}"
expression=""(?'!'none$) .+$">
<action application="1log" data="INFO OO OO OO
${call forward all destination}"/>
<action application="set"
data="tas destination number=${call forward all destination}"/>
</condition>
</extension>

<l-- SO OO -->
<extension name="Bridge-To-Subscriber">
<condition field="${msrn}" expression=""none$">
<l-- && MSRNOOOO OO -->
<action application="set" data="call timeout=${no reply timer}"/>
<action application="bridge" data="sofia/
internal/${tas destination number}@${scscf address}"/>

<l-- OOOOOOOOOe -->
<action application="1log" data="INFO0 OO OOOOOOOOR" />



<l-- QOO -->
<action application="set"
data="forward destination=${call forward not reachable destination}"/>
<action application="1log" data="INF0 &&&
${forward destination}"/>
<action application="answer"/>
<action application="voicemail" data="default default ${msisdn}"/>
</condition>
</extension>

QOO

& config/runtime.exs SOOOO OO OO
config :tas,
# && CFNRc 00000 MMTel-Config &OO®
call forward not reachable destination: "2222", # OO OO

# OOOOOY CFNRy 00000 MMTel-Config ©00®
default no reply timer: 30 # && 30 <@

SOOOROOOY
e OOV HSS &0 MMTel-Config

¢ Sh OOOOOOOOOOOOO
¢ DOVOOOOOOOOOY

OOV

SOOOROOOOOOY
1. ©& Sh &&¢
o && Web UI /sh_test 0000
o && MMTel-Config ©<& CDIV &&
o &&® call forward all destination &
2. OO0V
0 OAOVOOOOOOOROY
o && call forward all destination != "none"
o && tas destination number S QOO
3. ©& HLR &3000&& SS7 MAPO®
o && Web UI /hlr 00000

° HLR &&&® Sh &&
° SO MSrn SOOOOOOOLOOOY



4, SOOOOOOO

o OOOOOY call forward not reachable destination
o && default no reply timer &<&
° OOV MMTel-Config @O

QOO
QOO OOV DOOOOOOOOOOY
OOOOOOOOOO

<l-- QOO -->
<extension name="Prevent-Forward-Loop" continue="true">
<condition field="${sip h X-Forward-Hop-Count}" expression=""$">
<action application="set" data="sip h X-Forward-Hop-Count=1"/>
<anti-action application="set" data="sip h X-Forward-Hop-
Count=%${expr(${sip h X-Forward-Hop-Count}+1)}"/>
</condition>
</extension>

<extension name="Check-Forward-Hop-Limit">
<condition field="${sip h X-Forward-Hop-Count}"
expression=""([3-9]|[1-9][0-9]+)%">
<action application="1log" data="ERROR & o0& ${sip h X-
Forward-Hop-Count}"/>
<action application="hangup" data="LOOP DETECTED"/>
</condition>
</extension>

OO

OOV

¢ DOVODOOROOOOOY
e OO& no _reply timer SOQQOOY
¢ DOVOODOOROOOOOOY

020222 72 PRCRORES

INFO 0000000 61403555123
INFO &&& 2222
INFO QOO OO0

OOV
¢ DOVOOOOOOOOOY

¢ DOOOOOOOOC
¢ DOVOOOOOOOOOY
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OO0

SOV
* & & README - 000000
¢ O OO - OOOOOOOOOOSMSCcOOOOOY
¢ OOV - OOOODOODOODY
QOO
¢ O ORVRRD - OODOVDOOOOOR/OO
o QOO - OO/OODOOOOOOOO
e OTTS & - QOO
SO
¢ OOV - OOOODOOOOY
O

¢ O ORRL - OO

QOO [ OO0

SOOROOOOOY XML OO0 DOODOODOOOOOOOOOOOORD

QOVODODODODOOOOOOVOOVOVOODOOOOOOOOOOOOY bridge OO OOOOOVOOOOOOOOOOR

<action application="1log"

data="INFO Failed to bridge Call - Routing to Call Forward No-Answer Destination" />

<action application="set"

data="sip h History-Info=<sip:${destination number}@${ims domain}>;index=1.1" />
<action application="set" data="sip call id=${sip call id};CALL FORWARD NO ANSWER" />
<action application="1log" data="DEBUG Called Voicemail Deposit Number for ${msisdn}" />
<action application="set" data="default language=fr"/>

<action application="answer" />
<action application="sleep" data="500"/>

<I--O000 TAS OOOODODODOOOOOOOOOOOOOOOY-->

<action application="set"

data='vm post body=mailbox=${msisdn}&caller=${effective caller id number}&action="deposit"'/>
<action application="set" data='api hangup_hook=curl http://localhost:8080/vm end content-
type application/x-www-form-urlencoded post ${vm post body}'/>
<action application="voicemail" data="default default ${msisdn}"/>

QOOODODODODOOOOY

<extension name="Static-Route-Voicemail-Check">
<condition field="${tas destination number}" expression=""(2222|55512411520)%">
<action application="1log" data="DEBUG Called Voicemail Check Number" />
<action application="set" data="default language=fr"/>

<action application="answer" />

<action application="set" data="voicemail authorized=true"/>


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/configuration
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/operations
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/dialplan
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/supplementary_services
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/prompts
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/number_translation
https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCall/IMS-ApplicationServer/doc/metrics

<action application="set" data='vm post body=mailbox=${msisdn}&action="clear"'/>
<action application="set" data='api hangup hook=curl http://localhost:8080/vm_end
content-type application/x-www-form-urlencoded post ${vm post body}'/>
<action application="voicemail" data="check auth default default ${msisdn}"/>
</condition>
</extension>

QOVODODODODODODOOOOOOOOOOOOOOOOOOD MWI OO0
QOOOOOOOOOOOOOY

bindings = [
caller: caller,
day: day,
month: month,
hour: hour,
minute: minute,
message_count: message count

]
O>OPmessage count SOOODR S 1 OO ®
config :tas,

voicemail: %{

timezone: "Pacific/Tahiti", HOOOOOROO®

smsc: %{
smsc_url: "http://10.8.81.215", #SMSc API &<& URL
smsc_api key: "nicktestkeyl123", #SMSc && API &
source msisdn: "2222" HOOOOOOOOODOQ

T
HOOOOODRORDODOOOOOR
voicemail notification text: %{
not left:
"OOROY <%= caller %> & 1 QOOROOORY <%= day %>/<%= month %>&<%= hour %>:<%=
minute %>",
single voicemail:
"OOROY <%= caller %> OOROOOOORRY <%= day %>/<%= month %>&<%= hour %>:<%= minute
H>OOOOOOOO 22228",
multiple voicemails:
"&O <%= message_count %> QOOOOOOOOOOOOY 22220
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