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GET /api/vl/devices

a i VI:



"data": [

{
"name": "SITE A BS1",
"address": "192.168.1.100:8080",
"registration status": "registered",
"session status": "active",
"bts status": "connected",
"vendor": "Nokia",
"agent type": "AirScale",
"software release": "BSC-2250.5.0",
"hardware version": "2.0",
"agent unique id": "airscale-001",
"manager vendor": "Nokia",
“manager release": "NE3S5-5.0",
"license required": false,
"retention hours": 720,
"last connected at": "2025-12-10T14:30:00Z",
"disconnected at": null,
“last _error_code": null,
"last error string": null,
"data": {
“pm points": 45320,
"pm last write": "2025-12-10T14:15:00Z",
"config points": 1200,
"config last write": "2025-12-10T14:30:00Z",
"alarm points": 15
}
"pm warning": null
}
1,
"meta": {
"total": 50,
"page": 1,

}

"per page": 25,
"total pages": 2

"status counts": {
“total": 50,
"connected": 45,
"waiting for pm": 2,
"pending": 1,
"registering": 0,



"disconnected": 2

Slemdl Juolas wle Jgmanll

GET /api/vl/devices/:id

aslaw VI

{
"device": {
"id": "nokia bs1",
"name": "SITE A BS1",
"vendor": "Nokia",
"address": "192.168.1.100",
"registration status": "registered",
"registration key": "base64 encoded key",
“session id": "nonuniquesession",
"session expiry": "2025-12-11T14:30:00Z",
"device info": {
“type": "AirScale",

"software release": "5.0.0",
"hardware version": "2.0",
"agent unique id": "airscale-001"
¥
}
}

Jsle=> Jazu



PUT /api/vl/devices/:id/register
Content-Type: application/json

"address": "192.168.1.100:8080",

"web username": "admin",

"web password": "password",

"webhook url": "http://manager.example.com:9076/webhook",
"private key path": "/etc/certs/private.key",
"public key path": "/etc/certs/public.key"

"result": "Success",

"registration key": "base64 encoded nonce",
"device id": "nokia bsl",

"message": "tlxiu jlexdl Jimws o5

Al 9o,

200 - x>l Jyzudl

400 - lgzll 8 Uas ol axllo e wlalso
409 - Jsall J=wo jle=ll

500 - sl Uas

slez Jrzuui slall

DELETE /api/vl/devices/:id

aluw VI



"result": "Success",
"message": ";lexd| Jimws sled] o5,
"device id": "nokia bsl"

}

awud=dl 6,051

&u.l.l.?s.p

PUT /api/vl/devices/:id/sessions
Content-Type: application/json

{
"session id": "session unique identifier"
}
aluw VI
{
"result": "Success",
"session id": "session unique identifier",
"session timeout": 86400,
"expires at": "2025-12-11T14:30:00Z"
}
amd=dl 600:

o aclw 24 :auol Yl algoll
o algall slgil Jud ar> anulzll sl Collao
o aclw 20 JS olil cayams

asalzll all> o sl

GET /api/vl/devices/:id/sessions



a i Vi:

{
"session": {
"active": true,
"session id": "session unique identifier",
"expires at": "2025-12-11T14:30:00Z",
“time remaining seconds": 82400,
"last activity": "2025-12-10T14:30:00Z"
}
}

ar> anudzll slas]
POST /api/vl/devices/:id/sessions/keep-alive

aluw VI

"result": "Success",
"new expiry": "2025-12-11T14:30:00Z"
}

esSill 6,15
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PUT /api/vl/devices/:id/config/upload
Content-Type: application/json

{
"filter": {
"uploadType": "configuration",
“objects": [
{
"sdn": "/BSC-1/BTS-23/*",
"depth": 100
}
I

"objectClass": ""

aluw VI

{

"result": "Success",
"configuration": {
“timestamp": "2025-12-10T14:30:00Z",
"device id": "nokia bsl",
"parameters": {
"/BSC-1/BTS-23": {
"BtsBasics": {
"BtsName": "CELL A",
"BtsType": "MACRO",
"EnvironmentalSpecifications": {
"TemperatureRange"”: "Industrial"
}
},
"CarrierAggregation": {
"CarrierAggregationCapability": true,
"MaxUECarriers": 5
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Bl Jusindl 3d NI HueSill adoliz Y1 asanddl.

PUT /api/ne3s/function/provision
Content-Type: application/json

{
"airscale name": "nokia bsl",
“config file": "/path/to/config.xml",
"take fallback": true,
"block local changes": false

}

a i VI:

{
"status": "success",
“operation": "provision",
"plan id": "plan 1741484400000000000",
"data": "<provisionResponse>...</provisionResponse>"

}
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slosVI:

P BT

true

false

ue sl
Caginall lezl aml

rsSil calo lwo XML
ol ol

[ R AT
Jazaill

adzall sl las
audasll slisl

e INVALID FILE - ,lus config file 59350 jué calall ol 55590

¢ TRANSPORT ERROR - jlg=l go aSuidly JLas¥l (o8 alSiuo
e SESSION ERROR - dawmd> sliu] 32 NE3S
o cllasl SOAP (lalaza)l wSlgil (gaxill slazl Jio) jlgzll oo

PUT /api/vl/devices/:id/config/set
Content-Type: application/json

{

"parameter path": "/BSC-1/BTS-23/BtsBasics/BtsName",

"value": "NEW CELL NAME",

"value type": "string"

}

asluau VI



"result": "Success",
"parameter": "/BSC-1/BTS-23/BtsBasics/BtsName",
"old value": "CELL A",
"new value": "NEW CELL NAME",

"applied at": "2025-12-10T14:30:45Z"

ass Loadl ,_,.-_91-." wlolso:

aol=oll

BtsName

MaxUEsServed

CellTXPower

EnableCarrierAgg

HandoverHysteresis

gl
Ll

PR

GAJUO
ApYe
(G
u\.da.m

wesSill &l e Jguomll

JLULJI

"SITE_A Cell 1"

256

40 (Juand)

true

3 (cuw 99)

el
saclall daxo/adzll b 420

332) uadVl sl

Jlw Yl asllb s gimo

Jololl grozs o

GET /api/vl/devices/:id/config/history?limit=10&days=7



"history": [
{
"timestamp": "2025-12-10T14:30:45Z",
"change type": "parameter modified",

"parameter": "/BSC-1/BTS-23/BtsBasics/BtsName",
"old value": "CELL A",

"new value": "NEW CELL NAME",

"reason": "9 u eSS éuaxi”

Ll gl ual
sVl puulés e Jguasldl

syl slae wlly gloiwl:

PUT /api/vl/devices/:id/metrics/upload
Content-Type: application/json

{

"filter": {
"uploadType": "measurement",
"objects": [

{
"sdn": "*",
"depth": 100
}
]
¥
}

asluau VI



"result": "Success",

"metrics": {
"timestamp": "2025-12-10T14:30:00Z",
"measurement interval": 300,
"counters": [

{
"id": "M1C1l",
"name": "DL Cell Throughput",
"value": 125.4,
"unit": "Mbps",
"cell dn": "/BSC-1/BTS-23/Cell-1"

b

{
"id": "M1C2",
"name": "UL Cell Throughput",
"value": 89.2,
"unit": "Mbps",
“cell dn": "/BSC-1/BTS-23/Cell-1"

}

]
}
}

alouinidl wlgaiidl e Jgraadl

PUT /api/vl/devices/:id/alarms/upload
Content-Type: application/json

{
"filter": {
"uploadType": "active faults"
}
}



{

"result": "Success",
"alarms": [

{
"alarm id": "alb2c3d4",
"severity": "g,=",
"probable cause": "i>lio ut anlsJdl”,
"specific problem": "&aé )l oo 9 Jis",
"affected dn": "/BSC-1/BTS-23/Cell-1",
"event time": "2025-12-10T14:15:302",

"description”: "ad Ud| oo Ji9 cums a>lio ,ue 1 adx=JlI™

sledl Lzglgugs sle Jguaxll

PUT /api/vl/devices/:1id/topology/upload
Content-Type: application/json

{

"filter": {
"uploadType": "topology",
"objects": [

{
"sdn": "x*",
“depth": 100
}
]
}
¥

aluw VI



"result": "Success",
“topology": {
"device dn": "/BSC-1",
"managed elements": [
{
“name": "BTS-23",
"type": "BaseTransceiverStation",
“dn": "/BSC-1/BTS-23",
"cells": [
{
"name": "Cell-1",
"type": "EUtranCell",
“physical cell id": 100,
“frequency": 2110

Jslexdl ,Lusl

PUT /api/vl/devices/:id/ping

as VI
{
"result": "Success",
"device id": "nokia bsl",
"latency ms": 45,
"status": "reachable"
}

plaidl puulio e Jgmamll



GET /api/system-metrics

s> Al wolesall wlS wlibas] s PM, olilas] INfUXDB 5)lso elaxiwly «lez JSI
o,



"data": {
"batch writer": {

}

"queue depth": 120,
"queue max": 50000,
“flush _count": 8452,
"points written": 1250000,
"bytes written": 89000000

"pm spool”: {

“pending files": 3,

"files processed": 1420,

"files failed": O,

"points written": 980000,

"points filtered": 4200000,

"bytes read": 650000000,

"last file ms": 245,

"started at": "2025-12-10T08:00:00Z"

b
"influxdb stats": [
{
“name": "2045 Booker",
"total": 12500,
"last write": "2025-12-10T14:15:00Z2",
"performance metrics": 11000,
"configuration": 1200,
"alarms": 300
}
1,
"system": {

"memory_ total": 524288000,
"memory processes": 312000000,
"memory binary": 89000000,
"“memory ets": 45000000,
"process count": 1250,
“run_queue": 0

plaill asuo sle Jguanll



GET /api/vl/health/status

"status": "healthy",

"devices": {
"total": 50,
"registered": 48,
"active sessions": 45,
"unreachable": 2

b

"database": {
"influxdb": "connected"

}
"timestamp": "2025-12-10T14:30:00Z"

SasSill 6,5

Sl Ll giges

P9 palnis oy Nokia eNodeB (o JSuiw:



/SystemFunctions
— /BSC-1 (8ac lidl dbe o6 aSoid| 8a55)
L— /BTS-23 (apwlu¥!l JlwY! dbxo)
— BtsBasics (gdgadl .goidl .pwYl)
— /Cell-1
| }— CellCommonData
| |— CellAdvanced
| L— CarrierAggregation

L— /Cell-2
I_ L)

L— /Connectivity
— Siinterface
— X2Interface
L— NetworkConfiguration

axsliadl uoSill plgo

"parameter path": "/BSC-1/BTS-23/Cell-
1/CellCommonData/AdminState”,

"value": "UNLOCKED",

"value type": "enum"

}

&iSooll ousll: LOCKED, UNLOCKED, SHUTTING DOWN

"parameter path": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower",

"value": "35",

"value type": "integer"

}

Gl ile xoizs) Jans 46-0 :3Uaill



ol apmoles> (5195

"parameter path": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/HandoverHysteresis",

Ilva'l-uell: II3II'

"value type": "integer"

}

Jasasd 8-0 12390l BUadl Jupus> 62> 6]l

orbsiodl Huossiwwall uad VI axdl Garni

{
"parameter path": "/BSC-1/BTS-23/MaxUEsServed",
"value": "256",
"value type": "integer"

}

Al Gle aniny 2>



amsLidl Josdl aum
Sle=dl JLsol i1 Josdl aaw



oz jlez 1l

el gl

Jlo:



#1., 5Le=xdl Jbo] sl |
curl -X POST http://localhost:4000/api/v1l/devices \
-H "Content-Type: application/json" \

-d '{
"id": "site a bsl",
“name": "SITE A BS1",
"vendor": "Nokia",

"address": "192.168.1.100:8080",
"credentials": {
"username": "admin",
“password": "password"
}
}

#2. 5lexdl o Jumuill
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/register \
-H "Content-Type: application/json" \
-d '{
"webhook url": "http://manager.example.com:9076/webhook"
}

# 3. awdxJl sy,
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/sessions \
-H "Content-Type: application/json" \
-d '{"session id": "session 001"}’

# 4., oSl de Jgaxdl
curl -X PUT

http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \

-d '{
"filter": {
"uploadType": "configuration",
“objects": [{"sdn": "*", "depth": 100}]
}

} 1



oSl cunw 12 Jonll

# 1., axdlJl daensll pMeiwl
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \
-d '{
"filter": {
"uploadType": "configuration",
"objects": [{"sdn": "/BSC-1/BTS-23/Cell-1", "depth": 10}]
}
}' | jg '.configuration.parameters["/BSC-1/BTS-23/Cell-1"]"

# 2. daolsoll Jyoss
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/config/set \
-H "Content-Type: application/json" \
-d '{
"parameter path": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower",
"value": "38",
"value type": "integer"

} 1

curl -X PUT

http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \

-d '{
"filter": {
"uploadType": "configuration",
"objects": [{"sdn": "/BSC-1/BTS-23/Cell-1/CellAdvanced",
"depth": 5}]
}

}' | jqg '.configuration.parameters["/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower"]"



# (uwu C.')S.o_i) 6 osiwo | cu_9|)_°_|| il
#!/bin/bash

DEVICE="site a bsl"
INTERVAL=300 # 5 & L5

while true; do
# g Lot oo
METRICS=$(curl -s -X PUT
http://localhost:4000/api/vl/devices/$DEVICE/metrics/upload \
-H "Content-Type: application/json" \

-d '{
"filter": {
"uploadType": "measurement",
"objects": [{"sdn": "*", "depth": 100}]
}
)

# aws | o Liadl gl sawl
DL=$(echo $METRICS | jq '.metrics.counters[] |
select(.id=="M1C1") | .value')

CELLS=$(echo $METRICS | jq '.metrics.counters | length')

echo "$(date): DL=$DL Mbps, Cells=$CELLS"

# olgnisidl o gaxil
ALARMS=$(curl -s -X PUT

http://localhost:4000/api/vl1/devices/$DEVICE/alarms/upload \
-H "Content-Type: application/json" \
-d '{
"filter": {
"uploadType": "active faults"

¥
}'" | jg '.alarms | length')

if [ "$ALARMS" -gt O ]; then
echo ", 3= : $ALARMS dhis o lgaais"
fi



sleep $INTERVAL

done

sUos VIl axlleo

al> 90, HTTP

o]l

200

201

400

401

404

409

500

503

o]l
cl
sliw)| i
dlo it il
Trao b

29790

,o)L'>J| u\s i_la_>

tlio s

Jl.JI
oSl gzl @i
BIFEY Y ICIVPY
JSON axllo it wlalso s
cliio APl Wl ,ué/ssiin
29750 i jlgAll
J=ally Jzuso el
bl 8265 Jlasl (9 Juiad



{
"error": {
“code": "DEVICE NOT FOUND",
"message": " lg=xd| 'site a bsl' 59390 ",
"details": {
"device id": "site a bsl",
“timestamp": "2025-12-10T14:30:00Z"
}
}
}
assLindl sUas VI
Jzuno jut lell
{
"error": {
“code": "NOT REGISTERED",
"message": "oldesdl Ju5 jlexd| i wx
“solution": " Jws | PUT /api/devices/:id/register ?37"
}
}

"error": {
"code": "SESSION EXPIRED",
"message": " lexd| awls ausNo wegis |V,
"solution": " Jws | PUT /api/devices/:id/sessions awl> sa.J

}

anllo jut roSill dalns:



"error": {
"code": "INVALID PARAMETER",
"message": "glud!l L b dndleoll doud",
"details": {
"parameter": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower",
"value": "99",
"valid range": "0-46 Joiiwso"
}
}
}



o lisadaid] axo p ag=lg aliol

Jroc JUe Python

import requests
import json

class RanMonitorClient:
def init (self, base url="http://localhost:4000/api/v1"):
self.base url = base url
self.session = requests.Session()

def register device(self, device id, address, username,
password) :

"""_H_)?_)‘Le_? I Lnn
url = f"{self.base url}/devices/{device id}/register"
payload = {

"address": address,

"web username": username,

"web password": password,

"webhook url": "http://manager:9076/webhook"
}
response = self.session.put(url, json=payload)
return response.json()

def get config(self, device id, sdn="*", depth=100):

IIIIII—)_l ; Il QJSS_J &l_?_)_i_‘”l““”
url = f"{self.base url}/devices/{device id}/config/upload"

payload = {
"filter": {
"uploadType": "configuration",

"objects": [{"sdn": sdn, "depth": depth}]

}
response = self.session.put(url, json=payload)
return response.json()

def set config(self, device id, parameter path, value,
value type="string"):
mnn II().{ S l I .- | wm mnn
url = f"{self.base url}/devices/{device id}/config/set"
payload = {



"parameter path": parameter path,

"value": value,

"value type": value type
}
response = self.session.put(url, json=payload)
return response.json()

def get metrics(self, device id):
" oY s i g Lol
urt = f*"
{self.base url}/devices/{device id}/metrics/upload"
payload = {
"filter": {
"uploadType": "measurement",
"objects": [{"sdn": "*", "depth": 100}]

}
response = self.session.put(url, json=payload)
return response.json()

# plzxiwll Jlo
client = RanMonitorClient()

# il Lz

result = client.register device(
device id="site a bsl",
address="192.168.1.100:8080",
username="admin",
password="password"

)

print(f"Lzwidl: {result}")

# oSl e Jgaxdl
config = client.get config("site a bsl1l")
print(f" . ¢SiJl: {json.dumps(config, indent=2)}")

# dolzra)l cuax

update = client.set config(
"site a bsl",
"/BSC-1/BTS-23/Cell-1/CellAdvanced/CellTXPower",
"38",
"integer"



)
print(f"c,oaxidl: {update}")

aliol cURL

slexdl Jasu:

curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/register \
-H "Content-Type: application/json" \

-d '{
"address": "192.168.1.100:8080",
"web username": "admin",
"web password": "password",

"webhook url": "http://manager:9076/webhook"
} 1

Sledl alls e Jguanll:

curl -X GET http://localhost:4000/api/v1l/devices/site a bsl

curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \
-d '{
"filter": {
"uploadType": "configuration",
"objects": [{"sdn": "/BSC-1/*", "depth": 50}]
}
¥ oloijg



ac go=>o Baicells

&o> + ax> all> KPI J eNBs )0 Baicells (gMoiuwVI Jl 15L5awl)

o< eNBs o Baicells 9 RAN Monitor go wui> J] Gi> Nokia AirScale g Cwle
olrsas Il - Yl e juSe PM J|I RAN Monitor - ol o olé Baicells QAFA sl
calo juiai Gle sgizy Y PM, pgs; 13 RAN MONitor axe u dgzly Lle gMlaiamwVL

o uinig lusSi arauSe 5 Joo awarS Jdodl o3 lai ccdso Wle alds> JSU adxoll wlaulaill
Loio ixls.

essi €NBs alwlw o Baicells Nova (Jio pBS4200. culdl goli I BaiBS QAFA *)

wle lgade Yolow jut 8 a0 dnai wlinls daxo  dg>ly riss
https://<cell>/fsmoam/ wusll agzls sly oi il Gargoyle ixaw 3255 Y LYY e
lilarl/PM ol g5 Vs axlno

* 32.435 an,)l cundg (a,99) ans whblae (o asliadl UL

esss Baicells.Scheduler 9 RAN Monitor (e LiusSs o5 ads JS de gMaiwVL
5lell Jsi> Lhiyg wolis/RF/ o G l/WAN/UE/ jus o l,l5591/3Uail o e /fsmoam/ .

| euiSog INfluxDB. all Jea> lae] il pi (sl jio «Josi adxll. GPS, OMC, WAN)
x5 adxdl oSG Y loaie iz & ot dxo wloglrall wlog) jelai cuxy 0/1 JwdawsS.



N | aosall

aJyl () gMlosawl - GET /fsmoam/. ... lass ssl,8 a85Lae g
config :ran monitor, :baicells, interval ms: (.ol sl

eMaiwd 6,19 2 - - LS
auli 60)

vl . .
BaicellsPerformanceMetrics

InfluxDB

aulsl 7 lao 5520 €NB / ((15i1) (baduil] @]l

JECH NS
wldls ol goxoll pgis Y - paxiws s ¥ set . *

a, sl

Lnis TCP 443 s95) slaicl wlly W] 85,8l wllac zliz ¥ ‘elamgll o3 e 7ot
polo JSuin Laio 55,5 on gamall .(atbls slaic] wlly go iz UL

anl Sl

RanMonitor.Baicells.Scheduler (GenServer., JS eMoiwYL pgdy
interval ms)
i s e anls JSU:
RanMonitor.Baicells.Collector (adls JS ole eMbsiwYL pgay)
- RanMonitor.Baicells.Fsmoam GET /fsmoam/get.
<0id>?... (a95Llaw ggxu)
F addl aby s sUo (ool e /Jusis /GPS/0MC/WAN/RF/
ol 15 ])
L Ll sLo InfluxDB (BaicellsPerformanceMetrics)
- RanMonitor.EnhancedInfluxDbConnection.write
- RanMonitor.Database.InfluxDbStats.record write
- RanMonitor.Baicells.Ingest (axaw) gMhiwl 51 aJls

all=dl)

olJ_gS.o“ & o



VsSoll axd g §anoll

Fsmoam wlanlaill dxo 1 dg>lg) laas 8sl,8 Jxo/Jios /fsmoam/
| bla bil,s + alxl alay,s —» a>lg gMaiwl InfluxDB
Jorzall 68y gMaiwl aal> - Influx + JI9@s] + wlilas)
L oSl gs930 LW dzw

Jis5Yl (Al amival) ads JSI 8,513l o ¢Maiwl 5T all>

al> axao Baicells ab" axaw Baicells"

o lbwbeall

bl 03n e £Maiwl JS (oo ehblasll slawl paxiws Casa/Nokia wUldl 0sSs e
wloglrall wlog) go aadlgin):

(52l ol 0/1 .aJl=Jl) Lasls: CELL.OpStateUp, CELL.Synced,
CELL.GpsInPosition, CELL.OmcConnected, CELL.WanLinkUp, FM.ActiveAlarms

(ax> wblag) Joni ad=dl 955 boauc: RRC.ConnMean (UEs alasuill).
DRB.PdcpSduBitrateDl / DRB.PdcpSduBitrateUl (kbps). RRU.RssiUl,
RRU.MaxTxPowerDbm, CARR.EarfcnDl, CARR.PhyCellld

alaaidl JSuw (pwlsll BaicellsPerformanceMetrics): Ja> counterValue. wlbMe
metricCounter, enbName, enbId, site, host, metricMcc, metricMnc,
vendor="Baicells", recordType.



RICAC

config :ran monitor, :baicells,
interval ms: 60 000,
cells: [

%{
name: "baicells-nova-pbs4200",
enb id: "1202000091183FP0178", # @0 / oluwluwill 08 ,J1 eNB
(aodMe enbId + aJlxJ|l ¢ liao)
site: "Apex Lifestyle Lab",
host: "10.7.15.70",
scheme: "https" # ol oYl https

sSiull: RAN Monitor — als Baicells TCP 443 g35ai) 65,15 35l ] &5 Y .6,0Lall
(£ MoV,

wgll ag=lg

alls Baicells (/baicells/status) - adxll i\ Jgogll aulsol go ads JSJ 80>l adlay
diol jio 8995/ Josi (DISP = aisljin). GPS. OMC/ACS. WAN. UEs alauiull. DL/UL o ¢
BlUail, UL RSSI. EARFCN/PCI. aslall uasVl szl TX, wlla) ab doileg saugiSall blaill
oles 5 JS Blal o o (820l go) aloins.

J wblasll ax9.0i a0 3>45 Y Baicells - s 2595 Y 13 il pwld 13~ ,uai (g9
veddaill (o 15l 1065~ go 4i,las]l Casa).



. ii ..'I

# 6¢l,8 fsmoam as5los g9 - (roxed| alea, ) & uilis:
curl -sk "https://10.7.15.70/fsmoam/get.0x08010005.07
ModuleType:+SoftwareVersion:+SerialNumber"

# 9 ol LIl InfluxDB:
influx -database 'nokia-monitor' \

-execute 'SELECT last("counterValue") FROM
"BaicellsPerformanceMetrics" GROUP BY "metricCounter"'

oMrudl sl _9i: [Baicells.Scheduler] <name> (<host>): up=<bool> ue=<n>
wrote <N> metric(s), all> axaw o Gaxig Baicells.

o35 Y gumo JSuin aisSe ut adxll colS 13] ralam>Mo (Hlos Jio phyCellld wlo ué

- cellUnavailableAlarm). whlae ols UE/BUail Lo ,e/RSSI as s |65 aumll
b Jwlw lasd wiSGy CELL. * + pposaill cuns - |l

aLall o5 5Ll

. - ("&b aslo]" Juog) el Lle aaizy &L
. k",J;)'I)..c;u.dl -
. - ologlrall wlsg)

o alisiu dole é)J'aJ _



acgox>o Casa PM

LM JoloawVl 6,blg bVl guulés wlaiwl Casa Systems o usiall

RAN Monitor ec»> i .ou5ldl sosio €NBs (o Casa Systems go wi> J| Gi> Nokia
AirScale gBaicells. LM> Casa e adxll plsi e — Klal lgawwas Jouwas 6 u2all
&9 Gl o abluw lgwsai PM, oleiug RAN Monitor plsicg ((uwdwidl o8 J1) lgiugn IP
s 8350l 8,b) Loyl aiSoy Jlin o .82l i oo s,1Y SSH (iobrlae M (o liz| s
soles wblae] gdog Jgogl) ablall PM). awonid| (il Jiowd] igoxd|l o]l e oy
6,15] SSH. ga=ilg.

wlbgizall Jg2>

© 0 N ULk W=

S e
w N = O

psii €NBs o Casa o=wiw kpi agent wlels @iy modo PM XML 3 Lol B8gGPP TS
32.435 ,ic lg=9xy g HTTP (multipart. libcurl) J| serverURL Jubiwy . oSl L1



RAN Monitor egég (o all le calo JS o jis poing rduanaio alg dadi e goadl b
] wbbdl LSy casaiy (Jd=i al> Jole INfluxDB.

wwll s Hlex oluw Jba Casa Lilali awas Jou:

o alo puwl JS Joxy PM glgis o (aulil Leised) 8x>el) (sladuwid| o8 ,J1 IP
0 OOlio — 151 LS oy o) il adsdl sglai (13 g8l Hran lsis ga s, YI
o rosluluill 08 )1 dlauwlg, IP lgd gdx il alasll (16 — anlsi o s3Jl.

o il @801 oY 15las + 1P J Sy 0lsg 120 RAN Monitor Jl Jswosll L]
e 83>5)l SSH 2959 «Jsuosll allall (o Gamilly (leilrlaey (bolis]

Solas whblag] PM (JBs)). wloj,lss go Jolaidl piy SSH o3 lglais (sill dayxall
EBlal wlassll.

ad9g0 | pawl Oslisitall Carimy / ECID (hwduidl 08,1 alawlg, muilio arioy bl im0
a5 ] i ks Y luibuid] 08,01 — IP 5> ]l.



parinll aasall

wlldl o] aass http://<ran-monitor>:9077/api/casa/pm/upload
Jaidl (PM) HTTP multipart POST (Casa kpi agent)

(8,15)1) Jaidl SSH (Erlang :ssh. wlw,ls> Dropbear aoyasll)
Gawii PM 3GPP TS 32.435 (aul 60 ¢Y»)

ol dus /var/lib/ran monitor/casa pm spool

ovls InfluxDB CasaPerformanceMetrics

adxll ¢liso SO Y pulusidl 05,1 (lo pawl o PV o5 PM)
Olsic IP s 15)l &3l Laan Olsis po anlsi pi

PEVII RRVRTY priv/casa cell registry.etf (joiws)

wblaxeW bli>Yl awidl  priv/casa configs/<serial>/ (o$,3)



ii_,ldadljl

Casa eNB kpi agent
| HTTP multipart POST (32.435 PM XML)
v
RanMonitor.Web.Casa.Endpoint (port 9077)
L Router - PmController.upload
| parse serial from filename, learn mgmt IP from source
addr
- RanMonitor.Casa.CellRegistry record serial - mgmt IP
(self-register)
v
RanMonitor.Casa.PmSpool
/var/lib/ran _monitor/casa pm spool

v
RanMonitor.Casa.PmSpoolWorker (polls every 1s)

F— RanMonitor.Casa.PmParser 32.435 - point maps
(drops empty tags)

- RanMonitor.Casa.PmFilterStore keep only selected
counters

L RanMonitor.EnhancedInfluxDbConnection - InfluxDB
"CasaPerformanceMetrics"

SSH management (RanMonitor.Casa.Ssh — Erlang :ssh, legacy
algorithms):

- RanMonitor.Casa.ConfigBackup periodic femtoconfig.ini
backup - ConfigStorage

- RanMonitor.Casa.Reachability staggered SSH probe -
CellRegistry

L- RanMonitor.Casa.KpiBootstrap push kpi agent.ini +

restart (onboarding)

62>9)l g2 0 (1ib/ran monitor/casa/):



62>9ll

pm spool.ex /
pm_spool worker.ex

pm_parser.ex
cell registry.ex

ssh.ex

config storage.ex /
config backup.ex

reachability.ex
kpi bootstrap.ex

pm filter store.ex

B EYAY

ard g gannall

bls sl > 32.435 Jlxe INfluxDB (Jalxi,
at L)l ppall ol wlodall)

bl 28,1zl izl o5 = 1P s, bY
g59all/ ¥ liglss +/ECID, 6 oo

x¢lwo SSH ,uc Erlang :ssh wlsj)ls> go
Dropbear aoyasll

oo 40,8 abli>l axus femtoconfig.ini e
SSH

cbasiwl SSH awalxll 9 700

sles oblae] gé> kpi agent.ini + sa>g |

Jusaiws sole]

9% ETS + lg blaix¥l c il wblasll o8

olrsiwl [ lue lis PM .Gl lowss Jauw LIS — adds ST wlhblag] 2959 pas )
a sl aog bl Heig bl slaicYl L OO (aledl alaii syl Lo,



(abogio Jle sgime le muilas) o,bY1 Hlac]

# config/config.exs — o il aoladl sl 2Vl ol folol ,us VYl
runtime.exs
config :ran monitor, :casa ssh,

username: "root", password: "<casa-root-pw>", port: 22,
connect timeout ms: 15 000

config :ran_monitor, :casa monitor ip, "10.4.2.250" # 0oL URL
ol Ll 80 Leswd

config :ran _monitor, :casa backup, enabled: true, interval ms:
3 600 000

config :ran monitor, :casa reachability, enabled: true,
interval ms: 600 000, stagger ms: 3 000

e dlsluio puls rabagio Jle sgimo e puilfo w030 i 1Casa. g
2ad: runtime.exs sax config :ran monitor, casa: %{cells: [...]1} S
J alolSU] doga)l Joiws illg calas > 1CaSa — .ogmo pinw Jlid J>laio souiv sl
b s,y slael s>l :casa.

(ar,liz] a9 wliln ,934) LI

config :ran monitor, :casa, cells: wlly jo3 wb @YY .as,lisl OV campol
w0l olisill a8 gomo on aninll pll raall fbubuidl w8, dlawly: aillais auiog
paiall agzly o cslwbus @8, JSU/API (obol Lail). b mec/mnc &S juinoll aliSIl o
general: %{mcc: "313", mnc: "380"}.

aslosdl las / aSudall

e Casa eNB - RAN Monitor: TCP 9077 >,lg9Jl (g9> PM)
e RAN Monitor - Casa eNB: TCP 22 ,,5Lall (5,15] SSH)
e RAN Monitor = InfluxDB: 8086 ,>Lall



arounidlg il Jamunid]

62>9 g9 loxic PM. pgs, CellRegistry Jixwis serial - {mgmt IP, first seen,
last push} aigSe jaf dnleo gall e AR axawo (Je adzdl jglas US> (9 jaimug

15 13] i pils — (slantbunil] 2801 alosslss il elas (b ol P 08 ))1) 5255l
el JS Jaxs . (uiiy Y cabbunsil:

o ssall awdl — eawVI (JLio DUTB41CASAOB3)

* Juosll / gdgoll — g990ll (Jio Ptarmigan Road, Unalaska AK 99685)
e ECID — alxJl W, 20 E-UTRAN ialas (o RF (ads JSJ 2 sl b y2all)

8 ol Al dmiio 8 pamVl ) o lginsiy 05 API:

PUT /api/casa/cells/<serial>
{ "name": "DUTB41CASA03", "site": "Ptarmigan Road...", "enb id":
"43573" }

Oloic el IP 09Ss ales 6359 sl e (8 mill o (Saii i paxisall agzly 8 s oY
Eo> caniniSoll bl 28,1 (adas oo saxil o8 RF alawwlys &b aolxl IP), o8 o
bl 251 Lo aiyommic.

6259 JLssl (sau KPI)

less) oad 1301y laidly s o) 8359 serverURL pasiawl «adlyall 0in (] legrz o) 3020
wlodro Gaani KPI il axiw sle (o] API) go IP pgiy .83>9)l RAN Monitor Js>all,
26 SSH. o ablis| daxus Joass poisg kpi agent.ini caillbg juos iSiy NI
| i awwld http://<monitor-ip>:9077/api/casa/pm/upload . Jussis xusig
JSoll.

POST /api/casa/bootstrap
{ "ip": "10.101.16.22" } # ol { "serial": "<serial>" }
p|.\>d._w| 60 LC}, IP aolss o



Soiny Y i Jarainidl eole] ala>Mo kpi agent Juwuiw oJ] 25 adlay]g (9 uine e
oud ot whlaeYl el ,8 auwy Lo daaidy 1~ saod Jusiiws sole] 9 adl oll 8259
/config .lgidee x=y .6 mad & el adxdl Jusuin sole] Jl oY s08 N ool
@93 PM aa.65 2~ W Blali lgwas J=uus.

ous 92 6 uilo 8259l (eSih poss wuS 3] i 592l ¢9Sa)l kpi agent serverURL J|
cilo ol Joxy oMol algill dlaii PM alaw dbo iy Jouaio o, 555 (bl o8,J1
(... Accessibility <serial>.xml). alxll pulas pi auS g2g.

bl M dolis | funs

esis ConfigBackup ,ue Jg=>Jl )90 JSwiw SSH g ddg 420 8259 JS I
/config/13/femtoconfig.ini ,uc ConfigStorage — &l o) load ,uzig 0,2
e (wlgixall jusi baisc lasd x> o] priv/casa configs/<serial>/. jua=i o8
ol (dobuiz] @) ARl dxiio o dy 99 dxboliz| a3 POST
/api/casa/configs/<serial>/backupsl (gore) somdl 8 W calall o e

e whlua)l gls il API.

Jssosll aLLall

essi Reachability slasiwl Jusiiiu SSH Jimuig d99 120 8229 JSJ analxll 9 700
reachable / last probe all axaw i cux (Jzudl 9/API Gl wlosgll ]
dollao cixpol (s Jyosll abils it oSy @835 SSH. abaio st sl). crio | Jolall 155 o
e gyallyg rcasa reachability.

whlhhadl atnai

esii Casa by juos jue slac 1065~ ,lasl, PM (Accessibility, Mobility. Integrity.
SystemuUtilization. Availability). (J| ai jsell acgazxall 9 lnss whladl &S i
INfluxDBab liwlg SWI Cluws oi f.

e JolsIl yw,geall: priv/casa pm metrics.csv



e wlal,i9Vl: priv/casa pm counters.csv

o auadl alldl: ETS. (J| 6 0imo priv/casa pm filters.etf

wblile wluwn o ixaw o dcgoxall 5,0l 08 Casa. 9 3wl ju> J>x9 ol o
calo PM dole go , OV Jall glbi .@lrall JWI metricCounter.

wagll ag=ls

all> Casa (/casa/status)
ads JS) (Gl alzuall LX) Jzadly a5 9950:

o Alb PM (S LT cuns @138 / Jols / doiws) j51/ a95all blails PM

o il 08,1 / awYl / ECID. ¢lsis gdsall IP alsiall 515!

* 8 Jsosll abls o)l SSH (Wm0 s [ Jgwosll L s / Jgwosll JLB8)
o ablisl asu ol wdg + whblel ablasYl awdl >xs

o ol 1wl 2Vl (g850)l/ oYl Gusi/ECID). 8 whlxedl) gore aloluiz] fans
o |
o wlalro aami 350 taniall (el KPI dowlss 8359 J55Y IP
i 950t lede aoMe givg piy xx Gl e sgin Y Gl LI

wblly wl>uws 0 Casa (/casa/pm-filters)

leijo piz il whblasdl JLisY paxiwall agzly alljl/aslio].

API

(poimio)| dgzly o Jaidl Jonws o Jiimo) s ¢lio:



ol + ag, ,lall wo sl
GET /api/casa/devices ab go LY PM (Al axaio (uSss)

lulwdl 08 J1 Gl dlxuwe LS. IP
GET /api/casa/cells [l (ool aiall «s, LY
&d9lI/ECID

PN | P il ysi. ECID
PUT /api/casa/cells/:serial ST PM’.Rilejﬁk
(Lwduwd! 08 JI alawlgs puilas)
GET /api/casa/configs
" : - aubo LYl

GET /api/casa/configs/:serial 6a>9) W)l aoils

GET

4 femtoconfi =JI
/api/casa/configs/:serial/current Jojis g

POST i
/api/casa/configs/:serial/backup oIl 8az5) oluz| G
whlac] £95 PM 8355 o] (1p sl

POST /api/casa/bootstrap serial) Ll sole]
Lsiasl] 5ole]g

<Ll 590

w9 8a>lg dadi (4 U 60 <Y .olac) JS guay INFluXDB (9
CasaPerformanceMetrics:



fields: counterValue (float), measurementStart, measurementStop
(IS08601)

tags: metricCounter, metricJob, enbName, enbId, metricInterval,
metricMcc, metricMnc, vendor="Casa",
recordType="performanceMetric"
(oU Lol dls ole adsdl seini looie hid wpamell / gdgoll
o))

timestamp: start-of-bucket (ns)

Lo JsSeigp gad waélall oloMall boléw] pis INUXDB 4,6 aols dayd
(missing tag value) ygxn Wl ddxuwe ads pgsiw .aliSl alo Sl axdndl Juinasg
ol cavaol/gbgoll driwg wlily site=/host=dod wls aole sl Jxoll Jalzi,
LS Al s s s,

J,liws Casa wlly 8xcl5 InfluxDB nokia-monitor J=lw Y iz jues pwld ewl go
150 el

. ii ..'I

# bl + ols adawe LW — a) ] soasd] le
bin/ran monitor rpc 'RanMonitor.Casa.CellRegistry.all() |>
Enum.each(fn ¢ ->

{pts, _} =
RanMonitor.Database.InfluxDbStats.get stats("CasaPerformanceMetrics",
c.serial)

I0.puts("#{c.name || c.serial} ip=#{c.mgmt ip} pts=#{pts}
reachable=#{inspect c.reachable}")
end)

&9l 2y a=dginll wMuadl:

[Casa.PmController] Accepted PM push: 1 file(s) spooled

[Casa.PmSpoolWorker] Processed <file>: <N> points written, <M>
filtered

331/ asgiSall bolaidl Lél, ol PM alal axaw e padi L)L,



lg>Mols slasVI o LiaSinwl

0 = agiSoll bbladl, ... N filtered: axdxll ja9, 0i 400 ,glos & LSl Juwg
alawlgs INfluxDB. Isa oS Gx,U missing tag value aoMe o Ssite=/host= a¢,ls
ol sl ol o 38T 13 was, L)l wledall bolawl oY Jnall poi; — disSo jué als (s
oYl 3 (posai.

apiai pi (LSl w9 Uas 2394 V) 0 < axdlroll wlaladl (Slg 0 = agiSall bolail
wlily ol e dxio o by il whblxsll casl .calall s L slae JS Casa.

pawVl j paxiwl ot o) L) Blal lguss cdzw 28] @5 980 at addsdl glai (of
PUT /api/casa/cells/:serial) gdgoll/ oVl usid/ECID L wdwil o8 J1 Llss.

293 alall S Jowsl) 4, 5 ot Jomooll arblall ,glai PM g5 PM (- s3>l
9077:) 9SSH (22: - wlnll) Llaxi/as 55 laiy g9all s3>0l Sar .0luSlzio olblxl Lon
SSH. | JoY aso iz Y gl glizs G2, ad] Jgosdl bl oSar Y €52 e 0985 ol

Jusis 8ole] | Jasiaid| 35 555 Jasaiaid]l s25 ams £V 09 i V s259)1 1 Jls0]
Joooll liSass wole 8a55)l Ol o a5 . (aiuds 1~) adloll 8359 Jusiwi sole] ue JuSs)l
wJl <monitor-ip>:9077. o $&x bin/ran _monitor rpc ¥ Juwdwidl &8 ,J1 gelal
CellRegistry.all().

Jubo [ guiidl s9 wlaladl sl failed/ Jii pi . Jol)l wldzw o §ixi e all
ol Lld= Sy ¥ il wlalall /var/lib/ran monitor/casa pm spool/failed/ Va,

alall wls iliglh

o oVl il —

. — Baicells (gMaiw! J] 15kiwl)
. — cwll las PM 0 Nokia

e sheYl gz, —

. — Sloglaall ol



oSl i ,l Jud>

e lugSi) (riu, Wl guiilly ilelidl cariaill AirScale

llamo 1555 wlale groz aiayy Blal gy 198H| capin) plai AirScale oo Vo . agwlwdl
8 195il wlas) oy INFUXDB, wlalsS wliygSil las> ety XML Las (polxll ls a5,50
Sl whusi) JolS 51855 lwo s95s.

PRUPICIN | [ PO |
o oSl s e lnad saa> wl)lao] slin] pi - ilalidl cavinasll
o (oSl LB) aclw JS oSl wlhusi o Goxi - aslw JS gMlaiaw VI
o cliawl wllwall dalxie adsall wlused]l Caiuss @S> aj)lio - jaanidl axaS
o laslxy) jlez JSU il cublze 100 GuasVl szl - paadl e aoils 292>
(I51x0] 690~ e
o oSl ol 8)bls Jiaxi piaai - a9 ag=ls
* susd el wlaladl e @ild G - garw Jowos
e Juoxi pac INfluxDB - auio I Jwdudl wlly 8acld 9 & o wliugSil axi o
o ozl o> Il Jeogdl sic daynsll ol s o - sl carlass

idaxo JS o (oSl gMaiwl oi AirScale axuwe:

o (wolyisl) aclw 1 JS 16 aall
o sulaill £ 56 1eMainnl Jol
o sludl oYl go ssizall Ol aasidl BiaS



o oVl 6 0l b ol omii pi 5] nas Laaxll iy 2 opa sl

el wlalo pla e wlugSil i o RAN Monitor:

priv/airscale configs/
L — <airscale-name>/
— current.xml # oosl
O 855
— ONS-Lab-Airscale config 20251230 143522.xml  # 4o 2wl
sluw 2:35 aclwdl . uouwy > 30
— ONS-Lab-Airscale config 20251229 120000.xml  # lao)|
& Ludl
— ONS-Lab-Airscale config 20251228 093045.xml  # eaé | ]
— .. # ol eyl
aw b lxao 100 o> > dbgaxe

ool oawl gamuis: <AirScaleName> config YYYYMMDD HHMMSS.xml

¢ Lol glai o t ol aseaws AirScale (Ladawdl ol uidl asll ._9):;)” Jlouwiwl
s sk 921 ] Lelios)

oblm}” 6J|.)!

S 155 glio tas VI Llaus Yl current. xml

o oSl ki i e sglai 8550 wlils Tawsu, W Ll Yl

e 100 pxxll 5> Wl Joool ais 0289 wllauoYl B3> piy foilalidl candaildl

o ugll agzly e 82330 wl)lao] 3> s gadl warlaidl (sliiwl
current.xml)

o osall ngaxall e ploaziwdl ax=ll (e pilall s giny fguiaid] ales>

o wilS 13] Jslg i uo wlalall cilS 3] wllauol o ol 10 el lolais VI

oS wlaloll



.;,{ . ...II iL!lJI;’
PR | N PR 'Y | [T | e

238 o I paadl s Lasls 13> pladl paxiwg ol 39amall jut plaxiw] giol

ol

(cmsSill LB) Slg> JSJ cublzus 100 :pmal) (uad VI axll

ozl x> ez ais px8Y] Wl Wis i fosslalidl candaiill

* 2z 1S o] lass lewd e 80 JS 9 ftdaiid]l candgi

o blasYl ey faremedl wlalodl current.xml Gl JsYI (e x>ly lasls

cwilS 15] 3 jll gio JSU cuylishS 145 oz 15las) 690~ Ll lasls 1o
ol wlalall

02> eSS lus| laes aic:

1. S Sl alS pi - 2oz Slase] laas
<AirScale> config YYYYMMDD HHMMSS.xml

2. ¢ piy - Bl cuass current.xml 655 opL

3. dsivas]l wlalall oz WS ezl pladl goxy - paadl s

4. iz pa8Y ool Wi> el wcublre 100 < ggazall OIS 15] - puaéd]l canlais
SV ROCVIVTAY

5. 6 0ll aobwodl go W3R Jimuws i - lolinidl Jasuas



Jlo g4, Liaan

ey U oJOB 145 pxxy 151am] 655) deoziime cu b lus 95 :an]o¥l al |
(Lgio JSI

— ONS-Lab-Airscale config 20240101 100000.xml <- 145) ea8Yl
(e bolyS

— ONS-Lab-Airscale config 20240102 100000.xml (145 oy L ¢l.S)
— ... (653 L3 Lol 1510])

L— ONS-Lab-Airscale config 20251230 100000.xml <- 145) &a>Vl
(e LolyS

(co L oluS 145) 10:00:00 31-12-2025 L8 2232 o250 of wisd| e

o|§|_).7=y|:

1. La>: ONS-Lab-Airscale config 20251231 100000.xml (145 oy L ¢luS)
2. Y) eu Llxus 95.14 = i LgluS 145 + oo L lus 95 10V LS axxd |
(cu b bl 100 o5 exs Jl o

3. sxxlJ &>l Y

4. dooxime o b lauo 95.14 . 15100] 656 o Leidl

500 oY1 wlodl (65037 ol iuo a8 o] cas) gusSidl oo usS uras @ LE>Y
(cu b oS

olel =2Y1:
1. La>: ONS-Lab-Airscale config 20251231 150000.xml (500 <y L ¢l.S)

2. co L baus 95.64 = eo L gluS 500 + co L Lo 95.14 101 LUSUl ozl
(ad | exi Jlgm V)

3. wixll azl> ¥

4. dooxime o U laus 95.64 . 151 x0] 657 i Ll

aodl o ol ad Yl 88,5V ol sl go syl oy

(151 20| 685) cu L laus 99.8 :adlxdl ad Ll

o Lols 200 1m0 g oSS

1. oo lowl ke>

2. (xdl Jolxin) e b bue 100 :ggoxall goSuw

3. cu b luo 100 > ggamell puay wiz pa8Y] ol ) lany]l wi>



4. oo Lglus 435 x5 o ol jloe] 3 vis " tedd]l s o5
5. dooime o b lus 99.6 15100 682 : o Ll

o3l eliless
Sl i)l i

o el axS cublrue 100 5 29320 jlgz JS 129230 (i

o alg Yl Wl sl sai o) tolzlee ¥

o sl Uzaill axl> Y rglu) ol

o 5uSIl wlyoSill Jslg 6 mall wliyeSill whlxoYl po xjell 10 e b
o b asly Llaol J8YI (e blaisYl ap tlails lio

o adl assl e

6 29| grozn) izl plaziwl o i

# paziwed | oy sxadl J ez
du -sh priv/airscale configs/
# 215 1JUoM (Leio JSJ o U Liuo 70 LwlBows 65e>1 3 _J)

# Sler JSU gl

du -sh priv/airscale configs/*/

# Jlo:

# 95M priv/airscale configs/ons-lab-airscale/
# 68M priv/airscale configs/sector-1/

# 52M priv/airscale configs/sector-2/

# ol go b slez ol 05 15 lao siss

find priv/airscale configs -maxdepth 1 -type d -exec du -sm {} \;
| awk '$1 > 90 {print $2 " is at " $1 "MB (approaching 100MB
limit)"}'



oSl cawin,l Wl Jgrogll
oeoSl cain,l & LSgi J| Jiiil 1easgll ag=lg

Lo, JI: https://<ran-monitor-ip>:9443/nokia/config-archive

drio I glaladl go ol laoYl g b Joaz s26lill dazo samo sglas pyoSil Cosiio )l dg>ls
il ologleog wolilall plx>Ts.

agzloll e asle o las
apmgs ) plusl &V Gl Sl Coi)l ando sgiz:

1. sxclall alomo 300

o 5507 o> el - aSuidl Lo e AirScale alzusoll
o lgio JSJ & j3oll oSl whlao] 338 - wllawe Yl sas
o aisSi b e Sler wle Ll - sV



2. Ll 2, Jgoa>

wiosdl mladl  oSil Lai> a5 wie (UTC)

loll aawl oYl cale awl (Jie config 20251230 143522.xml)
azll cublrall o culislSIl caloll pz>

Saxll ("ol B sa Tacly 2 sna” Jio)) oeaWl] elldu] o s Sieg
wlsl,>V1 3> ol Jromi 15l

(wio ] )l cuns B505) Vol wosVl i)l el 10l
cilo 33> Say ¥t (ueSill current.xml (olol £l,2])
3. ool wlegles

elai aaxls a>gl:

* & jxoll ueSil willas] sas - wl)lawe Yl (Jle>]
o ollaodl pan gosoll axll - pzadl Jlos]
o ol e lalall plss gdgo - cpuiidl lawo

as; Lindl o ldoxll

ai)lioll ol Llblim Yl muill ol a2zl ol 3330 1655 lao] £l iwl i go_padl



lglasll:

L. el o)l azmino o] Jal

2. agllas]l saclall alaxo Lisl

3. Jeazll 8 02 sl Lol e

4. Jrox 5 e il

5. Gl waloll Jioxs piy: <AirScaleName> config YYYYMMDD HHMMSS.xml
(Uxell Calall pwl go §ullaiy)

+ aloio it asboli| g sl

o ol glokall ou wlisSdl &) lia
* Bl 52 Bosme 01 Wl ez Ll
o 0ol o ol usSIl Sl Jal

aoséll ol )l )Vl i

ol &5buo i) dagaall Sl wl)lus) dljl 1 gepadl
wlglaxll:

oSl ool axio | Jasl

saclall aaxo izl

a93> sl dl Yl e e

Siniall Hlemll g0 8 O3l 25T

el JSuiw Llao Yl dlj] i

o U A W N H

o Li> S Y current.xml ((romo wazYl S lao)l)
o ais gzbll gy Vg 599 Sl
o Slalil cadaidl whblag] e sgaudl sl g, Y



LSl a,léo
85l o o] Hu i Lo 2o i ye_yall
asgaadl aijylaoll:

2. &,lio 8151 paziwl XML (Jio xmldiff. Beyond Compare. WinMerge)
3. il aga) W5l el

# o ouoloYl W Jiaxs

wget https://<server>:9443/download/config/ONS-Lab-Airscale/ONS-
Lab-Airscale config 20251230 143522.xml

wget https://<server>:9443/download/config/ONS-Lab-Airscale/ONS-
Lab-Airscale config 20251229 120000.xml

# eloxawl o, L diff

diff ONS-Lab-Airscale config 20251229 120000.xml ONS-Lab-
Airscale config 20251230 143522.xml

# ozl ol xmUdiff whil obyse ole Jomxl]

xmldiff ONS-Lab-Airscale config 20251229 120000.xml ONS-Lab-
Airscale config 20251230 143522.xml

oSl i o5 e 2o ax R ige ) inaudl
wlglaxdl:

1. eS| ool qusl
2. 5 ,iliall 825 lall alazo yis|
3. wlluol aiojll glslall ezl



4. aball ol wlluo)l Jyomis o8
5. aado)l ol aomid o,
6. < laYl ol ¢HY WSino go Loyl

Jlo:

ol ylael] wie Jsaz:

- ONS-Lab-Airscale config 20251230 143522.xml (143 o UL ¢l4S) -
&Y |

- ONS-Lab-Airscale config 20251228 091045.xml (142 <, L ¢LS) - 3o

O+0 9~

- ONS-Lab-Airscale config 20251225 180000.xml (142 < L ¢luS) - 3o
Ll 5

©° Y

Jad=il:

- ren > 30 9 cy LislS 143 L] ey LislsS 142 go pxadl 51
- aid bo] wes Lo @9 y20) om0 309 uomuos 28 o oL B

- o1Vl 893 re $9 1o cadgidl oS 153] leo gaxs

oSl e ezl
Sludl 1ol 8sleiwY &zl JSlie (9 13V oSl i i 2guLiannd
wlolazll:

1. 3> aili B mall oSl o] aam

- osSil canil o oYl s Jioms

(eus)l agzly) opusSil &,5] amio J) Jlau Yl
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# Lol 5959 g axs
1s -la priv/airscale configs/

# @loll 5929 go Gaxi
ls -la priv/airscale configs/<device-name>/

# 091 p5d 15] obos¥l ol

chmod 755 priv/airscale configs/
chmod 644 priv/airscale configs/*/*.xml
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grep "process_configuration" <log-file>

# L53A4 OigSiJ| R a0
# 5X>9 9 IEXx:

Kernel.send(Process.whereis(RanMonitor.Nokia.Airscale.Manager),
:get airscale config)
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#!/bin/bash

# backup-configs.sh - =l J] g0 oSl o]l b lLiisY| muwill
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BACKUP_DIR="/backup/ran-monitor/configs"

CONFIG DIR="priv/airscale configs"

DATE=$ (date +%Y%m%d)

# 5001 LblasYl @]l Juds slis |
mkdir -p "$BACKUP_DIR/$DATE"

# ol oSS guo> muu
rsync -av "$CONFIG DIR/" "$BACKUP DIR/$DATE/"

# Loy 30 5L blaisYl
find "$BACKUP DIR" -type d -mtime +30 -exec rm -rf {} +

echo "GblLuisYl @uwdl JoiS|: $BACKUP _DIR/$DATE"
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du -sh priv/airscale configs/
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Jrazill aslgs Lolas

Wl e gSall:

curl -k "https://<server>:9443/download/config/<airscale-
name>/current.xml" \
-0 current _config.xml

Jo >0 Jlm!:

curl -k "https://<server>:9443/download/config/<airscale-
name>/0NS-Lab-Airscale config 20251230 143522.xml" \
-0 ONS-Lab-Airscale config 20251230 143522.xml
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# lexd ol oyl gao> de Jgaxdl
RanMonitor.Nokia.Airscale.ConfigStorage.list config versions("ONS-
Lab-Airscale")

# Il eSS soize e Jgaxd |

{:0k, xml} =
RanMonitor.Nokia.Airscale.ConfigStorage.get current config("ONS-
Lab-Airscale")

# ol )oYl sae o Gaxs
RanMonitor.Nokia.Airscale.ConfigStorage.count versions("ONS-Lab-

Airscale")
# returns: 655

# o] pzxnd wed Yl axdl slae] ole Joand |

RanMonitor.Nokia.Airscale.ConfigStorage.max storage bytes()
# returns: 104857600 (100 cu LJL cu U laus)

# oxadd JBJ plasawyl e Joaxd |
RanMonitor.Nokia.Airscale.ConfigStorage.get storage usage("ONS-
Lab-Airscale")

# returns: 99614055 (bytes)

# aalioaidl o il ol Lax]| e Jgax] |
RanMonitor.Nokia.Airscale.ConfigStorage.get storage stats("ONS-
Lab-Airscale")

# returns: %{version count: 655, total size bytes: 99614055, ...}

# (o b lxo 50 cxi baisl) 90y wulais
RanMonitor.Nokia.Airscale.ConfigStorage.cleanup old versions("ONS-
Lab-Airscale", 50 * 1024 * 1024)

# returns: {:o0k, 345, 50000000} - 50 o = o5 .I51oe] 345 Wi> o5
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# (o b o 100) ol iVl ploiwl wulais
RanMonitor.Nokia.Airscale.ConfigStorage.cleanup old versions("ONS-

Lab-Airscale")
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<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<!-- Managed objects go here -->

</cmData>
</raml>

paisS s 58 JS Jiey <managedObject>:

<managedObject class="NOKLTE:LNBTS" distName="MRBTS-256/LNBTS-256"
operation="update">

<p name="enbName">MY-SITE-NAME</p>

</managedObject>
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class :
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MRBTS-{bts id} # ,3> BTS
MRBTS-{bts id}/LNBTS-{bts id} # LTE eNodeB
MRBTS-{bts id}/LNBTS-{bts id}/LNCEL-{cell id} # als LTE
MRBTS-{bts id}/GNBTS-{gsm id} # GSM BTS
MRBTS-{bts id}/GNBTS-{gsm id}/GNCEL-{cell id} # als GSM
MRBTS-{bts id}/MNL-1/MNLENT-1/PMCADM-1 # o,15] PM
MRBTS-{bts id}/EQM-1/APEQM-1 # olosadl 6,051
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<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNBTS" distName="MRBTS-256/LNBTS-256"
operation="update">

<p name="enbName">NICK-LAB-AIRSCALE</p>

</managedObject>

</cmData>

</raml>

ad=dl ol jaasi
il e Jgsmaall s, bw +Jusiw sole] V.

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNCEL" distName="MRBTS-256/LNBTS-
256/LNCEL-256" operation="update">

<p name="cellName">TRI-B5-1</p>

</managedObject>

</cmData>

</raml>



5575 &) LoinsSs anlsdl dusiaw . Jaiuiss ole] V.

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml21l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNCEL FDD" distName="MRBTS-256/LNBTS-
256/LNCEL-256/LNCEL _FDD-256" operation="update">

<p name="physCellId">120</p>

</managedObject>

</cmData>

</raml>
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<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNCEL FDD" distName="MRBTS-256/LNBTS-
256/LNCEL-256/LNCEL_FDD-256" operation="update">

<p name="earfcnDL">1400</p>

<p name="dlChBw">10 MHz</p>

</managedObject>

</cmData>

</raml>
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<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml21l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="com.nokia.srbts.mnl:PMCADM" distName="MRBTS-
256/MNL-1/MNLENT-1/PMCADM-1" operation="update">

<p name="rTPmCollInterval">60s</p>

</managedObject>

</cmData>

</raml>

] P L] AL 0dIRio o lodzo JAASR

9 Sl a8 uaiai oSou SCF punl uss Jliall I3 .a>lg ENB 8x>lg ands 8 auls dalsos:

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNBTS" distName="MRBTS-256/LNBTS-256"
operation="update">

<p name="enbName">NICK-LAB-AIRSCALE</p>

</managedObject>

<managedObject class="NOKLTE:LNCEL" distName="MRBTS-256/LNBTS-
256/LNCEL-256" operation="update">

<p name="cellName">TRI-B5-1</p>

<p name="pMax">331</p>

</managedObject>

</cmData>

</raml>

ulgic juwi IP (Jini eole] ol s5054)
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<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">
<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="com.nokia.srbts.tnl:IPADDRESSV4"
distName="MRBTS-256/TNL-1/IPNO-1/IPIF-1/IPADDRESSV4-1"
operation="update">

<p name="localIpAddr">10.7.15.66</p>

</managedObject>

</cmData>

</raml>
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IP RAN Monitor  ylgic IP Jozs ¢cu> RAN Monitor 10.179.2.139

a, Y] aSwll sxclall alamo 6,15 wlezls) aSuadl  10.7.15.64/26

P algll a5V aSuil) apiol ,i8Yl algll 10.7.15.65

0>l DNS olgic IP @slx) DNS 10.7.15.65



Nokia AirScale

DHCP Server RAN Monitor

DHCP Discover (Vendor Class: NSNBTS01)

DHCP Offer (IP + Option 43 with RAN Monitor IP)

F

DHCP Request

¥

DHCP ACK

"
%

Certificate: Skipped

IKE/IPsec: Skipped

Backhaul: Succeeded

ME35 Agent Discovery (TLS port 443)

L 3

MNE35 Reqgistration Response

L

Nokia AirScale

Management session established

DHCP Server

ilalidl JLasYI g9

pa8s aali oy Jololl 030 jue sacla)l alaxo pasis DHCP:

al> ol

DHCP

éslguidl

IKE

Backhaul

s il

aJl=dl

(S

o gll
olsic e Jgazll o5 IP ylgic g RAN Monitor
(aol> aSouw) 8olgidl o9 duzmaill 421> Y
G azl> Y IPsec (aols aSuw)
aSaill Jlasl 25T o

JiS9 WliwST ¢xy o5 NE3S (J| RAN Monitor

RAN Monitor



p.)b U-'SS-' DHCP

43 Ll a0

82216 wllazo wllais Nokia AirScale o 43 Ll seizy ol DHCP (gll 85330 wloglso)
olgic e IP 5 Loladl RAN Monitor. jog, e saxclall daxno yas s DHCP 43 L5 oo
o St ido,

43 ,L=dl aoxd sulgs

Olsis go ca,Sondl Isn Jusisi 08 IP - olxdl RAN Monitor agllasll duwlawd] aoall agil
p>lx) DHCP:

#!/bin/bash

# generate-nokia-option43.sh

# Usage: ./generate-nokia-option43.sh <ran-monitor-ip>
IP="¢${1:?Usage: $0 <ran-monitor-ip>}"

IFS='."'" read -r a b c d <<< "$IP"

H=$(printf "%02x%02x%02x%02x" $a $b $c $d)

S=$(echo -n "$IP" | xxd -p)

L=$(printf "%02x" ${#IP})

echo "0x0104${H}0104${H}08%${L}${S}0904706b69780b0101"

10.179.2.139 J Jlw:

$ ./generate-nokia-option43.sh 10.179.2.139
0x01040ab3028b04040ab3028b080c31302e3137392e322e3133390904706b69780b¢

S wldl paziwl value psls 1sSi s DHCP oUsl.



MikroTik RouterOS 7

/ip dhcp-server option
add code=43 name=nokia-oms
value=0x01040ab3028b04040ab3028b080c31302e3137392e322e3133390904706b¢

/ip dhcp-server option sets
add name=nokia-set options=nokia-oms

/ip dhcp-server network
set [find address=10.7.15.64/26] dhcp-option-set=nokia-set dns-
server=10.7.15.65 gateway=10.7.15.65

wlol=oll:
gurw | vodl
code=43 oo 43 ,LzJl DHCP (gl 85020 wlogleo)
Olgic e soixn il 43 ) lxl) Bwloww 8 0ol dgaxll
value=0x. ..

IP o uelxJl RAN Monitor

dhcp-option-
P-op iSuins oLl acgano Lap DHCP
set=nokia-set

dnsmasq

dhcp-
option=43,01:04:0a:b3:02:8b:04:04:0a:b3:02:8b:08:0c:31:30:2e:31:37:3¢

ISC DHCP

option vendor-encapsulated-options
01:04:0a:b3:02:8b:04:04:0a:b3:02:8b:08:0c:31:30:2e:31:37:39:2e:32:2e:



saclall aloxo (HuoSi
wslalidl JLasVl gsog

&o als aSuw giog Lle sac i)l alaxo Husi ey DHCP. o0 W o 5 (ueSS iy
ugll paic:

1. (e saclall daxo) cugll paic oo @isl https://<base-station-ip>/

2. eS8l aiasl J] Jaul
3. go awols> aSuis | gaylivaudl usis 05 DHCP
4.V o LS Jaasodl wlblgai 93> Il

D295 oS paiin gl aale aSuis e dbgrias 826l alame culs 15] DHCP (il
43 Ll gl wlly tle ssi.

39.0 Ethernet

822l dlazo Juw s DHCP 3iio le OAM (ailuall i6,1Y1 o llas)l) 8359 s .l Lol
ollaill SBTS. &sle I3 0o, SystemModuleEIF3 ilbxo CainiSs . Juaio siio Jol ol
JauiLowily Lgio 3> lg JS CasiaSiusie bosl) an) daio sl Eilali saslall,

siio Jposi g OAM psl5 (] Jewosll Say > 6,10Y1 &Suiy DHCP. i cillai, Y
wlode ging awlll aSuidl VLAN — saclall dlame Juw i DHCP agzloll e daleall i
LSl ] ezl o5 Yol apnlell VLAN pllo o ,e (sili piy o) 15).

. ﬁ "'I

ex9c DHCP

2315 19S5 axy DHCP. (e Lsxic (e Jua saslall alame Ol (o $axs MikroTik:
/ip dhcp-server lease print where server=<dhcp-server-name>

olsic @b MAC 78 o 8aclall ala=o):F9:B4 (Nokia Solutions and Networks).



oaclall alomo o Mauw

(cugdl jaic 3o e ad]l Joogll HSay) saclall alaxo) SLaldl JLasYl jy a5 jelay ol e
b b

Dhcp offer Accepted

Identification Server Ipl: 10.179.2.139

Certificate Skipped

Ike Skipped

BTS backhaul connection Succeeded

Started agent discovery with identification IP: 10.179.2.139

RAN Monitor
ig>lg 9 RAN Monitor cugll (e:

1. all> J] Jaul BTS
2. adWl WYl o 835lg o saclall daze yelai ol
° 5 Sl wlly $935 cabuin awlxll i dzxwe — (Jasl) JaaiePM
o wlily HUaiil PM (3,51) — (8 «ousSil pMiwl o cadosin dudzll
6,95 Jol ,llaiil PM

o ollul Uaul o il dul> go Jamwe — (Jiaol) alowiss asl=ll
o Jimuws — (riwol) Jazans NE3S l>
o Jposll L5 st sl Jrumte st — (1o>]) Juaie sut

le>olg sUnsVI 6 LiaSinwl

Jxa;i V soclall alo=o DHCP
s2c il alamo Juu i tgoadl DHCP Discover 15l jopell Juis ¥ LSty S0 JSin.
asipill 590Vl 030 o Hh

1. aSuins lowi o 43 ,L=dl o DHCP i< alag o Ll 0555 0 ey — § dhep-
option-set. lga, 25 >, %0 Lo



)l ait o (oSs diail dxd Sa

3. &l Jgwosll HSos Ja IP RAN MonitoraSuis gu azsidl o Gix — €
saclall alaxo @EYRAN Monitor

"y il poliu JLasVl Juins"
oz fgopadl DHCP 5 Jla¥l sxclall alamo) oSay ¥ SJs RAN Monitor.
e i

e Joss RAN Monitor saclall adaxe aSuiv o ad| Jgogdl (xSaug
o g 8xclall daxo Hw Toito 443 3aialIRAN Monitor
* lez eSS W saclal alaxo aslo] caos RAN Monitor

QASIJD! .)Jl_g..o

. — CadSdl sz sVl &bl o (1eSs
o le> usSs — RAN Monitor
o olal oMol slas ¥l oo laSiw! JuJ> —



e Ll ol ,udl 6,00

ol o> £59iuo0 Nokia AirScale

x2f p wlizo dl lyazid colidl goli I o iz ay06i9 ddlaiwl

8228 ddaxo wlhzmo i) LS 10 Eogimos culil moli il 6,5] axao 4945 NOkia AirScale.
| doj> Juoxi 5 =00 RAN Monitor. ¢uiss jlay 80cls daxo e Lginii Sou:

o Juat, — juisbiadl cansiidl RAN Monitor olime ! Jijii poisg sxclall alaxas

igzly o ol culdl moli Wl dxivo (o Lol piy .elic &l lelsin solels (lglizaig
wlasdaill daxo . (API). Slail.

* e dojAl purdi piy — eaclall alamo wazuw HTTP saclall aaxo pgiig
o8 "zl @lI" Ll e Lo dlgauiis leliazis WEDEM g8 alawlgs alisis aiy ol
P Aail Sl

PRI | ISR PN |

e wlizoy pj> i - ealdl golidl o3> Jro>s Nokia AirScale .zip
o 0o bl e ezl (i Josis - saslall alazs cale puisbiall cariall
RAN Monitor gégo JS | Js>Jl Jazmus 990

o Lo Ll W] wole 38 saclall dlaxo ol uST - Jaswiaidl sole] ans ol
lagall 85le] 2z gdgiall wlizo ! sliy

¢ olale asxs HTTP - ouslic e coldl bl Jijiss 856 lall olbno psa URL
J auwlall HTTP

° uLC-_g.n:ua MD5 - o LLJl aodw o ,_9.9.7.;.U Elals d—“—’“—” ch&g.oJ_Lo o lws>
* Ulgic @i URL - ylgic mui URL oS 82219 8 80 Jojuil WebEM
o ol mob,l gr5imo o8 plasiwl aslo - sl wlibas]



Jordl juw nle aole b )l

RAN Maonitor paclall

| ———Ja sl URL lgie—o]
callill palli pull Joni R LA purti—e  HTTP gal» WebEM wilina &1
caulill pals LI [*=1- HTTP GET

ansall LIl Jgwosll

ulgic URL: https://<ran-monitor-ip>:9443/nokia/firmware

culidl ol ] < oSl a>o) (uils Loy i 1 Sl

isliadl colt] goli ] dailsy Jraxidl awid go culidl ol 6,0 dxio.



ol eSS

ol oV Gl lue

2315 wlils plas Gle cull goli ! wlils (5 a2 RAN Monitor:

/var/firmware/nokia/

— SBTS25R1 _ENB 0000 001046 000000 release BTSSM downloadable A54.
— SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.

|_

SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip
— SBTS24R1 ENB 0000 001093 000000 release BTSSM downloadable A52.
— SBTS24R1 ENB 0000 001093 000000 release BTSSM downloadable A52.

|_

SBTS24R1 _ENB 0000 001093 000000 release BTSSM downloadable A52.zip

I_ LI I ]

ad Wl elalall sbiw] pxy cnli mobip doj> JSU:

e .zip - el moli dl 40 >
e .md5 - sexil acgomo MD5 & j=oll
e .metadata.json - dojxll o d> iwedl & jall oyl Ul

vavasall u il Lo

o L g gdg0 (oS 08 config/runtime.exs:

config :ran_monitor,
firmware storage path: "/data/firmware/nokia"

Z]
zi

. Me

Z]
zi

. Me



aolnoll gsdl  wollao ol yisVl ool

ool
FOWH]
firmware storage path abwlw Y /var/firmware/nokia i
JuJodl
ol 1]

159> 0.

a>Lill Jgluw

| pladl gz li (03] Jad,) o5 (Jladl Juw o) 08l ozl Hlue sliu] i 13]
priv/firmware/nokia suladl Jds J>bs.

ws." wle p.)..'idi..-.u.a." ag_?ls &> o

e39iiall wlilas] solall pusll Loy



ool o oll
ol golisull wlale & jsall coldl gl o> 228 ezl
ISI ozl cult)] molil wlile grox) morall axxll

ol lae coltl] bl i) elilall plai) ] gdgall

cull molidl o> Jraxiy 06 NOkia AirScale:

1. calo wlsly ol of Jroxill dilnio e ail . zip

2. p2ll closlao go caloll pusl gl o 32

osdaiadl jadall cidolly Sl ac pw Jramidl padi o 2.
wlals tangeaoll wlalall . zip lnis (wlze , > Nokia)
bz 15 tcalol) o> uadl

Jrosuill pa9i oyt



(ab/cublase 15.37 (Jliall Jaww oole) adll Jraid] &8 oan
ilaiSoll & giall

S ol / aliioll ol

iniol| aiall cisgll (ETA)

culd] ol dl pjo i ftlodl ouml ganuis NOKia dpounid| §uwis:
SBTS<release> ENB <build> <variant> release BTSSM downloadable <suffi

Jlo:
SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip

wu bl ol )l anils
dlazall colll golidl o> groz Jgazll ot
s9asll SN |
wladl pwl ol ol doj> calal JolSUl ol
Slas Yl az il | asowid] lao] (Jlal Juw e, SBTS25R1)
sbdl &b coldl molil) cosidl wlily oo eosimall slil) (rio )l ollall
wloglaoll  coldl moli,ll avasidl il wbly o)
2l sspill Jow ity caloll p2>
MD5 Gazill acgamo MD5 (il ,ail)
M, il caulil] golil Jijw wlie 225

olssYl w5 URL, G o Jji



wu Wl pobliudl oy, Ll

wluu_y.dloblgu-o)xlwwI@b)Jlooq,ogigéab,Mlﬂwl;,wl
do jxl o az yxiwnall:

colitl qoli il do > 6 ilolis Juolis duis el bl 5390 gl



lodl aaul a0 32l JolSIl aunYl

Slua Yl saclall alazs ol louo] (Jlodl Juww le. SBTS25R1)
sbdl &, el goli ! sliy ais (sio )l gyl

ey | calall az>

jjjl el | caladl Jioxi o5 o RAN Monitor
el
slaus] PS bl oladl ol ol

slgdl lxo] 8lsi oo Linux

slauo] LTE lzo  lao] LTE (Jlo)l Juw le. FL19A)

Jlao] WEDMA @iz o] WEDMA (Jlial Jyw wsle. WBTSFP20C)

© ) c\” ol
°re =9 aadlginll aslall wla>gll asils (ASCE, ASCF, FCT). )

aog<ioll

gaxll acgo=o

ylgic URL

:.-S'fll Olgic URL saclall dlaxo oM jud JolSJI

Joosll lgisxis Juomill i coldl mob ol doj> oo Bl oy ymill wlly ghxiwl an



wlsl,= Y,
241 ool
wloglaodl  adinio 839U 9 culill moli ) adpasdl oy il wlly o,
@ URL  Olgic @i URL alaslal ] culdl molidl Jy il
Ju s 8 puinle culll moli I calo Jojis

ryes ozl o culdl ol dl cale &l
olsis G pin el golill o] JS Jéwl URL Jyusll JolSUI:

http://<ran-monitor-ip>:4000/firmware/nokia/<filename>.zip

olgie Ji> 8 Olgisdl 130 J5o] ety URL "8 "suzdl pslxl WebEM.

wle goxo MD5

wslaldl oLl

cJL(«g.n_?qa k_.JLMA? o MD5 ,_9.0.7u.” dCgoRo (J AT ol ROV H) Z!_\_.ob)._ljl wlalo c_b.)! ae Blals
cale 9 .md5 aa>WI dazy ] el oldas) culidl golill de jo iln.

‘gjlzudl ac< go>o wlaels

alo sliw] pi ienl ol u doj> JSI .md5 Jlaodl:



/var/firmware/nokia/

— SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zi
L

SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip.mc

walo sgixy .Md5 8 ukio g duinsd| dawloud] §ixil dcgazmo et

alb2c3d4e5f6789012345678abcdef01

il a8 gomo paxiwl MD5 il azs culid] ol il aodaw oo samill:

Linux/macOS:

md5sum
SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip

Windows (PowerShell):

Get-FileHash -Algorithm MD5
SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip

oacls alome e culidl gobi pudl canai

J uSes RAN Monitor a>l> ¥ — 82618 dlame (le 6 uilie dazall culdl molil doj> capis
agzls | Jozall Jyzuuid WEbEM Loy .Goxy gdse JSJ RAN Monitor &,15) aezls,

35y pi vdic Gl Lol 85le]s dleliraig o limo | Jujiis poisg 625 a)l alamal & lizmo
gsiall wlizol sby e il W] eole 38 saslall adaxe ol

Hail ailg dasi — cugll dagzle 9 caslidl polijull axtuio (yo.



o wlaulaill ane s agzlg g0 JSON — .o Llail alaxll juisidly (VI dusiusl)

caniid J=>1 e

s lal alamos Lol didl (il ool 23905 caniid] puSas:

al> ,oll oz blo &99all Huili

Jidl W] 8ol wlizo | Jii pis

Jo il adaxo wlizo pd (bolizYl) ulwdl
saclall.

doadl 9 gbgall crin — Ecais Y
adl] ailimop wle.

ol ] 52clall dane Jomg | O 03 et e e8sall 05

Juxaill , clisl 5, a5 aad> 15 J] 10 .
s bz el o3 oo lawall 85le].

Jaw ole — Laiio JSuin ol (82515 dslas 8 Jumass Jujis) o ouil> rall Juiw liSay
L::'O@ L@.Luuug aluall 839U J.n_‘? L;.u.u.o J.l).u ,JLm.”



Jsuinall / API RAN Monitor sacla)l dlaxo

Slell> Gle culd] ol ! capi>
wlizo sl 8,00 JLaiVl

bl il W] do =l s

a0l 8 gdgoll iy

ozl wlimoll Jaris

aazll il W] dariaid | 801

469> 15-10~ Jaio st gdsall

lzod) bl elidl ssl,5

eosiall slull o andl

(euds)l slgl/ailaall pas of) zladl e EMLYI

Jsuinall / API RAN Monitor sacla)l dlaxo

el

Jozi il il wlzo ) 86 el alaxol o lzo ) bl didl Juras W] &z adl s
colo gz Ll povany ¥ L alSuine i @485 o gzl il aoxsiwl L ade Jusiuill 85le]s (L Lw
il 6 =il 0250 @50ll limo sl ] Joasidl ablus pss Sy — culill golill
ol Yl

iy (g2l ol Jasas) sas i)l dlamo Juruin Lo aros wolel LalS RAN Monitor sgs (>

of eI iy .g9giall slidl go Gslois wlizme sull Jasiadl Liddl O] 25355 625 )l alazo
s o ol icalize by (e sxelill dazo wole 13] .&ls aST sz ais amali Ll Lle alasll
sl pasdl azdl O 13 — calainsd leil Gle adasll e EWY] i ey goomall gl ok
Jeall, Jeswi adxgimall wlze | ol Gils iz,



alosl 6> 6,95
Joss (Sicxilly (Junins o16] sJums ,Jisn) 35165 825 B iiasy Of oS cassiall oY |5l

2o wliulaidl axe 0 dgzly 2wy Hrilo Bodi cugll dgzly jo i arelsdl (8 adosll
Al Gl Jgaxll aic pMaiwY] diSa, aalbs.

APl [ Ledaall RAN Monitor sablall dlams

= jlgmll= Lale caill maki pull s

clis pll 515 Jlas¥l

wrabisall Zliall ol iyl L s
sasaall \_'Al.._l.hﬂ_)._s.” Jamas

seaall el L] Ll ssle
disds 15-10~ Juis jub gigall
cla pull Ingall il 85l ,5
gigiall slidl o gawsll
(sl slgulfaiUaall pas gl) plaall e gAY
APl [ Ledaall RAN Monitor sablall dlams

all=Jl inall
running (Jumas silg Jui) a,b adasll.
validating ¢ Jusuinid! sxelall alamo «sleIRAN Monitor sl bl 2Ss,.
succeeded  gdgioll bl ST o5 (82s )l dlamo Jyiis wolel 13])g dplosd] calaiS].

Ji> ol .ados)l clis error Uas  Jloll Juw ole) o] a8 420

failed



wugll agzlg yus

1. &95 wle Jaily anslall (8 coldl ol doj> 33>
2. saclall wllazo lais glai) 8 g2V @aild o a9rgimall 5:Q@Ladl alons sl
(alzall.
3. sVl Lasl:
o I Jujii BTS — sole] V) lnis ulwdl lidl (8 @ lizopll slag]
(doazdl (9 gdooll (i {Jaiins.
o e Jumai BTS — sslels woauandl wlbmoull I doaidl o Jyjis
(lasall 55le] bl Juaio pué gdgall ciy) Jasiaaill.
o solely orubadl il dumsi sole| — atisluall wlimo yudl S &=l
4. Jogall ssle| ang «Jadl padi Loy i ad ] sslaxll — 6 pivlio pasill yo e o
355 Loiy " gaxidl" uwse RAN Monitor sll Lle wole 28 saclall adaxo ol
9 2giwall.
5. (Jist)l camw 51) 3550ll s Ll ool slll amaiidl e MY o oslgui¥l aic.

doxll > gdsall 05 8xelall dlame Jusiws 83le] ] gz liilly Juzaill 5585 talas Mo
ailuo 8390 W Ll @@ Jl oxn agam p8 .y ainds 15 W] 10 g goliis 83al.
wléudaidl axo 0 agzlg yac

wldos a0 pii /api/nokia/firmware ,ue HTTPS wliulai dxo v dag>lg le RAN
Monitor (8443 saioll). Juo¥l puai) cuell dgzls e Jroxill dolidl ayleil] dlndi oyoii i
(cull mol )l dxbo Jio.

oLl gobliudl aoj> Jro
alo 52 cllall > g L8 gorgimall (29 doj> i @b L zip el

aslgidl alaai: POST /api/firmware/upload?filename=<name>.zip



curl -k -X POST \
--data-binary
@SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip \
"https://<ran-monitor-ip>:9443/api/firmware/upload?
filename=SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable /

(200) asliwVlI:

"ok": true,

"path":
"/var/firmware/nokia/SBTS25R1 ENB 0000 001046 000000 release BTSSM dc

"bytes": 9602426993

}

aaleall goidl  wolloe ol iVl ool
romssill G agiall alall aul
09Ss Ol Ly L Z1p Gais gaing

itenape | ALl | 5 0ol daanill NoKia. sgs5

(pMsiwl) 409 already exists ol 1]

r5750 pwIl Luis cilo Jln
Jsall..

aslgidl alaai: POST /api/nokia/firmware/install

curl -k -X POST "https://<ran-monitor-
ip>:8443/api/nokia/firmware/install" \
-H "Content-Type: application/json" \
-d '{
"device": "2057 Guymon TOY",
"filename":
"SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip",
"activate": true

} 1



aluwVl (202 Accepted):

"data": {
“id": "6f1lc8b2a-9d0e-4f3a-8cll-2b7e5a9d4c30",
"status": "running",
"device": "2057 Guymon TOY",
“filename":
"SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip",
"activate": true,
"status url": "/api/nokia/firmware/install/6f1lc8b2a-9d0e-4f3a-
8cll-2b7e5a9d4c30"
}
}

aolroll gl  wgllae  uslisVl ol

device idbudlw  ox - “héuosilasélLUU|&bza‘mwl
9 RAN Monitor.
Filename) | abulw | aw ] ol ol alo ol L zip s
ergimadl | J=all alioxi o.
0SS baie true. adaxoe Joxii
awig 8223l wlizo (] saclall
0855 baie . Lzl false. ox
Lidl 8 lnads wlizmo ,dl Hlac]
&dgall oy «Juriw sole]| V) ududl
(doaxdl (9.

activate abhio Y true

o6 oMl fasalsdl oo el Joss status url oblxiwdl pasiws - pxadl ole Joaxl
Wl { "error": { "code", "message" } } — 404 JloJl Juw ol
FIRMWARE NOT FOUND 4043i DEVICE NOT FOUND.

&2 lpall Janss

algdl aloai: POST /api/nokia/firmware/rollback



curl -k -X POST "https://<ran-monitor-
ip>:8443/api/nokia/firmware/rollback" \
-H "Content-Type: application/json" \
-d '{ "device": "2057 Guymon TOY" }'

al>uuwVl (202 Accepted): go il Jio JSWidl jues "operation”: "rollback".

aolroll  goidl  wolloo  sialisVI o)l

il W exLill sxcla)l alaxe ol

device alwlw ox - (aislwdl ©lzol) L @@L

aslonll all> e @Maicnl

algidl aloasi: GET /api/nokia/firmware/install/<id>

curl -k "https://<ran-monitor-
ip>:8443/api/nokia/firmware/install/6f1lc8b2a-9d0e-4f3a-8cll-
2b7e5a9d4c30"

(200) asl>uiwVI:



"data": {
"id": "6flc8b2a-9d0e-4f3a-8cll-2b7e5a9d4c30",
"operation": "install",
"status": "validating",
"device": "2057 Guymon TOY",
“filename":
"SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip",
"activate": true,
"“step": "validating",
"progress”: 100,
“status line": "Juiwis eole] U | 9 BTS J]
SBTS25R1 ENB 0000 001046 000000",
"validated": { "active": "SBTS25R1 ENB 0000 001046 000000",
"expected": "SBTS25R1 ENB 0000 001046 000000", "ok": true },
"error": null

}
}

JaxJl 0 oll
operation install girollback.
status dola)l aJl=JI: running. validating. succeeded.gi failed.
step aJ Al al> ol (Jlodl Juw Je. transfer. validating).
progress (100-0) agio amwsS Jaidl pass.

status line Wl blail auidl scl,al) LB Caog.

Jusindl sole| sy Lo séxt active (dboze ade wole sall sl

validated
saclall), expected (Losgimall clidl). 9 ok (Gl eulS 5] L).

error 0SS boaie Juwall cuw status o failed! null s M.



saclall aloxoe wlhizo o cava Joo juaw

Loxic aoziml .oMel J sxela)l ddazmo o E9930ll soaul Lyl b 032
Jusis Jiasi WEbEM (o Yo do )l coraw 826 i)l dlazo e c bosis ol wclui

aw lwVl o lllaiall

o Wl culdl poliddl a0 j> Jroxi o5 RAN Monitor
o Wl saclall dlaxo (po sSwidl JLas¥I RAN Monitor
o ag>ly Wl Jgogll WebEM sxclall alaxol



b6glozu dg9la> ardoxll

Jsiinall RAN Monitor WebEM sx¢lall dlaxo

coldl golidl doj> Jiax

wlws ccals]l oy j=s MD5

ulgic i URL J il

wlzo ll 8] @i

szl ol s "

olgic sual URL

iy Jlas|

olalall anils gls)

colt] zobl cals Lis]

Jusins 5oleY Gl gamill £2 SW

3Slsdl o asll

Sl 6,

HTTP GET wuli)l goli I

coli)] ol calo 5535

Jzsiuall RAN Monitor WebEM sx¢lall dlaxo




1. Wl eulll ol udl Juos RAN Monitor
Szl o> Jsamiy pds culill golil 8,15] dxiawe | Jaul:

o Jl Jaul https://<ran-monitor-ip>:9443/nokia/firmware
o ol molidl 40> Juoxis pd . zip
* 2o cwll moli )l anils 9 caloll j9ls o §axi MD5 muzall

2. 0lgis @awi URL Jujuill

Olgic @ Gle il URL glgic 5,99 .ol moli | doj> il URL gn:
http://<ran-monitor-ip>:4000/firmware/nokia/<filename>.zip

3. wlbizo u 6,b] ]l Jgaogll WebEM
ig>lg nisl WebEM saclall dlaxol:

o ool oo < ol yull 6,0] J] Jasl
o ozl &l wlzoll wllus] go s BTS (ablizYls aladidl)

4. sl p.)l:'c." L)".SS"
w9 "o wlzo dl Juraig Lo 5" pmd 9 WebEM:

1. sumddl eoladl sl
2. ulsic suall URL glgis Ji> 19 ¢oumioll URL
3. cagamnig JLasVl Gle il

Juais WebEM  RAN Monitor wlaloll doils g> yiuwg.
5. cuasull saug wausidl golidl Lus|

1. ol yuldl walo aoils o culidl ol ] calo izl
3. agfe sosall diradl <ilS 15] dajasdl amy Slaze yull Jantti o Gi



4. olzo | cuoxs sod sau e il

@@ JbiS| axy:

1. 9 Jouwini S ozl ©lzedl las] gl o iz WebEM
2. 9o iz RAN Monitor sxslall daso o 833> wl)ls] Y
3. e LMl doxs soleiwl o 25T KPIs

63.) ).l.f— .L&i ‘).; Ulla.o).l.ll w.).?.l

e oSl

| Goxy Jssooll o Yoy WEbEM o wlimo | wlipnm Juzas LiSey aels daxoe JS Lle
9 oSl 8,15 8 a0 e (eSS walnise Juoxi §u o ¢ a=5 RAN Monitor.



‘ | sinol| | ‘ RAN Monitor | ‘ soc Lall al |

cold] goli ! doj> Juass
00985 calaiio Jrazs XML
oSl g5 (Jw NE3S)

oSl o sl

oSl Jusas
s cnldl @olil Jyjis HTTP

Slzrell denssy cands

‘ Lol | ‘ RAN Monitor | ‘ soclall a |

olo slisl 08 XML Jioxiy sac el alaxo pgsiw .wlbzo |l i wledro e sgix
Olsic o culidl ol | URL eS| Jusai aic saxoll.

Jle: sw_update.xml



<?xml version="1.0" encoding="UTF-8"7>
<raml xmlns="raml21l.xsd" version="2.1">
<cmData type="plan" scope="changes">
<managedObject class="com.nokia.srbts.btsswm:BTSSWM" distName="MRBTS-
operation="update">
<p name="swPkgUrl">http://{ran-monitor-
ip}:4000/firmware/nokia/SBTS25R1 ENB 0000 001046 000000 release BTSSH
<p name="swPkgActivate">true</p>
</managedObject>
</cmData>
</raml>

Jouiwl:

e {site id} - W, 20 MRBTS .256 JlwJl Juw ) adrgiwoll saclall daxol
(2057

. {ran-monitor-ip}-gﬂ}wIP.J;mmeIPwIBTRANIWonkorJ}wgﬂtLUUl
saclall daxo (yo

oSl g9>
1. 9 saclal dlaxo Juoles axaw J| Jaisl RAN Monitor

2. eS| ollas mia) GuaSidl wlilas Lle il
3. Galniio Jroxiy o8 SW_update.xml

5. opoSill udai) Jamai ole il

GOV L coldl ol ol cusiiy Jijin sxell daxo pobiw.
axtloadl o lyasddl

calniio sLisly @b (82%i0 gélgo caami) XML gégo JS) Jabio (9,20 go MRBTS mumall)
us @l lgnoslg RAN Monitor, aulasl aios¥ wliwaill axo . agzly paxiwl gl.



T PO |
aolsoll o gll
swPkgUrl olgic URL HTTP Uil el ol pl do sl

swPkgActivate  (J| aiws true Jjudl ax Slaldl Jumaill

M il g

gaiiy RAN Monitor wo il (il 828 lall wllaze a2 (8 s bual ol golipull My jis

ardmioll wloglaoll
adl wloglroll Jiuws i «Jyis JSI:
JaxJl o gll
vlgis IP Olsis IP L jisall szl
ool pawl g laiall pwdl ol Jolxall Capiaall awl AirScale

wioll @ladl Ll edgy @b

Joidl @iyl yo e

a5 228l 399 o Nl sae (Jloz| coldl molil dails (8 wMjuidl s50c sglai
orslic s 00 Loy sVl i)l Jaolis 1P o)l glskalls.

Subaidl Liwiws 831e] ans iy ol Gle albgize Jujidll g bl Jb.



wlonlaill axo 0 agzly ol Jgsosll

culid] goliyull wlals anils
w laulaill d=o M a.@.?|_9)+9 e Wl G.ol.i)._l.” U9 o &?).I.uu| REST:
algdl aloai: GET /api/firmware/nokia

asluau VI

"firmware": [
{
“filename": "SBTS25R1 ENB 0000 001046 000000 release BTSSM dowr
"size": 1073741824,
"size formatted": "1.0 GB",
"modified": "2025-01-15T10:30:00Z",
"download url": "http://ran-
monitor:4000/firmware/nokia/SBTS25R1 ENB 0000 001046 000000 release E
"metadata": {
"release": "SBTS25R1",
"build": "0000 001046 000000",
"variant": "release",
"suffix": "A54",
“type": "BTS Software"
}
}
1,
"stats": {
"file count": 3,
"total size": 3221225472,
"total size formatted": "3.0 GB",
"storage path": "/var/firmware/nokia

el goli,dl cale i

algidl alaai: GET /firmware/nokia/<filename>



o i calo Jojis taslzim VIl Content-Type: application/zip

o9l &= 50

olgic URL L juill suwlwVI

Olois sSi @d URL coldl golil M Go,l Jowsl Ll uolwdl:

config :ran_monitor,

firmware base url: "http://ran-monitor.example.com:4000"

firmware base url

s Lol

wallas

Y

ol 9Vl

http://localhost:4000

J..o_g."

Olgic
URL

o lwYl
‘O.)..R.uu.o.”
eliw| aie
oo lis
URL
ol
OHRiy @9
] e
pw]

[ apiaoll
olgic IP
Julall
Jsool
>l
el
RAN
Monitor.



siial aeall wlaloll a0xs pasvins liwdaill HTTP sulail] 055l

le=>Molg sUosVI 6 LiaSiwl

1501 JoiSo Y ol caloll Juams o8 Uns el 1gal,eVI
aloizoll gl..,.w‘)":

o cublaus 15 pmnll (Yl axdl calall ol
o Ll Ll alodl L zip

o ol Jlwo (59 a8l s ol dolue

o ol dds (e p3Yl s, o5

J=dl:

1. cublz 15 o 8l calall pm> Ol o Gam

2. 5» caloll shaiol Ol o ST . zip

3. aolndl o sll a>lws o Gaxi: df -h /var/firmware/nokia
4. JJsJl wligsl o Gé=it 1s -la /var/firmware

Jujuidl saclall ool (HSos V
o9 "enazmiy Jla¥l" Jius 1gole VI WebEM J, il ey sleil o
aloizoll LLauVI:

o 5 saclill dazmo u Suidl JlasYl Lé alSieRAN Monitor
e 0lgic URL qumuo it (0lgis IP ebols Caviao ol ol)

J=dl:

1. aSuidl Hlwse o o=t ping RAN Monitor sac bl ddaxo aSuis o



2. 5,ls)l 4000 ii0ll momy 8@ VLA bz Ol po iz

3. 0lsie Ol go 35T URL olgie pasimy IP/po Jowosll Ll mumuall apaall ol
saclall alaxo

4. olgis izl URL (Suidl €52l puii o pivaiol| (08
MD5 Ul-lln-ll .ﬂi_‘_" )ﬂh’_-l-"
908 el 1uelre VI MD5 "I5] sz ey Vs ... obwsdl iy
aloizoll wlanVI:

o aznllrall a5 Jljy Y 3> S wals
o calo sliw] gini wlalall plla wligsl (w9 &lSkine .md5

J=JI:
1. (Jobl g 6 Sl wlalodl & miws) olull dulas JoiSs i ol
2. axaall Jroxi 8ole) Camnrmi Lo il
3. wlalall sbiwl glowl) ozl Jubs ©lgsl o séxs

Joall 59590 aladl" Uas"

Jeall 59790" Uns go Juomidl Juind 1ol e VI

J=JI:

1. alaiwl s9mainll o OIS 15] 557 90ll Caloll o35
2. asollne bzl eils 5] szl cololl dpoms acl
3. colo)l QO Jrowi solel duad e o pois Y il o Gax



&o soaJl RAN Monitor

029559 ainid g yanldl saudl Jud> RAN Monitor

olaey selaxy 69bas < hlis,] RAN Monitor cliiy 9

wbgizell Jga>

vk Wy

i dloe N> ez gy JJJI I3 RAN Monitor Jlai¥l ] sl awidd] slas] opo cadgVl
oVl saclall dlazay.

O _)RARAN J.)Jl L
b voSuw Sl T 4 lgi:

o v agllaoll auzal audl slae] (MySQL. InfluxDB)
* v 2955 RAN Monitor dity Juolei go

e v 4ulai 3y RAN Monitor

* vV o ._,J;yl pas )l ala=xas JLasVI Nokia AirScale
v Wl puwlaadl §935 o gaxidl INfluxDB

v sl dgzly 9 oSl dxs) G| Jsuosll

oYl slae) aags> 60-30 1 ab0ll casgll



i Jid RAN Monitor. oy Lo ela) ol oo aSU:

wlily 6acls o> MySQL

SlaoYl: MySQL 5.7+ ol MariaDB 10.3+

235 o Sl JLasVl 1 Jsuos)l RAN Monitor

< Ug3Yl: CREATE. SELECT. INSERT. UPDATE, DELETE
J bsliu] o at,lb ol s2cld :wlldl 52c8 RAN Monitor
lalase sl pauaxe wlly 82516 Juio 1aposill

bl 62¢l5 INflUXDB asio I

laoYl: InfluxDB 1.8+ 2.0 ol+

2315 o Swidl JLasYl :Jswos)l RAN Monitor
ovulaadl i 8 ey kylin] o5t bl sac 8/l
5o, APL: oJadl (] &SIl wligsl go (INFluXDB 2.x)
&l aoll blaisYl awlod a8lS o8 a5l : o el

3= RAN Monitor

o Juaull plas: Linux (Ubuntu 20.04+. CentOS 8+, a;liv L ol)
4 a5l giuzl] 8,S13JIGB 8 i sl axSGB gy uogo

ol wogo S5 +4 sl xS 8lgi 2 1gleall

20 : o,alIGB Mzl sulaill (sl axS

saclall wlaxas JLasVl 1aSuwidl. MySQL. ¢InfluxDB

Sl JLasVl

¢ RAN Monitor - sx¢lall wlUaxo Nokia AirScale (8080 saiall)
* wlbaxo Nokia = RAN Monitor (yuSea» <ugl) 9076 raioll)



* Casa femtocells - RAN Monitor (g9 9077 saioll PM) —

* RAN Monitor - Baicells eNBs (¢Mauwdl e sl 443 ¢,5) —

¢ RAN Monitor = MySQL (3306 yaiall)
¢ RAN Monitor = InfluxDB (8086 3aiall)
o ugll agzlg = Yglrinall RAN Monitor (9443 aisll)

alasdl ,las xclgs

o (sacla)l dlazos JLas¥l) 8080 ssiall e 5,lg)l Jguosll 7 lowll
o (Jod cusll Jrsiimo) 9076 saioll (e 5,15l Jsosll zlowll

e 9443 ol (e 5)lgdl Jsoglb tlowdl (g dg=>lg HTTPS)

e Wl zouxdl zlowdl MySQL gInfluxDB

oo oxclall alo>Q© w ldlasie Nokia
sacls alano JSI:

o Olgic IP - saclill dlazo | Joos)l Sas > aSuindl olgis
(8080 &sle) 8,bYl agzlg 3aio - 30iodl

85Lan) g 0ll dolSy pazimall ol - sloic VI oLl WebLM
Jlai¥l o six - aSamiadl Hlanoe (oYl aziz 0l vz ping)
Jswosll allsg dlsio - 6,6V ag>le

p30ll ad95Loo puilaso

o aall a8rlas) - golsdl glisall (suuis PEM)

* ol agd 85l - aoladl 6alguindl ( §uumis DER)
o o doxio NOKia plaziwl bslis] i ol OpenSSL

Grafana (a wuwogo (Slg s,yHluzl)

e ,lxuoYl: Grafana 8.0+
o L Swidl JlasVl 1 Jgegll INfluxDB
hd u[@.u.u.”g M=l pS.z.- CJL>5J :u'o).i”

US|

Ll



adoVI slacVl alac

avioull auudl Hloac] 11 6gla=dl
1.1 wlly 62cls Hlac] MySQL

J olldl sxcls clisl, o8 RAN Monitor:

CREATE DATABASE ran monitor CHARACTER SET utf8mb4 COLLATE
utf8mb4 unicode ci;

awlioll ©lg3Vl go Laaio pxime slinl b

CREATE USER 'ran _monitor user'@'s' IDENTIFIED BY

'secure_password';
GRANT CREATE, SELECT, INSERT, UPDATE, DELETE ON ran monitor.* TO

‘ran_monitor user'@'s’';
FLUSH PRIVILEGES;

> o JLasVl o 8= RAN Monitor:
mysql -h <mysql-host> -u ran monitor user -p ran monitor

1.2 ,uu InfluxDB

J InfluxDB 1.x. &bl 62cl8 sliwl 08:
influx -execute 'CREATE DATABASE "nokia-monitor"'
J InfluxDB 2.X. ¢J> sbiwil, p9:

influx bucket create -n nokia-monitor -o your-org



o, il 08 APl &SIl gl go (INfluXDB 2.x):
influx auth create --org your-org --write-buckets

osSl 8 plaziwl o)l nasl.

sac i)l wllazo grozs Sl JLasVl o aSU:

# sac b abxo JS& JLas VI Lois|
ping 10.7.15.66

# Jgool) L L s,10Y] daiall ol oo BER
telnet 10.7.15.66 8080

ol o Giaxi MySQL oINfluxDB Jgwooll ¢pbls:

# o Jlas ¥l Lus1 MySQL
telnet <mysql-host> 3306

# - JLlasYl ,Ls| InfluxDB
curl http://<influxdb-host>:8086/ping

9% 2 6glaxdl RAN Monitor

ilo 9 wlugSil o> 8,] i config/runtime.exs.

2.1 oLl 625l5 oS

=i o9 config/runtime.exs Jlasl (neSs9g MySQL:



config :ran _monitor, RanMonitor.Repo,
username: "ran monitor user",
password: "secure password",
hostname: "mysql-host",
database: "ran monitor",
stacktrace: true,
show sensitive data on connection_error: true,
pool size: 10

2.2 95 InfluxDB

Jlasl (ueSi o9 INfluxDB:

config :ran_monitor, RanMonitor.InfluxDbConnection,
auth: [
username: "monitor",
password: "influx password" # jo, o1 API _J InfluxDB 2.x

1,
database: "nokia-monitor",
host: "influxdb-host"

2.3 cusll ales blas jae<s

sl alg blai gueSi @8



# a5 ) a gl akss SOAP/APT sac il o laxol
config :ran monitor, RanMonitor.Web.Endpoint,
http: [ip: {6, 0, 0, 0}, port: 8080],
check origin: false,
secret key base: "generate with mix phx gen secret",
server: true

# oSl a>ol, adllBpd| o)l ag>lg (HTTPS)
config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", port: 9443, scheme: "https"],

https: [
ip: {0, 0, 0, 0},
port: 9443,

keyfile: "priv/cert/omnitouch.pem”,
certfile: "priv/cert/omnitouch.crt"

# soc Lol dbxo ol j)lei) woll a g ahas

config :ran monitor, RanMonitor.Web.Nokia.Airscale.Endpoint,
url: [host: "0.0.0.0"],
http: [ip: {0, 0, O, 0}, port: 9076],
server: true

2.4 .95 Nokia

& aolxl sxelall wllaney aSuid] w6 ,m0 (usSi pb



config :ran_monitor,
general: %{
mcc: "001", # b pldl Jsgoxadl adgadl o,
mnc: "001" # & aold| ddgaxed| aSlid| o,
},
nokia: %{
ne3s: %{
webhook url: "http://<ran-monitor-ip>:9076/webhook",
private key: Path.join(Application.app dir(:ran _monitor,
"priv"), "external/nokia/ne.key.pem"),
public key: Path.join(Application.app dir(:ran monitor,
"priv"), "external/nokia/ne.cert.der"),
reregister interval: 30

},
airscales: [
%{
address: "10.7.15.66",
name: "Site-A-BS1",
port: "8080",
web username: "admin",
web password: "password"
}

2.5 whlgus sbinl SSL LoVl o] 15])

cusll agzlg) HTTPS, whhlesi sliwl 5 SSL:
# LW L1 asbeo 80 lgi

openssl req -newkey rsa:2048 -nodes -keyout

priv/cert/omnitouch.pem \
-x509 -days 365 -out priv/cert/omnitouch.crt

ezl aduasil (Sl ol L.



pUsidl cas 13 sgla=dl
Ial 2 ousSil 5,20 RAN Monitor.

wlll s2cls lalaxo diugis pd:
mix ecto.migrate

aaldl &> 6,1Y ao Wl Jglal gro> Eniais 130

3.2 sos RAN Monitor

Gubaill T l:

mix phx.server

Yl o il ol:

MIX ENV=prod mix release
_build/prod/rel/ran monitor/bin/ran monitor start

3.3 Jsaiidl sou o Mouww andl o

co Wl il s M| Cil):

[info] Running RanMonitor.Web.Endpoint with cowboy

[info] Running ControlPanelWeb.Endpoint with cowboy

[info] Running RanMonitor.Web.Nokia.Airscale.Endpoint with cowboy
[info] Starting RAN Monitor Manager

[info] Connecting to InfluxDB...

[info] InfluxDB connection established

[info] Attempting registration with device: Site-A-BSl1

[info] Successfully registered with Site-A-BSl1

O el



o ool al bla sa,

o bl 8acls wYlail cliw)

o _ Jlas¥l 25U InfluxDB

o sxclall dazo Jymuws wYglno

Iu. ]| 0o = a=udl 4 o lLo=Jl

e JSuin Jon plladl ol po o,
4.1 cusll agzls pS a>s) | Jowesll

ol Jasly dxiaio wsl:

https://<ran-monitor-ip>:9443

oSzl a>g) 5,5 0l ey RAN Monitor.
4.2 saclall alozo alls o ga>ull

sl agzly (s9:

saclill wlame dxiw J| Jail

aailall (b ol awoll saclill dlazo joels (o Gam

(ia>]) "l so" S &l gl Ol camy

Jzse” Sl dll> 055 0 "

OV wdy ro dniin dmdz duwdall Glogles el Ol ey

v A W N

oo i rediws/eam alal eols 13):

o el dazos Sl JlasVl

o slaiedl wlily dxs

o sacla)l aaxe 8,05 dgzly | Jewosll duilSol
o laxdl Sl udaill Yo



4.3 J| gunlioll §955 5.SL InfluxDB

sl dgzly (o9

1. alls axen J| Jsil InfluxDB
2. sluas Jla¥l dl> e85 ol wazy
3. wlwlal sas 515 ol
4.

<l oy Mol G lio” 328 o §am"
oMeiwl (5 o Yau INFIUXDB & il
# InfluxDB 1.x

influx -database 'nokia-monitor' -execute 'SELECT COUNT(*) FROM
PerformanceMetrics'

# InfluxDB 2.x

influx query 'from(bucket:"nokia-monitor")
|> range(start: -1h)
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> count()"

4.4 Jsuisidl s3u oMouw ansl 0
sl 5V ol s 0 3

sl agzly (s9:

1. sadoaidl eMouw axio ] Jisl
2. ‘:Lb.zjlll 6 - P_é”

3. iz > 9L|a.>i d9Z9 PIAS (Yo GaRj

218 Jasi euiS 1] oSl 8359 ¢l OVE] o sax ol mix phx.server.
4.5 lgxdl Juolai o g0
gl dgzly (59

1. sac bl wllaxo daxaw (po &b dawolAl saclall daxo le bl

2. o o=
o Jozmuwd!l Joolas s o



o wlo slgiil cady Lga) amdzll
o wlily yeba abamll Guylioll
o wlalzall yglar (usSill al>

adUldl wlglo=dl

awol Ol a2 0YI RAN Monitor lg cuosell il wlelasdl S| «Jusuiaid| 248

as,g2ll wlsl,>VI

1. saclall wllamo o 2 joll asliol

o J| awls] 6)‘.@.?i ol config/runtime.exs
o sl Claiwy Gubdll s ]
o el

2. pS wl>g) Hlac] Grafana

o iy 09 Grafana Jzall o i ois o 15]
o wlly yauao (ueSs INfluxDB
o oSl wl>gl cliw] of il
o lail
3. wblludl LlaisVl juess

o apwliall blaizYl o, OV Hus

o oYl o3 I5) jlez JSI blais Yl (eSs

o Slail
4. wlgaiidle Sl luYl oS

o ugll dagzly 8 dlasuill ol dezl o
o auii x¢lgd slac] Grafana

° Ll wlgid sy

o lasl



$3Usll an>l

o doodl wllasl 1,5l

* auiwig Jl pleall &b
o Wil U ool

* ollaall 309 g0 cusll dgzly 9 dlsn @3
o (bl o Guimidl arogdl axmall Laxd) asilid] Jasll s g lo
o izl ol uwaill wlsl 2] g2l

axdlpall slac]:

o L i oS wlsg) il Grafana
o do Al wlwbal) auidl xelgs slacl 08
o Ll wlgis (eSS (Slack. sig iSIYI 3 dl. PagerDuty)

oloVI JYSTTH

o oo axdge whlgin B3 axsgall wlsledd] Jxiwl CA
o szl obusio W] HleisYl bl Jail

o ole wlaladl wlgsl s config/runtime.exs

o alaxll [z aclsd oS ob

sVl Lot
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version: '3.8'
services:
influxdb:
image: influxdb:2.7
environment:
INFLUXDB DB: ran_metrics
INFLUXDB ADMIN USER: admin
INFLUXDB_ADMIN PASSWORD: change me
ports:
- "8086:8086"
volumes:
- influxdb data:/var/lib/influxdb2

grafana:
image: grafana/grafana:latest
environment:
GF_SECURITY ADMIN PASSWORD: change me
ports:
- "3000:3000"
depends _on:
- influxdb
volumes:
- grafana data:/var/lib/grafana
- ./provisioning:/etc/grafana/provisioning

volumes:
influxdb data:
grafana data:
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from(bucket:"ran metrics")
|> range(start: -7d, stop: now())
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r.device == "SITE A BS1")
|> group(by: [" field"])
|> aggregateWindow(every: 1h, fn: mean)
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from(bucket:"ran metrics")
|> range(start: -24h)
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field == "CellAvailability")
|> group(by: ["device"])
|> aggregateWindow(every: 1h, fn: mean)
|> yield(name: "cell availability")
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o lad) a5usill ologleall a>g) SLA
o axcludl olawgioll el o)l Jwdwd! lalaxo
o 3lgi %99.5 < syl
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from(bucket:"ran metrics")
|> range(start: -7d)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field =~ /Throughput.*/)
|> group(by: ["device", " field"])

|> aggregateWindow(every: 10m, fn: mean)
|> yield(name: "traffic trend")
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o loulaxill a.o:;.))'.n“ wlebudl ayo=s

»,ylgall JMaiasl DL aalsdl cana>

from(bucket:"ran metrics")
|> range(start: -1h)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field == "DLResourceUtilization")
|> filter(fn: (r) => r.device == "SITE A BS1")

|> aggregateWindow(every: 10s, fn: last)
|> yield(name: "dl resource")
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from(bucket:"ran metrics")
|> range(start: -24h)

|> filter(fn: (r) => r. measurement == "Alarms")
|> filter(fn: (r) => r.status == "active")

|> group(by: ["severity"])

|> count()

|> yield(name: "alarm count")
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from(bucket:"ran metrics")

| >
|>

range(start: -7d)
filter(fn: (r) => r. measurement == "Alarms")

|> group(by: ["severity"])
|> aggregateWindow(every: 1h, fn: count)
|> yield(name: "alarm rate")
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from(bucket:"ran metrics")

| >

range(start: -7d)

filter(fn: (r) => r. measurement == "Alarms")
group(by: ["alarm description"])

count()

sort(columns: [" value"], desc: true)
limit(n: 10)

yield(name: "top alarms")

‘ol.x.ﬁ.i'u.uyli

o doladl o WShuadl o=

o awaigll seexll wlglgl oz
S DOV NI PR get|

aodfioll o Myl

(osloxdl oVl ad=dl jolgi g



from(bucket:"ran metrics")
|> range(start: -30d)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field == "CellAvailability")
|> filter(fn: (r) => r.device == "SITE A BS1")

|> aggregateWindow(every: 1h, fn: mean)
|> statefulWindow(every: 1h, period: 24h)
|> map(fn: (r) => ({r with value: float(v: r. value)}))
|> reduce(fn: (r, acc) => ({
x: acc.x + [float(v: r. time)],
y: acc.y + [r. value]
}),
initial: {x: [1, y: [1})
|> yield(name: "availability forecast")
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from(bucket:"ran metrics")
|> range(start: -7d)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field =~ /HandoverSuccess|Traffic/)
|> group(by: ["device", " field"])

|> aggregateWindow(every: 1h, fn: mean)

|> pivot(rowKey: [" time"], columnKey: [" field"], valueColumn:
" value")

|> map(fn: (r) => ({r with correlation: float(v:
r.HandoverSuccess) * float(v: r.Traffic)}))

|> yield(name: "ho traffic correlation")
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// ,o|.).7'd.w| PRB Ja_;l_g_” ol=s VI o9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C37")

|> filter(fn: (r) => r. field == "counterValue")

|> group()

|> mean()

|> map(fn: (r) => ({ r with value: r. value / 10.0})) // L=
i gde dumi oJ]

// ploxiwl PRB e ladl olu ¥l 9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C24")

|> filter(fn: (r) => r. field == "counterValue")

|> group()

|> mean()

|> map(fn: (r) => ({ r with value: r. value / 10.0})) // L=
& oo dumi oJ]
wlie &o uul.m.o oL?3J :J_g.-a.ii.":

e 70-0 :a>Y1%
e 85-70 :,4.0Y1%
e 100-85 :,0>Y1%

(aniojdl Jawdull) azliuYl wlall 12 asg9ll

aisdo @Vl o, PDCP xclally Laledl olxid:



// by LgJl ol 9 auzlis Yl
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C26")

|> filter(fn: (r) => r. field == "counterValue")

|> map(fn: (r) => ({ r with value: r. value / 1000.0})) //

oJ| Jos= Mbps
|> rename(columns: { value: "Downlink Mbps"})

/7 xsladl ol VIl o aslis )yl
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C23")

|> filter(fn: (r) => r. field == "counterValue")

|> map(fn: (r) => ({ r with value: r. value / 1000.0})) //

oJl Jue=i Mbps
|> rename(columns: { value: "Uplink Mbps"})

aod3uvanall wlloxll:

e M8012C26 - 5 >l lawsio PDCP DL (kbit/s)
e M8012C23 - 5 &>yl lawsio PDCP UL (Kbit/s)

sa¢ :3 a>glll UES (asiojJl Juwdaull) alb @€ )JI

osbaiodl uoazivmall doe gt

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8018C1l")

|> filter(fn: (r) => r. field == "counterValue")

|> rename(columns: { value: "UEs Connected"})

PRC TIPS | IRYRVY | |



 M8018C1 - »u¢ UEs JSJ alasull eNB (5asll)
(arisdl anise go ario il Jawdaull) adsll ,5lsi 14 a> gl

sl yslss s o iy o

import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8020C3" or
r{"metricCounter"] == "M8020C6" or
r{"metricCounter"] == "M8020C4")

|> filter(fn: (r) => r. field == "counterValue")
|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))
|> group()
|> pivot(rowKey:[" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"100.0 :"adsJl ,8les * r.M8020C3 / (r.M8020C6 - r.M8020C4)
1))

aoianall wllanll:

e M8020C3 - a>lio alsl o5 loxis wligall
e M8020C6 - alxl olgi) plioll
e M8020C4 - a>lio i 0555 ol Uabaxo adxll 9585 boais wlusll

99 > adxl ,slgs raninll arsii%
JMiiawl 15 a>glll PRB (JawMandl 632mi0 asio )l JanMandl) adds JSI

a3,8)] LI > oo 5, lgall plasiw] glas:



import "strings"

// Nsiwl PRB ads JSH aclad] ol VI 9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C24")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:

"${CellKey}"))

|> group()

|> map(fn: (r) => ({ r with value: r. value / 10.0}))

|> rename(columns: {" value": "JMsiwl| lwgio PRB olxs VIl 9
a6 Lad"})

// JMeswwl PRB als S by Ledl ols VIl 9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C37")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> map(fn: (r) => ({ r with value: r. value / 10.0 }))
|> rename(columns: {" value": "JMaiwl| lbwgio PRB olxs VIl 9

by LeJ1"})

(JaoMandl 632mi0 anio sl JawMandl) auds JSI ax>liuYl 16 a>glll

ay>Li] PDCP ad=xd|l cuns dounso:



import "strings"

/] ads U by Ledl o luVl 9 as LYl
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C26")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:

"${CellKey}"))
|> group()
|> rename(columns: {" value": "a>lis| PDCP L, LegJIl o5Vl 8"})

/] ads S e lad] o luYl ¥ aslis Y
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C23")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": "a>lis| PDCP aclodl olsVIl 8"})

7 a>olll: RSSI (aolimoll 6,LisYl 695 yuisgo) (asiodl JawMal)

xelall oVl (o 6, 895 wlilas] o si:



import "strings"

// oo woYl axJl RSSI
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8005C0")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": "4o wi oYl a=Jl RSSI"})
// lbwgio RSSI

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8005C2")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": "bwgio RSSI"})

/] oo wad¥l =)l RSSI
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8005C1")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": ";o wad¥| axJl RSSI"})

aod3uvamall wlhlosll:

« M8005CO - RSS| J PUCCH >Vl xxJI (dBm)
e M8005C1 - RSSI J PUCCH _uas¥l x=JI (dBm)



e M8005C2 - RSSI J PUCCH lawgioll (dBm)

(axio )l JawMadl) OgoSIl :8 a> gl

5l ywlié SDU s PDCP:

import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: => r["recordType"] == "performanceMetric")
|> filter(fn: => r["basebandName"] == "${Airscale}")
|> filter(fn: => r["metricCounter"] == "M8001C2")
|> filter(fn: => r. field == "counterValue")
|> filter(fn: => strings.containsStr(v: r["DN"], substr:
"${CellKeyl}"))
|> group()
|> rename(columns: {" value": "ygoSJI"})
PRC TIPS | IRYRVY | |

* M8001C2 - )4.7[; SDU ¢ PDCP Je DL DTCH lawgioll (Ms)

shas] 2l Jomo 19 a>glll RRC (asis go axio il JawManll)

Jlai¥l ol gl danws cuns:



import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")
|> filter(fn: (r) => r["metricCounter"] == "M8013C5" or
r{"metricCounter"] == "M8013C1l7" or
r["metricCounter"] == "M8013C18" or
r{"metricCounter"] == "M8013C19" or
r{"metricCounter"] == "M8013C34" or
r{"metricCounter"] == "M8013C31" or
r("metricCounter"] == "M8013C21" or
r[{"metricCounter"] == "M8013C93" or
r{"metricCounter"] == "M8013C91")
|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))
|> group()
|> pivot(rowKey:[" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"100.0 :"slaeYl zlx awws * r.M8013C5 / (r.M8013C1l7 +
r.mM8013C18 + r.M8013C19 + r.M8013C34 + r.M8013C31 + r.M8013C21 +
r.mM8013C93 + r.M8013(C91)

1)

aoianall wllanll:

e M8013C5 - s LuYl Jla¥l sbis] wYLaS]
e M8013C17-M8013C93 - aslixoll Jlos¥l & Yglxo gl

95 > slaeYl gl amws tanindl anii%

10 a>glll: VSWR (aulL Sl aaslgll wlsgoll amws) Juwdull) (silggll >
(awio 3l

wllsedl dalail 6 562V dxo aidl o



import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M40001C0")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:

"${RadioKey}"))
|> map(fn: (r) => ({
r with
"DN": strings.split(v: r["DN"], t: "/")[5],
"VSWR": r. value / 10.0

}))
|> group()
|> pivot(rowKey: [" time"], columnKey: ["DN"], valueColumn:
"VSWR")

eianadl slaxll:

e M40001CO - VSWR (0.1 auuw) silgn g9 JSI
axisdl axii: VSWR > 2.0
(ariodl JuwMaudl) asUall JMgiawl 111 a>gUl

sxclall alamal aslall plaxiwl @l o

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M40002C2")

|> filter(fn: (r) => r. field == "counterValue")

|> group()
|> map(fn: (r) => ({ r with value: r. value / 100000.0 }))
|> rename(columns: {" value": "as UJ| IMgiwl"})

‘om.noJl Sloxdl:



e M40002C2 - (100000 Jole) aslall JWNgiwwl

wloglroll a5 9l wl jusio:
A ol usis a>elll 03 pozxiws Grafana aSue ]l availl:

e ${Airscale} - (dowio doaild) saclall dlaxo >ax0
* ${CellKey} - (oo aosld) LM 81020 gdlgal adxll ax0
 ${RadioKey} - J g5l Jl 8259 2300 VSWR (aouio aoild)

a>glll 0sg) amiill aclgs:

1. Ml glai,l PRB - )55 loais juaxill piy DL gl UL PRB > 85% 5 6.0
EHER

2. 55155 10 8a0) %99 > Llgill )5S, oais juamill piy - yatzioll adsdl ,9lgs

3.0he] gl 0y boais juaxill piy - yatsuall slacYl gl Jaxe RRC < 95%
&> 5 a0l

4. glai, ]l VSWR - s loxic juamill oy VSWR > 2.0 aié> 15 830l iled Y

5. < aslall Il iy boris juaxill piy - (smaadall jue aslall J)giml
wlw¥l lasdl e %20

4.7_91" o)d PIMI:

1. JMaiwl @l 0 - amaadl Jaloi PRB asaddl oo i ol L] syl
2. plaxiwl - 1Y 18 slasV1 8 LiaSiwwl RSSI, slasYl ¢l Jazos «05aSl

3. g - 6587 Y1 amue VSWR adlawdl ailuall aslall Iigiuls

4. J JleW a>lsYly ,sleill abdl e - 6292l Olose SLA

ol plasiwdl bl ls alolSIl wlsladl lay e ol Joaxl.

Juosto yoe - wloglrall a>gl (ls Jlio:
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asns Liadl o llos)l Jus

é,15] plgo RAN Monitor aogdll

6 g2Vl 6 ,15]s dnivig JI dclisisill plgall slos o
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5,15Y auiio )l auliitl oleoll sl Isn (alais RAN MONItOr avon ai -arosdl & llosll (3
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ezl ol slaey.

ox2> daclo alo=o 49[.:0!

e da> 5268 wllame i 2ic Nokia AirScale. asl o)l W] eisloY wlobasdl oin gsl.

aSuidl JLasVl o $85 11 sglazll

Sl JLas¥l o 28U vepsSil Wl lexl aslio] Jus:

# owlYl Jlas ¥l Las|
ping <base-station-ip>

# Jgogl) LB s,10Y] deiall Oi oo Sas
telnet <base-station-ip> 8080

wblxiw! tand giodl axwiidl ping Jlailg ax>L telnet
Juine 1]:

° g il ubl.uua VR .
o JlaVl glowd) aloxll Jlaz 2£l98 o Sé
o Josiy Jsraindl 248 825 lall alazmo Ol o 25T

J'l.g.:_Jl ula_glu &o> 12 6_9]o.>'J|

aJWl ologlaoll gazl:



loglaall JLJI ade ,5ic OV HISo

olsis IP 10.7.15.67 e soals ol aSeuidl 55big
Maioll 8080 J 8080 &>le Nokia AirScale
el ol Site-B-Tower-1  gdgoll dpoms 8268 paziwl
paziwwoll pwl  admin saclall aaxo slae] o

oall aalS passwordl23 saclbll daxo slae| o

6 58>V arowuid wlw,looll Jiasi:

® douiog dru0g Sl.omi p.).zwu|
gisall puii 9 85g21 8as Il OIS 1] wlasoll £6i raias

<

aliol: NYC-SiteA-BS1, LAX-Tower-Main, CHI-Indoor-DAS

aigSall jut 6,62Vl Ho H93 3 bglaxll
Jxally Jla¥l Jsl> 35 ladl OIS 15] Lo 3 sl asloYl Lis:

1. cugll agzlg madl: https://<ran-monitor-ip>:9443
2. axao | Jaiil eNodeBs aigSoll ,ac

3. ulsic o el IP UiSoll a0 ol Jled

4. ade Hgiall o5 15| JSoJl b 20 o>y

S Jsosll aiSas jlexdl Of oo saxil (x5 26l 158 RAN Monitor.

e9Sill Wl jlg=dl aslial] :4 sglazll

i @9 config/runtime.exs aoils J| ozl jlexll g_é.ioig airscales:



config :ran_monitor,

nokia: %{
ne3s: %{
# ... 925 ne3ds J=JI
b

airscales: [

# aJlJl 6592V

%{
address: "10.7.15.66",
name: "Site-A-BS1",
port: "8080",
web username: "admin",
web password: "passwordl"

b
# o]l lg=]l
%{
address: "10.7.15.67", # olgic IP soc el abxol
60 2= |
name: "“Site-B-Tower-1", # o909 owl
port: "8080", # ool daiall
web username: "admin", # paxiwo ewl WebLM
web password: "passwordl23" # 9,0 aolS WebLM
}

aloz sl amo o 35T 1 pge EIIXIr - axumuo aloy 3l sy wlelyally Juolgall 9s85 of

oSl asve (yo 9= 15 sglazdl

pSdl dos by o o Jaeaiid] eole] Jus:
elixir -c config/runtime.exs

clasl 2295 ¥ tand giadl azaiill
slazsl Il culs Is):

* bogaaall Jolgall (o oz



* dalio a>sine | Jolsally } owlsdYl goz Ol o $axi
o o JSuin pwhisl wledsy dblae JuwMadl Of oo 2L

Jaini 6ole] 16 69lodl RAN Monitor

ol usSHl Jrasi) Gulaill Jusiios 2

# oobill giog 9 Jozi wuiS 13]
# baol Ctri+C o s jo:
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URL: GET http://<host>:4000/metrics

ssisns 1 93 oS Sunis t Samsid)

(Lais adsls aSub) s ¥ 125 @€ Laall

# prometheus.yml
scrape configs:
- job name: 'ran monitor'
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- targets: ['ran-monitor.internal:4000']
scrape interval: 15s
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alert: InfluxDBQueueDrops
expr: increase(influxdb queue overflow drops total[5m]) > O
for: Om
labels:
severity: critical
annotations:
summary: ", bl ol coww Leblaw] o o Ldl blas ™
description: "{{ $value }} J > 5 51 ¥ lLbliw] o5 blas {{
$labels.agent name }}"

Jraio jute legnll iz o

alert: NokiaDeviceDisconnected

expr: nokia device state ==

for: 5m

labels:
severity: critical

annotations:
summary: " ;LexJ| Nokia {{ $labels.device name }} Joio ,ut"
description: " > 5 go ,iSY Jmio ut jlexJI”
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alert: InfluxDBQueueHigh
expr: influxdb queue depth / influxdb queue max * 100 > 50
for: 5m
labels:
severity: warning
annotations:
summary: "W a LIl g b INnfluxDB 50 §49%"
description: "oie oy Uadl {{ $value }}% Jlasi|l o oz .azwd| o
InfluxDB aslslg."

alert: InfluxDBWritelLatencyHigh
expr: histogram quantile(0.95,
sum(rate(influxdb write duration milliseconds bucket[5m])) by
(le)) > 1000
for: 5m
labels:
severity: warning
annotations:
summary: "a LS g0 INfluxDB as U 1 j9lzay (p95)"
description: "ga 95 & giodl anwidl 9 & LSl 4o {{ $value }}
as b o
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alert: WebhookProcessingErrors
expr: sum(rate(webhook processing total{status="error"}[5m])) >
0.1
for: 5m
labels:
severity: warning
annotations:
summary: "axJleo 9 slbsl oo wiaSJl o5 Webhook"
description: "{{ $value }} & Lo 5 5T ¥ aw LIl o slas|"



oSl i 3> PM Spool

alert: PmSpoolBacklog
expr: pm_spool pending files > 50
for: 5m
labels:
severity: warning
annotations:
summary: "oS1| 5 215 PM Spool™
description: "{{ $value }} Jole yoSi 28 .axdlzodl LBOcis olals
155 Lo o WaJl."

alert: BtsSitesWaitingForPm
expr: bts status waiting for pm > 0
for: 30m
labels:
severity: warning
annotations:
summary: "{{ $value }} oL Lo LUas| 9 (ol)gdse PM 30 o ,iSV
aay65"
description: "azgi Y Sdg eSS ol Lo g dhis oluds Lguod gdlgall
ol Ly PM. go> o axs PM Jlc eNodeB."
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alert: HighMemoryUsage
expr: vm _memory bytes{type="total"} > 4e9
for: 10m
labels:
severity: info
annotations:
summary: "8,S15 plaxiwl VM Erlang 4 §49GB"
description: "&, S|l JLJI ploxawYl: {{ $value | humanizel024
}}B"
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from(bucket: "nokia-monitor")

|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["metricCounter"] == "M8011C37")

|> filter(fn: (r) => r. field == "counterValue")

|> map(fn: (r) => ({ r with value: r. value / 10.0})) // L=
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eMriwl JUo Grafana:

from(bucket: "nokia-monitor")
|> range(start: -1h)
|> filter(fn: (r) => r["metricCounter"] == "M8012C26")
|> filter(fn: (r) => r. field == "counterValue")
|> map(fn: (r) => ({ r with value: r. value / 1000.0}))
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eMriwl JUo Grafana:

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M40001C0")
|> filter(fn: (r) => r. field == "counterValue")
|> map(fn: (r) => ({ r with "VSWR": r. value / 10.0}))
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eMriwl JUo Grafana:

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M40002C2")
|> filter(fn: (r) => r. field == "counterValue")
|> map(fn: (r) => ({ r with "Power": r. value / 100000.0}))
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// ploxiwl PRB gé 1]

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M8011C24")
|> map(fn: (r) => ({ r with value: r. value / 10.0}))
|> rename(columns: {" value": "Uplink PRB %"})

// eloxiwl PRB J jiil]

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M8011C37")
|> map(fn: (r) => ({ r with value: r. value / 10.0}))
|> rename(columns: {" value": "Downlink PRB %"})
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from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M8012C23" or
r[{"metricCounter"] == "M8012C26")
|> map(fn: (r) => ({ r with value: r. value / 1000.0})) //
ol Jus=s Mbps
|> pivot(rowKey: [" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"Uplink Mbps": r.M8012C23,
"Downlink Mbps": r.M8012C26

1))

3. Jolgill wloglas a>gl

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] =~ /M8020C(3|4|6)/)
|> pivot(rowKey: [" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"Availability %": 100.0 * r.M8020C3 / (r.M8020C6 -
r.mM8020C4)
}))
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from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] =~
/M8013C(5(17]18|19|21|31|34|91]93)/)
|> pivot(rowKey: [" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"Setup Success %": 100.0 * r.M8013C5 / (r.M8013C1l7 +
r.mM8013C18 + r.M8013C19 + r.M8013C34 + r.M8013C31 + r.M8013C21 +
r.mM8013C93 + r.M8013(C91)
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NOKIA LTE PERFORMANCE COUNTER COMPLETE REFERENCE

M8000CO Initial Context Setup requests
M8000OC1 Initial Context Setup completions
M8000OC2 Initial Context Setup failures due to
M8000C3 Initial Context Setup failures due to
M8000C4 Initial Context Setup failures due to
M8000C5 Initial Context Setup failures due to
M800OOC6 S1 setup requests

M8000OC7 S1 setup completions

M8000C8 S1 setup failure due to timer expiration
M8000C9 S1 setup failure due to MME rejection
M800OC11 S1 Paging requests

M8000C12 Number of UE-associated logical S1-
M8000C13 Global S1 Reset initiated by the eNB
M8000C14 Global S1 Reset initiated by the MME
M8000C15 Partial S1 Reset initiated by the eNB
M800OC16 Partial S1 Reset initiated by the MME

|
I
I
I
|
I
I
I
|
|
|
I
I
|
|
I
M8000C23 | UE Context modification attempts
|
|
I
I
|
|
I
I
|
|
I
I
|
|
I
I

M8000C24 UE Context modification attempts due
M800OC25 UE Context modification failures
M8000OC29 Number of Uplink NAS Transport
M800OC30 Number of Downlink NAS Transport
M8000OC31 UE Context modification attempts due
M800OC32 E-RAB Setup Requests for IMS
M800OC33 E-RAB Setup Completions for IMS
M8000C34 E-RAB setup failures for IMS
M8000C35 Number of Location Reporting Control
M800OC36 Number of Location Report messages
M8000C37 Number of successful X2 IP address
M800OC38 Number of attempted X2 IP address
M8000C39 Number of WRITE-REPLACE

M800OC40 Number of WRITE-REPLACE

M8000C41 Number of KILL REQUEST messages
M8000C42 Number of KILL RESPONSE

Measurement Group: M8001



M8001CO PDCP SDU delay on DL DTCH Min
M8001C1 PDCP SDU delay on DL DTCH Max
M8001C2 PDCP SDU delay on DL DTCH Mean
M8001C3 PDCP SDU delay on UL DTCH Min
M8001C4 PDCP SDU delay on UL DTCH Max
M8001C5 PDCP SDU delay on UL DTCH Mean
M8001C6 RACH setup attempts for small size
M8001C7 RACH setup attempts for large size
M8001C8 RACH setup completions

M8001C9 Transmitted TBs on PCH

M8001C10 Transmitted TBs on BCH

M8001C11 Transmitted TBs on DL-SCH

M8001C12 HARQ retransmissions on DL-SCH
M8001C13 Correct non-duplicate UL-SCH TB with
M8001C14 Correct UL-SCH TB with re-reception
M8001C15 Erroneous UL-SCH TB receptions
M8001C16 PUSCH transmissions using MCSO
M8001C17 PUSCH transmissions using MCS1
M8001C18 PUSCH transmissions using M(CS2
M8001C19 PUSCH transmissions using MCS3
M8001C20 PUSCH transmissions using MCS4

I
I
|
I
I
I
|
I
I
I
|
I
I
I
|
I
|
I
|
I
|
M8001C21 | PUSCH transmissions using MCS5
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
|

M8001C22 PUSCH transmissions using MCS6
M8001C23 PUSCH transmissions using MCS7
M8001C24 PUSCH transmissions using MCS8
M8001C25 PUSCH transmissions using MCS9
M8001C26 PUSCH transmissions using MCS10
M8001C27 PUSCH transmissions using MCS11
M8001C28 PUSCH transmissions using M(CS12
M8001C29 PUSCH transmissions using MCS13
M8001C30 PUSCH transmissions using M(CS14
M8001C31 PUSCH transmissions using MCS15
M8001C32 PUSCH transmissions using MCS16
M8001C33 PUSCH transmissions using MCS17
M8001C34 PUSCH transmissions using M(CS18
M8001C35 PUSCH transmissions using MCS19
M8001C36 PUSCH transmissions using MCS20
M8001C37 PUSCH transmissions using M(CS21
M8001C38 PUSCH transmissions using MCS22
M8001C39 PUSCH transmissions using M(CS23
M8001C40 PUSCH transmissions using M(CS24
M8001C41 PUSCH transmissions using M(CS25
M8001C42 PUSCH transmissions using M(CS26



M8001C43
M8001C44
M8001C45
M8001C46
M80O1C47
M8001C48
M8001C49
M8001C50
M80O1C51
M80O1C52
M80O1C53
M8001C54
M80O1C55
M80OO1C56
M80OO1C57
M8001C58
M8001C59
M800O1C60
M8001C61
M8001C62
M8001C63
M8001Co64
M800O1C65
M8001C66
M8001C67
M8001C68
M8001C69
M8001C70
M8001C71
M800O1C72
M80O1C73
M8001C74
M8001C75
M80OO1C76
M80O1C77
M8001C78
M8001C79
M80O1C80
M800O1C81
M8001C82
M8001C83
M8001C84
M80O1C85
M8001C86

PUSCH
PUSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH

transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmissions
transmission

transmission

transmission

transmission

transmission

transmission

transmission

transmission

transmission

transmission

transmission

transmission

transmission

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks

MCS27
MCS28
MCSO
MCS1
MCS2
MCS3
MCS4
MCS5
MCS6
MCS7
MCS8
MCS9
MCS10
MCS11
MCS12
MCS13
MCS14
MCS15
MCS16
MCS17
MCS18
MCS19
MCS20
MCS21
MCS22
MCS23
MCS24
MCS25
MCS26
MCS27
MCS28
using
using
using
using
using
using
using
using
using
using
using
using
using



M80O1C87

M8001C88

M800O1C89

M8001C90

M8001CO1

M8001C92

M8001C93

M8001C94

M80O1C95

M80O1C96

M800O1C97

M8001C98

M80O1C99

M8001C100
M8001C101
M8001C102
M8001C103
M8001C104
M80O1C105
M8001C106
M8001C107
M8001C108
M8001C109
M8001C110
M8001C111
M8001C112
M8001C113
M8001C114
M8001C115
M8001C116
M8001C117
M8001C118
M8001C119
M8001C120
M8001C121
M8001C122
M8001C123
M8001C124
M80O1C125
M8001C126
M8001C127
M8001C128
M8001C129
M8001C130

PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH
PDSCH

transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission
transmission

nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks
nacks

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using



M8001C131
M8001C132
M8001C133
M8001C135
M8001C136
M8001C137
M8001C138
M8001C139
M8001C140
M8001C141
M8001C142
M8001C143
M8001C144
M8001C145
M8001C146
M8001C147
M8001C148
M8001C150
M8001C151
M8001C153
M8001C154
M80O1C155
M8001C156
M8001C157
M8001C158
M80O1C159
M8001C160
M8001C161
M8001C162
M8001C163
M8001C164
M8001C165
M8001C166
M8001C167
M8001C168
M8001C169
M8001C170
M8001C171
M80O1C172
M8001C173
M8001C174
M80O1C175
M8001C176
M8001C177

PDSCH transmission nacks using

RLC SDUs on DL DTCH

RLC SDUs on DL DCCH

RLC SDUs on UL DTCH

RLC SDUs on UL DCCH

RLC PDU first transmissions

RLC PDU re-transmissions

RLC PDU reception

DL RLC C-PDUs transmitted the first
DL RLC Data PDUs transmitted first
UL RLC PDUs received

Duplicate UL RLC PDU received

UL RLC PDU retransmission requested
UL RLC PDUs discarded

DL RLC SDU From PDCP

Average number of UEs with buffered
Max number of UEs with buffered data
Average number of UEs with buffered
Max number of UEs with buffered data
PDCP SDUs in Uplink

PDCP SDUs in Downlink

Discarded PDCP SDUs in downlink
Failed Transmission PDSCH MCSO
Failed Transmission PDSCH MCS1
Failed Transmission PDSCH M(CS2
Failed Transmission PDSCH MCS3
Failed Transmission PDSCH MCS4
Failed Transmission PDSCH MCS5
Failed Transmission PDSCH MCS6
Failed Transmission PDSCH MCS7
Failed Transmission PDSCH MCS8
Failed Transmission PDSCH MCS9
Failed Transmission PDSCH MCS10
Failed Transmission PDSCH MCS11
Failed Transmission PDSCH M(CS12
Failed Transmission PDSCH MCS13
Failed Transmission PDSCH M(CS14
Failed Transmission PDSCH MCS15
Failed Transmission PDSCH MCS16
Failed Transmission PDSCH MCS17
Failed Transmission PDSCH M(CS18
Failed Transmission PDSCH MCS19
Failed Transmission PDSCH MCS20
Failed Reception PUSCH MCSO



M8001C178 | Failed Reception PUSCH MCS1
M8001C179 | Failed Reception PUSCH M(CS2
M8001C180 | Failed Reception PUSCH MCS3
M8001C181 | Failed Reception PUSCH MCS4
M8001C182 | Failed Reception PUSCH MCS5
M8001C183 | Failed Reception PUSCH MCS6
M8001C184 | Failed Reception PUSCH MCS7
M8001C185 | Failed Reception PUSCH MCS8
M8001C186 | Failed Reception PUSCH MCS9
M8001C187 | Failed Reception PUSCH MCS10
M8001C188 | Failed Reception PUSCH MCS11
M8001C189 | Failed Reception PUSCH MCS12
M8001C190 | Failed Reception PUSCH MCS13
M8001C191 | Failed Reception PUSCH MCS14
M8001C192 | Failed Reception PUSCH MCS15
M8001C193 | Failed Reception PUSCH MCS16
M8001C194 | Failed Reception PUSCH MCS17
M8001C195 | Failed Reception PUSCH MCS18
M8001C196 | Failed Reception PUSCH MCS19
M8001C197 | Failed Reception PUSCH MCS20
M8001C199 | RRC Connected UEs Avg

M8001C200 | RRC Connected UEs Max

M8001C202 | Failed Transmission PDSCH MCS21
M8001C203 | Failed Transmission PDSCH MCS22
M8001C204 | Failed Transmission PDSCH MCS23
M8001C205 | Failed Transmission PDSCH MCS24
M8001C206 | Failed Transmission PDSCH MCS25
M8001C207 | Failed Transmission PDSCH MCS26
M8001C208 | Failed Transmission PDSCH MCS27
M8001C209 | Failed Transmission PDSCH MCS28
M8001C210 | Minimum queue length DL SRB
M8001C211 | Average queue length DL SRB
M8001C212 | Maximum queue length DL SRB
M8001C213 | Minimum queue length DL DRB
M8001C214 | Average queue length DL DRB
M8001C215 | Maximum queue length DL DRB
M8001C216 | Average number of available PRBs per
M8001C217 | Average number of available PRBs per
M8001C218 | RLC SDUs on BCCH

M8001C219 | RLC SDUs on DL CCCH

M8001C220 | RLC SDUs on PCCH

M8001C222 | RLC SDUs on UL CCCH

M8001C223 | Active UE per Cell average
M8001C224 | Active UE per Cell max



M8001C227
M8001C228
M8001C229
M8001C230
M8001C231
M8001C232
M8001C233
M8001C235
M8001C254
M80O1C255
M8001C256
M8001C257
M8001C258
M8001C259
M8001C260
M8001C261
M8001C262
M8001C263
M8001C264
M8001C265
M8001C266
M8001C267
M8001C269
M8001C270
M8001C271
M800O1C272
M8001C273
M8001C286
M8001C305
M8001C306
M8001C307
M8001C308
M8001C314
M80O1C315
M8001C316
M8001C317
M8001C318
M80O1C319
M8001C320
M8001C321
M8001C323
M8001C324
M80O1C325
M8001C326

UEs with buffered DL data for DRB with
UEs with buffered DL data for QCI2

UEs with buffered DL data for QCI3

UEs with buffered DL data for QCI4
Number of primary ETWS notifications
Number of secondary ETWS

Number of CMAS notifications

UEs with buffered DL data for non-GBR
Number of lost PDCP SDUs in UL

Number of lost PDCP SDUs in UL for
Number of lost PDCP SDUs in UL for
Number of lost PDCP SDUs in UL for
Number of lost PDCP SDUs in UL for
Number of lost PDCP SDUs in DL

Number of lost PDCP SDUs in DL for
Number of lost PDCP SDUs in DL for
Number of lost PDCP SDUs in DL for
Number of lost PDCP SDUs in DL for

Sum of Active UEs with buffered data in
Denominator for Active UEs with

Sum of Active UEs with buffered data in
Denominator for Active UEs with

Mean PDCP SDU delay on DL DTCH

Mean PDCP SDU delay on DL DTCH

PDCP SDU delay on DL DTCH Mean

PDCP SDU delay on DL DTCH Mean

PDCP SDU delay on DL DTCH Mean

RACH setup attempts for dedicated

PDCP SDU UL QCI 1

PDCP SDU UL QCI
PDCP SDU UL QCI
PDCP SDU UL QCI
PDCP SDU DL QCI
PDCP SDU DL QCI
PDCP SDU DL QCI
PDCP SDU DL QCI 4

Sum of RRC Connected UEs per cell
Denominator for RRC Connected UEs
Sum of Active UEs per cell
Denominator for Active UEs per cell
PDCP SDU discarded DL QCI 1

PDCP SDU discarded DL QCI 2

PDCP SDU discarded DL QCI 3

PDCP SDU discarded DL QCI 4

W NERERE B~ WN



M8001C419 | UEs with buffered UL data for DRB with
M8001C420 | UEs with buffered UL data for non-GBR
M8001C421 | Number of PDCCH order attempts
M8001C422 | Number of initial PDCCH order
M8001C423 | Number of successful PDCCH orders
M8001C424 | Unavailability of dedicated preamble
M8001C425 | Unavailability of dedicated preamble for
M8001C426 | Unavailability of dedicated preamble for
M8001C427 | Number of UE state transitions from
M8001C428 | Average number of UEs in UL-In-Sync
M8001C429 | Average number of UEs with unlimited
M8001C430 | UE UL-Out-0f-Sync time T in the range
M8001C431 | UE UL-Out-0f-Sync time T in the range
M8001C432 | UE UL-Out-0f-Sync time T in the range
M8001C433 | UE UL-Out-0f-Sync time T in the range
M8001C434 | UE UL-Out-0f-Sync time T larger than
M8001C435 | First transmissions on PUSCH using
M8001C436 | First transmissions on PUSCH using
M8001C437 | First transmissions on PUSCH using
M8001C438 | First transmissions on PUSCH using
M8001C439 | First transmissions on PUSCH using
M8001C440 | First transmissions on PUSCH using
M8001C441 | First transmissions on PUSCH using
M8001C442 | First transmissions on PUSCH using
M8001C443 | First transmissions on PUSCH using
M8001C444 | First transmissions on PUSCH using
M8001C445 | First transmissions on PUSCH using
M8001C446 | First transmissions on PUSCH using
M8001C447 | First transmissions on PUSCH using
M8001C448 | First transmissions on PUSCH using
M8001C449 | First transmissions on PUSCH using
M8001C450 | First transmissions on PUSCH using
M8001C451 | First transmissions on PUSCH using
M8001C452 | First transmissions on PUSCH using
M8001C453 | First transmissions on PUSCH using
M8001C454 | First transmissions on PUSCH using
M8001C455 | First transmissions on PUSCH using
M8001C456 | First transmissions on PUSCH using
M8001C457 | First transmissions on PUSCH using
M8001C458 | First transmissions on PUSCH using
M8001C459 | First transmissions on PUSCH using
M8001C460 | First transmission NACKs on PUSCH
M8001C461 | First transmission NACKs on PUSCH

|

M8001C462 First transmission NACKs on PUSCH



M8001C463 First transmission NACKs on PUSCH

|

M8001C464 | First transmission NACKs on PUSCH
M8001C465 | First transmission NACKs on PUSCH
M8001C466 | First transmission NACKs on PUSCH
M8001C467 | First transmission NACKs on PUSCH
M8001C468 | First transmission NACKs on PUSCH
M8001C469 | First transmission NACKs on PUSCH
M8001C470 | First transmission NACKs on PUSCH
M8001C471 | First transmission NACKs on PUSCH
M8001C472 | First transmission NACKs on PUSCH
M8001C473 | First transmission NACKs on PUSCH
M8001C474 | First transmission NACKs on PUSCH
M8001C475 | First transmission NACKs on PUSCH
M8001C476 | First transmission NACKs on PUSCH
M8001C477 | First transmission NACKs on PUSCH
M8001C478 | First transmission NACKs on PUSCH
M8001C479 | First transmission NACKs on PUSCH
M8001C480 | First transmission NACKs on PUSCH
M8001C481 | First transmission NACKs on PUSCH
M8001C482 | First transmission NACKs on PUSCH
M8001C483 | First transmission NACKs on PUSCH
M8001C484 | First transmission NACKs on PUSCH
M8001C485 | Failed Reception PUSCH M(CS21

M8001C486 | Failed Reception PUSCH MCS22

M8001C487 | Failed Reception PUSCH MCS23

M8001C488 | Failed Reception PUSCH MCS24

M8001C494 | Average number of DL carrier

M8001C495 | Average number of UEs with a

M8001C496 | Average number of UEs with an

M8004C0O | X2 data volume per eNB, incoming
M8004C1 | X2 data volume per eNB, outgoing
M8004C2 | Incoming u-plane X2 data volume per
M8004C3 | Outgoing u-plane X2 data volume per

M8005C0O | RSSI for PUCCH Min
M8005C1 | RSSI for PUCCH Max
M8005C2 | RSSI for PUCCH Mean



M800O5C3

M8005C4

M80O5C5

M8005C6

M80O5C7

M80O5C8

M8005C9

M8005C10
M8005C11
M8005C12
M8005C13
M8005C14
M80O5C15
M80O5C16
M80O5C17
M8005C18
M8005C19
M8005C20
M8005C21
M8005C22
M8005C23
M8005C24
M80O5C25
M8005C26
M8005C27
M8005C28
M8005C29
M8005C30
M8005C31
M8005C32
M80O5C33
M8005C34
M8005C35
M80O5C36
M80O5C37
M8005C38
M8005C39
M8005C40
M8005C41
M8005C42
M8005C43
M8005C44
M8005C45
M8005C46

RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI
RSSI

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

PUSCH
PUSCH
PUSCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH

Min
Max
Mean
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19



M8005C47
M8005C48
M8005C49
M8005C54
M80O5C55
M80O5C56
M80O5C57
M8005C58
M80O5C59
M80O5C60
M8005C61
M8005C62
M8005C63
M8005C64
M80O5C65
M8005C66
M8005C67
M8005C68
M8005C69
M8005C70
M8005C71
M80O5C72
M800O5C73
M8005C74
M8005C75
M80O5C76
M80O5C77
M8005C78
M8005C79
M8005C80
M8005C81
M8005C82
M8005C83
M8005C84
M80O5C85
M8005C87
M8005C88
M8005C89
M8005C90
M8005C91
M8005C92
M8005C93
M8005C94
M8005C95

RSSI for
RSSI for
RSSI for
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
UE Power
SINR for
SINR for
SINR for
SINR for
SINR for
SINR for

PUSCH Level 20
PUSCH Level 21
PUSCH Level 22
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PUSCH Max

PUSCH Mean

Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level
Level



M8005C96

M8005C97

M8005C98

M8005C99

M8005C100
M8005C101
M8005C102
M8005C103
M8005C104
M8005C105
M8005C106
M8005C107
M8005C108
M8005C109
M8005C110
M8005C111
M8005C112
M8005C113
M8005C114
M8005C115
M8005C116
M8005C117
M8005C118
M8005C119
M8005C120
M8005C121
M8005C122
M8005C123
M8005C124
M8005C125
M8005C126
M8005C127
M8005C128
M8005C129
M8005C130
M8005C131
M8005C132
M8005C133
M8005C134
M8005C135
M8005C136
M8005C137
M8005C138
M8005C139

SINR
SINR
SINR
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SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
SINR
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SINR
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SINR
SINR
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SINR
SINR
SINR
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SINR
SINR
SINR
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PUCCH
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PUCCH
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PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
PUCCH
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PUSCH
PUSCH
PUSCH
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PUSCH
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PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
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Level
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M8005C140 | UL AMC upgrades

M8005C141 | UL AMC downgrades

M8005C206 | Minimum of cell-wide RSSI on PUCCH
M8005C207 | Maximum of cell-wide RSSI on PUCCH
M8005C208 | Mean of cell-wide RSSI on PUCCH
M8005C209 | Cell-wide RSSI on PUCCH level 1
M8005C210 | Cell-wide RSSI on PUCCH level 2
M8005C211 | Cell-wide RSSI on PUCCH level 3
M8005C212 | Cell-wide RSSI on PUCCH level 4
M8005C213 | Cell-wide RSSI on PUCCH level 5
M8005C214 | Cell-wide RSSI on PUCCH level 6
M8005C215 | Cell-wide RSSI on PUCCH level 7
M8005C216 | Cell-wide RSSI on PUCCH level 8
M8005C217 | Cell-wide RSSI on PUCCH level 9
M8005C218 | Cell-wide RSSI on PUCCH level 10
M8005C219 | Cell-wide RSSI on PUCCH level 11
M8005C220 | Cell-wide RSSI on PUCCH level 12
M8005C221 | Cell-wide RSSI on PUCCH level 13
M8005C222 | Cell-wide RSSI on PUCCH level 14
M8005C223 | Cell-wide RSSI on PUCCH level 15
M8005C224 | Cell-wide RSSI on PUCCH level 16
M8005C225 | Cell-wide RSSI on PUCCH level 17
M8005C226 | Cell-wide RSSI on PUCCH level 18
M8005C227 | Cell-wide RSSI on PUCCH level 19
M8005C228 | Cell-wide RSSI on PUCCH level 20
M8005C229 | Cell-wide RSSI on PUCCH level 21
M8005C230 | Cell-wide RSSI on PUCCH level 22
M8005C231 | Minimum of cell-wide RSSI on PUSCH
M8005C232 | Maximum of cell-wide RSSI on PUSCH
M8005C233 | Mean of cell-wide RSSI on PUSCH
M8005C234 | Cell-wide RSSI on PUSCH level 1
M8005C235 | Cell-wide RSSI on PUSCH level 2
M8005C236 | Cell-wide RSSI on PUSCH level 3
M8005C237 | Cell-wide RSSI on PUSCH level 4
M8005C238 | Cell-wide RSSI on PUSCH level 5
M8005C239 | Cell-wide RSSI on PUSCH level 6
M8005C240 | Cell-wide RSSI on PUSCH level 7
M8005C241 | Cell-wide RSSI on PUSCH level 8
M8005C242 | Cell-wide RSSI on PUSCH level 9
M8005C243 | Cell-wide RSSI on PUSCH level 10
M8005C244 | Cell-wide RSSI on PUSCH level 11
M8005C245 | Cell-wide RSSI on PUSCH level 12
M8005C246 | Cell-wide RSSI on PUSCH level 13
M8005C247 | Cell-wide RSSI on PUSCH level 14



M8005C248 | Cell-wide RSSI on PUSCH level 15
M8005C249 | Cell-wide RSSI on PUSCH level 16
M8005C250 | Cell-wide RSSI on PUSCH level 17
M8005C251 | Cell-wide RSSI on PUSCH level 18
M8005C252 | Cell-wide RSSI on PUSCH level 19
M8005C253 | Cell-wide RSSI on PUSCH level 20
M8005C254 | Cell-wide RSSI on PUSCH level 21
M8005C255 | Cell-wide RSSI on PUSCH level 22
M8005C256 | Minimum of cell-wide SINR on PUCCH
M8005C257 | Maximum of cell-wide SINR on PUCCH
M8005C258 | Mean of cell-wide SINR on PUCCH
M8005C259 | Cell-wide SINR on PUCCH level 1
M8005C260 | Cell-wide SINR on PUCCH level 2
M8005C261 | Cell-wide SINR on PUCCH level 3
M8005C262 | Cell-wide SINR on PUCCH level 4
M8005C263 | Cell-wide SINR on PUCCH level 5
M8005C264 | Cell-wide SINR on PUCCH level 6
M8005C265 | Cell-wide SINR on PUCCH level 7
M8005C266 | Cell-wide SINR on PUCCH level 8
M8005C267 | Cell-wide SINR on PUCCH level 9
M8005C268 | Cell-wide SINR on PUCCH level 10
M8005C269 | Cell-wide SINR on PUCCH level 11
M8005C270 | Cell-wide SINR on PUCCH level 12
M8005C271 | Cell-wide SINR on PUCCH level 13
M8005C272 | Cell-wide SINR on PUCCH level 14
M8005C273 | Cell-wide SINR on PUCCH level 15
M8005C274 | Cell-wide SINR on PUCCH level 16
M8005C275 | Cell-wide SINR on PUCCH level 17
M8005C276 | Cell-wide SINR on PUCCH level 18
M8005C277 | Cell-wide SINR on PUCCH level 19
M8005C278 | Cell-wide SINR on PUCCH level 20
M8005C279 | Cell-wide SINR on PUCCH level 21
M8005C280 | Cell-wide SINR on PUCCH level 22
M8005C281 | Minimum of cell-wide SINR on PUSCH
M8005C282 | Maximum of cell-wide SINR on PUSCH
M8005C283 | Mean of cell-wide SINR on PUSCH
M8005C284 | Cell-wide SINR on PUSCH level 1
M8005C285 | Cell-wide SINR on PUSCH level 2
M8005C286 | Cell-wide SINR on PUSCH level 3
M8005C287 | Cell-wide SINR on PUSCH level 4
M8005C288 | Cell-wide SINR on PUSCH level 5
M8005C289 | Cell-wide SINR on PUSCH level 6
M8005C290 | Cell-wide SINR on PUSCH level 7
M8005C291 | Cell-wide SINR on PUSCH level 8



M8005C292 | Cell-wide SINR on PUSCH level 9
M8005C293 | Cell-wide SINR on PUSCH level 10
M8005C294 | Cell-wide SINR on PUSCH level 11
M8005C295 | Cell-wide SINR on PUSCH level 12
M8005C296 | Cell-wide SINR on PUSCH level 13
M8005C297 | Cell-wide SINR on PUSCH level 14
M8005C298 | Cell-wide SINR on PUSCH level 15
M8005C299 | Cell-wide SINR on PUSCH level 16
M8005C300 | Cell-wide SINR on PUSCH level 17
M8005C301 | Cell-wide SINR on PUSCH level 18
M8005C302 | Cell-wide SINR on PUSCH level 19
M8005C303 | Cell-wide SINR on PUSCH level 20
M8005C304 | Cell-wide SINR on PUSCH level 21
M8005C305 | Cell-wide SINR on PUSCH level 22
Measurement Group: M8006

M8006CO | EPS Bearer setup attempts

M8006C1 | EPS Bearer setup completions

M8006C2 | EPS Bearer setup failures due to Radio
M8006C3 | EPS Bearer setup failures due to
M8006C4 | EPS Bearer setup failures due to Radio
M8006C5 | EPS Bearer setup failures due to Other
M8006C6 | EPC initiated EPS Bearer Release
M8006C7 | EPC initiated EPS Bearer Release
M8006C8 | EPC initiated EPS Bearer Release
M8006C9 | EPC initiated EPS Bearer Release
M8006C10 | eNB initiated EPS Bearer Release
M8006C12 | Released E-RABs due to Radio Link
M8006C13 | eNB initiated EPS Bearer Release
M8006C14 | eNB initiated EPS Bearer Release
M8006C15 | eNB initiated EPS Bearer Release
M8006C17 | Initial EPS Bearer setup attempts for
M8006C18 | Initial EPS Bearer setup attempts for
M8006C26 | Additional EPS Bearer setup attempts
M8006C35 | Initial EPS Bearer setup completions
M8006C36 | Initial EPS Bearer setup completions
M8006C44 | Additional EPS Bearer setup

M8006C89 | EPC initiated EPS Bearer Release
M8006C98 | EPC initiated EPS Bearer Release
M8006C107 | EPC initiated EPS Bearer Release
M8006C116 | EPC initiated EPS Bearer Release
M8006C125 | eNB initiated EPS Bearer Release



M8006C134
M8006C143
M8006C152
M8006C161
M8006C162
M8006C163
M8006C164
M8006C165
M8006C166
M8006C167
M8006C168
M8006C169
M8006C170
M8006C171
M8006C172
M8006C173
M8006C174
M8006C175
M8006C176
M8006C177
M8006C178
M8006C179
M8006C180
M8006C181
M8006C182
M8006C183
M8006C184
M8006C185

M8007CO
M8007C1
M800O7C2
M8007C3
M8007C4
M80O7C5
M800O7C6
M8007C7
M8007C8
M8007C9
M8007C10
M8007C11

eNB initiated EPS Bearer Release

eNB initiated EPS Bearer Release

eNB initiated EPS Bearer Release

eNB initiated EPS Bearer Release
Initial EPS Bearer setup attempts for
Initial EPS Bearer setup attempts for
Initial EPS Bearer setup attempts for
Additional EPS Bearer setup attempts
Additional EPS Bearer setup attempts
Additional EPS Bearer setup attempts
Initial EPS Bearer setup completions
Initial EPS Bearer setup completions
Initial EPS Bearer setup completions
Additional EPS Bearer setup
Additional EPS Bearer setup
Additional EPS Bearer setup
Pre-empted GBR bearers

Pre-empted non-GBR bearers

Released active ERABs QCI1

Released active ERABs QCI2

Released active ERABs QCI3

Released active ERABs QCI4

Released active non GBR ERABs
In-session activity time for QCI1
In-session activity time for QCI2
In-session activity time for QCI3
In-session activity time for QCI4
In-session activity time for non-GBR

Number of Data Radio Bearers
Number of Data Radio Bearers
Number of Data Radio Bearers failed to
Number of released Data Radio
Number of released Data Radio
Number of released Data Radio
Number of released Data Radio
SRB1 setup attempts

SRB1 setup completions

SRB1 setup failures

SRB2 setup attempts

SRB2 setup completions



M8007C12
M8007C13

M800O8CO
M8008C(C1
M8008C2
M8008C3
M8008C4
M8008C5
M8008C6
M800O8C7
M800O8C38
M8008C9
M8008C10
M8008C11
M800O8C15
M8008C16

M8009CO
M8009C1
M8009C2
M8009C3
M8009C5
M8009C6
M8009C7
M8009C8

M8010C36
M8010C37
M8010C38
M8010C39
M8010C40
M8010C41
M8010C42
M8010C43

SRB2 setup failures
Radio Bearer Release requests

Rejected RRC Connection re-

RRC Paging requests

Discarded RRC Paging requests

RRC Paging messages

Number of RRC Connection Re-

Number of successful RRC Connection
RRC Connection Re-establishment

RRC Connection Re-establishment

RRC Connection Re-establishment

RRC Connection Re-establishment
Number of Report CGI Requests
Number of successful CGI Reports
Number of UEs attempted to redirect to
Number of RRC Pagings for ETWS or

Total not started Handover preparations
Total Handover decisions

Intra eNB Handover preparations

Failed Intra eNB Handover

Failed Intra-eNB Handover

Attempted intra eNB HO

Successful intra eNB HO

Total intra eNB HO failures due to timer

UE Reported CQI Level 00
UE Reported CQI Level 01
UE Reported CQI Level 02
UE Reported CQI Level 03
UE Reported CQI Level 04
UE Reported CQI Level 05
UE Reported CQI Level 06
UE Reported CQI Level 07



M8010C44 | UE Reported CQI Level 08
M8010C45 | UE Reported CQI Level 09
M8010C46 | UE Reported CQI Level 10
M8010C47 | UE Reported CQI Level 11
M8010C48 | UE Reported CQI Level 12
M8010C49 | UE Reported CQI Level 13
M8010C50 | UE Reported CQI Level 14
M8010C51 | UE Reported CQI Level 15
M8010C52 | CQI offset Min

M8010C53 | CQI offset Max

M8010C54 | CQI offset Mean

M8010C55 | MIMO Open Loop Diversity Mode
M8010C56 | MIMO Open Loop Spatial Multiplexing
M8010C57 | MIMO Closed Loop Single Codeword
M8010C58 | MIMO Closed Loop Double Codeword
M8010C59 | Open Loop MIMO mode switches
M8010C60 | Closed Loop MIMO mode switches
M8010C61 | PDCCH allocations for PDSCH
M8010C62 | PDCCH allocations for PDSCH

M8011C12
M8011C13
M8011C14
M8011C15
M8011C16
M8011C17
M8011C18
M8011C19
M8011C20
M8011C21
M8011C22
M8011C23
M8011C24
M8011C25
M8011C26
M8011C27
M8011C28
M8011C29
M8011C30
M8011C31
M8011C32

utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
utilization
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M8011C33 | DL PRB utilization per TTI Level 9
M8011C34 | DL PRB utilization per TTI Level 10
M8011C35 | DL PRB utilisation per TTI Min
M8011C36 | DL PRB utilisation per TTI Max
M8011C37 | DL PRB utilisation per TTI Mean
M8011C38 | CCEs available PDCCH scheduling
M8011C39 | AGG1l used PDCCH

M8011C40 | AGG2 used PDCCH

M8011C41 | AGG4 used PDCCH

M8011C42 | AGG8 used PDCCH

M8011C43 | AGGl blocked PDCCH

M8011C44 | AGG2 blocked PDCCH

M8011C45 | AGG4 blocked PDCCH

M8011C46 | AGG8 blocked PDCCH

M8011C47 | PRB used UL total

M8011C49 | PRB used PUCCH

M8011C50 | PRB used PUSCH

M8011C51 | PRB used DL total

M8011C54 | PRB used PDSCH

M8011C55 | Average UEs per UL TTI

M8011C56 | Max UEs per UL TTI

M8011C57 | Average UEs per DL TTI

M8011C58 | Max UEs per DL TTI

M8011C59 | Number of subframes with 1 OFDM
M8011C60 | Number of subframes with 2 OFDM
M8011C61 | Number of subframes with 3 OFDM
M8011C62 | Average number of UEs configured for
M8011C63 | Number of UL grants for TTI Bundling
M8011C64 | Short UE retention time in TTI Bundling
M8011C65 | Medium UE retention time in TTI
M8011C66 | Long UE retention time in TTI Bundling
M8011C67 | Number of SCell configuration attempts
M8011C68 | Number of successful SCell

M8011C69 | High cell load Indicator for Load

M8012C0O Total volume of original transmissions
M8012C1 Total volume of correct received UL-
M8012C2 Total volume of retransmissions of DL-

M8012C12 RLC data volume on DL DCCH

I
I
I
M8012C3 | Total volume of correct non-duplicate
I
M8012C16 | RLC data volume on UL DCCH



M8012C17 | RLC PDU volume received
M8012C18 | RLC PDU volume transmitted
M8012C19 | PDCP SDU data volume on eUu
M8012C20 | PDCP SDU data volume on eUu
M8012C21 | PDCP Throughput UL Min
M8012C22 | PDCP Throughput UL Max
M8012C23 | PDCP Throughput UL Mean
M8012C24 | PDCP Throughput DL Min
M8012C25 | PDCP Throughput DL Max
M8012C26 | PDCP Throughput DL Mean
M8012C27 | MAC PDU volume PDSCH MCSO
M8012C28 | MAC PDU volume PDSCH MCS1
M8012C29 | MAC PDU volume PDSCH MCS2
M8012C30 | MAC PDU volume PDSCH MCS3
M8012C31 | MAC PDU volume PDSCH MCS4
M8012C32 | MAC PDU volume PDSCH MCS5
M8012C33 | MAC PDU volume PDSCH MCS6
M8012C34 | MAC PDU volume PDSCH MCS7
M8012C35 | MAC PDU volume PDSCH MCS8
M8012C36 | MAC PDU volume PDSCH MCS9
M8012C37 | MAC PDU volume PDSCH MCS10
M8012C38 | MAC PDU volume PDSCH MCS11
M8012C39 | MAC PDU volume PDSCH MCS12
M8012C40 | MAC PDU volume PDSCH MCS13
M8012C41 | MAC PDU volume PDSCH MCS14
M8012C42 | MAC PDU volume PDSCH MCS15
M8012C43 | MAC PDU volume PDSCH MCS16
M8012C44 | MAC PDU volume PDSCH MCS17
M8012C45 | MAC PDU volume PDSCH MCS18
M8012C46 | MAC PDU volume PDSCH MCS19
M8012C47 | MAC PDU volume PDSCH MCS20
M8012C48 | MAC PDU volume PUSCH MCSO
M8012C49 | MAC PDU volume PUSCH MCS1
M8012C50 | MAC PDU volume PUSCH MCS2
M8012C51 | MAC PDU volume PUSCH MCS3
M8012C52 | MAC PDU volume PUSCH MCS4
M8012C53 | MAC PDU volume PUSCH MCS5
M8012C54 | MAC PDU volume PUSCH MCS6
M8012C55 | MAC PDU volume PUSCH MCS7
M8012C56 | MAC PDU volume PUSCH MCS8
M8012C57 | MAC PDU volume PUSCH MCS9
M8012C58 | MAC PDU volume PUSCH MCS10
M8012C59 | MAC PDU volume PUSCH MCS11
|

M8012C60 MAC PDU volume PUSCH MCS12



M8012C61
M8012C62
M8012C63
M8012C64
M8012C65
M8012C66
M8012C67
M8012C68
M8012C69
M8012C70
M8012C71
M8012C74
M8012C75
M8012C76
M8012C77
M8012C78
M8012C79
M8012C80
M8012C81
M8012C82
M8012C83
M8012C84
M8012C85
M8012C86
M8012C87
M8012C88
M8012C89
M8012C90
M8012C91
M8012C92
M8012C93
M8012C94
M8012C95
M8012C96
M8012C97
M8012C98
M8012C99
M8012C100
M8012C101
M8012C102
M8012C103
M8012C104
M8012C105
M8012C106

MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
RRC
RRC
RLC
RLC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
MAC
Num
Num
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP
IP

PDU
PDU
PDU
PDU
PDU
PDU
PDU
PDU
SDhu
Sbu
Sbu
SDhu

volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
SDU volume
SDU volume
UL volume
DL volume
SDU UL-DTC
SDU DL-DTC
PDU volume
PDU volume
PDU volume
PDU volume
PDU volume
PDU volume
PDU volume
PDU volume
ber of TTIs
ber of TTIs
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput
Throughput

PUSCH
PUSCH
PUSCH
PUSCH
PUSCH
PUSCH

MCS13
MCS14
MCS15
MCS16
MCS17
MCS18
PUSCH MCS19
PUSCH MCS20
on UL-CCCH
on UL-DCCH
on UL-DTCH
on DL-CCCH
on DL-DCCH
on DL-DTCH

H volume
H volume

PDSCH M(CS21

PDSCH M(CS22

PDSCH M(CS23

PDSCH MCS24

PDSCH MCS25

PDSCH MCS26

PDSCH MCS27

PDSCH M(CS28

in UL with at least

in DL with at least
volume in UL for QCI
time in UL for QCI 1
volume in UL for QCI
time in UL for QCI 2
volume in UL for QCI
time in UL for QCI 3
volume in UL for QCI
time in UL for QCI 4
volume in UL for QCI
time in UL for QCI 5
volume in UL for QCI
time in UL for QCI 6
volume in UL for QCI
time in UL for QCI 7
volume in UL for QCI
time in UL for QCI 8

one
one

=



M8012C107 | IP Throughput volume in UL for QCI
M8012C108 | IP Throughput time in UL for QCI 9
M8012C116 | PDCP UL throughput Mean for QCI 1
M8012C117 | IP Throughput volume in DL for QCI
M8012C118 | IP Throughput time in DL for QCI 1
M8012C119 | IP Throughput volume in DL for QCI
M8012C120 | IP Throughput time in DL for QCI 2
M8012C121 | IP Throughput volume in DL for QCI
M8012C122 | IP Throughput time in DL for QCI 3
M8012C123 | IP Throughput volume in DL for QCI
M8012C124 | IP Throughput time in DL for QCI 4
M8012C125 | IP Throughput volume in DL for QCI
M8012C126 | IP Throughput time in DL for QCI 5
M8012C127 | IP Throughput volume in DL for QCI
M8012C128 | IP Throughput time in DL for QCI 6
M8012C129 | IP Throughput volume in DL for QCI
M8012C130 | IP Throughput time in DL for QCI 7
M8012(C131 | IP Throughput volume in DL for QCI
M8012C132 | IP Throughput time in DL for QCI 8
M8012C133 | IP Throughput volume in DL for QCI
M8012C134 | IP Throughput time in DL for QCI 9
M8012C143 | PDCP DL throughput Mean for QCI 1
M8012C144 | MAC PDU volume PUSCH MCS21
M8012C145 | MAC PDU volume PUSCH MCS22
M8012C146 | MAC PDU volume PUSCH MCS23
M8012C147 | MAC PDU volume PUSCH MCS24
M8012C151 | PCell RLC data volume in DL via SCell

Measurement Group: M8013

M8013C5 | Signaling Connection Establishment
M8013C6 | Signaling Connection Establishment
M8013C7 | Signaling Connection Establishment
M8013C8 | Signaling Connection Establishment
M8013C9 | EPC initiated transitions to ECM-IDLE
M8013C10 | EPC initiated transitions to ECM-IDLE
M8013C11 | EPC initiated transitions to ECM-IDLE
M8013C12 | EPC initiated transitions to ECM-IDLE
M8013C13 | eNB initiated transitions to ECM-IDLE
M8013C15 | eNB initiated transitions to ECM-IDLE
M8013C16 | eNB initiated transitions to ECM-IDLE
M8013C17 | Signaling Connection Establishment
M8013C18 | Signaling Connection Establishment



M8013C19
M8013C20
M8013C21
M8013C24
M8013C25
M8013C26
M8013C27
M8013C28

M8014CO
M8014C2
M8014C3
M8014C5
M8014C6
M8014C7
M8014C8
M8014C14
M8014C15
M8014C16
M8014C17
M8014C18
M8014C19
M8014C20

M8015CO
M8015C1
M8015C2
M8015C5
M8015C6
M8015C7
M8015C8
M8015C9
M8015C10
M8015C15
M8015C16
M8015C17
M8015C18

Signaling Connection Establishment
Signaling Connection Establishment
Number of Signaling Connection
Subframes of DRX Active UE
Subframes of DRX Sleep UE
Signaling Connection Establishment
Signaling Connection Establishment
Pre-empted UE contexts due to pre-

Inter eNB Handover preparations
Failed Inter eNB Handover

Failed Inter eNB Handover

Failed Inter-eNB Handover

Attempted inter eNB HO

Successful inter eNB HO

Number of Inter eNB Handover failures
Inter eNB S1l-Handover preparations
Failed Inter eNB Sl-Handover

Failed Inter eNB S1-Handover

Failed Inter-eNB S1l-Handover
Attempted inter eNB S1-HO

Successful inter eNB S1-HO

Inter eNB S1-HO failures due to timer

Failed Intra eNB HO preparations per
Intra eNB HO attempts per neighbor
Intra eNB HO successes per neighbor
Number of failed Inter eNB Handover
Failed Inter eNB Handover

Failed Inter eNB Handover

Number of Inter eNB Handover

Number of successful Inter eNB

Number of Inter eNB Handover failures
Intra eNB HO failures per neighbor cell
Number of Late Handover per neighbor
Number of Early Handover Typel per
Number of Early Handover Type2 per



Measurement Group:

M8016C11
M8016C12
M8016C13
M8016C14
M8016C15
M8016C16
M8016C17
M8016C21
M8016C23
M8016C25
M8016C26
M8016C29
M8016C30
M8016C31
M8016C32
M8016C33
M8016C34
M8016C35

M8017C4
M8017C5
M8017C6
M8017C7
M8017C8
M8017C9
M8017C10
M8017C11
M8017C12
M8017C13

M8018C0O
M8018C(C1
M8018C4
M8018C5
M8018C6

M8016

CS Fallback attempts with redirection
CS Fallback attempts (UE in

CS Fallback attempts for emergency
Inter System Handover preparations
Failed Inter System Handover

Failed Inter System Handover

Failed Inter-System Handover

Inter System Handover attempts
Successful Inter System Handover
Failed Inter System Handover attempts
Number of NACC from LTE to GSM

Inter System Handover attempts to
Successful Inter System Handover
Failed Inter System Handover attempts
CS Fallback attempts to UTRAN with
Inter System Handover attempts to
Successful Inter System Handover
Failed Inter System Handover attempts

Failed Inter System Handover

Failed Inter System Handover

Failed Inter System Handover

Inter System Handover attempts to
Successful Inter System Handover
Failed Inter System Handover attempts
Inter System Handover preparations
Inter System Handover attempts to
Successful Inter System Handover
Failed Inter System Handover attempts

Active UE per eNB average

Active UE per eNB max

UE Contexts released due to S1 Reset
Active UE Contexts released due to S1
UE Contexts released due to S1 Reset



M8018C7 | Active UE Contexts released due to S1
M8018C8 | Sum of Active UEs per eNB
M8018C9 | Denominator for Active UEs per eNB

M8019CO | Number of NACC from LTE to GSM
M8019C3 | Inter System Handover attempts to
M8019C4 | Successful Inter System Handover
M8019C5 | Failed Inter System Handover attempts

M8020C0O Number of cell state changes to "cell is
M8020C1 Number of cell state changes to "cell is
M8020C2 Number of cell state changes to "cell is

|
I
|
M8020C3 | Samples when the cell is available
|
I
|

M8020C4 Samples when the cell is planned
M8020C5 Samples when the cell is unplanned
M8020C6 Cell availability denominator

M8021CO Number of inter frequency Handover
M8021C1 Number of inter frequency Handover
M8021C2 Number of successful inter-frequency
M8021C3 Number of successful inter-frequency
M8021C4 Number of Handover failures per cause
M8021C5 Number of Handover failures per cause
M8021C6 Handover preparations for IMS

M8021C9 Failed Handover preparations for IMS

I
I
|
|
I
I
|
|
M8021C12 | Handover attempts for IMS emergency
I
|
|
I
I
|
|
I

M8021C15 Successful Handover completions for
M8021C18 Number of Handover attempts for UEs
M8021C19 Number of Handover completions for
M8021C20 Number of Late Handover

M8021C21 Number of Early Handover Typel
M8021C22 Number of Early Handover Type2
M8021C23 Number of load balancing Handover
M8021C24 Number of successful load balancing



M8022C0O | Number of X2 Setup attempts
M8022C1 | Number of failed X2 Setup attempts

M8023C0 PDCP SDU data volume on eUu
M8023C1 PDCP SDU data volume on eUu
M8023C2 PDCP SDU data volume on eUu
M8023C3 PDCP SDU data volume on eUu
M8023C4 PDCP SDU data volume on eUu
M8023C5 PDCP SDU data volume on eUu
M8023C6 PDCP SDU data volume on eUu
M8023C7 PDCP SDU data volume on eUu
M8023(C8 PDCP SDU data volume on eUu
M8023C9 PDCP SDU data volume on eUu
M8023C10 PDCP SDU data volume on eUu
M8023C11 PDCP SDU data volume on eUu
M8023C12 Average Number of active UE of
M8023C13 Average Number of active UE of
M8023C14 Average Number of active UE of
M8023C15 Average Number of active UE of
M8023C16 Average Number of active UE of

I
I
|
I
I
I
|
|
|
I
I
|
|
I
I
|
|
M8023C17 | Average Number of active UE of
I
|
|
I
I
|
|
I
I
|
|
I
I
|
|
I
I

M8023(C18 Average Number of active UE of
M8023C19 Average Number of active UE of
M8023C20 Average Number of active UE of
M8023C21 Average number of active UEs of QCI
M8023(C22 Average number of active UEs of QCI
M8023C23 Average number of active UEs of QCI
M8023C24 Average number of active UEs of QCI
M8023(C25 Average number of active UEs of QCI
M8023C26 Average number of active UEs of QCI
M8023C27 Number of QCI Counter Group
M8023(C28 Average number of active UEs of
M8023C29 Average number of active UEs of
M8023C30 Average number of active UEs of
M8023C31 Average number of active UEs of
M8023(C32 Average number of active UEs of
M8023(C33 Average number of active UEs of
M8023C34 Average number of active UEs of



M8023C35

M51120C0
M51120C1
M51120C2
M51120C3
M51120C4
M51120C5
M51120C6
M51121CO
M51121C1
M51121C2
M51121C3
M51121C4
M51121C5
M51121C6
M51121C7
M51121C8
M51121C9
M51121C10
M51121C11
M51121C12
M51121C13
M51121C14
M51121C15
M51121C16
M51121C17
M51121C18
M51121C19
M51121C20
M51121C21
M51121C22
M51121C23
M51121C24
M51121C25
M51121C26
M51121C27
M51121C28
M51121C29
M51121C30
M51121C31

Average number of active UEs of

ifInPacketsl5
ifInOctetsl5
ifOutPackets15
ifOutOctetsl5
ifInErrorsl5
ifOutDroppedPackets
ifOutDroppedOctets
ifOctets EF
ifPackets EF
ifDroppedOctets EF
ifDroppedPackets EF
ifOctets AF4
ifPackets AF4
ifDroppedOctets AF4
ifDroppedPackets AF4
ifOctets AF3
ifPackets AF3
ifDroppedOctets AF3
ifDroppedPackets AF3
ifOctets AF2
ifPackets AF2
ifDroppedOctets AF2
ifDroppedPackets AF2
ifOctets AF1
ifPackets AF1
ifDroppedOctets AF1
ifDroppedPackets AF1
ifOctets BE
ifPackets BE
ifDroppedOctets BE
ifDroppedPackets BE
ifRxOctets EF
ifRxPackets EF
ifRxOctets AF4
ifRxPackets AF4
ifRxOctets AF3
ifRxPackets AF3
ifRxOctets AF2
ifRxPackets AF2



M51121C32 | ifRxOctets AF1
M51121C33 | ifRxPackets AF1
M51121C34 | ifRxOctets BE
M51121C35 | ifRxPackets BE
M51123C0O | EthIfInOcts 15
M51123C1 | EthIfOutOcts 15
M51123C2 | EthIfInPkt 15

M51123C3 | EthIfOutPkt 15
M51123C4 | EthIfInPktErr 15
M51123C8 | EthIfInDiscRateLimiting
M51123C16 | ethIfInVlanMismatch
M51123C17 | ethIfOutDiscShaping Q5
M51123C18 | ethIfOutDiscShaping Q4
M51123C19 | ethIfOutDiscShaping Q3
M51123C20 | ethIfOutDiscShaping Q2
M51123C21 | ethIfOutDiscShaping Q1
M51123C22 | ethIfOutDiscShaping Q6
M51123C23 | EthIfInBlocksDiscRatelLimiting
M51125C0 | Protected ESPFramesTx
M51125C1 | Protected ESPFramesRx
M51125C2 | Discarded ESPFramesTx
M51125C3 | Discarded ESPFramesRx
M51125C4 | Bypassed FramesTx
M51125C5 | Bypassed FramesRx
M51126C0 | ipRmDroppedPacketsRateLimiting
M51126C1 | ipRmDroppedPacketsFiltering
M51127CO | ifInPacketsl5

M51127C1 | ifInOctetsl5

M51127C2 | ifOutPacketsl5
M51127C3 | 1fOutOctetsl5

M51127C4 | ifInErrorsl5

M51127C5 | ifOutDroppedPackets
M51127C6 | ifOutDroppedOctets
M51128C0O | ifOctets EF

M51128C1 | ifPackets EF

M51128C2 | ifDroppedOctets EF
M51128C3 | ifDroppedPackets EF
M51128C4 | ifOctets AF4

M51128C5 | ifPackets AF4

M51128C6 | ifDroppedOctets AF4
M51128C7 | ifDroppedPackets AF4
M51128C8 | ifOctets AF3

M51128C9 | ifPackets AF3
M51128C10 | ifDroppedOctets AF3



M51128C11
M51128C12
M51128C13
M51128C14
M51128C15
M51128C16
M51128C17
M51128C18
M51128C19
M51128C20
M51128C21
M51128C22
M51128C23
M51128C24
M51128C25
M51128C26
M51128C27
M51128C28
M51128C29
M51128C30
M51128C31
M51128C32
M51128C33
M51128C34
M51128C35
M51129C0O

M51129C1

M51129C2

M51129C3

M51130C0
M51130C1
M51130C2
M51130C3
M51130C4
M51131CO
M51132C0O
M51132C1
M51132C2
M51132C3
M51132C4

ifDroppedPackets AF3
ifOctets AF2
ifPackets AF2
ifDroppedOctets AF2
ifDroppedPackets AF2
ifOctets AF1
ifPackets AF1
ifDroppedOctets AF1
ifDroppedPackets AF1
ifOctets BE
ifPackets BE
ifDroppedOctets BE
ifDroppedPackets BE
ifRxOctets EF
ifRxPackets EF
ifRxOctets AF4
ifRxPackets AF4
ifRxOctets AF3
ifRxPackets AF3
ifRxOctets AF2
ifRxPackets AF2
ifRxOctets AF1
ifRxPackets AF1
ifRxOctets BE
ifRxPackets BE
rxEthernetPackets
rxEhernetOctets
txEthernetPackets
txEthernetOctets

rxEthernetPackets
rxEhernetOctets
txEthernetPackets
txEthernetOctets
EthIfInUnknownVLAN 15
ethIfOQutDiscShaping
avgRTT 15Min
maxRTT_ 15Min

minRTT 15Min
lostTwampMessages
txTwampMessages



M51136C0 | tacSuccessfulGbrNormal
M51136C1 | tacSuccessfulGbrHandover
M51136C2 | tacSuccessfulGbrEmergency
M51136C3 | tacRejectedGbrNormal
M51136C4 | tacRejectedGbrHandover
M51136C5 | tacRejectedGbrEmergency
M51137C0O | topRxFregSyncMsg

M51137C1 | topMinFreqSyncError
M51137C2 | topAvgFreqSyncError
M51137C3 | topMaxFreqSyncError
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wbhlaxdl 6,051

<hblasdl aslo]

L. aslis)l wblall" puud (9 astdl gais o 5l camadl Ggaime parsiswl"
2. (82330 LlizYl &ls glaiw) bl jlusY Ssiall Gls il
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@ suogell zesll
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lez iz
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whblasdl Wlogl (e ) ginll
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* Slasdl 9,20 (Jio MB012C23)
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whbloxl) amilis aliol

slaxdl aiall o gll
M8012C23 LTE Jaidl Jawo lawgio UL ald> JSI
M8012C26 LTE Jaidl Jazo lawgio DL auls> JSI
M8001C2 LTE _)4.7[.; lowgio PDCP SDU DL
M8011C24 LTE eloz=iwl PRB UL
M8011C37 LTE elaziwl PRB DL
M8013C17 LTE 2 osbais]l puoazivwall 5ae RRC
M8020C3 LTE Jadl ¢l

M40001CO0 5G aslall JWNgiwl

oSl wlals
pm_counters.csv

JoYl Jursiuddl s3y ais alomall aniol 0¥l wlslasll:

# Good | azall slosd] :gawii] |
M8012C23, ¢ Lo | JisiJ| Jaso buwgio,iid| Jose

M8012C26,J; L1 Jaidl Jaso bwgio,daid| Joxe
M80O1C2, axlstl 5 1g5, 5 | gill

&dgoll: priv/pm counters.csv



pm_metrics.csv

asliadl whlas)l grax) JolS g 0!

# guwiill: PM Code,wogl!,aiall
M8000C6,LTE,S1 SETUP ATT
M800OC7,LTE,S1 SETUP SUCC

23O JI: priv/pm metrics.csv

lg>olg sUasVI 6 LiaSiawl

arozoll jue wlloxll

1. wlly" 9 39290 slasdl O o iz PM Gl culsdl) a0l
2. 0l o Gixi eNodeB wlily goa PM (> axiwo g>l, INfluxDB)
3. (oY Al wlws) Blos gsllaiy slasdl G o Ol o éxs

sutiidl s> J5oi V il wlpaasidl

1. oleoadl wolS Lle gall wle asanill ol uss Gubs pi
2. J I g9l sns koo szl wliludl ,glai PM o eNodeB (JS &l

48,965 15)
3. cllasi o Gz subill oMzuw o iéx [PmFilterStore]
4. sy, eiwY! colol &Sl LG oall ol o Gax

639800ll whlaall Loyl

1. go whlall Blogl uub priv/pm metrics.csv
2. o JSuin bigos 39250 calall 13 ol (o 25T
3. juo i JSlie o o= UTF-8



alall wls 55Ul

o bl lp LYV Y oiy Ll 520l - PM
. - wlily plaxiwl wloglee wlsg) <l PM
. - wlily pMaiwl PM

Jgsosll bbla

* wlilu go> PM: https://localhost:9443/nokia/pm-filters
e wLlJL blaisVI: https://localhost:9443/nokia/retention
* all> InfluxDB: https://localhost:9443/nokia/influx



Ju.&uu." u3_9 U.-_gS.- Jl.l.)
a5l 0] RAN

~e9 config/runtime.exs

wlbgizall Jgi>

N o kA w N

wlo config/runtime.exs asdl o (oS s JI calall g RAN. cidg (9 aoudi pi
el Jolw iilg> oz (eSS Al muis oo o Guulaid] e 2ic) Jusaindl,

aiugSi pis Sl Lot

o bl 82218 wYlail (MySQL)
o lially cugll pols alei bolas

e LSy 82cls daxo Juolai

e wlly 826 INfluxDB éauio 3l

o J=udl Jolw

o oYl slaic Yl wlily

ciloll gdg0:



config/runtime.exs

Jdadodl oo (© DSRAanks Ui U )0

adlyo wlugSi gro> sl,>] oi 1 pgo RAN alouwlgs Omnitouch il (o ¢ =S
J JJol e 965 oy« poiimal| pex)lg (JoIl:

o plaill 51555 pgd 9 Vst vl Parertiiall Haoriauall

o doll peilusSs Lle blaxll Mol pgis cuz oY il sl uiaidl
o olaidl )sSi &S pgds lg= ol slas VI 6 LinSianl

* 83320 wlllhio go yowasradl il

alouwlgs 15103 Waoe waiS 15] Omnitouch: pcx Juails Omnitouch ol s sV

ezl iologlaall a>ol sLiwy . ezl leroz pir il ULl agal

Ll 62els ()uoS
JbLail MySQL/MariaDB

config :ran monitor, RanMonitor.Repo,
username: "omnitouch",
password: "omnitouch2024",
hostname: "localhost",
database: "ran monitor",
stacktrace: true,
show sensitive data on connection error: true,
pool size: 10

wlly saclsy JLasVl (ueSi poiy tyoadl MySQL wlildly aud=dl alls 6,15 doaiwoll



) PN FON | B T
username (String)

e wlildl sacls © X=uko o lbws>
e aJl=l daousll: "omnitouch™

o oliliol an) 998 ol w tplaziw V1 CREATE oSELECT 4INSERT sUPDATE
4DELETE

o allhall wlilioYl Sl jaane pasime plaxiwl Jasi 1oLV
password (String)

¢ 495Laol) uLvLuJI sacls )9 )0 aolS
e aJlJl anusll: "omnitouch2024"
o Yl 9 aidl wlyusio 9 i wxy tole VI

° 6)4)93 dJ‘9_9 9 )0 wlalS ‘O.).Zu.ul :a.uo_g.-."
hostname (String)

o wlldl 2B pols Ylgic
e aJl=ll aoysll: "localhost"
o wl,lLadl:
o "localhost" - jlexl juai e wlldl s2cls
° "127.0.0.1" - Jlasl TCP L=l jlgxlL,
° "10.179.2.135" - ylgic IP xu=dl wLlLJl 828 ool

o "db.example.com" - xusdl &Ll 82cls Carian ol
database (String)

o plaziwl olldl sacld ol

e aJll aoysll: "ran monitor"

o adlo a1 Jid 639790 wlilull 52516 0S5 Ol cazy 1ala>Ma RAN

* cluwiYIl: CREATE DATABASE ran monitor CHARACTER SET utf8mb4
COLLATE utf8mb4 unicode ci;

stacktrace (Boolean)



Ul il (9 puaSoll gt rpmics

ad =l aousll: true

o olaill: true - slasYl muai (9 xsbuy
cluVl: false - Jzull slogio o oy

show_sensitive data_on_connection_error (Boolean)

Jlai¥l Uas Lilw, 8 sleieYl wlily jo e

aJ=I aousll: true

o yuglaidl: true - slasYl ColaSiwl Jgumy

cluYl: false - ol 9 Hkis Yl wlly ois gio

pool_size (Integer)

lede blaxll wlldl sacls wYlasl sae
10 :aJl| aoysll
el Judo:

o 1-5 6)'.@_?i: pool size: 5
o 6-20 jlg>: pool size: 10
o 21-50 lg>: pool size: 15
o 50+ lg>: pool size: 20
wugll dagzlg) 5 + sacld daxo JSI wYlail 2 (Jlg> tasrasall

sl aslgs Lolas

&bl 40 Jazi RAN aalize (ol (g pole> sac Jysuins Lle.



algs alog; SOAP/API axas I

config :ran_monitor, RanMonitor.Web.Endpoint,
http: [ip: {0, 0, 0, O}, port: 8080],
check origin: false,
secret key base:
"v5t0S1/QRonjwOky7adGGfkBbrimiJyXhpesly/jvSZhqLZKREV+rlol/pR81lkbu",
server: true

sxc il alamo go Jolgill ammus )l aleil alnis 1o padl (agzls SOAP JsSsig,u) Nokia
NE3S).

ip (Tuple)

* L bl pipw il agzls]l

e (wlzldl gaz) {0 ,0 ,0 ,0} radlXl doysll

o wl,lL=dl:
o {0, 0, 0, 0} - &Sl wlgzly o> e gloiwVl
o {127, 0, 0, 1} - (e lLhao gloiwYl localhost
o {10, 179, 2, 135} - plsic e gloiwVl IP 3020

port (Integer)

* iio pb, TCP
8080 :aJlxl doyall

o ol i ] bldl Jlw,Y saclidl wllano 1655 wazy talas Mo
o Olgis) saioll @id o AL taslamdl Llaz IP sxcla)l wllano, Lol

check_origin (Boolean)

o LoVl wos, oo iz WebSocket/HTTP
e aJlxl aaus)l: false

secret_key base (String)

¢ Slulall s paid] sl clino
¢ 5> 64 po @igSe axlguins alubi aylnl oyl



e clauVI: mix phx.gen.secret
o dolall wlesgimall 9 anliill pis Vg (L lig lasisl 1glaVl
o a3l wlwdRl groz Jow 13 s sl

server (Boolean)

o Gudaill exy aic algll dnss sxy
e aJRl aousll: true

o 0sSi Ol L 1lasls true L runtime.exs
oSl a>oly aoll pasimall ag>ls

# 38io e Ju>| HTTPS 9443 J| Lol sl
https port =

String.to _integer(System.get env("CONTROL PANEL HTTPS PORT") ||
"9443")

caia ]l asie o

config :control panel, ControlPanelWeb.Endpoint,

url: [host: "0.0.0.0", port: https port, scheme: "https"],
https: [

ip: {0, 0, 0, 0},
port: https port,
keyfile: "priv/cert/omnitouch.pem",
certfile: "priv/cert/omnitouch.crt"

alg alaii tgopall HTTPS cusll ] sxitmall pSxill a> gl ol paxiwall agzls.

aiaall ol paiio:

« CONTROL_PANEL_HTTPS_PORT - 3iis o5, HTTPS (9443 : ol ,i81)
o iio mid (il uriall [3d usi 08 HTTPS Jusisidl cadg (o8
o Jlo: export CONTROL PANEL HTTPS PORT=8443

url ()l oladSl anils)

o 955 URL Lol
e host: "0.0.0.0" - caviao sl o wYlaiVl Joub



o port: s paziwy https port (us uoSill LB
CONTROL_PANEL HTTPS_PORT)

» scheme: "https" - JgSgign eloxiwl HTTPS
https (auwws )l oldSJl aoils)

e o305 usSi HTTPS

ip: {0, 0, 0, 0} - wlezls)l grom Loy I

port: j.zio paiwy https port (sie go Gulaiy ol camy url)
keyfile: Lol ¢liaoll lus SSL

certfile: s>lgi ,luwo SSL

6>lgso wlalo SSL:

o whblew 0sSi 0l L SSL/TLS axllo

o uizall wliy 9 G5 asdgall whlgid] Joass
* 0o andge whilgi Tyl pasiws ol oy CA
o Bl ardgo bolgw sbaw:

openssl req -newkey rsa:2048 -nodes -keyout omnitouch.pem
-x509 -days 365 -out omnitouch.crt

algi aloo;, Webhook LSqgid AirScale

config :ran _monitor, RanMonitor.Web.Nokia.Airscale.Endpoint,
url: [host: "0.0.0.0"],
http: [ip: {0, 0, O, 0}, port: 9076],
server: true

LSei 82cld wlaxo o sinaxll cdgll (9 shbVl wbly L tgeadl AirScale.
port (Integer)

* 9076 :aJl dousll

o saclill dazmo 9 O9Sal dinll go §ullaiy Ol iz tala>Me PMCADM
(rTomCollEntityPortNum)



o Slodso ;im0 (08 ainsSiy cand bo go daioll I3n Gullay, Ol ez @ @ammaidl Nokia
WebLM

Joudl a9

config :logger,
level: :info

config :logger, :console,
format: "$time $metadata[$level] $message\n”,
metadata: [:request id]

Jouwdl s giano

level (Atom)

o Jrull ooy 09 oSy
e aJl=l aousall: :info
o ol
o :debug - Jrolill gro> aslell Lass
o :info - tl a4 woge anlell wldosll
o :warning - slasVlg ol izl laas
o :error - slasYl laas

o sglaill: :debug - alsll wllas)l o> &5,

e WVl 1info - slogalls sl ou oles

o Wl {850 uw sUas VI oliaSiuml :debug. s3e2)l o
o Solgdl zluYl: twarning - oMSine 1929 2is ladd auis

format (String)



o douadl Jili gl oS
o aJl aoall: "$time $metadata[$level] $message\n”
o whsnioll:

o $time - oyl plall

o $metadata - asluw wlogleo

o slevel - (@] oz .wlogleo) Jmull Sgiumo

o $message - adszall Jzuwdl allw,

metadata (w3l o daoils)
o veiaill Slo| §luw

e aJlJl aousll: [:request id]
* request_id: wllb g HTTP pladl jue a> el

LSgi JolSS

cu.sl).a J.;o|3.u YIS wsSu p.w..nJ| 0D pgij RAN Lufy 6228 wllb=ws go.



config :ran_monitor,
general: %{

mcc: "505",
mnc: "57"
b
nokia: %{
ne3s: %{

webhook url: "http://10.5.198.200:9076/webhook",

private key: Path.join(Application.app dir(:ran _monitor,
"priv"), "external/nokia/ne.key.pem"),

public key: Path.join(Application.app dir(:ran monitor,
"priv"), "external/nokia/ne.cert.der"),

reregister interval: 30

b
airscales: [
%{
address: "10.7.15.67",
name: "ONS-Lab-Airscale",
port: "8080",
web username: "Nemuadmin",
web password: "nemuuser"
}

aol=ll wllae Vi

mcc (String)

* Jsaxall dgall jo,

505" 1ay ] doyall

3 oS agxl 33y 1 plaziwVIGPP
o181 3 1 gananiid]

* &zall

mnc (String)

o 57" radll aouall™


https://www.itu.int/rec/T-REC-E.212

o amall aSuidl Jsine 23y :plasias V]
o ol5,0 3 51 2 : ganamiill

w295 NE3S (JgS9si9,,» Nokia NE3S)

webhook_url (String)

e URL whlea)l sacla)l wlaxe Juw 5 cu>

o aJl aausll: "http://10.5.198.200:9076/webhook"

e gaauiidl: http://<ran-monitor-ip>:<port>/webhook

o olgie IP: plgic 0Sy Ol cazy IP &8l ,0 Josi cu> RAN

* Sis go illau Of w13l
RanMonitor.Web.Nokia.Airscale.Endpoint (9076)

e 5 iloll /webhook

private_key (String - caloll luw)

* ol aslasl Lol zliasl

aJl aoysll: priv/external/nokia/ne. key.pem
151 a5, Liss Vg ol calall g lnsizl 1o le VI

plaziawl bjlin] @5 ol LSsi o doaio isliwsY] OpenSSL

public_key (String - caloll luws)

all d9g) dnlall 85lgull
aJl aoysll: priv/external/nokia/ne.cert.der

* il 8 padiuo 8olgw 1 ganaaidl DER
Juzd ] sl saslall adame (| Jaw )5 plasias VI

o o 9o Ol wmy 1gell private key

reregister_interval (Integer)

* (wlsil) saclall wlaxs go Juzmidl 8ole] 1,55 20
e 30 :aJHI dousll
o Jladl Gle blandl (o a3l Jumansill 83Le] 2 by oo busdl (ogiss il



* 4l 300-30 :9Uaudl

* 99590 andl 0l auli 30 ramegill
sacls IO Wno AirScale
airscales (Ll o aoild)

e 52¢5 wlaxas 4ol Nokia AirScale asl ol
* 4igSe ba>lg 82c 8 daxo radRl doysll

62s 8 daxo Jl))! JS g».Ua.u

address (String)

Olgic IP saclall dlaxol

10.7.15.66" :aJ=l aogall”

Olsic i gaaisdl IPV4 alwlS

a8l r0 @15 o Jsosl) als 0585 Ol az taSasiall RAN
o sasull: ping 10.7.15.66 zaw ol v

name (String)

o il sosll awl
aJ Al aouall: "ONS-Lab-Airscale"
* pgwgg Ml icugll dgzly 9 el tplazmim VI INfluxDB
(-] redlgoll igdlsall go)) driog slowl prsxiwl tasmgall
o aliol:
o "NYC-Site-A-BS1"

o "LAX-Tower-Main"

o "TestLab-Airscale-01"
port (String)

e saclall adazo e 8,bY] ag=lg 2aio

* 8080" :aJlJl aousll™

* LS paziws i ylamell AirScale 8080 &sle
o sacla)l dazo (§5Lg yo Gax 1 g@mll



* o ) cudg saudw (o dousll talasMe
web _username (String)

e 49>Ladl ‘OMI P“”I WebLM
e aJlH| daousll: "Nemuadmin"
o wlsleaiwy poziwg fplasuaw VI AP saclall aaxo 8,15y

o oSl alisIl/ssl jall Jowogll §> asnd 0SS ol ol Lie VI
o oY dln dwbns talasMe

web password (String)

e a95laanl ;g 0ll aalS WebLM
e aJl| aousall: "nemuuser™

o Yl 9 aidl wlyusio 9 i wxy toleVI
o VoYl dwluwd B9y plaul b s tolga]l

632xio 62c8 wlaxo aslol

aails J] aslio] wY5s] caisl 833200 83218 wllaze aiél el airscales:



airscales: [
%{
address: "10.7.15.66",
name: "ONS-Lab-Airscale",
port: "8080",
web username: "Nemuadmin",
web password: "nemuuser"

I
%q{
address: "10.7.15.67",
name: "Site-A-Tower-1",
port: "8080",
web username: "admin",
web password: "passwordl23"
1
%{
address: "192.168.100.50",
name: "Site-B-Indoor",
port: "8080",
web username: "admin",
web password: "different password"
}

o29% InfluxDB

config :ran _monitor, RanMonitor.InfluxDbConnection,

auth: [
username: "monitor",
password: "sideunderTexasgalaxyview 61"

1,

database: "nokia-monitor",
host: "10.179.2.135"

bl sacls Jlas¥l (usSi pois 1uopadl INFUXDB relguiilly «oulaall oy i dio 3l
Sl blus.



) PN FON | B T

auth (s Jl oISl aosls)

wle adrbanl] HkicYl wlly InfluxDB

username: pixxieo wlbw> INfluxDB ( "monitor")

password: 5, - alS InfluxDB ( "sideunderTexasgalaxyview 61")
J aundl ralas e INflUXDB 2.X: jo, 13 05, 28 APL 3 (o Yau

database (String)

w9 wlldl 82c8/gJl ouwl INfluxDB
aJ=| aousll: "nokia-monitor"
InfluxDB 1.x: <lldl 82cls ol
InfluxDB 2.x: ¢JuJl ol

adl 0 c2u Jud ojlini] cx islii Y1 RAN

# InfluxDB 1.x
influx -execute 'CREATE DATABASE "nokia-monitor"'

# InfluxDB 2.x
influx bucket create -n nokia-monitor -o your-org

host (String)

* oo plgic INfluxDB
10.179.2.135" :aJJl aoyall"
Olois 1 gammiidl IP Capianll punl of
ooVl daiall ploxiwl o yis) 139iadl INfluxDB (8086)
o aliol:
o "localhost" - asl,s Jio polxdl yuai RAN
o "10.179.2.135" - eols InfluxDB xusdl

o "influxdb.example.com" - Cavaoll owl

Jlail wlUasMe InfluxDB

Saiiddl Jgu0ll:



o b0 085 O wmy RAN o315 J] Jgosll (e 8,5 InfluxDB 8086 saioll Lle
e &ax: curl http://10.179.2.135:8086/ping

blaisVl wlwlbaw:

e wlildl Lzl daxan; daoldl poaxiwsdl agzly jue lginsi ois
e (aclw 720) gy 30 : ol i8I
e 3¢5 daxo .JSJ L@.;a.uaz; uSu:u

a LIl <sbol:

o wilis INFluXDB (Bl sl asli 60) gox 6,8 JS (o8 LS|
. o)dJSJuLL;J| JoLﬁJoLioé.).CléaJa.z.oJS.)J_gj
o - aoldl yo,all a>bus wl, INFlUXDB el



usSill el loodl JLasl
oV

l. awwliuzad]l LI aslos>

# azoood| yo,0]]l olalS o Yoo
password: "omnitouch2024"

# oasi ]| u|)_x_x_ua ,o):u.w|
password: System.get env("DB PASSWORD") || "default password"

2. wlaladl Gligsl s

chmod 600 config/runtime.exs
chown ran monitor:ran monitor config/runtime.exs

3. Jl,mill. pl).-.l\” PP

o eoxiwl .gitignore J runtime.exs Ll le sgiz 0lS 13
o LYl 8] dalail ol il el usio oarziwl
o plail o oll wlalS ueoi o8

shhVI

1. oliludl 62<cld acgomo o>

o Jla¥l plaziwl bl
e 550 pool_size JlaiVl s algoll slgiil slasl s 5 wuS 13]
o Lol gMaiwYl sl wYlasl 2~ L] Slez JS cliw

2. goxdl wl o

o olail Jozg wlll 485 gu 0l
o il plasel x> JSuin auli 60 @i Jass
o sllas¥l CliSiwY (auli 15) pasl el i



3. ysaws InfluxDB

o ol plaziwl 8,05 blais Yl o lwluw eaxiwl
o &S <l wsl, InfluxDB

* oo uicl INfluxDB Sl uwill Jasio

ar99igall
1. aSuidl Hu oS

o uslic paziwl IP wligSall grozl anli
* adlyo pw aSuidl wl)lwe o i RAN saclall wlaxog
o 529 aslio] Ls JlasVl iz

o cuwlio JSuin &laxdl [z 2xslgd oS o

2. Joudl axmuilpianl

o okl 1debug Juaadl slasYl O LlaSiwY
e zwYl: rinfo wllesll a5,
o o, oMl grazi puisl taz ol dalasVl

o (ol asl o) sloll il
o bl 8aels Jlasl sllasl sl
e uliS zlx wYaro g INfluxDB
o sxcla)l wlhano JLaidl gllhbil ais auis

a Lluall

1. oSl ks

o o ablisl axu Joss 08 G5 runtime.exs ol il Jus
* Vsl ool (58 (oSl i

o wlideilly o, QO sl sig

o sl o Juis 2] RAN (ysSill ol i sy



2. 62cd wloxo aslicl

# 1. = runtime.exs
vim config/runtime.exs

# 2. adda> sliu go gaxaJl Elixir
elixir -c config/runtime.exs

# 3. gl Lisis sole]
systemctl restart ran monitor
3. awgill wl,lucl

o 3lgall plaiwl wil, (CPU. aSuidl 6,S13J1)

o 5562V oac 3L go bl 526l acgazne px> 0L
o Juio puicl INfluxDB jlg> +50 xic Jasio

o o S poall asluse usl, MySQL gInfluxDB

JolS 2955 1 JLie

aidanll wlu,leall Liasly 83x%i0 82515 wlane go JolS Jlo <l):



import Config

#

# ol Lol sacls o oSs
#

config :ran _monitor, RanMonitor.Repo,

username: System.get env("DB USERNAME") || "ran monitor user",
password: System.get env("DB PASSWORD") || "change this password",
hostname: System.get env("DB HOST") || "localhost",

database: "ran monitor",

stacktrace: false, # pwaSoJ| guii slas| gl Yl

show sensitive data on connection error: false, # ol Lo slas]| :gl
Y PEEAY

pool size: 15 # 6 6oL 3 + 2 * s0c B olbxo

# sl 4 le blas

config :ran _monitor, RanMonitor.Web.Endpoint,

http: [ip: {0, 0, 0, 0}, port: 8080],

check origin: false,

secret key base: System.get env("SECRET KEY BASE") ||
"generate with mix phx gen secret",

server: true

config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", port: 9443, scheme: "https"],
https: [
ip: {0, 0, 0, 0},
port: 9443,
keyfile: "priv/cert/server.key",
certfile: "priv/cert/server.crt"

config :ran _monitor, RanMonitor.Web.Nokia.Airscale.Endpoint,
url: [host: "0.0.0.0"],
http: [ip: {06, 0, 0, 0}, port: 9076],



server: true

# Jod | o oS5

config :logger,
level: :info # gl Yl o>lae]

config :logger, :console,
format: "$time $metadata[$level] $message\n”,
metadata: [:request id]

# LiSsi gusSs

config :ran_monitor,
general: %{

mcc: "001",
mnc: "001"
b
nokia: %{
ne3s: %{

webhook url: "http://10.179.2.135:9076/webhook",
private key: Path.join(Application.app dir(:ran_monitor, "priv'
"external/nokia/ne.key.pem"),
public key: Path.join(Application.app dir(:ran monitor, "priv")
"external/nokia/ne.cert.der"),
reregister interval: 30
},
airscales: [
# gdsodl A - s Il o]l
%{
address: "10.7.15.66",
name: "“Site-A-Main-Tower",

port: "8080",
web username: "admin",
web _password: System.get env("BS SITE A PASSWORD") || "passwc



#
%{

}

#
%

}

#

oaldl A - bLsYI ]l

address: "10.7.15.67",

name: "Site-A-Backup-Tower",

port: "8080",

web username: "admin",

web password: System.get env("BS SITE A PASSWORD")

g ool B - sl

address: "10.7.16.10",

name: "Site-B-Indoor-DAS",

port: "8080",

web username: "admin",

web password: System.get env("BS SITE B PASSWORD")

edsodl C - ghudl e

%{

}

#

address: "192.168.100.50",

name: "Site-C-Rooftop",

port: "8080",

web username: "admin",

web password: System.get env("BS SITE C PASSWORD")

SLasY olase - jaiall

o
%{

}'

#

address: "10.5.198.100",
name: "Lab-Test-Airscale-01",
port: "8080",

web username: "Nemuadmin",
web password: "nemuuser"

robidl - ixell

o
%{

address: "10.5.198.101",
name: "Lab-Dev-Airscale-02",
port: "8080",

web username: "Nemuadmin",
web password: "nemuuser"

"passwc

"passwc

"passwc



#

# o2 955 InfluxDB
@

config :ran monitor, RanMonitor.InfluxDbConnection,

auth: [
username: System.get env("INFLUX USERNAME") || "monitor",
password: System.get env("INFLUX PASSWORD") || "change this passv

1,

database: "nokia-monitor",
host: System.get env("INFLUX HOST") || "10.179.2.135"

aLall wls siligll

o dwogdll wllasl -

. - sacla)l wlaxo (eSS

o <Yl whblas wlay s -

. - wlguidly wlogleall wl>gl <l
. - &z0 REST API

ulJLu.” DLO 69> i')JI.)! -



wllu go> MDT go TCE

euiidl go> OLS (TCE)

oroscis RAN Monitor JsSsig» Jilw, Jelig bolasly gl gaz) oo BLS LTE/SG. lang
sy ookl Jlisly i Juaaill slasYl liSiwl o oSos RF.

od Lo TCES

82c 18 wllazo o il wlly el go> VLS il Nokia AirScale ole sgix:

Ll S1-AP - oy oSl ol Ls] eNodeB 5 EPC
Ll RRC - 05101 5,190 (8 oSl el Li]

Jilw, NAS - Joosll e aadall wl,li]

aisbs Jii Jazo wloglzo - pasisoll (Sgimo wblily PDCP

wlgSe TCE
osSall JsSaissdl sl ol
@>L> NSNTI TCP 49151 ;mz el by Jodians
e3l> TZSP UDP 37008 iﬁ‘:'ﬁl\’g“hark Sl
e ASN.1 - Sl adiss elsy, SI-AP g RRC

wV S gig sl



Base Staticn NESNTI Se&rver Trace Collection TZSP Forwarnder
(Trace Source) TCP-49151 Manager UDP-3700B

User initiates race sesion

—_—

-—

Cannact (TCP 49151}

Accepl oonneclion

Trace Collection Flow

R SRR ———
laap [Trace Sedtion Active]
MNENTI Trace Report
[S1-AP, RRC, MAS data)
-
Parse & decode messages
Encapsulate in TZSP
Farward to Wireshark
Trace sesdinn and
Clase connectian
P PR
Bace Station NSNTI Sarver Trace Collection TZSP Forwarder Wireahark
(Trace Source) TCP-49151 Manager UDP-3700B

laiwl siio sadasisi] YoVl guid] gaz dxio sglai NSNTI (49151). 5,555 TZSP,

dlaiall 62£ i)l wllazoy.



ariidl go> slac]

1. Jasaini o g9 TCE:

ss -tlnp | grep 49151
# ,eby ol wzy: LISTEN 0.0.0.0:49151

2. saclall aloxo gaii (Hu9Si:

o ylgie Hpusi IP o5 J| guiill ag>9 RAN Monitor
o 49151 J| auiidl dg=>g dbin puss
o el wlid (uSoi (S1-AP. RRC: NAS az x|l couw>)

o el awl> s
3. o295 Wireshark:

P A Y PPV E

o o> Jusiws il dagzledl e blad¥l ey TZSP
o bladVl ,ils poxiwl: udp port 37008

JoS9ig sl jrtini Ao oSt

pazxiuy RAN Monitor 33l UDP wlgidy aalisell wYeSgio il glgil syamil 83320
RRC. & juo (psSiu o9 "Decode As" (o Wireshark wYsSgig dl odn juaiin clal

ag=>lg ploziuwls i1 ad, ,lall Wireshark asogaw Jl

. 83002 Yo wls) + ) e bl
i, b LS can JS (ueSiy 09:



Ja=dl

udp.port

sctp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

alo plosuawl 2 aa,,lll decode_as_entries

36412

36412

37000

37001

37002

37003

37004

37008

37011

37012

38000

38001

38002

38003

38011

38012

ol

RO JA&OO

o D2E

o DL

o D2C

o D&

o D2L

o D&

o D2E

o DL

o D2C

o D&

o DL

o D&

o D2C

o DL

o D2C

PN EN |

(s V)

(s V)

(s v Y)

(s V)

(s V)

(s v V)

(s V)

(s V)

(s V)

(s V)

(s V)

(s V)

(s V)

(s V)

(s V)

(s V)

S ol ds

SCTP

S1AP

TZSP

LTE RRC (DL-CCCH)

LTE RRC (DL-DCCH)

LTE RRC (BCCH)

LTE RRC (PCCH)

TZSP

LTE RRC (UL-CCCH)

LTE RRC (UL-DCCH)

MAC-LTE

MAC-LTE (DL)

MAC-LTE (BCH)

MAC-LTE (PCH)

MAC-LTE (UL)

MAC-LTE (RACH)



i,>gic}¢ui~/.config/wireshark/decode_as_entries UJnuxﬂWac)si
%SAPPDATA%\Wireshark\decode as entries (Windows):

# 39 Lio L5166z TZSP _J RAN Monitor
decode as entry: udp.port,36412, (none) ,SCTP
decode as entry: sctp.port,36412, (none),S1AP
decode as entry: udp.port,37000, (none),TZSP
decode _as entry: udp.port,37001, (none),LTE RRC
decode as entry: udp.port,37002, (none),LTE RRC
decode as entry: udp.port,37003, (none),LTE RRC
decode as entry: udp.port,37004, (none),LTE RRC
decode as entry: udp.port,37008, (none),TZSP
decode as entry: udp.port,37011, (none),LTE RRC
decode as entry: udp.port,37012, (none),LTE RRC
decode as entry: udp.port,38000, (none),MAC-LTE
decode as entry: udp.port,38001, (none),MAC-LTE
decode as entry: udp.port,38002, (none),MAC-LTE
decode as entry: udp.port,38003, (none) ,MAC-LTE
decode as entry: udp.port,38011, (none) ,MAC-LTE
decode as entry: udp.port,38012, (none) ,MAC-LTE

S-F9N | &> )0 J.g.l.):



36412

37000

37001

37002

37003

37004

37008

37011

37012

38000

38001

38002

38003

38011

JsSgig i

S1AP

RRC

RRC

RRC

RRC

RRC

TZSP

RRC

RRC

MAC-LTE

MAC-LTE

MAC-LTE

MAC-LTE

MAC-LTE

JeLiall

ole

DL-CCCH
DL-DCCH

BCCH-DL-
SCH

PCCH

UL-CCCH

UL-DCCH

ole

Jawd
BCH

PCH

o gll

bl oSl sgimo SIAP
(eNodeB « EPC)

wlgid glsiY blizl RRC it
q_9_9).v.o.”

JawY &S iinall oSl 8Ls

JiwY dauanall oSl 5lis

elyleidl 9 oSl 8l
s )| goiuioll 3ii0 TZSP

eV a8 uinall oSl 8L3 (il
JUasl RRC)

o) oY dmanall aSxill 8lis
(vl

wleid glgiY (lolizl MAC ,u&
493).2.&“

JawY &S iine 8L
cull 8Lis
wlliyl 8L

eV &S e Ls



sl ) : Jeliall _ |
saioll  J9Sgig £l ogl

38012 MAC-LTE RACH lgsiunll Jouooll 5Ls

# p)> groz jore TZSP
tzsp

# 623%0 ©Y¥9S 93 g0 joiE
slap || rrc || mac-lte

# L5 Lu, has jp,c RRC deV
udp.port == 37011 || udp.port == 37012

# L Lu, hao p,c RRC JawY
udp.port == 37001 || udp.port == 37002

# Jlas | slis | g RRC
rrc.rrcConnectionRequest || rrc.rrcConnectionSetup

# Jaill J5 L, gos

slap.HandoverRequired || slap.HandoverCommand
f:l);hdou)’l w V>
eolall ,Lusl:

o a0 blall RF (il pasiuel)

o Jadl ebl Jul=
o 5 LYl 83> Lwlé (RSRP. RSRQ. SINR)

slos VI o linSiuwl:

o SlallSall slae] Juins cllasi s



o acglniall wlallKall o uixnil

o Jaidl ool aszl o
ouw>s RF:

o Lulax axo oo izl PCI
ol olde s
Jidl ololze oo

ooleadl wllisl Julés (MDT) ool )l olwls go> < zuis (RSRP. RSRQ. aukasill lily)
oo buiolio UES ol dolad] awas Judoll 3o misgs »andail] s:ball ol lisl W] asxl ogo

MDT sxclds wlaxo (o NoOkia AirScale cug ag>lg plaxiwl Omnitouch RAN Monitor
9 lgio 9 Wireshark.

ad el

TCE
paiamall olass _ Nokia AirScale JsSsi9 0 Ne3s p,> UDP Wireshark )
Ls MDT asilllgaz oL, s, RRC aSSaall Saidl [l pwaigo
Sle> LTE wlols eNodeB 49151 saioll e MonLiich 37008 ail> alall a9 Jlu, RRC e

Ol TCE (gudl o> OLS) 9 @odo Omnitouch RAN Monitor JgSgig p s Jigxi Joig
Ne3s 5 ol Nokia (¢ lgio e Sy auwlis wlawwis J| Wireshark.

assllaall yaus Ll

wdlais Nokia Airscale oy gox) aodlSo JSJ gulid o lily s 9 by ol o Jusai
leisSGg wljnall 03 (uSoi camg Ll

= Jasl ONS saxall i Jo> aliwl elad ol ez il olin 838l ] azlx us 3],



Omnitouch RAN Monitor Jukuiw go TCE
Wireshark 3.0+ Jlgz> wle cuio

wlieSo canii Lua J TCE @@ Wireshark
J] aSuidb JLasYl AirScale

axis slac] MDT

esi; TCE (¥ moxall RAN Monitor wlly Jiexi; Nokia lgio ,¢ Koy wlimmis J] 85,l9)l
9 Wireshark.

aviidl go> LS (ugSS 11 6gla=dl
s ag=ls prziwl RAN Monitor o] gl Jlu,Y sxslall alamo slacy TCE:

wugll ag>lg wisl: https://<ran-monitor-ip>:9443
eacloll wloxo axaw | Jsil

awaii 25 SHI leAll Gle il

o295l 6, e | Jawl

(axoliz | i) WA ool dojiis o3

whblxe| cuyaxi/aslo) Sl > TCE:

o Ulgic IP ylgic> igaiidl goz> OLSI IP _, ,lxJI RAN
Monitor>

o 49151 gaiidl go> OLS 390
7. Jasall 1583l Jroziy 08
8. ($axidl alas JoiSs iz Jlaiil) g8l o $a
9. oSl dumaiy

ol whlaol gl 83320l (yuoSill wlalro ylins sacluoll AirScale: o Juail
ONS.

o v A Wi H

2955 12 sglaxll MDT s AirScale

e oSy o8 MDT (68l il Jains .ol aoll saclall alamo Gle



o eniidl g9i: MDT gl (el cadgll (8) s )l MDT (Jgozll giog) Jzmell
o Ssimo wle ol il adlnis adxll sax0 atilaiall GUas PLMN

o la LS5 sae tgwladdl 6,49 UES (aul (lle 5000 Jis)

o uubliadl ggi: RSRP, RSRQ. Laa)S ol

o uadVl szl ol awgio oYl Al gaiidl Gos

= Juail ONS plosuawVl allad wledsodl 0 (o956 Jo> whli,] e Jguaxll
L awo .

il awl> Junsi 13 sglaxll

ol gl anly Jian @b oueSil 3,mas AirScale. wlly Jlw] 8 635l aano Iaiuw
MDT J] TCE b (ol sl yall lgz Il Lelsiomw o9 s3I,

wlly o, MDT 9 Wireshark

lblaidl >lac] Wireshark

1. Il Wireshark Jlg> e

2. agl=ll ag=lg Lle bladl (1o e Linux. 100 le macOS. Loopback ols
Windows)

3. bladVl s usi: udp port 37008

4. bladyl Il

Ll Le Jlio Wireshark oSxill sgiswo Ll , gl SIAP (InitialUEMessage., lb
JlaiVl), Lilw,9 LTE RRC (RRCConnectionReject.
RRCConnectionReestablishment). uc leblsil o il dslizall oI, LisY] o lsdr59 TCE.



wlwlbd a0 MDT

dwio yll Wl yoll 030 paziwl (Ll (§935 5 =0u:

# pwld ol grez jose RRC
lte-rrc.measurementReport

# L Lu, gae> e RRC eV
udp.dstport >= 37011 && udp.dstport <= 37012

# abwl o ayawi RSRP (Jiwwy > 100- >) wiso
lte-rrc.rsrpResult < 40

# abwl o ayawi RSRQ (Jlwws o 12- >) @iz
lte-rrc.rsrgResult < 22

oLblul ogs
wlwls jglas MDT Jilw,S RRC MeasurementReport _Jc sgix:

¢ aoslsdl adsdl wlwls: RSRP g RSRQ abaisll adxl
¢ 6,9lnall LMl wlwlis: RSRP g RSRQ awall Ll
o 35loill asl i)l LI lomo ;LM wls no

* g9g0 GPS: L5 (o pgSi0g aingSs o I5] UE

alw,) awgis 09 RRC 9 Wireshark aduasil wlwbal a§ J:

051,01 5,1s0 aSx (RRC)
L- UL-DCCH-Message
L message: measurementReport
L MeasurementReport
- measResults
- measResultServCell (RSRP/RSRQ &o>lsJ| aylxl])
L measResultNeighCells (s,9lxadl LMWsJIl olwlis)

Jlas¥l pas giog w8 wbilull Julail:



2. Joaxll juoias: lte-rrc.rsrpResult, lte-rrc.rsrqResult. lte-
rrc.physCellld

3. 9 axllro Excel, Python. s >l wlgsl ol

ass Lindl olosvawVl <V

ol sbliall e el radasidl Jud> RSRP/RSRQ oo
lte-rrc.rsrpResult < 40 || lte-rrc.rsrqResult < 22

pois &9lxe LIS sl lail :Jaadl Julo UES Lis ¢3YL
lte-rrc.MeasResultListEUTRA

J= ol cauias: RSRP )SUg s> RSRQ J5 1 ] iy, causio

lte-rrc.rsrpResult > 50 && lte-rrc.rsrqgResult < 20

sUos VI 09 LinSianl

9 wlilu x>9i V Wireshark€

o L o $ix TCE: ps aux | grep beam

o ol o Gax Wireshark ,ilall go aalsll laail, udp port 37008
ol o gl amd> ol o 2S5 AirScale

o o9Si oo $isu IP/J xiiadl TCE saclall dlaxe wle pume JSuis

o aoini saus Ll Ol go Gixs (MDT + aollSo JSJ Lwlis)
o adVl x| W gl §as 850
o Ol o 35T UES ecx MDT (lo] LTE 10+)



Jo> 63330 aliwl gl ipaus ill wMSiao (HroSill (9 82limno sle Jguaxll
AirScale: - J.ail ONS.

el saull gaoull anils

vzl 0l go B MDT alaiss aallSe JSI pulids

2855 IP J TCE (olsic IP J RAN Monitor) (e 49151 saially AirScale
¢xy TCE pol> e RAN Monitor

&uii dwd> Juwai MDT socla)l adaxo e

blail ¢3, Wireshark jilall go asl=ll Je udp port 37008

vedl s gulait 1te-rrc.measurementReport
izl cuns buraiy wlwlball Jud=s

o<l

¢ aSaidl wloas> Omnitouch (ONS): (553 AirScale: saslbwog «paus il



tlos VI o linSiwl Judbs
le=>Mols

wa5l,0) wMSisall J> RAN

Jslxly il elel,] azilad] Mol

wlbgizell Jg2>

W O Nk WN R

8o o axibidl wMinall J>g pawsuin 9 Judal 1an Jacluy RAN. oud JS 5945
Jol=lls <ol wlglasg (ol VI,

1. goudl 2o

* Sebsio 9o LS Jon ¥ sl Lo
o SalSiell iy Gio



o S5550 i ilo
2. wloglroll go>

o cuoll agzly 9 lell A szl

o oSl 8 8,5V Wil dazzl 0

3. 5,5l ol st

Lozl wlgsl paziwl
Wzl Ll a2zl o
a0 i)l wlisSall Lis|
alSuiall Jje

4. JAJl suais

o alSnall Jxy ol ol go il

o bl $uiss
b ol Ja9
<lawbwVl o o

* dlyo Jory Jn RANS (ps aux | grep ran_monitor)
e Saglls)l whaxdl Josi Ja (MySQL, InfluxDB)

o SaSull JLal Josi Jo

o Saboo whus Jlin «wilS J»



slexdl Jlosl o MSino
Jowro e lemdl talSuinoll

seleVl:

o sl dgzly (o8 "dmo " jlegll glay
o auwlwYl wlbaxoll daxiw (o (aluls) sla> al>

¢ OO o punlio sl gaz pi Y
o Gubill Mo 9 o> Jibw,

vassisill lglas:

1. aSoiddl JLasl o S8

# owlwYl Jlas Yl Las|
ping <device-ip>
# 6,10y daio Ll
telnet <device-ip> 8080
Lzl gl tg99iell ping Jlasly telnet
jeAl A alaxdl Hlaz w9 lall o e - aSuid] 9 S t Jwiwe 15]

eSill azz 0 = lenll Ll il = amwlwdl wllaza)l = Cugll dagzly s9:

e Ulgie Jo IP Squ=o
. $(8080 8olc) o siioll Un

o Dkl wlly oS o5 Jo

9 config/runtime.exs:



%1
address: "10.7.15.66", # olgic o» Jo IP Spu=wo
name: "Site-A-BS1",
port: "8080", # Spamed| daioldl g Ja
web username: "admin", # Sgumed| posiwe]| owl s Jo
web password: "password" # Yaxumed| g 0l aolS o Jo

3. gl Mauww Ho o>
el panls aviai > Sabaill SMuw = cugll ag2ls
O el

e [error] Authentication failed = axmo b sleic] L OV
e [error] Connection refused = &loxll jloz/30iall 9 alSius

e [error] Timeout — aSuidl JlasVl 9 alSuiuo

* [error] Certificate error = uoll sslgiv/zlise 9 alSins

Jsl=ll:

1. Jos=se Jusinidl 348 Slexll o o gam

3. roaw aloxdl Hlaz Ol go Gix:
o bl RAN = 8080 lg=l saio

o 8l,0 daio = jlg=dl RAN 9076 (webhooks)
4. L8l 0 po5 o izl RAN 6 uilo

asusuo jat dleicl wlil:
1. dgzly wsle 8 ko Jasi sloic¥l wlily ol Go iz WebLM Lozl
2. 9 olicYl wlly ¢waxi config/runtime.exs

3. w8l Jasuiw 8ole] RAN
4. roWl L) oMl a8l 0

alozmdl Hlos/59i0]l alSuno:



L. oSl o ol iiall oo 385

2. oW (e aloxdl Hloz xclgd o Gaxi

3. xioll | Jgogdl auilss] HLizl: telnet <device-ip> 8080
4. 5lexll iz Lle LI LY@ <] dszl 0

p2oll 6olguv/zline alSuuo:

1. wlalodl 5929 (o Gax:
o priv/external/nokia/ne.key.pem

o priv/external/nokia/ne.cert.der
2. (sl abls 0355 Ol wam) wlilell wligsl o i
3. g dammall el sleisl wlly o wlaladl Ol o Gixs Nokia
4, ocyy Juail Nokia axdlo e muilao)l ilS 13

Soiasls auadsdl slgisl talSanall
ol VI

o Sio JSuin s>l 60 Juaiy eladi lezl!
o oMol 6 andal gl Jil,

o cusll dgoly b aslaiio £las/sl 0 all>
° u.u.ul.n.o.” o> 9 u|_9.2_9

adzl 8L> 8,90 = Slell Lle il =& auwlwYl wllanall = Cysgll agzls:

o Saudxll clgil widg 9o b
e Jos=, Jn keep-alive$
o Saudxll (giis 80 o5

2. 6,49 o 992 keep-alive

w9 config/runtime.exs:



nokia: %{
ne3s: %{
reregister interval: 30 # a U 60-30 055 ol wx
}
}

3. aSeiall ,l 8iml o $én

* ol plasd o ga=it ping <device-ip> -c 100
o asladioll wlgzlol) aSuid] WM=xw az>l 0

4. acluddl U-"I)-' o 92U

# W10 pols ,lc RAN
date

# (Gl obls 13]) jL=dl ole
# goliie adoll ol po six
Jol=dl:
69 keep-alive I35 algl:

1. JJs reregister interval aul 30 (J|
2. bl Juriws sole] RAN
3. awd=l L siwl asdl o

aSaidl 000l pac:

1. pousinil) aSuidl §0,9 go Josll

2. ghasiall Jlai¥l o 3

3. azgoall/Jsxall oMzmw a2zl 0

4. ablioYl aSuidl ol bus (s ol

acbuwll Hol i

1. 52655 NTP élyo o JS e RAN 6 jg2Ylg



3. 6,uS dwio; wlois| 3979 o Gim

sleall wilz e alSins:

1. Uzl len)l oMo o Giam
2. 6 iime jlgzll 8)05] agzls Ol o i
3. goli ] 9 alSuie Jlin <ilS 13] jleznll Js @@ s5lc] (9 laill

Salos ¥ guulaall 1Sl
ol VI

o usll agzly (9 (pias]) "lase” ail Lo lexl gl
o $ punlio sl gl Y S InfluxDB
e wbgl 9 wlly x>45 Y Grafana

o al> axmaw selai INFlUXDB dinasio ol a0 slacl

1. losi ;0 lg=d I._')i U° GO
awlw¥l wlaxall = gl dgls:

o Ssluas jlexnll > U
o Sens Jlail sl cusei Jo

2. JLail o s9> InfluxDB
alb = ugll ag>ly INfluxDB:

o Ssluas Jla¥l s U
o 8l,a) Say o RAN LJ] &SIl InfluxDBS

Jlas¥l | Lasl:



# Wl e o5 go RAN
curl http://<influxdb-host>:8086/ping

3. $ulaill oMoww o Géo
O!«Cu.zﬂ:

o [error] InfluxDB write failed = wlgs¥l ol Jlas¥l b alSuino
e [error] Failed to collect metrics = le=JL JLasVl 9 alShino
e [info] Metrics collected: 0 - olll sz Y jlexll

4. yo 9> INfluxDB & uilio

elsiwl INfluxDB aiaxdl ULl e

# InfluxDB 1.Xx

influx -database 'nokia-monitor' -execute
SELECT COUNT(*) FROM PerformanceMetrics
WHERE basebandName=''"'Site-A-BS1'""'
AND time > now() - 1h

# InfluxDB 2.Xx
influx query 'from(bucket:"nokia-monitor")
|> range(start: -1h)

|> filter(fn: (r) => r.basebandName == "Site-A-BS1")
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> count()"'

Jel=dl:

Jbasl alSuas InfluxDB:

1. 0l go Baxi INFlUXDB Jas,

2. po 8= config/runtime.exs gall Olgisl:
o Capaall plgic
o (8086) xaioll
o oJal/wllul acls ol



o o llaic¥l &Ll API
3. wdlyo 315 o JLasVl ,Lis| RAN
4. 8086 3aioll o aloxll jlaz ol o axs
5. 8o Juiwi 85le] RAN 983l £io| a2

wligsl alSuue INfluxDB:

o bll sxel/o)al W] Al ligsl Lgyad sloie ¥l wlily ol po iz
oMz o i INFIUXDB assLasll slasy

. 5o cliw] 85le] APl aw| 9@ o)l LoVl go

. cwaxi config/runtime.exs ozl o Jl go

. bl e Jusiiw 8ole] RAN

u A~ W N B

oo InfluxDB ¢nlios:

1. uo).n.“OLm.ou.oLg.n_z: df -h
2. blasYl olwluw az>l,0
3. ozl gawei ol doyaill wUlwl Caglais

libadl suns ¥V Ll

1. ouwliall J,Y 0sSo Slell Of o i

2. olsie 0l po $ax URL Slgll 01555 o8 munall 52 cugll polll
3. Uasl) lgall Mo o $é

4. 8,0l sl plisms O o a5 RAN (9076 séiall) Jas,

i, Wl oLl 6 olgns 1alSuall
woleVl:

* wlsgl ,elai Grafana auo |l Jwdudl 9 wlg=9
* diumo dyioj wlial 839880 wlly bla



* wlodriwl INFluXDB aloiSo jué wili auss

vorswinill wlglas:
1. sadaidl Jaisiai cadg oo b

Sogzall 5,19 JW5 aoaxll o wlelasil Jn culS Jo

# Jawiadl soley plaidl oMaw o Gaxi
journalctl -u ran monitor --since "2025-12-29" --until "2025-12-
30"

2. le=xdl Jlasl au,li o Géou
Jlasl 5T ab azzlo = lexll = amvlwIl ollaxall » cugll agals”

o Sogmall 8,09 JY> Yo jlezll OIS Ja
. ¢JL.a.;WU\.9u3L§m.o Jla Ja

3. ;995 o $9> InfluxDB
w9 wlelasil Jln <ilS o INfluXDB Sse=all 6 59 JY>

e oMz o Haxs INfluxDB
o auidl/asl ol &b aszl o

Jsol=ll:
a5l,0 Jlasi casg RAN:

o doal glasil MW asubb SLlul 8929
o ay, Wl olldl s o Sy Y
o aoxxll olriwly ol g

slexdl Jos:

o Sledl Lad o o il
o Jlas¥l alSsino 7)o
o Joill W5 b oLll 5929



g¢Uosail InfluxDB:

o L air @) oS5 lezaz pi 38 punliall 055 Ol Jaizall o
o 8o WMaw o $aQPY RAN &SI slasy

* do1> soleiwl INfluxDB

o bl 8928 8l Soy Y

aslsgll:

o blio Juiw eadgl @bl yoll suai RAN
e saiooll wlelasiW wlguis slac]

* axo adl, o INfluxDB

o 9 il HA/az 2l dolail (lolu> Yl

sl agzly ol Jgsogll oSas V talSusall

ol VI

o J JlaiVl aiSay ¥ pamaiadl https://<ran-monitor-ip>:9443

o wad, pi gl JuaiVl dlgo slgil
o 53l 9 slasi SSL

vassiaill olglas:
1. Josi cassll agzls 0l go o

[info] Running ControlPanelWeb.Endpoint with cowboy



ps aux | grep control panel
netstat -tulpn | grep 9443

2. JLaiVl Lusl
251 lez po:

telnet <ran-monitor-ip> 9443
Slo eol5 o RAN awuai:

curl -k https://localhost:9443

3. aleall J1a> o 8o

sudo iptables -L -n | grep 9443

# ol

sudo firewall-cmd --list-ports

Jol=dl:

1. Gloxdl [los 8acls aslo]:
sudo firewall-cmd --add-port=9443/tcp --permanent
sudo firewall-cmd --reload

2. 5,31 8,0 Jsosll Lz

Ias o cassll agals:

1. o $ix config/runtime.exs cugll aolsdl algdl dladi (yyeSil
2. eslpw wlalo 5929 o o= SSL
3. Jaaiaill s sV sulail] Mo o S



4. 8l 0 Jurmiw sole] RAN
oolgas o MSuuo SSL:

1. ssl bl Ll g solgid] wlalo 5929 (o ax:

ls -1 priv/cert/omnitouch.pem
ls -1 priv/cert/omnitouch.crt

2. sslgudl a>No yo Gami:

openssl x509 -in priv/cert/omnitouch.crt -text -noout
3. 83980 ol &> Nall dxgiio wilS 13] slis] 85l
4. sl o Jusiws 8ole| RAN
sl s 3a..ll:

1. yo Bax config/runtime.exs VsSoll raioll

2. gisaioll (8 gumall ddiall paziwl
3. atul jusio uss ol CONTROL PANEL HTTPS PORT

Sl o V oSlg Jomi wug@Ql agly talSuuoll

weleVI:

o Joosll abls cull agzlg
o iy ao slacl ol a8l piled el Sy wlniall Jioxi
o 5562l sl el Y oSl a>g)

varswisill wlglas:
1. lexdl pusSs Yo GOu

9 souis sl (sSi @5 J» config/runtime.exsS



airscales: |
# 05V ole s>lg jler Jlin 0oy ol wxy
]

2. lludl sacls Jlail Ho o

o9 65829 B i Jo MySQLS

mysql -u ran _monitor user -p ran _monitor -e "SELECT * FROM
airscales;"

clodaiwdl Jiss ol ULl saclsy Jladl slas] pe el
Jolxdl:
aigSo 63>l 2595 V:

1. WJ] 8¢l aslo] config/runtime.exs
2. il 0 s sole] RAN

3. cuoll agzly 656291 el Ol

wlludl socld Jloil alSuus:

1. ol o iz MySQL Joz;

2. 9 JLaiVl (9SG o Bax config/runtime.exs
3. wbldl 8xe 8 Jlasl ,Lusl

4. L8l Jusiws 8ole] RAN

L]l socld Mo

Jlasl sUasi talSuiusdl MySQL

el VI



o bl sacls Jlasl slas sudaill oMo gl
o wlraall Jroxi 2is slasl cugll dgzly el
o bl sxcls Jlasl algo sleul" Jilw),"

vl lglas:

1. ol o B2 MySQL Jos,

systemctl status mysql
# ol
systemctl status mariadb

2. JLasVl ,Lisl

g/\.9|).o ,o.)l."? o RAN:
mysql -h <mysql-host> -u <username> -p <database>

9 config/runtime.exs:
config :ran_monitor, RanMonitor.Repo,

username: "ran monitor user",
password: "password",
hostname: "localhost",
database: "ran monitor",
pool size: 10

Jel=dl:

MySQL Jox, V:

1. 42> 2y MySQL:

systemctl start mysql

€ €

2. e JSuiw o ail o §ia



3. w8l 10 sumaw RAN Elali JLasVl
JlaiVl 519Si o9 Uas:

1. olldl 822 ol g all dalS (poximall pwl icavianll pwl jo Gz
2. Goxy JLai @@ J! | Lis

3. ¢waxi config/runtime.exs guo e OS5 3]

4. 8l 0 Jusiw 8ole] RAN

1. oo W] aSuidl JLaiVl o Gax MySQL
2. 3306 3iisll gomss &loxdl jlaz Ol o Gam
3. o vl ol olgic o i MYSQL (o 15] 52l ¢ wYlaiVl gomy ol wazy

oY)
155 S wVYLlasVl sac:

1. 5lxe] o @a= Max_connections ¢ MySQL

2. Julas pool_size oYl o) I5] ousSil (9
3. 8l Jusiws 85lc] RAN

sVl o MSaino

el 1alSunoll CPU g5 50 6,515J1 ol
woleVl:

o e pazimy RAN CPU 5l RAM b a0 JSiw
o uzino it ol Bl pllaill quay

o bl 865 wYlasl algo slgil

o alxiwdl ey g

vassuinill wlglas:

1. .)Jl_g.n." .ol.x.i.iml O 98U
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