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JSON[]

response 000 JSONRPC [JO0000OO
JSON[

Grafana [][[]
0CS / CGrateS [ 00000000000 JSONRPC 000

0000 JSONRPC [0

0000 JSONRPC [00000O0O00ODO00D000O0O

0d

2026-03-01T10:30:45.123456

2012, 2080

rpc_json, http

1, 42, 00000 nulld

SessionSvl.InitiateSession

2.45

ok, error

INSUFFICIENT CREDIT

10.10.1.50:45678

10.10.2.100:2012

{"id":1, "method":"..."}

{"id":1,"result":{...}}



* (000000000
* JO000000OO0
* 0000000000

OOO0000000ODOOOOO
JSONRPC [
0000 JSONRPC [O0/00000000000O0

00O

* 0o0a

* 00

* JO00C0O0Oo0OOO

0ooood

00000000 00 0000 JSONRPC 000000000000 SessionSvl. InitiateSession (0000
0000000

CGrateS RPC [0
000 CGrateS RPC [0 0000000000000000 AP 00000000000

0o00o0o00o
0000000000 123400000700

1. 00 000 - 00 - CGrateS RPC [I[]
2. ] 00 00000000000 1001234

3.0 00 000 00 to0tooooo

4. RPC 000 D00O0OOOOCDOCO00/O0

N0000000€ €€ 0000000000000000000CGrateS O000000000000000000

0000



ad g

0 bO0/o00ooooooog 1234, Account123, INSUFFICIENT CREDIT

[ 00
[] 1 RPC 00000 SessionSvl.InitiateSession,
[ CDRsV1.ProcessEvent
g AREEEEN Ud, 0o, 0o
Hoooo
00000000

« 0 RPC [ — 000000OCOOOO

+ [0 — 0000000O0000000=0000=1-9000=10+(]
+ 0000 — OO00U0oOoooooa

* 0000 — 0o0ooO

0000 RPC 000 DOO0OOCODOOCOOCODOOOO0OODOO
RPC [I000 D00DO00OOOD000OO0D000D00D00000/00 JSONQ
000 RPC 000 000000000 status=error OOOO

00000 Doooto0otooootooo0

[0 JSONRPC [][]

0ooa

00 JSONRPC [0

{job="cgrates-jsonrpc"}



0ooooo

{job="cgrates-jsonrpc"} |= "method=SessionSvl.InitiateSession"

0000/00000

{job="cgrates-jsonrpc"} |= "Account\":\"12345"

0ooa

{job="cgrates-jsonrpc"} |= "status=error"

0o

Oo00o0o00o0Oo0a

max_over time(

{job="cgrates-jsonrpc"}

|= "method="

| regexp "method=(?P<method>[" ]+) latency ms=(?P<latency>[0-
9.1+)"

| error_ =""

| unwrap latency [$ auto]
) by (method)

00000000 > 100ms(]

{job="cgrates-jsonrpc"}
| regexp "latency ms=(?P<latency>[0-9.]+)"
| latency > 100

0oooon

CDR (00



{job="cgrates-jsonrpc"} |= "method=CDRsV1l"

NENEN

{job="cgrates-jsonrpc"} |~ "method=SessionSv1l"
NENEN

{job="cgrates-jsonrpc"} |~ "method=ApierV"
NN

JSONRPC 0000 systemd 00 OCS/CGrateS 00000

0oooooa

systemctl status cgrates-jsonrpc-logger

0oooooa

journalctl -u cgrates-jsonrpc-logger -f

0000

systemctl restart cgrates-jsonrpc-logger

joad

00 JSONRPC (000

OOWSONRPC 0000000000

0ooto



0oo0oooo
ngrep 000
noooood

Alloy (000000

0000

1. 000000000

systemctl status cgrates-jsonrpc-logger
journalctl -u cgrates-jsonrpc-logger -n 50

2. [J0 ngrep (00000

which ngrep

3. (000000000000

tail -f /var/log/cgrates/jsonrpc.log

4. 00 Alloy 0000000000

journalctl -u alloy | grep jsonrpc

Oo0oo0ooOo

0000000 JSONRPC 000000000
0000

+ (000000000 JSONRPC [
* J00000D0OOO0ODOOO

0oooo

1. f0b00Doooooonoa

{job="cgrates-jsonrpc"} |= "method="



2. 000000000 latency ms [0
3. 000000

nooooooo
0O00000o000oDO0oo0oDoo0o0o0
0oooo

* [O00000OOCOOOOOn
* [0000000000OO0Oa
* ©€000000000 1D 000

0oooo

1. 0000000000 60 OoooooO
2. [J00000 CGrateS Q000000
3. J0 CGrateS 00000000

Juod

00 systemd [O00Alloy 000000000CCO

FreeSWITCH (100000000

0d 0ooa

/var/log/freeswitch/*.log freeswitch



Nginx [[[[JOmniCRM[]

0d 0ooa 0ooo

/var/log/nginx/access.log nginx access

/var/log/nginx/error.log nginx error
CGrateS JSONRPC[]OCS[]
a0 aoao

/var/log/cgrates/jsonrpc.log cgrates-jsonrpc

OO0
000000 Grafana []

0000 Loki 0O0OCOO0OO
0000

* 0000 Alloy 00000

« (0000 Loki 0OOOO

* [O000000OO0O

e Alloy 000000 3100 OO Loki

0000

1. 0000000 Altey 00O

systemctl status alloy
journalctl -u alloy -f



2. [I0000000 Loki OO0

systemctl status loki
journalctl -u loki -f

3. (0000000000

curl http://<monitoring-ip>:3100/ready
4. J0000000000000C TCP 3100

Alloy (00000
000 /var/ib/alloy 00000000
00000

* Loki 0000000000
« WAL 00000

0000

1. 00 Loki 0O0OOOOO

2. [J00 Loki 0000000CO0000OD 500 MB
3. [0 Loki O0000000COO00O0

4. (0000000OOODOOOOOOOOOEO

Loki (][]
O00Loki 0O00000000000000
00000

* 00000 50 GB 0000
* Q000000

0oooo

1. 00 Loki 0000000



du -sh /var/lib/loki/

2. (0000000000000 Loki OOO
3. (00000000 Loki OOOOOO
4. J00000000OODOO

Huooon

U0000O0O0O component [0 infrastructure JO000OO
o000

* [O000000OO0
* Alloy [000000000O00C

0000

1. J00O00000000O00OO
2. @O0 Ansible 00000 Alloy 000

ansible-playbook -i hosts/customer/hosts.yml services/all.yml -

-limit <hostname>

3. 00 Alloy[]

systemctl restart alloy



Juod

0] (] 0] (]
Loki 3100 HTTP  QOO0000 API
Loki 9096  gRPC [0 gRPCOOOOOOD
Alloy 12345 HTTP  Alloy 00 Ul

Grafana 3000 HTTP 00000

1

. — Grafana, Prometheus, 00000
. — 00000
. — gdoo

. — 000000



il

00000000000000 OmniCore OOOO0COOOO00000OOOOCOOOODOOO000OOO group_vars
0oooo

0o00o0000000o0

¢ OmniCore:
¢« OmniCall:

e OmniCharge:

Juo

00 OmniCore 000000000000

' ; Component _
Hosts File  —— +  Ansible Roles | —— > ] ) — Deployed Services
Configuration

OO00C0O00O0OCOONODOOOOODODOOO0OO0OOgroup_vars (00000000

1

0oo000ooooa 00o00oooooa

* 000000
* IP 0000
* (000

* 0O IPO0
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Jooood

#[0 - 0000 hosts-file-configuration.md

NN
cdrs _enabled: True # [0 CDR [0
in pool: False # 00000000
online charging enabled: False # [J[J 0CS [
recording: True # 000000 (AS)
populate crm: False # 0000000 CRM

0000 (all:vars)

all:vars (II0O00O0OOOCOOCOOOOOOCOOOOOOOOOO0OODOGOE

Hooooon

0o0oooa

ansible connection: ssh

ansible user: root

ansible password: password
ansible become password: password

0000000 SSH 0000oooa

ansible ssh private key file: '/path/to/key.pem'

0ooa



customer name short: omnitouch
customer_legal name: "YKTN Lab"
site name: YKTN

region: AU

TZ: Australia/Melbourne

PLMN []]
plmn_id:
mcc: '001' # 000000 (3 0)
mnc: '0O1' # 000000 (2-3 0)
mnc_longform: '001' # 0000 MNC (OO 3 0)

diameter realm: epc.mnc{{ plmn id.mnc longform }}.mcc{{
plmn_id.mcc }}.3gppnetwork.org

0000000000000000 Diameter 0000

0ooa

network name short: Omni
network name long: Omnitouch
tac list: [10100,100] # 00 TAC OO0 (OO0 MME 0O0O)

00000000 VUE 00000 > 00000000

DNS [
netplan DNS: False # [0 systemd-resolved [ netplan
DNS
manage resolv conf: True # 000 False [J] Ansible []]

/etc/resolv.conf

0000 manage resolv_conf [JO0 False [JJAnsible 0000000000
/etc/resolv. conf 000000000 DNS OJ00000DOOOOOCOOODOOCDOOOOOCDOOO
all:vars JUQOOO



APT 00O

0000000000 apt_cache_servers (0000000

e use apt cache QOO0 TrueOOOOOOO False(]
e apt_repo.apt server [00000O0OCOOCO 1P

# 00000000 apt cache servers 0000

use apt cache: True # 000 APT JO0OUO0OOOO
apt_repo:
apt server: "10.10.1.114" # APT 0000000000

# [0 use apt cache: False 0000
# apt repo username: "omni"
# apt repo password: "omni"

# 00000000000

# 000 (1) O use apt cache: false [ /releases/ 000000

# (2) [0 use apt cache: true [JJ0 Omnitouch [OO00000
remote apt server: "apt.omnitouch.com.au"

remote apt user: "omni"

remote apt password: "omni"

goooAs T e

000000

license server api urls: ["https://10.10.2.150:8443/api"]
license enforced: true

Ooon e

MME [

mme _dns: False # [0 MME DNS [][]

SAEGW [



mtu: 1400

IMS [][]

ims dra support: False
enable homer: False

RAN 000

# (00000

# 00 DRA [JO0 IMS
# [0 Homer SIP [0



use nokia monitor: True
use casa monitor: True
install influxdb: True

influxdb user: monitor

influxdb password: "secure-password"
influxdb organisation name: omnitouch
influxdb nokia bucket name: nokia-monitor
influxdb casa bucket name: casa-monitor
influxdb operator token: "generated-token"
influxdb url: http://127.0.0.1:8086

enable pm collection: False
enable alarm collection: False

enable location collection: False

enable ran status collection: True
enable nokia rectifier collection: False
collection interval in seconds: 120

ran_monitor:
sql:

user: ran_monitor

password: "secure-password"

database host: 127.0.0.1
database name: ran monitor
influxdb:

address: 10.10.2.135

port: 8086

nokia:

airscales:

- address: 10.7.15.66
name: site-Lab-Airscale
port: 8080
web password: nemuuser
web username: Nemuadmin

0oooo



firewall:
allowed ssh subnets:
'10.0.1.0/24'
- '10.0.0.0/24"
allowed ue voice subnets:
- '10.0.1.0/24'
allowed carrier voice subnets:
- '10.0.1.0/24'
allowed signaling subnets:
- '10.0.1.0/24'

00 DNS [0

roaming _dns_servers:
wildcard: ['10.0.99.1']
# (0000 DNS (OO0 PLMN)

123456 # 00000 2
- '10.10.2.197"

654321: # 00000 2
- '10.10.0.4'

0000 (SSH [0)

local users:
usera:
name: 000 A
public key: "ssh-rsa AAAAB3Nza..."
userb:

name: [00 B
public key: "ssh-ed25519 AAAAC3..."



Juoooonod

Proxmox

proxmoxServers:
customer-prxmx01:

proxmoxServerAddress: 10.10.0.100
proxmoxServerPort: 8006
proxmoxRootPassword: password
proxmoxApiTokenName: AnsibleToken
proxmoxApiTokenSecret: "token-secret"
proxmoxTemplateName: ubuntu-24.04-cloud-init-template
proxmoxTemplateId: 9000
proxmoxNodeName: pve0l

# [JO0 Proxmox [

proxmoxServerAddress: 10.10.0.100

proxmoxServerPort: 8006

proxmoxNodeName: 'pve0@l’

proxmoxLxcOsTemplate: 'local:vztmpl/ubuntu-24.04-standard 24.04-
2 amd64.tar.zst'

proxmoxApiTokenName: DocsTest

proxmoxLxcCores: 8

proxmoxLxcDiskSizeGb: 20

proxmoxLxcMemoryMb: 64000

proxmoxLxcRootFsStorageName: SSD RAIDO
proxmoxLxcBridgeName: vmbroO

proxmoxTemplateName: "ubuntu-24.04-cloud-init-template"
proxmoxStorage: SSD RAIDO

vLabNetmask: 24

PROXMOX API TOKEN: "token-secret"

vlabRootPassword: password

vLabPublicKey: "ssh-rsa AAAAB3..."

mask cidr: 24



VMware vCenter

vcenter ip: "vcenter.example.com"

vcenter username: "administrator@vsphere.local"
vcenter password: "password"

vcenter datacenter: "DC1"

vcenter vm_ template: ubuntu-24.04-model
vcenter vm disk size: 50

vcenter folder: "Omnicore"

host vm network: "Management"

vhosts:
"10.0.0.23":
vcenter cluster ip: 10.0.0.23
vcenter datastore: "datastorel (3)"

netmask: 255.255.255.0

Juoa

. - 00000 1P 0000

- 00000000
- 00000000 group_vars
. - 00 1P OO0 NIC 00
- 000000
. - 000
- 00000

Juoa

0ooC0ooobOooooO

e OmniCore []]:

e OmniCall [[:
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https://docs.omnitouch.com.au/docs/repos/OmniCall

e OmniCharge/OmniCRM:


https://docs.omnitouch.com.au/docs/repos/OmniCharge

il

H00000omnitouch000000000000C0ANs ble(00000000000OOOCCOO000000O000CO
0004G/5G000

0o 0000000000OPORO0000O0IPOOO

AN
0. 0000000000

O0Proxmox{J000000000000/LXCO

# [JProxmox0J0000
ansible-playbook -i hosts/Customer/hosts.yml

util playbooks/proxmox.yml

# N000LXCo0n0000/000
ansible-playbook -i hosts/Customer/hosts.yml

util playbooks/proxmox 1xc.yml

0o



1. 00000000000

# 00000000000

mme :
hosts:
customer-mme01l:
ansible host: 10.10.1.15
hss:
hosts:

customer-hss0l:
ansible host: 10.10.2.140

# ... 00000

0o

2. J00group_vars[]
group_vars (000000000000000000000000000000000

000000000000OmniMessage SMScII0000000TASOOOSIPOOO0000OCOODiameter((]
0000

0o

3. JUOUOCAPTOOO

# (000000000
apt repo:

apt _server: "10.254.10.223" # [JO000IPO0O00repoddd
use apt cache: false # true = [J000000false = O000repo

0o



4. 0000

# 0000000000
license server api urls: ["https://10.10.2.150:8443/api"]
license enforced: true

ooo

S. 000

000000 services/twag. yml Q00000000000 services/all. yml OO0000000000O0 - -
limit=myhost[]--limit=mmee, sqgw 0000000000000

# (00000
ansible-playbook -i hosts/customer/host files/production.yml
services/all.yml

# (0000000

ansible-playbook -i hosts/customer/host files/production.yml
services/epc.yml

ansible-playbook -i hosts/customer/host files/production.yml
services/ims.yml

Juod

. - 0000
- 000000000

- 000000

- Q0ooowePdn
. - 000

- 00000
- 00000
. - Grafana[JPrometheusO000000

. - LokifJAlloyO00



Juod

Oo00o0o00o00on

e OmniCore[]4G/5GI0000

o OmniHSS, OMmniSGW, OmniPGW, OmniUPF, OmniDRA, OmniTWAG
« OmniCall]Io0o0oo

o OmniTAS, OmniCall CSCF, OmniMessage, OmniSS7, VisualVoicemail

e OmniCharge/OmniCRM000

* 0000
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il

group_vars [JU0O0000C0000CO0000000C0000CO

0000000000000 - sie O0dobiameter OO000SMS O000000DOCO00OODOCOOOOODOCOO
000 - 000 group vars [0

00: hosts/{Customer}/group vars/

Juod

Ansible 000000000CO0000OCO0000OCO00000C000 group_vars O0000000CCO00O0
ad

00o00o - group_vars (0000000 - 0OOO

00 1: 0000000 (OmniMessage)

000000000 Jinja2 00000

joad

hosts/Customer/
L— group vars/
L— smsc_controller.exs # 00000000



Jooooood

omnimessage:
hosts:
customer-smsc-controller0l:
ansible host: 10.10.3.219
gateway: 10.10.3.1
host vm network: "vmbr3"
smsc_template config: smsc_controller.exs # [] group vars []

Oo000o0o0

Ooooo:

1. Ansible [J] smsc template config: smsc controller.exs

2.[] hosts/Customer/group vars/smsc controller.exs [][]

3. 00 Jinja2 OJO00000000 {{ inventory hostname }}0{{ plmn id.mcc }} OO

4. 00 /etc/omnimessage/runtime.exs

5. 0000

00 smsc_template_config JOOOOOOUOOOOO

0ooo: 0od

00 2: 000000 (OmniTAS [J000000)

0000000000000


https://docs.omnitouch.com.au/docs/repos/OmniCall

jooo

hosts/Customer/
L— group vars/

— gateways prod/ # SIP 000

| | gateway carrierl.xml
— gateway carrier2.xml
L— gateway emergency.xml

|
|
— gateways lab/ # 00000

| L— gateway test.xml

— dialplan/ # 000000000
|  }— mo _dialplan.xml # 0000000

|  F— mt dialplan.xml # 0000000

|

L— emergency.xml

L— dialplan_lab/ # 68000000

L— mo_dialplan.xml

AN NENEND

applicationserver:
hosts:
customer-tas01l:

ansible host: 10.10.3.60
gateway: 10.10.3.1
host vm network: "vmbr3"
gateways folder: "gateways prod"
dialplan folder: "dialplan"

"dialplan"

poooo:

# [0000000O000O0OC0
# 0 - 0000000000

1. Ansible [J] gateways folder: "gateways prod"
2. [ hosts/Customer/group vars/gateways prod/ (00000000

/etc/freeswitch/sip profiles/

3. [0 hosts/Customer/group vars/dialplan/[] dialplan folder [OO00000000

000000 OmniTAS 0000
4. 000000

0000: 0o00o0otooooa



* gateways folder:
e gateways folder:
* gateways folder:
e dialplan folder:
e dialplan folder:

0o0o: 0o0

"gateways lab"
"gateways prod"
"gateways customer specific"
"dialplan_lab"
"dialplan prod"

00 3: 0000000 (OmniHSS)

Oo00f0o00obooooOoo0a

joad

hosts/Customer/
L— group vars/

L— hss runtime.exs.j2 # 00000 HSS 0000

A NENEND

omnihss:
hosts:

customer-hssOl:
ansible host:

10.10.3.50

gateway: 10.10.3.1
host vm network: "vmbr3"
hss template config: hss runtime.exs.j2  # []J group vars [

0000000

Ooooo:

1. Ansible [J[] hss_template config: hss runtime.exs.j2

2. hosts/Customer/group vars/hss runtime.exs.j2 000

3. 00Jinja2 0000000000 {{ inventory hostname }}[{{ plmn_id.mcc }} [0


https://docs.omnitouch.com.au/docs/repos/OmniCall

4. 00 /etc/omnihss/runtime.exs

5. 0000
00 hss template config JO00000000OOOO

0ooo: 000

00 4: 0000000 (OmniMME)

Jo00o0od0obOtOo0oon

joad

hosts/Customer/
L— group vars/
L— mme runtime.exs.j2 # 00000 MME 000

A NENEND

omnimme:
hosts:
customer-mme0O1l:
ansible host: 10.10.3.51
gateway: 10.10.3.1
host vm network: "vmbr3"
mme_template config: mme runtime.exs.j2 # [] group vars [

0000000

Ooooo:

1. Ansible [J] mme_template config: mme runtime.exs.j2
2.[] hosts/Customer/group vars/mme runtime.exs.j2 [0
3. 00 Jinja2 0000000000 {{ inventory hostname }}[O{{ plmn id.mcc }} 00O

4. 00 /etc/omnimme/runtime.exs

5. (000


https://docs.omnitouch.com.au/docs/repos/OmniCore

00 mme_template_config (000000000000

0ooo: 0o0

Joooobboon

hosts/Customer/
— host files/
| L— production.yml # 000000 group vars [
L— group vars/

|— smsc_controller.exs # OmniMessage 0000
|— SMSC_Smpp.exs # OmniMessage SMPP (0000
— tas runtime.exs.j2 # TAS 00000

— hss runtime.exs.j2 # HSS 00000

— mme runtime.exs.j2 # MME 0000

— dra_runtime.exs.j2 # DRA 0000

— pgwc runtime.exs.j2 # PGW 0000

— dea runtime.exs.j2 # DEA 0000

— upf config.yaml # UPF [0

— crm_config.yaml # CRM [

F— stp.j2 # SS7 STP [0

— hlr.j2 # SS7 HLR [0

— camel.j2 # SS7 CAMEL [

— ipsmgw.j2 # IP-SM-GW [

— omnicore smsc ims.yaml.j2 # SMSC IMS [
— pytap.yaml # TAP3 [0

— sip profiles/ # SIP [0000CO

| L— gateway otw.xml

L— dialplan/ # 10000000000
— mo_dialplan.xml # 0000

— mt dialplan.xml # 0000
L— mo_emergency.xml # 0000
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UOO0O0O group_vars

0d

smsc_template config

smsc_smpp_template config

gateways folder

dialplan folder

tas template config

hss template config

mme_template config

dra template config

pgwc_template config

frr template config

0d

omnimessage

omnimessage _smpp

applicationserver

applicationserver

applicationserver

omnihss

omnimme

dra

pPgwc

omniupf

0d

Jinja2 00000000

smsc_controller.exs]|

Jinja2 0000000

smsc_smpp.exs[]

000000000
sip profiles(]

000000000 dialplan(] -
0000000000 dialplan

Jinja2 00000000

tas runtime.exs.j2[]

Jinja2 0000000

hss runtime.exs.j2[]

Jinja2 00000000

mme_ runtime.exs.j2[]

Jinja2 0000000

dra runtime.exs.j2[]

Jinja2 00000000

pgwc runtime.exs.j2[

Jinja2 00000000
frr.conf.j2[]



0d 0d 0d

Jinja2 00000000

SS7 10 ss7000000 stp.j20hlr.j2(]
camel.j2[]
0000000000

[0 YAML 0000 upf config.yaml[]

crm _config.yaml[]

1N

1. group_vars 00 - 000000

2. 00000 - 00000 smsc_template config [] gateways folder
3. 0000 Jinja2 - 00 {{ variable name }} [O0O00 Ansible [
4. 100000000 - Do000000000000e0

5. 00000000 - 000 group_vars 000 Git

000 group_vars

0 00 group_vars []:

* (00000000

SIP 000
0000000
Diameter 0000

Ho00o0o00o00a

0 0000 group_vars [I:

+ J00000OPOOODO - 000000
+ 00000 - D00O000o0O0oo00a



+ 0000 - 00D00000000000000 group_vars

LU0
. - HO00000000O
. - HO000000
e« OmnicCall [[: - 00000
Ooo
e OmniCore [ - 0000

ad


https://docs.omnitouch.com.au/docs/repos/OmniCall
https://docs.omnitouch.com.au/docs/repos/OmniCore

il

000C0000D00oo0OD0oDO0oooOoEOoooodooodoboooo0o0o0

Hooood

0000000000 HTML 0000000 OmniCore O000OCOO0000COO000OCOO00OC

00 services/all.yml (0000000000

Hoon
0000

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/health check.yml

il

00000 /tmp/health check YYYY-MM-DD HH:MM:SS.html

0o00o0000o0oo0a

Juod

HTML 00000



jooo

* (000 1P OO0

00/00000 host_vm_network (000000000 N/AQ
CPU[vCPU 00

RAM[I00O0000O

OOo00000oooOo0oo0ooO

0o00o0o00o0a

joad

+ [000000/000000000a
NN 7272 72

* 00/0000

HSS Diameter ]

* J0000000O000/0000
 Diameter [J0000POO000COO
* [ HSS 000000000 95680

AN
000000

0000 (services/common.yml)

+ (0000000000000

* J00000SSH 000OOONTP
* 000000000

* J0000000o0Oa

ansible-playbook -1i hosts/customer/host files/production.yml
services/common.yml



0000 (services/setup users.yml)

* JO0000ODOO0OO0O
* [0 SSH 000 sudo [0

* J00o00oo

ansible-playbook -i hosts/customer/host files/production.yml
services/setup users.yml

00 (services/reboot.yml)

* [O000000OO0
* (000000005 0oooO
* JO00000DO00OO00

ansible-playbook -1i hosts/customer/host files/production.yml
services/reboot.yml

joad

IP 0000 (util playbooks/ip plan_generator.yml)

[0 IP 00000 HTML 00
* [O0000O0OO0OO0G
* [O0000OOOoOOO

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/ip plan generator.yml

HSS [J[] (util playbooks/hss backup.yml)

* [0 HSS 0000
* 0 MySQL 0000000 Ansible 00
* J000000Od



ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/hss backup.yml

000000 (util playbooks/getLocalCapture.yml)

» JI00000O0OO0OOOOOOO
e [] /etc/localcapture/ [0 pcap 00

* J0000000000a

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/getLocalCapture.yml

[0 MTU (util playbooks/updateMtu.yml)

* 000000 MTU 00
* [0 netplan 0000
* 0000000000

ansible-playbook -1i hosts/customer/host files/production.yml
util playbooks/updateMtu.yml

Juo

. - 00000
. - 0000
. - 000000

. - 000000

. - 000



il

000C00000000DO0oo0o00obO0oo0o0ob0o0000

* (0000000

* J00000OOP 00oo0oa
* [0000000O000OOCO

* J00000OPLMNODOOCOO

Juod

0o00o0o00o0Oa

services/hosts/
L— Customer Name/
L— host files/
— production.yml
— staging.yml
L— lab.yml

Juoodoo

OoOf0odOobotooOoon



# EPC [

mme :
hosts:
customer-mme0@1:
ansible host: 10.10.1.15
gateway: 10.10.1.1
host vm network: "vmbrl"
mme code: 1
network name short: Customer
tac list: [600, 601, 602]
sgw:
hosts:
customer-sgw0l:
ansible host: 10.10.1.25
gateway: 10.10.1.1
cdrs _enabled: true
pgwc:
hosts:
customer-pgw01l:
ansible host: 10.10.1.21
gateway: 10.10.1.1
ip pools:
- '100.64.16.0/24"
# IMS 0
pcscft:
hosts:
customer-pcscf0l:
ansible host: 10.10.4.165
# 1000
license server:
hosts:
customer-licenseserver:
ansible host: 10.10.2.150
# (000
all:
vars:

ansible connection: ssh
ansible password: password



customer name short: customer

plmn_id:
mcc: '001'
mnc: '01'

Jooood

ao00
000000000
pcscft:
hosts:
customer-pcscfOl:

ansible host: 10.10.1.15 # SSH 00 IP O
gateway: 10.10.1.1 # 000
host vm network: "vmbrl" # 100000000000 NIC OO

000 00 1P 000000000O0C00C000O 0000000 OmniCore 000000000000

Proxmox [J[J] host_vm_network [0000000000C0000CO00CO000CO
O

VM 000

Ho00o0o0oooa

num _cpus: 4 # CPU T[]

memory mb: 8192 # 0000000000
proxmoxLxcDiskSizeGb: 50 # 000000 6B 0000

Hooodo
O00000000000000000

MME:



mme code: 1 # MME [0001-255[]
mme _gid: 1 # MME [J ID
network name short: Customer # 0000000000
network name long: Customer Network

tac list: [600, 601, 602] # 000000
PGW:
ip_pools: # 0000 IP O

- '100.64.16.0/24'
- '100.64.17.0/24'
combined CP UP: false # [0000/0000

Oo00C0oCOoOOCOO00Oa: e

0ooood

online charging enabled: true # [ 0CS [
tas branch: "main" # 00000000
gateways folder: "gateways prod" # SIP [

Hooood

all:vars [00000000CO0OOCO



all:
vars:
# 0000
ansible connection: ssh
ansible password: password
ansible become password: password

# (000

customer name short: customer
customer legal name: "Customer Inc."
site name: "Chicago DC1"

region: US

# PLMNOOOOOOOOO

plmn_id:
mcc: '001' # 00000
mnc: '01' # 100000
mnc_longform: '001' # 0000 MNC
# 1000

network name short: Customer
network name long: Customer Network

# APT 00

# 00000 apt cache servers [QOOO00OO
# use apt cache 00 truellapt repo.apt server

# (0000O00OCOOOO TP OO
apt_repo:

apt _server: "10.254.10.223"

apt _repo _username: "customer"

apt repo password: "secure-password"
use apt cache: false

# 00
TZ: America/Chicago

Juoad

Ansible 000000000000000



' !
mime ] sgw ] ‘ ‘ hss 1 ‘
L L] L l
customer-mmell customer-mmel2 customer-sgwil customer-hss0l

000000 mme 0000000000 mme:hosts: (00000000

[0 Jinya2 (00000

Ansible [ Jinja2 [0 00000000 group_vars 0000000000000

Jinja2 (0000

EE B
—

Hooood

O000000
plmn_id:
mcc: '001'
mnc: '01'

customer name short: acme

Jinja2 [00000CO0

______;

o |

l

customer-pcscfill



# mme config.yml.j2
network:
plmn:
mcc: {{ plmn_id.mcc }}
mnc: {{ plmn_id.mnc }}
operator: {{ customer name short }}
realm: epc.mnc{{ plmn _id.mnc longform }}.mcc{{ plmn id.mcc
}}.3gppnetwork.org

00000000
network:
plmn:
mcc: 001
mnc: 01

operator: acme
realm: epc.mnc001l.mcc001.3gppnetwork.org

00 Jinja2 ][]

0oooooa

{{ plmn_id.mcc }}
{{ apt repo.apt server }}

0oooo

{% if online charging enabled %}
charging:
enabled: true
ocs ip: {{ ocs ip }}
{% endif %}

0o



tracking areas:
{% for tac in tac list %}

- {{ tac }}

% endfor %}

0ooa

# 0000 3 000
mnc{{ '%03d' | format(plmn id.mnc|int) }}

U group_vars [][|

000000000D00C00D000E0000 groeup_vars (OOOOOOOOCOO

0ooa

Huoooood

OO00o0OCO0NOo0ODOo0OO0a



# EPC 00

mme :
hosts:
customer-mme01:
ansible host: 10.10.1.15
gateway: 10.10.1.1
host vm network: "vmbrl"
mme_code: 1
mme gid: 1
network name short: Customer
network name long: Customer Network
tac_list: [600, 601, 602, 603]
omnimme:
sgw selection method: "random peer"
pgw selection method: "random peer"
sgw:
hosts:
customer-sgw0l:
ansible host: 10.10.1.25
gateway: 10.10.1.1
host vm network: "vmbrl"
cdrs enabled: true
pgwc:
hosts:
customer-pgw0l:
ansible host: 10.10.1.21
gateway: 10.10.1.1
host vm network: "vmbrl"
ip pools:
- '100.64.16.0/24'
combined CP_UP: false
hss:
hosts:
customer-hss01:
ansible host: 10.10.2.140
gateway: 10.10.2.1
host vm network: "vmbr2"
# IMS [0

pcscft:



hosts:
customer-pcscfOl:
ansible host: 10.10.4.165
gateway: 10.10.4.1
host vm network: "vmbr4"

icscf:
hosts:
customer-icscf0l:
ansible host: 10.10.3.55
gateway: 10.10.3.1
host vm network: "vmbr3"

scscf:
hosts:
customer-scscfOl:
ansible host: 10.10.3.45
gateway: 10.10.3.1
host vm network: "vmbr3"

applicationserver:
hosts:
customer-as01l:

ansible host: 10.10.3.60
gateway: 10.10.3.1
host vm network: "vmbr3"
online charging enabled: false
gateways folder: "gateways prod"

# 0000
license server:

hosts:
customer-licenseserver:
ansible host: 10.10.2.150
gateway: 10.10.2.1
host vm network: "vmbr2"

monitoring:
hosts:
customer-oam0l:
ansible host: 10.10.2.135
gateway: 10.10.2.1
host vm network: "vmbr2"
num cpus: 4



memory mb: 8192

dns:
hosts:
customer-dns01l:
ansible host: 10.10.2.177
gateway: 10.10.2.1
host vm network: "vmbr2"

# (000
all:

vars:
ansible connection: ssh
ansible password: password
ansible become password: password

customer name short: customer

customer legal name: "Customer Network Inc."
site name: "Primary DC"

region: US

TZ: America/Chicago

# PLMN [0

plmn id:
mcc: '001'
mnc: '01'

mnc_longform: '001'
diameter realm: epc.mnc{{ plmn _id.mnc longform }}.mcc{{
plmn_id.mcc }}.3gppnetwork.org

# 1000
network name short: Customer

network name long: Customer Network
tac list: [600, 601]

# APT [0
apt _repo:

apt _server: "10.254.10.223"

apt repo username: "customer"

apt _repo password: "secure-password"
use apt cache: false

# 1000
charging:



data:
online charging:
enabled: false
voice:
online charging:
enabled: true
domain: "mnc{{ plmn _id.mnc longform }}.mcc{{ plmn id.mcc
}}.3gppnetwork.org"

# (0000
firewall:

allowed ssh subnets:
- '10.0.0.0/8'
- '192.168.0.0/16"
allowed ue voice subnets:
- '10.0.0.0/8'
allowed signaling subnets:
- '10.0.0.0/8'

# (000000000Proxmox (00

proxmoxServers:
customer-prxmx01:
proxmoxServerAddress: 10.10.0.100
proxmoxServerPort: 8006
proxmoxApiTokenName: Customer
proxmoxApiTokenSecret: "token-secret"
proxmoxTemplateName: ubuntu-24.04-cloud-init-template
proxmoxNodeName: pve0l

0o 000000 Proxmox 000000000

Juoddo

0OoC00oobo0otoooobo0on

OmniCore [][]

e OmniCore []]:
« OmniHSS - 000000
« OmniSGW - (00000000


https://docs.omnitouch.com.au/docs/repos/OmniCore

OmniPGW - (00000000
OmniUPF - 00000
OmniDRA - Diameter [0

OmniTWAG - [JJ] WLAN 0000

OmnicCall [J[[]

OmniCall [[]:

OmniTAS - IMS [J00000VoLTE/VoNR[J
OmniCall CSCF - 0000000
OmniMessage - [0
OmniMessage SMPP - SMPP 00
OmniSS7 - SS7 (00
VisualVoicemail - [

OmniCharge/OmniCRM[]

OmniCharge [][:

Juo

- 000000
- 0000000000

- 000000

- 00000 1P 0000
- (@€ P (000000
- 00000

- 00000
- 000000

Jud

1.
2.

000000000000
0000 PLMN 00000


https://docs.omnitouch.com.au/docs/repos/OmniCall
https://docs.omnitouch.com.au/docs/repos/OmniCharge

3. 00 APT 00000

4. 10000000

5. 000000 a0ooa
6. (][] Ansible 000000



OmniCore IP

il

000000 OmniCore (0000 1P 0O0OOOCCOO DOOOOOOOOOOOOOCCOOOOODOOOOODCOOO0

IP 1000
0000000 /24 00

00 OmniCore O0000000CO0000CCOO

1. 0000000 - 00O 724
2. (J000 - 000 /24

3. IMS [J000 - 000 /24
4. UE (000 - 000 /24

Jo0o0ooooooooon

00000C00000000 ©mniCore 000 0OCOOOOOOCOOOD OOOC OO

* J00DODOOOUODOOOOOOODOOOOOUOCOOOOD0O

+ J0000000ODO00OODOOCODOO0O0ODOD00D000 MMEDDOOD HSSOOOO

* [O0O0OOOOOOODOOOOOtOtOoOOo0a

+ (000000 1PO0000C0O0000CRFC 191800000000000DO IPOOCO0000OCO0

0O00D000000OCO OdodftObiotobtobidtibiobiotobtobiotiotobdooootoo0oan
000000000D00C00 1P 000



juoad

1.

00000000000 /240

000 0o000oC0ooo00

0o

OmniMMEJJO0000OO
OmniSGWOOO00
OmniPGW-C[]PDN 000000

OmniUPF/PGW-UOO0000 / PDN 0000000

000 10.179.1.0/24

mme :

2.

hosts:
omni-site-mme0@1:
ansible host: 10.179.1.15
gateway: 10.179.1.1
host vm network: "vmbrl"

0o0odooa /244

000 Diameter 0000000000000

0o

OmniHSSOO0000000
OmniCharge OCSOOOO00OO

OminiHSS PCRFODOO0000000
OmniDRA DRA[JDiameter 0000

DNS 000
TAP3/CDR 000
O0/0AM



SIP [
Ho00od
RAN [0

Omnitouch 000 CBCOOOOOOOO - 0000
APT (@@€0 - 0000

(il 16.179.2.0/24

hss:
hosts:
omni-site-hssOl:
ansible host: 10.179.2.140
gateway: 10.179.2.1
host vm network: "vmbr2"

3. IMS (0000000 /240
000 MS 0000000000 S1P 000
000

e OmniCSCF S-CSCFIJ0000000000
* OmniCSCF I-CSCFI0000000000

< OmniTASOOO0O0000 / 000000

e OmniMessage[000O00SMPPOIMS]
e OmniSS7 STPSS7 JU0OOOO

e OmniSS7 HLRODJUOOOOO - OO0 2G/3G
e OMnIiSS7 IP-SM-GW[JMAP SMSc[]

e OmniSS7 CAMEL [0

00 16.179.3.0/24



scscf:
hosts:
omni-site-scscfOl:
ansible host: 10.179.3.45
gateway: 10.179.3.1
host vm network: "vmbr3"

4. UE (0000000 /240

000 000000000 IMS [0 DNS
0o

 OmniCSCF P-CSCFO00000000000
e XCAP OO0

» JU000O0OOOO
« [JO DNS

00 16.179.4.0/24

pcscft:
hosts:
omni-site-pcscfOl:
ansible host: 10.179.4.165
gateway: 10.179.4.1
host vm network: "vmbr4"

Juo

OmniCore [II¥€Y€ 000000000000

00 1000/00000000000000

00000000000 NIC DO00000CO0000D000DOD000000O



ooo

# 00000 - vmbrl
mme :

hosts:
omni-1lab07-mmeO1l:
ansible host: 10.179.1.15
gateway: 10.179.1.1
host vm network: "vmbrl"

# [0 - vmbr2
hss:
hosts:
omni-lab07-hss01:
ansible host: 10.179.2.140
gateway: 10.179.2.1
host vm network: "vmbr2"

# IMS [ - vmbr3
icscf:
hosts:
omni-lab07-icscfOl:
ansible host: 10.179.3.55
gateway: 10.179.3.1
host vm network: "vmbr3"

# UE [][] - vmbr4
pcscft:
hosts:
omni-lab07-pcscfOl:
ansible host: 10.179.4.165
gateway: 10.179.4.1
host vm network: "vmbr4"

00 2000 VLAN (00
00000000000 VLAN 000000000000000000000 NIC 0000

0oo



# 00000 vmbri2000000 VLAN
applicationserver:

hosts:
ons-1lab08sbcO1:
ansible host: 10.178.2.213
gateway: 10.178.2.1
host vm network: "ovsbrl"
vlianid: "402"

dra:
hosts:
ons-1lab08dra0l:
ansible host: 10.178.2.211
gateway: 10.178.2.1
host vm network: "ovsbrl"
vlianid: "402"

dns:
hosts:
ons-1ab08dns01:
ansible host: 10.178.2.178
gateway: 10.178.2.1
host vm network: "ovsbrl"
vlanid: "402"

0000

+ (00000000 VLAN
* J000000000000000a
* [00/00000 VEAN 0000

00 VLAN (00

VLAN 10: 10.x.1.0/24 (00000)
VLAN 20: 10.x.2.0/24 ([00)

VLAN 30: 10.x.3.0/24 (IMS )
VLAN 40: 10.x.4.0/24 (UE [0)



Jooo 1P -do
il

00 OmniCore (00000000000 1P OOOCCOOOOOOOO

« DRA - [[JI00000OOCO0OCO

00 SGW/PGW - 000000000 GTP OO
ePDG - (][] WiFi 0000 UE [0 IPsec 00
SMSC [0 - 00000 sMS 0000 sMPP
P-CSCFJ000000 - DOOO UE SIP OO0

0ooooo e

00 1P 00000000 1P 000000000000000 00000000 ansible host O00I00CO IP OCOOO
Oo00o0o00o0

0000ooo 1P 000 SGW/PGW



sgw:
hosts:
# [0 SGW 000000
opt-site-sgw01l:
ansible host: 10.4.1.25
gateway: 10.4.1.1
host vm network: "v400-omni-packet-core"

# 0000 IP OO0 SGW

opt-site-roaming-sgwO1l:
ansible host: 203.0.113.10
gateway: 203.0.113.9
netmask: 255.255.255.248 # /29 [0
host vm network: "498-public-servers"
in pool: False
cdrs _enabled: True

smf: # PGWs
hosts:

# 0000 IP 000 PGW

opt-site-roaming-pgw0O1l:
ansible host: 203.0.113.20
gateway: 203.0.113.17
netmask: 255.255.255.240 # /28 [0
host vm network: "497-public-services-LTE"
in pool: False
ip pools:

- '100.64.24.0/22'

00o00od 1P [ DRA

dra:
hosts:
opt-site-dra0l:
ansible host: 198.51.100.50
gateway: 198.51.100.49
netmask: 255.255.255.240 # /28 [0
host vm network: "497-public-services-LTE"

0000000 1P 1 ePDG



epdg:
hosts:
opt-site-epdg01l:
ansible host: 198.51.100.51
gateway: 198.51.100.49
netmask: 255.255.255.240 # /28 0
host vm network: "497-public-services-LTE"

Joooooo e
N000000000000000 1P 000000000

* (00000000 sGwW O GTP
* J0000O0000000CO0 SsGW
* [0 PGW-C 0000000CO SGW

OmniCore (0000000000 - 0000OOOOCOOOO 1P 00000



il

0000000000 ©Omnitouch O000000000CO0C00000CO0C00000CO0000

[0
1. [] Hosts [

license server:
hosts:
customer-licenseserver:
ansible host: 10.10.2.150
gateway: 10.10.2.1
host vm network: "vmbr2"

all:
vars:
customer legal name: "[OO00O"

license server api urls: ["https://10.10.2.150:8443/api"]
license enforced: true

2. 000000

0 license.json[J0 Omnitouch OJO0000 hosts/Customer/group vars/ []

3. [0

ansible-playbook -i hosts/customer/host files/production.yml
services/license server.yml

0000000 https://license_server 00000000000



Hond
00000

00000000000C0000 HTTPSOOO 443000000 Omnitouch 000000000

aoa IP [0 ad

time.omnitouch.com.au 160.22.43.18 00000000 1
time.omnitouch.com.au 160.22.43.66 O00000oO 2

time.omnitouch.com.au 160.22.43.114 0000000 3

Ooooooon

« [OOHTTPS (TCP/443)
« [00160.22.43.18, 160.22.43.66, 160.22.43.114

* 00000

DNS (][]
0000000000000 BNS 0000 Omnitouch O00000C0000000O
000 DNS 000

+ 00000CCOO00000 DNS OO0

 [J0 DNS 000000
o 1.1.1.1 (Cloudflare - [J{J[J[] DNS)

o 8.8.8.8 (Google [J[J DNS)
» J0000CDOOO000/00 DNS OO0

000 Omnitouch 0000000000 DNS (DoH/DoT)J0000 DNS 000000000 DNSSEC 00
00000000 DNS 000000



Juod
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OmniCore [0000000OCO0000OCOO000OCOODO0OCOODOOOCOODO00E0O0O
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il

0d 0d 0o
Prometheus [J000000 9090
Loki dooo 3100
InfluxDB RAN 000000 8086
Grafana 000000 3000
000 0o 9100
SNMP [J00] 0o0ooo 9116
RN ICMP/HTTP 0O 9115

1N

Prometheus

Prometheus [] 1 00000 OmniCore 00000

000 UID: omnicore prometheus

0o

0ooo

15 00000

7 00 50GB

30 ]

N/A

N/A

N/A

N/A



0ooa

0oooa

MMEs

HSS

SGW-C

PGW-C

UPF [0

Kamailio CSCF

00000 FreeSWITCH

DRA

OmniMessage

OmniSS7

KeyDB

CGrateS

0oooooa

0o

all

mme

hss

sgw

pgwc

upf

pcscf, scscf, icscf

applicationserver

dra

omnimessage

omniss7?

0Cs

0cCs

0d

9100

9568

9568

9568

9090

9090

9090

9090

9568

9568

8080

9121

2080

0d

00 CPUlD0OnOoon

0000000/0000

0o0oooooa

pooooGTe-C OO

PDN O00OIP OO

0o0oooooa

0oot0

0o0oooooao

0o0oooooa

00ooosSMPP [

SS7/SIGTRAN 0000

0oooooo/a

000000CDR OO0



NN
SNMP (MikroTik)
SNMP (iDRAC)
SNMP (Synology)
SNMP (SAF)
SNMP (Cisco)
00 ICMP
VMware

Proxmox

Loki

ad 0o
000/000 mikrotik.hosts
aoooo idrac.hosts
NAS [0 synology.hosts
0ooo saf.hosts
aod cisco.hosts

0ooo + 8.8.8.8 (I

vCenter []] vcenter ip, vcenter password

PVE [ proxmoxServers

Loki 00000000000 Grafana Alloy 0000000

000 UID: omnicore loki

00 Loki/Alloy 00000000000 O

0ooa



0o 0o 0o

hostname H0000oo customer-mme0l

component aodn mme, cscf, ocs

unit systemd [J0J0J0 omnimme.service

level 00000 info, error
InfluxDB

InfluxDB [0000000000000000000000000000000000

000 UID: omnicore influxdb
aoa
aoa 0o a0
nokia-monitor 000 RAN 0000 301[]
dra DRA 000 365 []

Omnicharge TAP3 00 TAP 0000 90 []

Grafana (][]

NN

Oo0000000COo0OOn



0o 0d
BSS CGrateS[JKeyDBJOJOOO
EPC MME[SGW[PGWQQUPFOHSS[IDRA 00
IMS  CSCFOO00OOOOmMniMessage [0
0000 OO0O0OSNMPOOOOO
RAN [J00/OmniRAN 00000
0o 0o0000000a
00000000 APIG

00000 Grafana API JO0000C000000CO000000O

e [ Grafana Ul []]
e 00 APIO0
» [ Ansible 000000000



load_grafana_dashboards.py

Ansible Grafana API

Grafana Database

000C0oooO

goJsoN [

y [O000oo)

GET /api/dashboards/uid/{uid}

[ (00oo0]

200 OK

00000 --force]

(000001

404 Not Found

POST /api/dashboards/db

200 Created

0000/0000

aooco

load_grafana_dashboards.py

Ansible Grafana API

Grafana Database

0oooo

0000 Ansible 000000000CCO0O0OCO




# [] Ansible [0
python3 roles/monitoring/files/load grafana dashboards.py \
--url http://<monitoring-ip>:3000 \
--user admin \
--password <grafana admin password> \
--dashboards-dir roles/monitoring/templates/grafana/dashboards

# (00000000
python3 roles/monitoring/files/load grafana dashboards.py \
--url http://<monitoring-ip>:3000 \
--user admin \
--password <grafana admin password> \
--dashboards-dir roles/monitoring/templates/grafana/dashboards

--force

0ooooo

000 JSON (0000 Ansible 0000



roles/monitoring/templates/grafana/dashboards/
— BSS/
— KeyDB Cluster.json

— cgrates mysql.json
L— cgrates stats.json

MME Dashboard. json
OmniHSS. json
OmniDRA. json

SGW. json

PGWs. json

MSc. json
MSc. json

= WU

FTT%TTTTTT%

nfrastructure/
Node Exporter Full.json
MikroTik Dashboard. json

T

X
=
=
~

okia Overview.json
okia Detailed.json

1 1T 71
T =

joodo

00000 Grafana O00000000000O0CCCOO0OO

# [] roles/monitoring [
python3 export grafana.py --customer <CUSTOMER>

0000

* Qooooo
roles/monitoring/templates/grafana/dashboards/{folder}/*.json 0000



od

* Qooda
hosts/Omnicore {CUSTOMER}/group vars/grafana/alerts/all alert rule

s.json

* Qooo
hosts/Omnicore {CUSTOMER}/group vars/grafana/alerts/contact points
.json

* Q00O
hosts/Omnicore {CUSTOMER}/group vars/grafana/alerts/notification p
olicies.json

Arnisible load_grafana_dashboards.py Grafana APl Grafana Database
0000001 N
O JSON OO
1'—-—':"
loop [0Ooo0]

GET fapi/dashboardsfuid/{uid }

alt (ERERN)
200 OK
00000 force
D
(000l

404 Not Found

&

POST [api/dashboards/db

L J

O]

L J

200 Created

[ 9

00O

%

Ansible load_grafana_dashboards. py Grafana APl Grafana Database

0ooa

* (0000000000000 version [ id OO0OOO
* 00 Grafana 0000000000



* J00000000000000

Hooood

0000000000000 group_vars/grafana/dashboards/ [0000000000CCO0

hosts/customer/group vars/
L— grafana/
L— dashboards/
— Custom Dashboard 1.json
L— Custom Dashboard 2.json



il
00






jooo

000 YAML 0000000 APl 0000000000

python3 roles/monitoring/files/load grafana alerts.py \

--url http://<monitoring-ip>:3000 \

--user admin \

--password <grafana admin password> \

--alerts-file
roles/monitoring/templates/grafana/provisioning/alerting/alerts.yaml

Huooon

00 000 o0 0000
0000 90% 00 D000 00000 > 90% 5 00
CPU ][] 90% 00ogo CPU 00 > 90% 50
000000 90% 0000 0000 > 90% 5 00
0000 0000 Prometheus 00000 5 00
MME 000 40% EPC 000000 40% 30
MME ] 0 (] EPC 00000 5 00

IMS 000 40% IMS P-CSCF [JO00 40% 30

00 MOsS [ 4 IMS 000000 500

eNodeB [J[[[] RAN  [J00 eNB [ 10

0o0oooa EPC P95 000 500



Hooood

alerts.yaml J000000

apiVersion: 1

groups:
- orgld: 1
name: [

folder: 000
interval: 1m
rules:
- uid: alert-lowDiskSpace
title: 00000000 96% OO

condition: C

data:
- refId: A
datasourceUid: omnicore prometheus
model:

expr: |
100 - ((node filesystem avail bytes{job="Node
Exporter",mountpoint="/"} * 100)
/ node filesystem size bytes{job="Node
Exporter",mountpoint="/"})
# ... 00000
noDataState: OK
execErrState: Error
for: 5m
annotations:
summary: 0000000000 90%
labels:
type: resource

Hooo

Oo00o0oC0o0oon



# [0 group vars/all.yml 0000000
monitoring data:
contactPoints:
- orgld: 1
name: default
receivers:
# Slack [
- uid: slack-alerts
type: slack
disableResolveMessage: false
settings:
url: "https://hooks.slack.com/services/xxx/yyy/zzz"

# Google Chat [
- uid: gchat-alerts
type: googlechat
disableResolveMessage: false
settings:
url:
"https://chat.googleapis.com/v1l/spaces/xxx/messages?key=yyy"

AN
O0000000000000000

# templates/grafana/notification-policies.yaml. j2
apiVersion: 1

policies:
- orgld: 1
receiver: default
group by: ['alertname', 'instance']

group wait: 30s
group interval: 5m
repeat _interval: 4h



Juod

Prometheus []]

00000000 /etc/prometheus/prometheus.yml[]

1l 1l 00
scrape interval 1m 0000000
evaluation interval 1m  [O00000000

scrape timeout 50s [O0000OO

Grafana [

00000000 /etc/grafana/grafana.ini[]

000000000000
ad O
admin_ password grafana admin_ password var

allow embedding true

provisioning /etc/grafana/provisioning
Loki [][]
00 Loki 00000000000 0
InfluxDB []]

00000000 /etc/influxdb/influxdb.conf[]

ad

0oooooa

000 iframe [0

aooo



000

nokia-monitor

dra

Omnicharge TAP3

Juoa

0d

Grafana
Prometheus
Loki
InfluxDB

0000

SNMP 00

0000

Alloy

0ooa

autogen

autogen

autogen

[ 1l

3000 HTTP
9090 HTTP
3100 HTTP
8086 HTTP
9100 HTTP
9116 HTTP
9115 HTTP
12345 HTTP

0ooa

300

365 []

90 []

0d

000 Ul [0 API

0o0oooa

0oooooa

InfluxDB API

0oda

SNMP [O000

0oda

Alloy Ul [0



Hond
0000

1. 00 GrafanaJJ00 http://<monitoring-ip>:3000
2. 00 000 Oo00ooooo
3. J00000O00COOOoO

joad

1. 00 GrafanaJ0dQ http://<monitoring-ip>:3000
2. 00 00 000 Loki 0000
3. 00 LogQL OO0

# 0000000000
{hostname="customer-mme01"}

# [0 MME 00000

{component="mme"} |~ "(?i)error"

# 0000 IMSI

{component="hss"} |= "123456789012345"
OO00000

1.[]

roles/monitoring/templates/grafana/provisioning/alerting/alerts.ya

ml 0000000
2. J0000000C0O0a

python3 roles/monitoring/files/load grafana alerts.py \
--url http://<monitoring-ip>:3000 \
--user admin --password <password> \
--alerts-file

roles/monitoring/templates/grafana/provisioning/alerting/alerts.y
\

--force



Hooon

0 Grafana Ul 0000000000000

cd roles/monitoring

python3 export grafana.py --url http://<monitoring-ip>:3000
git add templates/grafana/

git commit -m "[0O0000000"

Juo

Prometheus [J]]
00000000“000" 0000000 DOWN
000000

* [0000000OO0
* 0000000000
* (0000000

0000

1. 0000000000000

systemctl status <service>
curl http://localhost:<port>/metrics

2. J00000000000O

curl http://<target>:<port>/metrics

3. [J Prometheus [0 http://<monitoring-ip>:9090/targets



Hooooo
O0000000000000000
000000

* 0000000
* 000a
* 000JSON OO

0000

1. [0 Grafana JO0000000 - 000 - 00O
2. [0 Grafana 00 journalctl -u grafana-server -f

3. (J0000000000O

joodo
0000000000000
000000

* 00000
* 0000000
* 0000000

0oooo

1. 0 Grafana 0000000000 - 0000
2. 0000000000000 - 000 - 0o
3. (J000C0oa

Grafana 00000
O00Grafana O000“0000"00000

0o0oon



e Prometheus/Loki/InfluxDB [0

* (00000000
* 0000000000

0oooo

1. (000000

systemctl status prometheus loki influxdb

2. 000000000

ss -tlnp | grep -E '9090|3100|8086"

3. (J000COoa

curl http://localhost:9090/api/vl/status/config
curl http://localhost:3100/ready

VIP [0

VIP [0000CCOO000000O0O0E0OOD MS O0DEPC 000 VE O000000OOOCCOOO00000O
0ooo0ooooooo



il

joad

Oo0Oo0oOoOOooONOo0Oa

0o IMS [ EPC[]] ad
full i [ Ho00o0ooooooon
voip_only [] I 0 VolP 000IP 0000000
data_only [] O 000000000000DOM2MO

0000



o full]J IMS [Q00assigned scscf J0000 EPC 000 last seen mme JO00000
« voip_only[]] IMS [JJassigned scscf 0009 €€
* data_only[][] EPC [J0J last seen mme 0000000

il
VIP 000000000000

(OO hosts/<customer>/group vars/vip subscribers.yaml

vip subscriber monitoring:
hss url: "https://10.80.12.140:8443"

# 0000
scrape interval seconds: 30

ping timeout seconds: 2
ping count: 2

# (00000
subscribers:

# J00000OIMS + EPCO
imsi: "313380930011949"

label: "QOOoo"
type: "full"

- imsi: "313380930011948"
label: "[O"
type: "full"

# (00000000000O - 00O ImsO
- imsi: "313380930010064"

label: "0OO0oO"
type: "data only"

# [ VoIP U000 IMSOOOOOOO
- imsi: "896468419011262"

label: "0OQO00"
type: "voip only"

0ooa



ad

hss url

scrape_interval seconds

ping timeout seconds

ping count

blackbox exporter url

subscribers

0o

0o oo oo 00

imsi god O

label [0O0 [ IMSI

type oogo 0 full

0 {d a0
U OmniHSS REST API URL
U g HTTPS[]
[
0
0 0 30 [JO00000O0O
[ .
0 o 2 UE IP ping 00000
0 .
0 o 2 0000 eing 00OO0
[ 00 ping 000000000 VRLOOOO
0o 0 - http://pcscfOl:9115 000000
i ICMP 000000 ping[d
[
0 g - Joodoooo
oo

00 IMSIO15 0000

0o0000000a

00000 fullJvoip only [J data only

OOOMSISDN [0 HSS AP 000000000000



il

000000 9550 0 /metrics 000000

0ooa

ad
vip subscriber service healthy
vip subscriber ims registered

vip subscriber epc registered

vip subscriber ue ip reachable

vip subscriber hss reachable

vip subscriber enabled

0ooa

ad

0d

Gauge

Gauge

Gauge

Gauge

Gauge

Gauge

ad

000000000O00O00000 10000
0

0000000 S-CSCrO00 10000 0

00000000 MME 00000 10000
0

00 UE IP 00 ping 00000 10000
0

00 HSS API 00000000 10000
0

0000000 HSS 000000 10000
0

0o 0d

00o IMS 00000

vip subscriber ims registration age seconds Gauge [J000000000

-1

000 EPC 0000

vip subscriber epc registration age seconds Gauge [JO0O0O0OOOOO

0-10



0ooa

ad

0o 0o

vip subscriber info Gauge [0 l10000000000000O

0oooooooa

ad

imsi 0d IMSI

Label 0ooooa

ad

313380930011948

0d

msisdn 0000000 HSS[O 24724748250

type 0ood

full[Jvoip only[]data only

vip_subscriber_info [J000000

0d

healthy

ims

epc

ping

assigned scscf

last seen mme

ue ip

0ooa

0o 0o
0oooon 100
IMS (0000 106

EPC 0000 100

UE IP 000 100

S-CSCF 00 scscf@l.ims.example.com

MME 00 mme02.epc.example.com

UEOOOIPOO 100.72.83.20



# 00 VIP 00000
count(vip subscriber service healthy == 1)

# 00 VIP 00000
count(vip subscriber service healthy == 0)

# VoIP OO0 IMS O00O0O
vip subscriber ims registered{type=~"voip only|full"}

# 00000 EPC 0000
vip subscriber epc registered{type=~"data only|full"}

# IMS O00O00O0O0>1 OO0
vip subscriber ims registration age seconds > 3600

N
IMS VIP [10] 00000 VIP 00000000000

[00Grafana = IMS - IMS VIP [](]

000 URL[]/d/ims-vip-subscribers/

ad



0d 0d
0ooo 0ooo0oooooa
0ooon 00000000000
IMS (] 0000 IMS 0000000
EPC [0 0000 EPC 0000000
UE [0 000 ping [0 UE IP 00000
0aa 0ao VIP 0000
VIP 000 0ooo0ooobooo0

000000000 - DUOodooOoooc

il
0 VIP 000000000004 € 0000000

VIP 000000

000 VIP 0000000 000000 000001 OO0 OO0 vip subscriber service healthy ==
0

0o

e OOOVIP OO0 {{ $labels.label }} 000

» JIU000OOOO0O0OOO0OO
o VolIP (00000 MSISDN

° 00000000 IMSI
o [JOOOOOOMSISDN [J IMSI

poooood



* [0000Ovoip onlyd0O0O0O0OOOMSISDN: 24724766000
e [00000data only(O0O00OOOIMSI: 313380930010064
e O0O0fullJ00000O0OMSISDN: 24724748250 IMSI: 313380930011948

0od VIP ]

1. (000000

# hosts/<customer>/group vars/vip subscribers.yaml
subscribers:
- imsi: "123456789012345"
label: " VIP [OO"
type: "full" # [J voip only, data only

2. (0000000

scp vip subscribers.yaml <monitoring-server>:/tmp/

ssh <monitoring-server> "sudo cp /tmp/vip subscribers.yaml
/etc/prometheus/vip subscribers.yaml && sudo systemctl restart
ims-subscriber-exporter"

3. (0000000000000

curl -s http://<monitoring-server>:9550/metrics | grep "[J VIP [J
DII

Juo

. — {000 Loki 0 Alloy 10
. — 00ooad
. — 0oao



Netplan

il

OmniCore (000 netplan O000COO0000000OOOCCCOO000000OC

* (0000000 (ethO)
+ (00 IPO000000000O00000O
* J000000000Oa

(][] Netplan [][]

00000000 netplan 00000 group_vars 00000000 Jinja2 000 netplan_config OO0

dra:
hosts:
<hostname>:
ansible host: 10.0.1.100
gateway: 10.0.1.1
netplan config: netplan.yaml.j2

U000 hosts/<customer>/group vars/netplan.yaml.j2 [0

Juoa

000000 retplan.yaml. 32 0000000C000COO0



network:

version: 2
ethernets:
# 00 - 0000000 ansible host [J gateway
ethO:
addresses:
- "{{ ansible host }}/{{ mask cidr | default(24) }}"
nameservers:
addresses:
{% if 'dns' in group names %}
# (00000 DNS 000000000 DNS 0000000
- 8.8.8.8
{% else %}
# 000000000C ‘dns*' [0 DNS 00O
{% for dns host in groups['dns'] | default([]) %}

- {{ hostvars[dns host]['ansible host'] }}
endfor %}
endif %}
search:
- slice
routes:
- to: "default"
via: "{{ gateway }}"

o
o°

o°

~~
o°

if secondary ips is defined %}
# (000 - 000000000 secondary ips [
# J000O0ens19, ens20, ens2l... (18 + loop.index)
for nic name, nic config in secondary ips.items() %}
ens{{ 18 + loop.index }}:
addresses:
- "{{ nic config.ip address }}/{{ mask cidr | default(24)

-~
o

P

% if nic config.routes is defined %}

# 0000000 - 000000000000

routes:
{% for route in nic config.routes %}
- to: "{{ route }}"

via: "{{ nic config.gateway }}"
endfor %}
endif %}
endfor %}
endif %}

U
o® o° o°

o®



0o

e ansible host [] gateway [JO0000000

 DNS 00000 dns OO0OOOCO

e (1000000 ens19[0ens20 000 Proxmox NIC ][]
* 0000 1P 0000000000000

juoad

000 (eth0) 0000000

e ansible host - IP [0
e gateway - 0000
e mask_cidr - (00000000 240

DNS 000000000

* dns 0000000000 ansible host IP[
» 000000 DNS 00000000 8.8.8.8

Juod

000000000O000CO00 1PO000000000 secondary_ips [0

il

secondary ips:
<logical name>:

ip address: <ip address>

gateway: <gateway ip>

host vm network: <proxmox bridge>

vlanid: <vlan id>

routes: # [0 - 0000000000
- '<destination cidr>'
- '<destination cidr>'



jooo

000000 Ubuntu 0000000000000

00000000 ens19
00000000 ens20
0000000 ens21
oood. ..

00 Proxmox (00000000 NIC 000000000000

joad

dra:
hosts:
<hostname>:
ansible host: 10.0.1.100
gateway: 10.0.1.1
host vm network: "ovsbrl"
vlanid: "100"
netplan config: netplan.yaml.j2
secondary ips:
public ip:
ip address: 192.0.2.50
gateway: 192.0.2.1
host vm network: "vmbro"
vlanid: "200"
routes:
- '198.51.100.0/24"
- '203.0.113.0/24"
peering ip:
ip address: 172.16.50.10
gateway: 172.16.50.1
host vm network: "ovsbr2"
vlanid: "300"
routes:
- '172.17.0.0/16"



000 Netplan ]

0oooooa

network:
version: 2
ethernets:
ethO:
addresses:
- "10.0.1.100/24"
nameservers:
addresses:
- 10.0.1.53
search:
- slice
routes:
- to: "default"
via: "10.0.1.1"
ensl9:
addresses:
- "192.0.2.50/24"
routes:
- to: "198.51.100.0/24"
via: "192.0.2.1"
- to: "203.0.113.0/24"
via: "192.0.2.1"
ens20:
addresses:
- "172.16.50.10/24"
routes:
- to: "172.17.0.0/16"
via: "172.16.50.1"

Proxmox []]

000 proxmox.yml 000000 NIC OO0000OOCOO

1. f0DO00OOO0O00000 NIC
2. 000000000 NICODbOO00oooog



Proxmox [J0000

e host_vm_network - [0 NIC 000
e vlanid - J00 VLAN [0

Juoa

1. 0000000000 Jinja2 00
2. 00000 /etc/netplan/01-netcfg.yaml

3. 0000000 netplan 0000000
4. netplan apply 0000
5.00 ip addr show [0 IP 00

Houo
000 1P 0000000 (DEA)

<hostname>:
ansible host: 10.0.1.100 # 000 IP
gateway: 10.0.1.1
netplan config: netplan.yaml.j2
secondary ips:
diameter roaming:
ip address: 192.0.2.50 # 00000000000 IP
gateway: 192.0.2.1
host vm network: "vmbrQ"
vlanid: "200"
routes:
- '198.51.100.0/24" # (0000000



[]1 S5/S8 [ PGW

<hostname>:
ansible host: 10.0.2.20 # [0 IP
gateway: 10.0.2.1
netplan config: netplan.yaml.j2
secondary ips:
s5s8 interface:
ip address: 203.0.113.17 # 00 S5/58 IP
gateway: 203.0.113.1
host vm network: "vmbrQ"
vlanid: "50"

N000000€ €€ 00000000

<hostname>:
ansible host: 10.0.1.100 # 000
gateway: 10.0.1.1
netplan config: netplan.yaml.j2
secondary ips:
data network:
ip address: 10.0.2.100 # 000
gateway: 10.0.2.1
host vm network: "ovsbr2"
vlianid: "200"
backup network:
ip address: 10.0.3.100 # 1000
gateway: 10.0.3.1
host vm network: "ovsbr3"
vlanid: "300"

Jo0oodoo e

000000 Jinja2 000000000000 1P 000



Hooood

000000 1P DO0000000DO00000000000 inventory hostname[]

# 00000000
{{ secondary ips.diameter public ip.ip address }}

# (00 inventory hostname 000000000
{{ hostvars[inventory hostname]['secondary ips"']
['diameter public ip']['ip address'] }}

# 100000
{{ secondary ips.diameter public ip.gateway }}
{{ secondary ips.diameter public ip.vlanid }}

NN

000000 17 00000 1PORi000000000000O hostvars LOOOCOO

# [0 dra 00000000
{{ hostvars[groups['dra'][0]]['secondary ips"']
['diameter public ip']['ip address'] }}

# 00000 DRA O000O0OCOCO IP
{% for host in groups['dra'] %}
{% if hostvars[host]['secondary ips'] is defined %}
- {{ hostvars[host]['secondary ips']['diameter public ip']
['ip address'] }}
% endif %}
% endfor %}

JOODRA 0000

00000000000O00O0aO PO



# [] dra_config.yaml.j2 [0 - OO inventory hostname 00000
peers:
- name: external peer

# (0000000O0CO IP

local ip: {{ hostvars[inventory hostname]['secondary ips']
['diameter public ip']['ip address'] }}

remote ip: 198.51.100.50

port: 3868

0ooo 1P 0ooo
000000000000000000

% if secondary ips is defined and

secondary ips.diameter public ip is defined %}

public ip: {{ secondary ips.diameter public ip.ip address }}
% else %}

public ip: {{ ansible host }}

% endif %}

Hodn
000000

SSH 0000000000000

ip link show

Oo0Of0odoobotooooooa

: lo: <LOOPBACK,UP,LOWER UP> ...

: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> ...
: ens19: <BROADCAST,MULTICAST,UP,LOWER UP> ...
: ens20: <BROADCAST,MULTICAST,UP,LOWER UP> ...

A W DN -



[l] Netplan [][]

cat /etc/netplan/01l-netcfg.yaml

[0 Netplan

netplan apply

[][] Netplan

netplan --debug apply

joad

ip route show

Juo

. - 000000
. - 00000
. - 000000



Proxmox VM/LXC

00000000 Proxmox 000 OmniCore O00000000000C00 proxmox O000000OCOO

00000000 VMware[JHyperV 000000 Vultr / AWS / GCPOOO000
oo

. - 000000000

. - IP 000000

. - 00 1P 000000
. - 000000000

LXC [] VM

LXC (00

Oo0ooooooo

Hooooood

0ooa

Oo00o0oC0o0oon

0ooooon

0000 UPFUOOOOOO/TUN OO0

000 (KVM)[O

* J000000000Oa

* 0o0a

* JO00C0OCO00OOO
* 0000000

* 000000

« UPF 000

0o



« 000000000UPFO€€ 00000
¢ LXCO0I/0000000000O0apt-cacheO00

Proxmox []]

1. [0 API [

# [] Proxmox UI[JOOO - OO - API [0
# J0000root@pam!<TokenName>

# (000000000000

2. [0 Cloud-Init (0000000000000

0 Proxmox 000000000000 Ubuntu OO00000COOO cloud-init OO000O0O0



#!/bin/bash
set -e

TEMPLATE ID=9000

IMAGE URL="https://cloud-images.ubuntu.com/noble/current/noble-
server-cloudimg-amd64.img"
IMAGE="noble-server-cloudimg-amd64.img"

echo "=== [ Ubuntu OO0 ==="
cd /var/lib/vz/template/iso
wget -N "$IMAGE URL"

eChO W= DDI:”:”:' ==="
gm destroy $TEMPLATE ID --purge 2>/dev/null || true

echo "=== 00000 ==="
pvesm set local --content images,vztmpl,iso,backup,snippets

echo "=== [][J cloud-init [ ==="
mkdir -p /var/lib/vz/snippets
cat > /var/lib/vz/snippets/user-data.yml << 'USERDATA'
#cloud-config
ssh _pwauth: true
users:
- name: omnitouch
plain_text passwd: password
lock passwd: false
shell: /bin/bash
sudo: ALL=(ALL) NOPASSWD:ALL
groups: sudo
USERDATA

echo "=== 000000 ==="

gm create $TEMPLATE ID --name ubuntu-2404-template --memory 2048 -
-cores 2 --net0O virtio,bridge=vmbro

gm importdisk $TEMPLATE ID $IMAGE local-lvm

gm set $TEMPLATE ID --scsihw virtio-scsi-pci --scsi® local-
lvm:vm-${TEMPLATE ID}-disk-0

gm set $TEMPLATE ID --ide2 local-lvm:cloudinit

gm set $TEMPLATE ID --boot c --bootdisk scsi0

gm set $TEMPLATE ID --vga std

gm set $TEMPLATE ID --agent enabled=1

gm set $TEMPLATE ID --cicustom user=local:snippets/user-data.yml



gm template $TEMPLATE ID

echo "=== [J] $TEMPLATE ID [ ==="

0o

* (00000000000 emnitouch / password [0 cloud-init 0000000000

* [0 Ansible 0000000000000CO local users 0000
o [0dd local_users 000000000

° 00000000 password 000000000000 ‘password'[]
o SSH 000000000 public key OO
¢ --vga std [0 Proxmox Web 0000000

* wget [] -N [0000000000CO

0o0oon 1so Oooooo

Oo00o0o00o0oCOo0a

00 1000 Web UI 0000

e (00000 - 00O 1D 90000000ubuntu-2404-template
e (000000 Ubuntu Server 1ISO 0000 1ISO

e JO0O00OOSCSI OOoovirtlo scsif

e JOO32GBOoooscsl

o CPUO2 O

e 002048 MB

e [JOOVirtlogOod vmbr0O

e JO0000OOO Ubuntu Server

00 2000000 - 00000



# [0 cloud-init
sudo apt update
sudo apt install cloud-init gemu-guest-agent -y

# (0000000
sudo cloud-init clean

sudo rm -f /etc/machine-id /var/lib/dbus/machine-id
sudo rm -f /etc/ssh/ssh host *

sudo truncate -s 0 /etc/hostname

sudo truncate -s 0 /etc/hosts

# [0 bash 00000
history -c
sudo poweroff

00 3000 Cloud-Init (00000

00000 - 00 - 00 - Cloudinit 00000000000 local-lvm(]
¢ Cloud-Init = JJJomnitouch [ password

* [0 - 00 - QEMU 00000 - 00
+ (000000 - 0000O

3. [0 LXC 000000 LXCh

# [] Proxmox [J[J shell [
pveam update
pveam download local ubuntu-24.04-standard 24.04-2 amd64.tar.zst



Jooood

0000000 (proxmox.yml)

all:
vars:
proxmoxServers:
pve-node-01:

proxmoxServerAddress: 192.168.1.100

proxmoxServerPort: 8006

proxmoxRootPassword: YourPassword

proxmoxApiTokenName: ansible

proxmoxApiTokenSecret: "your-token-secret-uuid"
proxmoxTemplateName: ubuntu-2404-template

proxmoxTemplateId: 9000

proxmoxNodeName: pve-node-01

storage: local-lvm # [
pve-node-02:

# ... 0000000

# 0000 - 0000000000 cloud-init
local users:

admin_user:
name: Admin User
public key: "ssh-rsa AAAA..."
password: "optional-password"

mme :
hosts:
site-mme0Ol:
ansible host: 192.168.1.10
gateway: 192.168.1.1
vlanid: "100" # [

# 00000000 ‘password'



00 LXC [0 (proxmox_Ixc.yml)

all:
vars:

proxmoxServerAddress: 192.168.1.100
proxmoxServerPort: 8006
proxmoxNodeName: ['pve-node-01', 'pve-node-02'] # 0000
proxmoxApiTokenName: ansible
PROXMOX API TOKEN: "your-token-secret-uuid"
proxmoxLxcOsTemplate: 'local:vztmpl/ubuntu-24.04-

standard 24.04-2 amd64.tar.zst'
proxmoxLxcCores: 2
proxmoxLxcMemoryMb: 4096
proxmoxLxcDiskSizeGb: 30
proxmoxLxcRootFsStorageName: local-lvm
mask cidr: 24
host vm network: vmbr0

# 0000 - 0O000000OO0OOO/Lxc 0o
local users:

admin_user:
name: Admin User
public key: "ssh-rsa AAAA..."
password: "optional-password" # 00000000 'password!

apt cache servers:
hosts:
site-cache:
ansible host: 192.168.1.20
gateway: 192.168.1.1
vlanid: "100" # [
proxmoxLxcDiskSizeGb: 120 # 00000



il
00000

ansible-playbook -i hosts/Customer/hosts.yml
util playbooks/proxmox.yml

00 LXC 00

ansible-playbook -i hosts/Customer/hosts.yml
util playbooks/proxmox 1xc.yml

J0000/LXC

ansible-playbook -i hosts/Customer/hosts.yml
util playbooks/proxmox delete.yml

il

proxmox.yml

* [0 Proxmox 0000000000
OO000000R000000

0oooo

0000 IPO00OO cloud-init

0000 local_users 000 cloud-init 0
00 VLAN [

proxmox_Ixc.yml

* J00000000OC P 000



000000000000 LXC

00000o e oo0

0000000 tecal_users (0000 sudo 00000 SSH 00
00000 netplan

0oooon

0o UPF 00

proxmox_delete.yml

+ [0€e00000000000000/LXC
* [O000000OO0
* 20 000000

J00/LXC 00000
0000

0000 LXC 000000000000000 Proxmox (00

0003 00000 5 0 MME[

mme@1 - pve-node-01 (index 0 % 3 = 0)

mme02 - pve-node-02 (index 1 % 3 = 1)

mme03 - pve-node-03 (index 2 % 3 = 2)

mme0@4 - pve-node-01 (index 3 % 3 = 0)

mmeO5 - pve-node-02 (index 4 % 3 = 1)
00000

1. 0000000000000 mme [0 sgw [l hss [

2. J000000R0000 O 000
3. 000000 host _index % number of nodes

4. 00000000
oo



# 00000 (proxmox.yml) - 0000000

proxmoxServers:
pve-node-01: { ... }
pve-node-02: { ... }
pve-node-03: { ... }

# 00 LXC (proxmox lxc.yml) - 000000
proxmoxNodeName: ['pve-node-01', 'pve-node-02', 'pve-node-03']

joad

0000 LXC 0oooooo

» /0000000000 Ansible J
 (0000site name [

ooo

site name: "melbourne-prod"

mme :
hosts:
melbourne-mme@1l: { ... }

000 000/LXC 00000 mme [ melbourne-prod

000 Proxmox Ul 000000000/0000000

juoad

Oo00o0o00o0a



hosts:
high-spec-host:
ansible host: 192.168.1.50
gateway: 192.168.1.1
proxmoxLxcCores: 8 # 0000
proxmoxLxcMemoryMb: 16384 # [0
proxmoxLxcDiskSizeGb: 100 # 00O



000000000 ©OmniCore 0000000 services/ 0000

Hoonod

Oo00f0OCOoOOooOtoo0Oo0a

all.yml

— setup users.yml
— apt cache.yml
— dns.yml

— common.yml
— license server.yml

— monitoring.yml

| L— grafana.yml
— epc.yml

F— common.yml
— omnimme.yml
— omnisgwc.yml
F— omnipgwc.yml
F— upf.yml

— omnihss.yml
L— omnidra.yml
ims.yml

— pcscf.yml
F— icscf.yml
F— scscf.yml
— as.yml

— omnimessage.yml
F— smsc.yml

L— omnisep.yml
omniepdg.yml
omniss7.yml
ocs.yml

crm.yml
ran_monitor.yml
health check.yml

rrrrr— T



0000000000 000000000 omnimme . yml 00000000 50 00000 all.yml 00000000
0000000000 - -Umit 00000000

Juo

0oad
0d 0o ad
all.yml aaad 0000000ODNSOOOOEPCOIMSOCS[OCRM
epc.yml 0oooo MME[JSGW-COPGW-COUPF[JHSS[IDRA
ims.yml go/mMs  P/I/S-CSCRO000000XCAPOOOOO
ocs.yml a0 CGrateS[KeyDB [JO0OCS 0

monitoring.yml  [J000 Prometheus[]Grafana[]J[JJJJHOMER



Hooood

0]
common.yml
setup users.yml
dns.yml
license server.yml
netplan.yml
firewall.yml

apt cache.yml

0o

000000000000ONTPOOOCO

0000000 SSH 00

DNS 00000

OmniCore [JO0000

0oooon

iptables/nftables [J[J

00 APT 00000000



EPC ]

0
omnimme.yml
omnisgwc.yml
omnipgwc.yml
upf.yml / omniupf.yml
omnihss.yml / hss.yml
omnidra.yml
omnitwag.yml
omniepdg.yml

gtp proxy.yml

0o

OmniMME

OmniSGW-C

OmniPGW-C

OmniUPF

OmniHSS

OmniDRA

OmniTWAG

OmniEPDG

GTP OO

0d

000000 (4G)

0o0oo0o0

PDN 000000

000000000 SGW-U/PGW-U[]

0o0oooa

Diameter [J000

Oo00o0ooOo

0000000000OW R 000

GTP 0000



IMS ([

ad ad o
pcscf.yml P-CSCF 0000000000
icscf.yml I-CSCF 00 CSCF
scscf.yml S-CSCF [ CSCF
as.yml OmniTAS U000000
omnisep.yml OmniSEP XCAPOOOOOOOBSFOOOOOOO

omnimessage.yml OmniMessage [J000 IP 00O

smsc.yml SMSC Ooooooo

auoa
ad ad

ocs.yml 000000 (CGrateS + KeyDB)

crm.yml O000oo

omniss7.yml SS7/SIGTRAN [

homer.yml SIP/Diameter [JO000

grafana.yml Grafana 00000

promtail.yml 00000 Loki

ran_monitor.yml RAN 000



Hooon

0] 0
proxmox.yml 0 Proxmox VE 00000
proxmox 1xc.yml 00 LXC O00000/oon

proxmox delete.yml (0 Proxmox [JJ/LXC

il

1
backup.yml
reboot.yml
shutdown.yml
apt update.yml
apt refresh metadata.yml

speedtest.yml

ad

0ooooood

0o0oon

0ooa

0000

00 APT 00000

0o0oooa



jooo

uo a0
restore applicationserver.yml 00000 OmniTAS
restore omnimessage controller.yml 00000 OmniMessage

restore smsc.yml 00000 sMscC

i
000000

ansible-playbook -i hosts/customer/host files/production.yml
services/all.yml

Jooooon

# 00000
ansible-playbook -i hosts/customer/host files/production.yml
services/epc.yml

# [0 IMS/00
ansible-playbook -i hosts/customer/host files/production.yml
services/ims.yml



Hooood

# 000 MME

ansible-playbook -i hosts/customer/host files/production.

services/omnimme.yml

# (0000

ansible-playbook -i hosts/customer/host files/production.

services/monitoring.yml

Huooon

# 000000000 atl.yml

ansible-playbook -i hosts/customer/host files/production.

services/all.yml --limit mmeO1l

# (000000000

ansible-playbook -i hosts/customer/host files/production.

services/all.yml --limit "mme@l,hssO1"

# 000000

ansible-playbook -i hosts/customer/host files/production.

services/all.yml --limit mme

Juod

. - 0000000

. - 000000

. - 000

. - J0000000O0Oo0a

. - Grafana[JPrometheus[]][]

yml

yml

yml

yml

yml



00000C000000000 ©mniCore OO00O0000COO0000 util playbooks/ 0OOOO0O00OCO
0o0000000R0o0OO0

Juod

0d

proxmox.yml

proxmox delete.yml

proxmox 1xc.yml

gd

[1 Proxmox [JJ0000

[] Proxmox [J00000/LXC

[] Proxmox [ LXC [0

vmware.yml 0 VMware vSphere J00000

vmware delete.yml 00 VMware vSphere 00000

health check.yml 0000000000000

00000 HSS 0000/000

restore hss.yml

restore ocs.yml 00000 OCS KeyDB[OMySQL 000

0000 Mermaid 000000

ip plan generator.yml

get ports.yml O00000OO00OO0COO0OC
getLocalCapture.yml HO0000000O0OOO
delete local user.yml  [00000000000OO



juoad

N00000€<00000000000000000000000 - - limit 0000000000

Oo0ooooooo i

Proxmox

000 util playbooks/proxmox.yml[Jutil playbooks/proxmox lxc.yml[]
util playbooks/proxmox delete.yml

# (0000
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox.yml

# 00000
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox.yml --limit mme

# 00 LXC OO
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox lxc.yml

# 00000/LXC
ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/proxmox delete.yml --limit old-host

VMware vSphere
000 util playbooks/vmware.yml[Jutil playbooks/vmware delete.yml
00000 0000 requirements.txt (O0000

ooo



# 00000
ansible-playbook -i hosts/customer/host files/production.yml

util playbooks/vmware.yml

# 000000
ansible-playbook -i hosts/customer/host files/production.yml

util playbooks/vmware.yml --limit mme

# 00000
ansible-playbook -i hosts/customer/host files/production.yml

util playbooks/vmware delete.yml --limit old-host

0000

all:
vars:

vcenter ip: "vcenter.example.com"

vcenter username: "administrator@vsphere.local"

vcenter password: "password"

vcenter datacenter: "Datacenter"

vcenter folder: "OmniCore"

vcenter vm_ template: "ubuntu-2404-template”

vhosts:

esxi-01:

vcenter cluster ip: "192.168.1.10"
vcenter datastore: "datastorel"

1

000 util playbooks/health check.yml

0000000000 OmniCore [ OmniCall O0O000 HTML 00000

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/health check.yml

000 /tmp/health check YYYY-MM-DD HH:MM:SS.html



Hooon

ad 00000

0oda 0o00o0oC0o0aO

OmniHSS [JJO000Diameter 000
OmniDRA  Diameter (000000

OmniTAS  [00000000COCPU OO0

0CS KeyDB 000

HSS ([

000 util playbooks/restore hss.yml

0000000 ©OmniHSSO000000000000C000000000

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/restore hss.yml

Huooon

a0 ao0o00 0o
000 hss dump <hostname> <timestamp>.sql omnihss [JOO0 MySQL 00

[ hss <hostname> <timestamp>.tar.gz /etc/omnihss U000



OCS [

000 util playbooks/restore ocs.yml

0000000 OCs (CGrateS)JI000ONDO0000CCO000DOCO000OD KeyDB 000

ansible-playbook -i hosts/customer/host files/production.yml

util playbooks/restore ocs.yml

Hooo

. 0000 OCS 0000 CGrateS [] KeyDB

1
2. [0 AOF 0000000000

3. 0 KeyDB RDB 0000000000 KeyDBOOOOOOO
4. ] MySQL StoreDBI00
5
6

.00 7etc/cgrates (O0000

. 00000000 CGrateS
0 aoaoo
KeyDB .
keydb dump <hostname> <timestamp>.rdb
DataDB
MySQL :
cgrates dump <hostname> <timestamp>.sql
StoreDB
(N cgrates <hostname> <timestamp>.tar.gz

0d

KeyDB RDB [J]

cgrates 000
MySQL [0

/etc/cgrates
O000a



il

0d ad 0d
KeyDB RDB 000 0O  KeyDB RDB (00000000
MySQLSQLOOOO 0O  CGrateS SQL 00O00OC0OOO00OO0 StoreDB

00 tar.gz [0 0  00000000000oCO0oo0Ooa

IP (00000

000 util playbooks/ip plan generator.yml

0000000000000

[0 IP 0000 NIC 00 NICO

e (U000
« [O0000DiameterJGTPJPFCP[SIPSS7(]

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/ip plan generator.yml

jooo

0a {0 0
/tmp/ip plan <customer> <site>.md Markdown 0000000

/tmp/ip plan <customer> <site>.html HTML UO000000000



Juod

(00 util playbooks/get ports.yml

Oo00o0bdOobotooooG

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/get ports.yml

Hooo

0d 0o

/tmp/all ports.csv O0o0O0OPO000000000 €sv

./open ports.rst 00 Sphinx [0 reStructuredText []

NN

00 178 %
oo 00000
IP 000 ansible host IP [0
IPO0  IPv4 [ 1PV6
00 TCP [] UDP
0o 00000

0d aooo



Jooood

000 util playbooks/getLocalCapture.yml

000000 /etc/localcapture OO0000000CCO000OO

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/getLocalCapture.yml

000 ./localCapturePcaps/<hostname>/*.pcap

Juo

000 util playbooks/delete local user.yml

Oo00o0o0Oobotoo0Oa

ansible-playbook -i hosts/customer/host files/production.yml
util playbooks/delete local user.yml

000 O00000000ooooa

Hobooooo
0000

ansible-playbook -i <inventory file> util playbooks/<playbook>.yml



jooo

ad 0o
-1 <inventory>  [J00000
--limit <hosts> 00000000
-v [/ -wv [ -vvv 0ooooo
- -check Oo0000000COO00

--diff aooooo

il

# 00000000000
ansible-playbook -i hosts/acme/host files/production.yml
util playbooks/health check.yml

# 00000000 HSS
ansible-playbook -i hosts/acme/host files/production.yml
util playbooks/restore hss.yml --limit hssO1

# 00 IP 000000000
ansible-playbook -i hosts/acme/host files/production.yml
util playbooks/ip plan generator.yml -v






