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1. alluaaildl auell wlaslgoll

1.1 pUaudl cas =i

gisoll oawl: OMniCSCF IMS Core Network

S fginoll ggs IP Multimedia Subsystem (IMS) Core

wla) Kol wludz 9 oSl armulwV1 agudsgll VOIP/VOLTE 65xsi0 wleasdl ayaiig
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&dgoll (9 WYlasW awizi duiy I ywinidl 3904
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1.2.1 awladl slguamleg Jusuus

Jasunas bolasdl SIP:
el alley CSCF Mz gro> SIP ab Sl Jzuwd] alls (e laslxyg:
* .omua." ol_"))a.o:

o IMPU (laslws)l 833200 dolsll d;5¢/) - SIP URI (Jio:
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o luadl pwl, (us 892)l P-CSCF)

o _wl, Service-Route (_J| a5l S-CSCF)
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o Juzuil] slgisy o)l gillall

o vlgic IP auaoll slieg

o Jaill JoSgig (TCP/UDP/TLS)
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[e]
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losbwoll §935 ale bolis
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[e]
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logs 5,515l all> :pgo
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e IMPU (aolsl a9¢4ll)

e URI (poxima]l jle= aSsdl plgic) JLasl
o IP oliwo]l sliuallg
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e Juil aNo slgil

¢ wlogleo SPI sliuallg IPsec

aludw User-Agent
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e aola)l wlsell (IMPU). Jixwdl b S laxll alls
* w9d &o JLaVl lulg, Path. User-Agent. aoliwoll ¢yglied!

o aolil asell Lail,> pa, (IMPI) aslal aysell ]

Josegll §,lo:

o laas ssl,all o Ull Jewos wlgzls
o sl dgzly @bl o dg2lg
o il edell 9 wlsl dew

2. alowinidl awmd=dl Ll
slg> wLilu S-CSCF:

o Call-ID (s pell amd=ll b 120)
e From/To URIs wlMsllg

o ol5,l CSeq scanlls Juaiall

* o bl azsill wlegazne

e JLlaiVl polic

o (Wgdmo S50 ,Suo) Lloxll all>
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Josegll §,lo:

o il cdgll (o lenll Al wsdl e



o BLLYI b ,se ol dumdall b ,20 alawlss pdaiw]

3. Jilw, Jasus SIP:
e Mouall Llail:

o Jilw, gro> Jimaw oSey SIP (REGISTER. INVITE, MESSAGE. #])
e ol plslall go plaio Juzuws
o Juizmuw Syslog wlalall le w56 Juzws of

< Mouwadl Jud:

o owoby Jul=i SIP agell Elziw)
e zlxiwl SDP Lilwgll wlsglesl
o Ll Jl Juuduws g5 (CSeq)

e wlblwdly wlllall 1o,
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INFO: INVITE sip:+33687654321@ims.mncOO1.mccO001.3gppnetwork.org
SIP/2.0

From:
<Ssip:+33612345678@ims.mnc001.mccOOl.3gppnetwork.org>; tag=abcl23
To: <sip:+33687654321@ims.mncO01.mccO01.3gppnetwork.org>
Call-ID: f8ld4fae-7dec-11d0-a765-
00a0c9lebbfb@ims.mncOO1.mccOOL.3gppnetwork.org
P-Asserted-Identity:
<sip:+33612345678@ims.mncO001.mccOO1.3gppnetwork.org>
P-Access-Network-Info: 3GPP-E-UTRAN-FDD; utran-cell-id-
3gpp=208011234567890

Content-Type: application/sdp

v=0

0=- 1234567890 1234567890 IN IP4 192.168.1.100
S=-

c=IN IP4 10.20.30.40

t=0 0

m=audio 49170 RTP/AVP 0 8

a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

4. JLlw, Ji>uwi Diameter:
Jibw,, CX (o Jsolgidl HSS):

e UARJUAA: paximall yassas (sl iz IMPU, IMPI)

o LIR/LIA: gégall wloglzo (ol (sgiz IMPU, S-CSCF (noaxll)

e MAR/MAA: a55Lanll (Lle sgiz IMPIL a85banll o lgzio)

o SAR/SAA: el puss (il sgizmy IMPUL IMPL. pasiaall iy pzi calo XML)

wlls Diameter as Ll

IMSI (poximall iy 2 calo (o)

MSISDN (paimiall Capmi cilo ¢yo)

IMPUS (J yiiso JSJ 8330 bgn) alaw yoll

(Jlszidl A laxll (o lbaxdl) poximall oy i alo

Joaadl e JUs:



Diameter Cx SAA received from HSS:

User-Name: user@ims.mnc001l.mcc001.3gppnetwork.org
Public-Identity:
Sip:+33612345678@ims.mncOO1l.mccOO1.3gppnetwork.org
Server-Name: sip:scscf.ims.mnc001.mcc@O1l.3gppnetwork.org
Result-Code: 2001 (Success)

User-Data: <XML user profile with IMSI, MSISDN, iFC>

5. a,Uall wlaJISall wLly (E-CSCF):
alas > oau, IMEI J| MSISDN:

* &ty P-CSCF Jizuus 2 alay,> puwy UE go IME
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o isylbll kel JLast pasiwy

® dfgaxo 28 uf ol jio P-CSCF
oLl blaisl:

o b, oy bl an IMEL G| MSISDN acluw 24 85
o s, Wl bl JlasYl sslsi) lio
o asdloll wlgzly jus ad| Jgosll ooy

aiylall o laJISall oMot

o (@] 911 .112) i, lekall b, wsLaus]
o elsiwl IMEI Guss) sl JLasdl o P

¢ gdsall wloglso (o HELD ol P-Access-Network-Info)
* az5i PSAP (5,lslal) dolall &)1 dlass)

* a>gi E-CSCF J| AS &,lslall
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o (cadodl iS, Linall clalSall dl>) aloind] e lulzll &bl o

o syl pdawdl wl a8
2. &las VI Jaswws:

o Llw, Juzmuwi SIP oSl albld Juasi wlsime &o
o Jlw, Jizws Diameter wielad HSS
o o)l ilslall go dolnio wixsl Mo

3. rinball cadgll 9 85OV LIl

o ayxll Juzwuidl al> sl o
o alniiui)l loSall wlly g
o arzgill wloglrog Ul o lalKall LS|

laoYl Gle sasizall JSblls eMaiwdl le sasizall Skl cpo JS JolSill @b ass
Juogi) LIMF.
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PES =Vl
wblily
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(owsd,
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9

o ,S13J1)
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SIP/all>
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5,S13J1)

IMSI
(calo
£ XA lwio

HSS)
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(alo

pai

HSS)

Call-ID

(wsb)
SIP/al

Jlexl)

From/To

(Uwsd)
SIP)

Jas
IRI

<o lall A

9 y=0

9 y=0

9 y=0
EWAEN]

<l
Als ol
B

Ll Jlis

sip:

208011234567890

+33612345678

f81d4fae-7dec-11d0-a765-00a0c91e6bf6@...

Sip:+33612345678@... / sip:+33687654321@...
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PES =Vl

— - bl Jlo

CSCF
wlall
il -;u 2025-11-29T10:30:00Z
) -
(8,531
P-
Access-
Network- ) ,
Info &990ll 3GPP-E-UTRAN-FDD;utran-cell-id-3gpp=208011234567
(ool
SIP)
P lgic IP

] )lgic
(Lol e 10.20.30.40:5060
SIP) e
Olgic P-
CSCF it

10.4.12.165:5060
(aazoi &S|
SIP)
Olgic S-
CSCF T
10.4.11.45:5060
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SIP)

wblilu e, CSCF J] CC (X3):



wlilu oo CSCF Ja> CC wlibadl Jlo

alw, o> SIP el dlw,)l sgime  "Tell> asS > 0"
SDP . INVITE Lilwg)l aml> ologlze  aylgs blas RTP, ol jue il
Lilwg)l pols oloie  jlxisl Loxm RTP 10.50.60.70:49170

ol guuall/ gl sgizall auuill talamMo (RTP), e i LIMF polss go gumuidl]
Loslwg)l (OMNITAS) wlasas blady RTP. L9, CSCF Laas amlxll slxc] e logleo.

SOLY @@g05)ls i)l cdgll b adlall cysll (] saiiwe pSx a>g) plail osai:
adloll wl e

e Gl wlogleo gdlgall /o ydainidl S yiuoll) suaxdl cdgll 9 Jizxwidl als
o (cudsidl (o ldSall > 1S linell) alaiuidl wla Kol wlul> didl w0

o agell cuns asailly el (IMPU, IMPIL IMSI. MSISDN)

e 44 alb IPsec asuldl aisl 09

o Wil Jd=ill jouail wl )8

olVI:

® jul jaduo Js.pag HTTPS/TLS
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2.1 iy putiaidl olasll e aole o ko

345 OMNICSCF S yiinoll by Ll b lsY &bl alanll o 83200 il
oo wellbo ¢a LS a ekl ol )rsll gro> ecwsll o3 §ig5 ANSSI.

2.2 59 yu0us IPsec ESP (o UE _Jl P-CSCF)
2.2.1 JgSgig s 3uaii IPsec
&io9 IPsec pgcioll:

e ESP (waliall 9bYl Ja>) - JsSgigu IP 50

o (saill gos ) Jaill giog
e ©l,Lli] o SIP ow UE sP-CSCF

aogioll juauill wloj,lgs:

go plaill acxy IPsec slgdl (so:

AES-CBC (JLiSH aluabw - pasiioll juguisidl ,Lno):

o AES-128-CBC (cuy 128 gliso)
o AES-192-CBC (e 192 ¢liso)
o AES-256-CBC (< 256 glico) - ar crogo

AES-GCM (giog - praioll ju0uidl ,Lro Galois/Counter):

o AES-128-GCM (go <u 128 liso AEAD)
o AES-256-GCM (go < 256 gliso AEAD) - a; (o9

3DES-CBC (Triple DES - JLSJl aluulaw):

o (aowaid)l aalaiVl go $9lg5 joxgo) cu 168 Jlas rlico

afiiai NULL:

o (lnas a8>Law) a.u.wy



o 83330l JliioYl wlrgs,liw ol slas¥l mmai ol &Y lnis sy
aogcioll adslooll wloj,lg:
¢ HMAC-SHA1 (yulgll wle saizall Lilw,Jl a$5Lao jo, - SHA-1):

o 160 ul.?_).Zo
o dapill dahai¥l go 9l

HMAC-SHA256 (HMAC - SHA-256):

o oq256wL?).ko

0 a wogo

HMAC-SHA384 (HMAC - SHA-384):

o cw_384ol.?):'m

HMAC-SHA512 (HMAC - SHA-512):

o c;u_512c)l.?):'m

HMAC-MD5:

o 128 ul.?_).Zo
o lass aoyaall anlaVl go 33155 9ge

wilio i IPsec (CK - uaiud| zliso: 1K - aodal zliso) a85las (po IMS AKA:

pois UE adslas s,71 AKA go S-CSCF/HSS

pois HSS clisl CK (128 cu) olK (128 cu)

pois S-CSCF pubwis CK/IK J| P-CSCF aulsls agoly jue
pa3xiaus, P-CSCF CK/IK olol wlblsl slisy IPsec go UE
oy, CK yidiai) ESP

pasxiansy, 1K a85Lan) ESP

o U A W N+

oVl bli,l wlalsoe:

o L a> o slgil dlas o telasdl 6ae SIP (auli 599 ssle)



o (Jasidl 85le) 8olian 5390) alrao :Jasainsdl 6ole] Ho aslos
oy 64 o ey 32 tJadauid]l pls,1 (ESN - drumgoll Jawbuwil] ol 1)
o Gubill dlls ¢ 1ploW aoli asyuw (o rwilaall AKA, Lug Diffie-Hellman)

SW.FH | H
&iois P-CSCF 6,24, IPsec:

* d0gS go Jelaw IPsec slgi 9 Linux (LUs] XFRM)
o slgdl agzlg e wlbli,Vlg OleY! e luwluw ML pgdi
e &,bly Javaxsi SPI (ULJMI dol2o jui§o)

2.2.2 (9SS wl, 09 IPsec

asiuidl acgomo HLusl:

M85 OSay P-CSCF dipso i wle gozo Juasil:
(s Olol) Limsoll:

e ESP go AES-256-GCM yHMAC-SHA256
e ESP go AES-256-CBC gHMAC-SHA256

(39l93) posaall:

e ESP go AES-128-CBC sHMAC-SHAL
e ESP 3 goDES-CBC gHMAC-SHAL (0,25)

culaoll 6,0

* IKE (ciw)l e muilaall Jols) paziwg ¥

o pwilaall 44995 aiy IMS AKA (CK/IK 0 HSS)
o e Goxy Yl blsl slxe] XFRM slgill

o Lzl sleiil e bli,W Slali a0

gadl eli> 6,90:

1. Jzuwy UE = a85kao AKA - slis| ai CK/IK



2. iliy, P-CSCF CK/IK ¢, S-CSCF
3. Jasazy, P-CSCF g SPI (SPI Jsosll, SPI eslxll)

4. souaz, P-CSCF (esldl saio «Jios)l 3iio) daioll 7o

5. pgis P-CSCF oYl wlbls,l (usSiy IPsec plxxiwl 8lsil (o CK/IK

6. Jw n P-CSCF wlalzo IPsec J| UE 200 6 OK (,wl, Security-Server)
7. poiy UE lo¥l wlbls,)| oS IPsec wlolaoll juai

. oo &S,> graz 93 SIP Glail e aa>WI ESP

8
9. Wi> piy tJazadl k] ol Lyl slgiil xis SAS. 5,leall i mg

2.3 9.4 TLS (SIP gDiameter)
2.3.1 TLS J SIP (SIPS)

wlylue] TLS aocgeaoll:

e TLS 1.2 (RFC 5246) - psc o

e TLS 1.3 (RFC 8446) - (auSwall/slsdl oo o3 Jln OIS 13]) pssro
e TLS 1.0/1.1 - (Luol,isl JSuin Jlase) ,sgo

e SSL 2.0/3.0 - (as9 50 l,) pgEro u

Ja0i; TLS:
plaill paziuy OpenSSL ol LibreSSL:

o Luiin lgio il o5 wliniis
o dolaiio Olol Wl

aogcioll juauull wlcgomoe:
TLS 1.3 (Jso9oll):

« TLS_AES 256 _GCM_SHA384
« TLS_AES 128 GCM_SHA256
« TLS_CHACHA20 POLY1305 SHA256

TLS 1.2 (p9s0):



ECDHE-RSA-AES256-GCM-SHA384 (L) doli &y uw)
ECDHE-RSA-AES128-GCM-SHA256 (olol dobi &y )
ECDHE-ECDSA-AES256-GCM-SHA384 (oloW aoli &y uw)
DHE-RSA-AES256-GCM-SHA384 (oloW aoli &)
DHE-RSA-AES128-GCM-SHA256 (oloW doli &y )

asmiall ol lgdl Jalass pi

y RC4

y MD5

aii ¥ NULL

Ssims o o jylg> Y EXPORT
Y DES/3DES (,5xg0)

whblgudl pco:

whblguis X.509 (uwld Guwis)

esilao RSA: & (uogo ey 4096 ey 2048 (sl 2l
csilao ECDSA: wlizio P-256. P-384, P-521 40930
whblguadl alualw (yo Gomull

oo @il CRL (whlgual sla] aoils) (s, Lis])
OCSP (cuiisVl s solguiadl all> JgSeig ) (s, Lisl)

ploW aoli asun (PFS): rilao)l Jols ue ECDHE/DHE
2ol ol 6,Lis] (SNI): dogc o0

awal> 9lisiwl TLS: (Y] Huws) pss oo

dogCio tJaonll 65lgas ad5bos (TLS JoLiall)

SIP ,.c TLS (SIPS):

Jaill: TCP yaiws go TLS

5061 :3aioll (J (suwlial 3aiall SIPS)
o Jeolsill ey CSCF (s,luz1)
aSgigall Wil e wYlasM paxiw,



2.3.2 TLS J Diameter
wl,>9 Diameter:
plUadl ocoy:

« Diameter ju.c SCTP (adgigall 21 o Jiasoll)
* Diameter j.c TCP go TLS
e 3868 139ioll (J Lwwlall 3eiall Diameter)

el &Y

* ag>lg Cx: S-CSCF/I-CSCF (J| HSS (assbao]! 3 il wlily)
e ag>lg Rx: P-CSCF (J| PCRF (awluw QO0S)
* ag>lg RO: S-CSCF (J| OCS (aiSoi oi 13| - e il jue p=idl)

w29 TLS J Diameter:

e TLS 1.2/1.3

e zwlaall Jols ECDHE/DHE (PFS)
o i AES-GCM

* a$5Lao SHA256/SHA384

blguadl e sroinoll ad>baoll:

o ylai pgai Diameter wlhlgi jue adsLaosll TLS

* TLS (polly Juosdl wlslgi) Jolioll

o o il FQDN (JolSIL Ungall Gladl pul) elslgadll 8
o abuwlw o Gaxill CA a8gigall

2.4 ads5Loodl a0
2.4.1 .l aslleg IMS AKA
3 asoj,lo>GPP AKA (MILENAGE):

a9sban]] wlgzio sdgi) paxims (RAND., AUTN. XRES. CK. IK):



o f1: Jilw )l a8sbao assby (wlu> MAC-A gMAC-S)
£2: &lxiwYl asdsg (Glw> RES (o RAND oK)

3: el glise Hlasil (Clws CK)

f4: aoMudl cliso Blasil (wlus 1K)

£5: dogaxll lise iy (Clws AK dpogax IMSI)

cliaall sslo:

K: cu 128 ail> ks glido (a8 0o ISIM gHSS)

OPC: Jiuiro pukio lido (o (Gixie K gOP)
RAND: <o 128 _ilgius sax

SQN: (Jusidl 5ole] o wlo>) cu 48 Jabuws o,

J.ul.l.nn.i AKA:

pois HSS sliwsl RAND (L siiss (silgac)

poi; HSS lwxy MAC-A = f1(K. RAND. SQN. AMF)
poi; HSS Clusy AUTN = (SQN @ AK) || AMF || MAC-A
poi; HSS Gl XRES = f2(K. RAND)

pois HSS Clwx, CK = f3(K. RAND)

poi; HSS Clwxy IK = f4(K. RAND)

Juw » HSS {RAND. AUTN. XRES. CK. IK} _J| S-CSCF
=iy S-CSCF UE plaziwl, RAND sAUTN

poi; UE Clwsy RES = f2(K. RAND) plaziwl, ISIM
Juw » UE RES J| S-CSCF

11. u,la, S-CSCF RES go XRES (a85Laoll gixs)

© ® N O Uk WNE

=
©

o sixy talolueldl adslowdl UE (o HSS ,uc AUTN. séa=ig HSS o UE ,uc
RES

o zlsoll 62>1 RAND Lilgins, SQN Juuisill sols] gion
o cligadl Glasil: CK oIK J sl ol oo ddiiee K

2.4.2 j.c as5Laoll HTTP Digest



it a85banll IMS (lgolazimw! o5 13)):
aroj,lg=Jl: MD5 (RFC 2617)

o gwlgdl alls: MD5 (wy 128 wlbb %)
o Ll tly tasluawVI-sasull nonce
o Jaainidl 6ole] o aslo>: NnoNce ol pllall go

us a8slanll iz tala>Me HTTP Digest go MD5 plxxiwl Jind .dausmio IMS AKA JSuis

S99

2.5.1 asLll Gulgll Jlgo
plaziwl plaill Say (ue OpenSSL/slgdl juaxw):

e SHA-256: a; (w090 e 256 wlz 50

e SHA-384: o, 384 wls 50

e SHA-512: o, 512 wls 50

o SHA-1: oYl phziwV jomgo e 160 wls 50
e MD5: LoVl phxiwl joxge o 128 wls 50

elxxiawVI:

e cliw] HMAC J IPsec/TLS

e wlill aodw o axill
e clis] nonce

o LSl e cansdl (uanws Call-ID)
2.5.2 allw_Jl aoluw
allw, aoMaw SIP:

¢ IPsec ESP: HMAC-SHA256 &85lao) SIP ,i¢ seizall IPsec
o TLS: ,.c alw,Jl a850ao TLS MAC
o a2 SIP: adskaonll Gul, aodw



allw,, aoMaw Diameter:

e TLS: ;44 Diameter juc TLS alw JI a85bao
e HMAC: Jilw, cosais 0l Se, Diameter HMAC AVPS éoMuul]

2.6 aulguinnll o5,V audgs

Lstaiai aioVl asslguinnll pls V1 aulgi:
ols eladl xois,:

* 6lgs Linux /dev/urandom: Tuu.w ool agleius ol6)l ago
« OpenSSL RAND _bytes(): CSPRNG (ol aail I algsins)l o8, Y1 2Jgo
U piins)

elxxiwVI:

o Lowaxi SPI (aglguuc £ doyd)
slaw] Call-ID

e all wlolzo sliw]

cLis] nonce asrLaoll

and=l 9,00 < L]

2.7 cuilaall 6,05
2.7.1 wblgw 6,1 TLS
whblgudl st

¢ (0600) sui0 gyl go wlalall pllai (o8 (s
e 9 gai: /etc/system/tls/
o Sawis PEM milaally whlgsul)

wblgudl sbowl:



# pel> tliao audgi RSA 4096 ou
openssl genrsa -out system-key.pem 4096

# xdsi CSR (62 Lgid | gados wlb)
openssl req -new -key system-key.pem -out system.csr \

-subj
"/C=FR/ST=IDF/L=Paris/0=0mnitouch/CN=scscf.ims.mnc001l.mcc0O01.3gppnetv

# OLsYI/ uebill) LSl axdgo 60 Lgi
openssl x509 -req -days 365 -in system.csr \
-signkey system-key.pem -out system-cert.pem

# asois izlu Yl CSR LJ| CA $sigo

whblgudl jugait

o sl wblgidl Jreaxid dawdi doasdl dusin sole]
o gl izl Y

2.7.2 pailas ,0] IPsec
esilaodl ylawl:

o CK (il zliso) olK (aoMunl! zliso) o IMS AKA
o oo wu 128 quilio HSS
o ¢ Obol lgashwi i Diameter Cx (us TLS)

clieoll 6> 60s:

o Jimws oMo slgil alosi o SIP (sl 599 osle)
o Jimwidl o ais miliall osle]
o L] sla] sic Glab glisall jons

cliasll ot

o (ol izl bl lass 6,131 (58) casso
* &d0gS 9 caio IPsec slodl 9

* o5l gligo (oo Y



o L3> ais giliall o palxill ox SA

2.8 jouull Jd= acgloo
2.8.1 aso,lg=dl izl
srtiaill Judou aise gloal:

o 0LVl Jud o Leizzlio cani vd lize wlhoj)le> lnid tamanaire wloj,lo> V
¢ a99 puilao plasi: AES-256, RSA-4096, SHA-256

* doiro jafuail AES-GCM (AEAD - dlay o wlly go doize juasis)

e plol aoli ayyuu: ECDHE/DHE s TLS

o Vbl wlumai §ubi taslaiio wlisaxi OpenSSL/LibreSSL

allaso 6,97goll wloj,lgxll:

MD5 (ulel @ loslas)
RC4 (592l asojle> 9 cazio blai)
DES/3DES (glite Job o aliS az>)

SSL 2.0/3.0 (JsSgigl s9 wl )
TLS 1.0/1.1 (wlaza BEAST, POODLE)

2.8.2 auiladl wlgiall wlomd (o arasull

o a8skanll ollriwY culi iy o alia
o appanid] ollas)l (8 dsio ©lyu Y (us OpenSSL)

o,S13l alas:

* do9S Jje IPsec slgdl 9
o wldasll 5,515 Jje
* (aisSS pi I3]) amwlwxdl bl Jols Y

2.9 ,uleally JLiioVI

aspatiiaill s laall Jlisol:



e NIST SP 800-52: ~lLu,)| TLS
e NIST SP 800-131A: ,,oiull wlej,le> oYl

e RFC 7525: wluogs TLS

e ETSITS 133 203: 3 Jsos)l olIGPP (IMS AKA)
e ETSITS 133 210: aSuidl aal olol IP (IPsec)

e 3GPP TS 33.203: J Joogll obl IMS

e 3GPP TS 33.210: aSuidl $lai olol

anni 2l uaiaill ilgl:

o (awwbsll wloj gl proz) praill dubo jpaxin Y
o (GrosS> arals loil V) anwliall paidl Llws
o i giie dolgis ANSSI (oYl o d 13])



Slosll ollas Jus
wbgizell Jga>

o A w N H

aole 6 ,los

awlxally Jaugailly asbanll JsSeign o slaill (AAA) aw sl gro> x8 paiuall IMS.
pxiuy, OMNiCall CSCF el o Low aSuid] (9 amwlw¥l polia)l go JLolgill ,laall HSS
$PCRF 50CS.

S lasll gn Lo

bl (RFC 6733) aauls o RADIUS, wlbgy, i) pomao AAA aiaxll:

e & Ogige Ji TCP/SCTP (JLlio UDP s RADIUS)

5350l linkaill wlasg e paugill Lils
(Polo-duas Lais pu) salas I julos avia
dl,all alp0 go all> wls Yl

S s 83>90 slasl anllxe

9 ,laall CSCF

ligSo o 0sSe JS paximu CSCF sxamall jlasll wlinlar olgzls:



CSCF  ag>lsll

I-CSCF  Cx
S C
CSCF X
S-

Sh
CSCF
P-

Rx
CSCF
S-

RO
CSCF
S-

Rf
CSCF

9 yno

Gaalaill

16777216

16777216

16777217

16777236

anis 59 ,laall IMS

aSuidl (e aole 6 o

P-CSCF

Rx
haill

dawiluaafl pi"\.

PCRF
awiliaall pal>

el
HSS L5l S-CSCF. paiwall g350
Hes aloll L5 «paxiva]| a85Llao
S i I
xxiowod | wlily I |
HES e w ol Jswog]

(solazl)

PCRF auwluw Q0S Jolxl (8 pSxillg

9 @S) Yl e gl

OCS
(vl VI

CDF (awlxoll) Laioll ,ut ooidl

CSCF Caillsy
I-CSCF 5-CSCF
Cx Cx Sh Ro
il aall sl aall
" ...l__.....u.n.II.-T.-L-'... i
' ¥
HSS 0Ccs
wai il e ol

wljiall Azl g3l

Rf
il

CDF
Jeminll b el



Shall wlgslg

ag>lg Cx (CSCF & HSS)

agzly pazimsi CX b oo I-CSCF 9S-CSCF (masuid] calall 6,155 paximial| a83lasl.
3 as.olgoGPP: TS 29.228

<llac I-CSCF

pr3iamoall yougi walls (UAR) / pasianall yasgni al>] (UAA):

o oMaiwl g pll HSS (usi) S-CSCF ol aall of
o zlizy plazuw VI all> 1-CSCF (J] Juzumil] axzgi J] S-CSCF uwlioll

e9g0ll wloglao walls (LIR) / gdgall wlogleo asls] (LIA):

o oMl 1o adl HSS e S-CSCF paximoall LI
o oMiwl i Lyl INVITE of MESSAGE agiioll pxiimiall
o clin 1plasiwVl alls> 1-CSCF LJ] amlnll arzgi ] S-CSCF paximoall olxll

wldoc S-CSCF

632xi0ll lailwgll adsbos wallo (MAR) / 6332i0ll lailmwgll adsbos aul>] (MAA):

o o adslas)l wlgzis 1o il yeadl HSS
e juasull: REGISTER (ol Jus) (oYl
o zlix, iplasiwm VI all> S-CSCF d8slas) paiuall saxi J] IMS AKA

2oLl uami wallo (SAR) / polsdl s asl>] (SAA):

o &3] igoradl HSS pasimall alo Jpji «Jazunil] all
o axoll asslanll agadl (x2; MAR/MAA)
o o5 :plasiwVl all> S-CSCF Jjits IFC paxiumsal) aoxxll cilog

S9ixy AVP User-Data w9 SAA élls 9 Loy posiswel) JolSJI (uazid| calodl e

o aolall wlogll



o aJo¥l aamill 4yuleo (IFC) doazll jpaxil
o g Juinddl lilwgll wlalo w9 20
® .pu.u] |CJL03]&°

Jrzuuidl slgi] callo (RTR) / Jazanidl slgil asl>] (RTA):
o olx 3l Lzl sl&)] :gopsdl HSS (o gé> HSS)
o IVl usi s bY iz sla)] agal
o azs plaziawYl all> HSS S-CSCF pazimoall Jyzws slaly
ag>lg Rx (P-CSCF & PCRF)
agzls 1957 RX o dwludl (8 oS2)IQ0S wlwlzl IMS.
3 a9.0l9.GPP: TS 29.214

«llo AA (AAR) / asl=] AA (AAA):

o s el 1ol Q0S laslwgll dll
o /o, Jsls aamidl SDP (s SIP INVITE
o wlly, i plasiawV all> P-CSCF o PCRF Jolxll 5, lgo Jaygis

vausaill s5le] calls (RAR) / yasgaill 55le] asl>] (RAA):

o ol )l awlud] cyazi 1gopall PCRF (0 g95 PCRF)

o Joll Jowi vawlondl juss i jaasall
* a>g plasiawVl all> PCRF P-CSCF awlbuw ¢yaxid QoS

amd=dl slgil wallo (STR) / asud=dl slgil aslz] (STA):

o aul> i tgedl RX Jo&l 5)lg0g
o oSl slgi] jaamidl (pMiwl o5 BYE)
e &y iplasiaw VI alls P-CSCF PCRF »,lge ,u =i Q0S

ag>lg RO (S-CSCF  OCS)

agzly 4995 RO (@@LaiYl (9 oSx) cui i)l e Hoidl.



3 a9.0lgoGPP: TS 32.299
OleisVl (59 @Sl calls (CCR) / HloisVI (w8 oS>l asl>] (CCA):

o paxlly il csgll (o oleYl Jasgas g pall
o aollSall slg] vanllSall slsl LanSall slac] jummll
o oirin)l gl (o Ol Glogxd s 99aall Huidl :plazimVl all>

elgiVl:

¢ CCR-Initial: aoJSoll 3 2ie plaisYl wlb
¢ CCR-Update: aiolSoll slil aaxdl cuazs
¢ CCR-Terminate: aoJlSuJl slgil s Sleidl plaziwdl s ENYI

gll ag=lg yae 0,9V 6,05]
L35, OmniCall CSCF Llaall o151 6,159 cugll le anils oS a>sl.

oSl azg) (8 platidl cugull aode | Jaul :Jguegll (http://<cscf-

server>:4000/diameter)

seladdl alls o e



aosde wloglao

o il §las 19Ul
il LoV @V oo jasgell

o asSall 08l sas 1gl,8Vl sac

e Jloe sae :Jlasdl CDP

o dalzall OMolrall 1) gslall Jglo

¢ (wlsill) JLaiVl dlgo :JLasVl algo

o (wilsill) dloleall dlge :alolrall alge

o dawlaw dols 1a9g mall jue g8V Jguo

o9Vl aails

il 830 go Ll o8] gran) Jgaz:



s9asll o gll

FQDN selaill JolSIL Ungall $lUail puwl
all=Jl Jlai¥l all> (1_Open. @] .ailso)
allJl Jaso of Jrio

plazianl 55T alolro ,5T 3io cadsll

< Liulaill dogSroll ,laall e liukas >ac

palaidl wldec
alaidl aSai:

1. Joardl o Jlasoll julaidl 53>
2. ouSei j ole il
3. Jlasl sliss] ulail] Jglrum
salaidl Ldoes:

1. Joaxll 8 Jriall julaidl 23>

2. Jelai J ole ai

3. s>Vl S

4. b ISt bl Sl el ison

wleulill o,

1. awsill il o e il
2. wlezlol slowl go jlaill dogeaanll wlaplaill dails o e



aogexall ladll wlinks gro> gwsell yulail jo,c elas

16777216:10415 - 3GPP Cx/Dx (go Juolsill HSS J I-CSCF/S-CSCF)
16777236:10415 - 3GPP Rx (awluw QoS J P-CSCF)

16777238:0 - 3GPP Ro (cui i)l ue omuidl)

ol 4209 5,5V dogsrall wlanlaidl @l 20

3 wlezly slowl Llaall wliular U8 me doyp Gilal oSl a>) pgasGPP:

e Cx/Dx (16777216:10415)

e Sh/Dh (16777217:10415)

e Rx (16777236:10415)

e Ro(16777238:10415/0/5535/13019)

e Gx (16777224:10415)

e S6a/S6d (16777251:10415)

o i3I He waslly (lasl diameter live.ex alolSJl aaslall)



Salaill &Y

all=di 0 oll
|_ Open Joleg zoias JLaiVl
ol osliw| o Jlail 329, ¥

JUail-Conn-Ack  alxwdl lail 9 JIQVY] £ o5

,Uaiil-1-CEA Jlw,] @5 CER. ,laul 8 CEA

ol i Jaaidl alaidl 6,15y

Hooll il jgo,

lesilos assliall wlidl oo :



o]l

2XXX

2001

3xXxX

3002

3003

3007

4xxxX

4001

4010

5xxx

5001

5002

(@ EF

DIAMETER_SUCCESS

JsS9igull slasl

DIAMETER_UNABLE_TO_DELIVER

DIAMETER_REALM_NOT_SERVED

DIAMETER_APPLICATION_UNSUPPORTED

DIAMETER_AUTHENTICATION_REJECTED

DIAMETER_USER_UNKNOWN

aoil> slUa>l

DIAMETER_AVP_UNSUPPORTED
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e Joleiy ePDG 54 clgi] go IPseC

e J 8oy P-CSCF pozxiums +100,000 oc> VOWIFi (aSuidl/mllzall Jud o 29230
uudg IPsec)

el Cegll

VoWiFi UE - (IPsec) - OmniePDG - (SIP) - P-CSCF - I-CSCF - S-CSCF
VoLTE UE - (IPsec) - P-CSCF - I-CSCF - S-CSCF

isi) il taso gl VOWIF )l (550K (ponioe): tuas pitis @b P-CSCF oo
cal> OMNiePDG 8359 Jioxi 09 IPSEC axzlis] uasdl §pamil.

ol ai; OMNiCall CSCF <1l oo go Jolaidl piy gyl (b plaziwd Bouio luxsd
dawid alawle; OMNiCall il s,

&z e o VMs OmniCall CSCF go:

* 8lgi oo 1 Jamainidl plUas Linux adle aSuw auzli] guaxil
o audRll Aoy &=l Jgoxm) aduzell &S il 6,511 javazi 165131
* dogS lauo raSuudl TCP/IP as =) SIP gDiameter

il oLl lowall

pex Juail vilyad soazmall il wlllaio le £l aaxo laval OMNiCall. Joskis
axslidl Lagall o logs,lipw:



Sloxdl asnwg Josll wllat s g o wlellSs x>

Jozowil) & =il Jglaz Gumzi 16 paaS aS jinine b2£l9
IFC subail ool JolSd ) li)l wldoe lois (62820

JSHly Jisall gt n9ln> aigs

wlgruilly avslyoll

anauni 1 VI ©luivgo (KPIS)

ounslis P-CSCF

Lol rosll s s
3=l az >
>xc SA IPsec aboiail] oY bl > 25,000 > 40,000
a5 52 olasianl
sp’l"“ e SUni ds SPI poianoll > 70% > 90%
> 500/
Lz Jano oLl REGISTER/aul >100/asli
&2 algas axid JS) Jloi¥l wlez bowsia 5
JLas VI & ji
6,5 13J1 plazuuwl as il 6,511 W giwl > 70% > 90%

wloMriaul Prometheus:

# 5ac SA IPsec (& j=idl Jgaz audl o (o)
ipsec sa count{cscf="pcscf0Ol"}

# L]l Joso

rate(sip register requests total{cscf="pcscf01l"}[5m])
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ouds o lawgio IFC

wloMriaul Prometheus:

# osdlzmed | Yoo aximo] |
impu registered count{cscf="scscfOl"}

# abiid] ol gl

dialog active count{cscf="scscfO@l"}

ounslés I-CSCF
owlasiall

TPS Jmwuill

o Mriawl a5l o
HSS

Juins Jomo HSS

wMoleo REGISTER/asli

al=xiwl (o ; Diameter
Cx

o Meiw! dwws HSS
aloolaJl
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alg blaig Prometheus (http://<host>:9090/metrics). wsl,:

e >x¢ SA IPsec (P-CSCF)

e Mzl sae (P-CSCF. S-CSCF)
o abaddl wl)lgxll 5ae (S-CSCF)

o 5,513l plaxiwl

* dlroll ploziwl

ezl ioliodl Gunlioll graz dlolS doild Lle Jouanll.
auiidl 2clg9 (Prometheus/Alertmanager)

groups:
- name: cscf capacity
rules:
- alert: PCSCFIPsecSAHigh

expr: ipsec _sa count > 40000

for: 5m

annotations:

summary: "P-CSCF {{ $labels.instance }} gai 0o 22 ayoJ

oo SA IPsec"

- alert: SCSCFRegistrationHigh
expr: impu_ registered count > 450000
for: 10m
annotations:
summary: "S-CSCF {{ $labels.instance }} asw o o sy

i J "

- alert: SCSCFDialogHigh
expr: dialog active count > 70000
for: 5m
annotations:
summary: "S-CSCF {{ $labels.instance }} gai o 22 ayoJ
dbis |l ol jlgxdl Ho"
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3. ouslis alo> (> glguglall slas] S-CSCF Lo, sl Loall oo als ]
4. o Mo 836 e Jaxll &si tJazdl o lgs S-CSCF
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Mw SIP P-CSCF/J| szl I-CSCF P-CSCF. IMS szl
Mw SIP I-CSCF J| S-CSCF S-CSCF

Cx U przimoll obly oloMsiwl  HSS

1. wlg=wl HSS (ag=>1lg Cx)

pazia I-CSCF agzly Cx Cloziw ,lad o HSS (v ouisles):
patisall yosgei wallo (UAR)

sl 0zl Jamans sl paziwn S-CSCF p22imo) 9@ prx o w.
ol

¢ il panissall goud OIS 5] Lo 32l
* ol e Jgaxll S-CSCF J=all aiusi o5 13]
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UAR (User-Authorization-Request)

Session-Id
Vendor-Specific-Application-Id

Vendor-Id: 10415 (3GPP)

Auth-Application-Id: 16777216 (Cx)
Auth-Session-State: NO STATE MAINTAINED
Origin-Host: icscf.ims.mncOO1l.mcc001.3gppnetwork.org
Origin-Realm: ims.mnc001l.mcc001.3gppnetwork.org
Destination-Realm: ims.mnc001.mcc001.3gppnetwork.org
User-Name: sip:user@ims.mnc001.mcc001.3gppnetwork.org
Public-Identity: sip:user@ims.mnc001l.mcc@@1.3gppnetwork.org
Visited-Network-Identifier: ims.mnc@01.mcc001.3gppnetwork.org
UAR-Flags: 0O

alouawl HSS (UAA):

UAA (User-Authorization-Answer)
Result-Code: 2001 (DIAMETER SUCCESS)
Experimental-Result-Code: 2001 (FIRST REGISTRATION)
Server-Name: sip:scscf.ims.mnc001.mcc@O1.3gppnetwork.org
Server-Capabilities:
Mandatory-Capability: 1
Optional-Capability: 2
Server-Name: sip:scscf-
backup.ims.mnc001.mcc@O1.3gppnetwork.org

Ll e

* 2001: (poximall jasgei o) tl
* 5003: 99,20 pué pariuoll

e 5004 glais Y ologl

¢ 5042: 329, Y S-CSCF ¢lio

e990ll wloglas walls (LIR)

sl wle gizll s 5l wlllby 695 J pazimy S-CSCF B> paximal| paz.

el



o e sir)l S-CSCF Yoo Goasime pazy sl
o o JSuin aslell wlo)SKall azei

)JA§ J.ai:

LIR (Location-Info-Request)

Session-Id
Vendor-Specific-Application-Id

Vendor-Id: 10415 (3GPP)

Auth-Application-Id: 16777216 (Cx)
Auth-Session-State: NO STATE MAINTAINED
Origin-Host: icscf.ims.mncOO1l.mcc001.3gppnetwork.org
Origin-Realm: ims.mnc001l.mcc001.3gppnetwork.org
Destination-Realm: ims.mnc001l.mcc001.3gppnetwork.org
Public-Identity: sip:user@ims.mnc@01.mcc001.3gppnetwork.org
Originating-Request: 0 # O=terminating, 1l=originating

asl>uawl HSS (LIA):

LIA (Location-Info-Answer)
Result-Code: 2001 (DIAMETER SUCCESS)
Server-Name: sip:scscf.ims.mnc001.mcc@O1.3gppnetwork.org

Ll sy

e 2001: ¢t (el o5 i Jzowo paxims]l S-CSCF)
* 5401: Jzuwo uf poxiowoll
e 5003: (g 20 ut paiall

2. ,Li>l S-CSCF

&> Y Loxic HSS S-CSCF wle i ((Jo¥ Jummiidl Jio) 3o I-CSCF oole Ly a>ly ,Las|
ol as,loo.

wlyaall asslos arej,le>

1. 5o whaall gls il HSS UAA
2. ¢ aslzall wliludl 625l eMaiawl S-CSCFs a>lioll



3. (lgssor $ollaw Of ) analIYI wlya8ll adylloe
4. (rg> Jiasl) a,LisVl wlyxall as,loe

5. ssazio wlilai Jls «slS 5] Joxdl o jlgi Garlai
6. )Lzl S-CSCF aosMo isY|

wbllu 62cls JSu» S-CSCF
Lasloxs 1-CSCF oudasi o odonz ol sgiz wlily sasls e
J9a> S-CSCF: pls> Js> wloglro ¢ S-CSCF asliall:

* ID: JSJ x 9 L9 20 S-CSCF
o vy pwl eVl (Jis "S-CSCF LunwlwdI")

e URI S-CSCF: URI SIP J S-CSCF (Jio
sip:scscf.ims.mnc001.mcc001.3gppnetwork.org:5060;transport=tcp)

wl a9 Jga> S-CSCF: Lo, S-CSCFs angeanll lgil jas:

e ID: wlnall oy J 3,9 9,20
* 9,20 S-CSCF: _J| ,uiny S-CSCF JoVl Joozml s
o lsn lgacsy il axyuall )2a)l L 420 1628l S-CSCF

e 2390l il sgizmi 295 1 HueSill e Jlio:

e S-CSCF #1: "S-CSCF go " uwlwIl URI
sip:scscf.ims.mnc001.mcc001.3gppnetwork.org:5060
o (awolJ] 5,28) 0 6, 08)l pcy
o (ayluzl 6,28) 1 6 xall ey

dosld Lo o diSay S-CSCF gl agzlg 1 e adlxdl - I-CSCF = aoild cugii aoMe S-CSCF



40ild ,glas S-CSCF polg> S-CSCF pusilly Jaxll oled) Leilyndg a>liall.

SLisVl glaio

,Lisl ados S-CSCF: pgis I-CSCF Lis| suaiz; S-CSCF plazimwl wlasll wle £,
S slaioll:

1. aliwl o a,lisYlg awl Y1 wlyxall wlllio gz i telyaedl gl HSS
UAA (poxiamall jaugai alz]) wlusio 9 lgiixig AVP

2. wle siall ol ollbia, obll 5266 pleiws (e bibudl 62616 oMaiwl
polg> S-CSCF aygllaall wlill go ollois (il

3. wilidl axdlzo:

o e ginll pi 15] S-CSCF )= pis «gullaio URI 9 $avp(scscf_uri)
S aiuzig URI ag>gll ($du) wllla)l ayzgil

o Jla S o) 151 S-CSCF 503 gJ,o:BJI wdlall (e 5 Jl pi izl olaio
i>lio jub anaxll

3. Li>glgsglall slas]

o 1-CSCF iuglic S-CSCF JM5 oo duz sl wolSuid] cpo andslal:



1.aHJ!Record-Route:uuL‘nguv Record-Route

2. wos) Jiy bl axsgi Via o aiss al S-CSCF

3. Jlasl Jowiws (s, liz]) :JLasVIl &S eole] S-CSCF _ I-CSCF
4. ads 1l el wlogleo S5 1)lauedl all;l

Jlo:

Sz LZ_.” SHM
Via: SIP/2.0/UDP icscf.example.com:5060

INES Ny NI

Via: SIP/2.0/UDP scscf.example.com:5060
Via: SIP/2.0/UDP icscf.example.com:5060



P-CSCF I-CSCF HSS I-CSCF DB S-CSCF

REGISTER
o2l a5¢)l L@@ ‘
UAR (pasiwall gaysiai callb)
[ [ass) paxiusall S-CSCF|Jsall]
UAA (el ouwl: scscfl)
olaziwl S-CSCF oazall
[sl Js¥I Juzauidl S-CSCF Jlnss]
UAA (ol,aall)
0 pMsiwl S-CSCFs wlxall aalasll
aails scscf_uri
REGISTER (| S-CSCF »a=all)
401 ¢ uao it
401 a0 b
- blai>YI S-CSCF URI 8,513l s
REGISTER (slaic¥l wlly go)
REGISTER (uuis J| S-CSCF)
SAR (Jazill)
SAA (mazuill aloll)
200 slse
200 3lso

’ Llaw| S-CSCF URI 6,513l 0 ‘

P-CSCF I-CSCF HSS I-CSCF DB S-CSCF

(anilgadl) sg<all axllao




P-CSCF HCSCF H55 HCSCF DB

REGISTER

dalell dipgll ] o

sl ayyis alle) LAR

alt [ sl S-CSCF ayal pasiuall]

(sescfl fpsladl awl) UAA

omall S-CSCF plicial
[ Jhons S-CSCF gl Ja¥l Lusll]

[ paall) UAA

wljaill diylinal 5-CSCFs o el

scscf ur isils

-

S-CSCF sl Lz

{22221 5-C5CF 0) REGISTER

5-CSCF

Fms i 401

Fms i 401

&850l s S-CSCF URL L Relaca 1

{+laze ¥l wlily ) REGISTER

{5-C5CF i |} REGISTER

[ Lemsacll) SAR

[ sl calall} SAA

silsa 200
L
ilyn 200
8,51 s 5-CSCF URI Lol
P.CSCF I-CSCF HES I-CSCF DB

5. NDS (aSwidl GlUas olol)

Ll 1-CSCF pulisinall o 0loY adgigall wlslaidl ;o aails Lle.

o ID: Bgise Gl JS 34,5 9,00
o 3lodl ol 19 gigall GUaidl (Jio

"ims.mnc001.mcc001.3gppnetwork.org")

5-CSCF

adgigall wLlaill slowl ansls e OV 1adgigall wlsladl wlilu sacls
oulsiiall o Jolgil:



Olos oz sgadl il Joasi 1Sl cle Jlio IMS Jslill a5y wblai slg () jioll:

¢ ims.mnc001.mcc001.3gppnetwork.org (ad jiol aSuidl)
e ims.mnc002.mcc001.3gppnetwork.org (Jlg=il &b i)

el

o &Syl oSl go 83,ls)l wlllall o il

o sl olle Gle Ely OloYl wlwluw ks

© Olai USJ Jamall 222 s

¢ ol Sl Jgooll lgiSor il az, Wl il (08 @Sl IMS

o)l agzly s abgigall wBladl o, iSey = I-CSCF = adgigall wlilaill cugw dods

6. Jo=dl y,lgig Jrnall
Juiws S-CSCF
| Liwadl i o - jutaidl log uis S-CSCF alawwly, JWI:

« 408 bl algs

o 5 poldl Uas ol lruwlxx

o 6 ol Linall o LlriwhX (] s 35 0o JS (09 Jsive 600 slisiwly
el Juiwd o You paziwall ad)

pois t Juinall glaie I-CSCF Lisall jluio plaziwl (Slaldl Lisall syain:

1. go Gullaiy Al jo, OIS 13] Las §ami &l pMiwl ais talldl o Gl
Juwall jylzo (5 .408xx. 6 4ixx)

2. L1 S-CSCF iz .« Juinall juazi pi 13 1 JLdl S-CSCF anilall oo o)l JWI
3. Juusdl ol alglaall ssle]:

o Jln 9IS 15] S-CSCF o] wllall ayzsi piy «glio 451
0 gro> d i @i 13] S-CSCFS aslio jub doaxdl 503 5 5 Jl oy wendiudg
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o ioslay blaiYl ey S-CSCFs wlolaall 8,515 (8 amuis ol

* 3o wYglro e danilall 9 gogall (e blaxll oy

o asly axol alriwl pMiwl sis dosla)l muwo pir (2 zluxX 4 Jios Uas gixx)

o Ly > QO(85kanll sax) Tsan ,ut 401 pMiwl ais aoslall Lo blaxll ai
i ke S-CSCF W Brandl wdlall go Jolsill

Jodl ujlss
Jodl ujlei et
828 o2 baic S-CSCFs wl)xall juai:

e S-CSCF 1: sip:scscfl.example.com:5060 - 0 & ,xsll
e S-CSCF 2: sip:scscf2.example.com:5060 - 0 & ,xall
e S-CSCF 3: sip:scscf3.example.com:5060 - 0 & ,xall

ez 1-CSCF gro> e sqluidl Joxdl gjsi) silguinsndl ,LusVI _9i 1923l S-CSCFs

cusll agzly ue Joxll g s o s = 1-CSCF = anils S-CSCF (aigSall psloxll groz ,glas)

J| Jaiil: https://<control-panel>/icscf

axivo s9ix 1-CSCF apunsy cuss wlole asl Gle:

1. polg> S-CSCF - S-CSCFs wl,nally aisSall
2. wlslai NDS aSuidl $lai olol - adgigall

3. wlwd> - wludadl I-CSCF ) Lis| go alasiuill S-CSCF
4. &S el 85131 Jglaz - asjmaidl Jglas



e3lg> Lo, S-CSCF
sl a5, 1geadl S-CSCFs paziumall Gusil &> lio
ol saacl:

e ID: wlldl 82cld 9 420

° o9 fo.uul P.uuvl
e S-CSCF URI: URI SIP J S-CSCF

o Jolga ddgass ol nsall ols 2o telaall

) C°C VN | RPN T | FOS.
ID owYl S-CSCF URI
1 S-CSCF o LY
sip:scscf.ims.mnc001.mccOO1l.3gppnetwork.org:5060 0, 1

2 S-CSCF sg5 LiJ |
sip:scscf2.ims.mnc001.mccOO1.3gppnetwork.org:5060 0, 1

wldosll:

e aails o,e S-CSCFs

o &Sl wlnall o gaxill
* o gaxil URIs S-CSCF

Jiasi/asloy talasMe S-CSCFs, Y| calbais . plaidl s 30 go sawis S-CSCF saazll:

o owl (Jio aroog dode "S-CSCF sa50=J1")
¢ URI S-CSCF (Jio sip:scscf3.example.com:5060;transport=tcp)
* (19 0 wlnall Jio) alow yoll wl nsall wld 20

wldloi jo e NDS adgigall
Jobill a8gig0 aSuil wlilai sl &bl o 1o padl

ol saacl:



e ID: wlldl 82cls 9 420
* Ygigoll YUaJl: FQDN asdgigall aSuill

olo el e Jlio:

ID  Gosgad| §Uaill

1 ims.mncOO1l.mccOO01.3gppnetwork.org
2 ims.mnc002.mcc001.3gppnetwork.org
3 carrier.example.com

wldoxll:

o asgigall wlilladl o e
o Dol obBYe o samill

Js uLLIa.u_ L 820> d9gig0 bl asl.;oy ,oU'a.iJ| S_MI0 g0 (§aumlii (a9 gigo wlalou asl.-o!
JoSsIL Jasoll ylaidl pwl Jss| (FQDN) adgigall aSuid) (Jio partner.example.com).

oo wininll eadsll (8 oLl 3bl a3, tgaall 1-CSCF Lisls S-CSCF

e Call-ID: SIP Call-ID

o lplgmiwl oy il dolall aggll @ paiamoll asgn
¢ S-CSCF sl :,Lizall S-CSCF o, Lis| o5

o el il olyall teyaidl asslao

¢ amuis UAR/LIR: Lo dxii jo,

o audxll slis] o5 o lmio il galall

el Y

1. ,lisl ol go Gaxill S-CSCF Jos,
2. axzoill o Wio 6 LinSiuml

3. e Joxl g jsi asél 0 S-CSCFs
4. ol )l aalas JJOO



Jlo:

Call-ID: 3c26700857a87f84@10.4.12.165

pximo] |1 s1p:12015551234@ims.mncO01.mccOO1.3gppnetwork.org
S-CSCF , Lixodl: sip:scscf.ims.mnc001.mcc0O1.3gppnetwork.org:5060
iy LYl L0, 1]=am Y] el jos]l=[]

aiadas=]l: UAR (Juzwsdl)

2001 :axyiiJl (FIRST REGISTRATION)

14:35:22 29-11-2025 : o jJ| & U

aijadl Jgaz 6,05]
Jio P-CSCF. paxims 0l oSas I-CSCF paaxall slaioll ol cdgall oojzill a5zl Jglaz.
assLidl ploaziwVl YU

e wli o= UAR/LIR (TTL ,uasd)
e Vlgic JSJ Josodl 2o IP auasll



wlad Sl wlasans

eo Jumuuidl §92; 1-CSCF

UE P-CSCF I-CSCF HSS S-CSCF

REGISTER sip:user@domain
REGISTER + Path

aalsll assqll 2l il

UAR (p23ximall jasis callo)
| [Jsl Jazans / 3037 paiase]

UAA ([0,1]=as0l Y1 ol 2all)

oYl DB ¢ S-CSCF
0,1 ol,all go

Lis| S-CSCF aaslall o

[asa) pasisaall S-CSCF opanall]

UAA (el aunl: scscf.domain.com)

plasiwl S-CSCF cpusall

REGISTER (o] S-CSCF saall)
(3 Sonit ¥) slaie¥l by o il

MAR (laslwgll 632210 a85Laall cillo)

MAA (a5>laall wlgrio)

401 ¢ a0 st + NONCE

. bla>Yl S-CSCF URI
e Malzall 5,515

401 ¢ o it
401 ¢ o it

il ol

REGISTER + slaic ¥l wlly
REGISTER + slaic¥l by

o¢ el S-CSCF (o
ayludl alolzall

REGISTER (uai S-CSCF)
slaze¥l wlily oo il

SAR (ol puss walls)

SAA (paxiuall cale + IFC)

200 3lgo + Service-Route

Loliw| S-CSCF URI
(JoiSo Juzunill)

200 s9l50

200 $5l50
UE P-CSCF 1-CSCF HSS S-CSCF




e anlgidl asdlSoll 955 1-CSCF

Originating
Network

INVITE sip:user@domain.com

180 oy

200 35150

ACK

Originating
Network

I-CSCF ‘ HSS ‘ ‘ S-CSCF ‘ ‘ P-CSCF

I-CSCF ‘ HSS ‘ ‘ S-CSCF ‘ ‘ P-CSCF ‘ ‘ UE
¢l Request-URI
LIR (g8g90)l wloglro willo)
| [duno paxisuall]
LIA (p5l owl: scscf.domain.com)
[Jto st paxinall]
LIA (5401 - Jzuso jué paziuall)
ous 1 sl S-CSCF (ol sl
(@] oigall all) abaio ,u oloxx)
INVITE (J] S-CSCF paxall)
aiyllas iFC
pximal|
INVITE (Juc Path)
INVITE
180 yuiy
180 yuiy
180 yuiy
Lzglsishall slas|:
o¢ iS5 ¥ S-CSCF
200 s9lso
200 sslso
200 sslso
ACK
ACK
ACK
UE




Juias 595 S-CSCF

, , OmniRAN  OmniCharge
[2 Omnitouch Website w au,=ll ¥o Downloads

-
"
REGISTER + Paith

-

alall igpyll plsid

Lot ll | o L} LW

L

Lyl e F 303z pachiia]

[ Ca T Ot | et | R T

S-CSCF 0 OB sl
OLL il g

aatlall |y S-CSCF jlusl
[ paall SCSCF asnl i)

[scscldomairucom {aalsll aul] LAK

(potall 5-CSCF alasied

[aanall S2C5CF ) REGISTER

PP S | e

b

[ haf gl mrrmia ddulasall Bl HAR

Gkl clpnin] MAK

NONCE & | aaa of 401
s S-CSCF LRI o Lelico 51
cilebnal 3 55
[t b 401
e ok 4001
FRERE ] U B
—_—
—_—

slaii ¥l oLl # REGESTER

Auid ¥ =Ll + REGISTER

e SOSCF o il
P AT

[5-C5CF i) REGISTER

[

it ¥ by o il

—

[pladl psss ~ e} SAR

IFC # paseall cala) SAK

Senvice-Roule + gl 200

S-C5CF URI Lela)]
e e

ilga 200

ol 200

UE

H5S S-CSCF



lg>olg sUasVI 6 LiaSiawl

= JLasVl wMSiuo HSS
Hos yulas GMe] pi
ozl Sas Y 1 golre VI HSS, Vil graz> Juisss
vossuisill wlglas:
L. ol dgzly (b s ubas Al> o g

o b axbo ] Jaul
o sadc izl I-CSCF

o b all> o iz HSS
2. 5 oSuidl JLasVl o iz HSS ol o) 15] aSusid] §s,9 go Gammis)
3. pSaill azg) e plaill piSei Jolo

0 s axio ] Jiwl

o ulai e el HSS
o . g L JJ k-’\l-; )_a.illl
4. Jilw,) oSl a>g) 8 Mol dxio e plladl wlauw gzl, CER/CEA (Jsls
whaall) Llas cllasl,
5. 5o¥l p3) 3] 4o (sS5 o Samill plaill s 0 go Sawis
algo UAR/LIR
Lo alge Mzl selai v o) Sall/e Nzl wgo (ol e VI
aloizoll gl.,.wyl:

e HSS Jiio

* tumo b azgill Jxeo
e HSS lsg) cur @@ Y I-CSCF



Jsl=dl:
1. ,las algay aalsiall slasW pladl ol ezl
2. pbos O o 8= HSS (ad aman) pSxill a>g) us Juaio
3. J plaill s 00 go Suauis:

o Lol pi) 15] ,las eolro algo 8oL
o agzsll Jro 0255 o 38
o Mo oo x| HSS a>lio culs I3]

4. oSl a>g) b Mol amio s Hlad S, 5935 adl o

5. W] azgr oWuino ol aSuidl 8 sl 3979 pas o il aSuid] 6u,9 go Gais
HSS

Hlusl oMSue S-CSCF
329: ¥ S-CSCF ,Lise
3290 V" oMol gl ialio it doasdl 503 :gal e VI S-CSCF ¢lio"
varsuisidl wlglas:
1. 4ails o $ixs S-CSCF oSl a>g) jue:

o | Jaul I-CSCF = pslg> «uow dode S-CSCF
o ol go $axi S-CSCFs auwliall wl)rally aisSo

2. il plladl ol g2l

ol HSS UAA (pasiuall jassis al>])
3. axz 5 o om ol aillae oo Gaxi HSS wlly 826l o 9550 ob log I-CSCF
4. J plladl s o0 go (G

o wllwl sxsls Jlasl o samill
o wYss] aslis] S-CSCF oIl o3 13| 83aa0ll



o wlwdgi go gl wlyndll usSs Ol o gaxill HSS
5Lzl 0i S-CSCF ool
S ©lalSa)l azsi iy 1ol VI S-CSCF gégio yut
aloizoll L VI

b UIJ-"-“-” Lg.uUa.: PPN
o Jorll yles (8 alSino
* go dioljio jut wllul sacls HSS

Joldl:
1. oSl a>g) jue wludl g aidl o

o J| Jaul I-CSCF = wlwd=ll cugui aode

2. 08 |5! Lowo Lg.n.z.nl] ,ol.l'a.i.” o M=zuw &?lJ HSS fo.uul AR, S-CSCF S5 .5)J|_9) Jd=o
Ol slais jslzi

3. aasls (o G S-CSCF wlily 8268 (9 I-CSCF go ullais wlaall ol o 25Ty
wladgr HSS

4. olyxall aplloo eSS azzl el plaill s ux0 go Gumuis

Jl Jaw 3 V wlllall S-CSCF
wilis 1ol e VI 1-CSCF alw 3 Y SJg callall
varswiaidl wlglas:
1. azoill dilsioll slasW oSail a6 (8 Ml dmiw s pllaill oMo g2l

2. 0l go 3ax5 URI S-CSCF el (o $805) o JSuin ainss oy agzs)]
(arzsill sl



3. & Sadiddl JLas¥l o $85 S-CSCF (aSuiadl 3159 go Sammsis)
4. 9l po iz S-CSCF Jsall, caminmus Joosll L5 lixall
5. Sosl Jali) oVl 030 1] sUas¥l Jumants 0sSoid ellaidl 5030 g0 Sassti
«aszians S-CSCF (SUg I-CSCF ar>g9i auni ¥
el 1gele VI Wireshark J alziwl I-CSCF gz si 85le] oy ¥ Sg
aloizall luawVl:

o alolrall dlgo
° u.uiJ Lg.auau pPIE Via
e asl> Record-Route

Jelall:
1. wlaldl BlassT of wolrall daslas, ailziall sUasW plaidl wlzuw ezl
2. pussy Ol e @iz Via (Mawdl po $ix) me JSuin lgialleo @i
3. J pllaidl s 00 go Gumis'
o oIl o) I5] alolroll algo 85L
° azsi wlal> y929 pas o axill SIP
C'Jl.l'lg.q." oxcle wMSiuo
Llul sacla, JLaiVl glaas

oMzl (8 "wlilwl saelsy JLasl 6 Uas" ol e VI
Jolall:

1. J plladl 5,000 go Gaumi:
°o Jowi wlildl 82el8 doss> ol o gaxill
o byl saslay, JLasVl Lasl
o Jeall, BG5S oS4 ol I5] (Slaldl JLasVl 5le] aSos
o doa> Jysiw 8le] [-CSCF oYl o) 15)



Llbludl 62cd lalase gulas pac
slasl 1ol e VI SQL 81580l Jolazdl/630cYl Jo> Ml d

Jsl=ll:

1. J plaidl 5000 go (Gammis:
o gdgiall JSuell go ullaiy bl 8228 lalaxo Ol oo séill
o Jglaz 1929 o yaxill s _cscf g s cscf capabilities g
nds_trusted_domains axuall 830eYl lgia) Olg

o oIl o) I5] bl 8265 lalase slaw] ssle]

<l loodl Jiasl

Jldl ,9lg:ll
1. oo wilio 6as uisi I-CSCF:

o plaxiwl DNS SRV Jaxll o jlgd
o b Jai Jbe JS HSS
o wlll sxcls a5 Lie (aas5la) laas sl ,al) S-CSCF)

2. o295 DNS SRV:

_Ssip. udp.ims.example.com. SRV 10 50 5060
icscfOl.example.com.
~sip. udp.ims.example.com. SRV 10 50 5060
icscf02.example.com.
_sip. tcp.ims.example.com. SRV 10 50 5060
icscfOl.example.com.
_sip. tcp.ims.example.com. SRV 10 50 5060
icscf02.example.com.

3. b ¥ 1all> 09 aslas -CSCF Lk Jinall Jaz loo olexl ll,



1. ololsiwW azls] cuasl suizi) Jlasdl o Jls 338 pusi :dasdl wllas

o children=64 (dgox) auxe dadle daoud I-CSCF Lle alyail
< loMziw )

o tcp _children=8 wYlail axllea) TCP

2. Jlai¥l scae Jdiaid aoily wYlail plasiwl o lilball 62l Jlail gaoxi

3. axdlaall seus Julid asygmall pae wlinall Jaloss:

o axllzo Y RTP (I-CSCF Luis 6Ll on)
0 Jg>9g u@@pp y

o Lzl ol wlogleall sgime ] i) Yl 8 Juzanid] o oVl axll
(logs

4. agrls) ad G CX az iyl alls:

o sessions_hash_size=4096 (cadl 9 Jz\_‘}i cl5Y )J_Si & Jgaz
o lud=ll oe)

o workers=4 (J aioljin)l wllosll dauaxo jas Joc logis> Cx)
ol VI
1. o yix ta9gigall wlolUaill o g2xudl Via/P-Visited-Network-ID

2. wloxd gio :Jamedl 23036 DOS e HSS wloMeiwl 2o g, ¢ UAR/LIR

° 83x>9 plaxiwl pike cdlall Jazo (o gaxill
o 3Ll wldlall sae 503 4 5,1 Jaszall 3> jelzs @i 3]
o aaxy HSS &, lall wlodaiwYl adl,&] piy Ol oo

3. TLS JI HSS: ¢ ,las plazawl TLS (DTLS)

4. wos, aljl igwes il anlaii P a )l o Suidl (o adgig9all jut



a9l ,0ll
1. anmui )l Guslaoldl:

o tlw Jaze UAR

o tl=x Jaso LIR

o pMaiwdl o lowgio

&9 S-CSCF (U199 o lsi)
Had i Jysins g

[e]

o

# tlx Jazo UAR
rate(icscf_uar_success[5m]) / rate(icscf_uar_total[5m])

# 5bd o buwgio
rate(diameter request duration sum[5m]) /
rate(diameter request duration count[5m])

3. axdl:

o b HSS Jlnso
o o> S-CSCFS axlio i
o (%5<) gi o Ua> Jazo

wlLbladl 60cls asluo

ailoall aunsi )l plgoll Jaiss . pladl 5000 alawwls, <l 82616 ailuo put

1. aails caami cale bolasll S-CSCF: anils gl olaia) ouplYl g0 Sawiis S-
CSCF (alxall uinill go ULl 8256 (0

o ) Jaul sl agzly s saxill 1-CSCF - anils (ysw aode S-CSCF
o pils> gz Ol po $ixi S-CSCF ampmall wl)aill go a2 0 alaisill

2. o o @i 5] taesadll wlwdall caslaii UAR/LIR caais g (B850
SU9d JSuin dosaall Yo



&> roll

o TS 23.228: ay, IMS
TS 29.228: ag>ly Cx (I-CSCF _J] HSS)
e TS 29.229: JsSgig, Cx/Dx

RFCs ,los

e RFC 6733: (uwlwYl ,las JsSgig
e RFC 7155: j5lx NAT las



oulés &> .0 IMS CSCF

@ lisSe byxai il Gulioll grazd Yol B> 40 xitwall [3n 494, P-CSCF o I-CSCF ¢ S-
CSCF.

vunlaall | Jguosll

wligSo gro> pgsi CSCF juulss o, Prometheus 9090 saioll (e
http://<host>:9090/metrics

Cawiao JS CSCF (P-CSCF o I-CSCF ¢ S-CSCF) o315 Sy o6 -] ammlio e
Prometheus alo Il sl oll adasi) uevaoll groz o wlll gox) &b oAl

9% le Jls Prometheus:

scrape_configs:
- job name: 'cscf pcscf’
static configs:
- targets: ['pcscfl.example.com:9090"',
'pcscf2.example.com:9090"']

- job name: 'cscf icscf'
static configs:
- targets: ['icscfl.example.com:9090"]

- job name: 'cscf scscf'
static configs:
- targets: ['scscfl.example.com:9090"',
'scscf2.example.com:9090']

Slail volguidlly asloll Jgo adisis olbli] ole Jgaxl:



oSoull asgl JMs o axdl ol
oS a>gl 4995 OmniCall CSCF oia Mg il adwsind] allad) (awsxdl wdoll (9 aj)

us ouwliall unas ain loiw . puwlisll Prometheus a>g) el «lguidlly o, Wl Julol
0l8Y1s lgxlly elmuill allxl alxll oSl Diameter.

s,15] S-CSCF

paxisall ghgo Uiy alasiil oMzl o 48

Jio puwlio go paivwall dagzly (w8 S odl Mzl sae §9lgiy
ims usrloc_scscf active impus ¢ ims usrloc scscf active contacts.

ol,sl asl 0 Diameter

olsl > asl 0 Diameter ,ulslll Jlghbly:



ovlio go lid Jog all jeulall Job g9l cdp queuelength. juladl all> s "I_Open”

oo dogsirall wlanlaill ulai JS ,ela, Diameter. JOV cwll Juw Lle:



¢ 16777216:10415 (CX/DX) - Ji6 ;o paxiss I-CSCF ¢ S-CSCF o Joolsgil
HSS (UAR 4 LIR s MAR 4 SAR)

¢ 16777236:10415 (RX) - Jid ;o paxiso P-CSCF awluw) Q0S _; awolxll
PCRF

* 4 (RO) - L3 (o pazrivmo S-CSCF eyl jue i)

Jio puplio go 03 §9lgis ims icscf uar * g ims icscf lir * g ims auth mar *
9 ims_registrar _scscf sar * ¢ ims _qos *.

ounsléo P-CSCF
ouwnles CDP (Diameter)

wldla) alxiwd! cdg lawgio Diameter (ol
cdp average response time  aul (S wgwm=o replies_response_time /
replies_received)
cdp_queuelength Jole plgo youlla) JIRHI Jglall Diameter

cdp replies received oo dodimall 595 1 (Jl>Y1 Haell Diameter

390 ylail (9 G rimall cdgll (Jlo>| Diameter
il (slaally

cdp _replies response time

cdp_timeout bl e edgll slgiil wlasl sae Diameter

wlibos] SIP auublwVI

wllladl whlae



core _rcv_requests

core_rcv_requests_ack

core rcv_requests bye

core rcv_requests cancel

core rcv_requests info

core rcv _requests invite

core _rcv_requests message

core rcv_requests notify

core rcv _requests options

core _rcv_requests prack

core rcv_requests publish

core rcv_requests refer

core rcv_requests register

core rcv_requests subscribe

core rcv _requests update

(aole) 590 1 whilae

bl oY sxel SIP aaliuall

wldl sae ACK dolivall

wldb >xe BYE dolivoll

el >ae CANCEL aolivuoll

ol >a¢ INFO dolivwusll

wldb >ae INVITE doliwall

wldlb >ae MESSAGE aolivus]l

wldle sae NOTIFY dolivoll

wldl >ae OPTIONS doliwo]l

wldl >ae PRACK édolivall

wldle >ae PUBLISH aoliousll

ol >xe REFER doliwoll

ol >ae REGISTER aolivuoll

wldls >ae SUBSCRIBE doliausll

ol >ae UPDATE doliwoll



core_rcv_replies 395 WlazYl s=ll SIP dolivwoll

180/181/183/186/187/189 aidsall 595,)1 sxc

core rcv_replies 18x
core rcv replies 1xx 1 595 Jl saexX (ai85o) dolivmoll

core rcv_replies 2xx 2 sgoJl saexX (glx) aoliwall

core rcv_replies 3xx 3 sgoJl saeXX (auzg5 8ole]) dnlivuoll
core rcv replies 4xx 4 595 Jl saexX (Juos Uos) ol

core rcv replies 5xx 5 592, Jl saexX (pols Uos) ol

core_rcv_replies 6xx 6 592 Jl saexX (rodle Juind) doliuoll

ag, ylall cuams 595,01 whblae (1xx)



core rcv_replies 1xx bye

core_rcv_replies 1xx cancel

core rcv_replies 1xx invite

core rcv_replies 1xx message

core rcv _replies 1xx prack

core rcv _replies 1xx refer

core rcv_replies 1xx reg

core rcv _replies 1xx update

ag, ylall s 595,01 whlae (2xx)

1 590l saexx wldb Je BYE

1 590 I aexx wldl Je CANCEL

1 590l vaexx wldl Je INVITE

1 590,J1 s26xx wllb e MESSAGE

1 590 Jl saexx wldl e PRACK

1 590 Jl saexx wld Je REFER

1 595,01 sxexx bl le REGISTER

1 590 Jl saexx wldl Je UPDATE



core rcv_replies 2xx_bye

core_rcv_replies 2xx_cancel

core rcv_replies 2xx _invite

core rcv_replies 2xx _message

core rcv_replies 2xx prack

core rcv _replies 2xx refer

core rcv_replies 2xx reg

core rcv _replies 2xx update

ag, ylall s 5951 whlae (3xx)

2 395,01 336xx (glxi) wllb le BYE

2 590 Jl soexx (gl=x) wldb e CANCEL

2 >9o I saexx (zlxi) wldb Je INVITE

2 395,01 226xX (gl) wllb le MESSAGE

2 590 Jl soexx (zl=) wldb Je PRACK

2 190 1 saexx (zlxi) wldb Je REFER

2 395,01 336xX (glxi) wllb e REGISTER

2 590 Jl soexx (zl=) wlllb Je UPDATE



core rcv_replies 3xx_bye 3 590 1 saexX (ax>gi 8ole]) wldl Je BYE

_ 3 590 Jl saexX (aazgi 8ole]) wldb e
core rcv_replies 3xx cancel
CANCEL
- - - 3 .)3.)).“ DAL XX (w_g.; b)LC!) wldb Gle
core rcv replies 3xx invite
- - INVITE
: 3 590 Jl saexX (aazgi 8ole]) wldb e
core rcv_replies 3xx _message
- - MESSAGE
3 [ >aexX i sole]) wldb
core rcv _replies 3xx prack 29201 > (a2 oolel) wlllo e
PRACK
_ 3 590 Jl saexX (aazgi 8ole]) wldb e
core rcv_replies 3xx refer
- = - = REFER
_ 3 590 Jl saexX (aazgi 8ole]) wldb e
core rcv _replies 3xx reg

REGISTER
3 590 Jl saexX (aazgi 8ole]) wldb e

core_rcv_replies 3xx _update UPDATE

a9,y ) lbll cuus 595 1 whilace (4xx)



core rcv_replies 4xx_bye

core rcv_replies 4xx cancel

core rcv_replies 4xx invite

core rcv_replies 4xx _message

core rcv _replies 4xx prack

core rcv_replies 4xx _refer

core rcv_replies 4xx reg

core rcv replies 4xx update

ag, ylall cuus 590,01 whlace (5xx)

4 595,01 536 xX (Jsos Uaz) wllb le BYE

4 595,01 336xX (Jsas Uns) wllb e
CANCEL

4 595 01 336 XX (Jsos Un>) wldl le INVITE

4 595,01 536 xX (Jras Uaz) wllb e
MESSAGE

4 595,)1 536xX (Jsoe Uaz) wllb le PRACK
4 595,01 536 xX (Jsos Uaz) wllb e REFER

4 595,01 336xX (Jsas Uns) wllb e
REGISTER

4 595,01 536xX (Jrose Uaz) wllb e
UPDATE



core rcv_replies 5xx_bye

core rcv_replies 5xx_cancel

core rcv_replies 5xx _invite

core rcv_replies 5xx_message

core rcv_replies 5xx prack

core rcv_replies 5xx_refer

core rcv_replies 5xx_reg

core rcv _replies 5xx update

ag, ylall cuus 590 1 whlace (6xX)

5 5951 336xX (o5 Uas) wldl le BYE

5 595,01 336XX (o5 Uaz) wldl le
CANCEL

5 395, 536xX (pols Uaz) wllb le INVITE
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401 Unauthorized

Calculate response using ISIM
RES = f2(RAND, K)
CK/IK derived

REGISTER + Authorization
response=base64(RES)

200 OK

P-CSCF

REGISTER (via P-CSCF)

401 Unauthorized

REGISTER + Authorization

200 OK

REGISTER (S-CSCF selected)

=

’ HSS ‘ ’ S-CSCF DB ‘

No credentials yet

MAR (Multimedia Auth Request)

Generate

MAA (Auth vectors: RAND, AUTN, XRES, CK, IK)

Store vectors in DB
Generate nonce from RAND

401 Unauthorized
WWW-Authenticate: Digest
nonce=base64(RAND)

REGISTER + Authorization (same S-CSCF)

Validate
Compare

[Authentication Success]

Store prof
Parse

200 OK + Service-Route

response
ith XRES

SAR (Server Assignment Request)

Type: REGISTRATION
memory
iggers

SAA (User profile + iFC)

INSERT contact binding

User registered for 599 seconds

403 Forbidden

N

=

403 Forbidden

[Authentication Failure]

403 Forbidden
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o ayli 599 1a94ll yo ol axio dlgo
* )5 1024 a4l o axidll wlily &% px>
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CableLabs-Digest: PacketCable/IMS LIl oS
3GPP-Digest: .z, Digest-MD5
TISPAN-HTTP_DIGEST_MDS5: ETSI TISPAN
HSS-Selected: g5 HSS awj,)lgxdl iz

99 AKA:

1. RAND: (< 128) slguins sox

2. AUTN: a9» oY gaxil jo, HSS

3. XRES: ;o d=dgioll alzxwyl UE

4. CK/IK: J aoMudl zlias / juauuidl glias IPsec

adgi nonce:

nonce = base64(RAND) + ":" + algorithm indicator

aliawVl o gasull:

UE response = base64(RES)
Expected = base64(XRES)

if (UE response == Expected) {
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} else {
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}
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e URI Glezdl Wl Jgogdl oSar opl) JLasVl ag>
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e alulw User-Agent
o oliwadl plgisdl (IP aio ¢l> syl JI=all REGISTER)

Loy 1 oaS pisiaadl Jgaz IMPIs (aolxll wlsell) 4 IMPUS seizi ol (Say .lg dlay 4ol
63%io dole wlhed e 8a>lg anls agn.

i cilo 03 taeasdl oy smi ol J9az XML o plimall eaximsl) HSS sl
ado¥ ariaill syleo As 8 Loy Juzuuid| (IFC) aoxzdl Jysail.
ajll Jgoz a9

p3xiut; S-CSCF (il lilonl) apuidly olmumidl o gmdl el 6,511 (3 a5 575 Jgaz
el Joww le) cowlio JSinr @571l a2 basio s eaiante +20,000 Gl soiz
condl sl Gl blasl) (pasime 50,000 Jls= o) 8,192.

ugll agzlg jae wMsuuill 6,15]
9 cugll e @Sl agzle IW> o pariwall @850 wlhlas gaz 2] ySay /scscf:

e wlhraall puwii go pulzrusdl Guoazivwe|l oz o e I Jamanidl aoilsd aodle
el

o Juolai ¢ pMriwl paiancll g9g0 aoMe IMPU lalg; o> 5 (9 Loy dinno
Jla¥l wle>

o e Jamwidl sl] ied| rams e wlsl s IFC olles [ Lislg IFC

le>Nools slasYl GLiaSiwy as bl sie Lomaill o5 punid] slIYl Jio ap, oY1 elsl,>YL.
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<IMSSubscription>
<PrivatelID>user@ims.mnc001.mcc001.3gppnetwork.org</PrivateID>
<ServiceProfile>
<PublicIdentity>

<Identity>sip:user@ims.mnc001l.mcc001.3gppnetwork.org</Identity>
<IdentityType>0</IdentityType>
</PublicIdentity>

<InitialFilterCriteria>
<Priority>0</Priority>
<TriggerPoint>
<ConditionTypeCNF>1</ConditionTypeCNF>

<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>INVITE</Method>
</SPT>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<SessionCase>0</SessionCase>
</SPT>
</TriggerPoint>
<ApplicationServer>

<ServerName>sip:tas.ims.mncOO01l.mcc001.3gppnetwork.org</ServerName>
<DefaultHandling>0</DefaultHandling>

</ApplicationServer>
</InitialFilterCriteria>

<InitialFilterCriteria>
<Priority>1</Priority>
<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<RequestURI>"sip:\+1800.*</RequestURI>
</SPT>
</TriggerPoint>



<ApplicationServer>
<ServerName>sip:tollfree-as.example.com</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>
</IMSSubscription>

aoxxll alog; ol 90 (SPT)
gloil SPT:

1. as, b rae, ,lall SIP (INVITE. MESSAGE. SUBSCRIBE. #l|.)
2. RequestURI: Regex _Jc¢ Request-URI
3. SIPHeader: i, doi8/5529 o iz SIP

4. SessionCase: (2) Jxwo & wlg (1) wlg (0) esviio
5. SessionDescription: sgixo SDP ()] e il Jaslwsell £4:.)

* CNF (awslgil alell asuall): AND 0 ORs - (A OR B) AND (C OR D)
* DNF (awlidl aplell aswall): OR 0 ANDS - (A AND B) OR (C AND D)

i tacgomall OR'd SPTS oir pi (io dcgamall pb, puis wls AND'd wleganall (J CNF).
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e 200 pMiwl o5 12850 OK pMiwl/Jlu,lg ACK (alnsiu aollSall)
o oMiwl/Jlw,| o5 i99ime BYE (aollSall cagil)

Jloxdl (HueSs
JJlsxl 8329 (1sS5 i
o (whio sae cllall juai y y0i) (wig il awzgill oL
o asledly anll wlgxll dbasio oy wlals Lo blaxll
o (a9 wlbaxi go 8 oimnll LSl giog) wlll sacld 9 wllgxll e Lblaxll
o Llo=ll 83320 WMgo pusi



o Llgxdl U5 pumiall azgill Hluodl wle gozo guii
ugll ag=ly wllas:

1. | Jsail S-CSCF = wl,)lg=x)l aoMe
2. go alovinidl Sl o se:
o Call-ID
From/To URIs
(0S5 50/ ,S00) al I
o cadl cadg
o algall
3. aigme dallSe sl "lsall clg]” Gle il
4. 5)lb slaz slgy "adaidl ollsxll graz slgl” (e il

[e]

o

5. aiuismioll wladlSall asdlzo
o5y 1io)So Jzumo pasiao oy lodic S-CSCF aininio dudxS lgiz)leos.

ainisiadl ClaJISall §9a:



Caller UE P-CSCF S-CSCF (Orig)

oo

Application Server S-CSCF (Term) ’ Called UE ‘
INVITE sip:+12015555678@domain.com
INVITE (via Service-Route)
Check registration
Load user profile
Evaluate iFC
(originating triggers)
INVITE + ODI (Original-Dialog-1D)
rvice
screening)
INVITE (modified or unchanged)
Add P-Assel Identity
Add P-Charging-Vector
INVITE (lookup terminating S-CSCF)
INVITE
Terminatini
(separ:
INVITE
180 Ringing
180 Ringing
180 Ringing
180 Ringing
180 Ringing
180 Ringing
180 Ringing
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
200 OK
ACK
ACK
ACK
ACK
ACK
ACK
ACK

Call established ‘

I I I I
s s o icionsener| | vcxcr || scsrem || e |

assisioll ladlSall Hluo (198

pois aixisioll wladlSoll a> @@ lro S-CSCF axllao s wzgiy s wlglas sac aain
atiaioll L) ISall:

olaxe 403 alxiwl go aallSall yad, pir «lUsS.

2. asggll gul, 6,0

° uv9s c,si Js 1 P-Asserted-ldentity cdlall o 839290



o wl, cana, P-Asserted-ldentity JLaioll d9n wle sgizy 20>
PN TIN|

3. ol Chwiang cuinis toouidl g9lgi P-Charging-Vector Ll (sgixy:

o b s IMS (icid) o o05lis] a5 Call-ID (sl g lallg
o eniniall Jla¥l Jrsino b ym0 (OFig-ioi) oulisinall >azio ¢ymuis

4. &)oYl apaill yulro priy taeasdl Jusai (iIFC) Lo ayomi) abisial| wludzll juamid
wlinlas polgs sl slesiwl oz 0 13

5. 0¥l ¥ oSl clls Tay 1(aisSai o 13]) cai sVl jae o=wiadl Diameter Ro
(CCR) aiiaioll wlolSall ((Jol wlls) "0" waxll £5i go

6. Sloxdl oy cale (] aalSall sy i, @@ oxdl gais "Orig" (Eniniall) Jol £V
g

<

7. axdlro ] Lo] anllSall a>gs tanmgidl 1,6 PSTN (Lasls pb), dgzoll culs I3]) of
] ICSCF aszsi) asleil] IMS

6. avilegdl ladISoll asdlre
Peods (Jrus paziue] dgzgo dalSall K5 Laice S-CSCF awilgs awl=S lgixdleos.

axlgdl wladlSall 592



Caller I-CSCF S-CSCF (Term) Application Server

‘ P-CSCF ‘ ‘ Called UE ‘

INVITE sip:user@domain.com

LIR to HSS
Get S-CSCF

INVITE

Lookup user location

| [User Registered]

Load user profile
Evaluate iFC (terminating)

INVITE + ODI

Apply service
(e.g., call forwarding, voicemail)

| J [Call forwarded]

302 Moved Temporarily
Contact: <forwarded-to>

Re-route to new destination

[Call continues]

INVITE (continue)

Check privacy settings
Remove P-Asserted-Identity if needed

INVITE (via Path)

INVITE

200 OK

200 OK

200 OK

200 OK

200 OK

200 OK

[User Not Registered]

SAR to HSS for
unregistered service profile
T
Check for voicemail/
offline services

- [Voicemail enabled]
INVITE (voicemail AS)
200 OK (voicemail greeting)
[No offline services]
480 Temporarily Unavailable

480 Temporarily Unavailable

Caller I-CSCF S-CSCF (Term)

avilgdl wladlSoll Hlus uoSs

Application Server

‘ P-CSCF ‘ ‘ Called UE ‘

Jolai, sanilgidl wlodlSall asdleo S-CSCF sy Yol aglne I (o axileill wlallSall o
cuwlioll doaxdl glaio Gulai oi 9€20ll poiuoll gdgo:

1. oS 13] Lo ayamid) Jazawid] wlily 8266 o pleimg @ parisall g9g0 ©Mainsl
> Yo o€ 30)l parinoe @€



° 9 paximoll pwl poxiws Request-URI slid 3Uadlg IMPU
0 Vzuro OIS 15) axzsill wloglrag Jlai¥l wlez lals ) &z i

2. Wouio pazuiauall S o b5l

o o Jzuwadl juf daoaxll oy e calo ol uwl Jolu HSS pusi wdb juc
el (SAR)

o puiy BBl OIS 15] IFC 2l Jio) aloadl put auiled] e luda] juamil
0 Logio put 480 5 cuminy (a>lio dlmue ut wloas Jlin S5 o) 13|
53

3. Wouio pazuiauall LS 13):

(o]

iy IFC ulaill o515 sle il ayazi) anled] o lwdzl juaxil

Jlw,l sl o6 (aisSai pi 15]) cai Yl ue o=l lay CCR Diameter
RO ayledl wladlSall "0" waxll £5i go

Dlexdl Cay i cale ] dadSall sy "term" (Sleidl) gl Jol 12V

o ayzsi sz INVITE (J] P-CSCF Lul, plaziwl, Jzuuall Path ¢ sl
Jixw @@ JI <Ll

(o]

[e]

7. go lou,Jl PSTN ,.c OmniTAS

p9is S-CSCF | wloSall azgu/from PSTN ag>ls ,ue Mi J] BGCF (oSl agulog
JlaiVl algs n8). J51s lemos o5 wills OMNITAS Liblac .

ag>ls Mi - S-CSCF J| BGCF
3 axn> yo ala@iGPP: Mi (ag>ls SIP ;u S-CSCF 4 BGCF)

agzlg pasiams Mi 53z Loaie S-CSCF (] Jlaai¥l ] glizv aollSall ol PSTN. ayy (o
aindog sl pi iliollai BGCF (s & miulie OMNITAS, (o 8liriol| wlodSoll groz arzgi pis 13)
Jsomall Cailgll (MO) pls,l L] dgzsall PSTN J| OMniTAS.

ar>gi §93i PSTN



Callor U PCET S-O5Cr jongl Appiication Seresr

Call macabinhed

Callor L PCRT S-U5CT |ongl Appication Serser

a>g9i Joxs 9.5 PSTN:

1. Lo, tag>gll o9, e @uuSIl S-CSCF Request-URI culS 5] Lo syl

oily 08, dgzoll (s E.164 12015551234+ Jio)

[y

WSO

SCSCT (T

NeTTC

Termuratog procoung

ooy

RNTTE

Called LT

Called UE

2. ol ax>9ill OMNITAS: wlez sl aill PSTN, pga; S-CSCF aolSall ay>si

agzl e Mi LIl OMNITAS, aabby (posinis (silly BGCF axoxall

3. axdJlzo BGCF (~9 OMnITAS: >ox, OmniTAS J auwlicdl JlawiVl aasi PSTN

wle el

° (adlaiall jo, «algall jo)) agzoll @8, Jul



o aalSs J8YI ayzoill 2clgd

o &>l c;|3.i.6.“ ul&g.a.?uo
o JsWI Lus

4. JLoail PSTN: Jolz, OMNiTAS JlSY lailwgll il go (slrall Jeladl o
aSui | aaJSll PSTN

agzls Juolas Mi:

* JsSsigll: SIP

o | agzs0ll wladSall ayzgi igeradl PSTN (o S-CSCF J| BGCF

¢ ol=uVI: S-CSCF » OMNiTAS (go BGCF)

o Joomall wailgll (o liniall wlolSoll teslaISall glgsl (MO) ols,i J] PSTN

£

1955 iy 1 geeSill S-CSCF wlgzg e o =il PSTN (cailgedl pls)l) I lggrz o
OmMnITAS. plaxiw] e laie OMNITAS S TAS (wilydl wlawlai 55), JShin Houaiy asls
@l )28 sioio BGCF, g @@ o | azxl 2l loo BGCF Jadio.

8. il awoin

Moy S-CSCF go dgzloll (e axmornll 8,081 OCS (e iyl jue il plai) ag=lg jue
Diameter Ro ssle i lsldos (9 .5 gog . rinaxll cdgll b YLisY] (8 oSxill
o>ui Jalasi S-CSCF sgimo e il <l 5| allal TAS (walgdl wlawlas ools).

w9 oowidl s3] ais I3ked TAS o Yo, S-CSCF
wle piladl Gouial Lo TAS:

1. o aolSall Lo o losis eladlSall Jugmi wrlags,liums S-CSCF Lais

INVITE .agledl agzoll ol Jjsmill slaio s ash, arnd pud .ako¥l agzoll Jl JsYl
Joleiy <5 gog TAS 9,29 Jigxmil doa> go:

i) Sl Ty oo

Jo¥l 8 ad] dgz 50 dallSall cilS o

aalSall Jysi @5 onl ]

& gzoll da)Sall 820

(LogalS ol vad] Jszall s duaiall) pruisl) cawliodl <5 lall

(o]

(o]

[e]

o

(o]



2.2 e JlgmidIG/3G: 2 annall Sl Lle 08 iinoll Jozi loaic G/3G. 16
5las Lol Sl jglzis IMS JolSi, .6 510l agimill agid| e azgio Blos TAS JS go
eYlzo oo IMS o CS (alawall 6,511) aiSays:

(o]

2 oo Jouinall Jomi i 3LaSIG/3G
° duwlioll Jlszidl poum, Salai

o Sl gleil e Wl Sl 830 puis

o wYlxo oo wYemill go Joladll IMS 4 CS

3. ub.uuu w8l o wldas Y- o lad S ,J.;g.m] a i TwladSadl Jas
leziiis ¥ il aolSall Camaiio S-CSCF:

(o]

(sust)l palwidl) ac¥I Jadl
(ko] o gliidl) pgearall Jadl
wigsall 2l ] Jadl

bl sxs u Jaidl

[e]

o

(o]

4. ols oo Glaie BLLY s3xsi0 wloisall cllas taxslazsdl o ladISall:

saizall Iy o

oS, linall 52

o) Sall 9 I, Lice JS 820

o o) aalize ,lawl initiator (S lise)l Jilio ,oigoll

(o]

[e]

o

5. ol Kol Blaly (ol PV Lol [lUail Jio wlors il adeaSidl wloasdl
oo aMil wldSallg TAS ozl all> pgs:

0 paxime JSJ diol jio 833210 wlallSo
o WlzmwIl/GlaYl el
o dzeall wlallSall

6. J uSas 19> M goodl Llos gumall g9l gloie TAS wlxgl jiwl §ulas
colis o

0 wlalSall glady (sisanll cdsll 8 OlaisYl po i :Sumall goall
o cliw| : =Wl g9l CDR & pguidl 6 590l
o aalizall doaxll wlisal aalize el oangll



7. s i ninaill aig o TAS sadsoll Cariaill aclgd gulai) JolSII §ludl:

o ool o i)l caws umaus
0 (9o iumy islxo) dgz ol cans usaws

° pxall wlogas

° aé-?ea)i'JL"**’i

o 83513l plaiwIl oo, Lilie dosml §56>

O>ui 2949 S-CSCF:

e Lls> Laas s SIP LwwlwYl (INVITE - 200 OK - BYE)
aliaSil loasdl a8 420 azn) Gl

o) Sall Ciaiio (ol Soll Al ol g aiSoy Y
il w8 39320 Gluw

Jlxo blis pea Y CS

ag>lg RO J S-CSCF ( ol sl JSuw allaxs »Slg a>Lio)

o gyl 9 poxiws Y Leiw S-CSCF ue wui i)l ue =idl Diameter RO. o3 (i
alrao e lgiSlg (ueSil 9 & 08l

O (S @i 13] S-CSCF. agzly pladl paxiww Diameter Ro (4 gulail b j20)
go Joolgil OCS. 955 piww S-CSCF ulai wloglzay, OCS (FQDN. 3868 iainll «Jlxoll)
LYl 9 oSl wldl Juw g (CCR) aadSall 6L 8,595 9 dawms ) blai &M 9!

$92 CCR (aisSos @i 13]):



Caller S-CSCF OCS

INVITE

Originating processing

CCR-Initial (request credit)

Check account balance
Reserve credit

[ [Sufficient credit]

CCA (Granted-Service-Unit: 300s)

Allow call
Set timer for 300s

Continue call setup
[Insufficient credit]
CCA (Result-Code: 4012 - Credit Limit Reached)

402 Payment Required

Terminate call

Call in progress

Timer expires after 300s

CCR-Update (request more credit)

CCA (Granted-Service-Unit: 300s)

Call continues

BYE
CCR-Terminate (final usage report)
Deduct from account
Release reservation
CCA (Result-Code: 2001)
Caller S-CSCF 0OCs

cuw iotrigger ouwiall:

1. CCR-Initial: eMuwl xic allw,] ai INVITE, gixi . pxaidl aolSoll zlowd! Juib
OCS wings 1o aallSall) lgins s of (aal Kol poms) OloiYl giasy wluxdl 3uo, o
(29> Lollas 402 go.



2. CCR-Update: ;o gioall cdgll (e tly aadSall N> G950 allw,] i OCS
(awli 300 JS . Jlodl Juw le). oW abslall wldSall jolmi pas s Houay
cliadl.

3. CCR-Terminate: ol lSoll slgisl 2is allw] oiy (oMiwl BYE algoll slgiil o
Jlg=l)) s ] (Sl plasiwdl e MM OCS Clwxdl puax.

oody illes 9 allazo il dandbgll 03n oY 15l 1 dmedl juiaidl S-CSCF a>giy aloluwy

J.n.w)” w9 oidl slais ez go Jolridl piy Ol 9 oSl wlognd si V92 wlal Kl
alouwlgs TAS, aoasdl Glws JolSIl aallSall 3533 alolS as, as) sall.

9. ¢ ,9:0JISUBSCRIBE/PUBLISH
Jolai, S-CSCF 3975 g0 SIP paximall 4945 allxl.



, , UMNIKAN  umniLnarge
@ Omnitouch Website w a, =l X4  Downloads

INVITE sipeusengdamain.com

- -

LIR ta H5S
Get 5-C5CF

INVITE
-

Lok user location

alt [User Registired]

Load user profile
Evaluate FC (mermiratineg )

INVITE & 001

Apply sendice
g, call forwarding, volcemaily

ak [Call ferwarded]

Mowed Termporarily 302
wiContact <forwarded-to
-

Ri-roume o retw ceShinatic

[Call continues]

INATE [continue]

"

Check privacy settings
Raetimioyve P-Asterted-ldentity if recded

INVTTE iwian Parthi]
INVITE
OK z00

O, 2060

0K 300

0K 200

O 200

'

O 200

IUser Mot Registered]

SAR to H5S for
wnregistensd sendoe profile

fCheck for volcemall
offling senvices

alt [vioicemail enakdbed]

HWITE {voicemal AS)

O [wobcemall greeting) 200

[Ho offline senvices]

Temporarily Unavailable 480

Temporarily Unavailabie 480

Calber -CSCF S-CS50F [Termi] Apphration Seneer P-C5CF Called UE

sgsaAdl (Hu9%i

o IVl 830) uad¥l szl - (aclw 1) auli 3600 :slgisl) uad VI 2zl
o alain oo giaxl) dausl Yl ARl - "k taselie VI all=dl
e p©©)> PIDF: “lxiiwo Jyosi gowy - Jrio PIDF ([giaxdl wlly Guwis)



axJl=o PUBLISH

Juitany Losic $ygummdl yuisi azlao S-CSCF calls PUBLISH (all> cayaoni) ooy
Jssianll):

1. aiy b v 5 lell cllall OIS 15 Los (o tad pladl e oSl PUBLISH

2. bl 8255 8 W Jmmo paziaall Ol o 3z tgasg@ill go ol
Uslaze 403 L cuminy Mxie 05 @l 13] &8soll

3. b glley yguamdl euami PUBLISH pasioll aoll jsaxll wlosles cayaxil
ssaxll olly sacls o9

4. 83615 o las  Jlodl Juw le) giaxll axdlee caliss 13] isUasYI asdleo
Pl (59 Un> 500 o iy (qumo ub sin> siiwo o blull

a=Jlzo SUBSCRIBE

Jriinny Losis 1 yguamdl Jisisl azmdlro S-CSCF il SUBSCRIBE (,gia> axdl o) o
):T ,o.).'zi.u.Lo)Z

L. aiyulo 90 ,loll callall OIS 13] low g tadsplall e cauaSIl SUBSCRIBE
2. JLasY g95 aazmid ol gl pazay 1wl g9i o Gamull
o gn wazll OIS 13] "reg" (Jemmill @i a0j>). ot (9 Ikl |39
Szl al>

o bl pumi wlbo szl poiy (Jazaidl wlasl (8 @ISl amlly
(SAR) J] HSS a,mi cale e Joaxd) Maume pasimall S5 o 13
doaxll

o puiy IFC pslg> sl clesiml wazmy o5 5] Lo xpomid wlSTuaY] juaxil
3. wdb go Jolsiy ygsasdl Juxisl axdlro SUBSCRIBE Jl il cuam of sliw)
sssall L8l o
4. p3lxl L Uas 500 o cumiony Il axllzo cliss 13] :slUas VI as)lzo

wgll agzlg wllec

anto J| Jouooll S-CSCF

J| Jaul: https://<control-panel>/scscf



L. oalraoall proasimall 8150 4ails - Jazanidl aails
2. Juolas e pdriwl - patisoll gd90 IMPU diyss
3. ol wledKall wludz - wl,lgxll

4. IFC - aJoVl apaaill ,ulee ,Lislg 6,05

5. &S yuisall 6,511 Jolaz - aijaull Jolas

Jazaunid] aoils aode

ol saacl:

e IMPU: 633nia)l bailwsl) aslall a;5¢)l IP (URI SIP)
o aloll Jloi¥l wlez Lalg, 236 1JLasV wlg>
o (o uélJzuno) Jizwid| alls> zall=dl

o izl slgiY crio )l lall i ngiis



< uall:

o (axio JS) azime 50) wlriaall o

o cun> ol IMPU JUaiVl ag> ol

o sgasll cuus il

o JlaiVl Juolai 45,5 gawsill caall Gle il

Jlo:

IMPU: sip:12015551234@ims.mncOO1.mcc001.3gppnetwork.org
Contacts: 1

State: Registered

Expires: 2025-11-29 15:45:30

[Expand to see:]
Contact: sip:12015551234@10.4.12.100:5060;transport=tcp
Path: <sip:term@pcscf.ims.mnc001.mcc001.3gppnetwork.org:5060; lr>
User-Agent: Android IMS Client v1.0
Received: 10.4.12.100:52341

e Lookup: y@@ & w < IMPU (s

o Dump IFC: pasiwel) aJoVl dsaaill juylzo o,

« Test IFC: Jwrai [LisY daallSe 8S1xo AS

e Deregister: (!,xx poxiwl) s sl Szl slal]

pxuuoll 990 aodle
O J»a.n.o ,ollxb.ﬂ Uo).a" IMPU édiuso
wldoxll:

1. Js>l IMPU (Jbwl Juw e, sip:user@domain.com)
2. Je ,ail "Lookup"
3. aluaiill wlosleall o ye:

o alsall Jloi¥l wle> gro>

o _wl, Service-Route



o Jm.ul] duio ) e_|9]o
o IMPIs (awolxdl wlggll) alaw ol

leyl w Vs

o Sladlall (il le paximall 5,05 pxf camw LSl
o Jiidl Juolis oo sixill

o Jlai¥l wlgz laly,) o gaxill

o aorxll ollwo o il

alosiid|l wld Kol wlud> 6]y audl jo 1o adl
ol saaci:

e Call-ID: SIP Call-ID

e From URI: JLaioll a9
e To URL: sconll a9n

o (cuzo) 3S5e sl () JSao (6 @@L



o lsnl algo aous algall

wldosll:

* Refresh: (plsi 5 S5 slali cuax) S92 cuax
* End Dialog: auso dodlSs clgi] (Jw u BYE)
e End All Active Dialogs: s, <clo> slgil

Jlo:

Call-ID: 3c26700857a87f84@10.4.12.165

From: sip:12015551234@ims.mncO01.mcc001.3gppnetwork.org
To: sip:+12015555678@ims.mncOO1.mccOO1.3gppnetwork.org
State: Confirmed

Start Time: 2025-11-29 15:30:15

Timeout: 360000 seconds

[End Dialog] button

LS lgorziml gall e adaiuill wladSoll slgil | el slgi] $35imw i
lais &s,lglall WYl 9 ol slas VI,

aolMc IFC



dode 4905 IFC puimmss ) cpidac: DUMP IFC (Lo g £l il IFC o pazime] HSS) o Test
IFC (lsle siwl pizw wligdaill poles sl a9 120) dallSo o linw 8Sx).

axdoc Dump IFC

1. J>>I IMPU: sip:user@domain.com
2. sle a5l "Dump IFC"
3. JSaa o e IFC Juaail:

JEVVPY OWSY

o juaxill bla (lbg,uw SPT)

o URIs sulail psls

o auol 9Vl ax)leall

ols el Gl Jle:



<InitialFilterCriteria>
<Priority>0</Priority>
<TriggerPoint>
<ConditionTypeCNF>1</ConditionTypeCNF>
<SPT>
<Group>0</Group>
<Method>INVITE</Method>
</SPT>
<SPT>
<Group>0</Group>
<SessionCase>0</SessionCase>
</SPT>
</TriggerPoint>
<ApplicationServer>

<ServerName>sip:tas.ims.mnc001.mccO01.3gppnetwork.org</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>

axdoc Test IFC

1. s>l IMPU: sip:user@domain.com

2. J55 URI &uiniall: sip:user@domain.com (Jaioll 9 lall)

3. 5>l URI agzsll: sip:+12015555678@domain.com (s<aall b lall)
4. Je sl "Test IFC"

5. wldl go e
o sliFC sillas

o layleximl pinw wlinlai pslgs sl

o (aglg¥l) cui b

.ol.x:uuuyl w Vs

clexiwl pas cuw Q@OLSiwl AS
Lzl IFC gzl (9 o i Jud sa50>
o aimo olagy b olo)lSall 5535 ogd



aijldl Jglaz aeMe
J alilos P-CSCF 5 I-CSCF. &S uinall 6,511 8 izl Jslaz o)1),

J asLidl a5l Jglas S-CSCF:

e auth: agell o Haxill wlezinal cdsal izl 8,515
e profile: (lgoloxiwl oi I3]) G85o & jxall (puoamimal cay 2 wlalo
¢ daoal §laiod daaxe Jglom

wlad Sl wlasss

Jaio Jubws lalaso ole Joaxll oMol "age)l o samilly izl (1" ood lail.

oSl atiniadl wladISall 59025

Jeaio Jubus lalaxo il Joanll oMol "asiuiol] o lallSall axllzo 5" ams bail.

JolSI anilgdl wlodiSall §9a

Jaio Jubws balazo ole Joaxll oMol "aslgil] wlo)Sall dax)las 6" oud lail.

lg>olg sUasVI 6 LiaSiawl

soloze 403 - Liswuwidl aiSos YV posuauoll
aloizoll L VI

o 6 a%d b el HSS
e HSS gl ¢



verswinll wlglas:
1. Jlail o Bax HSS oSxil a>gl juc:

° axaw J| Jail Diameter
o paac ,i>| S-CSCF
o b ol po 34z HSS S sglay "I_Open" (Juais)

2. el gzl, S-CSCF Lilw, 3551) MAR/MAA (Lasbwsll oo il als)/cill
8>azi0ll)

3. L$ pazimall 3529 o Gami HSS (5l oS 15))

4. Mzuw o Gixi S-CSCF (o dolimall Gamill @ lgzial HSS

5. dosCio cuilS 13] aalize §ami duojles plazimwl sl
el 9 Uas 500 - Juzuuidl aiSas Y posiauall
aloizoll LV

o wlll 8228 Jlasl ylaras
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