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REST API
EIR ®00®

OOO®®/api/eir/rule
&5&® EIR 9990

OO
GET /api/eir/rule
SOOHTTP 2000

{
"data": [
{
"id": 1,
"action": "whitelist",
"regex": "3597913946165.*",



"inserted at": "2025-01-15T10:30:00Z",
"updated at": "2025-01-15T10:30:00Z"

"id": 2,
"action": "blacklist",
"regex": "35979139461640",
"inserted at": "2025-01-16T14:20:00Z",
"updated at": "2025-01-16T14:20:00Z"
}
]
}

&> EIR ©©
OO
GET /api/eir/rule/{id}

SOOHTTP 2000

{
"data": {
Ilidll: 1’
"action": "whitelist",
"regex": "3597913946165.*"
}
}
&& EIR ©&
OO

POST /api/eir/rule
Content-Type: application/json

{
"action": "blacklist",
"regex": "35979139461640"
}
2O2O2O

* action® OO OO "whitelist"&"blacklist" & "greylist"
* regexdORRROOOOOOROOOOOOOOOOOOOOD

OOOHTTP 2010



{

"data": {
"id": 3,
"action": "blacklist",
"regex": "35979139461640"
}
}
SOOOOHTTP 4000
{
"errors": {
"regex": ["@BGOOO"]
}
}

OO EIR 000000

OO

PATCH /api/eir/rule/{id}
Content-Type: application/json

{

"action": "greylist"
}
SOQHTTP 2000
{
"data": {
"id": 3,
"action": "greylist",
"regex": "35979139461640"
}
}
& EIR ©&
OO

PUT /api/eir/rule/{id}
Content-Type: application/json

{

"action": "whitelist",
"regex": "359791394616.*"
}



OOOHTTP 2000

{
"data": {
"id“: 3'
"action": "whitelist",
"regex": "359791394616.*"
}
}
& EIR ©©
OO

DELETE /api/eir/rule/{id}

OOOHTTP 204 0000

OO

Diameter & &&
S13 &&&config/runtime.exs® e
%q{

application name: :hss s13,
application dictionary: :diameter gen 3gpp s13,
vendor specific application ids: [
%{vendor id: 10415, auth application id: 16 777 252}
]
}

OOOOR
& config/runtime.exs QO OQOOOODOOROOOOOOY
OO

config :hss, :eir,
unknown equipment behaviour: :whitelist

SO
* :whitelist - OOOROOOOOOOROY
* :blacklist - QRQOOOOOO
* :greylist - SOOOOOOOOR
* :reject unknown equipment - &<& Diameter && 542230
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1. OOOORQ

SOVOOOOOOOY

SO

POST /api/eir/rule

! "action": "blacklist",
"regex": "35979139461640"

}

SOV OVODODOOOOOOOROY

2. SO

SOV OOOOODOOOOOY

SO

POST /api/eir/rule

! "action": "whitelist",

, "regex": "359791394.*" # OO /00& TAC

OOOTAC OOOOOOOOOOOO

QO[/OQP :whitelist - OOOOOR
OOOOOROY :whitelist - OOOOOOOR®
QOOOOROY greylist - OOOOOOOORO
QOOOORY reject unknown equipment - SOOOROY

O

DIAMETER ERROR EQUIPMENT UNKNOWN

DIAMETER ERROR UNKNOWN

# && IMEI

O

OOOOOR

QOOODOOOOOOOY
&

OO



3. QOO
QOVOVOOOOOOROOOOOSIM @
OO®

EOST /api/eir/rule

"action": "blacklist",
"regex": "999999876543210" # IMSI

}
SOOROY SIM SRR OOOD
4. SOOOOOG
SOVODOOOOOOOY

SO

POST /api/eir/rule

{ "action": "greylist",

"regex": "35979139.*" # &OOOQ TAC O
}

QOVOVOOOOOOOOY

5. OOOO
DOVOOORODOOOOOOOY
OOY

EOST /api/eir/rule

"action": "blacklist",
"regex": "359791394616.*05" # IMEI &<& + &&&<® 05

}
SOOOOOY IMEI OO0 OO0 "05" OO

QOO
COOD

EIR QOO0 0OOOO0
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Called-Station-Id®APN &&¢&
[P-CAN-Type®@IP & Q000000
RAT-Type® o000
Framed-IP-Address®UE IP &&&

PCRF &

&& IMSI 0000

&& APN &&& QoS &&
HHOOOOOOD

& APN 0@@VOS QoS ¢

b e

OO AVPsO

Result-Code: 2001 ®DIAMETER SUCCESS<®
QoS-Information®APN &0
Default-EPS-Bearer-QoS&QCISARPO QOO
Bearer-Control-Mode

2. SOOOOY - OOOCCR-UG

OOOPGW QOO OOOOOOOOORAT 00O
PCRF &&®

1. OO ID OO0

2. QOOOOOORAT ©OOOOOO

3. OO OOO

&SOOResult-Code 200100000000

3. OOV Y - OOOCCR-T®

SOOPGW ©<& PDN &
PCRF &&®
1. 00O ID 00O
2. QOOOOOOOOOY
3. OO0

&S&O&Result-Code 2001

4. OSOOOOOORARY

SOOPCRF » PGWOHSS &00®
OO



e IMS &0 ORx AAR && Gx RAR®
e IMS &0 &Rx STR && Gx RAR®
« && REST API OO0

RAR AVPs®

* Session-Id@PGW && ID®
Auth-Application-Id: 16,777,238
Re-Auth-Request-Type®0 = &> &
Charging-Rule-Install/Remove
QoS-Information® > O OO

PGW OO0 0OO00OOQ/OO/OOOOO

OOOOOOOOOO
PCRF 000000000 OTFTO@@OOOOOODOO0

¢ DOVOOD - SOOIV ODOOOOY
¢ DOOD - OODOODOOOODOOOOY
¢ OOVOODD - DOVOOOOOOOOOOOY QoS

QOO

¢ OOV OOOY Gx RAR
¢ DOVOODOOODOOODOOOOOOY
¢ OOVOOOOOODE GOOOOOO/OO [POO/OOOOOO TFT &¢©

OO

OO - OO OOO O Spotify®WhatsApp&Facebook& OO OO OOOOOOOO OO
QOOOD - OOV ODOOODOOODOOODOOOOOOOOOOOY

QOO - COVOODOOOOOOOOY

OOOOVOD - COVOOOOOOOOOOOOOOC

QODD - COVODOOOOOOOO

OO SLA - SOOOOOOOOOOY QoS

QoS OO
OO0 QoSOOO APN OO0

{
"QoS-Class-Identifier": 9,
"APN-Aggregate-Max-Bitrate-UL": 50000,
"APN-Aggregate-Max-Bitrate-DL": 100000,
"Allocation-Retention-Priority": {
"Priority-Level": 8,
"Pre-emption-Capability": 1,



"Pre-emption-Vulnerability": 1 [/ QOO

}
}

SOOY QoSO VOLTEQ®

{
"QoS-Class-Identifier": 1, // QCI 1 = &3¢
"Max-Requested-Bandwidth-UL": 128000, // bps
"Max-Requested-Bandwidth-DL": 128000, // bps
"Guaranteed-Bitrate-UL": 128000,
"Guaranteed-Bitrate-DL": 128000

}
Rx &&
OOV

1. AA COOCAARO/ AA OOOAAAS

SOOP-CSCF ©& IMS 000000 OOVOLTE 00000

& AVPs®

Session-Id®P-CSCF &0
Subscription-Id®IMSI & SIP URI®
Media-Component-Description

o Media-Typeddooood

o Max-Requested-Bandwidth-UL/DL

o Codec-Data

o Flow-Description®5 @000
AF-Application-Identifier

PCRF &&®

&<& IMSI & SIP URI 0000
OO IMS &
QCOVODOOOOOOOOOOOOO
OOOOOOOY

&& Gx RAR & PGW 00000
& Gx RAA &&

OO Rx AAA OO0

NooRswhb=

&& AVPsO

* Result-Code: 20010000 50630000000



2. COOOOOOSTRO/ OOOOOOOSTAS

OOOP-CSCF & IMS 00000000
PCRF &o®
1. && P-CSCF && ID 000000
2. & Gx RAR & PGW &O0000
3. OO0
4. ©& STA &

&&&Result-Code 2001

OO

& 1OPDN &0

OO 2OVOLTE &O0OOORx AAR - Gx RAR®
&& 3OVOLTE &000ORx STR —» Gx RAR®
OO 4OPDN OO0

&> 3OPDN &0

OO 6O REST API 000000

REST API
PCRF 000000

OOOPOST /api/operation/pcrf _re auth
SOOOOROD GX QOOOOOOOOOY

OOV OOOOOOOOOOOOODOOOOOOOOOOOOOOOOOOOOOOY APN
Q0S COVOOODOOODOVOODOOOOOOOOD - OOV

OO

{
"imsi": "999999876543210",

Ilapnll: "imS"

}
SOOOOHTTP 2000



{
"data": "Gx Re-Auth Request for 999999876543210 sent to
pgw.epc.mnc999.mcc999.3gppnetwork.org, Result-Code: 2001"

}
SOOOOHTTP 4000

{
"error": "Unable to send Re-Auth Request for 999999876543210 on APN
ims, no active PDN Session found"

}
OO API

PCRF 00000000 APN 00000 QoS 000000000 OO REST API 0000
&

SOOOOOOOOOY APN QoS OO0 OOOOOOY QCIDOOOOOOOOOOOOO
APN &&<& PDN &&0& PGW && GX OOOOOOORAROOOOOOOOOOOOOOOOY
QOOOOOOOOOOOOOC

SOOR
QOVROOOOOOOY
APN &&<& - APN QoS && - APN &&
"in’ternet" QCI, Al\l’IBR, ARP @@@é@@@@

1. & APN &0®

&& APN & IP &0
QOOPOST /api/apn/identifier
SO

{

"apn_identifier": {
"apn": "internet",
"ip_version": "ipv4ve"

}

}

IP &O000

. "ipv4" - & IPv4
« "ipv6" - & IPv6



e "ipv4ve" - ©&OIPv4 & IPv6S
e "ipv4 or ipve" - OO IPV4 & IPV6®

SOQHTTP 2010

{
"data": {
"id": 1,
"apn": "internet",
"ip version": "ipv4vé6"
}
}
OO

* apnNOOOR1-254 QOO
* 1p versiondodoOOOOOOOOOOOY

&& APN OOOOGET /api/apn/identifier
2. ®& APN QoS ¢&&

& QoS SOV OQCICOO O
OOOPOST /api/apn/qos profile
SOV

{

"apn_qos profile": {
"name": "OOOOOO>O",
"qci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul Kkbps": 50000,
"pre emption capability": false,
"pre emption vulnerability": true

}

}
QoS &0

& OO &
name string 1-254 &<&
gci integer 1-254

allocation retention priorityinteger 1-15

OO
OOV
QoS 00014 =
GBR®5-9 = & GBR®
ARP OOO1 = OO0
O&



N2 OO O O
APN 00000000

apn_ambr dl kbps integer 1-4,294,967,293 Skbps®

. APN &OOO0000Q
apn_ambr ul kbps integer 1'4’294’967’293®kbps®
pre emption capability booleantrue/false OOOOOOOOOOOR
pre emption vulnerability booleantrue/false QOOROOOOOOOROR
& QCI &

1-OOOOOVOLTE® - GBR®100ms &0
2 - 000 - GBR®150ms 0000

5-IMS && - & GBR®100ms &0

9- 0000 Y - & GBR®300ms &0

OOOHTTP 2010

{
"data": {
"id": 1,
"name": "OOOOOO",
"qci": 9,
"allocation retention priority": 8,
"apn _ambr dl kbps": 100000,
"apn_ambr ul Kkbps": 50000,
“pre _emption capability": false,
"pre emption vulnerability": true
}
}

&> QoS &O@GET /api/apn/qos profile
3. ®® APN ©<¢

& APN &&&<@ QoS &0 @
SOSPOST /api/apn/profile
202020

{
"apn_profile": {
"name": "&&& APN",
"apn identifier id": 1,
"apn_qos profile id": 1
}
}



OO

* NAMEROOOOOOOOOOOOV
* apn_identifier id®&® & APN & & ID

« apn_qos profile id®®® & 1D
SOOHTTP 2016

{

"data": {
"id": 1,
"name": "&&& APN",
"apn_identifier id": 1,
"apn _qos profile id": 1
}
}

OO

* apn_identifier id & apn qos profile id ®QOOOOQC
e & APN ©O0O® QoS @OOODOOOOOQ

&& APN &&OGET /api/apn/profile
1O2OLOROTOROLOROROS

OO 100 IMS APN &&&OVOLTE®

# 1. && APN ©0<&
curl -X POST https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \

-d '{
"apn identifier": {
"apn": "ims",
"ip version": "ipv4v6e"
}
} 1
# oo {"data": {"id": 2, ...}}

# 2. & Q0S OODIMS &0
curl -X POST https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \
-d '{
"apn_qos profile": {
“name": "IMS &< QoS",
"gqci": 5,
"allocation retention priority": 2,
"apn_ambr dl kbps": 5000,



"apn_ambr ul kbps": 5000,
"pre _emption capability": true,
"pre_emption vulnerability": false
}
} 1
# ©o&{"data": {"id": 2, ...}}

# 3. ©& APN &
curl -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
-d '{
"apn profile": {
“name": "IMS APN",
"apn_identifier_id": 2,
"apn qos profile id": 2
}
}I
# oo {"data": {"id": 2, ...}}

OO 2000000
SOOOAPN OO EPC Q0000000000 D AP & ©OO APN OO0

OOV

& QoS OO

PATCH /api/apn/qos profile/{id}
PUT /api/apn/qos profile/{id}

O& - SOOOOOOOOY

# & QoS @@ ID 1 0000
curl -X PATCH https://hss.example.com:8443/api/apn/qos profile/1 \
-H "Content-Type: application/json" \
-d '{
"apn _qos profile": {
"apn _ambr dl kbps": 150000,
"apn_ambr ul kbps": 75000
}
}I
OOOOOOOQ
1. QoS OO
2. QOO QoS OO APN ©&©<& PDN &&®

3. CODOOOOOOOOOY PGW &4 Gx RAR
4. PGW &S00 QoS OO0
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5. COOOOODOOD API QOO0 ODOOOOOOR

SOV 100 OOOOOOOOOOY QoS €& ID 1 &“&03” APN &0 100 &©
QOOOOOOOY APl QOO0 OOOOOOOY 150 Mbps &< / 75 Mbps ©&&

SOOOOOY APN QoS OO0 OOOOOOOOOOOOOOOOO OO APN &&<® PDN
QCOOOOOOOOOOOOOOOOOY

QOO

DELETE /api/apn/identifier/{id}
DELETE /api/apn/qos profile/{id}
DELETE /api/apn/profile/{id}

OO

e OOOOO APN OO0 APN &0 QoS &
¢ VOOV PVOOOOOOOD APN OO

OO

OO 100 Mbps / & 50 Mbps&©
{

"apn_qos profile": {
"name": "OOOO>O",
"qci": 9,
"allocation retention priority": 8,
"apn_ambr dl kbps": 100000,
"apn_ambr ul kbps": 50000,
"pre emption capability": false,
"pre _emption vulnerability": true

}

}

SOV 500 Mbps / & 100 Mbps&©
{

"apn _qos profile": {
"name": "OOOOO",
"gci": 8,
"allocation retention priority": 5,
"apn_ambr dl kbps": 500000,
"apn_ambr ul Kkbps": 100000,
"pre emption capability": true,
"pre_emption vulnerability": false



SOO/M2MOOOOOY

{
"apn qos profile": {
"name": "&o&& M2M",
"in“: 9’
"allocation retention priority": 10,
"apn_ambr dl kbps": 1024,
"apn _ambr ul kbps": 512,
"pre emption capability": false,
"pre_emption vulnerability": true
}
}
OOOOOOOROOROC
{
"apn qos profile": {
“name": "&& APN',
"gci": 5,
"allocation retention priority": 1,
"apn _ambr dl kbps": 10000,
"apn _ambr ul kbps": 10000,
"pre emption capability": true,
"pre_emption vulnerability": false
}
}
OO

Diameter o0&
Gx &&&config/runtime.exsd®
%{

application name: :hss_gx,
application dictionary: :diameter gen 3gpp gx,
vendor specific application ids: [
%{vendor _id: 10415, auth application id: 16 777 238}
]

}
Rx &&&config/runtime.exs®®
{

application name: :hss rx,
application dictionary: :diameter gen 3gpp rx,
vendor specific application ids: [

o°



%s{vendor id: 10415, auth application id: 16 777 236}
]
}

QoS &&
Q0S OO
¢ SOVOOOROOY APN &
o apn_qos profile.qci®QoS &> &
o apn_qos profile.apn ambr ul kbps@o o oo o0R
o apn_qgos _profile.apn _ambr dl kbps&d oo doOR
o apn_gos profile.priority level@@oooo000
¢ OOVOOY RX AAR OO0
o QCISIOOOOOQ

o OOOOOOYOY Max-Requested-Bandwidth AVPs
o OOOOOOY Flow-Description AVPs

OO0

HOOD O & &
2001 &®<¢® DIAMETER SUCCESS®&o&00®

5001 @000 QO® IMSI &&&OO>>OS
5002 &0 OOOOD PDN &&OOOOOD[OO
5063 OO IMS &0

OO

OO0
PCRF &&<&
e && PDN && - OO APN OO00000
* VOLTE && - OO IMS 0000 OOOOO00000

* QoS && - OO APN QOO0
¢ OOVD - VOOV OOOOY

OO
PCRF OO0 000000000

e OO GX OOOOOOOOOD/OO
e OOOOOOTFTOOOOOOOOOY



¢ DOVOOOOOOOOOOOO
¢ DOVOODOOODOOODOOOOO

POOOPDPPOOODDPPOOODDDPOOOD TFT ¥OOODDD
OO0

e Diameter && - &SQOOS

e API && - & API &

. - & HSS &&

. - &&®<® Diameter AVP &&&
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i
API &0

= > API &

OO

¢ DO
¢ OO

OOOOOO

400 OO
{

"error": "Invalid JSON format"

}
OO

* JSON &0&®
¢ DOV
¢ OO

404 OO
{

"error": "Resource not found"

}
OO

¢ DOD/OOOO/OOOOO
e URL ©& ID &0©

422 OOOOOOO
{

"errors": {
"imsi": ["has already been taken"],
"key set id": ["does not exist"]

}
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}

OO
¢ OO0

¢ DOV
¢ OOV

500 SO0

{

}
OO

"error": "Internal server error"

¢ OO
¢ OOV

OO

«— &> AP &&
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i
API &0

= > API &

OO

LIRVLGL0L0L0L010;
ROLO202020 | MROL0;

OOOOOOY

QCOOOOOOOOOOOOOODOOODOOODOOODOOODOOODOOODOOOOOOR
OO

QOO OOOOY jq & JSON ©&&® apt-get install jq & brew install
jg @@

SOV

OO
APN o0&
EPC &0&&
2000

# 1. OOOQQ
KEY SET ID=$(curl -k -X POST https://hss.example.com:8443/api/key set
\
-H "Content-Type: application/json" \
-d '{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"authentication algorithm": "milenage"

}
}' | jq -r '.data.id"')

# 2. && APN QoS @00
APN QOS ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
gos profile \

-H "Content-Type: application/json" \

-d '{
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"apn qos profile": {
“name": " QoS",
"gqci": 9,
"allocation retention priority": 8,
"apn_ambr _dl kbps": 50000,
"apn_ambr ul kbps": 25000

}

¥ | jg -r '.data.id"')

# 3. && APN &0&
APN ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
identifier \
-H "Content-Type: application/json" \
-d '{
"apn identifier": {
"apn": "internet",
"ip version": 2
¥
Y| jg -r '.data.id")

# 4. OO APN 0000
APN PROFILE ID=%$(curl -k -X POST https://hss.example.com:8443/api/
apn/profile \
-H "Content-Type: application/json" \
_d ||{
\"apn profile\": {
\"name\": \"&&& APN\",
\"apn_identifier_ id\": $APN ID,
\"apn qos profile id\": $APN QOS ID
}
¥ | jg -r '.data.id"')

#5. && EPC &0
EPC PROFILE ID=$(curl -k -X POST https://hss.example.com:8443/api/
epc/profile \
-H "Content-Type: application/json" \
-d '{
"epc profile": {
"name": "OOOOO",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000
¥
¥ | jg -r '.data.id")

# 6. OOOQ
SUBSCRIBER ID=$(curl -k -X POST https://hss.example.com:8443/api/
subscriber \

-H "Content-Type: application/json" \



R
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": $KEY SET 1ID,
\"epc _profile id\": $EPC PROFILE ID
}
¥ | jg -r '.data.id")

echo "&&OOO@ID: $SUBSCRIBER ID"
OOOOOOO
OOOOOOOOOOOOOOOOOOOOY

1. OOOQ (22Q) - QOO0

2. QOO0 OY (ERPC OOOQ) - QOO0

3. APN &<& (APN ©2&®) - & QoS 0000
4. QOOD (QQ) - COVOOOC

OOV

¢ OOOOOOOOOO MSISDN &&

¢ OOVOOOOOOOOY IMS OO
¢ OOVOOOOOOD OO

e OOOO SIMOOOOOS SIM

OO

e & MSISDN && - $0000 QWO
. - DOBOOODOO

SO0 IP &

OOOOOOOOOOOOOOOD [P OO
QRO OOROOOROOR” APN OO0 [Pv4 & 10T @000
# OOQOOQOYY jq (apt-get install jg & brew install jq)

#1l., SO00Q
KEY SET ID=$(curl -k -X POST https://hss.example.com:8443/api/key set
\
-H "Content-Type: application/json" \
-d '{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
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"authentication algorithm": "milenage"

}
¥ | jqg -r '.data.id")

# 2. ©& APN QoS @@
APN QOS ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
gos profile \
-H "Content-Type: application/json" \
-d '{
"apn_qos profile": {
"name": "IoT O™,
"qci": 9,
"allocation retention priority": 8,
"apn_ambr _dl kbps": 10000,
"apn_ambr ul kbps": 5000
}
}' | jqg -r '.data.id')

# 3. && APN ©@&
APN ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/
identifier \
-H "Content-Type: application/json" \
-d '{
"apn identifier": {
"apn": "internet",
"ip version": 0
¥
Y| jg -r '.data.id"')

# 4. & APN @00
APN PROFILE ID=$(curl -k -X POST https://hss.example.com:8443/api/
apn/profile \
-H "Content-Type: application/json" \
_d ||{
\"apn profile\": {
\"name\": \"IoT &&& APN\",
\"apn_identifier id\": $APN_1ID,
\"apn gos profile id\": $APN QOS ID
}
¥ | jqg -r '.data.id")

#5. & APN &0 IP
STATIC IP ID=$(curl -k -X POST https://hss.example.com:8443/api/epc/
static ip \
-H "Content-Type: application/json" \
6l
\"static ip\": {
\"apn _profile id\": $APN PROFILE ID,



\"ipv4 static ip\": \"100.64.1.100\"

}
¥ | jqg -r '.data.id"')

# 6. OO EPC 000
EPC PROFILE ID=$(curl -k -X POST https://hss.example.com:8443/api/
epc/profile \
-H "Content-Type: application/json" \
-d '{
"epc profile": {
"name": "IoT &O&&",
"ue ambr dl kbps": 10000,
"ue ambr ul kbps": 5000
}
¥} | jg -r '.data.id")

# 7. && MSISDNOOOOO®
MSISDN ID=$(curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": {
"msisdn": "14155551000"

}
}' | jg -r '.data.id"')

# 8. OOOOOY IP OOHBY
SUBSCRIBER ID=$(curl -k -X POST https://hss.example.com:8443/api/
subscriber \
-H "Content-Type: application/json" \
5l T
\"subscriber\": {
\"imsi\": \"001001999999999\",
\"key set id\": $KEY SET ID,
\"epc _profile id\": $EPC PROFILE ID,
\"msisdns\": [$MSISDN ID],
\"static ips\": [$STATIC IP ID]
¥
" | jg -r '.data.id")

echo "IoT QOO QOO

echo " <&<& ID: $SUBSCRIBER ID"

echo " IMSI: 001001999999999"

echo " MSISDN: 14155551000"

echo " <&& IPv4: 100.64.1.100 (& '&&&' APN )"

SOVOOO®
QCOVOOOOOOOOOOOD [oT OOOOOO



OOVOD (2OQ) - OOV

APN && (APN 00 0Q) - “Oo0" 000

OO IP OO (2 IP) - &0 IPv4 &< 100.64.1.100
OOOOOOOQ (EPC 00 Q) - [oT 0000000
OO (MSISDN) - 00000

OOV (L) - OOOOOOY

SO whE

OO

QOO OODOOOOOOOL” APN OO0 OOOS [P & 100.64.1.10000008
<& DHCP &o®

OO

¢ OOOOOD P OO APNOOOO APN &0OO® 2-5
¢ OOVOOOOOOOOY IMS OO

¢ DODOOOODOD OO

e OOOQ SIMOOOOO® SIM

OO
. - QOO IP OO

¢ LOOOOOY - OOV [P OO
. - OOV

= > API &
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i
OmniHSS API &&

= OO D

%
©

API &&

&< URL
https://[hostname] :8443/api
QOO

* Content-Type: application/json
e &&: OO HTTPS
o O®: 8443000

OO0
OOOOOY JSONOOOOOOO®
OO

{
"data": { ... }
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}

LO2OZOLON
{

"error": "OOOOO"
}
HTTP o6&
2020 2020 O&
2000K &&>® GETOPUTSDELETE
201 & &> POST
400000 QOO
404 >0¢ OO
42200000 OO
500 000000 OO
API &0
OO
SO
OOOOOOOOOOOO

&®: GET /api/subscriber
OOV

O & O
enabled boolean & & >OO
ims enabledboolean® IMS &&&OOOR

OOV
curl -k https://hss.example.com:8443/api/subscriber

OO0

{
"data": [
{
"id": 1,
"imsi": "001001123456789",



"enabled": true,

"ims enabled": true,

“sim id": 1,

"key set id": 1,

"epc profile id": 1,

"ims profile id": 1,

"roaming profile id": 1,

“custom attributes": {},

"inserted at": "2025-10-15T10:30:00Z",
"updated at": "2025-10-15T10:30:00Z"

}
]
}
SO ID OO0
OOOOD ID OO0
&®: GET /api/subscriber/:id
OO OD:

OO @ (020
id integer &< ID

SOV

curl -k https://hss.example.com:8443/api/subscriber/1
& IMSI &0

OO IMSI &0

&&: GET /api/subscriber/imsi/:imsi

SOV

OO OO OO O
1msistring@oooO0 0 14-15 @&

OO0

curl -k https://hss.example.com:8443/api/subscriber/imsi/
001001123456789

OO: OOO IMSI QOOOOOOOOOO



&& MSISDN &0
QOVOOOOOOOOD

&®: GET /api/subscriber/msisdn/:msisdn
SOV

SO OO 20262 20262
msisdnstring ®®<& ISDN && 1-15 &&<¢ (E.164)

OO0

curl -k https://hss.example.com:8443/api/subscriber/msisdn/
14155551234

OO QOVOOOOOOOOOOOOOOO0

OO

QOROOOORY

&&: POST /api/subscriber
OO

{

"subscriber": {
"imsi": "001001123456789",
"enabled": true,
"ims_enabled": true,
"sim id": 1,
"key set id": 1,
"epc_profile id": 1,
"ims profile id": 1,
"roaming profile id": 1,
"custom attributes": {

"note": "OOOO"

}

}

}

OOV

* imsi - O@Y 14-15 OOV Q
* key set id- @000 Q
* epc_profile id- QO OOO®



OOV

enabled - ©<¢: true

ims _enabled - &<&®: true

sim id - ®® SIM &

ims profile id- && IMS @OQRQIMS SO
roaming profile id- && OOQOOOOOOOOOOY
msisdns - MSISDN ID &&&0000®

static ips - ®& APN &&& ID &&

custom attributes - SOOQOS

O

¢ DARRODOL - OOV
. -OOOOOOOOOY
e OO P Q& - OO [P &&& APNs

OO

curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc profile id": 1
}
} 1
OOOV:

OO0
OOV

&®: PUT /api/subscriber/:id

OOV

OO OO O

id integer ®o @YY ID
QOD:

{

"subscriber": {
"enabled": false,
"ims_enabled": false,


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/docs/multi-features

"epc profile id": 2,
"custom attributes": {
"note": "OOOB"
}
}
}

OOOOO:

enabled - @Q/OOOOO®

ims _enabled - &&/&& IMS &&

sim id - &® SIM & ©&

key set id- OO Q00O
epc_profile id- @@ 2OOOOOOD
ims profile id- && 2QQORROY
roaming profile id- &<¢®
msisdns - SAOROOOOR SOV
static ips - SO APNs & && P
custom attributes - SOOROOY

SO
* imsi - OO IMSIOOOOOOOOOD
OO
¢ DOOROD - OOOOOOOC
SO
curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
:g T%ontent—Type: application/json" \

"subscriber": {
"enabled": false

}
}I
O
¢ OOOOOY: {"enabled": false}
° OOOOOROY: {"ims enabled": false}

° DOOOOROYY: {"epc_profile id": 2}&® EPC 0000
e OOOQYY: {"roaming profile id": 3} QOO

OO
QOOOOOOOOY



&®: DELETE /api/subscriber/:id
QOO

OO @ O
id integer &> ID

SOV
curl -k -X DELETE https://hss.example.com:8443/api/subscriber/1
OO QOVODOOOROOOOOOOOOPDN OO OOOOOOOO IMSI®
QO: QOO OROOOROOOY

¢ OQ - OOODOOOOY

¢ SIM - QOOOOOOOOY

¢ DOVL - OOOOOOOOY
* MSISDNS - Q0000000000

OODOOOOOOOOO

SCOOOOOOOOCLROOOOOOOOOOOOOO MME OO

&&: POST /api/subscriber/cancel location

LO2O2OF
{
"imsi": "001001123456789"
}
LO2OH
SO OO & 2020

imsistring® <OQOOOOO IMSIC14-15 OO0

OO0

curl -k -X POST https://hss.example.com:8443/api/subscriber/
cancel location \

-H "Content-Type: application/json" \

-d '{"imsi": "001001123456789"}"

OO0 (200 OK):

{
"data": {



"message": "OQOOOOOOOR",

"imsi": "001001123456789",

"destination host": "mmeOl.operator.com",
"destination realm": "epc.operator.com"

}
}

SOV (404 SO):
{

}
O

"error": "o OOOOOOOOOS MME OO

¢ OOOOOO MME && S6a CLR (subscriber state.last seen mme)

» && Cancellation-Type: subscription withdrawal®@ & >SS

e && CLR-Flags: {sba indicator: 1, reattach required: 1}®UE &&<&
SOO®

¢ OOOOOOOOY last _seen mme & nulleSS@ 404

¢ OOV IMSI & MSISDNs® QOO /SIMS

Y020

QOO OOV

DOV CODOOOOOOOY

QOO OOOOO MME OO0
OO QOVODOOOOOOOOOOOD
OO QOOOOOOOOO

& IMSI &¢@:
&<& MSISDN ©©&&® CLR &®
1. && MSISDN<& @@ IMSI:
// S @ IMSI 001001123456789 <& MSISDNs ["+1234567890",
"+9876543210" ]
POST /api/subscriber/cancel location
{"imsi": "001001123456789"}
/] O OO (LRSS MSISDN 00000000
2. OO IMSISOOOOO:
/] SRR S MSISDN &S IMSISSRR000¢

// && A: IMSI 001001111111111, MSISDN "+1234567890"
// & B: IMSI 001001222222222, MSISDN "+1234567890"



POST /api/subscriber/cancel location
{"imsi": "001001111111111"}

SO0

&& IMSI: CLR &0 IMSI &0 MSISDN

&&: CLR 0000000000000 % CLR 000000 O MME OO0
SO MME ©&000: & MME ©OOOOCLR &00000d HSS OO0
OOO: OO IMSI COOOOOOO

OO0

IIROLUL0L02020LU20L020;
.
.

MSISDN &

MSISDNO @O0 ODOOOO0P@ODOODOVOODOODOVOOVOOOOD
OOOOO & MSISDN ©&&

&& MSISDN

QOVOOOOOR

&®: GET /api/msisdn

SO

curl -k https://hss.example.com:8443/api/msisdn
& MSISDN

QOVOOOOOR

&®: GET /api/msisdn/:id

SOV

curl -k https://hss.example.com:8443/api/msisdn/1
& MSISDN

QOVOOOOOOOY
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&&: POST /api/msisdn
OO
{

"msisdn": {
"msisdn": "14155551234"
}

¥
&
* OO 1-15 0O
¢ OO
e SOOD E. 164 QOO + OO
OO
curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{
"msisdn": {
"msisdn": "14155551234"

}
} 1

& MSISDN 00000

QCOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOC
&

& MSISDN &¢:

SO0 & M DN @& [MS] && Q00000
&& MSISDN

QOVOOOORR

&<&: DELETE /api/msisdn/:id

SO

curl -k -X DELETE https://hss.example.com:8443/api/msisdn/1
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SIM &&

SIM &0 SIM 00000 ICCIDOOOOOOOOOPIN/PUK ©&& OTA &O&
SIM OO0 0DOOOOD OO

OO
e & IMSI Q& - OO SIM QOO O
& SIM
QOO SIM &&
&&: GET /api/sim
SOV
curl -k https://hss.example.com:8443/api/sim
&> SIM
QOO SIM &&
&®: GET /api/sim/:id
SOV
curl -k https://hss.example.com:8443/api/sim/1
&> SIM
QOOROY SIM OO
&>®: POST /api/sim

OO
{
"sim": {
"iccid": "8991101200003204510",
"sim vendor": "Gemalto",

"batch name": "2025-Q1l-Batch-01",
"is esim": false,

"pinl": "1234",

"pin2": "5678",

"pukl": "12345678",

"puk2": "87654321",

"adml": "admin-code-1",
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"kic": "0123456789ABCDEF0123456789ABCDEF",
"kid": "FEDCBA9876543210FEDCBA9876543210"

}
}

SO
e iccid-19-20 &0
SO

sim vendor - QOO

batch name - &>

is _esim- eSIM &>OOO®

pinl, pin2 - &&&<® PIN &&

pukl, puk2 - PIN o0&

adml-admlo - @&

kic, kid - OTA SO OOOOOOOOROR

OO0

curl -k -X POST https://hss.example.com:8443/api/sim \
-H "Content-Type: application/json" \

-d '{
"sim": {
"iccid": "8991101200003204510",
"sim _vendor": "Gemalto"
}
} 1
&> SIM

OO SIM OO
&®: PUT /api/sim/:id
OO

curl -k -X PUT https://hss.example.com:8443/api/sim/1 \
-H "Content-Type: application/json" \
-d '{
"sim": {
"batch name": "&SSOOOO"
}
} 1



&& SIM
OO SIM OO
&<®: DELETE /api/sim/:id

OO SOOOOOOOOOOOOY SIM®

202 22 02 22000

OOV OO Milenage OOOOOOOOOOOOOOOOKIOOPC/OPOAMF®
SONOO OO OO SOOOOOOOO

O@:
¢ CORYD - OOVODOOOOOOY
QOO
DOVOROOOOR
&>®: GET /api/key set
SOOV:
curl -k https://hss.example.com:8443/api/key set
OOOOO
QOOOOOOY
&&: GET /api/key set/:id
OOV

curl -k https://hss.example.com:8443/api/key set/1

QORD:
{
"data": {
"id": 1

"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"op": null,

"amf": "8000",

"sgn": 0O,
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"authentication algorithm": "milenage",
"ota counter": 0
}
}

OO
QOVOOOOOOOOD
&&: POST /api/key set
SO

{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",
"amf": "8000",
"sgn": 0,
"authentication algorithm": "milenage"
}
}

OO0

* ki-128 @00 R32 QOO0 R
e opCc & opLOPC & OP &0
* authentication algorithm - &&&&<® "milenage"

OO0

e amf - &&: "8000"
e sgn-®: 0
* ota counter-<&®: 0

OO0

¢ DOVOOOOOOOOOR
* Ki®OPCOOP: 32 00000000128 OO
e AMF: 4 OQ000000016 OO

OO

curl -k -X POST https://hss.example.com:8443/api/key set \
-H "Content-Type: application/json" \
-d '{
"key set": {
"ki": "0123456789ABCDEF0123456789ABCDEF",
"opc": "FEDCBA9876543210FEDCBA9876543210",



"authentication algorithm": "milenage"

}
} 1

SOVD: OV ODODOODOOOOOOOOY API &0

OOOOR

QOOROOROY

&@: PUT /api/key set/:id

QO OO QOVODOODOODODOODOOOOOOOOOOOOY

SO QOVOVODVODOOVODVOODOODODOODODOODOOOOOOOD
OO

QOO

&><®: DELETE /api/key set/:id

SO QOVOOOOOY QCOVODOOOODOOOODOOOC

OOOOOY

EPC 000
EPCOOOROOOODODDODODDODOODODOOOOOOOOOQ OOV
& EPC 0000

&®: GET /api/epc/profile

& EPC 000

&®: GET /api/epc/profile/:id

& EPC 0000

&®: POST /api/epc/profile
OO
{



"epc profile": {
"name": "OOOOOR",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000,
"network access mode": 0,
"tracking area update interval seconds": 54

}
}
&

O O O OO

name OOOOOO OO OOV
ue_ambr_dl kbps O>O>O>O>® Kbps10000-1000000
ue ambr ul kbps SOO>O>OS Kbps5000-500000
network access mode QOO OO =000D2=00+00

tracking area update interval secondsTAU ©@&& & 540000

OO
curl -k -X POST https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
-d '{
"epc profile": {
“name": "&<& 100Mbps",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000
}
} 1
OO

¢ DOVROY - DOVOOOOOOOY
¢ DOVROY - OOV EPC 00O

& EPC 0000

&®: PUT /api/epc/profile/:id

OQ: & EPC 000000000000 DOOD QOOODDODOOOOOOOY
& EPC 0000

&>®: DELETE /api/epc/profile/:id

SO QOVOOOOOY QOO
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IMS &0

IMSOIP 00O OOOOOOOOOOOOOOOOOOOOOOORIFCOOOOOOOOO
OO IMS OO QOO

O IMS &S00 @
&®: GET /api/ims/profile
O IMS S00@
&®: POST /api/ims/profile
OO
{
"ims _profile": {
"name": "&<& VoLTE",
"ifc template": "<IMS-XML-&&-O00>"

}
}

LO2OH

. -IFC Q00000000
. - IMS OO0

APN 00

APNOO O OO0 Q@O@OODODOODDODDOODOOODOOD
1. APN ©0® - & APN 000 IP ©©
2. APN QoS &S00 - OO0
3. APN OO0 - OO OOOQ QoSO

OOOOOOOOOOAQOS SOOOOOOOOOOOO PCRE OO0 & APN 00000000
OO

&& APN &0

&&: GET /api/apn/identifier
&>& APN &0

&®: POST /api/apn/identifier
OO
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{

"apn_identifier": {

"apn": "internet",
"ip version": 2
}
}
IP &&¢:
e 0-&1IPV4
e 1-&1IPV6
e 2 -IPVAVEOOO®
e 3-IPvd & IPVEOOOOO®

&> APN QoS &00¢
&®: GET /api/apn/qos profile
& APN QoS &00®

&®: POST /api/apn/qos profile
OO
{

"apn_qos profile": {
"name": "OOQ OO,
"qci": 9,
"allocation retention priority": 8,
"apn_ambr _dl kbps": 50000,
"apn_ambr ul kbps": 25000,
"pre _emption capability": false,
"pre emption vulnerability": true

}

¥

& APN 0000
&>®: GET /api/apn/profile
& APN 0000

&®: POST /api/apn/profile
OO
{



"apn_profile": {
"name": "&&O& APN',
"apn_identifier id": 1,
"apn _qos profile id": 1

}

}
OOV
* apn_identifier_id - &0>>O>> APN OO
* apn_gos _profile id- ®0&00Q®
OO
. - OO APN @000 0
. - APN 0000000 EPC 000 &
SO IP &

OO P OOOOOOOOD APNOOOOOOOOOOOOOOOOOOOOOOOO APN 00O
&& IPv4 &/ [PV OO0 00O DHCP 000000000

OO

SOVOOOOO:

SOORODOD - APN OO0

QOO Sba COVOOOY APN-&& AVP SO0 000000d
SO

. QOO OO APN OO OODOOOO00LI 2. &

QOOY: &Y apn_identifier.apn®@ & “internet”®“ims”®

PDN ©&¢&: ¢ apn_identifier.ip version &&®ipv4d=0ipv6=1<&

ipvdv6=2<ipv4 or ipv6=3<&

QoS &&: & apn_qos _profile &

AMBR &¢&: &< 1000&kbps = bps &&&

OO IP O&: OOOOO+APN @000 [P &
o OOOY: subscriber.static _ips —» ® apn _profile id & - &<& IP
o IP &OOOOOOO® apn_identifier.ip version &&

7. VPLMN-OOOOOD: OO POODDD - SDOOOOD [POOOOOO

WIN -

o o1

OO
OOV



& APN &&: &0 [P 00000 d
SOV VOOO APN OO IP: ©OGG APN 0000000 [P 0O
IPv4 & IPV6 &&: && [P &0 [PvAd® [PVE OO0
SO IP ©00D: OB [P 00O DDOOOODD IP OO0 E
o SO IPV4 & IPV6 00O DOOOOOOOOOS APN &6
0o BOVOOOOOD [P OOV
o OOOOOOOOOY 1ipv4 static ip & ipvb static ip SO
¢ BOVBB: OO [P ®OOOOOD

O

[oT &0 IP OO
QOODOOODOOOOOOOD [P OOOOOOOO
OOOD [P OOOOOOOOY

QOO [P OO0

OO [P OO0

OO IP

QOROROD IP OO

&®: GET /api/epc/static ip

SOV

curl -k https://hss.example.com:8443/api/epc/static ip
SOV

{
"data": [
{
"id": 1,
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111",
"apn _profile": {
“id": 5,
“name": "&&& APNY,
"apn_identifier": {
"apn": "internet",
"ip _version": "ipv4ve"
}
}I
"inserted at": "2025-11-15T10:30:00Z",
"updated at": "2025-11-15T10:30:00Z"



}

OO IP

QOOOOD IP &O®

&&: GET /api/epc/static ip/:id
OO

OO ©@ O
id integer©< IP ©&<& ID

OO0

curl -k https://hss.example.com:8443/api/epc/static ip/1

OO IP

& APN 00000 IP 00

&&: POST /api/epc/static ip
OOV

{

"static ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipvbe static ip": "2606:4700:4700::1111"
}
}

OOV

* apn_profile id- @000 APN @&
* OOOOOY® ipv4 static ip @ ipve static ip &

OOV

* ipv4d static ip - IPv4 SOOOQQQQOORR
* ipvb static ip - IPV6 @000

IP &&000:
o [PV4: OO0 ®100.64.1.1¢

¢ IPVG: QOO0 OODOOOOOO00P2606:4700:4700: : 1111
¢ IPv4 & IPVE OOOOOOOOD [P OO0 0000



° QOOOOOD [P OO

o QOO IP OOOOOOOOOOOOOOOO APN &

0 QOVOOOOOOOOOOOOOOOY

OO0
&> IPv4IPv6 OO
&S IPvdv - {"ipv4 static _ip": "100.

64.1.1"}

®IPv6- v {"ipv6 static ip": "2606:4700:4700::1111"}

O v 000000

OO0
& IPv4 && IP:

curl -k -X POST https://hss.example.com
-H "Content-Type: application/json" \
-d '{
"static_ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1"
¥
} 1

& IPVv6 && IP:

curl -k -X POST https://hss.example.com
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn profile id": 6,
"ipv6 static ip": "2606:4700:4700
}
} 1

OO0 IP:

curl -k -X POST https://hss.example.com
-H "Content-Type: application/json" \
-d '{
"static ip": {
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700
}
} 1

OO0 (201 OOOQ):

:8443/api/epc/static ip \

:8443/api/epc/static ip \

p:1111"

:8443/api/epc/static ip \

::1111"



{

"data": {
"id": 1,
"apn profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111",
"inserted at": "2025-11-15T10:30:00Z",
"updated at": "2025-11-15T10:30:00Z"

}
}

O

e OOX P QOO - DOOOOOOOY
* APN @000 - && APN &

OO0 IP
OOOOOOO [P OO

&&: PUT /api/epc/static ip/:id

SOV

OO OO OO

id integer&<® IP &&<@ ID
NROLOH

{

"static ip": {
"ipv4 static ip": "100.64.1.2",
"ipvbe static ip": "2006:4700:4700::1112"
}
}

SOORQ:
* ipv4 static ip - &< IPv4 &
 ipvbe static ip- &<& IPv6 &
* apn profile id- ©& APN &<&
OO0
* id- QOO

OO OOOOOOR [P OO0 OOY PDN &0 && PDN &0 0000 [POO®
QCOOOOOOOOY



OOV
curl -k -X PUT https://hss.example.com:8443/api/epc/static ip/1 \
-H "Content-Type: application/json" \
-d '{
"static ip": {
"ipv4 static ip": "100.64.1.2"

}
} 1

OO IP

QOOR IP &O@

&<&: DELETE /api/epc/static ip/:id
OOV

OO OO OO
id integer©< IP ©&<& ID

OO

curl -k -X DELETE https://hss.example.com:8443/api/epc/static ip/1
OQ:

OO IP &@

OO APN ©OQODAPN OO0 O0O0®

OOOOY [P OOOOOOOOOOOOOO [P
OOORIP OOOOO

OO OOV OOODOD IPOOOOOOOOOOOY PDN OO0 OO OO [POOOOOOC
QCOOOOOOOOOOD OO

OO [P OO0
COOO P OOOOOOOOOOOOOOOOOOD [P OO O OO0
OO

1. OO IPOOROD &0 [P®
2. ®&® static_ips OOOOOO®

OO IP &O0:

# < 1 096: © "internet" APN &&&& IP
STATIC IP ID=$(curl -k -X POST https://hss.example.com:8443/api/epc/



static ip \
-H "Content-Type: application/json" \
-d '{
"static_ip": {
"apn _profile id": 5,
"ipv4 static ip": "100.64.1.1",
"ipv6 static ip": "2606:4700:4700::1111"
¥
Y| jg -r '.data.id")

# QO 2 O OO0 IP &0
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
_d II{
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$STATIC IP ID]
}
}II

SOOR IP SO0

curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"static ips": [1, 2]
}
} 1

OO IPOOO APNs®:
OOOOOOOOOD [POOOOO [P &OOOO APNO

# & "internet" APN &&&& IP
INTERNET IP=$(curl -k -X POST https://hss.example.com:8443/api/epc/
static _ip \
-H "Content-Type: application/json" \
-d '{
"static _ip": {
"apn_profile id": 5,
"ipv4 static ip": "100.64.1.1"

}
}' | jq -r '.data.id')

# & "ims" APN &&&<& IP
IMS IP=$(curl -k -X POST https://hss.example.com:8443/api/epc/



static ip \
-H "Content-Type: application/json" \
-d '{
"static_ip": {
"apn_profile id": 6,
"ipv4 static ip": "100.64.2.1"

}
¥ | jg -r '.data.id"')

# OO IP 00000
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
_d II{
\"subscriber\": {
\"imsi\": \"001001123456789\",
\"key set id\": 1,
\"epc profile id\": 1,
\"static ips\": [$INTERNET IP, $IMS IP]
}
}II

OOV

e /OO OOOO APNS 00000 IP
e X OO OO0 APN ©OOOS [P

SO0 - & APN:

# OOOOOQ IP OOOD APNOOOOO
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"static ips": [1, 2]
¥
} 1

# OOOO:

"errors": {
"static ips": [
"OOOODOD APN OO IP 0000 OOOOOOOOROY internet OO
IP 100.64.1.1 ¢& 100.64.1.2"
]
}
}
Y020



. - OO0
. - OOOOOO
¢ QOO P OOOD - OOOOOD

OO

QCOOOOOOOOOOOOOOOOOOOOOODD IMS COOOOOOOOL OOV MCC/
MNC 00000000

OOOOOOOR

&&: GET /api/roaming/profile
QOO

&<®: POST /api/roaming/profile
OO0

{

“roaming profile": {
"name": "SOOOOOR",
"data action if no rules match": 1,
"ims_action if no_rules match": 1

OO

» data action if no rules match - &&& SOOOO®
 ims action if no_rules match - IMS & OO OO

QOO

&®: GET /api/roaming/rule
OO

&®: POST /api/roaming/rule
OOV



{

"roaming rule": {
"name": "&& AT&T",
"mCC“: II310II'

Ilmncll : II410II ,
"data action": 0O,
"ims action": 0O

}

}
2O2OH

T [o{ R OTOROROROROTOR OROR 2 2 V208

e MNC - OOOOROR2L-3 &

* data action-&& (0) @& (1) QOO

* ims_action - &€& (0) &< (1) IMS/QQ®
202N

. - OOV
. - OOVOOOOOODOOOOO

EIR &&

OmniHSS &<& S13 OOOOOOOOOOOOOEIROOOOEIR &0 IMEI OOO000Q
OO

OOVOOOOODSL3 OOV OD IMEI 00000000 EIR &
&> EIR &

&®: GET /api/eir/rule

&> EIR &

&®: POST /api/eir/rule

OO

{

"eir rule": {
"name": "&<& iPhone 6",
"imei regex": "7~35[0-9]{6}0[0-9]{7}$",
"action": 1
}
}
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&

* name - SOOOOOOY
* imei regex - ©& IMEI OO0
* action - @O (0)QROY (1) X (2)

* 0-OOOOOO
e 1-0000000
¢ 2-00DOOOOOOQ

¢ SOOOOOOOOOOY IMEI®
¢ OOVOOOOY TAC OO0
° DOVOODOOODOOODOOOOOOOY

O

. -S13 &&® EIR &0
. - OmniHSS EIR ¢&

OO0

QCOVODOOOODOOOOO

. - APl OO0 000
. - OOOOOOOOY
. - QOO0

= OOOOOD | DO OO —
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i
API 00000

= > API &

OO0

OO API @000

& GET /api/status

OOV

curl -k https://hss.example.com:8443/api/status
OOV

{

}
QOO DOVODOOODOOOOOOR

"status": "ok"

= OO API &
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i
OmniHSS &0

= OO D

OO

OmniHSS & ¢ Elixir & Erlang/OTP @O0 QOO0 QOO0 OO0 OOOOOOOOOO
QOOOOOOOOOOOOOOOOOOOOOOOY

OO

OO
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OO
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QOROROOOOOOOOOOROROQ

¢ DOVOOOOO
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OO

SO

OO
OmniHSS &0OO OO
¢ DOVOOVOOOODOOY

e &Y runtime.exs SO
LR OLORO2O2OOLOTOLOLOLOLOLOLOLOLOLOL O

QOO
SOOVOOD

# config/runtime.exs

config :hss, Hss.Repo,
# OOOOOOQ
username: System.get env("DATABASE USERNAME", "root"),
password: System.get env("DATABASE PASSWORD", "password"),
hostname: System.get env("DATABASE HOSTNAME", "localhost"),
database: System.get env("DATABASE NAME", "omnihss"),

# OOOO®
pool size: String.to integer(System.get env("DATABASE POOL SIZE", "20")),

# OOOOOOOOOQ
timeout: 15 000,
connect timeout: 15 000,

# OO

show sensitive data on connection error: false
QOOOORR

O O O O

username SQL @& “root" QOO
password SQL @& "password" OOOOOROOOOOOOY
hostname SQL &&&000&&® "localhost" &&&&>® FQDN & IP
database & OO "omnihss" QQOOOOOOOOOOOR
pool sized>OOO 20 OO R10-50 @O
QOO
OO

e O 20 00000



SRUGHOOO" OO
BOODOOODOODOOOOD 10
SHOOOOD AMB OB
SOQYOPVWOOOOOD SQL 000G

OOOOOOOOOO

# config/runtime.exs - &SSO

config :hss, Hss.Repo,

username: System.fetch env! ("DATABASE USERNAME"), # OO0
password: System.fetch env! ("DATABASE PASSWORD"), # OO0
hostname: System.get env("DATABASE HOSTNAME", "db.internal.example.com"),
database: System.get env("DATABASE NAME", "omnihss"),
port: String.to integer(System.get env("DATABASE PORT", "3306")),
pool size: String.to integer(System.get env("DATABASE POOL SIZE", "30")),
ssl: true,
ssl opts: [

cacertfile: "/etc/ssl/certs/mysql-ca.pem",

verify: :verify peer

]

Diameter &&

Diameter OQ&®
# config/runtime.exs

diameter config = %{
service name: :omnitouch hss,

# OO0

listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),

listen port: String.to integer(System.get env("DIAMETER LISTEN PORT",
"3868" ) ) ,

# Diameter &<

host: System.get env("DIAMETER HOST", "omnihss"),

realm: System.get env("DIAMETER REALM",
"epc.mnc001.mccO01.3gppnetwork.org"),

# OO

product name: "OmniHSS",

vendor _id: 10415, # 3GPP

supported vendor ids: [5535, 10415],

# OO
request timeout: 5000,

# OOOOQ
peers: [



# OOOODOOOQ
]
}

config :hss, :diameter, diameter config
Diameter &&&&

OO

e &&O HSS 00000000 “omnihss”®“hss01”¢

* &&® Diameter &0 PLMN @000 &
“epc.mnc001.mcc001.3gppnetwork.org” &

¢ OOV OO {host}.{realm}

&< Diameter &
DOOODOOOOOOOOY
# config/runtime.exs

peers: [

# MME ©Q000®

%{
host: "mmeOl.epc.mncOOl.mccOOl.3gppnetwork.org",
realm: "epc.mnc@O0l.mccO0l.3gppnetwork.org",
ip: "10.7.25.100",

port: 3868,
transport: :sctp, # <& :tcp
applications: [:s6a]

’

}
# P-GW &S00
%{

host: "pgwOl.epc.mnc00l.mcc@O1.3gppnetwork.org",

realm: "epc.mnc@Ol.mccOO1l.3gppnetwork.org",

ip: "10.7.25.101",

port: 3868,

transport: :sctp,

applications: [:gx]

’

}
# I-CSCF 00000

{
host: "icscf@l.ims.mncOO1l.mccO00l.3gppnetwork.org"

realm: "ims.mnc001.mcc001.3gppnetwork.org",
ip: "10.7.25.102",

port: 3868,

transport: :tcp,

applications: [:cx]

~



OO0

OOOOOROOOY HSS &0
# config/runtime.exs

diameter config = %{

# ... OO0 ...
peers: [] # & - OOOOORXQ
}
Diameter OOQOQOQ
QOO
O O O O&

SCTPOOOOOOOOO0 OOOOOOOOOOOO &Y Diameter
TCP OO0 ODOOODOOOOOOOOOOOC && SCTP 000000

OO0

&< PLMN &

&& PLMN @000 00000¢

# config/runtime.exs

config :hss, :home plmn, %{

mcc: System.get env("HOME PLMN MCC", "001"), # OO0
mnc: System.get env("HOME PLMN MNC", "001") # OO0

}

PLMN &&0&

OO

AT&TOOOOOMCC=3100MNC=410
Verizon® o> OMCC=311>MNC=480

Vodafone&>&>OOOMCC=234OMNC=15
SOOOOMCC=001>MNC=01

OOOOOO

# config/runtime.exs

# Diameter ©&

listen ip: System.get env("DIAMETER LISTEN IP", "0.0.0.0"),
# OOOOROQ

# listen ip: "10.7.25.186",

# API &<&

# OOOQ



config :hss, HssWeb.Api.Endpoint,
http: [
ip: {0, 0, 0, 0}, # OO
port: 8443
]

# OO0
config :hss, HssWeb.ControlPanel.Endpoint,
http: [
ip: {0, 0, 0, 0}, # SO
port: 7443
]

OOV

IMS &&
S-CSCF ¢00®

# config/runtime.exs

config :hss, :ims, %{
scscf: %{
# ©OOO®:random peer ¢ :round robin
selection method: :random peer,

# & S-CSCF 0000 @
peers: [
%{
host: "sip:scscf@l.ims.mncOO1l.mccO01l.3gppnetwork.org:5060",
capabilities: [] # QOO

}

%{
host: "sip:scscf02.ims.mncOO1l.mccO01l.3gppnetwork.org:5060",
capabilities: []

}

]
}
}

S-CSCF &00@
SO

O O O
:random_peer Q@@ S-CSCF OO0
:round robin®®®® S-CSCEF = OO0



IMS &00&
OORQIMS OO EPC &0

# EPC &&
"epc.mnc001.mccOO1.3gppnetwork.org"

# IMS &<&
"ims.mncOO1l.mccOOl.3gppnetwork.org"

EIR &&

OO DODOVOODOOOOOOOOY
SOOOOOOO

# config/runtime.exs

config :hss, :eir, %{
# OOOOODODOOOOOOOOOO®
unknown equipment behaviour: :whitelist
# OO0
# :whitelist - SOOOO®
# :blacklist - OOOQQQ
# igreylist - Q0000000
# :reject unknown equipment - SOOOOOOOOOY

}
OOOOOR
SO

> O& O
:whitelist SOOOOY IMEI Q00000
:blacklist SOOOOR IMEI @00
:greylist OOOOOOY IMEIOOO®

:reject _unknown equipment SOQOOORROL OO

QO OOV :whitelist QOOOOOOOOOROY 1greylistOOOOY blacklist €&
OO

API OO0
API ©60®

# config/config.exs

config :hss, HssWeb.Api.Endpoint,
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url: [host: "localhost"],
render _errors: [view: HssWeb.ErrorView, accepts: ~w(json)],
pubsub server: Hss.PubSub,

# HTTPS &
https: [
port: 8443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

]
OOOOOO

# config/config.exs

config :hss, HssWeb.ControlPanel.Endpoint,
url: [host: "localhost"],
render _errors: [view: HssWeb.ErrorView, accepts: ~w(html json)],
pubsub server: Hss.PubSub,
live view: [signing salt: "some-secret"],

# HTTPS &<&
https: [
port: 7443,

cipher suite: :strong,
certfile: "priv/cert/omnitouch.crt",
keyfile: "priv/cert/omnitouch.pem"

]

TLS OO0

OO0

+ OO X.509 ©©

e DOOOY

¢ DOOOOOOOOOY

* CN & SAN &0000000

OO

https: [
port: 8443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss.crt"),
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss.key"),
cacertfile: System.get env("TLS CA FILE", "/etc/ssl/certs/ca-bundle.crt")
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SO
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. Looooosss
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OO
OO0
1. OO0
QCOVODOOOOOOOO
2. QOO0

&< https://[hostname]:7443
QOVOOOOOOY

3. API &&¢©



curl -k https://[hostname]:8443/api/status
4. Diameter &&&

SOOOO® Diameter &
SOOOOO®

5. OO0

QCOVODOOOODOOOC
OOV SQL 000

OOOOOOOOO

# config/runtime.exs - OOOOOR
import Config

#

# OOO0O
#

config :hss, Hss.Repo,
username: System.fetch env! ("DATABASE USERNAME"),
password: System.fetch env! ("DATABASE PASSWORD"),
hostname: System.get env("DATABASE HOSTNAME", "db.omnihss.internal"),
database: System.get env("DATABASE NAME", "omnihss"),
port: String.to integer(System.get env("DATABASE PORT", "3306")),
pool size: String.to integer(System.get env("DATABASE POOL SIZE", "30")),
timeout: 15 000,
connect timeout: 15 000,
ssl: true,
ssl opts: [
cacertfile: "/etc/ssl/certs/mysql-ca.pem",
verify: :verify peer

]

#

# ©& PLMN &
#

config :hss, :home plmn, $%{
mcc: System.get env("HOME PLMN MCC", "001"),
mnc: System.get env("HOME PLMN MNC", "001")

}
#

# Diameter &¢



#

diameter config = %{
service name: :omnitouch hss,
listen ip: System.get env("DIAMETER LISTEN IP", "10.7.25.186"),
listen port: String.to _integer(System.get env("DIAMETER LISTEN PORT",
"3868")),
host: System.get env("DIAMETER HOST", "omnihss01"),
realm: System.get env("DIAMETER REALM",
"epc.mncOO01l.mccOO01.3gppnetwork.org"),
product name: "OmniHSS",
vendor _id: 10415,
supported vendor ids: [5535, 10415],
request timeout: 5000,
peers: [
%{
host: "mme@l.epc.mncOOl.mcc001l.3gppnetwork.org",
realm: "epc.mnc00l.mccOO1l.3gppnetwork.org",
ip: "10.7.25.100",
port: 3868,
transport: :sctp,
applications: [:s6a]
}
]
}

config :hss, :diameter, diameter config

#
# IMS &<&
#
config :hss, :ims, %{
scscf: %{
selection method: :random peer,
peers: [

%{host: "sip:scscf0l.ims.mnc001l.mccO01.3gppnetwork.org:5060"},
%{host: "sip:scscf02.ims.mncOO1.mccOOl.3gppnetwork.org:5060"}
]
}

EIR &&

H oI H

config :hss, :eir, %{
unknown equipment behaviour: :whitelist

}
#



# API ©000&
#

config :hss, HssWeb.Api.Endpoint,
http: [ip: {0, 0, 0, 0}, port: 8443],
https: [
port: 8443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss.crt"),
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss.key")
1,
url: [host: System.get env("API HOST", "api.omnihss.internal"), port:
8443]

#

# OOOOOOOQ
#

config :hss, HssWeb.ControlPanel.Endpoint,
http: [ip: {0, 0, 0, 0}, port: 7443],
https: [
port: 7443,
cipher suite: :strong,
certfile: System.get env("TLS CERT FILE", "/etc/ssl/certs/omnihss.crt"),
keyfile: System.get env("TLS KEY FILE", "/etc/ssl/private/omnihss.key")

1,
url: [host: System.get env("CP HOST", "hss.omnihss.internal"), port: 7443]

C OOROROD | QOO —
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i
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OO

OO

OmniHSS ©OOOOOOOOODOOODOOODOOOOOOODOOOOOOOOOOOOO
QOOOOOOOOOY

OO
OO
O
QOO ODOOOOOOORQ
OO

O OO OO OO
id bigint &< OO
enabled boolean &> &@: true
ims enabled booleanIMS &&& & &@: true
imsi string QOQOOOOY  14-15 QOO
custom attributes map ©OOOCOVO> O
sim id bigint SIM &&& OO
key set id bigint > QOO OO

epc profile id bigint EPC &0 00
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subscriber state idbigint J O QOO

OO
OOOOOOOOOOOS IMSI

QOO OOOO MSISDNO OO
QOVOOOOOOOOOOR

enabled @ QOO OOOOOO IMS®
ims_enabled &S IMS &&

SIM

SIM OO0 OOOS SIM OO

OO

O O O OO
iccid string @OQO O ID &
sim vendor string SIM &&& OO
batch name string <&&&& O
is esim boolean &&& SIM && @&
pinl, pin2 string PIN & O
pukl, puk2 string PUK ® OO
adml - admlOstring <O & OO

kic, kid binary OTA & & OO
OO

ICCID ©&&<® SIM &

OO SIM OOOOOOOOOOOO
PIN/PUK &0 SIM &&
ADM &0 SIM &

KIC/KID &<& SIM OTAS OO0

OO

QOOODOOOOOOODOOOC
OO

O O
ki binary @&

OO

IMSI & 14-15 QOO0 ODOOOY

O

OO
128 €16 0O



O O® O @

opc binary 0000000 128 &
op binary &0 000000 OPCS 128 &
amf binary &0 0000 16 &2 0@
sgn bigint @@ >OORO 48 &
authentication algorithmstring ¢&&<& &> "milenage”
ota counter bigint OTA &> O
OO

QOOOOODOOOOOOOQ

Ki && SIM 00000

OO OPC & OPLOPC &0 OP &0
SQN OO OOOOO

Milenage ©OOOOOOOOQ

SOOOOOO

MSISDN

MSISDN OO0
OO

OO O OO &
msisdnstring ®®<® ISDN && 1-15 &OOOE. 164 C@®

OO

MSISDN Q00000000

&& MSISDN 000000000

& MSISDN 00000000000

QOO + OO ®"141555512347& +1 415-555-1234<¢

& MSISDN &0&

QOO
EPC ¢&0®

EPC &00Q00® LTE 000000
OO



O® O® O O

name string Q@O OO O
ue ambr dl kbps integer @€ &> Kbps
ue ambr ul kbps integer o&>O®<&  Kbps
network access mode integer & OO

tracking area update interval secondsintegerTAU &<& &
SOOOOOR

AMBROOOOOOOOOD

IMS o0&

IMS OO0/ OO®

OO

O OO O O
name string &> O OO
ifc templatetext SOOOOS XML && >SS XML
IFC &0
OO

e [FCOOOOOOOOOD IMS 000000
¢ OOVOOOOOOY

¢ DOVOOOOOOOOC

e & IMS OO0 S-CSCF

APN &00&
APN OOOOOOOO00000OOO0

OO
APN &0
OO & OO OO
apn string APN &<¢& ‘"internet", "ims", "mms"

ip versionintegerIP &0 OO

IP &O000



APN QoS &0

QoS O0®

O OO OO OO
qci QoS &> & 1-9 QCI 900
allocation retention priorityARP ©&<& 1-15 OOOOOOO
apn_ambr dl kbps APN &0 0+ O&
apn_ambr_ul kbps APN &0 0+ OO
pre emption capability OO  true/falsefalse
pre_emption vulnerability OO true/falsetrue
QCI &&
OOV

OOODOOOOOOODOOOOOOOOY
OOV
OOV

OO0

OO

QOO OOOOOOY

OO

OO

last seen mcc, last seen mnc - QOS>
last seen tac - OO

last seen cell id-<&<& ID

last seen enodeb id - eNodeB ID
last_seen eci - E-UTRAN &0

OO
* last seen mme - @QOO>O>X> MME
* last _seen realm- MME &0
* last seen _rat _type - OOOOOOOLTE®LG &

IMS o0&



* assigned scscf - @SSO S-CSCF
 ims public identity - SIP URI®&&&

Sip:+14155551234@ims.example.com<®
* sh repository data - &&& IMS SOOOOD
SOO®

* last _seen at - OOQQROOOOO

« ©& last_* at o000
PDN &6
PDN $300000000O00
PDN $000000
LTE &&
LTE $&00000dd VOLTE &0/00000
SOOOD
VOLTE &&&0®

OO

OO

OO0
QCOOOOODOOODOOOOOOOD

OOOOOY

OOOOOO

OOV
OOOOOY



mailto:+14155551234@ims.example.com

QOO
OOV
OOV
IMS $&0®
COOOOD

OOOOOO

OmniHSS ®GPSGOOPDPPEOODDIPOOOODDD
OOOOOOOOOO

®®® S6a AIR - OSOOOODOPO

OOOOOOOOO

&Y S6a ULR - 00O EPC OO0

OOOOROIMS OO

OOY Cx SAR - ©& IMS OO0 DOOO

C ORROOD | OOORAPI & —
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|

Diameter o000

= OO

SOOOOOO® mermaid &S Diameter OO QOO O O OmniHSS &0 OO

OO

Q00 (Gx CCA)
Q0222 (Sh UDA)
ME ©&&&&& (S13 ECA)

OOOOO® (Sba ULA)

SOV HSS © LTE 00000000 MMEOO OO OO0 OO Diameter AVP OO0

OOV
OOV

OO0

subscriber.enabled

msisdn.msisdn

epc_profile.ue_ambr _ul kbps

epc_profile.ue_ambr_dl_kbps

epc_profile.network_access mode

apn_identifier.apn

apn_identifier.ip_version

apn_qgos_profile.qci

N2

true/false

‘14155551234

50000

100000

"internet'

Diameter
AVP

Subscriber-
Status

MSISDN

Max-
Requested-
Bandwidth-
UL

Max-
Requested-
Bandwidth-
DL
Network-
Access-
Mode
Service-
Selection

PDN-Type

QoS-Class-
Identifier

N4

true - 0
(active),
false - 1
(barred)

&&& MSISDN®
TBCD &®

&< 1000 (kbps
- bps)

&<& 1000 (kbps
- bps)

QOO

OO

0=IPv4,
1=IPv6,
2=IPv4ve6,
3=IPv4 or IPv6

OO


https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/README.md

SOOOD &0 Diameter oo

AVP
apn_qgos_profile.allocation_retention_priority 8 Eg)er]lty- OO
. - Pre- false - 0,
apn_qgos_profile.pre_emption_capability false emption- true - 1
Capability
. - Pre- false - 0,
apn_qgos_profile.pre_emption_vulnerability true emption- true - 1
Vulnerability
APN AMBR &< 1000 (kbps
apn_qgos_profile.apn_ambr _ul kbps 25000 UL _ bps)
APN AMBR &<¢ 1000 (kbps
apn_qgos_profile.apn_ambr_dl_kbps 50000 DL ~ bps)
Served-
o s s o . \ . Party-1P-
static_ip.ipv4_static_ip 100.64.1.1 Address QOO
(IPv4)
Served-
s e . o . \ . .. , Party-IP-
static_ip.ipv6_static_ip 2606:4700::1111 Address OOOOOOO®
(IPv6)
OO

1. AMBR &&&00&<® kbps ©@®Diameter &< bps®&<® 1000

2. IP &0 0=IPv4, 1=IPv6, 2=IPv4v6, 3=IPv4 or IPv6

3. &> O®enabled: true - 0 (SERVICE GRANTED)®enabled: false - 1
(OPERATOR DETERMINED BARRING)

4. QOOOOOOOD APN 00OV OO0 (0, 1, 2..)

5. OO IPOOOO® static ips QOO OOD

QOOOORY
¢ SOROOOOROP® PLMN @ roaming profile.roaming rules

e OOOOOOPsubscriber.enabled == true
e OO APNOOOOOOOOO IMSOOOOO® IMS APN

OOOOO (Sba AIA)

SOOOOOO LTE/EPC 000000000
OO0
SO
1. COOOOOODODOOODOOOOOY key_set &
2. SON OOOOOOOOODOODOOVOODOOVOOY
3. Milenage ®&&3GPP TS 35.206 - 00000
4. KASME &&&®¢® TS 33.401 && KDF & CK||IK €0&@
DOV
¢ OOVOOOY SQNO OOV

* Ki/OPc &0 O&& HSSOO OO0
* AUTN ©00&% (SQN) & AMF 0000000



* Milenage ©@&& UE OO0

OO (Cx SAA)

SOOOOOOY HSS © IMS 000000 S-CSCEF®

OO
OO

IFC ©OJ&XML &&&&<® ims profile.ifc template &
OOROOROOOROY {{msisdn}}&{{imsi}}&{{impu}}

S-CSCF ©&&® subscriber state.assigned scscf &&&&&& S-CSCF
IMS @000 ®sip:+{msisdn}@{ims domain} & tel:+{msisdn}

Ll e s

IFC 00000

e {{msisdn}} - ®&&&&® MSISDN

e {{imsi}} - ®& IMSI

e {{impu}} - IMS &>&&OOOOOO® subscriber state®
e {{impi}} - IMS & OO OO IMSIErealme®

OOOOROY (Gx CCA)

OOV PCRF &0 0000000d PGWS
OOOOR
SO

1. OO OOOOOOO/O® pdn_session &&

2. QoS & P> APN QoS &&& QCI 0000

3. COVODOOOOOVOOOOOOOOY

4. CC-Request-Type®><&<& INITIAL (1)SUPDATE (2)STERMINATION (3)
CROROtoRR L 2 2 2

e INITIAL REQUESTO®&&& PDN &&&&

* UPDATE_REQUEST®&&®<® PDN ©&
e TERMINATION REQUEST®&<® PDN &&&<&

OOOOO (Sh UDA)

SOV HSS ©&@ Sh 00O ASOOOOOOOQ

OO
OO

OOOOOOODY subscriber state.sh repository data &&&&&& XML
QOO DODORODOOOOODOOOOROOY

QOOOOOOROOOROD IMS OO @

QOODOOOOOOOOOOOOR

Ll s



ME &&0000<® (S13 ECA)

ME &&0000® EIR &00&OO MME && IMEI &&&

OOOOR
SOOOY

e

DOOVOY

IMEI 000000000000 OOOOOO0
OO TAC OOODOOOOOOOOOODY 8 OO
OOROOOOOORY IMEI OO0

° 0= OOV

o o] o]

SO

1 =000000/000
2= OO0
5=0000000000

OO IMEI 000008
OO TAC OO0
QOOOOOOOOOOR
SOOOOOOR

OO

& Diameter & OOOOS AVPO

OOV

config :diameter ex,

diameter host:

diameter realm:

Ilhssll ,
"example.com",

iameter service name: mni
d ter L "0 HSS"

OO

OOV
OO

OmniHSS && OOOOOOOD OODOOOOOOC

# COOULR QOO0 OOO00Q
def get subscriber data(:update location request, imsi) do
from(s in Subscriber, where: s.imsi == ~imsi)

|> join(:left,
|> join(:left,
|> join(:left,
|> join(:left,
|> join(:left,
|> preload([s,

epc_profile:

[s], epc in assoc(s, :epc profile))

[s, epcl, apn in assoc(epc, :apn profiles))

[s, epc, apn]l, qos in assoc(apn, :apn gos profile))
[s], msisdn in assoc(s, :msisdns))

[s], sip in assoc(s, :static ips))

epc, apn, gos, msisdn, sip], [

{epc, apn profiles: {apn, apn_qos profile: qos}},



msisdns: msisdn,
static ips: sip

1)

|> Repo.one()

end

# OOOOOQOOOOOOQ - & N+1 &@

OO
COOOOO

SOOOO OO Diameter SO OOOOO

S6a - LTE/MME &0000000000

Cx - IMS/CSCF &0 IMS Q0000000
Sh - IMS/AS COQOOOOOOD

Gx - PCRF 00000000000

Rx - IMS/AF ©Q000000¢

S13 - EIR &0 IMEI ©©

SWx - WiFi/IMS &&&&& 3GPP 000 @

OO0
QOOOOOODOOOOOO

OO - OOV IMSI

DOV - SOOOOOOOC

EPC && - LTE 000

APN && - 00000

IMS && - & IFC &0 IMS 0000
DOV - DOV

SOV - QOVOVOOOY

PDN & - OO000000

OO IP - OO IP OO0

EIR & - IMEI &0

c 6OOOOD | APLO® o | 200D —
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i
OmniHSS &0

= OO D

OO

2000
QOO
OO
2000
OO
OO
2O

OO

OmniHSS ©OOOOOOOOODOOODOOODOOOOOOODOOOOOOOOOOOOO
OO0

OO

OOOOOO

QODOOVOOOOOOOOOOY

OO

URL: https://[hostname] :7443/overview
SOV

OOOOOOO

& & &

& OROTOROTN OOOOOOOOOOOD
&®®  MME && SOOOOOOD
PDN ®®PDN &0&& > 0000000

IMS ®&& S-CSCF ¢& QOOOOOOD
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@ O® O®
OO OO >0 VOLTE &000@

OOOOOOOO

QCOOOOODOOOOOOOOOOOD

DOOOOOODOOOY
DOOOOOOOOOOOO
QOOOOOOOOOOOOOC
OOOOOOOOOOOOOOOY

W=

Diameter &o0&&

URL: https://[hostname]:7443/diameter
SO

SOV

QOVOOOODOOOOOY

OOV OO OOOOOOOOY
MME <& <©OLTE &¢
P-GW <& Q00000
S-CSCF & & IMS &¢©
P-CSCF & & VoOLTE &<¢©
I-CSCF & IMS &00¢

AS O-& QOO
QOO
URL: https://[hostname] : 7443/application
SOO®

OO OO OOO® OOO®
SO O® Erlang @& OO0 > 90% O
SOOO OO < 80% > 90%

OOOOOOOOOOOOOON/A OO




QOO
SOOOOOD

OO SQL 00O OOO00
OO0

QCOOOOOOO®
¢ DOVOOOOO

¢ OOV
e IMS OO0

OO0

QOO
* && PDN 00000

* && VOLTE &0
* & APN 000000 PDN &&

OO

OOOOOOOOO
¢ OOVOOOOOOOOOOOMCC-MNC &&¢

¢ OOV OOOOOOOOY PLMN 001-001&
¢ DOVOODOOODOOR

OO0

OOOOOOOOO

¢ OOVOOOOOOOOOOY
e OO0 MME 0000000
¢ DOVOOOOOOOOR

OO
QCOOOOOOOOOOO

QOOOOOOOOOOY
OOOOOOOOD
OOOOOOO
OOV



QOO
OO

OmniHSS ©&0&&¢ stdout/stderrdO OO OOOOOOOS
OO
QCOVODOOOOOY

Diameter Q& ¢:

[info] Diameter peer connected: mmeOl.epc.example.com
[warn] Diameter peer disconnected: pgwOl.epc.example.com
[error] Diameter peer connection failed: timeout
QOO

[info] Database connection established
[error] Database connection lost: timeout
[error] Database query failed: deadlock detected

LO2OLO2OH
[info] Authentication successful: IMSI 001001123456789

[warn] Authentication failed: IMSI 001001123456789, invalid vector
[error] Roaming denied: IMSI 001001123456789, MCC 310 MNC 410

OO

QOVODOOOODOOO

QOO
OOOOVO

API &&&®: GET /api/status
curl -k https://hss.example.com:8443/api/status
OOV

{"status": "ok"}



HTTP &&: 200 OK

OO
Nagios/Icinga &<&

#!/bin/bash
# check omnihss.sh

API URL="https://hss.example.com:8443/api/status"

response=$(curl -k -s -o /dev/null -w "S%{http code}" "$API URL" --
max-time 5)

if [ "$response" = "200" ]; then
echo "OK - OmniHSS API responding"
exit 0O
else
echo "CRITICAL - OmniHSS API not responding (HTTP $response)"
exit 2
fi

Prometheus ¢&¢
OOOOROOROOY OmniHSS & &< Prometheus®@> &S API &0 0@
SNMP &&

OOOL SNMP 0000000000 d SNMP OOOOOO000D APl OOOOOOOO0
SNMP OID ©&&&

OOOOOY
& KPI
& KPI ©©

KPI O& O O
SOOOOOOOR 99.99% < 99.95% < 99.9%
Diameter &0 0O00X®99.9% < 99.5% < 99%
OOOO® >99% < 99% < 95%
Diameter &&&& < 100ms> 200ms > 500ms
SO < 50ms > 100ms > 500ms

OO <0.1% >05% >1%



&> KPI

O N2 OO
OO SOOO  80% OO0
& PDN OO 0000 70% OO0
OO0 & MB80% 00000
OO0 OOOO  80% 0O

OO

OO
OO0
SO0 (P1)

SOOOOQ:

e API OO0

¢ JOOOOOOR

¢ BOOOOOR

¢ BOBOOOOOOY
&<& Diameter SO0 Q:

¢ OOVOOOOC
¢ DOVOOOOOOOOOY

OO

e OOOOO SQL 00
¢ DOVOOOOOOOOOOOOOY

OOV (P2)

&< Diameter &OO&O:

« & MME ©¢©

* & P-GW &&

*» & S-CSCF ©¢©

e OOV 15 OOOOOOOOOY

OO

e && > 95%
¢ BOOOOOOOOOOORO



OO
¢ 10% ©@OOOOOOD
¢ HOOVODODOODOODD

OO (P3)

OOOOOOOD:

¢ OOV

¢ OO

¢ OOBOO 1 OOV
OOOOO:

e && > 85%
¢ BOOOOOOOOOOOO

OO

e OO >1%
¢ DOVOOOOOOOOOOY

SO (P4)

OOV
e OO > 80% OO
e OOO > 80% OO
¢ DOVOOOOOY
OO0

¢ OOVOOOOOOY
¢ OOVOOOOOOY

OOOOOY

QOOOOOY
COOD

« [ 1660060600606 - 000000
« [ 1 &% Diameter ¢¢ - 6000000 QOO
« [ 166006600 - 600660060600



e [ 166006600 - 0600 24 000000
. [oooooess

OO0

. Llooooos-oooe

L loooood - 0600

[ o0660000 - 600006
[ oooss - 000s

L o06600 - 0600000

OO

[ o06s00 - 06600 6 06
[ o06ses - 060600
o060 - 0006600
o066 - 000600

[ 0000606 - 66000000

C ORRROD | OO OO >
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i
OmniHSS &SMSISDNSSIMSISO®

Al VAVAVAYAVAYS

OO

OO

OmniHSS @OOOOOOOOOOOOOOOOOOOOOY
SMSISDN&®
OOIMSI - OO0

QCOOOOOOOOOOOIMSIOOOOOOOOOMSISDNOO O OO OOOODOOOOOOOOOD
QOOOOOOOOOOC

SIMSI SIM &

OOSIM - SOIMSI

SOOOSIMOOOOOOOIMSIOOOOOODOOOOOODOOOOOODOOOOOOOOOY
MVNOQOOOOOOO

OMSISDNOOOOOO®
OO

HSSO OO0 OO0 OOOOOMSISDNO OO OOOIMSOOOOMSISDNOOOOIMS®
QCODOOOOOODOOOOOOOOY

OO0

e OOIMSI - OOOOOOOSIMOOOOIMSI
e OOMSISDN - SO OOOOOOOR
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e IMS®® - ©OMSISDNORQIMSO OO
¢ OOV - COVOODOOOOOOOOOOEPCOIMSO OO

OO
OOOOO OOMSISDNOOOOOOOOOOOOOOOOOOOOOOOOOOOOMSISDN®

&

1. OO0

QCOOODODOOOOOODODOOOOOC

2. OOOC

OOODOOOOOODOOOOOOOY

3. &OO¢

QOOOOOOOODOOOOOC

& OOmMniHSSO OO OO OO OO OO OSIM/IMSIO OO OO O OO OO OMSISDN G
4. SOOOOQ

QCODOOOOOODOOODOOOOOOOOC

OO
&®OMSISDN

OOVROOVOOOOOYYMSISDNG

# SOOOOMSISDN

curl -k -X POST https://hss.example.com:8443/api/msisdn \
-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551001"}}"

# OOOOOMSISDN
curl -k -X POST https://hss.example.com:8443/api/msisdn \

-H "Content-Type: application/json" \
-d '{"msisdn": {"msisdn": "14155551002"}}"

OMSISDN OO OO
QCODOOOOOOOOOOOC

OOV

1. ©OOOOOOOOOIMSIOORID
2. OOOOOOOOOOOOOMSISDN ID



3. QOO0 Ysubscriber idOOOOOmsisdn id
OOODOOOOOOOOOOOOOOOOD

OOV
OO

QOOOOOOOOOOOOOOOOMSISDN®

¢ BOOOOOOOOY
¢ SOOOOMSiISdNOOS
¢ SOOOOODOOOOOOOORO®

OOOOOOIDOIMSIOOOOOOMSISDN OO

IMS&&

IMS&&
OOQOODIMSOOOOOOOMSISDNOOOOOOOS-CSCFOIMSO OO0
IFCOOO®

IMS IFCOo000® {{msisdns}} &SO>S SOMSISDN®
OOIFCOOQ

<ServiceProfile>
<PublicIdentity>

<Identity>sip:{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>

<PublicIdentity>
<Identity>sip:+14155551001@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551001</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>sip:+14155551002@ims.example.com</Identity>
</PublicIdentity>
<PublicIdentity>
<Identity>tel:+14155551002</Identity>
</PublicIdentity>

</ServiceProfile>

OOV



e {{msisdns}} - OOOOOOOOMSISDNO &
OO
OOMSISDNOOOO OO OIMSOOOOO
OO
QOOOOOOOOOOOIMSOOOOOOOOOSIP URI®
SOOOO®

QOODODOOODOODRRRRROOOOOOOOY

SIP INVITE®®®

INVITE sip:+15105551234@ims.example.com SIP/2.0

From: "+14155551002" <sip:+14155551002@ims.example.com>;tag=123
To: <sip:+15105551234@ims.example.com>

P-Asserted-Identity: <sip:+14155551002@ims.example.com>

From & P-Asserted-Identity &S00 Q00QO00Y
OOOOOMSISDN
OOOMSISDNOOODIMS OO

OO

* S-CSCFOOO000000
¢ DOVOOOOO

OO
1. OOOOOOOMSISDNOOS

° OOVOOOOOOOOOOOIMSICOOMSISDN
° POVOOOOOOOOY

2. OOIMSOOOOOOO

o SOOOY® {{msisdns}} &&
o OOOOOOOOOOXML

3. OOHSSOO®

o OSOIMSOOOCX SAROO®
o SOOOMSISDNOOOOOOO

4. OOIMSOO®



0 DOOOOOOOOC
° OOS-CSCFOOOOODO0OOO0

OOOOOOMSISDNOOOO®

OO

e OOV
¢ DORIOOOTRIOOO”

OO
1. MSISDN&OO®

° SOOOOOOMSISDNOOOOOOOOOOR
0 OOVOD SOVOOODOOOOOOOOOY

2. MSISDN&OO®

o QOOOOOOOMSISDNOOOOO
° QOVOOO OOOOAPIOOOOOOOOMSISDNO®

OOOOOOOOOOOOOOOOY

OO

¢ DOOOOOY
¢ DOVODODOOOOOC

OO
1. OOIMSOOOOOOOOO

o OOS-CSCFOO00000
o OOOOSIP URIOO®

2. OOIMSOOOO®

° OOIFCOOOOOOOOOOOOOOY
0 QOOODOOOOOOOOY

3. OO0
# OSIPOOOOC

sip:+14155551001@ims.example.com # OO
Sip:+14155551002@ims.example.com # SOOOR

OOOAPICOMSISDN OO OO

OO

* API®<® /api/subscriber/msisdn/:msisdn & QQ0OQ



OO

QCOOOOOOOOMSISDNOOOOOOOOOOOOODOOOOOODOOOOOODOOOOOOOY
OOV

OO

OO0
OOOOOOMSISDN
OO

OMSISDNOOOOO
OOOOOOOOC

N e

MSISDN&®

e OOV custom_attributes®OOOOOOOROR
¢ DOOOODOVDOOOOOOOY
¢ DOOOODOVOOROOY

IMS&®

e OOIFCOOOOOOOOOOOY
¢ DOODOOOOOOY
¢ DOODOOOOOOY

OO

OOOOOMSISDNOO O

SIMSI SIMOOOOOOR
OOO®

OIMSI SIMOOOOOOOOOOOOODOOOOOOOOOOOIMSIOOOOOOOOOOOOIMSIO
QCOOOOOOOODOOOOOODOOOOOODOOOOOOOOC

OOOROD COVOOOOOOOIMSIOOOOOOOSIMOO OO OOOOIMSIOOHSSOO OO OO
OOOIMSI®

OmniHSS&®
SOmMniHSS&&GIMSI SIMSSOOIMSISOOOOOOOOOOOOOOOOOOSIMOSS
OO

1. OO0
« OOIMSI: 001-001 0000



e OOOOIMSI: 310-4100000QOO
e OOOVIMSI: 234-0150000000
¢ SOOOOOOOIMSI
2. MVNO®®
¢ OIMSI: MVNOOOOOOO®
e OOIMSI: COOOOOOOO
e SOMVNOQOOOOOOOOOOOO
3. IocT/M2M&&®
e IMSI1: OO0
e IMSI2: QOO0
¢ IMSI 3: &Q/O00O
e DOOOOOOY
4. OO
e OODIMSIOOOOOOOOO

¢ DOVOOOOOOR
¢ DOVOOOOOOOOOOOY

SIMSI®O®
OO
e OOIMSIOOOOOKIOOPCOOOO
e OOIMSIOOOOOOOOO
¢ DOV
OOV
e OOOEPCOOOOOOOOAPN®
e SOOIMSOOOOOOOOOO
e OOIMSIOOOOOOO
OO
c OOIMSIOOOOOSIMOOSsim id®
¢ OOOOOOOOOOVICCID
e OOSIMOOOOOOR
OO
e OOOSIMOOOOOOOIMSI

¢ DOOOOOOOOOOY
¢ HSSOO OO0 OO OSIMSI

O®

# 1. ©OSIMOOOOOIMSICO



SIM ID=$(curl -k -X POST https://hss.example.com:8443/api/sim \
-d '{"sim": {"iccid": "8991101200003204510", "is esim": falsel}}' \
| jq -r '.data.id')

# 2. OIMSI 10D OOOOOD

KEYSET1=$(curl -k -X POST https://hss.example.com:8443/api/key set \
-d '{"key set": {"ki": "0123456789ABCDEF...", "opc": "FEDCBA9876..."}}' \
| jg -r '.data.id')

# 3. OO0 10ORIMSI®

curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {

\"imsi\": \"001001111111111\",

\"sim id\": $SIM ID,

\"key set id\": $KEYSET1,

\"epc profile id\": 1

P

# 4. OIMSI 200D DOOOOOORORR

KEYSET2=$(curl -k -X POST https://hss.example.com:8443/api/key set \
-d '{"key set": {"ki": "1111111111111111...", "opc": "2222222222..."}}' \
| jg -r '.data.id')

#5. QOO 20QQIMSI®

curl -k -X POST https://hss.example.com:8443/api/subscriber \
-d "{\"subscriber\": {

\"imsi\": \"310410222222222\",

\"sim id\": $SIM ID,

\"key set id\": $KEYSET2,

\"epc profile id\": 2

P

# 6. OSIMOOOVIMSIOOOQD. ..

OO0

OVIMSIOOOOO®

HSSO000 0000 RIMSI SIM——O 000000000 OIMSIO
IMSIOOOOOO®

O@IMSI SIMOOOIMSIO OO OO RIMSIO OO OO OOIMSIOOmMNniHSS&OOHSS &
*OOOOOOOCLROFFOOOODOOOOO OO QPP OOOOIMSIO

OOOOIMSIO®

OO OOSIMOOOOOOOODIMSIOO OO OOOOOOOOOOD

s OCOOOOMMEOOOOIMSI X
« OQOHSSOOOOIOIMSI YOROIMSI XOQOSIMOOOOOOOOQ
* HSSOOOOOOOOOOOOOCIMSI X



OCOOVIMSIOOOOOOOOOOOOOOOOOY
IMSI®OO
OO0

OOV
¢ OOOOOOSIMOOOOO
¢ SOVOOODOOOOO
¢ DOVODOOOOOC
OOV
¢ COOOOOOIOIMSIOOOOOOOO
e IMSIOOOOOOOOOOO
e OOOCDROOOOOOOO
OOV
e OIMSIOGMMEQOOOO®

* PDPOOOOOOOOO
e DOOOOOOY

IMSI®OOOQ

OO/SIMOOO OO OIMSIOOOO
1. OO0

o OOIMSIOOOO®
° SOVOOOOOOIMSI

2. OO0

o OOOOOOY
° SIMOOOOOOIMSI

3. OO0

° SIMOOOOOOOOOOOOOOOOOOOOOIMSIO
o SOMCC/MNCOO OO

4. OO0

° QOVOOOOOOVIMSI
o OOOOIMSIOCOOOOOO

IMS&®

QCOOOOOOOOOOOOOIMSOOO



OO

OO
1. QOO0 CIMSICOOOOIMSIOOHSSOO OO OO OOOOOOOO

2. QOSIMOROOOOOOROY OIMSI SIMOOOOOROOOsim 1dOOOODOOOOOOOOR
ORIOOTOOO

3. OO subscriber state@OOOSIMSICOOMME/SGSNORIMSIOOOOOOOQ
QO

4, OOOOO OOODOOOOO
° OOOOOOOIMSI

° SOOOOOOOOIMSIOOOO
° SOOOSIMOOOOOIMSIOOOOO

OO

SIMSI + &MSISDN
OOOOOVOOOOOOOSIMOOOOIMSICOOIMSIOOOOMSISDN®
OOV

e OOOOOIMSI 100

° OOOOO+1-415-555-1001
° OOOOO+1-415-555-1002

¢ SOOOOORIMSI 200

° OOOOO+1-212-555-2001
° OOOOO+1-212-555-2002

COOOOOOOORIMSI 1OOMSISDNO OO OO OOOOOOIMSI 20000 QOO MSISDN G

OOOY
&>OOMSISDN®®

OOOOOOOMSISDN G
OOAPIOOOGET /api/subscriber/imsi/:imsi

OOOOOOOOOOMSISDN®



OOOOCIMSI

SOOOOOOOOIMSIOO®

1. QOOIMSIOOOOOOOOOOO
2. OOOIMSIC®key setOOOOOO
3. OOEPCOOOOOOOQ

4, OOODOOOOOR

OOOOOOIMSICO
e OOOOSIMOOOOOOOOHSS

* HSSOO OO OOIMSI
¢ OOODIMSIOOOQ

OOOOOMSISDN

OOV

1. @OMSISDNOOOOOOOOO
2. OOIMSOOOOOOOOOY {{msisdns}} &
3. OOIMSOOOOOOOOOOOR
4. OOS-CSCFOOOOOO000

OOOOOOOOOOOO
¢ DOVOOOOOOOOOOOO

¢ OOOOOOOOOOHSS
¢ HSSOO OO0 OO OO0

OO

OMSISDNO®

/ OOSIMOOOOOOR
OO0
OO0
OO0

%8 % % CaCaVAUIOLOR0S0R RS
v/ OOIMSIOOOO

SIMSI SIMO &

OO0
OO0
OO0
OO0
OO

S OODODOOO0



OO0

OO
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VAROIOROROROR020 V2
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B
OmniHSS &0 S

Al VAVAVAYAVAYS

OO

OmniHSS && OOOD OOOODOOOOOODOOOOOODOOOOOOOODOOOOOOOOO
QCOOODOOOOOODOOOOOOO

QOO
EPC &0
EPCOOOOOOOROOOOOOD LTE OO0 000000 Q
OO
O O OO
ue _ambr dl kbps SO 10,000 - 1,000,000 Kbps
ue ambr ul kbps O>O>OO? 5,000 - 500,000 Kbps
network access mode QOO OO OV200O+CSO

tracking area update interval secondsTAU &&<& 54 SO O

& EPC 000@

curl -k -X POST https://hss.example.com:8443/api/epc/profile \
-H "Content-Type: application/json" \
-d '{
"epc _profile": {
“name": "Premium 100Mbps",
“ue ambr dl kbps": 100000,
“ue ambr ul kbps": 50000,
"network access mode": 0
}
} 1

OO EPC 000000
OOOO0:

« &<&: 10 Mbps (10,000 Kbps)
e &&: 5 Mbps (5,000 Kbps)
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 &<&: 50 Mbps (50,000 Kbps)
o« &&: 25 Mbps (25,000 Kbps)

« ®®: 100 Mbps (100,000 Kbps)
« ®&: 50 Mbps (50,000 Kbps)

« &&: 1 Gbps (1,000,000 Kbps)
e &<&: 500 Mbps (500,000 Kbps)

IMS 000

IMS OO OODOOOOOOD [FCOOOOOOOOOOOOY

IFC &&
IFC &0 S-CSCF 0000000 XML 000
OOV

e {{imsi}} - &&<& IMSI

e {{msisdns}} - @OOOO
e {{mcc}} - OO

o {{mnc}} - OO

& IMS OO0

curl -k -X POST https://hss.example.com:8443/api/ims/profile \
-H "Content-Type: application/json" \
-d '{
"ims profile": {
"name": "Standard VoLTE",
"ifc template": "<InitialFilterCriteria>...</InitialFilterCriteria>"
}
} 1

IFC o000

<ServiceProfile>
<PublicIdentity>

<Identity>sip:{{imsi}}@ims.mnc{{mnc}}.mcc{{mcc}}.3gppnetwork.org</Identity>
</PublicIdentity>
<InitialFilterCriteria>
<Priority>0</Priority>



<TriggerPoint>
<ConditionTypeCNF>0</ConditionTypeCNF>
<SPT>
<ConditionNegated>0</ConditionNegated>
<Group>0</Group>
<Method>INVITE</Method>
</SPT>
</TriggerPoint>
<ApplicationServer>
<ServerName>sip:as.ims.example.com</ServerName>
<DefaultHandling>0</DefaultHandling>
</ApplicationServer>
</InitialFilterCriteria>
</ServiceProfile>

APN &0

APNOOOOOOOOOOOOOOOODOOOOOOD
APN &

APN &&&

&& APN @& [P OO0
&& APN:

internet - OVOOOO
ims - IMS/VoLTE &&

mms - S>>
vzwadmin - &

IP &000:

e 0: ©1IPV4

e 1: & IPV6

o 2: IPVAVEOO OO

e 3:IPv4 & IPVOEOOOOOR

APN QoS &0

OODOOOOOR
QCICOOOOOOOOOO:

QCI o&¢ O® OO
1 GBR o&00© &
2 GBR ©000® &

4 GBR <@ &



QCI ©® & OO
5 <& GBRIMS && &
9 & GBROOGOOOQEODO OO

SO>S APN @

#1. && APN @&

APN ID=$%$(curl -k -X POST https://hss.example.com:8443/api/apn/identifier \
-H "Content-Type: application/json" \
-d '{"apn_identifier": {"apn": "internet", "ip version": 2}}' \
| jg -r '.data.id')

# 2. ©& APN QoS @@
Q0S ID=$(curl -k -X POST https://hss.example.com:8443/api/apn/qos profile \
-H "Content-Type: application/json" \

-d '{
"apn_qos profile": {
"name": "Best Effort",
"gqci": 9,

"allocation retention priority": 8,
"apn_ambr dl kbps": 50000,
"apn_ambr ul kbps": 25000,

"pre _emption capability": false,
"pre_emption vulnerability": true

}' | jg -r '.data.id")

# 3. ©& APN &0
curl -k -X POST https://hss.example.com:8443/api/apn/profile \
-H "Content-Type: application/json" \
_d ||{
\"apn profile\": {
\"name\": \"Internet APN\",
\"apn_ identifier_id\": $APN _ID,
\"apn qgos profile id\": $Q0S ID
}
}II

& APN &0& EPC 0000
APN &<& join epc profile to apn profile &&&& EPC @000 ®

OOV OHOOOD APN &0 ID ©&® EPC 000d IDOOOOOG APN 000000
QOOOO EPC 00000

OOOOOY

QOO LRORVOY OOV
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OOOOOY

OOOOOOOOY
OOOOOOOOOOR

# OO0 EPC & IMS 000
curl -k -X POST https://hss.example.com:8443/api/subscriber \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"imsi": "001001123456789",
"key set id": 1,
"epc profile id": 1,
"ims profile id": 1,
"roaming profile id": 1
}
}I

# OOOOOOOOY
curl -k -X PUT https://hss.example.com:8443/api/subscriber/1 \
-H "Content-Type: application/json" \
-d '{
"subscriber": {
"epc_profile id": 2
}
} 1

QOVOOOOOO
OO

. DOOODODOD - SOV OOOODOOOOO0
. OOOQOBOD - POOVOOVOVOVOOOOD

. OO - OOOOOOOOD

. DOODD - DOODOOODOODOOOOOOOY

WD -

OOOOOOOR
[©O0R]-[0O]-[&P]

OO

- "Basic-10Mbps-Internet"

- "Premium-100Mbps-VoLTE"
- "Enterprise-1Gbps-MultiAPN"

OOOOOO
QOOOOOOOOOOOY



OO OOODODOOOOOC

e OOOOOOOTAUG
e OO
e IMS ©OOOO IMS OOOOOOQ

OOOOOOOOOO
OOOOOOOOOD:

1. &S EPC ©&&<& AMBR ¢
2. && APN QoS &&&<¢& AMBR ¢
3. && MME/P-GW &3 QoS
4, SOOOOQ

IMS &000:

SOOOY IMS &S

& IFC ©& XML 000

&& S-CSCF 00000 IFC 0000
&& S-CSCF &000¢

e

APN &&0:

1. ©& APN OO0 00000 EPC OO0@
2. OO APN OO0
3. ©& UE © PDN o0&

= ORROOR | OO OO o
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i
OmniHSS &0

= OO D

OO

OO0 OO® OmniHSS &&& Diameter QOO OOOOOOOOOOOOOOOOOOD
QCOOR

S6a &< (LTE/EPC)

OO (AIR/AIA)
MME &0
& AVP:

e OO0 OO (IMSI), &O-PLMN-Id, 0000000
e OO OOV (RAND, AUTN, XRES, KASME)

SO (ULR/ULA)
MME && HSS 00000000000 Q9@
& AVP:

o OO OO (IMSI), RAT ¢, ULR ©©®, &&-PLMN-Id, UE-SRVCC &<&
o OO OO (AMBR, APN &&, 00000 Q)

&< UE & (PUR/PUA)
MME &<& HSS 00000000000
OO0 (NOR/NOA)

MME &<& HSS 0000 ®

SO>SO (CLR/CLA)

HSS 000000000 MME 000000 0mniHSS ©000000 CLR OO0
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&< CLR (MME &)

OO MME ©0000000020mniHSS &OOOOO MME && CLR &0

&

&& AVP (&< CLR):

OO & IMSI
QOO ©®OO MME & &
SO OO MME ©
SOOY: 0 (MME ©0&®)
CLR ©©: 0

SOOD: SOOOOOOOD

&&: lib/hss/control/diameter/s6a.ex:216-256

&&<& CLR (API &)

COOOOOOOOY APl OO CLR OO0 OOOOOOOOOOOOODOOOOOOODOO

&& AVP (&0 CLR):

LO2OH

OO OO IMSI
QOO OOOOYO MME &&&
QO OO MME ©
OO ®: 1subscription withdrawal (& 3GPP TS 29.272 &0 Q)
CLR ©¢:
o sba indicator: 1 (@< Sb6a <)
o reattach required: 1 (UE @000 00OOOD)

e API &&: lib/hss/control/common.ex:557-583

&S&>&&<Y: lib/hss/control/diameter/s6a.ex:542-578

OO

OmniHSS ©&&OOOOOOO 3GPP TS 29.272&

& & O® O®

MME &0 0 ©& MME ©& && MME ©&&& ULR
SGSN &1 SGSN &&  3G/2G 0000

OO 2 OO OO API OO0
OOOQ IWF 3 000000 Q000000
OO 4 OO OO



CLR &
CLR && AVP Q00000000000

O & O
S6a/S6d &0 1 = ©& S6a O
OO 11 ="UE 000000

&& CLR &00¢:

clr _flags: %{
s6ba indicator: 1, # OO Sba OO
reattach required: 1 # OO

}

& IMSI ©©

OmniHSS ¢ &0 (IMSI) ©& MME &&00000& MSISDNOOOO OO IMSI &©
OO CLR 0000000

&® 1: & MSISDN&&S IMSI

& A:
- IMSI: 999000123456789
- MSISDNs: ["+1234567890", "+9876543210"]
- last seen mme: "mme@l.operator.com"

OOOOOOO>O MME &®

e &&&® CLR ¢ "mme0l.operator.com"&IMSI & 999000123456789
e && MSISDN OO0 SIM®
e & AVP && IMSI®&&® MSISDNs

OO 2: QOOOOOS IMSISOOSS MSISDN

OmniHSS ©& && MSISDN &&&O&& MSISDN OO0 0DDOOOOO0OOD[/&
QOO

& A:
- IMSI: 999000111111111
- MSISDN: "+1234567890"
- last seen mme: "mme@l.operator.com"

OO BOOOOO:
- IMSI: 999000222222222
- MSISDN: "+1234567890" # <&& MSISDNO®< SIM/IMSI
- last seen mme: "mme@2.operator.com”



SO B 000

OO CLROO® IMSI = ©000@
S A & mmell &&

&& B © mme02 &&
QOVOODOODODOOOODOOOOOO®

& 3: &0 CLR ©&® MSISDN &
# API Q00000
Hss.Control.Common.send cancel location request(:imsi,
"999000123456789")
OO

e OOV CLR &&&<® last seen mme

e && MSISDN && IMSI OO0
 IMSI &&& MME 000

OO0

1. IMSI ©¢&<&: CLR 0000 & IMSIOOOO® MSISDN®subscriber state
OO (IMSI) && last seen mmed

2. OOBOD: COOOOOOOOOY MME &0 00D CLR OOOOOOOO000000

3. OO OOO MME &&&® CLR: && last seen mme & nildQood0000
&& ULR ©©&&® CLR®

4., OOQODY: & CLRO® ULR ©0000>®<® Subscription-Data AVPOOO &
& MME &0

5. &0: CLR 0000000000000 MME © ULA 000000 MME & CLA®

6. CLA ©&: OmniHSS ¢& CLA &0000000000® 398 & 1discardooo®
SOOOOOOOOOOY HSS &0

Cx ©& (IMS)
OO (UAR/UAA)
I-CSCF 90000000000

OOOOOOY (SAR/SAA)

S-CSCF ©&/0000000 IMS 00000



IFC &&&0:
e {{imsi}} - ©<& IMSI

e {{msisdns}} — ¢ OO
e {{mcc}}, {{mnc}} - && PLMN &&

OOOOOOO (MAR/MAA)

S-CSCF ©& IMS 00000000

OOOOO<S (LIR/LIA)

I-CSCF &&&® S-CSCF 0000000000

Sh && (IMS SO0 OP)
®®®®®® (UDR/UDA)

QOOOOOOOOOOOOOOO
OOOOOOO® (PUR/PUA)
SOVOVPPOVOOOVOOVOY

OO0 (SNR/SNA)
OOOOOOOROOOOOOY

Gx OO (OO0 Q)

OmniHSS && Gx &0 PCRFOOOOOOOOOOOOOQ
OO QOOOOOOOOOOOOY QoS OO
SO0 - && (CCR-I/CCA-I)

P-GW & PDN &QO00000000

&& AVP:

e &©: &< ID (IMSI), &< ID (APN), RAT &, IP-CAN <&
* &&: QoS && (QCI, ARP AMBR), 000000
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OOOOOY - && (CCR-U/CCA-U)
P-GW 0000000

OOOOOY - && (CCR-T/CCA-T)
P-GW && PDN 000000

OOOOO® (RAR/RAA)

OmniHSS (PCRF) & P-GW &30 @@

Rx && (IMS &)

OmniHSS ©& Rx &&&<& PCRF &0 IMS 00000

OO OOOOOY VOLTE 0000000000
AA && (AAR/AAA)

P-CSCF ©& IMS &0000000

OO

OO SDP O000000000

QOOOOD (OO/OP)

OO SDF ©0¢
& Gx RAR 000000

OOOOOY (STR/STA)

P-CSCF ©& IMS 000000

S13 &<& (EIR)

OmniHSS ©& S13 &0 EIROOOOOOOOOOO

OO EIR @& OOOOOOOOOOOOOIMEI OO0 OO000
ME &&&000& (ECR/ECA)

&& EIR 00000 MMEOOOOOOOO

OO0
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e OOBOY (0) - OO0
¢ OOV Y (1) - OOOOC
° DOVOOVVD (2) - OOV

OOOOOY: VOLTE &

OO VOLTE OO0 000000000

OOOOOOOY

SO (S6a AIR)
YO2OF
1. &3 (Ki, OPC, AMF)

2. SOQN & (OO0 Q)
3. OO

SOOOO® (S6a ULR)
O
1. EPC &350 APN

2. OOV
3. MME 000000

IMS &&&& (Cx SAR)
O

IMS OO0

IFC ©&&& XML

S-CSCF ©000®
QCOOOOOOOOO OO MSISDN

b .

PDN &&&<¢® (Gx CCR-I)
0208

1. APN & EPC &0 APN OO0 00

2. APN QoS 000000
3. PDN 0000000000000




= OOOOD



https://docs.omnitouch.com.au/zh-Hans/docs/repos/OmniCore/hss/OPERATIONS

i
OmniHSS &0

= OO D

OO

OmniHSS ©OQOOOOOOODOOODOOOOOOOOOOOOOOOOOOOOOY IMS ©
OO

OO

OOOOOO

OO

SO

SOV DOOOMCC/MNC SO DOOD
OROT

name - SO>SO

Mce - GOV POOB3 GO

mnc - OOV QYPYOOO2-3 OO

data_action - QOO 100
ims _action - 0QQRROR 10O

OO0
QCOOOOOOOOOOOY

OO

* name - SO
* data action if no rules match - 0QOOOOD 1OOOY
e ims action if no rules match - 0OQROOD 10O
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QOO
OOV

# OOOOOOOOOOR
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \
-d '{
"roaming profile": {
"name": "Allow All",
"data action if no rules match": 0,
"ims action if no rules match": 0
}
} 1

OOOOOY

# OOOOOOOOOROR
curl -k -X POST https://hss.example.com:8443/api/roaming/profile \
-H "Content-Type: application/json" \
-d '{
"roaming profile": {
“name": "No Roaming",
"data action if no rules match": 1,
"ims action if no rules match": 1
}
} 1

OOOOOOOOOOO

# OOOOOOOOOOY
PROFILE ID=$(curl -k -X POST https://hss.example.com:8443/api/
roaming/profile \
-H "Content-Type: application/json" \
-d '{
"roaming profile": {
"name": "US Carriers Only",
"data action if no rules match": 1,
"ims_action if no _rules match": 1
}
Y| jqg -r '.data.id")

# O AT&T
RULE1=$(curl -k -X POST https://hss.example.com:8443/api/roaming/rule
\

-H "Content-Type: application/json" \

-d '{



"roaming rule": {

"name": "Allow AT&T",
Ilmccll: II310II'
"mnC" : II410II ,
"data action": 0O,
"ims action": 0O

}

¥ | jg -r '.data.id"')

# & Verizon
RULE2=$(curl -k -X POST https://hss.example.com:8443/api/roaming/rule
\

-H "Content-Type: application/json" \

-d '{
"roaming rule": {
"name": "Allow Verizon",
"mCC": II311II’
Ilmncll : II480II ,

"data action": 0O,
"ims_action": 0O
}
}' | jq -r '.data.id')

# OOOODOOOOOOOOOD
# & join roaming profile to roaming rule &>OQOO®
# QOO0 ID OO ID

OOOOOOOOO

# OOOOOOROOOY IMS OO
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \
-d '{
"roaming rule": {
“name": "Data Only - T-Mobile",
"mcc": "310",
"'mnc": "260",
"data action": 0O,
"ims action": 1
}
} 1
OOOOOOOOOOD
# OOQOOOOOOOOY
PROFILE ID=$(curl -k -X POST https://hss.example.com:8443/api/

roaming/profile \
-H "Content-Type: application/json" \



-d '{
"roaming profile": {
“name": "Block Expensive Networks",
"data action if no rules match": 0,
"ims_action if no_rules match": ©
¥
¥} | jg -r '.data.id")

# OOOOOOO®
curl -k -X POST https://hss.example.com:8443/api/roaming/rule \
-H "Content-Type: application/json" \

-d '{
"roaming rule": {
"name": "Block Expensive Network",
"mCC": II206II’
"mnC": II01II’

"data action": 1,
"ims action": 1
}
} 1

OOOOOO

OO 1O
QOOOOOOOOODOOOOOOOY
OO

¢ OOOOOOO
¢ OOOOOOOOY MCC ©©©3100311¢312¢313¢314¢3150316¢

OO 20DV
QCOOOOOOOOODOOODOOOOD
OO

¢ OOV
¢ POOODOOOOOOOOOOOO MCC/MNC®

OO FOOOOOOOOOOOOY
QCOOOOOOOOOOOOOOOOY WIFL OO OO0
OO



« &&&data_action: 0SSO Ims _action: 10O
OO 4OV

QCOOOOOOOOOOOOOOOY
OO OOOOOOOOO MME/OOOOOOL0OmMNiHSS OOOOOO000OO0

MCC/MNC &&

OOOOOOOMCCO

MCC <o¢ 20204
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OmniHSS ©& webhooks @O DOOODOOODOOODOOODOOOOOOOOOOY
OO0 IMS ©00&O0mniHSS & webhook &&&& HTTP POST &€&
OOOOOOOOOOOOOR

&> Webhooks®

Webhooks & HTTP ©&&&<¢ OmniHSS OO0 QOO0 OOOODOOODOOOOOO00
OOOOOOO HSS API 00000

OO0

¢ OOVY - DOOOOOOOOOOOOOD
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OO

¢ OOOOVDODD - OOV DOOOOOOOOOOO
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Webhook &&&00&
SO

BBODOD - POVDOODORODOOORODOODIMS S OG
HSS &&&<&® - OmniHSS &&&<¢& Diameter &&/&&
Webhook ¢&® - 00000000 webhook®HSS & HTTP POST ¢&&0¢
S

4., OOOOOOD - Webhook ¥ OOOOOOOOOOOD J[SON
5. OOOOOODD - OOOOQV@V OO HTTP 200-299 0000

W=

OO

OOOOOOY - Webhooks OO0 DOOODOOOOY
&® - Webhook &&& 5 0000

SOV - CQOVOOODOOOOOOOOOO OO webhook
OOOOD - DOV OOOOOOC

OO QOOOOOOOOOOOOOOOOOOY webhook OO QOSSO webhook OO
QOOODOOOOOOOO

Webhook &&
OmniHSS &> webhooks®
EPC/LTE ¢&
& & &
update location request 200 0000000000000

authentication_information requestS6a AIR @O OOOOOOOOOD

S6a MME &OO000O00OO0OO0
PUR &

S6a  MIME 0000000

purge request

cancel location answer

CLA
IMS &&
& O OO
ims registration Cx SAR OO IMS/VOLTE &

ims deregistration Cx SAR (de-reg) &> IMS
ims profile requestSh UDR OOOOOOOOOQ IMS OO



& (PCRF)

O O O
policy request Gx CCRP-GW @000
media_authorizationRx AAR P-CSCF ©<& IMS @000
& IMSI &
> O O
ULR for different IMSI on same OO IMSI SIM OO OO

1m51_sw1tchSIM IMSI

Webhook &&&&
OO

SO0 OOO0OmMniHSS && & &< webhook URL &<& HTTP POST &&®

POST /your-webhook-endpoint HTTP/1.1

Host: your-server.com

Content-Type: application/json

X-0mniHSS-Event: update location request
X-0mniHSS-Event-ID: 550e8400-e29b-41d4-a716-446655440000
X-0mniHSS-Timestamp: 2025-01-15T14:30:00Z

{
"event": "update location request",
"event id": "550e8400-e29b-41d4-a716-446655440000",
"timestamp": "2025-01-15T14:30:00Z",
"subscriber": {
"id": 1234,
"imsi": "001001123456789",
"enabled": true,
“ims enabled": true,
"msisdns": [
{"id": 1, "msisdn": "14155551001"},
{"id": 2, "msisdn": "14155551002"}
] ’
"sim": {
"id": 5678,
"iccid": "8991101200003204510",
"is esim": false

},

"key set": {
"id": 100,
"amf": "8000"

}’



“epc_profile": {
"id": 1,
"name": "Premium 100Mbps",
"ue ambr dl kbps": 100000,
"ue ambr ul kbps": 50000
}I
“ims profile": {
"id": 1,
"name": "Standard VoLTE"
}I
“roaming profile": {
"id": 1,
"name": "International Roaming Allowed"

}’

“subscriber state": {

"mme_host": "mme-01l.example.com",

“mme _realm": "epc.mnc0Ol.mccOO1l.3gppnetwork.org",
"visited plmn": "001001",

"last update": "2025-01-15T14:30:00Z"

}’

“custom attributes": {
*account type": "premium",
"billing plan": "unlimited"
}

¥

"event context": {
“visited plmn": "310410",
“mme _host": "mme-roaming.example.com",
"location update type": "initial attach"
¥

¥

OO

OO OO OO
event string @00 QOS> update location requeste
event id string & webhook ©&&&<& UUID
timestamp string @& ISO 8601 &
subscriber  objectOOOOOOOOOOOY GET /api/subscriber/:id &&<@
event contextobjectOQOOOOOOOOOO

OOOOOR
event _context &SSO OOOOOOOR

&<® update_location_request:

{



"visited plmn": "310410",

“mme host": "mme-roaming.example.com",

"mme realm": "epc.mnc41l0.mcc310.3gppnetwork.org",

"location update type": "initial attach"

}
& imsi_switch:
{

"previous imsi": "001001111111111",

"new imsi": "310410222222222",

"sim id": 5678,

"previous mme host": "mme-home.example.com",

“new mme host": "mme-roaming.example.com"

}
&<® ims_registration:
{

“scscf host": "scscf-01l.ims.example.com",

"public identities": [
"sip:001001123456789@ims.mncOO1l.mccOO1.3gppnetwork.org",
"sip:+14155551001@ims.example.com”,
"tel:+14155551001"

]

¥
HTTP &

& O O
Content-Type &&® application/jsonapplication/json
X-0mniHSS-Event OO update location request
X-0mniHSS-Event-ID &0 UuUID
X-0mniHSS-Timestamp &>O>& ISO 8601 &
User-Agent OmniHSS && OmniHSS/1.0
OO
&<& Webhooks

Webhooks & OmniHSS API &&<&
OO Webhook
curl -k -X POST https://hss.example.com:8443/api/webhook \

-H "Content-Type: application/json" \
-d '{



"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": [
"update location request",
"ims registration",
"imsi switch"
1
"enabled": true,

"description": "Production billing system webhook"
}
} 1
&
{
"data": {
11} id n : 1 ,
“url": "https://your-server.com/omnihss-webhook",
"events": [
"update location request",
"ims registration",
"imsi switch"
Il
"enabled": true,
"description”: "Production billing system webhook",
“created at": "2025-01-15T14:00:00Z"
}
}
&< Webhooks

curl -k https://hss.example.com:8443/api/webhook
&< Webhook

curl -k -X PUT https://hss.example.com:8443/api/webhook/1 \
-H "Content-Type: application/json" \
-d '{
"webhook": {
"enabled": false

}
} 1
&< Webhook

curl -k -X DELETE https://hss.example.com:8443/api/webhook/1



Webhook &&&&
&<& webhook &

& POST &0 Content-Type: application/json
QO - & 5 o HTTP 200-299
DOVR - OOV

OO HTTPS - OOOO>O>® TLS/SSL 00000
OOOOROR - OOV OMniHSSOO OO

o1 e

&> Webhook &&&&&Node.js/Expressd<®

const express = require('express');
const app = express();

app.post('/omnihss-webhook', express.json(), (req, res) => {
const { event, subscriber, event context } = req.body;

console.log( Received event: ${event} );
console.log( Subscriber IMSI: ${subscriber.imsi} );

/] QOO
/] o0 OO ...

[/ SO O D
res.status(200).json({ received: true });

/] QOO
processWebhook(req.body).catch(console.error);

1)

async function processWebhook(payload) {
/] QOO0
] OGO

¥
app.listen(3000);

OO

1. SOQOOOROOY
QOVOODOOODDODVODOOOOOOOOOD
(AU

¢ DOVDODOOOORY



¢ OOVOOOOOOOO
¢ DOOOOOOO/OOOC
¢ DOOODOOOOOOR

2. OO
QCOOOOOOOOOOOOOOOOOOOOOOO
OO OOV

// Webhook & R 000000
app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'update location request') {
await analytics.track({
event: 'subscriber location update’,
imsi: subscriber.imsi,
visited plmn: event context.visited plmn,
timestamp: req.body.timestamp,
profile: subscriber.epc profile.name

3
}

res.status(200).send();
1)

OOV

OO MME 000000
QOO
OOOOOO

IMS &S00

3. OO
QCOOODOOOODOOOOOOOO
OOOOO:
1. OO0
o OOV AOOY
° 30 QOO B OOOODOOODOQ
0 OB DOVODOOODOOOVOY
2. IMSI ©00¢

o OO SIM 00O IMSI ©&



o OO SIM COOOOOOOY IMSI O&
o &&: OO SIM SO IMSIOOOOOOO

3. OOOOOOO

0 QOOOOODOOOOOOOOOOOOOY
0 QO DOOOOOOOOOOOOY

SOV

@app.route('/omnihss-webhook', methods=['POST'])
def webhook handler():

data = request.json

subscriber = data['subscriber']

event context = data.get('event context', {})

if data['event'] == 'update location request':
visited plmn = event context.get('visited plmn')

# OO0
if visited plmn in BLOCKED PLMNS:
disable subscriber(subscriber['imsi'])
alert security team(subscriber, 'Roaming to blocked PLMN')

# OO0

if is impossible travel(subscriber['imsi'], visited plmn):
flag for review(subscriber['imsi'])
alert fraud team(subscriber, 'Impossible travel detected')

return jsonify({'status': 'ok'}), 200

4. OO0

QOODOOODOOOOOOOOOOY
OO OOV VOLTE OO0 IMS

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber } = req.body;

if (event === 'ims registration' && !subscriber.ims enabled) {
// S IMS & - &&&& IMS
await omnihss.updateSubscriber(subscriber.id, {
ims enabled: true,
custom attributes: {
...subscriber.custom attributes,
volte activated at: new Date().toISOString()
}
1)



// &< CRM
await crm.updateCustomer(subscriber.imsi, {
features: ['volte']

});
}

res.status(200).send();
1)

5. OO0
QCOOOOODOOODOOOOY

OO COOOOOOOOOOY

OOV

OO [OO]! OOOOOOO"
"OOOD 80% OOOOO"

"VOLTE &0 00000O0"
OOOOOOOOOOO"

6. & IMSI SIM &&
OO0 IMSI SIM ©0OOOOOO IMSI OO0

app.post('/omnihss-webhook', async (req, res) => {
const { event, subscriber, event context } = req.body;

if (event === 'imsi switch') {
const { previous imsi, new imsi, sim id } = event context;

// @& IMSI Q0000
await db.logImsiSwitch({
sim id,
from imsi: previous imsi,
to imsi: new _imsi,
timestamp: req.body.timestamp
1)

[/ QOO
await billing.endSession(previous imsi);
await billing.startSession(new imsi);

[/ COOOOOOROOOOOOOROSOR
const switchCount = await db.getSwitchCount(sim id, '24h");
if (switchCount > 10) {

await alertFraudTeam( Excessive IMSI switching: SIM ${sim id}"



}
}

res.status(200).send();
1)

7. OO0
& OmniHSS @OOOOOOOOOOOOD
OOV

* CRM &0 - QOO0 DOOOO00Q
OOOD - CODOOOOOOOOOOOC
QOO - COVOOOOOOD

QOOD - COVOOOOOOOOOO
OOOD - DOVOOOOOOOOOOOOOC

OO0

Webhook &&/&&
& webhooks €& OmniHSS& OO SOO&

# OOOOOY webhook
curl -k -X POST https://hss.example.com:8443/api/webhook \
-H "Content-Type: application/json" \
-d '{
"webhook": {
"url": "https://your-server.com/omnihss-webhook",
"events": ["update location request"],
"secret": "your-secret-key-here"
}
}I

OmniHSS &&<&® X-0mniHSS-Signature &&

X-0mniHSS-Signature:
sha256=5d7a8f9b2cle3a4d6f7e8b9cPlalb2c3d4e5f6a7b8c9d0elf2a3b4c5d6e7f8a9b

QOO
const crypto = require('crypto');
function verifyWebhook(req) {

const signature = req.headers['x-omnihss-signature'];
const secret = process.env.WEBHOOK SECRET;



const payload = JSON.stringify(req.body);

const expectedSignature = 'sha256=' +
crypto.createHmac('sha256', secret)
.update(payload)

.digest('hex"');

return crypto.timingSafeEqual(
Buffer.from(signature),
Buffer.from(expectedSignature)
);
¥

app.post('/omnihss-webhook', (req, res) => {
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}

// &< webhook. ..
res.status(200).send();

});
OOO®

& HTTPS - & webhook &&&<® TLS

SOOY - & webhook QOO

SO - & webhook OO OOOOOY

IP &&<¢ - & webhook ©<& OmniHSS IP &&

SOOY - & webhook @O QOO

DOV - OOV OOOOOY webhook OO

SOOD - OOV OOY webhook OOOOOOOOOOOOOS

OO0

Nookwhe

Webhook OO0 OOOOOOOOO

* IMSICQOOOOOO

* MSISDNOOOOOS

¢ OOOOOOOO PLMNOMME®
¢ DOV

SO

GDPR - && webhook &&&&&&® GDPR
OOOD - QOVODOOOOO®

SOO® - & webhook &

& - & TLS ©&® webhook &&

SO - OOV webhook QOO




OO
Webhook &&&

20208

¢ OO webhook &
e Webhook 000000

OOV

1.

&& webhook &&&¢:

curl -k https://hss.example.com:8443/api/webhook
# && "enabled": true

. ©<& webhook &&&¢:

o OOVOOOOOY® webhook & events &&&
o O&:; OOOOY ims _registration @QQROROROOOOOOY

. ©& HSS &&:

o &<& webhook ©&&&
o DOVOOOOY
o &S DNS &0

. OO0

curl -X POST https://your-server.com/omnihss-webhook \
-H "Content-Type: application/json" \
-d '{"test": true}'

Webhook &&

O

* HSS &&&<&© webhook &0 &
* Webhook &&&0&&& HSS 00000

OO0

1.

2.

SO

° &5 &S HTTP 200
0 QOOOOOOOOR

OOOOOO:



/] S - SO

app.post('/webhook', (req, res) => {
processData(req.body); // && 10 ¢
res.status(200).send();

});
[/ @ - OSSOSO
app.post('/webhook', (req, res) => {
res.status(200).send(); // oo
processData(req.body); // oo
});
&<& Webhooks
[O2OF

¢ DOV R
e event_id OOQQQQOOOQ

Y020

e OOOOOOY OmMniHSS COVOOOOOOOOOOY
¢ OOV webhook

SO
O event _id QOO
const processedEvents = new Set();

app.post('/omnihss-webhook', (req, res) => {
const eventId = req.body.event id;

if (processedEvents.has(eventId)) {
[/ OO P
return res.status(200).json({ status: 'duplicate' });

}

processedEvents.add(eventId);

// & webhook. ..
processWebhook(req.body);

res.status(200).json({ status: 'processed' });

});
Webhook &&&&
JO2OH



e &&O® HTTP 4xx & 5xx
e HSS && webhook &&&&

SOO:
1. 401 Unauthorized - &0

o && webhook ©OOOOOOOR
0o OOV

2. 400 Bad Request - 00000

o && webhook &SSO
o &>&&<& Content-Type &

3. 500 Internal Server Error - o8&

0 QOOOOOO
0 QOOOOOOOOOY

OO0
OOOOOOOOOO

app.post('/omnihss-webhook', async (req, res) => {
try {
[/ O
if (!verifyWebhook(req)) {
return res.status(401).json({ error: 'Invalid signature' });

}

/] QOO0
if (!'req.body.event || !req.body.subscriber) {
return res.status(400).json({ error: 'Invalid payload' });

}

// ><& webhook
await processWebhook(req.body);

res.status(200).json({ status: 'ok' });

} catch (error) {
console.error('Webhook processing error:', error);
[/ OO 200 SODDDDOOOOOOOD
res.status(200).json({ status: 'error', message: error.message });

})



QOO
O

* & webhook CQOOOOOOO
e OOOOO null OO

OO0

1. OOOODOROD - COVOOODOOOOOOIMSOOO®
2. OOV - OOOOOY webhook OOOOOOOOO

OOV
QCOROODOOOOD

const { subscriber } = req.body;

/] QOO

const imsProfile = subscriber.ims profile || { name: 'No IMS' };
const roamingProfile = subscriber.roaming profile || { name: 'No
Roaming' };

// &> MSISDN
const msisdns = subscriber.msisdns || [];

OOOOOOO

Webhook &&
& webhook &O>OOOS
NORO202O2O2ON

Webhook &0 Q00R
Webhook &0 0000000O®
OOOOOR

QOOOOOR

QOO

SOOOOOO O Prometheus/Grafanad®®

# Webhook &&&
rate(omnihss webhook success total[5m]) /
rate(omnihss webhook attempts total[5m])

# Webhook &&
histogram quantile(0.95, omnihss webhook duration seconds)



Webhook &&

OOOO webhook OOOOOOOOOOOR

SOOY:

{
"timestamp": "2025-01-15T14:30:00Z",
"level": "info",
"component": "webhook",

"event id": "550e8400-e29b-41d4-a716-446655440000",
"webhook id": 1,

"event type": "update location request",

“subscriber imsi": "001001123456789",

“endpoint": "https://your-server.com/omnihss-webhook"
“http status": 200,

“duration ms": 145,

"error": null

c 0OOORD |
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