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:config/runtime.exs 9

0.0.0.0 ke aimy (HTTPS) 8443 saioll :API psls
0.0.0.0 ks goiws (HTTP) 80 saiall : oSxill a>ole

wlbdl 62l ()agSi

:config/runtime.exs 9 wlldl sacls whlae| (ueSS pis
omnitouch :peaxiwsll oawle

omnitouch2024 : g ,0ll aolSe

localhost :Capaodll ouwle

3306 :yaiolle

smsc_new :wblldl sacls oawle

1 :acgozall o>
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:config/runtime.exs 9 og=idl whblxe| (1sS5 ol
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00101900000257 :¢gigall®
00101900000257 :wlwll*

o o]l Llw,l axzgi (j)u95s

8 Leib] 9Sar wlll aclss dogein auSholis ol lue b masdll Llw Jl axzsi plai pasiun
Juidl s e config/runtime.exs go wllbwell doxs pis . usSHl colo 5l cusll ag=ls
Y

toueSil e JUo

] ,config :sms c, :sms routes
}%

,"called prefix: "+44
,"dest smsc: "InternationalGW
,weight: 100
,priority: 100
,"description: "UK International SMS
enabled: true

0%~

}
,"called prefix: "1900
,"dest smsc: "PremiumGW
,Ccharged: :yes
,priority: 50
,"description: "US Premium Numbers
enabled: true
{
[

telaoll

(8 laliodl/alaiodl ,ol.'éjl”) oWl (e aosla)l as,Uas]le
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REST wlaulbill axe o agzlg aulgs bblas
Ll Jl aails wllas
(b, sLiws]) 6,008 alluw; Jlu)

POST /api/messages
Content-Type: application/json

}

,"source msisdn": "+1234567890"

,"destination msisdn": "+0987654321"

, "!message body": "Hello, World"

,"source smsc": "web-app"

aiysi piy - gylas| # _,"dest_smsc": "smpp-provider"
oL o 153] asegdl dxo dawl gy

gsm7. 8bit. s, Lzl # ,"tp_dcs character set": "gsm7"
latinl. ucs2

,"tp dcs coding group": "general data coding"

24 o ol Jid ¥l - s, Lzl # "expires": "2025-10-17T10:30:00Z"
{
tasgllaoll Jga=dl

_ylgmuplpg) destination msisdne
Al Jai ssizxe - Message bodye
xaoll ailgdl 08, - Source msisdne
Jxan]l pladl 9,20 - SOUrCE _smsce

tay) iVl Jgall

(L udei pis o) 13] axzgill I xe 6 Q@ Lulgs leinsi piy) dgzell &ilgs - dest smsce
IMSI wlé 20 - source imsi, dest imsis

(gsm7. 8bit. latinl, ucs2) w,>Yl - tp_dcs character sete
DCS 10, 4g0m0 - tp_dcs coding groupe

(boolean) laxiall asMe - tp dcs compressede
(boolean) aJlw JI ai9 aode - tp dcs has message classe

allw Jl 459 aoys - tp_ ~dcs _message classe

(alay,>) pasiaall wlly ywl, - tp_user data headere

¢ 532Y1 853210 alwJl Jsia> - message part number. message partse
(aclw 24 g uol,i9Y]) axNall clgil gl - expirese

J>80 ol gl - deliver aftere

boolean wlMe - deadletter. raw data flag. raw sip flage

rasluaw VI
}



, 'status": "success"

} :"data"
,id": 123"
,"source msisdn": "+1234567890"
,"destination msisdn": "+0987654321"
,"dest smsc": "smpp-provider"
,"Imessage body": "Hello, World"
,deliver time": null"
,delivery attempts": 0"
,expires": "2025-10-17T710:30:00Z"
"inserted at": "2025-10-16T10:30:00Z"

{

{

SMSC J Ll Jl e Jguaxdl
GET /api/messages/get by smsc?smsc=my-smsc-name

rew> dwoll e LlwJl o> dusy

paiall SMSC ol go §sllaiy ol )15 destination smsce
: aio ool angiio ut alluJle
(o]l 9 gl L8 deliver after) Jlw W & jal>°

rasluaw VI
}
, "status": "success"
] :"data"
}
,1d": 123"

,"source msisdn": "+1234567890"
, "destination msisdn": "+0987654321"
, "message body": "Hello"
,"destination smsc": "my-smsc-name"
delivery attempts": 0"
{
[
{

a,LisVl SMSC arfani go Jibuw I anils

GET /api/messages

(Wil drdmi go) dame SMSC _J L5 Lw,Jl aos s #
GET /api/messages
SMSc: my-smsc-name



i Yall slgil ol pdwidl > e il jag deslal 9 Lilw Jl groz susy :SMSC gwly 09
tean> dliw ol e LlwJl auzy :SMSc gwl, g

£,6 dest smsc ol yul )l dosd go sl dest smsce

(s anbuws pis pJ) &, deliver_times

(el jalz) (I cdgdl sgbw/Jud gl ¢, deliver aftere
(u>do sgiii o)) WAl cadgll a2y expirese

Vsl p28Y1) LoVl cdy cun> dwijo®

looi puai plaziwl lgblw, o pMeiwIl daz Wl wlg=lsl) SMSc wh) ze oy talaslo
covl e asaill Jolw 9 oSl go saulgill ddnss

rasluan VI

]
}
,id": 123"
,"source msisdn": "+1234567890"
,"destination msisdn": "+0987654321"
,"Imessage body": "Hello, World"
,"dest smsc": "my-smsc-name"
,deliver time": null"
,delivery attempts": 0"
,'expires": "2025-10-17T710:30:00Z"
"inserted at": "2025-10-16T10:30:00Z"
{
[

63>lg allw, e Jguazdl
GET /api/messages/{id}
allw_ Jl cuosu

PATCH /api/messages/{id}
Content-Type: application/json

}

,"status": "delivered"
"delivered at": "2025-10-16T10:30:00Z"

{

DELETE /api/messages/{id}
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ezl go alslxall 3ls] Wgazs mubwill alslxo olas 83Lj @8 (E50 alu, pabuss Lisd sic

(les wwog0) PUT plasiawls :1 ad,,lall

oadwidl ad b euox oJ| s PUT - ad¥og dbaws #
PUT /api/messages/{id}

asu o aslgs alagi plosuawl 2 aa,,lall

axy o alyon 4l dbas #
POST /api/messages/{id}/increment delivery attempt

e ol gzl sl pusis delivery attempts ssly guiislall US pgis
:deliver after

Sl casoll )‘:Lll ez Ll aruo alglzoldl
8.9y 2 aaudy 2 &5l 172 1st
o6 gl 4 g5l 272 2nd

aa9> 14 > 8 5ler 372 3rd
aa.6> 3044465 16 Gl 472 4th
1h 2min aa.$> 32 &> 572 5th
2h 6minaas> 64 56> 672 6th

rasluan VI
}
,id": 123"
,delivery attempts": 1"
, "deliver after": "2025-10-20T19:05:00Z"

,deliver time": null"
,'expires": "2025-10-21T19:03:00Z2"

'

ol o Blal Jsiwadl 9 deliver after (e sgin il Llw Jl davaas oi tadas>Mo
ezl 8,08 i iz GET

:(Oario ub Jglw) ainzo dlw, Job> cyoxil

PATCH /api/messages/{id}
Content-Type: application/json



}

,"dest smsc": "updated-gateway"
“status": "delivered"

{
:alixo JSsiu PATCH g PUT (6 i ¢ oo

(Lo dlaw, Y) &?b.'i.” &o p.;LwJ Jl oysl.mo O M ™ PUT-
(G wllaiy) Jeaxll > cuazi poiss > PATCH®

arola¥l agololl amo gois

adl o A5 iy . Jimws plla W5 o a1l arolo¥l wlezlgll ,3lgis 4o SMS C Core guii
Ly, ! )_9|le bl ole blamly \Linall LSy (aroloYl agzlgll Jikiw cadg

2y Llw Jl azsi oy legrz i ol Jilw Jl pului) droloY] dgzloll Jumumi plaziwl piy ¥ talas>Mo
il a8 Jlg axall a8l el lass Jumwil plai a>90 .dest smsc Ja> e

aroloVl agzloll Jizumi Jos arisS

wlow Juzmas 95 JSuiu (SMPP, IMS, SS7/MAP algy) az,l> s @@ plol agzls JS Juw s
:SMS_C Core _J| calall

il 60-30 JS Szl drolo¥l wlezlgdl (e wzy realddl Gous 6i9.1
caxni 092 dawli 90 o Vo] axdo i tax> Muall slgiil cadg.2
ranslaldl alldl 6,00).3
237 iz Jzw 83020l aroloYl wlgzloll e
(>Nl slgiil x305) lghorusi cupaziy 835790l dlasisill arolo¥l wlgzloll pgiio
ez 8,19 sliwil e,y W s il Lgin> Yo dugiioll droloY] wlezlg)l pgaio

62>

aroloVl agololl Jumus algs blas
(dl jou) aroloVl ag>loll casnms/Jazmans

POST /api/frontends
Content-Type: application/json

}

,"frontend name": "smpp-gateway-1"

,"frontend type": "SMPP"

,"ip _address": "10.0.1.5"

,"hostname": "smpp-gw-01"

,uptime seconds": 3600"

"configuration": "{\"port\": 2775, \"system id\": \"smpp user\"}"
{

rasgllanll Jgaml



arolo¥l dgzlgll &l 2,9 9,20 - Frontend namee
(.&Jl SMPP, IMS. MAP) a0leY| ag>lsll £oi - frontend typee

ras,Lis Yl Jgaxll

oir o) 13] cllall jaan oo Blal aslisS| o) awloYl ag=loll IP plsic - ip_addresse
(o995

MLOBH 4.@.>|3J| p.)L? Qoo .o.u.ll - hostnamee

aroloY| agzlo)l Jusiw 3 3o wilsill - uptime secondse

iroloY| @@ azlsl) 500 11555 o JSON alwlw - configurations

wdla) ) aaodl TP plgis Gilali SMS_C Core pasaww ip_address ,u9si o ol 15 rala>Me
X-Forwarded- _wl, ,u¢) dgzgnll wlllally 6 uiloll ©Ylai¥l o JS go l3b Josz, HTTP
.(For

rasluan VI

}
,1d": 42"
, "frontend name": "smpp-gateway-1"
, "frontend type": "SMPP"
,"ip address": "10.0.1.5"

, "hostname": "smpp-gw-01"
,uptime seconds": 3600"
,"status": "active"

,"last seen at": "2025-10-20T10:30:00Z"
,"expires at": "2025-10-20T10:31:30Z"
"inserted at": "2025-10-20T10:00:00Z"

{

GET /api/frontends

los alosisidl aroloVl wlgzlgll aasls

GET /api/frontends/active

(angiiall 18) B alasinid] aoleYl wlgzloll laisd s,
aroloVl ag>lgll wlibas| e Jgsazll

GET /api/frontends/stats



}
,active": 5"
,expired": 12"
unique frontends": 8"

{

aroloVl ag=loll 7, e Jguaxll

GET /api/frontends/history/{frontend name}

w889l Jusiaill a8y boloil Sl (29 28l Lo rdisno arolol ag2le) an Wl o lumuill groz 3uns
3 | F9

GET /api/frontends/history/smpp-gateway-1

3330 Jusuwi e Jguaxdl

GET /api/frontends/{id}

a ]l aolVl wlgsloll (a9 suaill

telid] wlian Jw i @als dage abii a7l aole¥l wigzlsll (e
(il 598) Jlo

import time
import requests

: ()def send heartbeat
"""Send heartbeat every 30 seconds"""
:while True
ttry
} = data
, "frontend name": "my-smpp-gateway"
,"frontend type": "SMPP"
,()ip_address": get local ip"
, (Jhostname": get hostname"
(Juptime seconds": get uptime"

{

)response = requests.post
,"https://smsc-core:8443/api/frontends"
,json=data
timeout=5

(

:1f response.status code in [200, 201]



logger.debug("Heartbeat sent successfully")
:else
logger.error(f"Heartbeat failed:
{response.status code}")

:except Exception as e
logger.error(f"Heartbeat error: {e}")

time.sleep(30) # Send every 30 seconds

Start heartbeat in background thread #
()threading.Thread(target=send heartbeat, daemon=True).start

aroloVl agzloll azo ardl o

:https://localhost:8086 9 wugll agzly o i - pSill a>gl

hﬂ>a&uud|mmhﬂ|ng>bﬂ°
dsolol agzly JSJ s9eb >l plloe
I wdg gaii®

Wl elgdle

:APT oo Maiawl

ahii] | dauo LYl olgzl ol gro> wle Jouxd| #
curl https://localhost:8443/api/frontends/active

Josi disvo dyolol dgzle i S 13] loo gamill #
curl https://localhost:8443/api/frontends/history/smpp-gateway-1 | jq
''.[0].status

ixod | ol Loz ] e Jguxd| #
curl https://localhost:8443/api/frontends/stats

szl alg blas

all=di

GET /api/status

&9lgoll

GET /api/locations

POST /api/locations

GET /api/locations/{id}

PATCH /api/locations/{id}
DELETE /api/locations/{id}



SS7 wlasli

GET /api/ss7_events

POST /api/ss7 events

GET /api/ss7 events/{id}
PATCH /api/ss7 events/{id}
DELETE /api/ss7 events/{id}

MMS Sl asils

GET /api/mms_message queues

POST /api/mms message queues

GET /api/mms message queues/{id}
PATCH /api/mms message queues/{id}
DELETE /api/mms message queues/{id}

sLVI

aii )] go 8,511 9 Lslw Jl osxa) Mnesia plaziwl, aslisiwl 4>l] SMS C Core s,
.Jiglall saall e CDR wizuw blai>W SQL (J] aslals

VI PON | P H P
(s 8) Intel i7-8650U @ 1.90GHZ (s lewld o
s il Jl 2o sbol

(Yl o lowgio 0.58ms) msg/sec 1,750 :(a>qil go) insert messagee
(&l (o lowsgio 0.57ms) msg/sec 1,750 :(loww) insert messagee
podl (»9 allw, Ygulo 150~ anuw*

:.ou.'.i'uuvl sl.)i

(lowgio 1.25ms) get messages for smsc: 800 msg/sece
6,511 9 gw Jewog :list message queuese
thol adoe JSI culishS 62 16,513 plasiwle

ac ol 35l Joosll (Louall + 6,513l x8) Mnesia o & jxo :alawiaidl Sl J1e
Jislall sxall e CDR oMo blai>W SQL J] Gl asd g0 :Jilupdl cinia, i
(acbw 24 :niol,10Y1) oSl abls lolais 6,10 :lolaisVl 619

SQL sl alaidl Lilw,ll wllas o> :SQL azlz )l gic 229i V*



o2gSall
:config/runtime.exs 9 blai>Yl 6,099 Llw Jl g sS5 ol

,config :sms c

of i widl L5 Ludl aai,l # ,message retention hours: 24
) ac lw 24
SQL aai,Y CDR a=9> ox> # ,batch _insert batch size: 100

CDR &, ,a5 8,i9 # batch insert flush interval ms: 100

docs/ :ylail dowiall Jg> aduati whlis,] (e Jguaxll
PERFORMANCE_TUNING.md

https://localhost:8086 (w9 wugll agzly - pS=uill a>gl

Sl aails go e 0
bzl Llw, Jlw)e

(azsill Lo Llail) 6 pasll Llw Jl aszgi 6,15]®
azgill w6 65w

plail 5,90 oo
as93)] allosll o lilas] g
:ans ol allosl] o libas]

il a=dodl adlea=d]l ol Laz] ole Jguxd| #
()SmsC.Messaging.BatchInsertWorker.stats

£

-
o°

,total enqueued: 10000
,total flushed: 9900
,current queue size: 100
last flush duration ms: 45

{
stdout L] a9iSe subil Mo - e Mawall

sbaax]|l wd gl 0 oMad| e #
tail -f log/dev.log
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lg>Mols sUasVI 6 LixSinwl
Jrall, pasiae raioll

siall paxiws oidl aulasdl e Lginll #
lsof -i :4000

dialoe]l sl ]| #

<kill -9 <PID

Juoii V anz, ] anoloVI ag=lgll

Jlai¥l 9 slasl glai aolodl dgzledl wlaw caniladl 9 aalle J5lw I :gol e VI

asolo¥l agzls)l (9 muno JSuiw APT_BASE_URL gyuss o 25

ad] Jsosll Sass Joz; SMS C Core ol oo iz
§JU| )Ipdl/n_imdl ms_q izl o0

:J=dl

iao oY dgzloll o olinihill axeu dgzler JLas VIl ,Las| #
curl http://localhost:4000/api/status

ino LY agzloll Jusis sole] #
"export API BASE URL "http //localhost 4000

lgoslisi pis ¥V Jiluw JI
dJglxall 85le] wYglro 51555 dnbuwo ,t Jibw Jl i 2ol e VI

Jlu Yl slasY aoloYl gz loll oo, 1
axz ] aSuidl JLasYl.2
(sligdl olaie Yl wllwl) dolo¥l dgzloll (11555.3

Al | a5 39954
ralislall Lilw,Jl yo e
adolxadl sole] Yoo o L5 Ll ole Jouxd| #

curl https://localhost:8443/api/messages | jq '.data[] |
'select(.delivery attempts > 0)



gire JilwJl alnisl Goj

aailall 9 aS gdsinll o Jobol B Jiluw I & rtims t ol e VI

fore G
(151,85 ST JSuin oMaiwW leldas ] zliz 28) aoloY] gz lsll oMzl 638.1
) obldl sacls lbl.2
awz )l anlai¥l I aSuidl 9 JLsYl oo5.3

taoslall goc ansdl, o

watch -n 5 'curl -s https://localhost:8443/api/messages | jq ".data |
'"length



}
s lnoll

.Benchee plxziwl, SMS-C olai shil juleo ole Jdall I ssizy
as Liodl )Hlaa."

(raw_sms_bench.exs) polxdl SMS Lo .1
.ayiagi> PDUs SMS plaxiwl, API submit message raw ale dlodi 6 ,lzas psiy
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\ curl --cert client.crt --key client.key
https://api.example.com:8443/api/status
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}
] :"data"
saloscls
{...}
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reallall
GET /api/status
:(OK 200) asl=awVI
}
, "status": "ok"
,"application": "OmniMessage"

"timestamp": "2025-10-30T12:34:56Z"
{

curl https://api.example.com:8443/api/status
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GET /api/messages
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(1000 :uasVl 2zl 100 : ol isYl) mlidl 3oz - Limite
wlxaall a>l;] - offsete

:(OK 200) asl=uiww VI

}
] :"data"
}
,id": 12345"
,"source msisdn": "+15551234567"
,"destination msisdn": "+447700900000"
, "message body": "Hello World"
,"source smsc": "api client"
,"dest smsc": "uk gateway"
, "status": "pending"
,"send time": "2025-10-30T12:00:00Z"
,deliver time": null"
,delivery attempts": 0"
"inserted at": "2025-10-30T12:00:00Z"
{
[
{

(990 ol o arzsi go Lais) samo SMSC J ailrall Lilw )l Lle Jouaxll

\ "curl -H "smsc: uk gateway
https://api.example.com:8443/api/messages
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curl "https://api.example.com:8443/api/
"messages?status=delivered&limit=50
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isno Al Joolis gls il

reallall

GET /api/messages/:id

:(OK 200) asl=uiww VI

}

} :"data"

,id": 12345"

,"source msisdn": "+15551234567"

, "destination msisdn": "+447700900000"
, "message body": "Hello World"
,"source smsc": "api client"

, "dest smsc": "uk gateway"

,source imsi": null"

,dest imsi": null"

,message parts": 1"
,message part number": 1"

,"tp data coding scheme": "00"

,tp user data header": null”

, "status": "pending"

,"send time": "2025-10-30T12:00:00Z"
,deliver time": null"

,"expires": "2025-10-31T12:00:00Z"
,deadletter": false"

,delivery attempts": 0"

,Charge failed": false"

,"deliver after": "2025-10-30T12:00:00Z"
,raw data flag": false"

,raw_sip flag": false"

,raw _pdu": null"

,"inserted at": "2025-10-30T12:00:00Z"
"updated at": "2025-10-30T12:00:00Z"
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curl https://api.example.com:8443/api/messages/12345
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seallall

POST /api/messages
Content-Type: application/json

}
,"source msisdn": "+15551234567"

, "destination msisdn": "+447700900000"
, "message body": "Hello World"
“source smsc": "api client"

{
tasy sVl Joasdl

azgill )19 jol=i - dest smsce
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Jxaoll J jiiell source imsi - IMSIe

agzoll J o]l dest imsi - IMSIe

:(Created 201) aslzuan VI

}
} :"data"
,1d": 12345"
,"source msisdn": "+15551234567"
,"destination msisdn": "+447700900000"
, "message body": "Hello World"
,"source smsc": "api client"
,"dest smsc": "uk gateway"
,"status": "pending"
,"send time": "2025-10-30T12:00:00Z"
"inserted at": "2025-10-30T12:00:00Z"
{
{
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\ curl -X POST https://api.example.com:8443/api/messages



\ "H "Content-Type: application/json-
}'od-
,"source msisdn": "+15551234567"
, "destination msisdn": "+447700900000"
, "message body": "Hello World"
"source smsc": "api client"
{
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reallall

POST /api/messages/create async
Content-Type: application/json

diol el alell ddasi juas : pansdl
:(Accepted 202) aslsuanuVI

}
} :"data"
, "status": "accepted"
"axd leod) Ui Yl daas B J] aAdlwdl a9 o] was" :"message"
{
{

\ curl -X POST https://api.example.com:8443/api/messages/create async
\ "H "Content-Type: application/json-
}'od-
,"source msisdn": "+15551234567"
, "destination msisdn": "+447700900000"
Vs o> S lei] aJlw," :"message body"
“source smsc": "bulk api"

{
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PATCH /api/messages/:id
Content-Type: application/json

}
,"dest smsc": "alternate gateway"
"deliver after": "2025-10-30T14:00:00Z"
{

ezl ablall Jgaxl

agzgll juss - dest_smsce
p¢LuJIJ¢>L deliver aftere

allw_ Jl Jai cyo=i - message bodye
aJlJl ,uss - statuse

:(OK 200) asl=wumVI

}
} :"data"
,id": 12345"
,"dest smsc": "alternate gateway"
,"deliver after": "2025-10-30T14:00:00Z"
{
{
:Jlio

\ curl -X PATCH https://api.example.com:8443/api/messages/12345
\ "H "Content-Type: application/json-
}'od-
"dest smsc": "backup gateway"
{
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POST /api/messages/:id/mark delivered
Content-Type: application/json

}
"dest smsc": "uk gateway"
{
:(OK 200) asleuamVI
}
} :"data"
,1d": 12345"
,"status": "delivered"
,"deliver time": "2025-10-30T12:05:30Z"
,"dest smsc": "uk gateway"
{
{
:Jlie

curl -X POST https://api.example.com:8443/api/messages/12345/
\ mark delivered
\ "H "Content-Type: application/json-
}'od-
“dest smsc": "uk gateway"
{
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} :"data"
,id": 12345"
,delivery attempts": 2"
,"deliver after": "2025-10-30T12:08:00Z"

o
{
ezl s
deliver after = now + 2" (delivery attempts) minutes
:Jlie
curl -X PUT https://api.example.com:8443/api/messages/12345
aglxall 85le] agazn) adadd] Juind 2z droloYl dgzlell dlauwlss ile xiwl oy :plazuawVl all>
alw Il s>
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DELETE /api/messages/:id
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POST /api/messages raw
Content-Type: application/json



}
,"pdu: "0001000B916407007009F0000004D4F29COE"

"source smsc": "legacy system"

{
ouSaall b iiine (Jadl JoSgigp wlly 6a>9) PDU: SMS TPDU  gantii

:(Created 201) aslouan VI

}
} :"data"
,1d": 12346"
,"source msisdn": "+447700900000"
, "destination msisdn": "+447700900000"
, "message body": "Test"
,"source smsc": "legacy system"
,"raw pdu": "0001000B916407007009FO000004D4F29COE"
{
{

curl -X POST https://api.example.com:8443/api/messages raw
\ "H "Content-Type: application/json-
}'od-
,"pdu”: "0001000B916407007009F0000004D4F29COE"
"source smsc": "legacy system"

o
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reallaldl

POST /api/messages raw/async
Content-Type: application/json

:(Accepted 202) aslzuwVI

¥
} :"data"
,"status": "accepted"
"axd el S Uais Yl daes B oJ| PDU as Lo| cws" :"message”
{
{



\ curl -X POST https://api.example.com:8443/api/messages raw/async
\ "H "Content-Type: application/json-

}'od-
,"pdut: "0001000B916407007009FO000004D4F29COE"
"source smsc": "legacy gateway"
o
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Sl S lgi sz ez ¥ o089 el Lo)lss Jarans iy ®

&d90ll 6, wlinlai axo s ag=ls

-Jsazall Cailgdl W agzsall Liluw I bl & iinall gdso wlogle 6,15
&dlgoll anils

reallall

GET /api/locations

:(OK 200) asluanVI

}
] :"data"

}
,id": 1"
,"msisdn": "+15551234567"
,"imsi": "001001000000001"
,"location”: "mscl.regionl.example.com"
,"ran_location": "cell tower 12345"
,"imei": "123456789012345"
,ims capable": true"
,csfb": false"
,registered": true"



,'expires": "2025-10-30T13:00:00Z"
,"user agent": "Samsung Galaxy"
,"inserted at": "2025-10-30T12:00:00Z"
"updated at": "2025-10-30T12:00:00Z"

{
[
{

:Jlio

curl https://api.example.com:8443/api/locations
&d9all le Jgsaxll

seallall

GET /api/locations/:id

:(OK 200) asl=uww VI

}
} :"data"
'idll: 1||
,"msisdn": "+15551234567"
,"imsi": "001001000000001"
{
{
Jlio

curl https://api.example.com:8443/api/locations/1

&99oll cauou/sliws]
(29 9 ,20) IMST (e 2Ly 197 90ll cayaxs 3i 12> gdgo cliw)
realladl

POST /api/locations
Content-Type: application/json

: paz]l

}
,"msisdn": "+15551234567"

,"imsi”: "001001000000001"
,"location": "mscl.regionl.example.com"



,"ran_location": "cell tower 12345"
,imei": "123456789012345"

,ims capable": true"

,csfb": false"

,registered": true"

,'expires": "2025-10-30T13:00:00Z"
"user agent": "Samsung Galaxy"

{
raagllaodl Jgaxdl
o pall & yiiusdl (8 20 - IMS1e

ilgll o8, - msisdne
rasylas VI Joaxdl

MSC/VLR ylgic - Llocatione
glnsll/ad=]l zu 9 420 - ran_locatione
el Lm0 - imede

IMS VOLTE 6,25 - ims_capablee
651l Il gzl aoMe - csfbe

WG J=uwo - registerede
Jazill slgisl - expirese

Slexll wloglso/;1,b - user _agente

:(OK 200 4i Created 201) aslziawVI

}
} :"data"
,id": 1"
,"'msisdn": "+15551234567"
{
{
:Jlio

\ curl -X POST https://api.example.com:8443/api/locations
\ "H "Content-Type: application/json-
}'od-
,"msisdn": "+15551234567"
,"imsi": "001001000000001"
,"location": "mscl.regionl.example.com"
,ims capable": true"
registered": true"

'

Joxws Losis (@] (HSS: MME) aS =l 6,15] dolail alawwlgs bgleaiwl o :plasiwVl all>



reallall

PATCH /api/locations/:id
Content-Type: application/json

9o Joi> sl go Wiz cuaxi i panzll

:(OK 200) asl=wmVI

}
} :"data"
,id": 1"
. .
{
3 | Fo%

\ curl -X PATCH https://api.example.com:8443/api/locations/1
\ "H "Content-Type: application/json-

}'od-
,"location": "msc2.region2.example.com"
"ran location": "cell tower 67890"
{
&990ll 95>
reallaldl

DELETE /api/locations/:id

(No Content 204) aslsuau VI

:Jlio

curl -X DELETE https://api.example.com:8443/api/locations/1
exboll slgil ol Jymmdl sl & jikiuoall poiy Losic ylesiwl oy : plasimV alls
arolo¥l agzlsll Juzus wliplai ano s ag2ls
.axoloYl ag=lgll SMSC wYlasl 6,s] guis

aroloVl wlg>lgll gros> aails
realladl



GET /api/frontends

:(OK 200) asl=uiww VI

}
] :"data"
¥
,id": 1"
, "frontend name": "uk gateway 1"
,"frontend type": "smpp"
,"1p_address": "10.0.1.50"
,"hostname": "gatewayl.uk.example.com"
,uptime seconds": 86400"
} :"configuration"
,max_throughput": 1000"
"bind type": "transceiver"
o {
, "status": "active"
,"expires at": "2025-10-30T12:02:00Z"
,"last seen at": "2025-10-30T12:00:30Z"
,"inserted at": "2025-10-29T12:00:00Z"
"updated at": "2025-10-30T12:00:30Z"
{
[
{
:Jlio

curl https://api.example.com:8443/api/frontends

loss alosiaid]l aoloVl wlgslgll aoils

reallall

GET /api/frontends/active

aloinid)l arolo¥l wlezlg)l Lnas \ guumii] Gumasi :(OK 200) aulzias VI

e | F

curl https://api.example.com:8443/api/frontends/active
arzoill dxlall wlgzoll 4ails (e Joazll :plazias VI all>

aroloVI ag>lgll wlibos] e Jguaxdl

reallall



GET /api/frontends/stats
:(OK 200) aslouaVI

}
} :"data"
,active count": 5"
,expired count": 2"
,unique frontends": 7"
total registrations": 1523"

{
{

:Jlio

curl https://api.example.com:8443/api/frontends/stats
aroloVl agololl au,l e Jguaxldl

seallall

GET /api/frontends/history/:name

:(OK 200) aslouwVI

}
] :"data"
}
,id": 1"
, "frontend name": "uk gateway 1"
,"status": "active"
,"inserted at": "2025-10-30T12:00:00Z"
I{
}
,id": 2"
, "frontend name": "uk gateway 1"
,"status": "expired"
,"inserted at": "2025-10-29T12:00:00Z"
{
[
{
3 | 98

curl https://api.example.com:8443/api/frontends/history/uk gateway 1



arolo¥l agzloJl Jrzuus
arolo¥l agzloll Jlasl cudzi o Sz
ceallall

POST /api/frontends/register
Content-Type: application/json

}

, "frontend name": "uk gateway 1"

,"frontend type": "smpp"

,"1ip_address": "10.0.1.50"

, "hostname": "gatewayl.uk.example.com"

,uptime seconds": 86400"

} :"configuration"
,max_throughput": 1000"
,"bind type": "transceiver"
"system id": "gatewayl"

{

{

casgllaall Jgaxl

aroloYl agzlgll 3,9 5,20 - frontend namee
.&Jl .smpp. sip. http :gqill - frontend typee

rasylisVl Joaxll

arolo¥l dgzlgll TP ylgic - ip addresse
drolo¥ dgzls)l Cariao pwl - hostnames
alodl 3o Jusiwil (o - Uptime secondse
uesazo (ueSs o5lS - configuratione

:(Created 201) asl>uan VI

}
} :"data"
,id": 1"
,"frontend name": "uk gateway 1"
,"status": "active"
,"expires at": "2025-10-30T12:01:30Z"
{
{



\ curl -X POST https://api.example.com:8443/api/frontends/register
\ "H "Content-Type: application/json-
P od-
,"frontend name": "uk gateway 1"
,"frontend type": "smpp"
,"ip address": "10.0.1.50"
"hostname": "gatewayl.uk.example.com"

{
(&l 90-60 JS Juzuidl 8ole] arolo¥l wlgzloll (e cazy) awli 90 : Juzamill algo
ol Al e blaxl) doleY] dalaVl dlawls, 5595 JSuin bslexiwl ai :plaziwmV] all>

SlasVl L wlbulas axo e agzls
Sl Jl 8l 6,95 wlazl g

allwll wlisl Gls Jguaxll

teallall

GET /api/events/:message id

:(OK 200) asl=uw VI

}
] :"data"

}
,event epoch": 1698672000"
,"name": "message inserted"
Vol Yl as B W adlwdl Jbo] " :'"description”
"event source": "nodel@server.example.com"

l{

}
,event epoch": 1698672001"
,"name": "message routed"
,"route_id=42 ,.c¢ uk gateway ,J| lggs>gs " :"description”
"event source": "nodel@server.example.com"

I{

}
,event epoch": 1698672005"
,"name": "message delivered"
Vol el 5" :"description”
"event source": "node2@server.example.com"

{



3y | FOS
curl https://api.example.com:8443/api/events/12345
e las VI glgsl

aJlw JI clis| o5 - message insertede

azgill 1,9 3kl o5 - message routede

ez Wl ol - message _deliverede

ol Jus - message failede

Golall aawwlgs abblaw] o5 - message _droppede
wlaldl 5 )l Jusai o5 - auto _reply sente

09 | Lg=xi gulai oi - nUMber_translatede
Sl e gisll piy @) - routing failede
oxidl pla; 9 Uas - charging failede

o> Jasa
reallall

POST /api/events
Content-Type: application/json

}
,message id": 12345"
, "name": "custom event"
y "parod | o] weg" :"description”
"event source": "external system"
{
:(Created 201) asluauVI
}
} :"data"
,message id": 12345"
, "'name": "custom event"
y "oral | sazxd| wes" :"description
,"event source": "external system"
event epoch": 1698672010"
{
{

\ curl -X POST https://api.example.com:8443/api/events
\ "H "Content-Type: application/json-
}'od-



,message id": 12345"
, "name": "external delivery_confirmed"
"odowd | plUaid] dbwlgs 0 SL o5 :"description"l{
(sSill L) oLl 7 :las VI bolaisl
(MMS) laibwgll 6amio Jibw )l wlaulas axo u ag>lg
(MMS) lasbwgll 833210 Jslw Jl dox> Lilw, 6,05]
MMS JLlw, aoils
readlall
GET /api/mms messages
alo] MMS Jgi> go SMS Jilw ) dplius :(OK 200) aslzuwVI
MMS allw,, sbawl
readlall

POST /api/mms messages
Content-Type: application/json

}
,"source msisdn": "+15551234567"
, "destination msisdn": "+447700900000"
,"subject": "Photo"
,"content type": "image/jpeg"

,"content location": "https://cdn.example.com/media/12345.jpg"
message size": 524288"

{

Jols MMS alluw, oilS :(Created 201) aslziawVI

SS7 whizl wléulai 6@V e s ag=ls
SS7 b li] wlazl guis

SS7 wlasl aesls

reallall



GET /api/ss7 events
:(OK 200) aslouwwVI

}
] :"data"
}

,id": 1"

,"event type": "MAP UPDATE LOCATION"
,"imsi": "001001000000001"
,"msisdn": "+15551234567"
,"timestamp": "2025-10-30T12:00:00Z"

{
[
{

SS7 was sliwl
reallall

POST /api/ss7 events
Content-Type: application/json

}
,"event type": "MAP_UPDATE LOCATION"

,"imsi": "001001000000001"
"msisdn": "+15551234567"

{
JollJl waxll 58 :(Created 201) aslzwam VI

sUas VI HlgS]

HTTP all> 1losi

o gll wanoll ol

c>b wdlall OK 200

w5 90l sliw] o5 Created 201
ax)leol) Cllall Joud oi Accepted 202
>l waxll No Content 204

o e cdlall gumis Bad Request 400
agllas a85baoll Unauthorized 401

adlS ue wligsl Forbidden 403

39790 it 3 90l Not Found 404



o gll wanoll ol
&ixill slaslUnprocessable Entity 422
Jasoll 3> 9l Too Many Requests 429
el 9 > Internal Server Error 500
S50 r99i0 ,u& Service Unavailable 503

}

} :"errors"
"oglbho destination msisdn :gaxiJl Jas" :"detail”
{
{

assLiall Uasdl Jiluw,

J=di R | Uosdl
wdlall (8 destination msisdn uoiai 9880 wgllho Ji> destlnatlon_n}isdl ln
E.164: §uwis pasiwl o ’ o T,
+15551234567 osiise p5,)  rllo b ilgll p3) Sumis
82320 £zl ] ans ozl 3> gl "3> alslo allwJI"
azoill oS5 o B arzgill i "Gl Gle sisll o )"
. ¢ allw, 8 . . ’
G mall 3979 o i P J“;J*L’: bl e isll oy ol

Vol auolo¥l dgzlodl Jzw  Bg,20 ué SMSC  "almumo b drolodl agzloll"
wbdladl Joso duosu

avol i9Vl >g22dl

FSCIN | =l algdl aloa;

IP JSJ reqg/sec 100 POST /api/messages
IP JJreqg/sec 1000POST /api/messages/create async
IP JSJ reqg/sec 100 POST /api/messages raw
IP JSJreg/sec 1000 */GET /api

X-RateLimit-Limit: 100
X-RateLimit-Remaining: 95
X-RateLimit-Reset: 1698672060



Jasoll 35> gl
:(Too Many Requests 429) alsuawVI

}
| } s
”.O|_9_'; 5 ARy JJ?l 6 _jo .J_gl.? J.)J'La_” .)..7_)_9L2Jn 3 {
{

<l loodl Liasl

L5l 1 Jluw ]

aul/allw, 100 Ho LiSY create async/ posxiwl :wlx9all Holjio jat paiml.1
5 dolas 5a> :source_Smsc jaosios.2

(.\.Lu.”).o_g'l') E.164 AT p.).?.u.u' ‘OISJ)" U 9. 3

5xX slasY aglxall 85lc] Gloio 345 :sUasVI go Jolni 4

i lozdl Jlw,¥l s Glall uis] iarzgill o S5

arolVl agololl JolSi

4l 60 JS Szl 26l : plaiils Joaw.1

JLLMJ)J smscC L)*’lJ ,o|).2.wul; P.Lsuw| J.al.w)" O ).uu.ﬂ.u.ul 2

Soini il Llw Jl glo)] ot ol i8] JShin 1aeS>u include-unrouted pasuwl.3
I;I laas include-unrouted: true gusi pb .laid gbgo Jumui ol pupo arzsi sl
igzgoll e Llw Jl o> JlaiwY asludl ol)luo)l go §9lgio Jolw J] dzly cuS

(_lmJI x mark delivered il JLail : pudaidl (nle aolle ging.4

4.]_9[.7@.” o.)L(«l nga.m.l PUT ng.;.” alas; ,o.).?uu.u| .J.nu.ﬂ." BV o.)LJ 5

,o.A.Loul MWisa) &Yl Jzxw o $ix ieslas VI asl,.6

cLbVI

HTTP e Ylasl plasiwl 85L¢] s YlaiVl gromi.1
wdb JSJ 8oozio Silw) groxi tands wllls.2

aiol jio API Wl <l ,2] raujlgiodl axdlzoll.3
wlz5 U Prometheus sl :gumlaadl sl 4
APT e l(S0) &b 30 algo pocximl eoMge (panns.5

oloVI

cwYl 9 HTTPS il pozxiw! (' TLS pasasl.1
whlgid] o Gaxidl Glaxis ¥ rwblguidl jo §o>.2
,ol.lo.ub twlaodl ue :API puilo jugais 09.3

a99 2all jolasll | Jgogll 308 [ IP Huglia) sliows acils.4
anguinall bolai¥l il :APT lolini Juw.5



slos VIl axdles

4550 0555 Lo 83Ls @olsl slasl :5x% slasY alglaall sslel.1
5 panidl 9 o] ] Jrosll slasT glis :4x% sUnsY algloall aani V.2
Yolxall 53le] o Jolol 6 ,18) ,lail :ran¥l gz l,al.3

oSiadl Lwadl sy cades o slall glals.4

sV wYaro il lolasV (ale anii.5

(Vsisl) JolGll e JLo

import requests
import time

:class SMSCClient
:def  init (self, base url, api key=None)
self.base url = base url
()self.session = requests.Session
:if api key
self.session.headers.update({"X-API-Key": api key})

def submit message(self, from num, to num, text,
:async_mode=False)
endpoint = "/messages/create async" if async _mode else
""/messages
"url = f"{self.base url}{endpoint}

} = payload
,source msisdn": from num"
,destination msisdn": to_num"
,message body": text"
"source smsc": "python client"

{

:try
response = self.session.post(url, json=payload,
timeout=30)
()response.raise for status
return response.json()["data"]
:except requests.exceptions.RequestException as e
("API: {e} Lh>“f)pr1nt
return None

def get pending messages(self, smsc name,
:include unrouted=False)
"url = f"{self.base url}/messages
headers = {"smsc": smsc name}

go @9 lgio giog) bl oi [5] dgzoall st L lwd| yuoai #



(asy Ludl ol 1Yl
:if include unrouted
"headers["include-unrouted"] = "true

:try
response = self.session.get(url, headers=headers,
timeout=30)
()response.raise for status
return response.json()["data"]
:except requests.exceptions.RequestException as e
("API: {e} Ws"f)print
[] return

:def mark delivered(self, message id, smsc name)
"url = f"{self.base url}/messages/{message id}/mark delivered
payload = {"dest smsc": smsc name}

:try
response = self.session.post(url, json=payload,
timeout=30)
()response.raise for status
return True
:except requests.exceptions.RequestException as e
("API: {e} Ws"f)print
return False

,O/M.V/ #

client = SMSCClient("https://api.example.com:8443/api",
api key="your key")

6a>lg adlw, Jlw,| #

result = client.submit message("+15551234567", "+447700900000",
"Hello")
("{result['id']} :adlwJl w,=o"f)print

(oo liio uf) aucloz Llw, Jw,| #
:for 1 in range(1000)

client.submit message("+15551234567", f"+44770090{i:04d}", f"Bulk
{1i}", async mode=True)

dso LV dgzloll oMeiwl aal> #
:while True

g0 Jurus sl gure arzsi go Llusdl e Jsan)l #
messages = client.get pending messages("my gateway")

ol Y] go 49 1gio Joluw) include unrouted=True paxiwl of #
dasy Ludl
messages = client.get pending messages("my gateway", #



:for msg in messages
success = deliver via smpp(msg)

:if success
client.mark delivered(msg["1id"], "my gateway")
relse

requests.put(f"{client.base url}/messages/{msg['id"']1}")

time.sleep(5)

wléuladdl axo 0 ag=lys wlpni Jaw
(D 1,10V

JoVl S lasYle

Jilw,JI ao5l8 CRUD®
el PDU Jlw|*

o &ssall sy
@pLoyIa@?hﬂ Jazaaii ®
Sl dazus @

le) lalasall wljxoll

(830zi0 Jilw, a>ly cdb) 8a>lg avds Jslw Jl Jlw,|e
Sl )l lgse

Jsxzxall pibuill wlanlaill axo u ag=lg®

oW ara=ll cdgll 9 Webhookse

GraphQL o liulail éxe y agzlg alg adaaie
OAuth2 asslaoe

ol Lg=Nols clasVl oLiSiwl Jds o $ax wolapdaill daxo . dgzler Glat wMSike ol aliwl sY
.ol Lail


https://docs.omnitouch.com.au/ar/docs/repos/OmniCall/sms_c/docs/TROUBLESHOOTING

|

Juolai Jsuw) CDR lolosoe g 50
(ol

ceoMulaidly 1o isally Jilu,l) 2oYl Jighs o ill pakisaall CDR wlly 82615 Jgam) JolS &5 0

wbgizell Jgo=
k& o

Ao gun JI. ol .L@-
aisis Vg olaizY] aulow

aole o ,la;

el dawlg Lixdleo cani il SMS Lilw) o) wld Kol Juolai oMz cdrs Jgaz o
:loaic CDR wMauw &alS o

i Sl s aiy e

el 095 Slwll ol oagiis®

Ll yas, eie

100 oSay los sasdyriul] Mnesia wlly 8261 o6 Yadio 20Yl Jish G5 CDR oMo y955
ilsall Jlaols & u9alle

JU(EPRSAWERTID

G29xllg JlioYle
Mnesia 9 blai>Vl 6,19 oy Slw Jl & b

Joazdl lalaze

MySQL / MariaDB

) CREATE TABLE cdrs



,id BIGINT AUTO INCREMENT PRIMARY KEY

idlw,J| yoaxi --
,message id BIGINT NOT NULL

wilogll ols I --
,calling number VARCHAR(255) NOT NULL
,called number VARCHAR(255) NOT NULL

SMSC au>qgi --
,source smsc VARCHAR(255)
,dest smsc VARCHAR(255)

(&X._za_// qu_‘_U) 64/ oLoﬁ_Lzo ==
,origin node VARCHAR(255)
,destination node VARCHAR(255)

davio il gy lghJl --
,submission time DATETIME NOT NULL
,delivery time DATETIME

,expiry time DATETIME

drdwell oU Ldlg aJl=JI --
,status VARCHAR(50) NOT NULL
,delivery attempts INT DEFAULT 0
,message parts INT

,deadletter BOOLEAN DEFAULT FALSE

(dwogax]| by lgo) s, LizyYI adlw, ] joi --
,message body TEXT

Gud il auio il gy lob)] --
,inserted at DATETIME NOT NULL
,updated at DATETIME NOT NULL

w Lga )] - -

, INDEX idx cdrs message id (message id)

, INDEX idx_cdrs_calling number (calling number)

, INDEX idx_cdrs_called number (called number)

, INDEX idx cdrs status (status)

, INDEX idx cdrs submission time (submission time)
INDEX idx cdrs dest smsc (dest smsc)

i (
PostgreSQL

) CREATE TABLE cdrs
,id BIGSERIAL PRIMARY KEY



i lw,Jl oz --
,message id BIGINT NOT NULL

wilogll pls [ --
,calling number VARCHAR(255) NOT NULL
,called number VARCHAR(255) NOT NULL

SMSC au>gi --
,source smsc VARCHAR(255)
,dest smsc VARCHAR(255)

(goral | iil])) 622t ologleo --
,origin node VARCHAR(255)
,destination node VARCHAR(255)

dwio it gy lob)l --

,submission time TIMESTAMP NOT NULL
,delivery time TIMESTAMP

,expiry time TIMESTAMP

dwsogll oU Lty aJl=JI --

,status VARCHAR(50) NOT NULL
,delivery attempts INTEGER DEFAULT 0
,message parts INTEGER

,deadletter BOOLEAN DEFAULT FALSE

(dwogazx]| by lgo) s, Leizy] adlw,J| i --
message_body TEXT

Gud il awio il g lob)l --
,inserted at TIMESTAMP NOT NULL
updated at TIMESTAMP NOT NULL

i (

oo Lgatl --
; CREATE INDEX idx cdrs message id ON cdrs(message id)

; CREATE INDEX idx_cdrs _calling number ON cdrs(calling number)
:CREATE INDEX idx cdrs called number ON cdrs(called number)
:CREATE INDEX 1dx cdrs status ON cdrs(status)

; CREATE INDEX idx cdrs submission time ON cdrs(submission _time)
: CREATE INDEX idx cdrs ~dest smsc ON cdrs(dest smsc)



Joaall o

awlw VI zlicall

ool sl Lls goull Jaxll
CDR Jzud Bl xyljiall cuwlwdl zliaoll YBIGINT  id
allw_ 1 2y
osll ‘JIL';J esdl  JasJi
s._9).v.o._,J|)uw SMSC&L»leBuaAJ).nﬂqJLw)“d).&o .
‘Mnesia wé alodl &bl YBIGINTmessage id
ilggll oLl
ogll stjljj el Jall

Jw el (Jgoxoll cailgdl 08,) jouaoll MSISDN
:Jio) E.164 i 0ess b dole YVARCHAR(255) calling number

(15551234567 +

.oliwel) (Jgoxall ailgdl 03,) dag>gJl MSISDN
:Jio) E.164 i 0ess b 8ole YVARCHAR(255) called number

(15551234567 +

SMSC as>gs

. J.le _ )
o gll AT eodl JaxJl
i dl 035 sl jraall SMSC 09,20 ol aul
SMSC & dgzle ol API ,ic lgaynis pi I5) NULL = VARCHAR(255)source_smsc
ey
o> gl) caalw (il d4gz9)l SMSC 9,20 5l ol

1T &l asss mis @) 13] NULL s | (asbows o VARCHAR(255) dest smsc

rallw | go cdoles aasdl sl g vghzol| uiaill
ool ‘Jl:]'ij goall JasJi
9 dlw Jl pMiwl o5 cu> Erlang saic ol
("sms@nodel.example.com" :Jio) Jo¥l @2 VARCHAR(255) origin node

Jaxdl e Judzig oo MSinall Lawsuind) abo
Jlw, O®| olus o cu> Erlang sxic owl o2 VARCHAR(255)destination node


mailto:sms@node1.example.com

osll ‘Jl:]'ij eoall Jéol
sl NULL (oYl o5 aalize culs 15)) lio
bl palis oy o) 15] of saasll 5501

ariojll zalslall

UTC cudon anio )| glsball gra> oo i

ogll sJL,:Il;J esdll Jaxll

o pr9ill llu) £31 idsS

350 cagiil 13] NULL ¢ lxiy &bl oleas o oo
Lgias,, i o cabisd ol alluu

(askoil ALU)JLWDAJM)” Vo cagisl i o
UiVl 58 J1is Y of &bl asbow o5 135 NULL A% DATETIME —expiry_time

VDATETIME submission time

o DATETIME delivery time

TIMESTAMPDIFF (SECOND, submission time, delivery time) AS
delivery duration seconds

arogll wlilullg all=ll

ool ;l‘;l';j goull JasJl
rasdlall pusll alw )l asled| aJll
delivered, expi?ié faifiglﬁg?ected Y VARCHAR(50) status
Al U cans il pdaid] wYglxe dac y
Bole 255-0 :3ladl .0 ol a8Vl agledll
Sl 1 arozall Llw U SMS ezl sac
£V 8oomio Slw ) +2 oolgdl sl ol px INT message parts
g 0 e 95 I5] NULL
bth)IQAisgglugm ASchu)“ DUUW)Iu

INTdelivery attempts

FALSE
calldl ond
T2 o igall aLls ool alsJl
i o s aliwiall W] 7lxis lgaskiws asdelivered
NULL b ole 2ain ol 09> amlall 5418 @l expired

6 igall



s o igall alls ool al=Jl
NULL dawlys vl‘:;j’l (@] Wlo yué pb,) pubuill 5 oils Lis  failed
NULL y sl azsill aclsd wlzﬁ%‘éJﬁ rejected

bl o
o gll =ld>U || Jaxll

UJLM,NIJIDHJLL,ugi,uILp;u SMS J J=all dlw JI sgixo
o2V delete message body after delivery

55L2) ULl 5161 o ciling Joball cmsYl sl apogazll A% TEXTMEssage body
(TEXT ¢qi 16> 65,535

tano guad | Lo losl

aads ¥/ JlizeW CDR 58 alluw Jl yoi g ot 1 JelSIl Lolais Ve

0y boaie NULL (J] alw JI jai pusi ois tamo grasdl ghiog®
delete message body after_delivery: true

(oo 15uas wallaiy) [izd ol ke padl o pis tJliioV] ging®
293l avio )l gilglall

. Jls _ .
o gll sy goull Jeasdl
8sle .obll 82218 (38 8,0 Jg¥ CDR Jzw Jo] oi wsio
delivery time/ ;o Julis ooz sl cidgll pusi 0% Lo YDATETIME inserted at
.expiry time

Jio cdoll juas .6).0:)7'TCDR,J._2&U CART o sio

Tl misou as o 13| nsortod ar  YDATETIME updated_at

SQL alol
anw VI o loMsianu VI

toamo Biln 09 ,] CDR wMouw gro> e ginll

SELECT * FROM cdrs

'WHERE calling number = '+15551234567
'OR called number = '+15551234567

ORDER BY submission time DESC

; LIMIT 100

P | P | IR TN |



SELECT status, COUNT(*) as count
FROM cdrs
;GROUP BY status

tlgealaws oi rill Ll eolanidl cadg louwgio

SELECT AVG(TIMESTAMPDIFF(SECOND, submission time, delivery time)) AS
avg delivery seconds
FROM cdrs
'"WHERE status = 'delivered
;AND delivery time IS NOT NULL

5 pigall o loMaiul
tagz9ll SMSC cuwns> awogull Lilw I o>

SELECT

,DATE (submission time) AS date

,dest smsc

,COUNT (*) AS message count

SUM(CASE WHEN status = 'delivered' THEN 1 ELSE O END) AS
,delivered count

SUM(message parts) AS total segments
FROM cdrs
WHERE submission time >= DATE SUB(NOW(), INTERVAL 30 DAY)
GROUP BY DATE(submission time), dest smsc
;ORDER BY date DESC, message count DESC

:(JLasVl b, @l cans) Jrand 6 igall ablall JiluwJI

SELECT
,DATE (submission time) AS date
,COUNT (*) AS message count
,SUM(message parts) AS total segments
SUM(message parts) * 0.01 AS total cost
FROM cdrs
'"WHERE calling number LIKE '+1555%
"AND status = 'delivered
'AND submission time >= '2025-10-01
"AND submission time < '2025-11-01
; GROUP BY DATE(submission time)

tanz gl shol Jul=

SELECT
,dest smsc
,COUNT (*) AS total messages
,SUM(CASE WHEN status = 'delivered' THEN 1 ELSE 0 END) AS delivered
ROUND (100.0 * SUM(CASE WHEN status = 'delivered' THEN 1 ELSE 0



,END) / COUNT(*), 2) AS delivery rate pct

,AVG(delivery attempts) AS avg attempts

AVG(TIMESTAMPDIFF (SECOND, submission time, delivery time)) AS
avg delivery seconds
FROM cdrs
WHERE submission time >= DATE SUB(NOW(), INTERVAL 7 DAY)

AND dest smsc IS NOT NULL
GROUP BY dest smsc
;ORDER BY delivery rate pct DESC

Mol o Lo Maian!
:(aS,2dl oss) pgall asbw cans Jilw I

SELECT
,HOUR (submission time) AS hour
COUNT(*) AS message count
FROM cdrs
WHERE submission time >= DATE SUB(NOW(), INTERVAL 7 DAY)
GROUP BY HOUR(submission time)
;ORDER BY hour

1235 V1 samio Jilw Jl Jud=

SELECT
,message parts
,COUNT (*) AS message count
AVG(TIMESTAMPDIFF(SECOND, submission time, delivery time)) AS
avg delivery seconds
FROM cdrs
WHERE message parts IS NOT NULL
‘AND status = 'delivered
GROUP BY message parts
;ORDER BY message parts

talwlall Libw Jl Judss

SELECT
,called number
,COUNT(*) AS failure count
,AVG(delivery attempts) AS avg attempts
MAX(submission time) AS last failure
FROM cdrs
WHERE status IN ('failed', 'expired')
AND submission time >= DATE SUB(NOW(), INTERVAL 7 DAY)
GROUP BY called number
HAVING failure count >= 5
;ORDER BY failure count DESC



G292l JLioVI wloMriwwl

tosioj GUai 09 a9 de o Jilwdl gro> e ,ginll

SELECT
,submission time
,calling number
,called number
,status
,message body
delivery time
FROM cdrs
) WHERE
'+15551234567"' AND called number = )
(''+15559876543
OR
calling number = '+15559876543' AND called number = )
(''+15551234567
(
‘AND submission time >= '2025-10-01
"AND submission time < '2025-11-01
;ORDER BY submission time

calling number

{(aosa2)l CDR wMouww 93>) blaisVl awbaw a9

(MOciw :Jlio) blaisY| 6,06 g0 pasVI] cMawd! e giel] --
SELECT COUNT(*) FROM cdrs
;WHERE submission time < DATE SUB(NOW(), INTERVAL 2 YEAR)

(.’_J.i.k_g ,0.12.1_44//) dos 28t Mzl G55 --
DELETE FROM cdrs
WHERE submission time < DATE SUB(NOW(), INTERVAL 2 YEAR)

Jod )| wizi) 295 $i> -- LIMIT 10000
tagall e LilwJl gs
SELECT

,origin node
,COUNT (*) AS message count
SUM(CASE WHEN status = 'delivered' THEN 1 ELSE © END) AS
delivered count
FROM cdrs
WHERE submission time >= DATE SUB(NOW(), INTERVAL 1 DAY)
;GROUP BY origin node



v leall

asslad] e loMaiwY] i) adWl o, lgall sbiw] e

el 620cVI ovrgadl ol
1359 Moxw (paiay oYl zlisoll id PRIMARY
bl 820 dlawlss CDR U‘C‘;I:j: message id idx_cdrs message id

oo Juw o oo LSlw I (le giell calling number idx cdrs calling number
2o ol Jl Llw Jl le i)l  called number idx cdrs called number

owdl Al cuns ausai status idx cdrs status
6 igall wl)i9 sauio wlodsiwl submission timeidx cdrs _submission time
azgill bl Jd=s dest smsc idx cdrs dest smsc

arslio] yw g9 wluogi
19 oYl jw)lgall odn JHlic] 8 o oz LIle il
topigall wloMaiwd S 0 yu g9

CREATE INDEX idx_cdrs billing ON cdrs(calling number,
;submission time, status)

tarz il Judoid a8 yo yu a9

CREATE INDEX idx _cdrs_route perf ON cdrs(dest smsc, submission time,
;status)

tJUioVI e candl wldos) S 0 yu g9

CREATE INDEX idx cdrs _party time ON cdrs(calling_number,
;called number, submission time)

:(MySOQL) alu,Jl yoi o candl wllosd JolS (uoi gurgd
ALTER TABLE cdrs ADD FULLTEXT INDEX idx cdrs message body ft

; (message body)

SELECT * FROM cdrs
WHERE MATCH(message body) AGAINST('keyword' IN NATURAL LANGUAGE
;MODE)

Ll 622l s> LLI glgsl

tdngSanll wlll aclgsd ue Jaxll gg5 wlinss



wlas Mol PostgreSQL MySQL/MariaDB Jea=di

Selale s [ee BIGINT :
Elali xuln «wcu 64 puzo dac BIGSERIALAUTO_INCREMENT id
ey 64 uzo dac BIGINT BIGINT message id

wad¥| sl usie Jobb wls alwdw

0/1 S MySQL y = BOOLEAN

VARCHAR(255) VARCHAR(255) apail Jgaxll

5,> 255
eul 65,535 Wl Loy S o
39220 it (MySQL) TEXT TEXTmessage body
(PostgreSQL)
aiojll glsloll P'*[?‘T“é'“- :j; TIMESTAMP DATETIME o)l gilglall
e 32 quuo das INTEGER INT axusuall 5lasVl
BOOLEAN

(TINYINT(1)) ikl el

ano grall ol Ll

9 gio (Llw )l seize iilsgdl pl8)]) dwlns dpazi wloglzo e CDR Jga> (sgixi 28

rapoguaxll asleioll ulaidl oda I, Lucl
adlw |l o avogras .1
:config/runtime.exs (s9 yuoSill wl,lL>
,config :sms c

ce Ll el oy adludl s vis #

,delete message body after delivery: true

paxximal | dagzlg 9 adluwdl i slas| #
,hide message body in ui: true

ol pladl ¥ adluJdl i clas] #
hide message body in export: true

ilggll pls,l slas] .2

ralo I PLé,):yl i Y oMl

SELECT

CONCAT (SUBSTRING(calling number, 1, LENGTH(calling number) - 4),

, " XXXX') AS masked calling

CONCAT (SUBSTRING(called number, 1, LENGTH(called number) - 4),

, " XXXX') AS masked called
COUNT (*) AS message count
FROM cdrs
;GROUP BY masked calling, masked called



Ll 6xscls s .3

ol 825 polsd ax )l sl o] aSos
:MySQL

; '"ALTER TABLE cdrs ENCRYPTION='Y

ol sgimo uiisi ol PostgreSQL s (TDE) Cslaid! wllul juakin paxiwl :PostgreSQL
.wlalaJl

:CDR Jsaz | Jswos)! auii

; 'CREATE USER 'billing ro'@'%s' IDENTIFIED BY 'secure_password
; '%'@"GRANT SELECT ON sms c.cdrs TO 'billing ro

; 'CREATE USER 'analytics'@'%' IDENTIFIED BY 'secure password
GRANT SELECT (id, message id, calling_number, called number,
,source smsc
,dest smsc, submission time, delivery time, status
(delivery attempts, message parts
;'%'@'ON sms _c.cdrs TO 'analytics

agis Vg LblaisVI auwlow

lblais>Vl olwbaw

sy illy dvaddail] wlllaiall Gle tly blasYl ol i sas>

worlaiill gulw¥lar>590il blei>Yl 6,u9 acLuall
aYsll Huilgs FCC |50 18-24 (saxia)l wLYgll) wYlasVl
GDPR. ePrivacy Olgiw 2 - el 6 (g oYl slsY1) wYlasYl
SOX. SEC olgiw 5-7 adlall
HIPAA loiw 6 aall ale I

(+MySQL 8.0+. PostgreSQL 11) &, Wl e pxnmai 1

) ALTER TABLE cdrs PARTITION BY RANGE (TO DAYS(submission time))
,PARTITION p202510 VALUES LESS THAN (TO DAYS('2025-11-01"))



,PARTITION p202511 VALUES LESS THAN (TO DAYS('2025-12-01"))
,PARTITION p202512 VALUES LESS THAN (TO DAYS('2026-01-01"))
PARTITION p future VALUES LESS THAN MAXVALUE

’ (

(doy_w ddis,|) ayad awd i> --
;ALTER TABLE cdrs DROP PARTITION p202510

3, Ll Gusadl ] agw,l .2

aai )Y Joaz | doyaitl CDR oMaw oy ai --
; CREATE TABLE cdrs_archive LIKE cdrs

INSERT INTO cdrs archive
SELECT * FROM cdrs
;WHERE submission time < DATE SUB(NOW(), INTERVAL 2 YEAR)

i) Jeard] yo Gixdly gamidl --
DELETE FROM cdrs
;WHERE submission time < DATE_SUB(NOW(), INTERVAL 2 YEAR)

wslali canlaiid (s goi (3

bin/bash/!'#
cron ,uc Jywis - cleanup old cdrs.sh #

"MYSQL USER="cleanup user
"MYSQL PASS="secure password
"MYSQL DB="sms c

oliiw # RETENTION DAYS=730

day 2i) | oMod | asi,l #

mysql -u"$MYSQL USER" -p"$MYSQL PASS" "$MYSQL DB" <<EOF

INSERT INTO cdrs archive

SELECT * FROM cdrs

WHERE submission time < DATE SUB(NOW(), INTERVAL $RETENTION DAYS DAY)
;LIMIT 100000

DELETE FROM cdrs

WHERE submission time < DATE SUB(NOW(), INTERVAL $RETENTION DAYS DAY)
; LIMIT 100000

EOF

:cron JLsol

usr/local/bin/cleanup old cdrs.sh >> /var/log/sms c// * * * 2 0
cleanup.log 2>&1



6,i99 @V Lol
SVl asllo, lolose

18 yigall Jasio Hlawl Jeaz ¢l

) CREATE TABLE billing rates
,id INT AUTO INCREMENT PRIMARY KEY
,destination prefix VARCHAR(20) NOT NULL
,description VARCHAR(255)
,rate per message DECIMAL(10, 6) NOT NULL
,rate per segment DECIMAL(10, 6) NOT NULL
, ‘currency VARCHAR(3) DEFAULT 'USD
,effective date DATE NOT NULL
,expiry date DATE
, INDEX idx prefix (destination prefix)
INDEX idx dates (effective date, expiry date)
i (

Jlo lewl --

INSERT INTO billing rates (destination prefix, description,
rate per message, rate per segment, effective date) VALUES
,('01-01-2025"' ,0.0050 ,0.0050 ,'losS/éoxindl oULYJI' ,"1+")
, ('01-01-2025' ,0.0080 ,0.0080 ,'saxiol| aSload|' ,'44+")
,('01-01-2025"' ,0.0100 ,0.0100 ,'LJIl uwl' ,'61+")
;('01-01-2025" ,0.0150 ,0.0150 ,'Jg> el o' ,'+")

o).-,.ﬂJl .ou.’.uul
6 9all lawYl go CDR Mo | puail

SELECT
,DATE(c.submission time) AS date
,C.dest smsc AS route
,LEFT(c.called number
CASE
WHEN c.called number LIKE '+1%' THEN 2
WHEN c.called number LIKE '+%' THEN
LENGTH(SUBSTRING INDEX(c.called number, '', 4))
ELSE 0
END
,AS destination prefix (
,COUNT (*) AS message count
,SUM(c.message parts) AS segment count
,COALESCE(r.rate per segment, 0.015) AS rate
SUM(c.message parts) * COALESCE(r.rate per segment, 0.015) AS
total cost
FROM cdrs c



LEFT JOIN billing rates r ON c.called number LIKE

CONCAT(r.destination prefix, '%")

AND c.submission time >= r.effective date

AND (r.expiry date IS NULL OR c.submission time < r.expiry date)

batch --silent | sed

'"WHERE c.status = 'delivered
"AND c.submission time >= '2025-10-01
"AND c.submission time < '2025-11-01
GROUP BY date, route, destination prefix
;ORDER BY date DESC, total cost DESC

:CSV i

" mysql -u billing ro -p -D sms c -e
SELECT
,1d
,message id
,calling number
,called number
,dest smsc
,submission time
,delivery time
,Status
message parts
FROM cdrs
'"WHERE submission time >= '2025-10-01
"‘AND submission time < '2025-11-01
'‘AND status = 'delivered

's/\t/,/9' > billing export 202510.csv-- "

Lia,i phail

EDR alw u|;|)>| - ng.gJI .u)
REST API ag>lg uc CDR eMoww pMsiwl - APL g2 0


https://docs.omnitouch.com.au/ar/docs/repos/OmniCall/sms_c/docs/CONFIGURATION
https://docs.omnitouch.com.au/ar/docs/repos/OmniCall/sms_c/docs/OPERATIONS_GUIDE
https://docs.omnitouch.com.au/ar/docs/repos/OmniCall/sms_c/docs/API_REFERENCE

N
SMS-C (jusSi &> yo

| a:liall 9 ” e | .

agilidl il ooyl aliol go SMS-C 5155 wl)ls groz) JolS g2 00

wbgizell Jga=>

esSill wlols

config/config.exs

N CRCTVE VR IVE H| ROUTPIUL P W VPRV VLY

Subaill sgime e wlol isYle
Jzadl 5oe55e

SVl / sushaidl whlas]e

s|HYI OMRT wlalzo®

config/runtime.exs

s iz - Juind] 53y 315 abias aty Jyiisil] by i

bl 8xels Jlasl wholxe]e
LS usSie

(OCS. ENUM) au>, sl aoaxdl JalSse
iaz i)l xclgdg ado¥l ol Luolle



adul) 83020 wlilac]e
(s,lazl) config/prod.exs

gl 8200 wljgl=s

osall ©lalS Jis amwbuxll pusll runtime.exs o il olukio paxiwl :am,los Jiasl
API guiliog

CDR SQL OHG (,43;‘3

(,ol_'éﬂl wloz i iauzgill aclgd « Llw JI Uil aosls) adisinidl ol SMS-C Mnesia posxiug
(WJiglall ol e (o ld K]l Joolas @@@w) CDR (pjxid az )l SQL wlly xelgd pcug
uy.LLZ.JIB 46).3'_9.6“3

aogcioll SQL wlly 2clgd

:CDR uxai alill SQL wlly xelgs plladl pc,

o aaiall eaxcls
J JasVI ol isVI Jo=ell FIEWRY Ll
dinio dudgigo ple Lot 3306 Ecto.Adapters.MyXQL +8.0 MySQL
) e 3306 Ecto.Adapters.MyXQL +10.5 MariaDB
JSON pc) Ldordio wljus 5432Ecto.Adapters.Postgres +13PostgreSQL

Yo (wlaz il cazgill o, UaiY] aails) aulsinll oLl Glali Mnesia plariwl pi :alas o
Lislall saall Gle ixills CDR i lags SQL wllul sacls plaxiwl pis . psS5 51 callais

MySQL / MariaDB j:9%

config/runtime.exs #
,config :sms c, SmsC.Repo

,adapter: Ecto.Adapters.MyXQL

,"username: System.get env("DB _USERNAME") || "sms_user

,"password: System.get env("DB PASSWORD") || "secure password

, "hostname: System.get env("DB HOSTNAME") || "localhost

,port: String.to integer(System.get env("DB PORT") || "3306")

, "database: System.get env("DB NAME") || "sms c prod

pool size: String.to_lnteger(System get env("DB POOL SIZE") ||

"20")

PostgreSQL ;95

config/runtime.exs #
,config :sms c, SmsC.Repo
,adapter: Ecto.Adapters.Postgres



,"username: System.get env("DB USERNAME") || "sms user
, "password: System.get env("DB PASSWORD") || "secure password
,"hostname: System.get env("DB HOSTNAME") || "localhost
,port: String.to integer(System.get env("DB PORT") || "5432")
,"database: System.get env("DB NAME") || "sms c_prod
pool size: String.to integer(System.get env("DB POOL SIZE") ||
II20II )

SQL wlly sacls Lusl

il wldes plase) ay uogo - MySQL/MariaDB
CDR &USJ lios slole
wYlaiVl ol 9 diluio du99igo®

8 p5a)l dolaY lg>W gwly pcoe
Jew Jiloio g slac|e

| ol wdS 13 o uicl - PostgreSQL
e Mdzxill doriioll JSON/JSONB @l juo®
CDR u'.-l.u wle 8ab20 wloMsiwle

PostgreSQL J 654> 90 auixi dauis®
9, : 9@ Jl L=l PostGISe

il o> glgsglo

& aolxl SMS-C wliio ¢ Juattio @il Ll CDR SQL wlily 8265 Josi 0l oS0y : pgo
2wyl 8 il L Gwosall diylall o o3

Ozl [ uelni) aolg ols juiws

]I SMS-C oo s
; ]
| | SQL oL Lo sxc s SMS-C
J (CDR) Juio
; _
| J| (wlais) Mnesia
_ll ] U
Har suoso - tli]) oo suins
r 1
] SMS-C Node 1 | | SMS-C Node 2
| 66— | | 4
N SMS - C || | | sMs-c |



- v r _I v -
Mnesia | «<F———»| Mnesia
| (JJSwU | |J| (LSe)

asall |
T v I
| paoo SQL e >

MySQL/MariaDB
PostgreSQL ol

(CDR s 356 )

:Juafio SQL pols g

Ll Jl axlleo Ll CDR alis 555 Y :shbVI J e

Jtre JSuis Ll )l axlleog o Uldl 5265 g :amgill axlilse
SMS-C Jusis sy wole 1355 Y olll 625 ailo cardgigo®

SMS-C wuio 833 535 0 CDR ¢y isv teslilaadl a,05]

blisYl olwlbws aliiwe (bobizl gt Jglz osalobizVl gaidl aigo*

couoll oo whle,)l

o gll croll o> Josdl scac
Juiio ol 5-10 glai
6o i wldae 10-15 (msg/sec 100 >) jasxio pox>
w>dgai glil 20-30 (msg/sec 1000-100) lwgio p=x>

azlyl aJle olg liw  40-100  (msg/sec 1000 < ) gisro poz>

525 Lo andgiall dioliall oldasdl 5xc) = pool size :clusll
1.5 * (oU Lol

Ll 6xels Jlasl e aliol

(W 4 roso) aiaall whssio plaiswl

export DB _USERNAME=sms prod user

export DB _PASSWORD=strong password here
export DB HOSTNAME=db-primary.internal.example.com
export DB PORT=3306



export DB _NAME=sms c production
export DB POOL SIZE=30

H(lass uoboill) jalio (aeSs

,config :sms c, SmsC.Repo
,"username: "dev user
, "password: "dev password
,"hostname: "localhost
, "database: "sms c dev
pool size: 5

JLaiVl gozi arsdl e
:Prometheus juwlio e puwadl plaxiwl sl
Jlai¥l Uail 9 3 siweld]l cadgll - ecto pools queue timee
eziwY| dais wdg - ecto_pools query timee

alauill wYlasVl - ecto pools connected counte

ST o ] @zl Wl i - Lpeiwl @il llo 100 ,Uai¥l ey jolxs 13] awis
APl ()95
- LsbwJl 5,05ls prais lilSo] API REST s4,

awlwVI API (.95

config/runtime.exs #
,config :api ex

,port: String.to integer(System.get env("API PORT") || "8443")
,"listen ip: System.get env("API LISTEN IP") || "0.0.0.0
"enable tls: System.get env("API ENABLE TLS") != "false

TLS/SSL (195
:(a.g Uvag.o) TLS &o Cl.uyl .)l.).f—!

,config :api ex
,port: 8443
,"listen ip: "0.0.0.0
,enable tls: true
,"tls cert path: "/etc/sms c/certs/server.crt
"tls key path: "/etc/sms c/certs/server.key



,config :api ex
,port: 8080
,"listen ip: "127.0.0.1
enable tls: false

API s5lgav 5lac]
DLW Bl5 asdso ooleds slisl a5

6o Legid | Judo clis | #
mkdir -p priv/cert

openssl genrsa -out priv/cert/server.key 2048

65 Leid | gudoi b oulgs #
openssl req -new -key priv/cert/server.key -out priv/cert/server.csr

\
"subj "/C=US/ST=State/L=City/0=0rganization/CN=sms-api.example.com-

(Lgs 365 sand axdlo) Usls anbgo 60 leh saules #

\ openssl x509 -req -days 365 -in priv/cert/server.csr
signkey priv/cert/server.key -out priv/cert/server.crt-

ol g3V guass #
chmod 600 priv/cert/server.key
chmod 644 priv/cert/server.crt

(@] .4, Let's Encrypt., CA) 9gig0 CA 0 @€ whlgidl paziwl gluY

API Jgsog 9 pS>ull
(bl &los> laz) IP sbiows aosls
iptables (Linux) ploxaiwl #

iptables -A INPUT -p tcp --dport 8443 -s 10.0.0.0/8 -j ACCEPT
iptables -A INPUT -p tcp --dport 8443 -j DROP

firewalld (Red Hat/Cent0S) ploxwl #

firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source
'address="10.0.0.0/8" port protocol="tcp" port="8443" accept
firewall-cmd --reload

(@il ssims) API zligo adsLaoo

i) Jrolas) ollas)l Jus Jlail - azgall (b oo O9Se b peSi



wgll ag=lg i1a%s
a8l yollg Llw Il masai ol luall 6,15] cugll dgzlgdl 945

arwlw¥l cugll ag=ly 19

config/runtime.exs #
,config :control panel

,port: String.to integer(System.get env("WEB PORT") || "80")
, "hostname: System.get env("WEB HOSTNAME") || "localhost
"enable tls: System.get env("WEB ENABLE TLS") == "true

el cusll ag=ls olac]

,config :control panel
,port: 443
,"hostname: "sms-admin.example.com
,enable tls: true
,"tls cert path: "/etc/sms c/certs/web.crt
"tls key path: "/etc/sms c/certs/web.key

(s wog90) Sl JaSoll slac]
wliually OLY! o 2ol uuSe JiSsS Apache ol Nginx paziwl
:Nginx (u9% Jlio

} upstream sms web
;server 127.0.0.1:4000
; keepalive 32

{

} server
;listen 80
;server _name sms-admin.example.com
;return 301 https://$server name$request uri

{

} server
;listen 443 ssl http2
;server _name sms-admin.example.com

ssl certificate /etc/letsencrypt/live/sms-admin.example.com/
; fullchain.pem

ssl certificate key /etc/letsencrypt/live/sms-admin.example.com/
;privkey.pem

;ssl protocols TLSv1.2 TLSvl.3



;ssl ciphers HIGH:!'aNULL: !MD5

oYl g0 ot arwlel a85Llas #
; "auth basic "SMS-C Admin
;auth basic user file /etc/nginx/.htpasswd

} / location
;proxy pass http://sms_web
;proxy http version 1.1
;proxy set header Upgrade $http upgrade
;"proxy set header Connection "upgrade
;proxy set header Host $host
;proxy set header X-Real-IP $remote addr
;proxy set header X-Forwarded-For $proxy add x forwarded for
;proxy set header X-Forwarded-Proto $scheme

{

LiveView _J WebSocket oco> #

} location /live
;proxy pass http://sms web
;proxy http version 1.1
;proxy set header Upgrade $http upgrade
;"proxy set header Connection "upgrade
;proxy read timeout 86400

{
{

LS O <;
ol g Rl oledl poei) aaell sasio granill SMS-C s
6x>lg 6a8c Hlac]

config/runtime.exs #

,config :sms c
62>l g 808c giog = a&, L6 a5 # ,[] :cluster _nodes
"smsc_node name: "nodel

rdiall 63amio aisli aliS

config/runtime.exs :1 soas])| #
,config :sms c
] :cluster nodes
,"sms@nodel.internal.example.com":
,"sms@node2.internal.example.com":
"sms@node3.internal.example.com":

, [



"smsc _node name: "nodel

config/runtime.exs :2 soas]J| #
,config :sms c
] :cluster nodes
,"sms@nodel.internal.example.com":
,"sms@node2.internal.example.com":
"sms@node3.internal.example.com":

[

"smsc _node name: "nodéz
DNS e oils ulali colusl

,config :sms c
,"dns_cluster query: "sms-cluster.internal.example.com
“smsc_node name: System.get env("NODE NAME") || "nodel

toslalid]l o liusW DNS slacl

alisl aised A ol SRV oMaw oS5 #

: (Joso) SRV Jzxw #

sms. tcp.sms-cluster.internal.example.com. IN SRV 0 0 0
.nodel.internal.example.com

sms. tcp.sms-cluster.internal.example.com. IN SRV 0 0 0
.node2.internal.example.com

sms. tcp.sms-cluster.internal.example.com. IN SRV 0 0 0
.node3.internal.example.com

(w) A oMz #
sms-cluster.internal.example.com. IN A 10.0.1.10
sms-cluster.internal.example.com. IN A 10.0.1.11
sms-cluster.internal.example.com. IN A 10.0.1.12

Erlang g:9i (195
lasusuo Slo.u.li &o EV-71] W

1 soaell #

export NODE NAME=sms@nodel.internal.example.com

export ERLANG COOKIE=shared secret cookie here

elixir --name $NODE NAME --cookie $ERLANG COOKIE -S mix phx.server

2 saa=]l #

export NODE_NAME=sms@node2.internal.example.com

export ERLANG COOKIE=shared secret cookie here

elixir --name $NODE NAME --cookie $ERLANG COOKIE -S mix phx.server

oYl oY Erlang cay e cale guai aliSIl (8 sisll groz paivs Ol w1 ogeo



:alisdl abe o 39liadl o @isl

g | JsSgigull saiall GUas
Erlang (EPMD) 39lio usi pols TCP 4369
Erlang g ¢ TCP 9100-9200

caslosdl Hlas ueSi wle Jlio

aadslodl aSuid]l go aiSHl g0 &S glowdl #
iptables -A INPUT -p tcp -s 10.0.0.0/8 --dport 4369 -j ACCEPT
iptables -A INPUT -p tcp -s 10.0.0.0/8 --dport 9100:9200 -j ACCEPT

Ll HUaiiV] aailsd HuoSi
LMo slgiily Lilw Jb blaisYl Jelw 8 oSy
Lilw I a> Mo slgal

config/runtime.exs #
,config :sms c
ac lw dead letter time minutes: 1440 # 24

ansliall prsl]

sk /1) aslu 1 - 60+
(o>55ai glo]) aclw 24 - 1440+
(xiao blaizl) oLl 3 - 4320+
(blai>| uasdl) LI 7 - 10080+

caadaiil) lgde aoMe piog pivg pubwill abB e daonsll odd jolxi il Llw JI qwas
paluidl eole] (HueSs

Gl 1556 alglawall 85le] Jolw pasiow
Retry Delay = 2" (attempt count) minutes

el alglawell
Gl 2
Gl 4
$5s> 8
45,999 16
aa.9> 32
aa.9> 64

DU WDN =



Seldl alglaell
aind> 128 7
aid> 256 8

alauwlgs 39370 :pplail] byl ,ue alw Jl b wYglxall o uadVl xxl
.dead letter time minutes

W P EVH | JEVPA

config/config.exs #

,config :sms c
,Cleanup interval minutes: 10
,fingerprint ttl minutes: 5
event ttl days: 7

il ol i

(10 : ol jusl) cadaidl Jole Juriis 51,5 sa0 :cleanup_interval _minutes-e
(5 rmiolusl) LSl oliwsl 8290 fingerprint_ttl_minutese.
(7 : ol yisl) wlasY Jxw blai>| :event_ttl_dayse

eyl e b yigally puid] OCS go JoSUI

config/runtime.exs #
,config :sms c
,default charging enabled: true
,"ocs url: "http://ocs.internal.example.com:2080/jsonrpc
,"ocs tenant: "sms.example.com
,"ocs destination: "default
,"0Cs_source: "sms platform
,"0cs subject: "sms user
"ocs_account: "default account

config/runtime.exs #

,config :sms c
default charging enabled: false

ol Glog=s 9o Lilw,l gror > Q@leo ou «Julasill xis



sz bane JSI il (5ueSs

,config :sms c

ocs url: System.get env("OCS URL") || "http://localhost:2080/
,"jsonrpc
,"ocs_tenant: System.get env("OCS_TENANT") || "tenantl.example.com
"ocs account: System.get env("OCS ACCOUNT") || "default
oz lmo JSI asiadl ol jasio
1 > liweld | #

export OCS TENANT=tenantl.example.com
export OCS ACCOUNT=tenantl account

2 7 liwel| #

export OCS TENANT=tenant2.example.com
export OCS_ACCOUNT=tenant2 account

Souiadl Jains I glaw

) ,config :sms c
deny: gl # charging failure action: :allow

(o] Jazans) il s 5] iz allw )l axllzo - allow: e
ol Juws 13] allw,Jl s, - deny:

OCS JLail e JLo
:0CS Jlasl ,Lusl
API 0CS ,Lois| #

\ curl -X POST http://ocs.internal.example.com:2080/jsonrpc
\ "H "Content-Type: application/json-

}'od-
,"method": "SessionSvl.AuthorizeEvent"
1] :"params"
,"Tenant": "sms.example.com"
, "Account": "test account"
,"Destination": "1234567890"
Usage": 100"
, [
id": 1"
q{

rd=9giol| alziw)l



,id": 1"
} :"result"
,{} :"Attributes"
,MaxUsage": 100"
{
{

ENUM ():95
.53l axzgill DNS Lle aosilall E.164 o8 Yl e coudl wllas

(wolisl) ENUM Juloss

config/runtime.exs #
,config :sms c
enum_enabled: false

siol,i9Y] DNS go ENUM (jsS0s

,config :sms c
,enum_enabled: true
,enum _domains: ["el64.arpa", "el64.org"]
elUnil) ol ,i9Y1l DNS ploxiwl # ,[] :enum dns servers
olss enum_timeout: 5000 # 5

,config :sms c
,enum_enabled: true
,enum _domains: ["el64.internal.example.com", "el64.arpa"]
] :enum dns servers
od=>15 DNS ol # ,{53 ,"10.0.1.53"}
(aubliiz] axwsi) Google o o leJ| DNS # ,{53 ,"8.8.8.8"}
(aabliiz] axws) Cloudflare ;o DNS # {53 ,"1.1.1.1"}

: i
(el Jaws) ¢gles enum_timeout: 3000 # 3

ENUM JLrwo asglol
el o Meiwl Gle girll oy iz cwi il WY el pMeiw] o5
,config :sms c

] :enum domains

Vol aulsladl Jobs # ,"el64.internal.example.com"
Js Ll o5 # ,"eléd.carrier.net"



pledl Jxudl o5 # "elo4d.arpa"”
[

ENUM sbl Gasai

:"a.ﬂ.’.n.o.l' 2 ol | US.AS.“ wb ol

olei enum_timeout: 2000 # 2

rans lnall S sVl / Jldl HeaSIl wls loulg,)

olei enum_timeout: 10000 # 10

ENUM 4 DNS 1la¢] e Jlw

:(BIND9 1uis) asols> ENUM agloio ()95

el6ed.internal.example.com _J ashioll wls ;

.ORIGIN el64.internal.example.com$

TTL 300%

el64.internal.example.com.0.0.1.0.5.5.5.1 guay 0100-555-1+ :a8 ]I ;
el64.internal.example.com. IN NAPTR 100 10 "u" .0.0.1.0.5.5.5.1
. "IUE2U+sip" "1 *$!1sip:15550100@voip-gateway.example. com
el6e4d.internal.example.com. IN NAPTR 100 20 "u" .0.0.1.0.5.5.5.1
"I"E2U+pstn" "!".*$Ipstn:gateway-a.example.com

0200-555-1+ :08 ]I ;

el64.internal.example.com. IN NAPTR 100 10 "u" .0.0.2.0.5.5.5.1
"I"E2U+sip" "!7.*$1sip:15550200@voip-gateway.example.com
:ENUM J> ,Lusl|

ENUM J o peMeiwl #
dig @10.0.1.53 NAPTR 0.0.1.0.5.5.5.1.el64.internal.example.com

:NAPTR oMaw gowiy gdgind| m LIl #

el64.internal.example.com. 300 IN NAPTR 100 10 "u" .0.0.1.0.5.5.5.1 #
"I"E2U+sip" "!7.*$1sip:15550100@voip-gateway.example.com

eVl aos i agSi
azoill Jud Regex ole ailall ols VI gulai §ulas
e,V ans 5 Juloss

config/runtime.exs #



,config :sms c
[] :translation rules

arwlwVl o8,V aaz i le aliol
radall olo VI ] algadl juo, aslio]

,config :sms c
] :translation rules
}%
,calling prefix: nil
,"" icalled prefix
,source smsc: nil

&eSall oL VI & Uy # , "$calling_match: "~(\d{10})
e, 10 4o
1+ a9 Lo| # ,"calling replace: "+1\1

,"$called match: "~(\d{10})
,"called replace: "+1\1
,priority: 100
10 o i oSadl &Sy oYl p,YI (J] 1+ a9 Lo]" :description :
Vel
enabled: true
{
[

ol Suamiidl garlas
¥

,calling prefix: nil

,called prefix: nil

,source smsc: nil

00 ol o Wi # ,"$calling match: "7~00(\d+)
+ o Jlowwl # ,"calling replace: "+\1
,"$called match: "700(\d+)

,"called replace: "+\1

,priority: 10

I od] adeadl 00 &olL Jexs" :description

enabled: true

{
: oaaniidl 9,1 all ;)
}%

,calling prefix: nil

,called prefix: nil

,source smsc: nil

calling match: ""\+?71?7[\s\-\.\(\)]1*(\d{3}) [\s\-\.\)\(I*(\d{3}) [\s\-
SN\ (V) I (\d{4})



,"calling replace: "+1\1\2\3

called match: "A\+?217[\s\-\.\(\)I*(\d{3}) [\s\-\.\)\(]1*(\d{3}) [\s\-
NN (N) Ix(\d{4

,"called replace: "+1\1\2\3

,priority: 50

VS oY @i Lgd | a8, gawis gaads" :description

enabled: true

})

{

JOUIL anls an>

raxzgill jo, all;)

,calling prefix: nil

101 a&so>bLd) Lase # ,"called prefix: "101

Js Ll Tia o bao # ,'source smsc: "carrier a
Jlasi ¥Vl 8 a2 YV # ,calling match: nil
,calling replace: nil

101 auzoildl jo, adl | # ,"$called match: "~101(\d+)
,"called replace: "\1

,priority: 5

ey Jeied] e8]l ge axzgill o, all 08" :description
enabled: true

)
}%

{

aclgell 6532nio an> i

H(lel aslsl = Jsl 08,) arols¥l cains coms 26lsall puis oty

,config :sms c

L ] :translation rules
Vol 13500 iSYIl xelgall :1 ayoloVl #
,"calling prefix: "1555
,called prefix: nil
,source smsc: nil
,"$calling match: "~ (1555\d{7})
,"calling replace: "+\1
,called match: nil
,called replace: nil
,priority: 1
v " aeod | @8 ) g™ idescription
enabled: true
' {

doledl xclgall :50 ayol)oYl #
}%



,calling prefix: nil
,called prefix: nil
,source _smsc: nil
,"$calling match: "~(\d{10})
,"calling replace: "+1\1
,"$called match: "~(\d{10})
,"called replace: "+1\1
) ,priority: 50
Vel 10 go 0sSe ple g™ :description
enabled: true
{
[

arzgill 29SS

&Ugdl Lo Jouaxl) SMS ayzei Jubs jlail . oY Jussisi] £y ais adoVl axzoill 2cled Jyami iy
caxzsill alolS|

config/runtime.exs #
,config :sms c
] :sms routes
w9 | dl azgidl e JUio #
}%
,calling prefix: nil
,"called prefix: "+1
,source smsc: nil
,"dest smsc: "north america gateway
,source type: nil
,enum _domain: nil
,auto reply: false
,auto reply message: nil
,drop: false
,charged: :default
,weight: 100
) ,priority: 50
yVMadlaid ]l G el auzges ™ :description
enabled: true

I{

ol gindl auzgill Je JUo #
}%
,calling prefix: nil
,"called prefix: "+44
,source smsc: nil
,"dest smsc: "uk gateway 1
,source type: nil


https://docs.omnitouch.com.au/ar/docs/repos/OmniCall/sms_c/docs/sms_routing_guide

,enum _domain: nil

,auto reply: false

,auto reply message: nil

,drop: false

,Charged: :default

,weight: 70

,priority: 50

" (%70) saxied | aSdood| 9 agmas Il a I JI™ :description
enabled: true

-~
o°

,calling prefix: nil
,"called prefix: "+44
,source smsc: nil
,"dest smsc: "uk gateway 2
,source type: nil
,enum_domain: nil
,auto reply: false
,auto reply message: nil
,drop: false
,charged: :default
,weight: 30
,priority: 50
, " (%30) soxiod| aSdooldl 9 aubliisYl alglJI™ :description
enabled: true
{
[

adoVl ol lwall Juoxi (slozu
(bas ol dgzls e 6,15]) pusSidl go ol lualdl dponiy pas Y #
,config :sms_c

[1 :sms routes

(JeY Jusiiad] 235 2i8) Bl aumgill Jgaz cnilS 135] baid opuoSill (b a8 p20dl ol latoll Juoms ois

cdaluaaidl Gl bzl iwY bl Guuss o lail
az9)> ¢l Jole

config/config.exs #

,config :sms c
a9y JSH L5 LwJI # ,batch _insert batch size: 100
od | # batch _insert flush interval ms: 100

i U JaJb


https://docs.omnitouch.com.au/ar/docs/repos/OmniCall/sms_c/docs/PERFORMANCE_TUNING

VI sy wlale

vsgoSll a>Lluyl ol Jolall axgull o> (suoswindl callll

ali e 200 Lu>msg/sec 5,000~ &4, QWL Ll 200 200 g o p2>

il o 100 i>msg/sec 4,500~ aul o 100 100 Ol sie

awl ol 20 u>msg/sec 3,000~ anl e 20 50 adssioll OgaSI

aul o 10 w>msg/sec 1,500~ awl e 10 10 iaindl sl
Jowad | L g

config/config.exs #

,config :logger, :console
level: :info, # :debug, :info, :warning, :error
,"format: "$time $metadata[$level] $message\n
metadata: [:request id, :message id, :route id]

debug: :juglaill as wego Warning: ol info: :zluM as wwogeo
Jaudl gzl wlg=s
((uoli) loo9 pSull 62>9

,config :logger
backends: [:console]

(e wlalodl Joue

,config :logger
backends: [:console, {LoggerFileBackend, :file log}]

,config :logger, :file log
,"path: "/var/log/sms c/application.log
, level: :info
,"format: "$time $metadata[$level] $message\n
metadata: [:request id, :message 1id]

:logrotate (Linux) elasuiawls

etc/logrotate.d/sms c/ #
} var/log/sms c/*.log/
daily
rotate 30
compress



delaycompress

notifempty

create 0644 sms _user sms_group

sharedscripts

postrotate
Jzud | @lo wis soley guabill o, Ll #
systemctl reload sms c

endscript

{
asxsliadl o oSl ol gs )i
o>l slle gomo

(asll o dlw, +5,000) azli] wady G

ol Ll sac s #
,config :sms c, SmsC.Repo
pool size: 50

azood| Jo e #
,config :sms c
,batch insert batch size: 200
batch insert flush interval ms: 200

S ldl blaisYl #
,config :sms c
ic Lw dead letter time minutes: 1440 # 24

(15 Jhso) omid] #
,config :sms c
default charging enabled: false

(8odoo ol i9) wilais Il #
,config :sms c
cleanup interval minutes: 30

oluwgall inill cadoll Liluw,

(a5l o 20 >) Jassiall OgoSU ¢

ol Ll socls #
,config :sms c, SmsC.Repo
pool size: 20

(joaxio OgoS) axdod| Jole #
,config :sms c
,batch insert batch size: 20



batch _insert flush interval ms: 10

Sl blaisYl #
,config :sms c
oL 1 dead letter time minutes: 4320 # 3

(Jooo) og=id| #
,config :sms c
,default charging enabled: true
"ocs url: "http://ocs.local:2080/jsonrpc

SLisVl / uglaill
as5lls el pawss

ol Ll socls #
,config :sms c, SmsC.Repo
pool size: 5

(sus9) azdndl Jole #
,config 1Sms_C
,batch insert batch size: 1
batch 1nsert flush interval ~ms: 10

(aloso) oMzl #
,config :logger, :console
level: :debug

(Jaed) L5l JU blassYIl #
,config :sms c
ac lw dead letter time minutes: 60 # 1

) o=id| #
,config :sms c
default charging enabled: false

= laodl 32io 4033 39 e
:memwﬁ

export DB NAME=sms c tenantl

export OCS TENANT= tenantl. example com

export OCS ACCOUNT=tenantl account

export NODE NAME=sms_ tenantl@nodel.example.com

2 Jyldﬂuhll aly, #
export DB NAME=sms c tenant2



export OCS TENANT=tenant2.example.com
export O0CS ACCOUNT=tenant2 account
export NODE NAME=sms tenant2@nodel.example.com

w9l amdl LSl
:sbolioll s puaill

8300ct | o LYeJl @i acgamo #
,config :sms c
] :cluster nodes
,"sms@us-east-la.example.com":
,"sms@us-east-1b.example.com":
wb oY awid] asbiall ,uc # "sms@us-west-la.example.com":
) [

"smsc_node name: "us-east-la

il s gSll iz |

oSl idezr sl geo gaxi #
mix compile

ol Ll sac b Jlas | o gaxs #
mix ecto.create
mix ecto.migrate

(Meao olS 13]) 0CS — JLasVl ,Lus| #

curl -X POST http://localhost:2080/jsonrpc -H "Content-Type:
\ "application/json

‘d '{"method":"SessionSv1l.Ping","params":[],"id":1}-

ol lis g o Guubill sx #

iex -S mix phx.server

adl ol javio g 50
omsSill (8 donximad| axilidl atul ol ko

JLaJl ol Janioll
sms_prod user ollJl 8268 paxiwo owl DB _USERNAME
strong password oLl éxcls ;9,0 aalS DB PASSWORD
db.internal.example.com wblldl 82cls oino DB HOSTNAME
3306 wlldl sxcld 3aio DB PORT
sms_c_production oLl 6,V auwl DB NAME



i [PN] ol pasioll

30 Jlai¥l gaxi ox> DB POOL SIZE

8443 API J g loiw)] 2sis API PORT

0.0.0.0 APIJ gloiwW IP ylgic API LISTEN IP

443 wugll dgzlg 3aio WEB_PORT

sms@nodel.example.com Erlang sasc ol NODE_NAME

shared cookie value aliSJl uw ERLANG_COOKIE
http://0cs.local:2080/jsonrpc API OCS ylgis 0CS URL
sms.example.com OCS ,>lumo  0CS TENANT

oeoSidl wlw,loo Jiasl

(API awlao )9 r0ll ©lalS) dwluwsdl puall aiaadl el jasio pazial.1
clwYl L staging aiw 9 pegSill wluasi yaisl.2
il wlasYe (9 asosaiall whlacYl gig.3
OVl sliziwl) ueSidl wlale (n9 oS=i.4
sV en e ol wlpmaridl ams asl,.5
alolel ©liysSil (o anloluis| pais lagisl.6
Jariadl s s cnimd) Jasaiaidl 6ole] Jud 5026.7
5,9V auwlicll 5,lgall 392> 325.9
aoazimall e wliuall Y 5,90 JSuins g>1,.10

J=Jl Jeizell w..u.llc vl
ozl by yo o Nzl o §ox oSl ddox cly (8 Un> b Y Gulaill
U e cavan [ dlaicl wlly p2s 18 Jlasl Juind
*_DB a.u.x.” ul).puo O GO C;Jol.? ul.:l.u.”
listen ip ¢ API PORT (o 8= &bl IP / dsbio Loy, a>lio jut API
oo s8x . ERLANG COOKIE (o 8= cilo 9 gullas poe Y alisdl 9 aasll
9200-9100 4369 ysliLll alo> Hlaz ica i Juais
ocs_url 5 JlasiVl ) Las| tlo 4 OCS o=l Jaus
ilgo yo Gax :DNS o JLai¥l lus| tlioc ¢ DNS pols ENUM o
s>V OART Jud> a.\z.?b.o abls a=9> obb.C! wusio bl

sl dgzly ol SMS routes usSi o Gixi  wllwell Jroxi oy o azgii Y J5lw JI

slas Yl ColaSiwl Lo Hdail vasslio] 8asbue (e Jguaxl)
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(Mnesia) JLbLw Jl ju i ueSs
Ll Lolais]
oSl LB slal caulais o gl Jguogl) Mnesia (9 Lilw Jl o o

,config :sms c
(ole lw) Mnesia v L lwJdbUL bleaisYl oy ol sood| #
,message retention hours: 24

(65 W) aowoidl &5 Ldl go gamdl 1,55 oxe #

retention check interval minutes: 60
twluo gill

(,513l5 sl ololisl gu 0Jls) asb 72-24 sgluYle
GLisW g ] cinlaw) elelw 8-4 1 glaille
(6,51l ,u945) aclw 24-12 :595 y0 p2>

t6,S13Jl juils

1KB~ :allw_J| Lawgio®
10MB~ :allus, 10,000+
100MB~ :allw, 100,000+

(LISl Juolas Jouw) CDR uai

&b ol Ecto bl 82615 ] Elals CDRS alS Say (leimo lgiil of Jibw | pulus ais
698l oMulxig Juglall saall le oy il

,config :sms c
CDR a LS Jubss / puSos #

cdr enabled: true

le abaiall / abaiall o1, il Jl 9,200
agzsll / ,xaoll SMSCe

(Jisl) agzoll / abo¥l saislle

cleiiYlg okl «ayraill dyio I glglalle

aslwil] @Yglxe Lallxlle

(aposaxll lajlsio lail) s, LizY] alw, )l pwmze

tJalasid] (i

CDRs J a5 ¥ cu> LYl wline
wlldl sacls (e Jox)l Judsi) aisgoll slasYI obinSiuwle



capoguasl] JlieW g blaizYlg alw Jl cows a5, (eSS
,config :sms c

ez Ll pudwsid] o=y Mnesia go aJlwd| ows Wi #
,delete message body after delivery: false

woll agzlg W adluwdl ow> slas| #
,hide message body in ui: false

CSV ol yomai w9 adlwdl o> slas] #
hide message body in export: false

(el VL

pluwyl als o2eSl
JIO® LYl Mnesia 9 a>lwo 1995 delete message body after delivery:
dpo guaxll true
alw JI sgizo @) o Jinall gio hide message body in ui: true

dobzo uylai (o Lldl uaid JlioYl hide message body in export: true
tJledl wlueSs
(Jliiol) dpogas uasl
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alert: RoutingFailuresDetected

expr: increase(sms c routing failed count[5m]) > 0O

for: 2m

:labels
severity: critical

:annotations
"summary: "{{ $value }} routing failures in last 5 minutes
".description: "Messages cannot be routed. Check routing configuration

gsllall oS1,s

alert: MessageQueueBacklog

expr: sms c queue size pending > 10000

for: 5m

:labels
severity: critical

:annotations
"summary: "Message queue has {{ $value }} pending messages
".description: "Queue is backing up. Check delivery performance
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alert: O0ldMessagesInQueue

expr: sms_c _queue oldest message age seconds > 300

for: 2m

:labels
severity: critical

:annotations
"summary: "Oldest message is {{ $value }} seconds old
".description: "Messages not being delivered. Check frontends

alert: NoActiveFrontends

expr: sum(sms c frontend status count{status="connected"}) == 0
for: 1m
: labels
severity: critical
:annotations

"summary: "No frontends connected
".description: "No delivery path available. Check frontend connectivity
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alert: DeadLetterMessagesIncreasing
expr: rate(sms c delivery dead letter count[10m]) > O
for: 5m
: labels
severity: critical
:annotations
"summary: "{{ $value }} messages moved to dead letter queue



".description: "Messages are becoming undeliverable. Investigate failures

:pasuo]l palaidl zlu Joso

alert: LowDeliverySuccessRate
expr: (rate(sms c delivery succeeded count[10m]) /
rate(sms c delivery queued count[10m])) < 0.95
for: 10m
:labels
severity: warning
:annotations
"summary: "Delivery success rate is {{ $value | humanizePercentage }}
".description: "Success rate below 95%. Investigate delivery failures
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alert: HighDeliveryRetryRate
expr: histogram quantile(0.95, sms c delivery succeeded attempt count bucket) > 2
for: 15m
:labels

severity: warning
:annotations

"summary: "95th percentile delivery attempts: {{ $value }}

description: "Messages requiring multiple attempts. Check destination
".reliability
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alert: SlowMessageProcessing
expr: histogram quantile(0.95, sms c message processing stop duration bucket) >
1000
for: 10m
:labels
severity: warning
:annotations
"summary: "95th percentile processing time: {{ $value }}ms
".description: "Message processing is slow. Check system resources

:Juingi ENUM cau wllos

alert: HighEnumFailureRate
expr: rate(sms _c enum lookup stop duration count{success="false"}[10m]) > 0.1
for: 10m
:labels
severity: warning
:annotations
"summary: "ENUM lookup failure rate: {{ $value }}
".description: "DNS lookups failing. Check DNS servers

:gattioll ENUM 6,515 (08 w_uall Jano

alert: LowEnumCacheHitRate

expr: rate(sms c enum cache hit count[1Om]) /

(rate(sms c enum cache hit count[10m]) + rate(sms c enum cache miss count[10m])) <
0.70



for: 30m

: labels
severity: warning

:annotations
"summary: "ENUM cache hit rate: {{ $value | humanizePercentage }}
".description: "Low cache efficiency. May indicate unique number traffic

tJasosidl Jaino

alert: ChargingFailuresDetected
expr: rate(sms c charging failed count[10m]) > 0.05
for: 10m
:labels
severity: warning
:annotations
"summary: "Charging failure rate: {{ $value }}
".description: "Charging system errors. Check 0CS connectivity
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lgolaiw! oty wlluoll sl :on Loe

Sl Y adll a0)e¥l wls el luoll : asmis®
sms_c routing route matched count :eMsiwle

(padawsd] s Joso
oWl o] s :gn Lo
%95 > Joszo L aanis ®
rate(sms _c _delivery succeeded count[5m]) / :poMsiaul®
rate(sms_c delivery queued count[5m])

:(sms_c _delivery succeeded attempt count) ,euuuidl wVglxe
oalwil] a0 WI wYglzall 85l :gn Lo

(wYsxall 85le] o ,uiSI) PI5 > 2 ramnis®
histogram quantile(0.95, sms c delivery succeeded attempt count) :eMsiwle

:(sms_c_queue_size size) jgslall po=x>



10,000 < ozl tanuii®
Sms_C queue size size :pMsiwl®

:(sms_c_queue oldest message age seconds) allw, @28l joc
dileo allw, 23] 4oc :on Lo®

awl 300 < josll ranais®
sms_c_queue oldest message age seconds :peMsiwl®

wloglaoll a> gl Hlacl]
wblosll wloglro wisgl
(ol o)) JLibwdl H9,0 Jane.1
(3B 5 Jawo) andiwadl Jilw Jle
(35185 5 Jano) aluw, @@ JI Ll JI°
acliw 24 55T sl Blae
(4055 lilas]) gellall all>.2
aJ &l asleoll Llw Jlo
i, podl paco
abawladl Llw JI saee
ool e Gle zlrdl Jase©
ool e e Juinall Jaso©
aclw 24 5T iedoll Blae
(Jg2>) axzgill alls.4
: lasall 05200
(8_u>Yl acludl) wlalao]l sace

SMSC agzs°
ayglgVlo

(Js22) asrolaVl ag>loll all>.5

aroloYl dgzlgll aunlo

. Jselo =10

(8 u> Yl acludl) Llw Jl sace
(45,9 wlilas]) pUadl axwe.6
API (p95) alxiwl o j©

(p95) bl 6255 pMaianl oo
ENUM (p95) ez (yo°

ul.g...u..." )l.x.C!
(agllas a9 alxiwl) as padl wlgaaaill



Ll padwsi 350y YV - Jluo e joind] piy o #
alert: RoutlngFallures
expr: increase(sms c routing failed count[5m]) > O
severity: critical
"description: "{{ $value }} messages failed routing in last 5 minutes

ol axdleadl - o ] o515 #
alert: QueueBacklog -
expr: sms_c _queue size pending > 10000
severity: critical
"description: "Queue has {{ $value }} pending messages

e adwill - a=dl 6 pasis L lw,Jl #

alert: OldMessagesInQueue -
expr: sms_c _queue oldest message age seconds > 300
severity: critical
"description: "Oldest message is {{ $value }} seconds old

ordui jluo aze; Y - dJomio duo LoVl dgrlell #

alert: FrontendDisconnected -
expr: sms_c frontend status count{status="disconnected"} > 0
severity: critical
"description: "{{ $value }} frontends disconnected

wd liiy paluwill glzxi Jazo #
alert: LowDeliveryRate -
expr: rate(sms c delivery succeeded count[10m]) /
rate(sms c delivery queued count[10m]) < 0.90
severity: warning
"description: "Delivery success rate is {{ $value }}

puduwil ) oYglxadl 65le] go uiSII #

alert: HighRetryRate -
expr: histogram quantile(0.95, sms c delivery succeeded attempt count) > 2
severity: warning
"description: "95th percentile delivery attempts: {{ $value }}

Juls o [ saby ENUM cx, #

alert: SlowEnumLookups -
expr: histogram quantile(0.95, sms c _enum lookup stop duration) > 5000
severity: warning
"description: "ENUM lookups taking > 5 seconds

jaxio ENUM o sall oy ixidl 6,515 gz Jaro #
alert: LowEnumCacheHitRate -
expr: rate(sms c enum cache hit count[10m]) /
(rate(sms c_enum cache hit ~count[1lOm]) +
rate(sms c enum cache | - miss count[lOm])) < 0.70
severity: warning
"description: "ENUM cache hit rate: {{ $value }}



Sl I pais
aiane allw, le ,ginll
allusdl 9 pn0 o>

message_queue/ JJ| Jail :easgll ag=lg.1
el g o 9 dlw | W20 J50l.2
Sl g abb Sl Juolaidl o .3

:APT ¢
curl https://api.example.com:8443/api/messages/12345

message_queue/ (J| Jail :easgll ag=lg.1
ol gyo 9 wailedl o8, J>ol.2
e )l W) Llw Il go> 0,63

alw l 6> 6,95 aais
clas VIl Jouw o e

"SlaoYI" c Q@ o el (9 dlwJl e il reagll agzlg.1
API: GET /api/events/12345.2

bl Slas V1 Sl

adJlwJl e¢lis] o5 - message inserted .1

(ain oS5 a3 15]) pL Y ks o5 - number_translateé 2
auzoidl 1,8 Sl o - message_routeé .3

(aixSos o5 13]) gmid] o - charging_attempteé 4
tin el o5 - message_delivereé .5

30 Vo9 PY | IR PP [ T e

message inserted .1
message_routeé .2
delivery_attempt_i .3
delivery_attempt_; 4
(g Lo 4 )+>1;) o aJ U]l adglxadl - deliveryiattemptié .5
idglzadl sole] 2o jolu - messageideadilette; .6

alis (JoYl alg ol

(adids 2 45 U) alis a Ll adglxall



cadilaall Jilu I

II..-.I n :QJIJJI.
e (sioj lb :deliver aftere
peaio 2a& gl delivery attempts: Oe

ko ol Jilaw JI

"ol 0" rallxdle
osbuil) (o o :deliver timee
ol cwols (il daoloYl ag>lgll :dest smsce

ralwlall JOO LI

& po o WYl 226 go "asles" allAle
(ue.yl [5]) Qeadletter: truee
Juinall oluwY wlboYl Jzxw o Gaxie

Gl agzsall Llw Jl pMiwl arolo¥l wlgzloll mowmy Las rgdgall (e £l Jilw Jl gl jiwl SMS-C acoy

xx get _messages for smsc(smsc name) elaziwl dilzoll Jluw Jl & drolol dgzly oMaiwl xic
s plar Sl el

arolo¥l dgzlo)l pwl go a5l dest smsc lgw ol il Lilw )l - quuall axsgill. 1
iens Slw )l - gdgell e by axz>gill.2

(i>l o azg0 jut) NULL g» dest smsce

L g8go Jw aya) destination msisdne

aroloYl dgzlo)l ol go g¥sall location Ja> g lai o

&dgall a>No aiis oo

:Jliadl guyLisan
.uk_gateway awsloYl agzloll o Jxwu MSISDN +447700900123 ab 0 J i

(&8 90 Jow ewiin) doitina] | Juy #

POST /api/locations

}
,"msisdn": "+447700900123"
,"imsi": "234150123456789"
,"location": "uk gateway"
"expires": "2025-11-01T12:00:00Z"

{
o a7 0gn Juitall Iag) b, Juas loais

dest smsc yoxn adluwdl poobs o5 #
POST /api/messages



,"source msisdn": "+15551234567"
,"destination msisdn": "+447700900123"
,"message body": "Hello"
“source smsc": "api"
null ¢» dest smsc :ab>Mo #

{

s pleiw Loais Gilali allw Jl o3 UK gateway dwloYl dgzle)l Jidimimw
I ludl oo pleiws duo Yl agrloll #

GET /api/messages/queue?smsc=uk gateway

null ¢» dest smsc ol o PLJJI ole aJlwJl s #
uk_gateway 9 Jauwo dgzod| diiiall oY #

:e99all lllais
@8l Lo El azgill Jas (S

destination msisdn J J»| Je locations Jga> §Sbﬁ.giguy°
odsiny s3I SMSC awl 2o location Ji> silloy ol e
Jusiall 9 expires gl 0 ol ce

a9g0ll e il OO ol arsl o
:9lgodl WM (yo §8xG

API ,.c #
GET /api/locations/{msisdn}

ogis | 28 gigadl i S 15| loo gixs #
Dl wegldl < expires Jas> gsso ol vy #

aniliall JSLisall

: cagisl 35 gdgall il 13 Lo i sallw I asluss @is @l
&93.;5“ daoloYl 4.@_>|3J| p.wl ,_9.;Ua.u location Ja> ul GaRT raiols mlai 4@:'3
el sole] | I yuinall gl 25 :adgall wale gindl pis ol

asgadl <Ml
ralislall allw )l alglowe sols]

deliver after g delivery attempts juuisi sole]| #
\ curl -X PATCH https://api.example.com: 8443/ap1/messages/12345
\ "H "Content-Type: application/json-
}'od-
,delivery attempts": 0"
"deliver after": "2025-10-30T12:00:00Z"

1

ragzoll jauis



wlise SMSC J| auzgi #
\ curl -X PATCH https://api.example.com:8443/api/messages/12345
\ "H "Content-Type: application/json-
}od-
"dest smsc": "backup gateway"
{

raglldl allw Jl 95>

curl -X DELETE https://api.example.com:8443/api/messages/12345
b luadl 6,05

ad Al ool o e

sms_routing/ (J| Jail :easgll ag=lg

API ¢

ol jlwed | guoxy aos B #
curl https://api.example.com:8443/api/routes

lwedl plasuaw] Ho o6
:Prometheus poMziwl

(6,05Y] acludl) [luo JS dbwlos dgzoall J5Lw,Jl #
increase(sms c routing route matched count[1lh])

22> Hlwo aslol

ragll ag=lg

sms_routing/ J| Jaul.1

"oz Hlwe aslo]" (e ail.2

:Jsiaxll Wol.3

(LSJLADI)J.)UQ.DJI p.9) dj.)l.l :Jl.m)” dj)l-lo

(sl axzoill agllao) dgzoll 05, &b :JLasVI aislie
(suliz]) Jxasll pladl il :SMSC ) amown©

(blawl/ sl 5, oS o) b agllas) agzsll alg, :SMSC ag=9°
(el aglgl = J8l :255-1) [ luwal a9lgl :asglgVle
(100-1) uslsdl O s r0uedle

| 8l all LB ooy 1o gll©

ol Jwaill §ix 1 Jnfo©

"ol laas" e ,ail.4

44+ JLasV| &l
SMSC: uk _gateway ag>g*
50 :ayelgVle

100 :g glle
"soziol| iSlaoll axz i tawglle



:es9e sl :Jlie
taaline Olislk oSJs sulaell puiss oulus 5L
1Ll

44+ : JLasVl aobe
SMSC: uk_primary ag=g*
50 :ayelgVle

70 UJ_9JI.
"(%70) apmasi | s3xiall aSLaoll" :iolle

2 Loll

44+ : JLasVl asle
SMSC: uk_backup ag>g°
50 :ayglgYle

30 109l
"(%30) axbolizYl sxxiol| aSloall" : aoolle

ol buadl Lus|
:ax>9ill Slos

simulator/ J| Jaul.1
DY wlalso Jssl.2
15551234567+ : JLaVl a8 ,°
447700900000+ : JLas¥l pb,°
(solizl) :SMSC aas©
(suliz]) yxaoll g4i0
"azgill 850" e ,ail.3
bl az>l 0.4
o liz] ai ) lue. JI FPC P | B PN |
sulzall go caisllas ol ol .5I o lésUooll gro>©
& lai ,QJSIJL»M JS sl 1ila) : panaidle

eyl Jad Lzl

S all 9 8ol ol )luedl gros Hlusle
@.anIJL.\mJIJLDI oo Gaxille

ul.@J_gyl A ()0 d.n.k.n“'

sl s oo Gaxille

Lol Lo

wugll ag>lg

sms_routing/ (J| Jsawul.1
doslall 9 Hlwall e exl.2
"JJ . g_j\l; )‘ml 3

Jeaxll Lasid

"ol laas" Je ,ail.5

amsLadl Manill



(4850 allj]) "Jrio" oz sl2] ) lanadl Judasi®
Oilsdl & jss sus UJS-" Juoaxmie

I ‘o.a.gm Q_A.AJ)J o.)l.C m_gj_gyl _).u.u.&l
caline SMSC S il agzgll casamie

Jluadl 95>
wasgll ag=ly

sms_routing/ (J| Jaul.1
aoslall w9 Hluall e caxl.2
”k_9.)->" g»l-f‘ )_QJI 3

il 0Sh.4

s e Yoy Lellasi uicl . pils whluall (33> tpam
O ] TP | BRY BV VWY
(aubb liz] asuw) wl)luadl 5au0s

sms_routing/ J| Jawul.1
"whlwall o Gl yail.2
JSON wals 1ns>.3

0 [ RO | I PO

sms_routing/ J| Jawul.1
"ol lbuwedl 5wl e ,ail.2
JSON cals ,i51.3

Duwd giog 5.4

il o llusll ] aslof iges®

shwls &b laoll graz> (3> ;i ©
:pla:'d.wyl oV

6050 sl i olum Yl il
el O obb.u.o.” (S Ad

cyloSIl 5l il e

oSl Jlao]e

arolVl ag=lgll 6,15]
aroloVl ag>loll wVLlail ansl o
frontend_status/ J| Jaul :«augll ag=ls

Qo 9 R >

"alnins" asdgiall agelo¥l wlezlsll graz
(d.ul.u 90 > ) ald> JS'@JG ).7' ul3_9|‘

API ¢



dhii] ] ao LY olgzlodl e Joaxd| #
curl https://api.example.com:8443/api/frontends/active

ol Loyl e Jgaxd| #
curl https://api.example.com:8443/api/frontends/stats

olela V] 9 grisull

rasgiio asoloVl ag>lsll

slasW apeledl dgzledl wMauw o §ax.1

SMS-C  Suill Jla¥l yo $a25.2

:  Jowi aolo¥l agzlsll ol o 2563

(a6l 60 JS demunid] aums 0l ) dnololl agzloll duzus $laio o $ix5.4

als jue Jasauill

POST /api/frontends/register (s aolo¥l agzlsll ol o a1
Jzauill elasY API wMxuw o (§8%5.2

JSON dga> §uwis o §8=5.3
curl ploxiwl Gox Jazwdl juizl.4

:S9xdl Jazwuidl e Jlio

\ curl -X POST https://api.example.com:8443/api/frontends/register
\ "H "Content-Type: application/json-
}'od-
, "frontend name": "test gateway"
,"frontend type": "smpp"
,"1p address": "10.0.1.50"
"hostname": "gateway.example.com"

{
aroleVl ag>lsll &l yore
ugll ag>lg

frontend status/ (J| Jsaul.1
aasla)l (9 arelo¥l agzlgll e camyl.2
"aoWl" e ail.3

adybudl oMzl da=>l 0.4

:API <

curl https://api.example.com:8443/api/frontends/history/uk gateway
:.ol.):'t.i.nuyl wVl>

JlaiVl adgigo (29 suamille

arolo¥l agzloll Jusis casy bolasl guise
0195l (58 il xpaze



e VI as> i 6,D5]
o)l Juiiw 85le] wlusill Cllai .config/runtime.exs e ols, Yl doz i 2clsd &,5] ois
alouinidl ao>uill 2clgd o e

oSl Calo yo 8

":cat config/runtime.exs | grep -A 20 "translation rules

oLs, VI aos il asslidl elgall
randall plo, V1 ] algall o, aslo]
:config/runtime.exs , =

}%
,calling prefix: nil
,called prefix: nil
,source smsc: nil
,"$calling match: "~(\d{10})
,"calling replace: "+1\1
,"$called match: "~ (\d{10})
,"called replace: "+1\1
. ,priority: 100
Vel 10 ge wisSedl anSy eVl p VI J] 1+ as Lo]" :description
enabled: true

{
tod9adl Sraisdl ganlos
}o

,calling prefix: nil

,called prefix: nil

,source smsc: nil

,"$calling match: "7~00(\d+)
,"calling replace: "+\1

,"$called match: "7~00(\d+)

,"called replace: "+\1

,priority: 10

' dl 00 ol Lexi" :description
enabled: true

{
:JOLJl Ho d3m0 o, alljl

}%
,calling prefix: nil
,"called prefix: "101
,"source _smsc: "carrier_ a
,calling match: nil
,calling replace: nil
,"$called match: "7~101(\d+)
,"called replace: "\1



,priority: 5
A L e LI jo, aJl " :description
enabled: true

{
ao> yill aclgd ,Lusl
sxuall aclgall Jrami) ol Jusins 2.1

d.an.u u| AR ou' a.P3J|/J.).;o.oJ| &o Jl.uo| aJLwJ P13, 2
number translated wox &l J=w o $i.3

o S lebiss o5 pl8, V1 Ol go Gaxi.4
ao> yill 6oclsd Juloxi
:aclall 9 enabled: false jusiy o
}%

enabled: faiéé

{
Sadail Jusiiws asl

falhaijl aJl+u=

oLl 6xcls ailuo

(oL OD 622l o> o o

:CDR gy ez adlyel oy awldl olll 52cls 5,05] lgol paxiwl

wllbdl 8268 a=x> e Joaxll information schema.tables pMeiwl :MySQL/MariaDB-
psal (w9 +1\ ).oylsl ()pg database size ally poxiwl :PostgreSQL-

raos28)l CDR wMouw cauloss
rel aoll blaYl awlow sle £l )95 Lg83>9 CDR e adsio)] can
(askstinid] <ULl 82506 (8 gy 90-30 85ls) Jasdl wlillaio (e £l aglalid] aai VI (usSie
W1 gzl sl Ul ergime ] daadll o Nonmdl s le
Jaall Gl puslidl iz wledy o8 adsiill Sl 83615 po s 3all oMl 93>
:dalazdl Gaaas
Il Gl bolaxll 95 wbll 82516 Jslaz gy o

aS Al polaxl wl a9 JM> OPTIMIZE TABLE oYl 345 :MySQL/MariaDB e
(autovacuum (uSoi 09 SI) elailb VACUUM ANALYZE e :PostgreSQL-

JioYl bVl e blanll a8l golasil 6,18 JU> e gaanl alssuisis 08



Mnesia wlls 62<cld ailo

:Mnesia Jga> o> o g2

IEX oSoad| 8059 9 #
mnesia.table info(:sms route, :size):
mnesia.table info(:translation rule, :size):

:Mnesia Jgloxd (sblis|

(o odl dgzlg) ol )luadl oo #
sms_routing/ J| Jais | #
"ol jlwedl 5" e sl #

Mnesia bliis| mus uc ol #
mnesia.backup("/var/backups/sms c/mnesia backup.bup"):

:Mnesia ésleiwl

taab LoV aswid | 0 Lewl ol #
mnesia.restore("/var/backups/sms c/mnesia backup.bup", []):

dJ)Lauulegsjﬁ

: gubaiddl M=l logrotate (oS 08

etc/logrotate.d/sms c/ #
} var/log/sms_c/*.log/
daily
rotate 30
compress
delaycompress
notifempty
create 0644 sms user sms group
sharedscripts
postrotate
systemctl reload sms ¢ || true
endscript

{
(Sl 6 8895 3979 pas) gulaw JSxins Jasaiaid] ole]

6 o Js 9 6)?'3 b Jusiu )&i #
SyStemCtl restart sms c

aliSHl o] sxindl pais o> bis | #
sxic JSI S #

(il groz) a,yUadl Jasaiaid] 65le]

systemctl restart sms _C



tJarsiaidl eole] ams

w3 ol grar Sl 65l5] o i
osnliall &) eiwY Prometheus o gaxe
slasYl e Gy oMxad] wslye

b iVl (slobuimVI gauill
oLl ass wans Lo

oSl wlals.1
config/runtime.exse
config/config.exse

(156290 08 I5]) config/prod.exse
:(Mnesia) axz>gill Jgla>.2

&ﬂﬂla%?b_»&_ﬂfﬂé°
Mnesia bli>| g ol gl°

:SQL CDR wLly 62¢l8.3

Gos: alolS auboli>| asui
(6 poianto) Molrall Jzusd arboliio| guansi©

:TLS whlgsw.4

priv/cert/*.crte
priv/cert/*.keye

wdolis VI gl wlsl,>]

bin/bash/!#
opt/sms_c/scripts/backup config.sh/ #

"BACKUP_DIR="/var/backups/sms c/$(date +%Y%m%d)
mkdir -p $BACKUP DIR

o osail) b lLisYl mudl #
/cp -r /opt/sms c/config $BACKUP DIR

olo Leadd b LY @il #
/cp -r /opt/sms c/priv/cert $BACKUP DIR

ol g3V gaass #
*/chmod 600 $BACKUP DIR/cert

"BACKUP_DIR$ :u oSl bliizYl muid| JoiS|" echo
o bbbl saclad adolus] asa



bin/bash/'#
opt/sms _c/scripts/backup database.sh/ #

"BACKUP DIR="/var/backups/sms c/database
DATE=$(date +%Y%M% d %H%! o/oS)

mkdir -p $BACKUP_DIR

SQL CDR ol Ly saclad blLusYl @muwidl #
swliidl ylewd single-transaction-- go mysqldump peoxiwl :MySQL/MariaDB #

ool | §uwiil ] pg dump -F C poxawl :PostgreSQL #

Pl aeldl oL Ll sae B go aaySG) JUiadl JSGn #

(mysqldump pg_dump) &awwliodl byl @il 815l pxxiwl -
Gwliidl go Jo lasl) oYl (b lLisYl muwd] juSas

> lbwod | ,ud9gi) ol mall bk -

(LLgs 30 Lio) blaisYl 6,659 uess -

doy bt aablosYl wuadl aJl | #
find $BACKUP _DIR -name "sms c *.gz" -mtime +30 -delete

H HHH

"sms_c_${DATE} :ol LoJl sascla) sblisYl @uidl JaiS|" echo
raxz gill Joaxd arbolus| asus

bin/bash/!#
opt/sms_c/scripts/backup routes.sh/ #

"BACKUP DIR="/var/backups/sms c/routes
DATE=$(date +%Y%m%d)

mkdir -p $BACKUP DIR

API ¢ o #

\ curl https://api.example.com:8443/api/routes/export
BACKUP DIR/routes ${DATE}.json$ <

"routes ${DATE}.json :ol lwed] sbliisYl @mwidl JoiS|" echo

:(crontab) axoluizVl auuidl algas

opt/sms__ c/scrlpts/backup conflg sh/ * * * 2 0

opt/sms_c/scripts/backup database.sh/ * * * 2 0
opt/sms_c/scripts/backup routes.sh/ * * * 2 0

sl iVl wisl >
:oe 9SSl 65 laiawl
sanbill Gl | #

systemctl stop sms c

o osidl olale 85 leiwl #



/cp -r /var/backups/sms c/20251030/config/* /opt/sms c/config

ololgad| 6o leiwl #
/cp -r /var/backups/sms c/20251030/cert/* /opt/sms c/priv/cert

ki)l e, #

systemctl"start sSms c
:SQL CDR oLy 62cl$ soleianl
rel ao il Ul s @@l auwliall 85leiwdl wlgsl prziwl

mysql Jioc J]| aazgig laiall dls :MySQL/MariaDBe
vasasall Guwidl adbliz Yl fuwil go Pg restore poziwl :PostgreSQLe

bl ol caizid Ull 8326 8sleiw] Jub SMS-C udai bl : pgo
raxzgildl Jgloz 6olaiwl

sms_routing/ wwoll ag>ly J| Jaiil.1

"ol bl Sl Gle 8l 2

wbli>¥l JSON walo ,i51.3

"JLMLMPI&bB_ﬁ§L4
sl 2S1.5

:Lilwdl o> olxul
:(Bgs 30 lowgin) Prometheus pMsiwl
avg over_time(sms_c message received count[30d])
i llul 62cld goi Jono
SELECT
,DATE_FORMAT (inserted at, '%Y-%m') AS month
,COUNT(*) AS message count
ROUND (SUM(LENGTH (message_body)) / 1024 / 1024, 2) AS data_mb
FROM message queues
GROUP BY month

ORDER BY month DESC
; LIMIT 12

2035 all andleall 8359 plaiwl

oimo %70 < g5 o
%90 < :gy>°



165 15J1 plozianl
bl o %70 > (pmarlo®

%80 < :gfi yo*
%90 < :gy>°

%75 < Ieﬁi).o'
%85 < :gy>

gillall Gas

$l=o 10,000 < :gy>-

sl oluos;

:(0)lgoll &8 5) Bogos gangidl cazy (sio
%70 < )l joiwl a5 joll axleoll 8259
%80 < ,Lwoiwl 8,513J]e
63>l base 9 Ylisle

:(2ic aslo]) Lasl gwgidl cazns (i
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config/runtime.exs #

,config :sms c

message retention hours: 24 # Default: 24 hours
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config/runtime.exs #
,config :sms c

batch insert batch size: 100, # CDR batch size
batch insert flush interval ms: 100 # Auto-flush interval

CDR lbuo ol

Sl pz> ani,l

batch insert batch size: 200
batch insert flush interval ms: 200

ST olass JWs o MySQL Lle Jasdl Julise
(i, W Jgain) CDR blS) olel alianl crose

(au uub_g-o) U_}'I_Si-b

batch insert batch size: 100
batch insert flush interval ms: 100
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batch insert batch size: 20
batch _insert flush interval ms: 20
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MessageStore.list(status: :pending)
MessageStore.list(dest smsc: "gateway-1")

Messaging.get messages for smsc("gateway-1")

(Jooxd Jo S o) Unl olodeiwl #
MessageStore.list(limit: :infinity) # Returns all messages

MySQL JLail goxs
:MySQL Jlail gozi s5i 06 (CDR aais,lg lodaiw
config/runtime.exs #
,config :sms c, SmsC.Repo

CDR J alysiJl ol Lu=dd 85L ; # pool size: 10
O] By 1Y
pool size: 10 :quwlall ualle

pool_size: 20-30 :aLaill CDR ,lase
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mix run benchmarks/raw sms bench.exs
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submit message raw async (batch) 4.65 K 0.22 ms

+41.72% 0.184 ms ©0.55 ms
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,total enqueued: 10000
,total flushed: 9900
,total batches: 99
current _queue size: 100
,flush errors: 0



,last flush at: ~U[2025-10-22 12:34:56Z]
,last flush count: 100
last flush duration ms: 45
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J100ms > ysss ol e - last flush duration ms e,.n..]l 630.2
batch size= 100
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gdsioll Jox)l go gullaii ol wzy - total flushed / uptime :axzluYl.4

colgaaisl
J adlall wlguis sloel o9
(wils lario G| i) uadV axll 28 loiwl jellall azx>

(bl s2cls $|)| )S_Q)u) &u.n.J| 620 o)l.u
(wbldl saclay Jlai¥l wMSuine) 0 < g ,aill elasle
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wbldl 825 (J] Smidl ) buodl G aSuidl Jlaul o 5.3
batch _insert batch size &l 135 juro a=9all po=x>.4

talaizodl GlawVI
batch _insert flush interval ms Judsi :I55> a=aijo @il 6,091
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batch insert batch size Juds;i :I35> juS axdsdl ox>.2

wlibazyl 8 flush _errors o o= g adl Juiws.3

Jusainill 65le]g Supervisor.terminate child/2 :Joll Jusiws sole] J| a>=)1.4
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Jlis oliusS;
o>l e goxo 1) gSall

config/prod.exs #
,config :sms c
,batch insert batch size: 200
batch insert flush interval ms: 200

,config :sms c, SmsC.Repo
pool size: 50

luwgoll aingall cadgll (n6 Ll 1 ueSill

config/prod.exs #
,config :sms c
,batch insert batch size: 20
batch 1nsert flush interval ms: 10

,config :sms c, SmsC.Repo
pool size: 20

SLis VI s glaidl 1 pueSill

config/dev.exs #
,config :sms c
,batch _insert batch size: 10
batch _insert flush interval ms: 50

,config :sms c, SmsC.Repo
pool size: 5
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& dl asuall o9

API aJL o gaxs .1 #
curl https://api.example.com:8443/api/status

Prometheus gy lio ay Lgs abdi o gaxi .2 #
curl https://api.example.com:9568/metrics | grep sms c

Gl oMaw o gaxi .3 #
tail -f /var/log/sms c/application. log

iadosll AJb o gaxs .4 #
systemctl status sms c

SQL CDR (MySQL/MariaDB) ol Lo saclay JLas VIl o gaxs .5 #
"mysql -u sms user -p -h db.example.com -e "SELECT 1

:PostgreSQL _J #



"psql -U sms user -h db.example.com -d sms c prod -c "SELECT 1 #
< Mowddl Jdsu
6 a5Vl slas VIl Lo e

U soimos Jzw Js] 100 5T #
"tail -1000 /var/log/sms c/application.log | grep "\[error\]

853%0 slhsl bloil e coudl #
grep "routing failed" /var/log/sms c/application. log

SQL oL Ly 82l slasl ode jgindl #
grep -i "database\|sql\|ecto" /var/log/sms c/application.log | grep
error

tosndindn )l cadgll (9 Mol axdl o

tail -f /var/log/sms c/application.log | grep -E
""(error|warning|critical)

a LIl o Ll Jdl #
rate(sms c message received count[5m])

ool gl Joso #
rate(sms c delivery succeeded count[5m]) /
rate(sms c delivery queued count[5m])

oelall all> o séo

Al e dl o #
sms C_queue size pending

(wiles) adlu, pasl Lo #
sms c _queue oldest message age seconds

:plaidl sbhl o o
(p95) L Lu,dl axdleo 05U o #

histogram quantile(0.95,
sms c _message processing stop duration bucket)

(p95) awzsidl sl go #



histogram quantile(0.95, sms c routing stop duration bucket)
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systemctl status frontend service



APT _J| Jows)| LgiSos duo LYl agzlodl ol o gax #
curl -k https://api.example.com:8443/api/status

ooy duo ¥l dgrloll Loz #
\ curl -X POST https://api.example.com:8443/api/frontends/register
\ "H "Content-Type: application/json-
}'od-
,"frontend name": "test gateway"
,"frontend type": "smpp"
"ip address": "10.0.1.50"
H{
:éslals> SMSC ] ag=goll Ll I
arzoill (19S5 d=zl0
Jbwadl wlglgl (o gaxie
ezl (Sl o9 Ll
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deliver after glb yo gaxe
oYl o 3] Husi eole]e
\ curl -X PATCH https://api.example.com:8443/api/messages/12345

\ "H "Content-Type: application/json-
'd '{"deliver_after": "2025-10-30T12:00:00Z"}-
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:uoleVI
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alioy ale o] arres #
\ curl -X PATCH https://api.example.com:8443/api/messages/12345
\ "H "Content-Type: application/json-
'd '{"dest smsc": "backup gateway"}-

oY¥glxadl Slase puuses sole] #
\ curl -X PATCH https://api.example.com:8443/api/messages/12345
\ "H "Content-Type: application/json-
d '{"delivery attempts": 0, "deliver after":
'"2025-10-30T12:00:00Z2"}
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:gosuwinildl wlglas

auto reply: truee

v e sgix auto _reply messagee
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alw | jwleo go Hluoll gllaise
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curl https://api.example.com:8443/api/events/12345 | grep auto reply
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sms c _message processing stop duration p95 > 1000ms-
aiulay APT wblxiwle
soillall @Sl

:gosuwinildl wlglas

arzgidl 45U goy #
histogram quantile(0.95, sms c routing stop duration bucket)

ENUM ¢y s U oo #
histogram quantile(0.95, sms c enum lookup stop duration bucket)

. . UM_JI_).J)LL).OJ#
histogram quantile(0.95, sms c charging succeeded duration bucket)

: | J+>1j oo #
histogram quantile(0.95, sms c delivery succeeded duration bucket)

plUaidl 5,lgo (o g2

iy jS ol axd leod| 8259 ploxiwl #
top -b -n 1 | grep sms c

6,5 13Jl ploxiwl #
ps aux | grep beam.smp

:Jol=ll
(b bl oo 2all) Sealos as>gill

alzioll ol luall sac Julise
aliloodl &l lusll mose
Slaodl ulro o e



s sdos ENUM s

T UVl alge o0l
o 9l/g | DNS polgs ploziwwle
Collas o5, o) 5] ENUM Julasie

isodou il

OCS <l o gaxie
OCS algs 850 °

geljiall jut omaid] plasxiwle

rasalos LU 6acld
JLaJW 4 goRo oR> é)l.u"
led aslio]

wlboMeiwY uu=i®
olildl sacls 5)lgo ayd 50

config/config.exs #
aa> s Yl sobLd assodl px> 60 L #
,config :sms c

,batch insert batch size: 200

batch insert flush interval ms: 200

ol Ll 828 acgoxo 80L 5 #
,config :sms c, SmsC.Repo
pool size: 50

aiatnie Jilu )l 2 O OL]
ol VI
awl/allw, 100 > axllzo®

Egy.JU{M‘yﬁst}d}u_ﬂ&zAPIpb:Luy
az=ajiyo APT alziwl wlsgle

: vansuisill wlglas
cansall Jole o Gam.1

(iex) aaz> syl oSxdl 059 9 #
()SmsC.Messaging.BatchInsertWorker.stats

10 Gl



wad¥l sl e w,all, current queue sizee
flush errors > Q-

I3> a=45i,0 last flush duration mse

i lblusVl o go>.2

ol Ll sas B pMeswl oy #
ecto pools query time

eCtO_pOOIS_queue_time

9 PYEA |
o libadl 6acls Glusl
acgoxall ox> 60l

,config :sms c, SmsC.Repo
20 50 8o5L # pool size: 50

ran9aJl U‘SS-'
vz WYl oo
,config :sms c

ST olees # ,batch_insert_batch_size: 200
Jobl 6,19 # batch insert flush interval ms: 200

caioljiadl pat aslgill alads plasiawl

create async/ poxiwl ragdle auslis| #
curl -X POST https://api.example.com:8443/api/messages/create async

(o | 4io) api/messages/ :pul #
araladl (o9 ,g:lall o516
el eVl

8ol »9 SMs_c_queue_size pendinge

8L (9 dllw, 23l joce

»ledl Jasoll aSlgo gulnivws ¥ axllzalle
:peswinill wlglas

:padawidl Jaxo Juléo 5,19l Joxo o g8 1
yledl Josall #



rate(sms c message received count[5m])

oalui ] Joso #

rate(sms c delivery succeeded count[5m])
raroloVl agololl axan yo a2
mhﬁUImﬁIAJiﬂLotleJPyxuuybcuobylgJ%?hﬂlp}m‘Jb°

TaslS ac s Jilw )l axnlony asolodl wlezlsll psis Jae
Sanolo¥l agzlgll o slasl sl Jlin Jne

:paduid] zlu Jomo (o §026.3

rate(sms c delivery succeeded count[5m]) /
rate(sms c delivery attempted count[5m])

- Jol=dl

: plriansi V aroloV1 wlglgll

asol¥l agzloll Jlosl o S

(uu|_9.; 10-5 L)SSU u| u.Jou) p)lxu.uyl 0)4_9 9Y:) L9.:':.7«
a.mLoW ag>lqll QoL Jusiws sole|e

15> aidos areloVI wlg=lgll

iroloYl ag>lo)l Mo (po 3o jall a3l

irolo¥| agzlsll axllan uwni®

ao LoVl agzlgll (o opoljill 5oL 0

&2 o alglaall 65l Jono
ol Jiud 9 guaxille

kil Mol cu,al-

lai9g0 69

oglall o uai oy iz Uil e
waulall gosll Gl se2 iz didl o0
6 50 euilS 3] amudl aus 5 (w9 laille

calilg_u_Jl oxcls wMSiuo
JLasVI Juus

‘ol VI



"l sxclay Jlas¥l e ols e :lase
500 sUas s APIe

o Y uslaill e
:SQL CDR wlils 62¢ld als yo gaxi.l

MySQL/MariaDB #
systemctl status mysql

PostgreSQL #
systemctl status postgresql

(MySQL/MariaDB) JLasV¥I Ll #
"mysql -u sms user -p -h db.example.com -e "SELECT 1

(PostgreSQL) JLas¥Il [ Lus| #
"psql -U sms user -h db.example.com -d sms c prod -c "SELECT 1

:aSuindl Ho GO .2

ol Ll 8ae B wrioos JLas VI L #
ping db.example.com

(MySQL/MariaDB: 3306. PostgreSQL: 5432) jaioll JLasVl o gaxs #
telnet db.example.com 3306
| #
S
telnet db.example.com 5432

DleicVl wlily o §o9.3

echo $DB_USERNAME

echo $DB HOSTNAME
echo $DB PORT

(MySQL/MariaDB) »loic¥l ol Lo goin Goxy JlasVl Jobb #
mysql -u $DB_USERNAME -p$DB PASSWORD -h $DB HOSTNAME

:PostgreSQL _J #
psql -U $DB USERNAME -h $DB HOSTNAME -d sms c prod #

:Jol=dl
:a99gio wlilull 6acls

(MySQL/MariaDB) oU LoJl sasc s e, #
systemctl start mysql



(PostgreSQL) obU Lo Jl sacld ey #
systemctl start postgresql

racb s slescl wlila

: onsSall eapa

export DB USERNAME=correct user
export DB PASSWORD=correct password

GankiJ ] Jusis sole] #

systemctl restart sms c

aloxll Jlz aclgd o Gaxe
(ald]) OLY e gano o Gax®
:JLasVl ac gamo slaiiawl

Z&.(«}n.?.n.” OR> i‘:.)l._u'

,config :sms c, SmsC.Repo
aadJIl daonsall o 8oL # pool size: 50

aiudodl wloMeinwVI
ol VI

gii o <ULl 52605 pMriwl o s
ailay AP wblxiwl
Jla¥ acgoxo ollo S,

radaland] wlbeMeiwVl Jouw Ho 8.1
aiab | o bLieiwy! Jzw yuSas :MySQL/MariaDB - -
; 'SET GLOBAL slow query log = 'ON
i U 1 < obMdeiwyY! Jzxw -- ;SET GLOBAL long query time =1

(MySQL/MariaDB) aisibhi)| o lbodeiwY!| jo,c --
; SELECT * FROM mysql.slow log ORDER BY query time DESC LIMIT 10

postgresql.conf 9 daiibi)] olbdeiwy!l Jzxw 5uKas :PostgreSQL --
i U JAlo # log min duration statement = 1000 --
PostgreSQL oMaw o G635 o --



:6.),.&.9.‘" oul.e.ﬁ.“ o o.ﬂ.:uz

Jsaxd | gy Lgs o sins -
;SHOW INDEX FROM message queues

fardginll w,lgst] --
source _smsc -

dest smsc - --

send time - --

inserted at - --

:Joazll wlibas] o G826.3

(MySQL/MariaDB) JslaxJ! plz>] --
SELECT
,table name
,table rows
,ROUND (data length / 1024 / 1024, 2) AS data mb
ROUND (index length / 1024 / 1024, 2) AS index _mb
FROM information schema.tables
; 'WHERE table schema = 'sms c prod

(PostgreSQL) JglaxJl Plzyi o
,SELECT schemaname, tablename --

pg size pretty(pg total relation size(schemaname||'."'||tablename)) AS
; 'FROM pg tables WHERE schemaname = 'publiilf?

:Jol=dl

:029900ll yu,lgall

CREATE INDEX idx message queues source smsc ON

;message queues(source smsc)

CREATE INDEX idx message queues dest smsc ON

;message queues(dest smsc)

CREATE INDEX idx message queues send time ON

;message queues(send time)

; CREATE INDEX idx message queues status ON message queues(status)

Jgazdl i
MySQL/MariaDB - -

;OPTIMIZE TABLE message queues
;OPTIMIZE TABLE frontend registrations

PostgreSQL - -
; VACUUM ANALYZE message queues --



; VACUUM ANALYZE frontend registrations --

re bl o S
raoyd)l Mol Caglais

Loy 30 b Leoslwsi o7 it L lwJ] i --

DELETE FROM message queues

'"WHERE status = 'delivered

AND deliver time < DATE SUB(NOW(), INTERVAL 30 DAY)
; LIMIT 10000

:u-.l,.r.‘sil
"tlian Lo all" lase
wlldl sacls J| &SI HSoy Ve
:gosuwinildl wlglos

df -h

SQL (MySQL/MariaDB) oU Lo sacld Jido o goxs #
du -sh /var/lib/mysql

SQL (PostgreSQL) ol Lo 82 Judo o o #
du -sh /var/lib/postgresql

oSl wlaladl e camadl.2
(MySQL/MariaDB) olalall ST ole joisll #

find /var/lib/mysql -type f -exec du -h &#123;&#125; + | sort -rh |
head -20

(PostgreSQL) olalell ST de ,giell #
find /var/lib/postgresql -type f -exec du -h &#123;&#125; + | sort
-rh | head -20

*/du -sh /var/log/sms c

:Jol=dl
aosaid] LU canlais



DELETE FROM message queues
WHERE inserted at < DATE SUB(NOW(), INTERVAL 90 DAY)
; LIMIT 100000

e Mowal| PILCPY

Jrud | 905 o8 #
logrotate -f /etc/logrotate.d/sms c

doy bl Jxdl oclodlo o #
find /var/log/sms _c -name "*.log.*" -mtime +30 -delete

rue 2l grwgi
(i) 53>5)l px> 8ole]e

2l gawgig 13> o b aslo]
ST oesd Gl ol Jase

aroloVl agzlgll Jlail Mo
alowiaiS jglai V aroloVl ag=lgll
‘ol VI

"aygiio" sglai drolo¥l agzlsll all>e

alouinid] doslall (9 cuy arolod agzlglle

aroloYl dgzlo)l I lgarkiws iy ¥ Jilw Jle
:pansuiill wlglas

:dazasdl o 061

curl https://api.example.com:8443/api/frontends/active | grep
frontend name

raroloVl agolo)l WMo yo o2

fapi/frontends/register/ sleaiwl awloYl ag=lsll pgii Jne
SAPI 9 cllas| §|'
(2 60 JS 065 of cam) Jumasidl 1, S50

:API wMouw (o §9.3

grep "frontend.*register" /var/log/sms c/application.log | tail -20

:Jol=dl



o ¥ aroloV1 ag>loll
: 59l Lzl Las|

\ curl -X POST https://api.example.com:8443/api/frontends/register
\ "H "Content-Type: application/json-
;d "&#123-
, "frontend name": "uk gateway"
,"frontend type": "smpp"
"ip address": "10.0.1.50"
'S #125&

g0l agzlall (198358 (o9 alSuinall O caxzl culs I3)
1agli 60 JS Jizmid] o 35T . aul 90 s arelol wlgzls)l 4o (agiis

:while True
()register with smsc
time.sleep(60)

aSaniadl M
API_9 d.wl.om &.3_?|3J| O &l J|_)_? o BAZ®

: DNS J> oo b
oLVl agzlgll pols o curl plaziwl ,Lisle

:uel eVl

asgiiall/alosisil]l Hu lis asoloYl agzlsll all>e
J=ud| (9 gai o oMzl sac e
sbiwo e Jlasle

canoloVl agololl auo o il
T6 o droloYl dgzloll alac Jne

¢JJ~9~MU Hyj 6.)[.0! _9i ,I.Iag',‘ §i‘
$(6,513JI/CPU) 5,lg0ll «)Suino ®

eS| 0wl o G2

o]l olass o gaxi #
ping -c 100 api.example.com



Jbas VIl guuss sole] o gaxi #
netstat -s | grep -1 reset

drraill sz o 8.3

(0l gias JS) T3> S0 o0 Jo
(asl 90 <) T3> S50 jut ob Jb*®

:Jol=Jl
16 pfiano pat ooVl ag>loll
asoloYl agzls)l Salai Wi gio)®

: _aroloYl agzloll 5 ls0 8305
U] arolo¥l dgzloll wMaw (o Gaxie
raSamd |l oMo

aloxl > oMo anzlpo®

Joxll Ujlge daxo whlizl o Gaxie
H Y E) FERH | IPgVT)

:6_ia)| puzuas

REGISTRATION INTERVAL = 60

ol VI
sms_c_charging failed count s.l e

"charging failed" ,elay &lasYl Jzuwe
charge failed: true S &xoxo Jilw Jl®

‘gorssindl wlglas
:0CS JLlail o $9.1

API 0CS Lol #
\ curl -X POST http://ocs.example.com:2080/jsonrpc
\ "H "Content-Type: application/json-
;d "&#123-
,"method": "SessionSvl.Ping"



,[1 :"params"
id": 1"
" #125&

{"result":"Pong"} :gdgioll
:0CS wMauw go G832

tail -f /var/log/ocs/ocs.log
oSl o 30263

0CS J URL ylgic o saxi #
grep ocs url config/runtime.exs

:Jel=dl
:tlio Jae OCS

0CS AL o o #
systemctl status ocs

oYl o] I5] say #
systemctl start ocs

,config :sms c

,"ocs url: "http://correct-host:2080/jsonrpc
"ocs_tenant: "correct tenant

s 50 Houiall Julass

,config :sms c
default charging enabled: false

rolbwadl o MSuao
OCS 9 wlwxll 2979 o SAN®
I35 sondoy il

:uol eVl



sms c charging succeeded duration p95 > 500mse*

ol 1Sas aie aday LSlw I axdleoe

:gosuwinildl wlglos
omiall S5l ge) o B

histogram quantile(0.95, sms c charging succeeded duration bucket)
:0CS sbl Ho Gii.2

0CS & uwl oy #

curl -w "%&#123;time total&#125;\n" -X POST

\ http://ocs.example.com:2080/jsonrpc

\ "H "Content-Type: application/json-
‘;d '&#123; "method":"SessionSv1.Ping","params":[],"id":1&#125-

Al el o o 8.3

0CS wuimn Lzl #
ping -c 10 ocs.example.com

- Jol=l
s nlas OCS

OCS >, lgo aslo|e

{—_).wi IR éJ)zo ‘o|.).'>.i.w|'
:aSaiadl Szl oo

SMS-C oo w,all OCS iue
ESon U oS 15] 3WYI/VPN cuxie
algall 6L

,config :sms c
i |l g5 0Cs_timeout: 5000 # 5



ENUM dou o MSuao

ENUM casu Juud

ol VI

Juinall ,glni sms ¢ _enum lookup stop duratione

ENUM slasi gl &Yl Jauwe
Glais ¥ enum result domain go wl,luwolle

: vowsuinidl olglas
:ENUM ()u9Ss (o a1

grep -A 10 "enum " config/runtime.exs
:DNS o JLasVl ,Lusl.2

DNS o b Lus| #
dig @8.8.8.8 el64.arpa

ENUM oMeswl [ Las| #

:15551234567+ _J #
dig @8.8.8.8 NAPTR 7.6.5.4.3.2.1.5.5.5.1.el64.arpa

:DNS o> o 9.3

Sdges] L B joaxoll DNS eo > Jo #
ping 10.0.1.53

daioldl Ll #
nc -zv 10.0.1.53 53

:Jol=dl
:Jogwogll Lls ,ue DNS ool
:J..;_A.g DNS ,0|37';Lw|
,config :sms c
] :enum dns servers
Google Public DNS # ,;#125&53 ,"8.8.8.8";#123&
Cloudflare DNS # ;#125853 ,"1.1.1.1";#123&
[
:éslols> ENUM Jbwe

Y EPN| RUVRCY



,config :sms c
owball Jxodl ploxswl # enum domains: ["el64.arpa"]

13> 6,109 algo
:algall 8oL

,config :sms c
o | g5 enum_timeout: 10000 # 10

(Lol oS o) 15]) ENUM Jplosi

,config :sms c
enum_enabled: false

ENUM J cdgell el 6,515 o MSano
:uoleVI
(%70 >) jasxio wdsoll il zl Jozo®
gai o 6,513 plaxiwle
:”a.-.:.uu.l_,' sasd | u|9.|4.>
a9 doll puisidl wlibas] Ho 9.1
edsall oo jxidl gl Jaso #
rate(sms c enum cache hit count[5m]) /

(rate(sms c enum cache hit count[5m]) +
rate(sms c enum cache miss count[5m]))

sms C_enum cache size size
:aS |l loos yo G022

YJ)&L' ‘OlSchl ‘J.Q'
Sewlio cidgall o xal TTL Jae

- Jol=l
H(gdsio) yattuio Tlu Jano

(rub) 635,9 el )1 ] g all 45,5
%70 > oS 5] aws ¥ S @bl o0



-Subill L ole] ol NAPTR L lis| axio s cadgall ozl quuo
a2 y0 6,513l plosuiwl
Sl w5l il go gdgio®

Uil ISI! 6,813 ol x| asdl o
TTL b o laile

dgstinll o MSuuo

dgéinll (o] plosasVl LgiSos V saaxll
:ueleVI
Jo®®C 515l s2ace

bis adzo wlo s dgdisll wloMsaiwl®
Erlang g ¢ sla>le

: posuinil| lglas

2l slowwl o G821
IEX oSxid| 8059 9 #
()Node.self
sms@nodel.example.com: :gdgioll #

] ()Node.list
oYl ssed L aos B igdgiall #

:sSoSll cole o 8.2

S8l wlo o gaxi #
cat ~/.erlang.cookie

aie]] guor ole sl guis ail go i #
:aSawidl o §9=6.3
S | Loy | Joogd | aiel]) pSoy Jo #

ping node2.example.com

nc -zv node2.example.com 4369
nc -zv node2.example.com 9100-9200

:Jol=ll
: oSSl gllai pas



export ERLANG COOKIE=same secret value here

erlang.cookie./~ ¢yoxs ol #
echo "same secret value here" > ~/.erlang.cookie
chmod 400 ~/.erlang.cookie

Slasy aslaxdl las
asgllnall 35liall s

EPMD #
iptables -A INPUT -p tcp --dport 4369 -j ACCEPT

Erlang g joi #
iptables -A INPUT -p tcp --dport 9100:9200 -j ACCEPT

:DNS o MSuao

s psivianl| slowl o Yoy IP (uglic olaziwl
,config :sms c
] :cluster nodes
,"'sms@l0.0.1.10":

"sms@l0.0.1.11":
[

sginll oluud;l
‘ol VI
ibaio jue g Josi 2aslle
Mnesia glUai pace
:gosuwinildl wlglos
bl Jlail o gox.1

(IEx) saac JS e #
()Node. list

:Mnesia (jo §o>.2

mnesia.system info(:running db nodes):

:Jol=dl



2iall Juogi sole]

systemctl stop sms c

Yol sa>lg sabc sa, #

nodel Jlc # systemctl start sms c

e o Jo UL Tows wu> S Uais VI #
node2 lc¢ # systemctl start sms c
node3 Jlc # systemctl start sms c

:Mnesia g.Uas poc

dzsuall sadsll o wl)luwadl yuaie
Mnesia JuJ> 8i>e

xasll [P VRS

<l baad | 5l gl e

API o MSuuo

iansi V API

‘ol VI
JLaiVl algo®

wesd o JlaiVle
al=iwl Ve

:gosuwinildl wlglos
:APT adoc Ho ol

Sdows sarkill Jo #

systemctl status sms c

dzoimod | 39 Liodl o gaxi #
netstat -tlnp | grep 8443

raalozndl Hlos Ho 9062

iptables o gaxs #
iptables -L -n | grep 8443

A=)l Jlas VI L] #

curl -k https://localhost:8443/api/status



65 Lgid | 5929 o Gaxi #
ls -1 priv/cert/server.crt priv/cert/server.key

65 Leind | auoMo o axi #
openssl x509 -in priv/cert/server.crt -noout -dates

PV EN ||

:Joss V galaill
systemctl start sms c
oy aloxdl los

API saios glowdl #
iptables -A INPUT -p tcp --dport 8443 -j ACCEPT

:62lguindl o MSuiuo
(oSl o Llail) 8aya> solgan s Ll
2 = EAEV- F9S
SO VIR TLY
grep "port:" config/runtime.exs
500 slos| suni API
:uoleVI
o3l 8 sl Unse
500 Al jo,e
oMudl 9 Uase
vesiaill olglas
: gaalaidl Mouw jo a1
“tail -100 /var/log/sms c/application.log | grep "\[error\]
robbudl 6acld Ho a2

"mysql -u sms user -p -e "SELECT 1

:3ylgall Ho G823



6,8 1aJIl #
free -h

iy S ol axd leodl 259 #
top -b -n 1

df -h

o PYEA |
:azlio jue wlLiluldl 6acls

oLl 6asls s
Jla¥! alSuino Mo|®

o8l o,

| JI I P 6.)[.9!'

awolail 5,513l 8oL

6 STl s o i

: gaadaill 9 U

Mzl (59 3320)l lasdl o sé

02583 alSino lol®
| Jl | P 6.)L9!'

wusll agole wMSuins

gl agzls Il Jsuosll HSou V
ol VI
JlasVl algoe
39290 jut 404
Joxi ¥ axaalle
:perswinll wlglas
:Gudaill s o g1
systemctl status sms c
:32ioll Ho Ga=.2

netstat -tlnp | grep 80



URL olgis o $8.3

SHTTPS J.lao HTTPe

:Jel=dl
énlols 39
grep "control panel" config/runtime.exs
(4000 ol 80 : ol ,i9Y) memall rsioll (e Jouosll
tJoms ¥V galaill
systemctl start sms c
iptables -A INPUT -p tcp --dport 80 -j ACCEPT
aiuxx e V LiveView
:ueleVI
Gaxii Y oy Joxi axaualle
dos2d SUlle
tiaia]l oS 82>9 9 WebSocket slas|e
gewsainidl wlglas
:t2aioll oS 82>9 Ho GR.1
(F12) Lslaoll wlgol sl
WebSocket sUas| e caxle
bl wldln) aSuidl aode (jo Gaxi®
:JaSoll g1 Yo .2
:‘WebSocket o5 (o aS iunSe JsSy pasia S |3)]
;location /live &#123
;proxy http version 1.1
;proxy set header Upgrade $http upgrade

;"proxy set header Connection "upgrade
;#1258



:Jel=dl
:yolaxe WebSocket

WebSocket J LSgJl (pesse

aalozll laz o sanie

raxsall cuosu

(Ctrl+F5) s s cuyoxi®
tivaioll cdgall izl OO S5 o

pUaill 5,lgoe wMSuino

&2 yo a1 ;S yoll axdlroll 63>9 plozuiawl
:ueleVI

%80 < | joiwl aU'S)nJIa._zJQLE‘JI ijj.
£ slay pUaill®

:perswinll wlglas
ranlonll Ho Gox.1

top -b -n 1 | grep beam.smp
roumlasdl Ho 8.2

Il axdleon Jomo #
rate(sms c message received count[5m])

azrgidl oldac #
rate(sms c routing route matched count[5m])

Sy PYEN |
radle ,9 0 aS,>

(xas aslio)) Gasl gawsille
(a5 pall axllzall 8259 a9lo]) Brgac amwsill®

J=9 jat ar>gs

ol baall 2xe Julase
ST P



ENUM asu wllas o Sl

wdsoll ozl Tl Jae o 3éi
aigllae oS5 o) 3] lellasi (59 jlaille

&2 yo 6,513Jl plosuawl
‘ol VI
%90 < 5,513l plaxiwle
8,51l slas slas|e
:geswiaid] wlglas
6,81l o G861
free -h
ps aux | grep beam.smp
read doll Gujaidl plasi o G822

sms_Cc_enum cache size size

- Jol=ll
15> 6,08 ENUM J cadgall ool 6,515

cgall sl o

TTL Jlase

asllas oS5 o) 15| ENUM Jalass

(IEX) Joledl ol Laz| o o #
()SmsC.Messaging.BatchInsertWorker.stats

Jasad] ole] ol Ggay assii o8 1508 el oIS 13
6,515 aslio]

l._f_.)s.o,c &AAJSJJ"
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SELECT * FROM cdrs

'"WHERE calling number = '+33612345678
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;ORDER BY submission time DESC

SELECT * FROM cdrs
WHERE (calling number = '+33612345678' OR called number =
'+33687654321")
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;ORDER BY submission time
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config/runtime.exs #
,config :api ex
}% :api
,enable tls: true
, "tls cert path: "priv/cert/omnitouch.crt
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ol Ll sac s oYlasy TLS uSes # ssl: true

iJgeegll (n9 pS2ull wluogi
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;'%'@'ON sms c.cdrs TO 'analytics
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config/runtime.exs #

,config :sms c
aai Yl Jus Mnesia adlu,y blassYl #
,message retention hours: 24

drogos] | Jo 1 o ealuwidl azy adlu,d| seixe di> #
giog] true a5 # ,delete message body after delivery: false

CDR & LS ¥ oSl #
,cdr _enabled: true

axdadl aaa Yl olslxe] #
,batch insert batch size: 100
batch insert flush interval ms: 100
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