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# config/runtime.exs
import Config

config :sgw c,

metrics: %{ ... },
s1l: %{ ... },
s5s8: %{ ... },
sxa: %{ },

cdr: %{ . }
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config :sgw c,
metrics: %{
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metrics bind address: "127.0.0.40",
metrics port: 42068,
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poll interval ms: 10000

joad
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metrics: %{
# 0000000000000
metrics bind address: System.get env("MGT IP") || "10.0.0.40",
metrics port: 42068,

# (000000000000
poll interval ms: 5000

joad

# [] Prometheus 00000
curl http://10.0.0.40:42068/metrics

# 00000
# - teid registry count: [JJ S11/S5S8 TEID

# - seid registry count: 0O PFCP OO
# - sl11 inbound messages total: S11 (OO0
# - sxa_inbound messages total: Sxa 000



0000000000Prometheus OO0000000000

S11 000
0000

config :sgw c,
s11: %{

# S11 00 IPv4 JOOMME OO0
local ipv4 address: "10.0.0.10",

# 00000 IPve O0000OCO
local ipv6 address: nil,

# 100000000
local port: 2123,

# (0000000
message timeout ms: 5000,

# (0000
max_retries: 3,

retry backoff ms: 1000

[



Hooood

# 0000000
config :sgw c,
s11: %{
local ipv4 address: "10.0.0.10" # S11 O0O0OO
}

# 0000000000000
config :sgw c,

s11: %{
local ipv4 address: "10.0.0.10" # 000000
}
sxa: %{
local ip address: "10.1.0.20" # 000000
}
Huooon

config :sgw c,
s11l: %{
# 0000000> 100ms RTT(]
message timeout ms: 10000,
max_ retries: 5,
retry backoff ms: 2000,

# [J0000000< 56ms RTTQ
message timeout ms: 3000,
max_retries: 2,

retry backoff ms: 500



S5/S8 [
0ooo

config :sgw c,
s5s58: %{
# S5/S8 00 IPv4 [OO0OPGW OO0
local ipv4 address: "10.0.0.15",

# 00000 IPve OO
local ipv6 address: nil,

# (00000000
local port: 2123,

# PGW-C 00O
pgw peers: [
%{
ip address: "10.0.0.20",
name: "pgw-c-primary"

%{
ip address: "10.0.0.21",
name: "pgw-c-secondary"
}
1,

# 0000
message timeout ms: 5000,

max_retries: 3,
retry backoff ms: 1000



PGW (000

# 00 PGW
config :sgw c,
s5s58: %{
pgw peers: [
%{
ip address: "10.0.0.20",
name: "pgw-c-prod"
¥
]
}
# 00 PGWOOOOOO
config :sgw c,
s5s58: %{
pgw peers: [
%{ip_address: "10.0.0.20",
%{ip address: "10.0.0.21",
%{ip _address: "10.0.0.22",
]
}
# 00 PGWOOO-000
config :sgw c,
s5s8: %{
pgw peers: [
%{ip _address: "10.0.0.20",
%{ip_address: "10.0.0.21",

]

name:
name:
name:

name:
name:

||pgw_c_1||}’
"pgw-c-2"},
||pgw_c_3||}

"pgw-c-primary"},
"pgw-c-backup"}



Sxa [0
0000

config :sgw c,
sxa: %{

# Sxa [O0OO0 IP 0O
local ip address: "10.0.0.20",

# (00000000
local port: 8805,

# SGW-U 000
peers: [

%1
ip address: "10.0.0.30",
node id: "sgw-u-1l.example.com"

}
1,

# (000000
heartbeat interval s: 20,

# 10000000
session timeout ms: 5000,

# 0000
max_retries: 3



SGW-U [[€ €€

# 00 SGW-U
config :sgw c,
sxa: %{
peers: [
%{
ip address: "10.0.0.30",
node id: "sgw-u-prod-01"

}

o°

=

]

# 00 SGW-U
config :sgw c,
sxa: %{
peers: [
%{
ip address: "10.0.0.30",
node id: "sgw-u-prod-01"

o®

2
ip address: "10.0.0.31",
node id: "sgw-u-prod-02"

}



jooo

# (0000000
config :sgw c,
sxa: %{
heartbeat interval s: 10,
max_ retries: 2

}

# 0000000
config :sgw c,
sxa: %{
heartbeat interval s: 20,
max_retries: 3

}

# (000000
config :sgw c,
sxa: %{
heartbeat interval s: 40,
max_retries: 5

}



CDR []]]

joad

config :sgw c,
cdr: %{

# CDR 00000
gateway name: "sgw-c-prod-01",

# (000000000
rotation interval ms: 3600000, # 1 [

# CDR (000000
directory: "/var/log/sgw c/cdrs”

}
config :sgw c,
cdr: %{
# 000000000000 I
gateway name: System.get env("HOSTNAME") || "sgw-c-prod-01",

# (000000000
rotation interval ms: 3600000,

# (00000000 CDR
directory: System.get env("CDR DIR") || "/var/log/sgw c/cdrs"



Hooon

config :sgw c,
cdr: %{
gateway name: "sgw-c-prod-high-vol",

# [0000000000OOa
rotation interval ms: 1800000, # 30 [0

# 0000000
directory: "/mnt/fast-ssd/sgw c/cdrs”



Hond
000000000

import Config

config :sgw c,

metrics: %{
metrics bind address: "127.0.0.40",
metrics port: 42068,
poll interval ms: 10000

},

s11: %{
local ipv4 address: "10.0.0.10",
local port: 2123,
message timeout ms: 5000,
max_ retries: 3,
retry backoff ms: 1000

I

s5s58: %{
local ipv4 address: "10.0.0.10",
pgw peers: [

%{ip address: "10.0.0.20", name: "pgw-c-prod"}

1,
message timeout ms: 5000,
max_ retries: 3,
retry backoff ms: 1000

b

sxa: %{
local ip address: "10.0.0.10",
peers: [

%{ip address: "10.0.0.30", node id: "sgw-u-prod-01"}

1,
heartbeat interval s: 20,
session timeout ms: 5000,
max_retries: 3

}

cdr: %{
gateway name: "sgw-c-prod-01",
rotation interval ms: 3600000,



directory: "/var/log/sgw c/cdrs"

}



Jo0o0ooood

import Config

sgw sll ip = System.get env("SGW S11 IP") || "10.0.0.10"
sgw_s5s8 ip = System.get env("SGW S5S8 IP") || "10.0.0.15"
sgw sxa ip = System.get env("SGW SXA IP") || "10.0.0.20"
mgt ip = System.get env("MGT IP") || "10.0.0.40"

config :sgw c,
metrics: %{
metrics bind address: mgt ip,
metrics port: 42068,
poll interval ms: 5000

},
s11: %{
local ipv4 address: sgw sll ip,
message timeout ms: 5000,
max_retries: 3,
retry backoff ms: 1000
}
s5s58: %{
local ipv4 address: sgw s5s8 ip,
pgw peers: [
%{ip _address: "10.0.0.20", name: "pgw-c-1"},
%{ip address: "10.0.0.21", name: "pgw-c-2"},
%{ip address: "10.0.0.22", name: "pgw-c-3"}
1,
message timeout ms: 5000,
max_retries: 3,
retry backoff ms: 1000
}
sxa: %{
local ip address: sgw sxa ip,
peers: [

%{ip _address: "10.0.0.30", node id: "sgw-u-1"},
%{ip_address: "10.0.0.31", node id: "sgw-u-2"},
%{ip address: "10.0.0.32", node id: "sgw-u-3"}

1,

heartbeat interval s: 20,

session timeout ms: 5000,

max_retries: 3



cdr: %{
gateway name: System.get env("HOSTNAME") || "sgw-c-prod-01",
rotation _interval ms: 3600000,
directory: "/var/log/sgw c/cdrs"

}



Hooood

import Config

# [00000000000000C

sgw sll ip = System.fetch env!("SGW S11 IP")
sgw s5s8 ip = System.fetch env!("SGW S5S8 IP")
sgw_sxa ip = System.fetch env!("SGW SXA IP")
mgt ip = System.fetch env!("MGT_IP")

hostname = System.get env("HOSTNAME")

# 00000 PGW [JOO0JISON (00
pgw peers env = System.get env("PGW PEERS", "[1")

{:0k, pgw peers} = Jason.decode(pgw peers env)
pgw _peers = Enum.map(pgw peers, &Map.to atom/1)

# 00000 SGW-U [O00

sgwu_peers env = System.get env("SGWU PEERS", "[]")
{:0k, sgwu peers} = Jason.decode(sgwu peers env)
sgwu_peers = Enum.map(sgwu peers, &Map.to atom/1)

config :sgw c,
metrics: %{
metrics bind address: mgt ip,
metrics port: 42068,
poll interval ms: 5000

I

s11: %{
local ipv4 address: sgw sll ip,
message timeout ms: 5000,
max_retries: 3,
retry backoff ms: 1000

b

s5s58: %{
local ipv4 address: sgw s5s8 ip,
pgw_peers: pgw _peers,
message timeout ms: 5000,
max_retries: 3,
retry backoff ms: 1000

}

sxa: %{

local ip address: sgw sxa ip,
peers: sgwu_peers,



heartbeat interval s: 20,
session timeout ms: 5000,
max_retries: 3

¥,

cdr: %{
gateway name: hostname,
rotation interval ms: 1800000, # 30 00O
directory: "/mnt/fast-ssd/sgw c/cdrs"

}

AN
0000

a0 a0 a0
SGW S11 IP  S11[QIP 10.0.0.10
SGW S558 IP  S5/S8[0IP  10.0.0.15
SGW SXA IP  Sxa[IP 10.0.0.20

MGT IP 000000 10.0.0.40



jooo

00 00 000
HOSTNAME CDR 00000 oodad
PGW PEERS PGW 000 JSON [ []

SGWU PEERS  SGW-U [JO00 JSON OO0 []

CDR DIR CDR 000 /var/log/sgw c/cdrs

joad

export SGW S11 IP="10.0.0.10"

export SGW S5S8 IP="10.0.0.15"

export SGW SXA IP="10.0.0.20"

export MGT IP="10.0.0.40"

export HOSTNAME="sgw-c-prod-01"

export PGW PEERS='[{"ip address":"10.0.0.20","name":"pgw-c-1"}]"
export SGWU PEERS='[{"ip address":"10.0.0.30","node id":"sgw-u-
1"}]"

mix run --no-halt

i
0000000

0oooooa



mix run --no-halt 2>&1 | grep -E "S11|S5/S8|Sxa|Metrics"

NENEN
[info] Starting SGW-C...

i

i

# [info] Starting Metrics Exporter on 10.0.0.40:42068
# [info] Starting S11 Broker on 10.0.0.10

# [info] Starting S5/S8 Broker on 10.0.0.15

# [info] Starting Sxa Broker on 10.0.0.20

# [info] OmniSGW successfully started

Huooon

# 00000000
curl http://10.0.0.40:42068/metrics | head -20

# 00 S11 0000000
netstat -an | grep 2123

# 000000 S11 OOo0
tail -f /var/log/sgw c/sgw c.log | grep "SI11"

Jooood

“0odoooo®
000 000000000

0000



# 00000000
lsof -i :2123

# (00000000000O0O
killall sgw c

# [
config :sgw c, sll: %{local port: 2124}

“0o0o0™d PGW

000 S5/58 JO0d PGW-C

0ooto

# 00 PGW IP
ping 10.0.0.20

# (000000
iptables -L | grep 2123

# 00000
nc -u -v 10.0.0.20 2123

“0000 SGW-U™
000 Sxa 0000

0000

# 00 SGW-U 0000
ping 10.0.0.30

# 00 PFCP OO
netstat -an | grep 8805

# 00 PFCP 00000
iptables -L | grep 8805



Prometheus [|[J[JGrafana 0000

OmniSGW [] Omnitouch [JJ7

il

N oA W

il

OmniSGW {00 Prometheus O0000000000000OOOCCOOO00000OC

Hooo

HTTP GEF-""-_-- Metrics from Metrics from ﬁetrics from

. ¥ R L R kL
- 511 Broker S5/58 Broker Sxa Broker
i z".. h‘\-\.
i L] :
AlertManager
Motifications

" Metrics from

L ]

Session Manager



Hobo
0000

000000 HTTP 000000

# 0000000000
curl http://127.0.0.40:42068/metrics

# 10000
curl http://127.0.0.40:42068/metrics > metrics.txt

# 0000
watch -n 5 'curl -s http://127.0.0.40:42068/metrics | head -30'

OoiOf0bdOoiotobdotootoo0oG O

Hooo

(0000 Prometheus 0000

# HELP teid registry count OO0 TEID OO0
# TYPE teid registry count gauge
teid registry count 1234

# HELP s11 inbound messages total [O00 S11 [OO0O0O

# TYPE s11 inbound messages total counter

s1l1l inbound messages total{message type="create session request"}
5432

s1ll inbound messages total{message type="delete session request"}
5100

s1l1l inbound messages total{message type="modify bearer request"}
12000



Juod

Huoooo
ooooo

teid registry count

— Ooooo S11/S5S8 TEID (0
— O00Gauge

— Dooe ooooooo

L— 000123401234 000000

seid registry count
— DO000 PFCP 00000 SGW-U 0000
— O00Gauge

— OOOpeer_ip
L— [00seid registry count{peer ip="10.0.0.30"} 1234

active ue sessions

— 0ooooo VE 0o

|— O00Gauge
L— 005000

active bearers

— 00000000000 + 000

|— O00Gauge

L — Qgoosseen OO + 0O00 €.1 000

charging id registry count
— 0oooooo 1o

— O00Gauge
L— 005000

Hooon

S11MME 000



s1ll inbound messages total

— O00Counter0dOn

— OO0Omessage type

— 00

| |— create session request

| |— delete session request

| F— modify bearer request

| | create bearer request

| | delete bearer request

| |— release access bearers request
| |— downlink data notification

| L— echo request

— 000

s1ll inbound messages total{message type="create session request"}
5432

S5/S8]PGW [0

s5s8 inbound messages total
— OO0Counter

— O0Omessage type

— 000D S11 0oooooo

— Ooo
s5s8 inbound messages total{message type="create session request"}

4500

Sxa[]SGW-U [0



sxa_inbound messages total

— Oo0Counter

— O0Omessage type

— 00

| |— session establishment request
| |— session modification request
| |— session deletion request

| |— session report request

| |— association setup request

| L— heartbeat request

— Ooo

sxa_inbound messages total{message type="session report request"}
67000

joad

0000

s1ll inbound duration seconds

— DOO0HistogramOOdn

— 000s11 OooooO

— 00000 count, sum, bucket

L— 000s11l inbound duration seconds bucket{le="0.1"} 5000

s5s8 inbound duration seconds
— OOOHistogram
— 000S5/s8 000000

sxa_inbound duration seconds
— OOOHistogram
— O00Sxa 000000

PFCP 00



pfcp association status

— O00Gauge

— 001000000 enoonn

— OO0Opeer ip, node_id

L — O0Opfcp association status{peer ip="10.0.0.30"} 1

pfcp heartbeat latency ms

|— O00Gauge

— 000000000

H6&— [O0Opeer ip

L— O00Opfcp heartbeat latency ms{peer ip="10.0.0.30"} 15

jooo

0000

s1ll inbound errors total
— O00Counter

— OO0error type

— 0o

| | parse error

| |— validation error

| |— timeout

| L— other

L 000s1l inbound errors total{error type="timeout"} 12

s5s8 inbound errors total

— OO0Counter
— oooss/ss oo

sxa inbound errors total
— OO0Counter
— OooSxa OO

0oooooa



create session response cause
— O00Counter

— O00cause code

— OO003GPP 00000

— 00O

| |— cause code="0": [0

| — cause code="16": [O0000
| — cause code="25": 000
| L— cause code="49": 0000

Prometheus []]

il

# [J[] Prometheus

wget
https://github.com/prometheus/prometheus/releases/download/v2.45.0/pr
2.45.0.1linux-amd64.tar.gz

tar xzf prometheus-2.45.0.linux-amd64.tar.qgz

cd prometheus-2.45.0.linux-amd64

Hooo

prometheus.yml:



global:
scrape _interval: 15s
evaluation interval: 15s
external labels:
monitor: 'sgw-c-prod’

scrape configs:
- job _name: 'sgw-c'
static configs:
- targets: ['127.0.0.40:42068"']
labels:
instance: 'sgw-c-prod-01'

- job name: 'sgw-c-backup'
static configs:
- targets: ['127.0.0.41:42068"']
labels:
instance: 'sgw-c-prod-02'

alerting:
alertmanagers:
- static configs:
- targets: ['127.0.0.50:9093"']

[[] Prometheus

./prometheus --config.file=prometheus.yml \
--storage.tsdb.path=/var/lib/prometheus \
--web.console.libraries=consoles \
--web.console.templates=console templates

[[] Prometheus

http://localhost:9090



Grafana [|]]

il

# Docker(000O0O
docker run -d \
--name=grafana \
-p 3000:3000 \
-e GF_SECURITY ADMIN PASSWORD=admin \
grafana/grafana

NN

1. [ Grafana[]

2. 00 - 000
3. [J[] = Prometheus

4. URL[]

A NENEND

0o


http://localhost:3000/
http://prometheus:9090/

010

— O0Do0Gaugen
— DODO0Gaugen
— s11 po/ooooo
L— s5/58 [O0/00000

0 20

— sxa O0/00000

— s11 OO p950000
— s5/s8 00 p950000
L— Sxa 00 p950000

0 30

— S11 po/o00000
— s5/s8 O0/000000
— sSxa O0/000000
L— PFCP 0000CO

A NENEND

0o

010

— S11 poooooooo

— s5/s8 OOO0OOO00
— sGw-U Ooo0oooooon
L — OooonGaugen

0 20

— S11 pooooooo
— s5/s8 OO000000
— sxa 000O000OO
L — Ooooooo

0 30

— Ooooooooooo
— O0oooooooO
— Oooooooooo
L — Ooooooonoo



Jooooood

0o

010

— O00000Gauge + OO0
— O000ODGauge + OO0
|— PFCP OOOOOOOOO
L— [ APN 0000000

0 20

— OooooooooO
— O0oooooooO
— Oooooooooo

L — OOOOOOOODO0OO

Hooooon

0ooo0
teid registry count

0oooooa

rate(sll inbound messages total{message type="create session request'
[5m])

S11 (JO095th Oo000

histogram quantile(0.95,
rate(sll inbound duration seconds bucket[5m]))

0ooa



rate(sll inbound errors total[5m]) +
rate(s5s8 inbound errors total[5m]) +
rate(sxa inbound errors total[5m])

PFCP 0000

pfcp association status{peer ip=~"10.0.0.3[0-2]"}

Hodo
000000

sgw-c-alerts.yml:



groups:
- name: sgw-c-alerts
interval: 30s
rules:
# (00000
- alert: SGWCapacityHigh
expr: (teid registry count / 100000) > 0.8
for: 5m
annotations:
summary: "SGW 00000 80%"
description: "OOO{{ $value }} / 100000"

# (00000
- alert: S11PeerDown

expr: absent(sll inbound messages total) > 0
for: 2m
annotations:

summary: "“S11 JOOOO"

- alert: PGWPeerDown
expr: create session response cause{cause code="49"} > 100
for: 2m
annotations:
summary: "PGW-C QO0OOOO"

- alert: SGWUAssociationDown
expr: pfcp association status ==
for: 1m
annotations:
summary: "“SGW-U JgOO"
description: "OOOO{{ $labels.peer ip }}"

# 000000
- alert: SllLatencyHigh

expr: histogram quantile(0.95,
rate(sll inbound duration seconds bucket[5m])) > 1
for: 5m
annotations:
summary: "“S11 0000 1 O
description: "p95: {{ $value }}s"

- alert: S5S8LatencyHigh
expr: histogram quantile(0.95,



rate(s5s8 inbound duration seconds bucket[5m])) > 1
for: 5m
annotations:
summary: "S5/S8 00O 1 O"

# (0000
- alert: Sl1llErrorRate

expr: rate(sll inbound errors total[5m]) > 10
for: 3m
annotations:

summary: "“[0 S11 QJgoo"

description: "{{ $value }} errors/sec"

- alert: SessionEstablishmentFailure
expr: rate(create session response cause{cause code!="0"}

[5m]) > 20
for: 3m
annotations:

summary: “{00000000"
description: "{{ $value }} failures/sec"

[[] AlertManager

alertmanager.yml:



global:
resolve timeout: 5m

route:
receiver: 'sgw-alerts'
group by: ['alertname', 'instance']

group wait: 30s
group_interval: 5m
repeat interval: 12h

receivers:
- name: 'sgw-alerts'
webhook configs:
- url: 'http://slack-webhook-url'
email configs:
- to: 'noc@example.com'
from: 'sgw-alerts@example.com'
smarthost: 'smtp.example.com:587"'

Huooo

Slack [0

0 SGW 000

0o0oon
O000085,6000 / 100,000 (85%)
0002025-12-160 15:30:00 UTC

0oo00oooa

0o0oooa



0oo0lool S11 Oooooo

SGwW-C 511 [0 2 000000oooo
0oooao

- MME 000000

- 0000 SGW-C

- 511 (00000

000000000 S11 Qoo

Hond
00000

000 0000000 404

0o

# 000000000
curl -v http://127.0.0.40:42068/metrics

# 000000000000
tail -f /var/log/sgw c/sgw c.log | grep -i metric

# 1000
cat config/runtime.exs | grep metrics

0000

1. 00 SGW-C [
2. 000 1P/000000000

3. (0000000
4. J00000000OODOO



Jooooood

000 S11 000000 S5/58 0 Sxa [0
oo

1. 0000oooa
2. J000000000O0G
3. (0000000000

0000

* 00000000
* 000000
* 0000

NN

000 0o0000o0Oo0

0o

# (00000
ps aux | grep sgw Cc | grep -v grep | awk '{print $6}'

# 000000
watch -n 5 'ps aux | grep sgw c'

0000

1. (0000000
2. (0000000
3. (000000a
4. 000000



Hond
0000

* 00000 15-30 000000

* 000 15-30 000000

* (00 00000000

+ 00 0000000CO0oo0o0o0

Hooon

* 0000 DOODODOOCOOOOon
* 00000 - 00 - 00

* 000 000000000

* 000 000000

joad

» 00000 - 00 - 00

* 000 O0hOOoOooooooa

» (0000 0000 +20% 0000
* 00000 0000000

Q000 - OmniSGW [Jiiddd
[] Omnitouch [JJ]

00000 1.0 000Od 2025-12-10



S11

0 MME [J GTP-C [

OmniSGW []

[
1

© 0 N v s WwWwNH

il

Omnitouch [

S11 (J0 00 GTP-C v2[JGPRS (000 - 00000000 OmniSGW 000 MMEQOO0000C0000
000000 VE D000000000ODOOO0000OGOO

511 GTP-C
UDP 2123
- 55/58 GTP-C———
o
511 GTP-C

——
o

PGW-C

-55/58 GTP-U



jooo

* GTP-C v2 [ - 00000000

00 TEID (00 - 00000000000000
0000000 - 0000000 VE 0oa
00oo - o0 MME 000 MME 00000
0000 - 000000000

000000 - OR0000O0

Juo

GTP-C ] 2

000 GTP-C v2 (3GPP TS 29.274)
oo ubp

000 21230000

00000 0ood

000 0000/00

TEIDU00000O
000000000 TEID 0000000

[0 TEID - ] OmniSGW [0 MME 0000000
* 00 TEID - [] MME [J00 MME 0000000

doooo
MME - SGW: (000000 OmniSGW [0 TEID

SGW - MME: 0000000 MME OO0 TEID

Hooo

00 S11 OOog GTP-C v2 000



GTP-C [JO (12-16 [0)

— oo (3 0): 0x2 (GTP-C v2)
— oooo (1 o)

— TEID OO0 (1 0): 1 (TEID OO)
— OooD (8 0): Oo0o0o

— OooD (16 0): OO0OOOC

— TEID (32 0): DOOOOOO

— 000 (24 0): 0000/0000

L— oo (8 D): OO0 ©

0000 (oo)
— oooo (IE)

| HIED (8 D)
| 00 (16 O)

| — 0@

L— ... 00 IE



il
0000

# config/runtime.exs
config :sgw c,
s11l: %{

# S11 00000 IPv4 OO
local ipv4 address: "10.0.0.10",

# 00000 IPve [000O00OC
local ipv6 address: nil,

# 00000000
local port: 2123,

# 0000
message timeout ms: 5000,

# 0000
max retries: 3,
retry backoff ms: 1000
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# (000 MME 000 GTP-COOOO
iptables -A INPUT -p udp --dport 2123 -s <mme network>/24 -j
ACCEPT

# OO0 MME 00 GTP-C

iptables -A OUTPUT -p udp --dport 2123 -d <mme network>/24 -j
ACCEPT
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# 00 MME 00000
ip route add <mme network>/24 via <gateway ip> dev ethO
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# (000 MME 00000 GTP OO
# 00000000 “S11 Broker connected" [][]

# 00000 S11 (0
curl http://127.0.0.40:42068/metrics | grep teid registry count
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# 00 S11 00000
watch -n 1 'curl -s http://127.0.0.40:42068/metrics | grep
s11l inbound'

# (0000
#

s1ll inbound messages total{message type="create session request"}
1245

#

s1ll inbound messages total{message type="delete session request"}
1200

# s11 inbound messages total{message type="modify bearer request"}
3450
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# (0000000000000
curl -s http://127.0.0.40:42068/metrics | grep
modify bearer request total
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# 00 TEID OO0
curl -s http://127.0.0.40:42068/metrics | grep teid registry count
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# (0000000
curl -s http://127.0.0.40:42068/metrics | grep
s1l1l inbound duration seconds

# 0000
curl -s http://127.0.0.40:42068/metrics | grep active ue sessions

# 0000
curl -s http://127.0.0.40:42068/metrics | grep active bearers
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# config/runtime.exs
config :sgw c,
s5s58: %{
# S5/58 0000 IPv4 [0
local ipv4 address: "10.0.0.15",

# 00000 IPve OO
local ipv6 address: nil,

# 000000000
local port: 2123,

# PGW-C 000
pgw peers: [
%{
ip address: "10.0.0.20",
name: "pgw-c-primary"

-

{

o®

ip address: "10.0.0.21",
name: "pgw-c-secondary"
}
1,

# 1000
message timeout ms: 5000,

max_ retries: 3,
retry backoff ms: 1000
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# 0000 PGW-C [OO GTP-C

iptables -A INPUT -p udp --dport 2123 -s <pgw network>/24 -j
ACCEPT

# 00 PGW-C OO GTP-C

iptables -A OUTPUT -p udp --dport 2123 -d <pgw network>/24 -j
ACCEPT
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# 000 PeW-C 0000
ip route add <pgw network>/24 via <gateway ip> dev eth0
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# 00000 S5/S8 TEID
curl -s http://127.0.0.40:42068/metrics | grep s5s8 teid

# (00 S5/S8 (00

curl -s http://127.0.0.40:42068/metrics | grep
s5s8 inbound messages total
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# 00000000
curl -s http://127.0.0.40:42068/metrics | grep

create session request total

# 100000
curl -s http://127.0.0.40:42068/metrics | grep modify bearer

# 00000
curl -s http://127.0.0.40:42068/metrics | grep

s5s8 inbound errors total
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# 00 PGW 000000
curl -s http://127.0.0.40:42068/metrics | grep session by pgw peer
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# 100000
curl -s http://127.0.0.40:42068/metrics | grep

create session response cause

# 00 PGW 00O
curl -s http://127.0.0.40:42068/metrics | grep s5s8 peer status
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# 0000
curl -s http://127.0.0.40:42068/metrics | grep
s5s8 inbound duration seconds

# 0000
curl -s http://127.0.0.40:42068/metrics | grep s5s8 timeout total
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Install Forwarding Rules

Activate forwarding
Ready for traffic
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Session State:

— IMSI: Mobile subscriber identity
— GUTI: Temporary ID from MME

— Location:

| |— TAI: Current tracking area

| — ECI: Current cell

| L— Timezone: UE timezone

— PDN Connections: Array of PDN connection contexts
| — APN: Access Point Name

| |— TEID (S11): To MME

| |— TEID (S5/S8): To PGW-C

| |— Charging ID: From PGW-C

| | UE IP: From PGW-C

| |— PGW-C Address: S5/S8 peer

| L— Bearers: Default + Dedicated
| — EBI: Bearer ID

| — QCI: QoS class

| — ARP: Priority

| — GBR: Guaranteed rate

| L— MBR: Maximum rate

L— Charging: Charging ID, event log
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# 000000
curl -s http://10.0.0.40:42068/metrics | grep active ue sessions

# 00000
curl -s http://10.0.0.40:42068/metrics | grep active bearers

# [ APN OO
curl -s http://10.0.0.40:42068/metrics | grep sessions by apn

# (00000
curl -s http://10.0.0.40:42068/metrics | grep
s1ll inbound messages total
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# 100000
curl -s http://10.0.0.40:42068/metrics | \
grep -E "active ue sessions|active bearers" | \

awk '{print $NF}'
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# (00000
curl -s http://10.0.0.40:42068/metrics | \

grep "inbound duration seconds"

# (00000
curl -s http://10.0.0.40:42068/metrics | \

grep queue depth

# (00000
top -nl | head -1
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# 00 CDR OO
tail -f /var/log/sgw c/cdrs/*

# (00000
ls -la /var/log/sgw c/cdrs/

# 00000
chmod 755 /var/log/sgw c/cdrs/
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# config/runtime.exs
config :sgw c,
sxa: %{

# Sxa 00000 IP OO
local ip address: "10.0.0.20",

# 00000000
local port: 8805,

# 0000 SGW-U 000
peers: [
%{
ip address: "10.0.0.30",
node id: "sgw-u-1l.example.com"

I
%{

ip address: "10.0.0.31",

node id: "sgw-u-2.example.com"
}

]I

# (00000000
heartbeat interval s: 20,

# (000000000
session timeout ms: 5000,

# 0000000000
max retries: 3
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# 0000 SGW-U [0 PFCP

iptables -A INPUT -p udp --dport 8805 -s <sgwu network>/24 -j
ACCEPT

# 000 SGW-U [0 PFCP

iptables -A OUTPUT -p udp --dport 8805 -d <sgwu network>/24 -j
ACCEPT

0o

# (00 SGW-U (0000
ip route add <sgwu network>/24 via <gateway ip> dev eth@
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# ©8 PFCP OO
# 00000000 "0000oo" oo

# 0000 PFCP (O
curl http://127.0.0.40:42068/metrics | grep seid registry count
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0000 PRCP 000

# 100000
curl -s http://127.0.0.40:42068/metrics | grep pfcp _association

# 10000
# pfcp association status{peer ip="10.
# pfcp association status{peer ip="10.

.0.

0
0.0.

# Web UI - SGW-U [O00O0O
# (0000000 "0O0" 0oooooo
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0000 PRCP 000

# 000000
curl -s http://127.0.0.40:42068/metrics | grep seid registry count

# 0000 Sew-U 000
curl -s http://127.0.0.40:42068/metrics | grep seid by peer

# 000000/00
curl -s http://127.0.0.40:42068/metrics | grep usage octets rate
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# 0000 PECP (O
watch -n 1 'curl -s http://127.0.0.40:42068/metrics | grep sxa inbour

# (0000
#

sxa inbound messages total{message type="session establishment respor
5432
#

sxa_inbound messages total{message type="session modification respons
12100

# sxa inbound messages total{message type="session report request"} ¢
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# (0000000700
curl -s http://127.0.0.40:42068/metrics | grep
sxa session establishment

# (0 PDR 0000
curl -s http://127.0.0.40:42068/metrics | grep pdr installation

# (000
curl -s http://127.0.0.40:42068/metrics | grep sxa_ timeout total
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1. 0000000 ping <sgwu_ip>
2. J0000netstat -an | grep 8805
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# 1000
curl -s http://127.0.0.40:42068/metrics | grep seid registry count

# (0000000000
tail -f /var/log/sgw c/sgw c.log | grep "QOO00"
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000
# 000000

curl -s http://127.0.0.40:42068/metrics | grep
session report request total

# [0 CDR OO
tail -f /var/log/sgw c/cdrs/<timestamp>
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# 00000000
curl -s http://127.0.0.40:42068/metrics | grep

sxa inbound duration seconds

# 000000000
curl -s http://127.0.0.40:42068/metrics | grep seid by peer

# (1666
curl -s http://127.0.0.40:42068/metrics | grep pfcp queue depth
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