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GET /api/vl/devices

a i VI:



"data": [

{
"name": "SITE A BS1",
"address": "192.168.1.100:8080",
"registration status": "registered",
"session status": "active",
"bts status": "connected",
"vendor": "Nokia",
"agent type": "AirScale",
"software release": "BSC-2250.5.0",
"hardware version": "2.0",
"agent unique id": "airscale-001",
"manager vendor": "Nokia",
“manager release": "NE3S5-5.0",
"license required": false,
"retention hours": 720,
"last connected at": "2025-12-10T14:30:00Z",
"disconnected at": null,
“last _error_code": null,
"last error string": null,
"data": {
“pm points": 45320,
"pm last write": "2025-12-10T14:15:00Z",
"config points": 1200,
"config last write": "2025-12-10T14:30:00Z",
"alarm points": 15
}
"pm warning": null
}
1,
"meta": {
"total": 50,
"page": 1,

}

"per page": 25,
"total pages": 2

"status counts": {
“total": 50,
"connected": 45,
"waiting for pm": 2,
"pending": 1,
"registering": 0,



"disconnected": 2

Slemdl Juolas wle Jgmanll

GET /api/vl/devices/:id

aslaw VI

{
"device": {
"id": "nokia bs1",
"name": "SITE A BS1",
"vendor": "Nokia",
"address": "192.168.1.100",
"registration status": "registered",
"registration key": "base64 encoded key",
“session id": "nonuniquesession",
"session expiry": "2025-12-11T14:30:00Z",
"device info": {
“type": "AirScale",

"software release": "5.0.0",
"hardware version": "2.0",
"agent unique id": "airscale-001"
¥
}
}

Jsle=> Jazu



PUT /api/vl/devices/:id/register
Content-Type: application/json

"address": "192.168.1.100:8080",

"web username": "admin",

"web password": "password",

"webhook url": "http://manager.example.com:9076/webhook",
"private key path": "/etc/certs/private.key",
"public key path": "/etc/certs/public.key"

"result": "Success",

"registration key": "base64 encoded nonce",
"device id": "nokia bsl",

"message": "tlxiu jlexdl Jimws o5

Al 9o,

200 - x>l Jyzuwdl

400 - lgzll 8 Uas ol axllo e wlalso
409 - Jsall J=wo le=ll

500 - sl Uas

slez Jrzuui slall

DELETE /api/vl/devices/:id

aluw VI



"result": "Success",
"message": ";lexd| Jimws sled] o5,
"device id": "nokia bsl"

}

awud=dl 6,051

&u.l.l.?s.p

PUT /api/vl/devices/:id/sessions
Content-Type: application/json

{
"session id": "session unique identifier"
}
aluw VI
{
"result": "Success",
"session id": "session unique identifier",
"session timeout": 86400,
"expires at": "2025-12-11T14:30:00Z"
}
amd=dl 600:

o aclw 24 :apol Yl algoll
o algall slgil Jud ar> anulzll sl Collao
o aclw 20 JS olil oz

asalzll all> o sl

GET /api/vl/devices/:id/sessions



a i Vi:

{
"session": {
"active": true,
"session id": "session unique identifier",
"expires at": "2025-12-11T14:30:00Z",
“time remaining seconds": 82400,
"last activity": "2025-12-10T14:30:00Z"
}
}

ar> anudzll slas]
POST /api/vl/devices/:id/sessions/keep-alive

aluw VI

"result": "Success",
"new expiry": "2025-12-11T14:30:00Z"
}

esSill 6,15
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PUT /api/vl/devices/:id/config/upload
Content-Type: application/json

{
"filter": {
"uploadType": "configuration",
“objects": [
{
"sdn": "/BSC-1/BTS-23/*",
"depth": 100
}
I

"objectClass": ""

aluw VI

{

"result": "Success",
"configuration": {
“timestamp": "2025-12-10T14:30:00Z",
"device id": "nokia bsl",
"parameters": {
"/BSC-1/BTS-23": {
"BtsBasics": {
"BtsName": "CELL A",
"BtsType": "MACRO",
"EnvironmentalSpecifications": {
"TemperatureRange"”: "Industrial"
}
},
"CarrierAggregation": {
"CarrierAggregationCapability": true,
"MaxUECarriers": 5



SYLL 1| VY PV
Lhi> e 635ls a5 alac oo Jamailly simills Jsill £h,o] g Jlez ol oSl cilo g9
Bl Jusindl 3d NI HueSill adoliz Y1 asanddl.

PUT /api/ne3s/function/provision
Content-Type: application/json

{
"airscale name": "nokia bsl",
“config file": "/path/to/config.xml",
"take fallback": true,
"block local changes": false

}

a i VI:

{
"status": "success",
“operation": "provision",
"plan id": "plan 1741484400000000000",
"data": "<provisionResponse>...</provisionResponse>"

}

wlaleoll:



aolsoll eoudl
airscale_name alulw
config file alwdw
take_fallback ilaio

block local changes (uhio

slosVI:

P BT

true

false

ue sl
Caginall lezl aml

rsSil calo lwo XML
ol ol

[ R AT
Jazaill

adzall sl las
audasll slisl

e INVALID FILE - ,lus config file o350 jut calall ol 55590

¢ TRANSPORT ERROR - jlg=l go aSuidly JLas¥l (o8 alSiiuo
e SESSION ERROR - dawmd> sliu] 32 NE3S
o cllasl SOAP (lalaza)l wSlgil (gaxill slas] Jio) jlgzll oo

PUT /api/vl/devices/:id/config/set
Content-Type: application/json

{

"parameter path": "/BSC-1/BTS-23/BtsBasics/BtsName",

"value": "NEW CELL NAME",

"value type": "string"

}

asluau VI



"result": "Success",
"parameter": "/BSC-1/BTS-23/BtsBasics/BtsName",
"old value": "CELL A",
"new value": "NEW CELL NAME",

"applied at": "2025-12-10T14:30:45Z"

ass Loadl ,_,.-_91-." wlolso:

aol=oll

BtsName

MaxUEsServed

CellTXPower

EnableCarrierAgg

HandoverHysteresis

gl
Ll

PR

GAJUO
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u\.da.m

wesSill &l e Jguomll

JLULJI

"SITE_A Cell 1"

256

40 (Juand)

true

3 (cuw 99)

el
saclall daxo/adzll b 420

332) uadVl sl

Jlw Yl asllb s gimo

Jololl grozs o

GET /api/vl/devices/:id/config/history?limit=10&days=7



"history": [
{
"timestamp": "2025-12-10T14:30:45Z",
"change type": "parameter modified",

"parameter": "/BSC-1/BTS-23/BtsBasics/BtsName",
"old value": "CELL A",

"new value": "NEW CELL NAME",

"reason": "9 u eSS éuaxi”

Ll gl ual
sVl puulés e Jguasldl

syl slae wlly gloiwl:

PUT /api/vl/devices/:id/metrics/upload
Content-Type: application/json

{

"filter": {
"uploadType": "measurement",
"objects": [

{
"sdn": "*",
"depth": 100
}
]
¥
}

asluau VI



"result": "Success",

"metrics": {
"timestamp": "2025-12-10T14:30:00Z",
"measurement interval": 300,
"counters": [

{
"id": "M1C1l",
"name": "DL Cell Throughput",
"value": 125.4,
"unit": "Mbps",
"cell dn": "/BSC-1/BTS-23/Cell-1"

b

{
"id": "M1C2",
"name": "UL Cell Throughput",
"value": 89.2,
"unit": "Mbps",
“cell dn": "/BSC-1/BTS-23/Cell-1"

}

]
}
}

alouinidl wlgaiidl e Jgraadl

PUT /api/vl/devices/:id/alarms/upload
Content-Type: application/json

{
"filter": {
"uploadType": "active faults"
}
}



{

"result": "Success",
"alarms": [

{
"alarm id": "alb2c3d4",
"severity": "g,=",
"probable cause": "i>lio ut anlsJdl”,
"specific problem": "&aé )l oo 9 Jis",
"affected dn": "/BSC-1/BTS-23/Cell-1",
"event time": "2025-12-10T14:15:302",

"description”: "ad Ud| oo Ji9 cums a>lio ,ue 1 adx=JlI™

sledl Lzglgugs sle Jguaxll

PUT /api/vl/devices/:1id/topology/upload
Content-Type: application/json

{

"filter": {
"uploadType": "topology",
"objects": [

{
"sdn": "x*",
“depth": 100
}
]
}
¥

aluw VI



"result": "Success",
“topology": {
"device dn": "/BSC-1",
"managed elements": [
{
“name": "BTS-23",
"type": "BaseTransceiverStation",
“dn": "/BSC-1/BTS-23",
"cells": [
{
"name": "Cell-1",
"type": "EUtranCell",
“physical cell id": 100,
“frequency": 2110

Jslexdl ,Lusl

PUT /api/vl/devices/:id/ping

as VI
{
"result": "Success",
"device id": "nokia bsl",
"latency ms": 45,
"status": "reachable"
}

plaidl puulio e Jgmamll



GET /api/system-metrics

s> Al wolesall wlS wlibas] s PM, olilas] INfUXDB 5)lso elaxiwly «lez JSI
o,



"data": {
"batch writer": {

}

"queue depth": 120,
"queue max": 50000,
“flush _count": 8452,
"points written": 1250000,
"bytes written": 89000000

"pm spool”: {

“pending files": 3,

"files processed": 1420,

"files failed": O,

"points written": 980000,

"points filtered": 4200000,

"bytes read": 650000000,

"last file ms": 245,

"started at": "2025-12-10T08:00:00Z"

b
"influxdb stats": [
{
“name": "2045 Booker",
"total": 12500,
"last write": "2025-12-10T14:15:00Z2",
"performance metrics": 11000,
"configuration": 1200,
"alarms": 300
}
1,
"system": {

"memory_ total": 524288000,
"memory processes": 312000000,
"memory binary": 89000000,
"“memory ets": 45000000,
"process count": 1250,
“run_queue": 0

plaill asuo sle Jguanll



GET /api/vl/health/status

"status": "healthy",

"devices": {
"total": 50,
"registered": 48,
"active sessions": 45,
"unreachable": 2

b

"database": {
"influxdb": "connected"

}
"timestamp": "2025-12-10T14:30:00Z"

SasSill 6,5

Sl Ll giges

P9 palnis oy Nokia eNodeB (o JSuiw:



/SystemFunctions
— /BSC-1 (8ac lidl dbe o6 aSoid| 8a55)
L— /BTS-23 (apwlu¥!l JlwY! dbxo)
— BtsBasics (gdgadl .goidl .pwYl)
— /Cell-1
| }— CellCommonData
| |— CellAdvanced
| L— CarrierAggregation

L— /Cell-2
I_ L)

L— /Connectivity
— Siinterface
— X2Interface
L— NetworkConfiguration

axsliadl uoSill plgo

"parameter path": "/BSC-1/BTS-23/Cell-
1/CellCommonData/AdminState”,

"value": "UNLOCKED",

"value type": "enum"

}

diSooll ousll: LOCKED, UNLOCKED, SHUTTING DOWN

"parameter path": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower",

"value": "35",

"value type": "integer"

}

Gl ile xoizs) Jans 46-0 :3Uaill



ol apmoles> (5195

"parameter path": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/HandoverHysteresis",

Ilva'l-uell: II3II'

"value type": "integer"

}

Jasasd 8-0 12390l BUadl Jupus> 62> 6]l

orbsiodl Huossiwwall uad VI axdl Garni

{
"parameter path": "/BSC-1/BTS-23/MaxUEsServed",
"value": "256",
"value type": "integer"

}

Al Gle aniny 2>



amsLidl Josdl aum
Sle=dl JLsol i1 Josdl aaw



oz jlez 1l

el gl

Jlo:



#1., 5Le=xdl Jbo] sl |
curl -X POST http://localhost:4000/api/v1l/devices \
-H "Content-Type: application/json" \

-d '{
"id": "site a bsl",
“name": "SITE A BS1",
"vendor": "Nokia",

"address": "192.168.1.100:8080",
"credentials": {
"username": "admin",
“password": "password"
}
}

#2. 5lexdl o Jumuill
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/register \
-H "Content-Type: application/json" \
-d '{
"webhook url": "http://manager.example.com:9076/webhook"
}

# 3. awdxJl sy,
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/sessions \
-H "Content-Type: application/json" \
-d '{"session id": "session 001"}’

# 4., oSl de Jgaxdl
curl -X PUT

http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \

-d '{
"filter": {
"uploadType": "configuration",
“objects": [{"sdn": "*", "depth": 100}]
}

} 1



oSl cunw 12 Jonll

# 1., axdlJl daensll pMeiwl
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \
-d '{
"filter": {
"uploadType": "configuration",
"objects": [{"sdn": "/BSC-1/BTS-23/Cell-1", "depth": 10}]
}
}' | jg '.configuration.parameters["/BSC-1/BTS-23/Cell-1"]"

# 2. daolsoll Jyoss
curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/config/set \
-H "Content-Type: application/json" \
-d '{
"parameter path": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower",
"value": "38",
"value type": "integer"

} 1

curl -X PUT

http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \

-d '{
"filter": {
"uploadType": "configuration",
"objects": [{"sdn": "/BSC-1/BTS-23/Cell-1/CellAdvanced",
"depth": 5}]
}

}' | jqg '.configuration.parameters["/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower"]"



# (uwu C.')S.o_i) 6 osiwo | cu_9|)_°_|| il
#!/bin/bash

DEVICE="site a bsl"
INTERVAL=300 # 5 & L5

while true; do
# g Lot oo
METRICS=$(curl -s -X PUT
http://localhost:4000/api/vl/devices/$DEVICE/metrics/upload \
-H "Content-Type: application/json" \

-d '{
"filter": {
"uploadType": "measurement",
"objects": [{"sdn": "*", "depth": 100}]
}
)

# aws | o Liadl gl sawl
DL=$(echo $METRICS | jq '.metrics.counters[] |
select(.id=="M1C1") | .value')

CELLS=$(echo $METRICS | jq '.metrics.counters | length')

echo "$(date): DL=$DL Mbps, Cells=$CELLS"

# olgnisidl o gaxil
ALARMS=$(curl -s -X PUT

http://localhost:4000/api/vl1/devices/$DEVICE/alarms/upload \
-H "Content-Type: application/json" \
-d '{
"filter": {
"uploadType": "active faults"

¥
}'" | jg '.alarms | length')

if [ "$ALARMS" -gt O ]; then
echo ", 3= : $ALARMS dhis o lgaais"
fi



sleep $INTERVAL

done

sUos VIl axlleo

al> 90, HTTP

o]l

200

201

400
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404
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o]l
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sliw)| i
dlo it il
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,o)L'>J| u\s i_la_>

tlio s

Jl.JI
oSl gzl @i
BIFEY Y ICIVPY
JSON axllo it wlalso s
cliio APl Wl ,ué/ssiin
29750 i jlgAll
J=ally Jzuso el
bl 8265 Jlasl (9 Juiad



{
"error": {
“code": "DEVICE NOT FOUND",
"message": " lg=xd| 'site a bsl' 59390 ",
"details": {
"device id": "site a bsl",
“timestamp": "2025-12-10T14:30:00Z"
}
}
}
assLindl sUas VI
Jzuno jut lell
{
"error": {
“code": "NOT REGISTERED",
"message": "oldesdl Ju5 jlexd| i wx
“solution": " Jws | PUT /api/devices/:id/register ?37"
}
}

"error": {
"code": "SESSION EXPIRED",
"message": " lexd| awls ausNo wegis |V,
"solution": " Jws | PUT /api/devices/:id/sessions awl> sa.J

}

anllo jut roSill dalns:



"error": {
"code": "INVALID PARAMETER",
"message": "glud!l L b dndleoll doud",
"details": {
"parameter": "/BSC-1/BTS-23/Cell-
1/CellAdvanced/CellTXPower",
"value": "99",
"valid range": "0-46 Joiiwso"
}
}
}



o lisadaid] axo p ag=lg aliol

Jroc JUe Python

import requests
import json

class RanMonitorClient:
def init (self, base url="http://localhost:4000/api/v1"):
self.base url = base url
self.session = requests.Session()

def register device(self, device id, address, username,
password) :

"""_H_)?_)‘Le_? I Lnn
url = f"{self.base url}/devices/{device id}/register"
payload = {

"address": address,

"web username": username,

"web password": password,

"webhook url": "http://manager:9076/webhook"
}
response = self.session.put(url, json=payload)
return response.json()

def get config(self, device id, sdn="*", depth=100):

IIIIII—)_l ; Il QJSS_J &l_?_)_i_‘”l““”
url = f"{self.base url}/devices/{device id}/config/upload"

payload = {
"filter": {
"uploadType": "configuration",

"objects": [{"sdn": sdn, "depth": depth}]

}
response = self.session.put(url, json=payload)
return response.json()

def set config(self, device id, parameter path, value,
value type="string"):
mnn II().{ S l I .- | wm mnn
url = f"{self.base url}/devices/{device id}/config/set"
payload = {



"parameter path": parameter path,

"value": value,

"value type": value type
}
response = self.session.put(url, json=payload)
return response.json()

def get metrics(self, device id):
" oY s i g Lol
urt = f*"
{self.base url}/devices/{device id}/metrics/upload"
payload = {
"filter": {
"uploadType": "measurement",
"objects": [{"sdn": "*", "depth": 100}]

}
response = self.session.put(url, json=payload)
return response.json()

# plzxiwll Jlo
client = RanMonitorClient()

# il Lz

result = client.register device(
device id="site a bsl",
address="192.168.1.100:8080",
username="admin",
password="password"

)

print(f"Lzwidl: {result}")

# oSl e Jgaxdl
config = client.get config("site a bsl1l")
print(f" . ¢SiJl: {json.dumps(config, indent=2)}")

# dolzra)l cuax

update = client.set config(
"site a bsl",
"/BSC-1/BTS-23/Cell-1/CellAdvanced/CellTXPower",
"38",
"integer"



)
print(f"c,oaxidl: {update}")

aliol cURL

slexdl Jasu:

curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/register \
-H "Content-Type: application/json" \

-d '{
"address": "192.168.1.100:8080",
"web username": "admin",
"web password": "password",

"webhook url": "http://manager:9076/webhook"
} 1

Sledl alls e Jguanll:

curl -X GET http://localhost:4000/api/v1l/devices/site a bsl

curl -X PUT
http://localhost:4000/api/vl/devices/site a bsl/config/upload \
-H "Content-Type: application/json" \
-d '{
"filter": {
"uploadType": "configuration",
"objects": [{"sdn": "/BSC-1/*", "depth": 50}]
}
¥ oloijg



oSl i ,l Jud>

< lugSil u, Wl guiills JVI ,laaYl AirScale

aole 6 1o

sl

2655 wlils graz Lol poisg Elali gy ousSill camis,l pllai AirScale .amwlw)l

9 Sl wllaa) (i o Yau INFIUXDB, wlaleS wlyeSill s> aiy XML (e a5 )50
Sl wlust) JolS 84835 Jzw 4994 Lo (ool

PRI | ISR PN |

Sl i ais laad s3> wllus) sbin] pby - sladid] lus VI
(cpsSill LB) aclv JS cpusSill wliusi oo Gimiy - aclw JS gMaim VI

cliawd] @ luol] alalxio cadeall wl el CaiSs axS> aijlio - arsidl couinS
(I51300] 690~ Lle laslx) slgz JSI cublrue 100 uadl 3> - pazdl 292>
oSl whhlae] 8,y (Jroxi ipavai - casg ag=ly

Su99 ey wlalall (e w5 i - gayaw Jgeo9

Juozi pac INFlUXDB - ayio | Juwdud] wlly 82208 (9 @50 wlyeSill sws o)
p2ll 3> ] Jssosll ais danaall wllao)l B3> ai - osilali caalass

e MoVl Jgo>

adaxo JS o (oSl gMaiwl oi AirScale asuwe:

(iol,isl) aclw 1 JS 16 puall
Budaill £ 2ic )l e 1gMaianl Jol

Srladl 1ol o seizall O)liy I paanidl COxaS
oVl 8 0ll b ol o mis o 135] laas laaxll iy 2 opajoradl



el wlalo pla e wlugSil i o RAN Monitor:

priv/airscale configs/
L— <airscale-name>/
— current.xml # oosl

O 855
— ONS-Lab-Airscale config 20251230 143522.xml  # 4o w0l
sluw 2:35 aclwdl . uawy > 30
— ONS-Lab-Airscale config 20251229 120000.xml  # lao)|
&= L
— ONS-Lab-Airscale config 20251228 093045.xml  # ead| el
— ... # ol eyl
aw b lxao 100 o> > dbgaxe

ool oawl ganmist <AirScaleName> config YYYYMMDD HHMMSS.xml

cloawl gl oiy sl asous AirScale (lehoxig sadiw wlo puin doldl oY Jliwl
B jusuo d)?i 1)

alJlm}” 6J|.)!

o S5 tlio :eas VI ,lauwsYI current. xml

o STl ks @5 i el 85550 Slale tasme Wl Ll

e 100 pxxll 3> Il Joosll ais 028V @l Wi pby tileli calais

o ugll dgzlg e B33%0 wljloo] V3> 1S9 audauis (sliwl current.xml)

o Lol bgaxall i plaziwdl px=xdl e L5lall s giny t el aslos

o wlalodl cilS 15] Jslg i uo wlalall cilS 15] whlauodl o 2ol 10 e lolais]
& S



.;,{ . ...II iL!lJI;’
PR | N PR 'Y | [T | e

226 o Vo pzadl cle La5Ls 155> plladl pasisy (oo sill 3930l st elaxiw| ¢ @ ol

ol

(oSl L18) 5le> JSI cullruo 100 :pzmall (uasVI axll

ozl 35 ol aie e28Y] o)l B3> piy tosilils canlais

AR VEC VIO BV Y E PYCIDN VI SIS LPPUR T PU VT | ROWY TV

o blasYl ey faremedl wlalodl current.xml Gl JsYI (e x>ly lus)s
wlaladl uilS 5] xjodl lgio JSI culishsS 145 oz 15la0] 690~ _ Lasiz, 10,0
ol

02> eSS lus| laes aic:

1. S eSS o - 2uazdl Slauo Yl Lo
<AirScale> config YYYYMMDD HHMMSS.xml

2. ¢ piy - Bl cuass current.xml 655 opL

3. 8 xanl]l wlalal grax S| oz gox plad] pgs) - paadl s

4. iz pa8Y ool Wi> el wcublre 100 < ggazall OIS 15] - puaéd]l canlais
=l e pay

5. 6 0ll aobwodl go W3R Jimuws i - lolinidl Jasuas



o gi gslinan

ey UoluS 145 pzzy 151aw] 655) deozime oy b luo 95 tagJo¥l ad
(Lgio JSI

— ONS-Lab-Airscale config 20240101 100000.xml <- 145) ea8Yl
(e L olus

— ONS-Lab-Airscale config 20240102 100000.xml (145 oy L ¢l.S)

F— ... (653 s 51 151])
L— ONS-Lab-Airscale config 20251230 100000.xml <- 145) &a>Vl

(e LolyS

(co L oluS 145) 10:00:00 31-12-2025 Lo 523> o250 LS| e

o|§|_).7=y|:

1. La>: ONS-Lab-Airscale config 20251231 100000.xml (145 oy L ¢luS)
2. Y) eu Llxus 95.14 = i LgluS 145 + oo L lus 95 10V LS axxd |
(cu b bl 100 o5 exs Jl o

3. sxxlJ &>l Y

4. dooxime o b lauo 95.14 . 15100] 656 o Leidl

500 oY1 wloll .65u3> ol e a5 Lol o) e gusSs susis :LE>Y
(cu b oS

olel =2Y1:
1. La>: ONS-Lab-Airscale config 20251231 150000.xml (500 <y L ¢l.S)

2. 95.64 = e LgluS 500 + co L Lo 95.14 1091 AUl x|
(ool e Jlu V) oo 166 s

3. waxld &L Y

4. aosxime oo U laus 95.64 151 3] 657 i Leidl

saodl o olad Yl 1Yl ol sl g syl axy

(151 20| 685) cu L laus 99.8 :adlxdl ad Ll

eu Ul S 200 :xgaxd] oy oSl

1. xnoxdl Syl has

2. (axJl Jslxiy) o b lxue 100 :gsazall osSiw

3. cu b luo 100 > ggamell puay wiz pa8Y] ol ) lany]l wi>



4. oo Lglus 435 x5 o ol jloe] 3 vis " tedd]l s o5
5. dooime o b lus 99.6 15100 682 : o Ll

o3l eliless
Sl i)l i

o abdl axS cublrue 100 5 29320 jlgz JS 129230 (i

© alg Y b Wl sai o) pusill toblas V

o sox Jmad azlb Y gl el

o 5 uS)l wlyeSill Jslg 16 mall wliyeSill wlhlauoYl po xjell 10 e il
o b asly Llaol J8YI (e blaisYl ai tglie sl

o adl assl e

6 29| grozn) izl plaziwl o i

# paziwed | oy sxadl J ez
du -sh priv/airscale configs/
# 215 1JUoM (Leio JSJ o U Liuo 70 bwgios 6je>1 3 —J)

# Sler JSU gl

du -sh priv/airscale configs/*/

# Jlo:

# 95M priv/airscale configs/ons-lab-airscale/
# 68M priv/airscale configs/sector-1/

# 52M priv/airscale configs/sector-2/

# ol go b slez ol 05 15 lao siss

find priv/airscale configs -maxdepth 1 -type d -exec du -sm {} \;
| awk '$1 > 90 {print $2 " is at " $1 "MB (approaching 100MB
limit)"}'



] Jail teasgll ag=lg Nokia = (uoSill ol

Lo, JI: https://<ran-monitor-ip>:9443/nokia/config-archive

drio I glaladl go ol laoYl g b Joaz s26lill dazo samo sglas pyoSil Cosiio )l dg>ls
il eloglrog wolilall plz>ls.

ag>lgll (e aole b 1o
sy plusl GV Lo oS OQ Cavin,l anio sz

1. sxclall alomo 300

o 5507 prozr el - aSuidl Lo e AirScale alzusoll
o lgio JSJ aij3oll oSl whlao] 308 - wllawe Yl sas
o aisSi b e Slez wle Ll - ,LasVI



2. Ll 2, Jgoa>

wiosdl mladl  oSil Lai> a5 wie (UTC)

loll aawl oYl cale awl (Jier config 20251230 143522.xml)
azll cublrall o culislSIl caloll pz>

Soxll ("oll 3 30" " ouiclw 3io" Jio) ool slis] e i dio
wlsl,>V1 3> ol Jromi 15l

(wio ] )l cuns B505) Vol wosVl i)l el 10l
cilo 33> Say ¥ 1l ueSill current.xml (olol £l,2])
3. ool wlegles

elai aaxls a>gl:

* & jxoll ueSil wllas] sas - wllae Yl (el
o ollaodl pan gosoll pxll - pzadl Jlos]
o ool e lalall plss gdgo - opuiidl o

as; Lindl o ldoxll

ai)lioll ol Llblim Yl muill ol a2zl ol 3330 1655 lao] £l iwl i go_padl



lglasll:

L. el o)l azmino o] Jal

2. agllas]l saclall alaxo Lisl

3. Jeazll 8 02 sl Lol e

4. Jrox 5 e il

5. Gl waloll Jioxi piy: <AirScaleName> config YYYYMMDD HHMMSS.xml
(Uxell Calall pwl go §ullaiy)

+ aloio it asboli| g el

o ol glokall ou wlisSdl & lia
* Bl 52 Bome 0 Wl ez Ll
o ol ygrmn oSl sl Juls

aoséll ol )l )Vl i

o2l QO luo i) dopill GusSil wllae] alj] 1ge sl
wlglasll:

oSl Caio )| axio ] Jawl

saclall aaxo izl

a93> sl dl Yl e e

diiio 839l (x9 o3l 2SI

ol ISuiw Llao¥l all] e

o U A W N H

aold wla>Mo:

o Li> Sy Y current.xml ((omo azYl | lao)l)
o ais gzbll oSy Vg 599 Sl
o Slalil cadaidl whblag] (e sgaudl sl g, Y



LSl a,léo
85l o o] Hu i Lo 2o i ye_yall
asgaadl aijylaoll:

2. &,lio 8151 paziwl XML (Jio: xmldiff. Beyond Compare. WinMerge)
3. il aga) W5l el

# o ouoloYl W Jiaxs

wget https://<server>:9443/download/config/ONS-Lab-Airscale/ONS-
Lab-Airscale config 20251230 143522.xml

wget https://<server>:9443/download/config/ONS-Lab-Airscale/ONS-
Lab-Airscale config 20251229 120000.xml

# eloxawl o, L diff

diff ONS-Lab-Airscale config 20251229 120000.xml ONS-Lab-
Airscale config 20251230 143522.xml

# ozl ol xmUdiff whil obyse ole Jomxl]

xmldiff ONS-Lab-Airscale config 20251229 120000.xml ONS-Lab-
Airscale config 20251230 143522.xml

32933l Jmaw (05 gasizill

95l s i oio 2330 ] &zl 1ga Linaaall
lglasl:

1. eS| ool qusl
2. 5 ,iliall 825 lall alazo yis|
3. wlluol aiojll glslall ezl



4. aball ol wlluo)l Jyomis o8
5. aado)l ol aomid o,
6. < laYl ol <oV JSLivay lglasl

Jlo:

ol ylael] wie Jsaz:

- ONS-Lab-Airscale config 20251230 143522.xml (143 o UL ¢l4S) -
&Y |

- ONS-Lab-Airscale config 20251228 091045.xml (142 <, L ¢LS) - 3o

O+0 9~

- ONS-Lab-Airscale config 20251225 180000.xml (142 < L ¢luS) - 3o
Ll 5

©° Y

Jud=iJl:

- oo 30 9 o LglyS 143 (J| oo LigluS 142 o ol axxdl
- ad o] o b a9 420 jemuo 30 L i e 28 o, L8

- ol Iyl 6oL o $9leis olindeidl w IS 15] loo gaxs

oSl e ezl
bl oYl 8lsiwl Gl as bl vJSLice 8 s> (ST pui canmi gy Licasll
lolazll:

Bzl eS| xam

- osSil canil o oYl s Jioms

()] agzls) ousSil 8,15] axaw J] Jau Yl

calasll G920 pMiwl = alijis @i s3I usSUl Jyos

szl o el = dlasll o Gaxill

- adasll diraiy 08 gzl adas o 1)

s Sl adl o

- AW eMaiwYl sy capin V1 (08 uall 0isSHl jsels o si

0 N o U b W N B

oVl o sasull aoils:

o v ruxall gludl oYl Juoxi oi



o v wldosll 44,9 go Gl
o v &luall 8390 JW> agall

o v saxill 8 ml> asl ol wlgol

uul.uu:yl oS 6,
wwlball el "udd (ueSS" Lle bblaxl geyLianadl
adu)lu JJASi:

owbw¥l 5155 o Szl L]
w2z 0 jlez Lo adpla;
S eMaiwY! sz oSl Canin,l o alioxi

<
600> 6)'.@_?| ).AA.UJ as | xziwl

o A W H

90 JSuin pwlwVl cuamig a2zl o

anitdl Juo Lol

sl @S ano o=

S Loyl cuind &5 Ssine dilie plaill easiw;

exdaill addoc:

1. aledly aladl o sliawl olluall &)
2. ool o sliapl wlobwall lazio XML
3. a5l sl o lluall gk

4. gdosll wlill sgizall o
xlgall:

o oaaz ool ol Wl 6985 Y uwidd] @l
o ollaol $lxv olugSil (s adnall el sl Laas



* sSivo $d whuw &b u9es

Jloe:

<parameter>
<name>cellId</name>
<value>l</value>

</parameter>

<parameter><name>cellld</name><value>l</value></parameter>

o) JSJ cubolS 145~ 1 azsgaidl (ueSill o (wlusSi (] I3liuwl AirScale adsall)

. wwad VI 2l
6)'.3.?3”
ez JSI ol
10 100 cublus
50 100 cublxwo
100 100 eylblxo
500 100 eublxwo

1000 100 cublxuo

o (oesSill L) cuyllue 100 il JSI Gujsnill uad VI 2l

lgx loaizodl ol lue VI
(cubgls 145 yic)

~690

~690

~690

~690

~690

wwad VY a=dl
IS il

1 eublres
5 cublz
10 eublx=
50 cublx=

100 cublu>

o (lgio JSJ culslS 145) 690~ :lgs laginall arzsg0ill ol lxaYl



o Juio goi H3ul ugSil jusis o) 3] (laas current.xml culislS 145 azxy)
* cublzw 100 1> sis godl adeiy 1) 8o JSuins oSl jusi 15]
o 5 uSIl wlyeSill Jslg i6 mall wliyeSill whlauoYl o 3o lading 1 iaaSs

axlalidl a ol

axll 5> Wl Jsosll 2ic amnill ollaodl B3> o
Sox Joal > Y

Slez JS) a5 sl planiul 2 p
JaV1 Lle asly luol Gl blasYl an

lblaio> VI awbuw

amol a9Vl whlre Yl

o Slez JSU pzill caulilase 100 (uaddl axll

o sl oz aie Blab eVl wllaus)l s>

e J & blasYl o current.xml (cadaid! o (waxo)
o YOO> o] laas ld iy b0 JS 9 caraiil] oy
o ool go 8V e s>ly calas Gl blasYl o

LleisVl Gamas:

62>9 9 il > (eSS oy ConfigStorage:

# 9 lib/ran_monitor/nokia/airscale/config _storage.ex
# @lal IUJ_cig\é 62>9] | dow
@max_storage bytes 100 * 1024 * 1024 # 100 _wol 9| o U o

# elize 2> J| ks

@max storage bytes 50 * 1024 * 1024  # 50 345~ _ Laixy) w b o
(151 0]

@max_storage bytes 200 * 1024 * 1024 # 200 — Laixy) o U lxo
(15120] 1380~

# ol 0¥ 13a wibis)]l aayby posiws
def cleanup old versions(airscale name, max size bytes \
@max storage bytes)



ozl ael sl o

mix compile

# Jais acl RAN Monitor ol ueill guihil

(4wl llo 3,600,000) acliw 1 tamiolusVl o uall

eMoiuw V1 6,i9 juasil:

Jxe lib/ran monitor/nokia/airscale/manager.ex:

defp schedule get airscale config do
# (s U s 3,600,000) aclw 1 JS o oS crw
Process.send after(self(), :get airscale config, 3 600 000)
end

amsLiall ol zell:

* 30 000 800 1 :aa.d>

* 1 (ol u9l) 000 600 3 :aclw
e 2 000 200 7 :aclw

* 4 000 400 14 :olelw

* 24 000 400 86 :aclw

L ¢y ez il ael sl 22, RAN Monitor.

oSl ellaal el eas

ooleVl:

° ul)lwl OII Y g” _)l . . I .



* Hoxall Glegxl) £, Jgoz jglai
aloizoll wLauVI:

1. Joumo jat lexdl

o saclill wlaxo daxbio (yo oz
o Jrme" all> gl lgzll Ol oo ST
o Jmill slasi e Gxy gulaill oMauw ezl

© JLP-” J-UOLQJUQJ_QU_O T

0wzl a0l glslall g2l
3. s acMoiwl pis o) oSl

o aclw JS eMaiwdl IVl 6,921 lail

o Gox gMaiwY! Jixaiy pb ol:
Kernel.send(Process.whereis(RanMonitor.Nokia.Airscale.
Manager), :get airscale config)

4. u.-):u."_)l.uu JSLiso

o Ju> 979 o Gax priv/airscale configs/
o ol go sax RAN Monitor &SIl e lgsl aza)
o wliloll plai slasl e Gy gulaill wMauw g2l

404 Uo> s Jaomu
ool VI

* 9750 b oSl calo” sglay Jrexi Gl il aic”
o 404 o> paaioll gl

aloizoll wlLauVI:

1. aladl Jl.nu.o a.-l.lcu P



o (awoldl oV Jlwiwl 1800 1) Yol slow] uglai piy
o 9 l=all JJMI| ol o §ax priv/airscale configs/

2. alaodl i3> o
o wlalall plas o Lo caloll B3> 05 15| loo i
o andlall cusnid oroSll coniny] anias o
3. wligsVl JSlino
o oSl wlalo 85,8 LgiSay o)l pols ddas Ol o sam
© L)"\BX‘-” Judo e wlalal oljs_')i 00 G
J=dl:

# Ldodl 5929 o Gaxi
ls -la priv/airscale configs/

# @loldl 5929 o Gaxs
ls -la priv/airscale configs/<device-name>/

# 50900 05) 15] <UL g3Vl ol

chmod 755 priv/airscale configs/
chmod 644 priv/airscale configs/*/*.xml

298l Canazi pas
weleVl:

* a9 x> current.xml. sxo> wllas] a9 Vg

o whusill s iz 1 aie o))l sae iy
aloizoll s._Jl.q.uU:)”:
1. guaSll jusis ol

o sgixall juiaic lnsg wl)los| pladl &y
° iz ylow] sliv] pin pd asio e oueSidl roNmll g2l

2. Joxs V gWMaiaw VI



o eMhaiwIl Llw, ¢ bxy gubidl Mz o Gixi
o Jo.m)_,.).o“ duloc Oi oo Ga
o oSl gloiml clil slas¥l o saxs

3. 152 o lo jusill CBuias

o (pposaill cunz) sbiagl lbwally slei il wlnsdl Jalx px
o i 38 wlalrall alrall aysll Ol o séx

# o oSl gMbiwy Mauwd| o giaxs
grep "process_configuration" <log-file>

# Lox eSSl caw Juzmai, pd

# 62>9 9 IEX:
Kernel.send(Process.whereis(RanMonitor.Nokia.Airscale.Manager),
:get airscale config)

<l loodl Jiasl

aoloiioll adoluisVI paidl
iz, olusSl o az, s ablisl fuws sbis] tasegill

VI blis VI gl (e s g e Jlio:



#!/bin/bash

# backup-configs.sh - oo ]l Il oo eSid) ool bLasYl @uidl
wzo Ll

BACKUP_ DIR="/backup/ran-monitor/configs"

CONFIG DIR="priv/airscale configs"

DATE=$(date +%Y%m%d)

# tso wbluol aw Judo slis|
mkdir -p "$BACKUP DIR/$DATE"

# ol sSill gror gus
rsync -av "$CONFIG DIR/" "$BACKUP DIR/$DATE/"

# Loy 30 5L blaisYl
find "$BACKUP DIR" -type d -mtime +30 -exec rm -rf {} +

echo ",b Loyl @wwidl JoaiS|: $BACKUP DIR/$DATE"
elaxiawl alga> cron:

0 2 * * x /path/to/backup-configs.sh

o5SUl Lt w3453 tanyloe Juasl
a>_isoll aslosll:

1. comdl &5 cousSil e @l o] Jud
2. wlueSil wiln s Jow calo el
3. $9lgoll il il Slexdl i Wl prosas



# config changes.log

2025-12-30 14:35:22 - ONS-Lab-Airscale

S U9> :c"do.w|3_g H_uc_d |p_':'

1 glhs]l 9 adbesdl puwxad adsdl a5l 60l feundl
i o5 loledsed| txPower 40 odBm 43 J|dBm

oxs i | e

14:40:00 30-12-2025 :Juisasid| o5

9d T gi iboYo o pd adbesi]| cdwxs ramaail|

2025-12-28 09:10:45 - ONS-Lab-Airscale

Wa> gdgo i sy buglxad | LMl a4 B oo fewwdl
12 .11 .10 6,9zl LMdl a9 o] cos o lodsoll
09:15:00 28-12-2025 :lisaid| o5

90 Sk ol plaxiwl @dl o tasegill

# orsSidl i)Y W lazyl |

du -sh priv/airscale configs/

# 5l JS

du -sh priv/airscale configs/*/

# 5lgz S ol oyl sac
find priv/airscale configs/ -name "*.xml" | \
sed 's|/[~/1*\.xml|]|"' | uniq -c

ul.g.u.u." .)h.f-!:

* (cublrs 500 . Jio) xxll (laz Yl pxll sl 15] apis
o sole e oo as jlg> 53’ ol 5] auis
o asilze %10 o U8l Loall a>bue wilS 5] apis



eeSill 6,] go JolSil

oSl 6, axbio go iz | iz pusSil coni Ji ol Jas,:

Josdl o JolS
PN EN | BSVPS ¢ | B FPEFH

o oo Jgaxnll osSill cawin )l paziwl current.xml
o (susd o o] $381) Sl 6,05] (58 " sz L5 eaziawl ol

Janall uoSill Juasu:

o onoSil 6,1] axiuo parxiwl
o W eMbiwYl xxs cawio V1 8 uazdl oYl el

ezl adoc:

o oYl o Gludl SlaoYl Jiom
o oSl 8,0 e droxs
o Juzai = §8x Jos)l uw gl



oLl g9

AirScale sacls alame RAN Monitor gl g g gl agzls
atlus J§ s fWbniawl
il s
EML et
curment.xml go aiylis
alt [cesBill maws o]
config_YYYYMMDD _HHMMS5.xml £ laae
D)
—
current.xml i
—
.'_,_r"l
(10 2 Joiirl) aaniill col ol o
_
'_,_F’J
olilazyl slie esl
Lasio st oefill]
[wiz las] ¥) bewll laws
D
eyl aaily s
duia I palghall po vl lico¥] par o,
............................................... h
AirScale sacls alame RAN Monitor el s wagll agzls

< Jos09ll API

lysSIl Jyw Ll oSay sl agzly e bl JSuin uoSil camio,l Wl Jawosll pi Laiy
wldl jue HTTP 6 juils.

Jrezill asles lolas

PN EN | VPS¢ | |



curl -k "https://<server>:9443/download/config/<airscale-
name>/current.xml" \
-0 current _config.xml

J2>o Jl.x..o!:

curl -k "https://<server>:9443/download/config/<airscale-
name>/0NS-Lab-Airscale config 20251230 143522.xml" \
-0 ONS-Lab-Airscale config 20251230 143522.xml

ol illai, ol wzy talas e AirScale .o uso U ol) Gisas)l JJs| el go Loyl )l (9
(aoll oW aliw oo i

2ol Jguooll

wlluaYl acils (6a>9 (yo IEX):



# lexd ol oyl gao> de Jgaxdl
RanMonitor.Nokia.Airscale.ConfigStorage.list config versions("ONS-
Lab-Airscale")

# Il eSS soize e Jgaxd |

{:0k, xml} =
RanMonitor.Nokia.Airscale.ConfigStorage.get current config("ONS-
Lab-Airscale")

# ol )oYl sae o Gaxs
RanMonitor.Nokia.Airscale.ConfigStorage.count versions("ONS-Lab-

Airscale")
# 655 :g>

# ol wed Yl axdl slae] e Joand |

RanMonitor.Nokia.Airscale.ConfigStorage.max storage bytes()
# (uul_dL- LAJLI[J.LO 100) 104857600 =)

# oxadd JBJ plasawyl e Joaxd |
RanMonitor.Nokia.Airscale.ConfigStorage.get storage usage("ONS-
Lab-Airscale")

# (co L) 99614055 :g>

# aglieaidl oy ]l Bl La>| e Jgaxd |
RanMonitor.Nokia.Airscale.ConfigStorage.get storage stats("ONS-
Lab-Airscale")

# &> %{version count: 655, total size bytes: 99614055, ...}

# (o b lxo 50 cxi blais¥Il) 9oy wilis
RanMonitor.Nokia.Airscale.ConfigStorage.cleanup old versions("ONS-
Lab-Airscale", 50 * 1024 * 1024)

# &> {:0k, 345, 50000000} - 50 o = 5 (I512e] 345 Gi> o5

e b buso

# (o b o 100) ol iVl ploiwl wulais
RanMonitor.Nokia.Airscale.ConfigStorage.cleanup old versions("ONS-

Lab-Airscale")
# ez {:0k, 0, 0} - =dl e g 13| wibis] &> Y



Loul Lol

Szl azgll JolS &> 50 -

. - a2 bll alaxo Hlac|
asosdll 5,151 plgo -

UJ‘).ZJJI 6)'.)! -



622 wlomo ol ugSill wl i g95> Nokia AirScale ,.c RAN Monitor

J oS RAN Monitor sxcls wlaxe J| oSl wl i gd> Nokia AirScale plaxiwl

JsSgign NE3S Bulk Operations. calaS ueSil e sl aiy SCF (g8goll 1655 alo)
Guwiis XML RAML 2.1. e wlslas W o dadas gdoll gy BTS: ((alaxdl dings) Jujus

oty (e gulas) Jamaidly (sUasY] o saxill) gaxidl RAN Monitor gia>
Elal oMl wlglaxll.

eS| 295 058y Ol Say SCF Ll a2 55 JS Gle seizy JolS BTS, (sij> casami ol

o @@ o)l el Lo a izl Gl s s x5 il 8333l wlalzall laid C9xgiay
J a0 st Jusin sole] Jumii caizig ol3las Jblg & uwl oY asliinid] wlmsill & BTS.

Operator RAN Monitor Mokia AirScale BTS

Upload SCF (full or partial)

[
-

Strip runtime (_R) objects

NE3S Download (stage plan)

Webhook: Download OK
e e e
NE35s Validate
Webhook: Validation OK
MNE35 Activate
>
Webhook: Activation OK
*""“'“"‘"'“""““'"“"'““'"“""“"‘

Success

Operator RAN Monitor Mokia AirScale BTS



Gxauis SCF XML

lalaze (sSil wlale gra> pazivs XML RAML 2.1, ob (uwlw¥l JSigll:

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<!-- Managed objects go here -->

</cmData>
</raml>

paisS s 58 JS Jiey <managedObject>:

<managedObject class="NOKLTE:LNBTS" distName="MRBTS-256/LNBTS-256"
operation="update">

<p name="enbName">MY-SITE-NAME</p>

</managedObject>

PRPITIN | [ R |
P | ol

1S a3 8 20 Nokia (Jio NOKLTE:LNCEL.

class :
com.nokia.srbts.tnl:IPIF)

distName 6 1)l Wl 6 =i 9 Il lwoe — juooll oVl

operation create g9 SCF LlS. update as izl ol sl



iy distName Lo o |5lwo:

MRBTS-{bts id} # ,3> BTS
MRBTS-{bts id}/LNBTS-{bts id} # LTE eNodeB
MRBTS-{bts id}/LNBTS-{bts id}/LNCEL-{cell id} # als LTE
MRBTS-{bts id}/GNBTS-{gsm id} # GSM BTS
MRBTS-{bts id}/GNBTS-{gsm id}/GNCEL-{cell id} # als GSM
MRBTS-{bts id}/MNL-1/MNLENT-1/PMCADM-1 # o,15] PM
MRBTS-{bts id}/EQM-1/APEQM-1 # olosadl 6,051

29> SCF (> v Juldio JolS

&9> SCF JLls

S9ix; SCF e s 8 JS e Jol8 BTS (515 200-100 8sle). poxinmy
operation="create" JolSJL oSl Jowiwy I3n .58 JS e

taid] o 2> om0 1955 Bolriwl gl 1o )loSIl o &5lziwl (au)oY] dirgill 2 xinani sio
wloliz Y.

Ssizs .giiye lasdl SCF Jas wlsls tle 8sle JolS/IP Jusiss 83le] | 58w BTS. Low
555> 5-3 ban) Juaio b gdgall Jax.

Soizy SCF poxiwy . laad b s 30 il wlalsolly oIl Gle 65>
operation="update" jolic lnaé Jaxing <p> lebowi poiy il 832=all.

01555 ol Junas L] Lowo aulisisil] o lalnall ol fpasias cnio PM.

el 831e] W] $285 il G wlis cuizis Ol boins s eniiv Y 5l Gaasio plazdl,



ananni )l loMis VI

iz el oS

iz a0l ©lolzoll

Jurisill aols] ,las

iz 39l plaiw)

SCF J.ls PN ROVAT ¥
operation="create" operation="update"
o laall ol g by s oy il oI lass

> S wlolsodl guo> i oy il wloleol lags

lalo oYl aigil drogs s

Sl a2 canms Jusainsdl sole] uils

Jasiini 8ole] ] 5085 il wLislsI BTS

Juriiw 85Le] | s SIS o wliadl 03d o I uts BTS. Juaio af gdgoll OgSw
Jaainidll 65le] sl 55185 5-3 al.

Jadl /1P

| pUaudl
6)'.3.?:3”

s, 1>V adlo

/ ooV
wllgadl

Ll wlis

TNL, ETHIF, ETHLK, IPIF, IPADDRESSV4, IPRT, IPRTV6,
VLANIF, L2SWI, BRGPRT, IBRGPRT, IPNO, ETHSVC, TNLSVC,
IPSECC, FIREWALL

MRBTS, SMOD, BBMOD

MPLANENW, CLOCK, SYNC, NTP

SECADM, CERTH, CERTHENT, CMP, CMPECDSA, CMPFH



.Lxuu AL 6.)[!-! V9 ,.u.u.u will aao VI LSl

wlololl whusei jaz so25iw - Jusind] sole] Juwai 090 W o wliadl 03 cuyaxi (Soy
adsl eSs sole] SIO@ T (ilss) wad als gllaisl ] agl I,

azall ol wls wUas> Mo
LNCEL, LNCEL FDD, LNBTS, 6)LC! s lalzoll =Ly
g1, LTE i
LNBTS FDD B d d.:s.l.? L)JgS.;
s.gal_, GSM GNBTS, GNCEL, GNBCF

PMCADM, PMMNL, PMCCP, PMPLM,

sVl asl
e PMRNL, PMTNLINT

FEATCADM, FEATGADM,

] pvos |

’ FEATLADM
ANR / wsMe

ANR, ANRPRL

sls=dl
RRC / DRX DRX, SDRX, SIB
S1/ Jaul SCTP, TRSNW, LNMME

- ALARMSUPP, REDRT, CAGENB,
s>l

CADPR, QO0S

(Lois ssl,all) Jusisidl cadg wlils

o e il oI wlis R alawles Glal bslis] ai il Jaswiaidl cado LislS o
BTS. dlawlg, Glali gillj] pize ez Sos Y RAN Monitor aliol . Jsoxill Jué: EQM R,
APEQM R, LNCEL R, TNL R, ETHIF R.



v 32l canasull aliol

ewl i eNB
Jsidl Gle Jsriall s b - Jusin sale] V.

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNBTS" distName="MRBTS-256/LNBTS-256"
operation="update">

<p name="enbName">NICK-LAB-AIRSCALE</p>

</managedObject>

</cmData>

</raml>

ad=dl ol jaasi
il e Jgsmaall s, bw +Jusiw sole] V.

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNCEL" distName="MRBTS-256/LNBTS-
256/LNCEL-256" operation="update">

<p name="cellName">TRI-B5-1</p>

</managedObject>

</cmData>

</raml>



5575 &) LoinsSs anlsdl dusiaw . Jaiuiss ole] V.

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml21l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNCEL FDD" distName="MRBTS-256/LNBTS-
256/LNCEL-256/LNCEL _FDD-256" operation="update">

<p name="physCellId">120</p>

</managedObject>

</cmData>

</raml>

yaai EARFCN 550,31l 9Uaidl o ,c9

saill LeisSs sole] sl (cuilsd) 6 ium g br5) avlio put OoSiw anlidl oS) Juiin sale] Y
2ol

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNCEL FDD" distName="MRBTS-256/LNBTS-
256/LNCEL-256/LNCEL_FDD-256" operation="update">

<p name="earfcnDL">1400</p>

<p name="dlChBw">10 MHz</p>

</managedObject>

</cmData>

</raml>
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<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml21l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="com.nokia.srbts.mnl:PMCADM" distName="MRBTS-
256/MNL-1/MNLENT-1/PMCADM-1" operation="update">

<p name="rTPmCollInterval">60s</p>

</managedObject>

</cmData>

</raml>

] P L] AL 0dIRio o lodzo JAASR

9 Sl a8 uaiai oSou SCF punl uss Jliall I3 .a>lg ENB 8x>lg ands 8 auls dalsos:

<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">

<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="NOKLTE:LNBTS" distName="MRBTS-256/LNBTS-256"
operation="update">

<p name="enbName">NICK-LAB-AIRSCALE</p>

</managedObject>

<managedObject class="NOKLTE:LNCEL" distName="MRBTS-256/LNBTS-
256/LNCEL-256" operation="update">

<p name="cellName">TRI-B5-1</p>

<p name="pMax">331</p>

</managedObject>

</cmData>

</raml>

ulgic juwi IP (Jini eole] ol s5054)

Jaill & lslS /1P Jasaias 83Le] ] 5380m0 BTS. 5-3 830) Lo ut g850ll OsSum
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<?xml version="1.0" encoding="UTF-8"7>

<raml xmlns="raml2l.xsd" version="2.1">

<cmData type="actual" scope="all" domain="ALL">
<header>

<log dateTime="2026-03-21T00:00:00+00:00" action="created"></log>
</header>

<managedObject class="com.nokia.srbts.tnl:IPADDRESSV4"
distName="MRBTS-256/TNL-1/IPNO-1/IPIF-1/IPADDRESSV4-1"
operation="update">

<p name="localIpAddr">10.7.15.66</p>

</managedObject>

</cmData>

</raml>
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as oSl g9 API

PUT /api/ne3s/function/provision
Content-Type: application/json

{

"airscale name": "ons-Lab-Airscale",

“config file": "/path/to/partial-config.xml"
}

Hluo 0855 Ol wazmy config file pols e 155250 RAN Monitor. sl J] calod] wusl
o3l 030 13] Vgl

el sis alouiwVI:

{

"status": "success",

“operation": "provision",

"plan id": "plan 1774041772721652742",

"data": "<activateResponse>...</activateResponse>"
¥

Juisell sic &Vl

{
“status": "error",
"code": "PROVISION FAILED",
"message": "validate failed: Validation error details..."
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Jac config/config.exs:

config :ran_monitor,
ecto repos: [RanMonitor.Repo],

Sl

8,19 cpo 28] Mzad| 93y
olai> Yl
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generators: [context app: :ran monitor],
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export DATA RETENTION HOURS=1440 # 60 Lo
mix phx.server
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2. (aclw JS) oo Lldl @il
- Jisis 08865 RetentionCleanupWorker
I JsJ eNodeB:
| Jladl blaasYl ole Jeend| (S eNodeB gulle o)
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| L ehall o pas¥l oMl wio
o Lol Jaus
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JSI Jlz2ll Llai>YIl eNodeB:

effective retention = case airscale.retention hours do

nil -> Config.data retention hours() # aouall ploxiwl
(aclw 720) ayoldledl

hours -> hours # aouall ploxawl
JSI aawxo)| eNodeB
end

Jlo:
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[RetentionCleanupWorker] blaizV¥l wibis Jole sou
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[ prsiodl ploziauVI

2ol Jguogll

I35 0 blaizYl awwluw dors pasimwl:

alias RanMonitor.Data.RetentionPolicy
alias RanMonitor.Database.Nokia

# _J Jladl blassYl e Jgox]| eNodeB

airscale = Nokia.get airscale!(1)

hours = RetentionPolicy.get retention hours(airscale)
# => 720 (Leiuss o 13] damwro]d| aoysll _9i)

# _J M=l sae le Jaax)|l eNodeB

counts = RetentionPolicy.get record counts("0l-gég¢0")

# => %{"PerformanceMetrics" => 250000, "Configuration" => 5000,
"Alarms" => 15000}

# Mwd |l Jlz] e Jgaxdl|
total = RetentionPolicy.get total record count("0l-gdg0")
# => 270000

# Loy danyaall oMzwdl wis

{:0k, deleted count} =
RetentionPolicy.delete old records("720 ,"01l-gé o)
# => {:0k, 50000} (Jxw )i 50 3> o)

# J oMowd| gro> mwo eNodeB

{:0k, deleted count} =
RetentionPolicy.clear all records("0l-gég¢o")
# => {:0k, 270000} (J=xw &JB® 270 gro> $3> o)
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Jae lib/ran_monitor/data/retention cleanup worker.ex:
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@cleanup _interval ms 1800000 # 30 aa.8>
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mix compile
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SELECT name, retention hours FROM airscales;
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UPDATE airscales
SET retention hours = 168
WHERE name = '01-gdgo’;
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influx bucket list
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df -h /path/to/influxdb/data
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o wlilwl blaisYl wlegleos a>g) 5 0l vy



JoVI plaziwVl

1. adladl oYl o Gasut

o (aclw 720 :uiol,isVl) calll blasYl o e
o JSJ blaxYl whlxe] o e eNodeB

2. 30Vl o) 3] Gomoz:

o 9 ol blai>Yl cuaxi config/config.exs
o JSJ puss sl eNodeB eaxiumall agzly s

3. caalaiidl casl,:

o WYY wl=mull wsl, [RetentionCleanupWorker]

o cadgll H9 0 o Wlmll sae Jolaxil o oz



[0 el

Cooclwo ol glizu

1. Y] e el toMauadl o i [RetentionPolicy] sl
[RetentionCleanupWorker]

2. lgrlols slas¥l SlasSiwl pass (9 Aisall alaso arlass i tdalall 3o =1,
3. oMel alall wls 5ol Lals, Wl ezl 1,2V Bilighl o Bom

SMSisall 55 EMLYI

oy b

M| ol paxivoll dgzly o Uaxl allu,
¢ owl eNodeB jilioll

o aJll blasYl whblag)

* /i Mol sae

o Yl soley wlglas

[ el=idl 5,190

alall ol canlaoll

e InfluxDB v2.x: Llai>| wlwluw go dsioj wlly sacls

o LlLJIO@ Lo blaisYl piy il 80l (lolais VI awsluw
o aoyll ol Slaldl sl rcanlasildl

o oLl oSl sVl puulio telwbiad] glgsl


https://docs.influxdata.com/
https://docs.influxdata.com/
https://hexdocs.pm/elixir/GenServer.html
https://hexdocs.pm/elixir/GenServer.html

e Phoenix LiveView


https://hexdocs.pm/phoenix_live_view/Phoenix.LiveView.html

29SS Jdo> DHCP o Uax.l
o)<l Nokia AirScale

295 DHCP LElaki saclall wllamo Jamumil

wlbgizall Jgi>

© N o U A WD

62c 8 wlhxal )So; Nokia AirScale go Bl Jixuwilg 9LisST RAN Monitor ,.c DHCP.
wdb Jw i saclall ddaxo Jusuis pis loaice DHCP pols cuzi Lgiugd e 595 DHCP
weSu IP pols plgicg saclall alaxo) RAN Monitor e 43 Ll 9 000 DHCP
(&l 83020 wloglso).

sac il alamo JoSi .6, 1Y pol5 Olgizs Ggay 536l alazmo JS 01655 | azlxl ozl 30
axdlao DHCP, JuSs LS| JLasl Tas pi NE3S olgic J| RAN Monitor IP (o paiaell
aLxiuw| DHCP.



62cl9 aloxo wlugSs gro> 39 o [ pogo NOkia AirScale alawlg, Omnitouch
J JJl I3 eai5 oty « oiiaol| pex)lg oVl uisidl (yo 528

o ai Mol s cus Y1 uladl sl DHCP g sl il
o e srminell Llalll Jlos¥l & VSiva) Lg>Mols sUas VI LiaSiuwl DHCP

aloanlgs 5153 Waose S 13] Omnitouch: pci Juails Omnitouch aloxo (juoSi
9 62<2JIDHCP.

2955 opsSi Jud DHCP. &bl of oo 25T

* e3> DHCP — o505 DHCP sxclall daxo 6,05 aSuiv e (MikroTik. ISC
DHCP. dnsmasq. &)

* RAN Monitor — axus RAN Monitor aaxoe aSuiw o led] Jgogdl Sy Joss

dac lall
e ain gw asldl asdall o Jlasl — aSaiudl Jlasl OAM pslsg sac )] daxal
DHCP
asglloc]l wloglaoll:
Jolzoll o gll JU.JI

IP RAN Monitor  ylgic IP Jozs ¢cu> RAN Monitor 10.179.2.139

a, Y] aSwll sxclall alamo 6,15 wlezls) aSuadl  10.7.15.64/26

P algll a5V aSuil) apiol ,i8Yl algll 10.7.15.65

0>l DNS olgic IP @slx) DNS 10.7.15.65



Nokia AirScale

DHCP Server RAN Monitor

DHCP Discover (Vendor Class: NSNBTS01)

DHCP Offer (IP + Option 43 with RAN Monitor IP)

F

DHCP Request

¥

DHCP ACK

"
%

Certificate: Skipped

IKE/IPsec: Skipped

Backhaul: Succeeded

ME35 Agent Discovery (TLS port 443)

L 3

MNE35 Reqgistration Response

L

Nokia AirScale

Management session established

DHCP Server

ilalidl JLasYI g9

pa8s aali oy Jololl 030 jue sacla)l alaxo pasis DHCP:

al> ol

DHCP

éslguidl

IKE

Backhaul

s il

aJl=dl

(S

o gll
olsic e Jgazll o5 IP ylgic g RAN Monitor
(aol> aSouw) 8olgidl o9 duzmaill 421> Y
G azl> Y IPsec (aols aSuw)
aSaill Jlasl 25T o

JiS9 WliwST ¢xy o5 NE3S (J| RAN Monitor

RAN Monitor



p.)b U-'SS-' DHCP

43 Ll a0

82216 wllazo wllais Nokia AirScale o 43 Ll seizy ol DHCP (gll 85330 wloglso)
olgic e IP 5 Loladl RAN Monitor. jog, e saxclall daxno yas s DHCP 43 L5 oo
o St ido,

43 ,L=dl aoxd sulgs

Olsis go ca,Sondl Isn Jusisi 08 IP - olxdl RAN Monitor agllasll duwlawd] aoall agil
p>lx) DHCP:

#!/bin/bash

# generate-nokia-option43.sh

# Usage: ./generate-nokia-option43.sh <ran-monitor-ip>
IP="¢${1:?Usage: $0 <ran-monitor-ip>}"

IFS='."'" read -r a b c d <<< "$IP"

H=$(printf "%02x%02x%02x%02x" $a $b $c $d)

S=$(echo -n "$IP" | xxd -p)

L=$(printf "%02x" ${#IP})

echo "0x0104${H}0104${H}08%${L}${S}0904706b69780b0101"

10.179.2.139 J Jl:

$ ./generate-nokia-option43.sh 10.179.2.139
0x01040ab3028b04040ab3028b080c31302e3137392e322e3133390904706b69780b¢

S wldl paziwl value psls 1sSi s DHCP oUsl.



MikroTik RouterOS 7

/ip dhcp-server option
add code=43 name=nokia-oms
value=0x01040ab3028b04040ab3028b080c31302e3137392e322e3133390904706b¢

/ip dhcp-server option sets
add name=nokia-set options=nokia-oms

/ip dhcp-server network
set [find address=10.7.15.64/26] dhcp-option-set=nokia-set dns-
server=10.7.15.65 gateway=10.7.15.65

wlol=oll:
gurw | vodl
code=43 oo 43 ,LzJl DHCP (gl 85020 wlogleo)
Olgic e soixn il 43 ) lxl) Bwloww 8 0ol dgaxll
value=0x. ..

IP o uelxJl RAN Monitor

dhcp-option-
P-op iSuins oLl acgano Lap DHCP
set=nokia-set

dnsmasq

dhcp-
option=43,01:04:0a:b3:02:8b:04:04:0a:b3:02:8b:08:0c:31:30:2e:31:37:3¢

ISC DHCP

option vendor-encapsulated-options
01:04:0a:b3:02:8b:04:04:0a:b3:02:8b:08:0c:31:30:2e:31:37:39:2e:32:2e:



saclall aloxo (HuoSi
wslalidl JLasVl gsog

&o als aSuw giog Lle sac i)l alaxo Husi ey DHCP. o0 W o 5 (ueSS iy
ugll paic:

1. (e saclall daxo) cugll paic oo @isl https://<base-station-ip>/

2. eS8l aiasl J] Jaul
3. go awols> aSuis | gaylivaudl usis 05 DHCP
4.V o LS Jaasodl wlblgai 93> Il

D295 oS paiin gl aale aSuis e dbgrias 826l alame culs 15] DHCP (il
43 Ll gl wlly tle ssi.

39.0 Ethernet

822l dlazo Juw s DHCP 3iio le OAM (ailuall i6,1Y1 o llas)l) 8359 s .l Lol
ollaill SBTS. &sle I3 0o, SystemModuleEIF3 ilbxo CainiSs . Juaio séio Jol ol
JauiLowily Lgio 3> lg JS CasiaSiusie bosl) an) daio sl Eilali saslall,

siio Jposi g OAM psl5 (] Jewosll Say > 6,10Y1 &Suiy DHCP. i cillai, Y
wlode ging awlll aSuidl VLAN — saclall dlame Juw i DHCP agzloll e daleall i
LSl ] ezl i Yol apnlell VLAN pllo o ,e (ili piy o) 15).

. ﬁ "'I

ex9c DHCP

2315 19S5 axy DHCP. (e Lsxic (e Jua saslall alame Ol (o $axs MikroTik:
/ip dhcp-server lease print where server=<dhcp-server-name>

olsic @b MAC 78 o sxclall ala=o):F9:B4 (Nokia Solutions and Networks).



oaclall alomo o Mauw

(cugdl jaic 3o e ad]l Joogll HSay) saclall alaxo) SLaldl JLasYl jy a5 jelay ol e
b b

Dhcp offer Accepted

Identification Server Ipl: 10.179.2.139

Certificate Skipped

Ike Skipped

BTS backhaul connection Succeeded

Started agent discovery with identification IP: 10.179.2.139

RAN Monitor
ig>lg 9 RAN Monitor cugll (e:

1. all> J] Jaul BTS
2. adWl WYl o 835lg o saclall daze yelai ol
0 5 Sl wlly $935 calbouin awlxll i Jzxwe — (Jasl) JaaiePM
o wlily Uil PM (3,51) — (8 «ousSil pMiwl o cadosin dudzll
6,95 Jol ,llaiil PM
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o Jposll L5 st sl Jrumte st — (1o>]) Juaie sut

le>olg sUnsVI 6 LiaSinwl
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s2c il alamo Juu i tgoadl DHCP Discover 15l jopell Juis ¥ LSty S0 JSin.
asipill 590Vl 030 o Hh

1. aSuins lowi o 43 ,L=dl o DHCP i< alag o Ll 0555 0 ey — § dhep-
option-set. lga, =5 >, %0 Lo
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3. &l Jgwosll HSos Ja IP RAN MonitoraSuis gu azsidl o Gix — €
saclall alaxo @EYRAN Monitor

"y il poliu JLasVl Juins"
oz fgopadl DHCP 5 Jla¥l sxclall alamo) oSay ¥ SJs RAN Monitor.
e i

e Joss RAN Monitor sxsclall adaxe aSuiv o ad| Jgogdl (xSoug
e g 8xclall daxo Hu Toito 443 3aialIRAN Monitor
* lez eSS W saclal alaxo aslio] caoi RAN Monitor

QASIJD! .)Jl_g..o

. — CadSdl sz sVl &bl o (1eSs
o le> oS — RAN Monitor
o olal oMol slas ¥l o laSiwl JuJ> —



e Ll ol ,udl 6,00

ol o> £59iuo0 Nokia AirScale

1 o8 ol ol colidl golisdl o> 0s2dig ddlaiwl

8228 wllaxo golu i GS 0 Eogioe el moliul 8,15] axao 1995 Nokia AirScale.
| Lo o5 il colld] @olidl wlals pyasi iy RAN Monitor jue HTTP. goww loo

oo 8 il gl dl wlvox i saclall wlaxal RAN Monitor esldl" L ploxiwl

w9 "zl WebEM.

PRI | ISR PN |

* woly pjo i - el golidl > Jao=i Nokia AirScale slhhisl .zip
o e wlaloll pyaai HTTP - e culld] moldl Jujin sacla)l wlaxs pgis
oolic URL J auwlia)l HTTP

* sasiai MD5 - aoMudl o $O @l aiill Sl olws
o @i URL - u5lis duns URL 2553 63219 6 i Jyjisl) WebEM
o ol molidl grsimo po b plasiwl asl s - il wlibas]

Josdl juw nle aole 6 1o

RAN Monitor paclall alawa
IR W P
ol pall & 4la)
calill palipull oo T gl e PRETTES HTTP gl WebEM

™ —HTTP GET——



axtall | Jouosoll

URL: https://<ran-monitor-ip>:9443/nokia/firmware
ol golidl < oSl da59) uils Loy i 1 Jaaadl

i>liadl colt] goli il dailsy Jraxidl pwid go culidl ol 6,0 dxio.

RIPEV RNV

W-ol,.;svl L,.a_):u" Jl.u.l.o

2315 wlile plas Gle culil golidl wlils 3 a2 RAN Monitor:

/var/firmware/nokia/

— SBTS25R1 _ENB 0000 001046 000000 release BTSSM downloadable A54.
— SBTS25R1 _ENB 0000 001046 000000 release BTSSM downloadable A54.

|_

SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip

—
SBTS24R1 ENB 0000 001093 000000 release BTSSM downloadable A52.zip
L

Wl o lalall sbis] iy veali goliy aoj> JSU:

e .zip - | ol ! a0 j>
e .md5 - juais MD5 ) j=oll
e .metadata.json - aojxll o dz imedl & jell oyl Ul

w9 Jiu e gdge sSi pd config/runtime.exs:

Z]
Z]

. Mme
— SBTS24R1 ENB 0000 001093 000000 release BTSSM downloadable A52.
— SBTS24R1 ENB 0000 001093 000000 release BTSSM downloadable A52.

Z]
Z]

. M€



config :ran_monitor,
firmware storage path: "/data/firmware/nokia"

Jolaall godl  wollas ol iVl ool

ool
FOWH]
firmware storage path alwlw Y /var/firmware/nokia i
JuJodl
ol 1]

159> 0.

wloluim VI gauidl J gl

el (0] ad) o5 (Jladl Juw o) 0eSall il Hlue slin] oYL S5 o 15]
| pladl priv/firmware/nokia gulaidl JJs J>0o.

gl ag=lg &2 0

e39iiall wlilas] solall pusll Loy



culidl gobli dl wlale & xall culdl golidl o5 ez Yl sasll

SIS ol cold] zol ] wlils grax) I iinall pxall
essadl Lo el moll i) elalall plai) (] gdgell

cull molidl o> Jraxiy 06 NOkia AirScale:

1. calo wlsly ol of Jroxill dilnio e ail . zip
2. pxll wlogleo go caloll pwl j9glo o Gaxs
3. walodl i caslid] molijall Juomi le il

isiall jrioll cidglly Jail ds jw Jrozill prii o sz,
wlals tangeroll wlaladl . zip lnis (molu o> Nokia)
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Jrosill pasii ot

(awli/caublre 15.37 (Jliadl Jow wle) adl Juamidl a6
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S ozl / gl o5 wlily
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coldl ol ll pi> g tetladl punsl Gaamis NOKia awowid| Guwwis:

SBTS<release> ENB <build> <variant> release BTSSM downloadable <suffij

Jle:
SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip
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sbdl i, coldl golil) Gapeill wlly o Eosimall slll s@@p )l gl
wlogl=s el molul) dduasil oy 2l wlly o el )
P sslhall Jgw $awiiy calall o>
MD5 i MD5 (mail) ail)
M juall el golil Jisis e 2as

wlsl,> VI & Ll URL: W3 Jy s

wu bl ol udl oy i oLl

w|@ﬂ'oblﬁqUbﬂc;qli“@bﬂ'w;_ﬁm@ig\éoloshon&)jﬂ
do jl o az yiwall:

colil] golipdl doi> 3¢ dlolis duolis dpiy szl Ul gi9a osm.



JaxJl ol

olall onl 2ol a0 JolSI1 sVl
Slaal 525 L8l alazo golip lno) (Jliadl Juw e, SBTS25R1)
Ll 2, bs el ol ! sl 3is oriojll ollall
ozl calo)l o
jjjl el | calall o= 05 o RAN Monitor
Jo Sl golidl o] abudw (Jlodl duww Gl
gelisall el FTM_SBTS25R1_2025.05.27_0097)
slaus] PS bVl oladl golip lausl
sloadl o] slsi lsuo] Linux
Slae] LTE 2ol lso] LTE (Jlia)l Jusw oole. FL19A)

Jlase]l WEDMA ol lsso] WCDMA (Jliall Jumw e, WBTSFP20C)

©_j)e=> c\” ol .
i =9 aislgioll 8 562 wlx>oll dosils (ASCE, ASCF. FCTJ. &|)

aog<ioll
péiaiai MD5 ool doduw i
Jo il Lol sac el alazo oW i Jo Ul Loyl JI

Joooll leisxig Jromidl aie culdl ol dojo oo Elal ayiy el oLl glziw! ok



wlsl,= Y,
211 YN |
wloglas g0 0 culll moliull dluasdl coppuill wUle o e
g URL  abasll G colill ol Joi @@ Lol guns
Ju s 8 puinle culll ol calo Jojis

93> ol o culdl molidl calo alljl

Sl boul, oo

Joiil) JolSIl Lol 1 o8 iy el molipull JUso] JS il
http://<ran-monitor-ip>:4000/firmware/nokia/<filename>.zip

Ji> 8 Lyl [3e Jo| ety URL " "suzdl ealsdl WebEM.

wilaldl oLl

i Ol oy MD5 Cale (9wl o350 s -cnlil] golil wlile glyol sic Glal
md5 aa>WI axp ol condl ollas) coll golil o> il

alo sliw] pi ienl oliu doj> JSI .md5 Jlaodl:



/var/firmware/nokia/

— SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zi
L

SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip.mc

olo sgizy .MA5 & o g (s ]l Cuwlodl peadd] (e

alb2c3d4e5f6789012345678abcdef01

riit pasiaw] MD5 il as cold] mob ol aodw oo (gamill:

Linux/macOS:

md5sum
SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip

Windows (PowerShell):

Get-FileHash -Algorithm MD5
SBTS25R1 ENB 0000 001046 000000 release BTSSM downloadable A54.zip

aw lwVl o ldlaiall

o Wl el polidl doj> Jroxi o5 RAN Monitor
o Wl sacla)l alaxo o aSuidl JLail RAN Monitor
e dg>lg W Jgosll WEebEM sxclall alaxol
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&a) URL
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39lsill yo amull
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culdl ol ul colo wuy

Jusiily capi]|
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1. Jl culidl ol dl Jaoxi RAN Monitor
ol do > Jromis pdg culidl @oliull 6,)05] axao J| Jaiil:

o Jl Jaul https://<ran-monitor-ip>:9443/nokia/firmware
o sl ol ol il doj> Jioxiy @6 . zip
* 2o cwlil moli )l anils 9 caloll j9gls (o Haxi MD5 muzuall

2. Ll boul, s

aati e il URL g Lol s culid] golipl doj> cuilss

http://<ran-monitor-ip>:4000/firmware/nokia/<filename>.zip

3. ol 6,1 sl Jososll WebEM

ig>lg nisl WebEM saclall dlaxol:

o zolisdl cuami < golpull 6,00] | Jasl
e ol obluol yore BTS (adblizYlg alaidl) all

4. undl ol (HueSG
8 "o ol Jisiss o awd x5 WebEM:

1. sumddl eoladl sl

2. Ji> 9 oumioll Ll )l sl URL
3. cagazilly JLaiVl Lle il

Juais WebEM  RAN Monitor wlaloll doils g> yiuwg.
5. cuasull saug wausidl golidl Lus|

1. gobisull cole alioll aaslill o culll golipll cale sl
2. Jusiaidl o3le] pams s Luisis @5 5 lis| SW g9lsill (o sl
3. st p0 sall Junadl eilS 1] Jupadl ans golipl Jentti o 3ix



4. molidl cuoxi sadd sau e sl
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ezl JlaiS| as:

1. 9 Jouwini S 2ozl olil Jlas] jsels o iz WebEM
2. 9o iz RAN Monitor sxslall daso o 833> wl)ls] Y
3. ue adsdl aoas solawl o 25T KPIs

oSl g95 uc i o polisadl wuas

S| Box Jgoosll o You WEDEM e golipl oliams Jusins liSas 182els alaxo JS e
9 188l 8,00] 8u0 s eSS calnise Jraxi il & a=d RAN Monitor.
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oSl calaid

ilo sLasl a8 XML goll calon sxcla)] dlamo poiiw .ol Jijw elolse e sgix

Jls: sw_update.xml

<?xml version="1.0" encoding="UTF-8"7>
<raml xmlns="raml2l.xsd" version="2.1">
<cmData type="plan" scope="changes">
<managedObject class="com.nokia.srbts.btsswm:BTSSWM" distName="MRBTS-
operation="update">
<p name="swPkgUrl">http://{ran-monitor-
ip}:4000/firmware/nokia/SBTS25R1 ENB 0000 001046 000000 release BTSS!
<p name="swPkgActivate">true</p>
</managedObject>
</cmData>
</raml>

Jouiwl:

e {site id} - 9,20 MRBTS .256 .Jlo)l Juuw ole) adxgimall sacla)l alaxol
(2057

e {ran-monitor-ip} - olsic IP J Cariaoll pawl ] RAN Monitor Jguwsll Jslall
dac lall ala=o Y

oSl g9
-9 saclall ddaxo Juolai axaw J] Jaul RAN Monitor

1

2. poSill wllac i) GueSill wllas Ll il
3. Galniie Jroxiy o8 SW_update.xml

5. oSl gulaid) Jamas (e il

Bl coldl moll caisy Jojin 8¢ lall daxo pgiim.



calniio sLinl ad (833200 gdleo camil XML gégo JSI Juadis (9,20 go MRBTS gusuall)
6 goliie JSuin Lg=dslg RAN Monitor. pxziwl of APl ddas)l aiasV.

lolroll &> 0

Joleall ool

swPkgUrl Olgic URL HTTP il el moli ] do =

swPkgActivate — (J| aiwwsi true Jjudl o Slaldl Jumail)

Jojaid] s

gy RAN Monitor wo yiwl (il sxe il laxs 3oz 8 638 baall coldl golidl ey jis
zelull o>

ardsioll wlogleoll
aJWl wlogleall dizmai o+ Jojis JSJ:
Jaxl ogll
ulgic IP Olgic 1P Uy jiial) x=l
ool pawl  J golbio)l awYl ol Jslxall Caramsll punl AirScale

ol gl il eadgs b

Jousdl a6 o e

a5 208l 99 o Vil oz Yl sasdl culid] moliul dails (9 M juidl 390s gla,
uslie s 9 Loy 8,3V il Juolas 1P auio 3] gylelalls.



Gl Jusains 8ole| amy joiimig o all e dbga=e Ll guii wlily Jlas.

Il Js-29ll API

culdl gobli )l wlale aasls
a.e_?|3)+(« o H| z__\_.ol.i).g.” U9 o &?)J.w| REST API:
aslgil alasi: GET /api/firmware/nokia

"firmware": [
{
“filename": "SBTS25R1 ENB 0000 001046 000000 release BTSSM dowr
"size": 1073741824,
"size formatted": "1.0 GB",
"modified": "2025-01-15T10:30:00Z",
"download url": "http://ran-
monitor:4000/firmware/nokia/SBTS25R1 ENB 0000 001046 000000 release E
"metadata": {
"release": "SBTS25R1",
"build": "0000 001046 000000",
"variant": "release",
"suffix": "A54",
"type": "@ol o BTS"
}
¥
Il
"stats": {
"file count": 3,
"total size": 3221225472,
"total size formatted": "3.0 GB",
"storage path": "/var/firmware/nokia"



el galiyudl cale Ju i
aslgidl alaai: GET /firmware/nokia/<filename>

o~ walo L taslzuamwVI Content-Type: application/zip

oSl &> 50

eacld URL L il

Olgie e85 @b URL coldl golidl oM Gr, Jewosl Ll uolwdl:

config :ran_monitor,
firmware base url: "http://ran-monitor.example.com:4000"



firmware base url

s Lol

Y

ol 9Vl

http://localhost:4000

J.m_g."

Olgic
URL

o lwY|
2ol |
eliw| aie
ouslis
URL
Sl
OH=l @9
] e
pw]

[ aiaoll
olgic IP
Ju Ll
Jsool
G,
el
RAN
Monitor.

siioll wlalall pas aidas pasiws HTTP gulaill sSall.

lg>olg sUnsVI 6 LiaSiawl

1501 JoiSy Y sl cololl Jiomi o8 Uns glay 1 gol e VI

aloizoll wLauVI:

o cublrz 15 YUl uadVl szl caloll az> jolzi

o ol Blo au) aloll

.zip



o ol o 9 adls e jo sl dslue
o ol Jdo (e 0Vl jas ;) i

J=dl:

1. cublzz 15 o S8l caloll pz> Ol o Gixs

2. o» calall shaiol Ol o 35T . zip

3. a>liall o)l a>lue o PV s=: df -h /var/firmware/nokia
4, JJ3Jl ooyl o Gixit 1s -la /var/firmware

Jojuidl saclall alomol (Sos V
9 "eamilly JLas¥1" Jiss 1gel e VI WebEM J, jisll dlgo slgiil of
alosizell LLauVI:

o g sxela)l oo oy Suidl JlasVl Lé alSkioRAN Monitor
o 3aioll jlax, s U laz HTTP 4000
o 0lgic URL qumo it (0lsis IP &bols capian pawl ol)

J=JI:

1. aSuidl luo (o $d5u: ping RAN Monitor s el alamo aSais ¢ro
2. 5,l5)1 4000 34a)l o aslaxll oz of Go $axs

3. 0lsie Ol go 35T URL plsis paziuy IP/o Jswosl Jilill qumall Capaoll awl
s lall da=xo

4. plgic izl URL aSuidl €55 s (o pasaindl 9

MD5 Ulm.ll Pi._'." )«h{lll"
3908 gl 1uelre VI MD5 "I5,] aiyazi piy Vo ..o obwsl iy
aloizoll wLauVI:

o aznllroll a5 Jljy Y 5> S walo
o colo cliw] gioi wlalall pllai wligsl (9 &lSiino .md5

J=dl:



1. (Jobl GEsg &SIl wlaladl & r2iums) wlwsdl JoiSy iz laiil
2. aziall Jyom 8oleY oz Ll il
3. wlalo)l slisl zlowd) izl JdJl wligsl o Gims
Jeall 59590 aladl" Uas"
Jzally 35750" Uas go Jramidl Jid 1ol e V1"
J=Jl:

1. aluiwl sgaiall go OIS 13] 362 5all Calall (o351
2. oligllas ozl ils 5] aazl cololl dpoms sl
3. walodl puii Juewi ol 3ad jue o pois ¥ bl o Giax



&o soaJl RAN Monitor

029559 ainid g yanldl saudl Jud> RAN Monitor

olaey s9laxy s9las wladei RAN Monitor cliu «9

wbgizell Jga>

vk Wy

i dloe N> ez gy JJJI I3 RAN Monitor Jlai¥l ] sl awidd] slas] opo cadgVl
oVl sxelall dlaxay.

O _)RARAN J.)Jl L
b voSuw Sl T 4 lgi:

o v agllaoll auzal audl slae] (MySQL. InfluxDB)
* v 2955 RAN Monitor dity Juolei go

e v 4ulai 3y RAN Monitor

o v 8268 alazo Jsb JLas¥l Nokia AirScale

o v Wl pwulaasdl 3935 o gaxill INfluxDB

* OO o)l qgrly 9 Sloglrall a5g) L] Sl

6,0 JoYl slacW a4 60-30 1 oeall casoll



ads Ll & Lilloiall

i Jid RAN Monitor. oy Lo ela) ol oo aSU:

wlily 6acls o> MySQL

SlaoYl: MySQL 5.7+ ol MariaDB 10.3+

o5 o aSuid|l JLlasl :Jsogdl RAN Monitor

«lig3Yl: CREATE, SELECT. INSERT. UPDATE, DELETE
J bsliu] o at,lb ol s2cld :wlldl 52c8 RAN Monitor
lalase sl pauaxe wlly 82516 Juio 1aposill

bl 62¢l5 INflUXDB asio I

laoYl: InfluxDB 1.8+ 2.0 ol+

> o aSuidl Jlasil 1 Jsoell RAN Monitor
ovulaadl i 8 ey kylin] o5t bl sac 8/l
5o, APL: oJadl (] &SIl wligsl go (INFluXDB 2.x)
&l aoll blaisYl awlod a8lS o8 a5l : o el

3= RAN Monitor

o Juaull plas: Linux (Ubuntu 20.04+. CentOS 8+, a;li L ol)
4 a5l giuzl] 8,S13JIGB 8 i sl axSGB gy uogo

o Ll oo S5 +4 wwidl axS s 2 i lell

20 : o,alIGB Mzl sulaill (sl axS

saclall wlaxas Jlasl :aSuidl. MySQL. gInfluxDB

aSaniall Jluail

¢ RAN Monitor - sx¢l8 wlaxs Nokia AirScale (8080 iaiall)
¢ wlla=s Nokia -» RAN Monitor (cugdl JlaiwY 9076 saiall)



e RAN Monitor - MySQL (3306 yaiall)
¢ RAN Monitor = InfluxDB (8086 3aisll)
e J gl dagzlg = yolainadl RAN Monitor (9443 saioll)

aloxdl Hlos 2clgd

e (sacla)l dlaxo JLail) 8080 xaioll e JogzaJU zlowl
* (Jgd cugll Jusinmo) 9076 ssinll (Je Jg>IL glowdl
* 9443 saioll e Jgz oIl glowd] (cugll agzlg HTTPS)
e Il ol zlowdl MySQL gInfluxDB

oxcld alo=s wLdlaio NOkia
oxc L9 aloxo JSI:

o Olgic IP - sxc i)l adaxo | Jgogdl Sy cz aSuid| ylgic
(8080 55Lc) 5,loYl agzls xaio - stiall

5850l o poll d0lSs prsimiall auwl - slazeVl e Lle WebLM
Lol o G - aSuiadl Hluse (ziz 0 e Ping)

Jsogll ablsg dlrio - 6,1bY1 ag=>lg

p30ll adsLos puilas

o ol @8slasl - yolsdl glisoll (§uuis PEM)

* all agn 8olgi - aoladl 65lguindl (sumii DER)
o o doxio NOKia plaziwl bslis| i sl OpenSSL

Grafana (a; uwoego Sg s,yHluizl)

* ,lxo)l: Grafana 8.0+
o aSwidl Jlasl 1 Jgogll InfluxDB

o oleuidly oMl wlog) 1ol



adgVl slac Yl adac

avoull auudl Hlac] 11 6gla=dl
1.1 wlly 62cbs Hlac] MySQL

J wlldl sxcls <Lis] RAN Monitor:

CREATE DATABASE ran monitor CHARACTER SET utf8mb4 COLLATE
utf8mb4 unicode ci;

awliod] ©lig3Vl go Lavazo priimse sliwl:

CREATE USER 'ran monitor user'@'%s' IDENTIFIED BY

'secure password';
GRANT CREATE, SELECT, INSERT, UPDATE, DELETE ON ran monitor.* TO

‘ran_monitor user'@'s’';
FLUSH PRIVILEGES;

> o JLa¥l o axill RAN Monitor:
mysql -h <mysql-host> -u ran monitor user -p ran monitor

1.2 . InfluxDB

J InfluxDB 1.x. wLldl s2cls slas]:
influx -execute 'CREATE DATABASE "nokia-monitor"'

J InfluxDB 2.x. ¢J> ¢Liwl:

influx bucket create -n nokia-monitor -o your-org

o, liw] APl LSl wlgsl go (INfluXDB 2.x):



influx auth create --org your-org --write-buckets

Sl 9 plaxiw o)l Lassl.
1.3 aSuiddl ol lmo o sl

825 la)l wllazo grany Suidl JLai¥l oo 2ST:

# o0 dbxo JSO JLasVIl Lo
ping 10.7.15.66

# o soloYl sisedl oI Jewsdl awsi o] oo Gaxadl
telnet 10.7.15.66 8080

o Jsogll ailsa] (o axill MySQL gInfluxDB:

# Jlos | L1 MySQL
telnet <mysql-host> 3306

# Jlas | ,Lous| InfluxDB
curl http://<influxdb-host>:8086/ping

9% 12 6gla=dl RAN Monitor

cilo 9 wliyeSdl gaaz 6,05] aiy config/runtime.exs.

2.1 oLl 622l oS

s config/runtime.exs Jlasl (noSs9g MySQL:



config :ran _monitor, RanMonitor.Repo,
username: "ran monitor user",
password: "secure password",
hostname: "mysql-host",
database: "ran monitor",
stacktrace: true,
show sensitive data on connection_error: true,
pool size: 10

2.2 95 InfluxDB

Jlasil (ueS5 InfluxDB:

config :ran_monitor, RanMonitor.InfluxDbConnection,
auth: [
username: "monitor",
password: "influx password" # jo, o1 API _J InfluxDB 2.x

1,
database: "nokia-monitor",
host: "influxdb-host"

2.3 wugll s wlgdl blas ueSs

cusll Lle aleil] blai oS



# a5 ) a gl akss SOAP/APT sac il o laxol
config :ran monitor, RanMonitor.Web.Endpoint,
http: [ip: {6, 0, 0, 0}, port: 8080],
check origin: false,
secret key base: "generate with mix phx gen secret",
server: true

# oSxaidl asgly aoladl wygdl dagzlg (HTTPS)
config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", port: 9443, scheme: "https"],

https: [
ip: {0, 0, 0, 0},
port: 9443,

keyfile: "priv/cert/omnitouch.pem”,
certfile: "priv/cert/omnitouch.crt"

# soc Lol dbxo ol j)lei) Jon wwol) a Lgidl abnas

config :ran monitor, RanMonitor.Web.Nokia.Airscale.Endpoint,
url: [host: "0.0.0.0"],
http: [ip: {0, 0, O, 0}, port: 9076],
server: true

2.4 .95 Nokia

Ay aoll saslal wllaxsy aSuidl wld o ¢yreSs:



config :ran_monitor,
general: %{
mcc: "001", # b pldl Jsgoxadl adgadl o,
mnc: "001" # b pldl ddgaxad| aSlid| e
},
nokia: %{
ne3s: %{
webhook url: "http://<ran-monitor-ip>:9076/webhook",
private key: Path.join(Application.app dir(:ran _monitor,
"priv"), "external/nokia/ne.key.pem"),
public key: Path.join(Application.app dir(:ran monitor,
"priv"), "external/nokia/ne.cert.der"),
reregister interval: 30

},
airscales: [
%{
address: "10.7.15.66",
name: "Site-A-BS1",
port: "8080",
web username: "admin",
web password: "password"
}

2.5 whlgus sbinl SSL LoVl o] 15])
usll dgzle) HTTPS, wihsleus sliw| SSL:
# LW Lol asdeo 80 Lei

openssl req -newkey rsa:2048 -nodes -keyout

priv/cert/omnitouch.pem \
-x509 -days 365 -out priv/cert/omnitouch.crt

JUSTIFW D! IR 1] RO Y}



pUsidl cas 13 sgla=dl
Ial 2 ousSil 5,20 RAN Monitor.

wlldl 8xc s lalaxo aiygs:
mix ecto.migrate

aaldl &> 6,1Y ao Wl Jglal gro> Eniais 130

3.2 sos RAN Monitor

d.ujaa.” CAVH

mix phx.server

Yl o il ol:

MIX ENV=prod mix release
_build/prod/rel/ran monitor/bin/ran monitor start

3.3 Jsaiidl sou o Mouww andl o

co Wl il s M| Cil):

[info] Running RanMonitor.Web.Endpoint with cowboy

[info] Running ControlPanelWeb.Endpoint with cowboy

[info] Running RanMonitor.Web.Nokia.Airscale.Endpoint with cowboy
[info] Starting RAN Monitor Manager

[info] Connecting to InfluxDB...

[info] InfluxDB connection established

[info] Attempting registration with device: Site-A-BSl1

[info] Successfully registered with Site-A-BSl1

oS el



sl Gle aledl blai so

o bll 8xel8 wYlasl <l
= JlasYl aSt InfluxDB

sas i)l alamo Juzuwi wYglro

Iu. ]| 0o = a=udl 4 o lLo=Jl

o JSuin Joszy plaill Ol o sé.

4.1 cusll agzls wloglro a>5l (Al Jsuosll

ol Jasly dxiaio wsl:

https://<ran-monitor-ip>:9443

oSzl a>g) 5,5 0l ey RAN Monitor.

4.2 saclall alozo alls o ga>ull

sl agzly (s9:

v A W N

saclall wlome ixaw J| Jail

aaslall (o8 ol aoll saslall dlaxe Hogls (o i
(ia> Y1 05l "alare" Ll s &l gl O] camy
il Jizmaid] dl> 0S5 0l !

slgisl iy go alasini awulz awlzll Clogleo sghai Ol cazy

oo i alilo/sl s Al culs 13):

saclall adaxay Sl Jlasl

slaie¥l wlily a=o

saclall alaze 8,15] dgzls ] Joosll axilSel
Uasl Jilur,l) sandaid] o Monaw



4.3 J| gunlioll §955 5.SL InfluxDB

sl dgzly (o9

1. alls axen J| Jsil InfluxDB
2. jiasY oalll Jlas¥l al> 0385 ol caxy

3. uly wé wlwball sl §sSi ol vy

4. ubbuw"s ‘"O_.p . ;I_):yl L)»UJJLQ.D" ‘)l-)-;i O 1]
oMeiwl (5 o Yau INFIUXDB & il
# InfluxDB 1.Xx

influx -database 'nokia-monitor' -execute 'SELECT COUNT(*) FROM
PerformanceMetrics'

# InfluxDB 2.x

influx query 'from(bucket:"nokia-monitor")
|> range(start: -1h)
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> count()"

4.4 Jsuisidl s3u oMouw ansl 0
sl 5V ol s 0 3

sl agzly (s9:

1. sadoaidl eMouw axio ] Jisl
2. ‘:Lb.zjlll 6 - P_é”

3. iz > 9L|a.>i d9Z9 PIAS (Yo GaRj

18 Josi eaiS 3] oSl 8359 wlz %0 o $ix ol Mix phx.server.
4.5 jlexl Juolas o s
sl dgzlg (9!

1. sac bl wllaxo daxaw (po &b dawolAl saclall daxo le bl

2. o o=
o Juazmuwd!l Joolas s Jo
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o umlioll 48> Sk

daare wlusSi sl Gues



Yl GMb|:

o sluall 53906 N> sl
o WVl aclw 24 JI JY5 S & sl yall
* 80l ezl das 557
o alio poall Jlai¥l wlen blai>Yl
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o ol dgzly e diogs dmo wlogmd
o whluYl ol & gml izl
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o Jsosll Jils 8080 saiall ol (o 25T
o laxl) Gudaill wMaw a22l,0

Jbasl Juws InfluxDB:

o Ol o Gixi INFIUXDB Jysiaid | a8

Miolly cavianll (eSS o Ga

o 5o, 0l oo 35U APl &SI wligsl agal

JLas¥l il curl http://<influxdb-host>:8086/ping

Jowegll alils e wapll ag=ly:

wlhlgi 2929 o o= SSL
Mradl 9 cugll e aledl alaii s po a5
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alall ol 55Ul
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leale slil) e loMeiwl boloily alisl

ool pulaii) ol ool Jiasl

apiill 1955 g8

whslagl) a2z 0 lail > ( ail )

o olgailly olbsll olalas
o smaill olwlbuws awidl olic

. i) pgilily anons bliisY] o bl
o asloll oblisl Gl El ganill 351y

o azgilly Ll wlgid

S g5zl 2 ol gz oblasly Juiid] cdy (8 oSl bl

sloc]l Grafana g InfluxDB

astamell o lllaioll:

e InfluxDB 2.0+ J ¢J> ¢Lii] o RAN Monitor
* o, APl J InfluxDB ssl,a)l wlgsl go
o ow &Suidl Jlasl Grafana g InfluxDB

wle JLo Docker Compose:



version: '3.8'
services:
influxdb:
image: influxdb:2.7
environment:
INFLUXDB DB: ran_metrics
INFLUXDB ADMIN USER: admin
INFLUXDB_ADMIN PASSWORD: change me
ports:
- "8086:8086"
volumes:
- influxdb data:/var/lib/influxdb2

grafana:
image: grafana/grafana:latest
environment:
GF_SECURITY ADMIN PASSWORD: change me
ports:
- "3000:3000"
depends _on:
- influxdb
volumes:
- grafana data:/var/lib/grafana
- ./provisioning:/etc/grafana/provisioning

volumes:
influxdb data:
grafana data:

0 sbiu] API J InfluxDB

1. paiue dgzlg musl INfluxDB (8086 saioll)
2. jgo, S| Jaul API
3. wligsVl go 13502 150, csuinil:
o ¢¥all :ssl,8., ran metrics (&l»)
4. joll ansd Gl
5. 9 wlldl jauao (1sS 9 lgoarxiwl Grafana
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o Llsl" L) ole ail

wlUasMoll
w9 yoall ol Grafana
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oo Jewogll Grafana

ayels> Jgog Grafana
wbldl sacls JI
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o Jazy ol jruae" selay o wx”

Jlail whblxe] glai ol ey talas>Me InfluxDB (oJdl pwl vanlaiall dasl JI) (eSS go
RAN Monitor slage] Jg> Juolai Gle Jguaxl) PYEY] I AR EN |
InfluxDB 9 saclall alaxo Juznid.

e Msiwl asd Flux

o3 Grafana Flux eMsiwY INfluxDB. auwlwYl atluall:

from(bucket:"ran metrics")
|> range(start: -7d, stop: now())
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r.device == "SITE A BS1")
|> group(by: [" field"])
|> aggregateWindow(every: 1h, fn: mean)

arwlwVl aanlaoll:

e from() - oJoJl ,Lisl

* range() - auoj 839U

e filter() - obldl )Lzl

e group() - wll eulnis

e aggregateWindow() - awio I wliall jausls
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el wVls g wlsgll glgil

Shiis panls
( 2e/CEQ)

Jlai¥l auis a>ql
(olgmdl aylmiwl)

a>oll anmlill plus VI

(Al wlxiso) amusidl guulioll i sglall pamsll

ac o adl AWl o e

| |
| |
| | | |
| adsdl ole bwsio | abiidl ol 155Y] | alaio 6521 |
| 48/50 (96%) | 3 98.5 | iz ,>% |
| | ] |
| |
| oY o [owic bl dio] (ool eosl |
|
U’)"":

o (pwiill 0lgi 10 >) Al o gl sanill
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o b9,3l wlssl gdss
e gl olass]
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| |

|
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pu.&uu" Vi alu:i

o0 83330 £bl whlae adWl pMeiwd] aliol paziws talasMo Nokia. wley i e Jouaxll
Sl Es2 0l 2 el whlils wwlazglly saduaaill wlslxell
whblelyg wllddl goz wlis ueSil INfluxDB. ail.

Sl;)i’l ‘)Alégljilb s Lo M |

(aclw 24 ,51) jlgdl canus adsdl ,9lgs

from(bucket:"ran metrics")
|> range(start: -24h)
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field == "CellAvailability")
|> group(by: ["device"])
|> aggregateWindow(every: 1h, fn: mean)
|> yield(name: "cell availability")

elxxiwVI:

o lad) a5usill ologleall a>g) SLA
o axcludl olawgioll el o)l Jwdwd! lalaxo
e 3lgi %99.5 < 1 syl

(oLl 7) wLludl g 0 olxl

from(bucket:"ran metrics")
|> range(start: -7d)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field =~ /Throughput.*/)
|> group(by: ["device", " field"])

|> aggregateWindow(every: 10m, fn: mean)
|> yield(name: "traffic trend")

elxxiawVI:



o solgdl Llas 89,0l jgla aslnin lalaxo
o lolaxill a.o:;.))'.n“ wlebudl ayo=s

»,ylgall JMaiasl DL aalsdl cana>

from(bucket:"ran metrics")
|> range(start: -1h)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field == "DLResourceUtilization")
|> filter(fn: (r) => r.device == "SITE A BS1")

|> aggregateWindow(every: 10s, fn: last)
|> yield(name: "dl resource")

el VI:

o aganll cdgll 9 adiindl Gloglaall a>g)
* 95 .ic a5 ,5> %80 sic i ywliso a>9l%
¢ 050l L ¢ Q9@ w 2o

SluVI o lo Meiawl
(aslw 24 ,51) 6 0losdl camns alosinid]l oYl

from(bucket:"ran metrics")
|> range(start: -24h)

|> filter(fn: (r) => r. measurement == "Alarms")
|> filter(fn: (r) => r.status == "active")

|> group(by: ["severity"])

|> count()

|> yield(name: "alarm count")

elxxiawVI:

o SlLInY xs el Al uisgo
* sl sb lalaxe
o abaioll oYl anils ] JasW il



(asbudl 8 <Ll luYl Jano

from(bucket:"ran metrics")

| >
|>

range(start: -7d)
filter(fn: (r) => r. measurement == "Alarms")

|> group(by: ["severity"])
|> aggregateWindow(every: 1h, fn: count)
|> yield(name: "alarm rate")

‘ol.x.ﬁ.i'u.uyli

o LluYl Caolge i io selay ol lalaso
o adlal syl pas wlsgl ayam
o sSil Ol go oyl

o,,Siall w1Vl

from(bucket:"ran metrics")

| >

range(start: -7d)

filter(fn: (r) => r. measurement == "Alarms")
group(by: ["alarm description"])

count()

sort(columns: [" value"], desc: true)
limit(n: 10)

yield(name: "top alarms")

‘ol.x.ﬁ.i'u.uyli

o doladl o WShuadl o=

o awigll s9exll wlglgl oz
S OV NI PR get

aodfioll o Myl

(osloxdl oVl ad=dl jolgi g



from(bucket:"ran metrics")
|> range(start: -30d)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field == "CellAvailability")
|> filter(fn: (r) => r.device == "SITE A BS1")

|> aggregateWindow(every: 1h, fn: mean)
|> statefulWindow(every: 1h, period: 24h)
|> map(fn: (r) => ({r with value: float(v: r. value)}))
|> reduce(fn: (r, acc) => ({
x: acc.x + [float(v: r. time)],
y: acc.y + [r. value]
}),
initial: {x: [1, y: [1})
|> yield(name: "availability forecast")

‘olwyll

* G,> pir 25 Lo @895 SLA
o asliwdl wluall dgr>

&S, o Jagaull gl bl

from(bucket:"ran metrics")
|> range(start: -7d)

|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> filter(fn: (r) => r. field =~ /HandoverSuccess|Traffic/)
|> group(by: ["device", " field"])

|> aggregateWindow(every: 1h, fn: mean)

|> pivot(rowKey: [" time"], columnKey: [" field"], valueColumn:
" value")

|> map(fn: (r) => ({r with correlation: float(v:
r.HandoverSuccess) * float(v: r.Traffic)}))

|> yield(name: "ho traffic correlation")

.ol.x.:'di.uuyl:

o Joxll alay o Jysxidl o Wito cnilS 15] Lo sy
o sl 3o olis las
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iyl 6L (295G 13 bg9laxll

1.
2.
3.

SlewYl slis" Lle al"

sl exiwil ol il (Slack. g uSIYI sl PagerDuty. &l].)
Al Jl B 6

allw_Jl s Jlo:

aarii: {{ .AlertRuleName }}

69kl {{ .Severity }}
JslexJl: {{ .Labels.device }}
doasll: {{ .EvalMatches[0].Value }}

6ol : {{ .StartsAt }}

{{ .RuleUrl }}
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dawl 30 rcmamidl Jono
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// ,o|.).7'd.w| PRB Ja_;l_g_” ol=s VI o9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C37")

|> filter(fn: (r) => r. field == "counterValue")

|> group()

|> mean()

|> map(fn: (r) => ({ r with value: r. value / 10.0})) // L=
i gde dumi oJ]

// ploxiwl PRB e ladl olu ¥l 9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C24")

|> filter(fn: (r) => r. field == "counterValue")

|> group()

|> mean()

|> map(fn: (r) => ({ r with value: r. value / 10.0})) // L=
& oo dumi oJ]
wlie &o uul.m.o oL?3J :J_g.-a.ii.":

e 70-0 :a>Y1%
e 85-70 :,4.0Y1%
e 100-85 :,0>Y1%

(aniojdl Jawdull) azliuYl wlall 12 asg9ll

aisdo @Vl o, PDCP xclally Laledl olxid:



// by LgJl ol 9 auzlis Yl
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C26")

|> filter(fn: (r) => r. field == "counterValue")

|> map(fn: (r) => ({ r with value: r. value / 1000.0})) //

oJ| Jos= Mbps
|> rename(columns: { value: "Downlink Mbps"})

/7 xsladl ol VIl o aslis )yl
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C23")

|> filter(fn: (r) => r. field == "counterValue")

|> map(fn: (r) => ({ r with value: r. value / 1000.0})) //

oJl Jue=i Mbps
|> rename(columns: { value: "Uplink Mbps"})

aod3uvanall wlloxll:

e M8012C26 - 5 az Y| lawsio PDCP DL (kbit/s)
e M8012C23 - 5 &>yl lawsio PDCP UL (Kbit/s)

sa¢ :3 a>glll UES (asiojJl Juwdaull) alb @€ )JI

osbaiodl uoazivmall doe gt

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8018C1l")

|> filter(fn: (r) => r. field == "counterValue")

|> rename(columns: { value: "UEs Connected"})

PRC TIPS | IRYRVY | |



 M8018C1 - »u¢ UEs JSJ alasull eNB (5asll)
(arisdl anise go ario il Jawdaull) adsll ,5lsi 14 a> gl

sl yslss s o iy o

import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8020C3" or
r{"metricCounter"] == "M8020C6" or
r{"metricCounter"] == "M8020C4")

|> filter(fn: (r) => r. field == "counterValue")
|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))
|> group()
|> pivot(rowKey:[" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"100.0 :"adsJl ,8les * r.M8020C3 / (r.M8020C6 - r.M8020C4)
1))

aoianall wllanll:

e M8020C3 - a>lio alxl o5 lonis wligall
e M8020C6 - alxl olgi) plioll
e M8020C4 - a>lio i 0555 ol Uabaxo adxll 9555 boais wlisll

99 > adxl ,slgs raninll arsii%
JMiiawl 15 a>glll PRB (JawMandl 632mi0 asio )l JanMandl) adds JSI

a3,8)] LI > oo 5, lgall plasiw] glas:



import "strings"

// Nsiwl PRB ads JSH aclad] ol VI 9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C24")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:

"${CellKey}"))

|> group()

|> map(fn: (r) => ({ r with value: r. value / 10.0}))

|> rename(columns: {" value": "JMsiwl| lwgio PRB olxs VIl 9
a6 Lad"})

// JMeswwl PRB als S by Ledl ols VIl 9
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8011C37")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> map(fn: (r) => ({ r with value: r. value / 10.0 }))
|> rename(columns: {" value": "JMaiwl| lbwgio PRB olxs VIl 9

by LeJ1"})

(JaoMandl 632mi0 anio sl JawMandl) auds JSI ax>liuYl 16 a>glll

ay>Li] PDCP ad=xd|l cuns dounso:



import "strings"

/] ads U by Ledl o luVl 9 as LYl
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C26")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:

"${CellKey}"))
|> group()
|> rename(columns: {" value": "a>lis| PDCP L, LegJIl o5Vl 8"})

/] ads S e lad] o luYl ¥ aslis Y
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8012C23")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": "a>lis| PDCP aclodl olsVIl 8"})

7 a>olll: RSSI (aolimoll 6,LisYl 695 yuisgo) (asiodl JawMal)

xelall oVl (o 6, 895 wlilas] o si:



import "strings"

// oo woYl axJl RSSI
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8005C0")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": "4o wi oYl a=Jl RSSI"})
// lbwgio RSSI

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8005C2")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": "bwgio RSSI"})

/] oo wad¥l =)l RSSI
from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")

|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M8005C1")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))

|> group()

|> rename(columns: {" value": ";o wad¥| axJl RSSI"})

aod3uvamall wlhlosll:

« M8005CO - RSS| J PUCCH (Yl sl (dBm)
e M8005C1 - RSSI J PUCCH _uas¥l x=JI (dBm)



e M8005C2 - RSSI J PUCCH lawgioll (dBm)

(axio )l JawMadl) OgoSIl :8 a> gl

5l ywlié SDU s PDCP:

import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: => r["recordType"] == "performanceMetric")
|> filter(fn: => r["basebandName"] == "${Airscale}")
|> filter(fn: => r["metricCounter"] == "M8001C2")
|> filter(fn: => r. field == "counterValue")
|> filter(fn: => strings.containsStr(v: r["DN"], substr:
"${CellKeyl}"))
|> group()
|> rename(columns: {" value": "ygoSJI"})
PRC TIPS | IRYRVY | |

e M8001C2 - )4.7[; SDU ¢ PDCP Je DL DTCH lawgioll (Ms)

shas] 2l Jomo 19 a>glll RRC (asis go axio il JawManll)

Jlai¥l ol gl danws cuns:



import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")
|> filter(fn: (r) => r["metricCounter"] == "M8013C5" or
r{"metricCounter"] == "M8013C1l7" or
r["metricCounter"] == "M8013C18" or
r{"metricCounter"] == "M8013C19" or
r{"metricCounter"] == "M8013C34" or
r{"metricCounter"] == "M8013C31" or
r("metricCounter"] == "M8013C21" or
r[{"metricCounter"] == "M8013C93" or
r{"metricCounter"] == "M8013C91")
|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:
"${CellKey}"))
|> group()
|> pivot(rowKey:[" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"100.0 :"slaeYl zlx awws * r.M8013C5 / (r.M8013C1l7 +
r.mM8013C18 + r.M8013C19 + r.M8013C34 + r.M8013C31 + r.M8013C21 +
r.mM8013C93 + r.M8013(C91)

1)

aoianall wllanll:

e M8013C5 - s, LuYl Jla¥l sbis] wYLaS]
« M8013C17-M8013C93 - aslixoll Jlas¥l o Yglxo gl

95 > slaeYl gl amws tanindl anii%

10 a>glll: VSWR (aulL Sl aaslgll wlsgoll amws) Juwdull) (silggll >
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wllsedl dalail 6 562V dxo aidl o



import "strings"

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M40001C0")

|> filter(fn: (r) => r. field == "counterValue")

|> filter(fn: (r) => strings.containsStr(v: r["DN"], substr:

"${RadioKey}"))
|> map(fn: (r) => ({
r with
"DN": strings.split(v: r["DN"], t: "/")[5],
"VSWR": r. value / 10.0

}))
|> group()
|> pivot(rowKey: [" time"], columnKey: ["DN"], valueColumn:
"VSWR")

eianadl slaxll:

e M40001CO - VSWR (0.1 auuw) silgn g9 JSI
axisdl axii: VSWR > 2.0
(ariodl JuwMaudl) asUall JMgiawl 111 a>gUl

sxclall alamal aslall plaxiwl @l o

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["recordType"] == "performanceMetric")
|> filter(fn: (r) => r["basebandName"] == "${Airscale}")

|> filter(fn: (r) => r["metricCounter"] == "M40002C2")

|> filter(fn: (r) => r. field == "counterValue")

|> group()
|> map(fn: (r) => ({ r with value: r. value / 100000.0 }))
|> rename(columns: {" value": "as UJ| IMgiwl"})
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ox2> daclo alo=o 49[.:0!

oo 8222 8228 wlla=e Juin xie Nokia AirScale. aslell (| LisloY wlglaxll oin gl

Sl JLas¥l o 28U vepsSil Wl lexl aslio] Jus:

# owlwYl Jlas Yl Las|
ping <base-station-ip>

# tlio 6,10Y1 3dio 0l po @i
telnet <base-station-ip> 8080

wblxiw! tand giodl axwiidl ping Jlailg ax>L telnet
Juine 1]:
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aliol: NYC-SiteA-BS1, LAX-Tower-Main, CHI-Indoor-DAS

aigSall jut 6,62Vl Ho H93 3 bglaxll
Jxally Jla¥l Jsl> 35 ladl OIS 15] Lo 3 sl asloYl Lis:

1. cugll agzlg musl: https://<ran-monitor-ip>:9443
2. axao | Jaiil eNodeBs aigSoll ,ac

3. ulsic o el IP UiSoll a0 ol Jled

4. ade Hgiall o5 15| JSoJl b 20 o>y

S Jsosll aiSas jlexdl Of oo saxil (x5 26l 158 RAN Monitor.
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config :ran_monitor,

nokia: %{
ne3s: %{
# ... 925 ne3ds J=JI
b

airscales: [
# aJlJl 6592V
%{
address: "10.7.15.66",
name: "Site-A-BS1",
port: "8080",
web username: "admin",
web password: "passwordl"

b
# o]l lg=]l
%{
address: "10.7.15.67", # olgic IP soc el abxol
60 2= |
name: "“Site-B-Tower-1", # o909 owl
port: "8080", # 6,10Y xaio
web username: "admin", # paxiwo ewl WebLM
web password: "passwordl23" # 9,0 aolS WebLM
}

alaz sl amo oo 35T 1 pge EIIXIr - axumo aloy x| asig «samiidly JLolgall 9555 ol wz.

oSl asve (yo 9= 15 sglazdl
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elixir -c config/runtime.exs
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Jaini 6ole] 16 69lodl RAN Monitor

ol usSHl Jrasi) Gulaill Jusiios 2

# pobill aiy, 9 Jo=y o5 15]
# baol Ctri+C o s jo:
mix phx.server

# daoaxS Joxy oS 15]
systemctl restart ran monitor

# loeYl e Josy oS |5]
/path/to/ran_monitor/bin/ran_monitor restart

slexdl Jamasi o 9 17 b9lazll
oI aidl o iy jlezdl Of o Sam «Jysiaid| 85le] s

1. aalaill oMo o Sinit

[info] Attempting registration with device: Site-B-Tower-1
[info] Successfully registered with Site-B-Tower-1
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i, Wl SULIL blasYl oSy asl el lay:

i @b config/runtime.exs aoils (9 jlexll ps@@p >3>9 airscales. gzl od
aillj] of aule:

airscales: [
%q{
address: "10.7.15.66",
name: "Site-A-BS1",
port: "8080",
web username: "admin",
web password: "passwordl"”

}I

ol Ll e blaxd) ayle gulsidl o5 - Jhsodl LlexJl

o
-~

address: "10.7.15.67",
name: "Site-B-Tower-1",
port: "8080",

web username: "admin",

web password: "passwordl23"
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%{
address: "10.7.15.66",
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systemctl restart ran monitor
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[info] Attempting registration with device: Site-A-BSl1
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Ml e JUo Grafana:

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M40001C0")
|> filter(fn: (r) => r. field == "counterValue")
|> map(fn: (r) => ({ r with "VSWR": r. value / 10.0}))
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from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M40002C2")
|> filter(fn: (r) => r. field == "counterValue")
|> map(fn: (r) => ({ r with "Power": r. value / 100000.0}))
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from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r["metricCounter"] == "M8011C24")
|> map(fn: (r) => ({ r with value: r. value / 10.0}))
|> rename(columns: {" value": "aouw; PRB gé ]I 9"})

// eloxiwl PRB L il 9

from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M8011C37")
|> map(fn: (r) => ({ r with value: r. value / 10.0}))

|> rename(columns: {" value": "aw PRB J,jiill 9"})
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from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] == "M8012C23" or
r[{"metricCounter"] == "M8012C26")
|> map(fn: (r) => ({ r with value: r. value / 1000.0})) //
ol Jus=s Mbps
|> pivot(rowKey: [" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"Mbps g9 JI 9": r.mM8012C23,
"Mbps Ju il 9": r.M8012C26
}))
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from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] =~ /M8020C(3|4|6)/)
|> pivot(rowKey: [" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"100.0 :" 8¢l awws * r.M8020C3 / (r.M8020C6 - r.M8020C4)
}))
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from(bucket: "nokia-monitor")
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)
|> filter(fn: (r) => r["metricCounter"] =~
/M8013C(5(17]18|19|21|31|34|91]93)/)
|> pivot(rowKey: [" time"], columnKey: ["metricCounter"],
valueColumn: " value")
|> map(fn: (r) => ({
_time: r. time,
"100.0 :"sloaeYl zlx awws * r.M8013C5 / (r.M8013C1l7 +
r.mM8013C18 + r.M8013C19 + r.M8013C34 + r.M8013C31 + r.M8013C21 +
r.M8013C93 + r.M8013C91)
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° 6.)._:_).99 ng.9 J9 )0 wlalS ,o.).?uwul :a.uo’.-."
hostname (String)

o wlldl 828 pols Ylgic
e aJJl aoall: "localhost"
e wlL=dl:
o "localhost" - jlexl juai e wlildl s2cls
° "127.0.0.1" - Jlail TCP (d=oll jlg=lL,
° "10.179.2.135" - ylgic IP su=dl wLLJl 828 ool
o "db.example.com" - xus=dl olll 82cl8 Cavias ol

database (String)

o plhxiwlW olldl 8268 ol

e aJll aoysll: "ran monitor"

o adlo a1 Jid 639790 wlilull 52516 0S5 Ol Lz 1ala>Ma RAN

* cluwiYIl: CREATE DATABASE ran monitor CHARACTER SET utf8mb4
COLLATE utf8mb4 unicode ci;

stacktrace (Boolean)



Ul Jilawy (9 puaSoll g rpmics

ad = aousll: true

o olaill: true - slasYl muai (9 asbuy
cluVl: false - Jzull slogio o Jay

show sensitive_data_on_connection_error (Boolean)

Jlai¥l Uas Lilw, 8 sleieYl wlily jo e

ad | dausll: true

o suolaidl: true - slasYl GoliuSiwl Jgu

cluYl: false - oMl (9 HkisY wlly ais gios

pool_size (Integer)

lede Llaxll WLl 82cls wYlail sae
10 :aJH| dousll
e>dl Jado:

o 1-5 6)'.@.?i2 pool size: 5
o 6-20 jlg>: pool size: 10
o 21-50 ;lg>: pool size: 15
o 50+ jlg>: pool size: 20
wugll dagzlg) 5 + sacls daxo JSI wYlail 2 (Jlg> tasasall

ugll aslgs lolas

&bl o Jowi RAN aalize jol,8Y g polez sas Jusins Lle.



algs alog; SOAP/API axss I

config :ran_monitor, RanMonitor.Web.Endpoint,
http: [ip: {0, 0, 0, O}, port: 8080],
check origin: false,
secret key base:
"v5t0S1/QRonjwOky7adGGfkBbrimiJyXhpesly/jvSZhqLZKREV+rlol/pR81lkbu",
server: true

s lall alamo go Jolgill ammus )l aleil alnis 1o padl (agzls SOAP JoSsig,) Nokia
NE3S).

ip (Tuple)

* Lo bl i il dagzlsll

e (wlzlddl gaz) {0 ,0 ,0 ,0} radlHl dousll

o wl,lL=dl:
o {0, 0, 0, 0} - &Sl wlgzly o> e glaiwVl
o {127, 0, 0, 1} - (e lLhao gloiwYl localhost
o {10, 179, 2, 135} - ulsic e gloiwdl IP rox0

port (Integer)

e 3iio b, TCP
o 8080 :adlxl anssll

o saiall 13n ] Ul Juw,Y sxclill wlaxs (e85 o talkas o
o Olgis) 3biall @id oo 3SU taslasdl Hlaz IP sxsclall wlaxa, Lolxl

check_origin (Boolean)

o LoVl wos, oo iz WebSocket/HTTP
e aJlxl aauns)l: false

o | aiusi poi tguidl false ag>lg) API SOAP (porimol] dgz90 cug dgzly jul)

secret_key base (String)

e wluwdx=l S il gidgil 7 liao
o B> 64 o aisSo asleuins alwlw 1adl aoyssll



e clasVI: mix phx.gen.secret
o dolall wlesgimall 9 anliill pis Vg (L lig lasisl 1glaVl
o il wlwdRl groz Jlow 13 s sl

server (Boolean)

o udaill cay e algll alassi s
e aJRl aousdl: true

o 0sSi Ol Lz 1lasls true L runtime.exs
oSl a>oly aolsll pasimall ag>ls

# daio de Jo>| HTTPS 9443 J| Lol 9l
https port =

String.to _integer(System.get env("CONTROL PANEL HTTPS PORT") ||
"9443")

caiadl asie o

config :control panel, ControlPanelWeb.Endpoint,

url: [host: "0.0.0.0", port: https port, scheme: "https"],
https: [

ip: {0, 0, 0, 0},
port: https port,
keyfile: "priv/cert/omnitouch.pem",
certfile: "priv/cert/omnitouch.crt"

alg alasi 1goall HTTPS ugll o] saiiwall pSaxill a>ol, aolxll paxiwoll agzls).

aiudl ol janio:

« CONTROL_PANEL_HTTPS_PORT - 3iis o5, HTTPS (9443 : ol ,i8l)
o bio yusi) iadl urioll s sy 08 HTTPS Jysiuid| cidg (8
o Jl: export CONTROL PANEL HTTPS PORT=8443

url ()l oladSl anils)

o 2955 URL Lo,
e host: "0.0.0.0" - Caao sl o wYlai¥l Jgud



o port: o paziwy https port (us uoSill LB
CONTROL_PANEL _HTTPS_PORT)

* scheme: "https" - J9Sgigm plaziwl HTTPS
https (awus Jl oSl aosls)

e ool> 9SG HTTPS

ip: {0, 0, 0, 0} - wlezlo)l groz lay I

port: ,.zis poxiwy https port (laio go lau ol wu url)
keyfile: ol zlicall ;Lo SSL

certfile: s>lgi ,luwo SSL

éslgas wlalo SSL:

o whblew 088 ol L SSLTLS axllo

o uitall wliy 9 G5 axdenll whlgad] Joass
© o axdgo whlgh tluYl eaxims Ol cazy CA
o Ll ardgo bolew sbaw:

openssl req -newkey rsa:2048 -nodes -keyout omnitouch.pem
-x509 -days 365 -out omnitouch.crt

algs aloo; Webhook LSgiJ AirScale

config :ran monitor, RanMonitor.Web.Nokia.Airscale.Endpoint,
url: [host: "0.0.0.0"],
http: [ip: {0, 0, O, 0}, port: 9076],
server: true

LS 8266 wlame po (sisamll cadell 8 sl wlly Jusimy :go_ 2l AirScale.
port (Integer)

* 9076 :aJJl dousll

o saclil dazmo 9 O5Sel tiall go Gullaiy Ol iz ala>Me PMCADM
(rTomCollEntityPortNum)



o Slodso ;im0 (58 ainsSiy cand bo go daioll I3n Gullay, Ol izt @ammaidl Nokia
WebLM

Joudl a9

config :logger,
level: :info

config :logger, :console,
format: "$time $metadata[$level] $message\n”,
metadata: [:request id]

Jouadl s giaue

level (Atom)

o Jrull ooy 09 oSy
e aJl=l aousall: :info
o wl,lL=dl:
o :debug - Juoladl gro> ikl Laso
o :info - tl a4 woge anlell wldosll
o :warning - slasVlg ol izl laas
o :error - slasYl laag

o sglaill: :debug - alsll wllas)l o> @5,

e WVl 1info - slogally sl ou oles

o J G550 pus tsUas VI LSl :debug. s3ss)l pi
o Solgdl gLyl twarning - oMSine 1929 2is laid auis

format (String)



o douadl Jili gl oS
o aJll aosll: "$time $metadatal[$level] $message\n”
o wljunioll:

o $time - oyl plall

o $metadata - asluw wlogleo

o slevel - (@] oz .wlogles) Jmull sgimo

o $message - adsall Jzuwdl allw,

metadata (w3l o aoils)
o owdiaill 8lo| Sl

e aJlJl anuall: [:request id]
* request_id: wllb g HTTP pladl jue ao el

LSgi JolSS

il o Loles axinS opoSi a3 pois RAN WSes 62l wlaxs go.



config :ran_monitor,
general: %{

mcc: "505",
mnc: "57"
b
nokia: %{
ne3s: %{

webhook url: "http://10.5.198.200:9076/webhook",

private key: Path.join(Application.app dir(:ran _monitor,
"priv"), "external/nokia/ne.key.pem"),

public key: Path.join(Application.app dir(:ran monitor,
"priv"), "external/nokia/ne.cert.der"),

reregister interval: 30

}
airscales: [
%{
address: "10.7.15.67",
name: "ONS-Lab-Airscale",
port: "8080",
web username: "Nemuadmin",
web password: "nemuuser"
}

aol=ll wllace Vi

mcc (String)

¢ Jsaxall dgall jo,

505" 1a x| doyall"

3 oS agxl 332y 1 plaziwVIGPP
o181 3 1 gananiid]

* &zall

mnc (String)

o 57" jadll aouall™


https://www.itu.int/rec/T-REC-E.212

o amall aSuidl Jsine 23y plasiasVl
o ol5,1 3 51 2 : gananiill

0295 NE3S (JgS9i9,» Nokia NE3S)

webhook_url (String)

e URL wl)lel sacla)l wlaxo Juw 5 cu>

* aJl aousll: "http://10.5.198.200:9076/webhook"

e gauiidl: http://<ran-monitor-ip>:<port>/webhook

o olgise IP: plgic HSy Ol cazy IP &8l s0 Josi cu> RAN

* Sdis go low Ol L 1305l
RanMonitor.Web.Nokia.Airscale.Endpoint (9076)

e 5 ilall /webhook

private_key (String - caloll luw)

* uall aslasl Lol zliasl

aJl aoysll: priv/external/nokia/ne. key.pem

o Sauiis yiidio pol> liso fgamisll PEM

151 a5, Liss Vg ol calall g lasizl 1o le VI

plaziawl bjlin] @5 ol LSsi ¢ro aoaio islissY] OpenSSL

public_key (String - caloll luws)

ol a9l anlall 5olguinll
aJIl aoysll: priv/external/nokia/ne.cert.der

* Sl b paxiuo 8olgw I gammaidl DER
ezl sl 82618l alazmo ] Jow s tplazia VI

o o 9o Ol Ly 1gell private key

reregister_interval (Integer)

e (wilgdl) sacla)l wlaxo go Juzawdl 8ole] H1L,SG 20
e 30 :aJl dousll
o Jla¥l (e blaxdl 9 a9 Jimuid| sole] selusg v ludll (g i puiadl



* 4l 300-30 :9Uadl

* 99590 adl ol ali 30 ramegil
sacls IOV no AirScale
airscales (L=l (o aosld)

e s2cl8 wlaxas doild Nokia AirScale asl ol
* 4igSn ba>lg 82c 8 daxo radlR| doysll

62s 8 dlaxo Jl))! JS u‘.Ua.u

address (String)

Olgic IP s2clall dlaxol

10.7.15.66" :adlal aoill”

Olsic t gamniidl IPV4 aluilws

adlro @15 o Jswosll alls 0S5 Ol waz aSuinll RAN
o saxull: ping 10.7.15.66 g ol vy

name (String)

o il sosll awl
aJ Al aouall: "ONS-Lab-Airscale"
* pgwgg Ml icugll dgzly 9 el tplazium VI INfluxDB
(-] vedlgall igdloall igo)) driog slowl prsxiwl tasmgill
o aliol:
o "NYC-Site-A-BS1"

o "LAX-Tower-Main"

o "TestLab-Airscale-01"
port (String)

e saclall adazo e 8, Y] ag=lg 2aio

* 8080" :aJl=Jl aoyall"

* LSe poziws iylamoll AirScale 8080 &sle
e sacla)l daxo (§5Lg yo Gax 1 gamll



* o 22 cudg sdwdw (o dousll talasMe
web _username (String)

o a9>5Ladl pM' P-“"I WebLM
e aJIA| aousll: "Nemuadmin"
e wleleawy ‘O.).Zu.u: :.ol.\:'u'uwyl API s2clall alaxo 6J|.)cy

o oSl alsIl/osl il Joooll 5> and 05 Ol w1l ;s
o U5V Al awlns talas Mo

web _password (String)

e a85Lan] ;g ,all d4alS WebLM
e aJIA| daousall: "nemuuser™

o Yl 9 aidl wluzio 9 i waxy 1oV
o VLYl awlod Bog plasly by s 1ol,9adl

6220 62<cl8 wlloxo aslm!

aails J] adslio] wY5s] ool 83x%i0 82218 wllaze auél el airscales:



airscales: [
%q{
address: "10.7.15.66",
name: "ONS-Lab-Airscale",
port: "8080",
web username: "Nemuadmin",
web password: "nemuuser"

},
%{
address: "10.7.15.67",
name: "Site-A-Tower-1",
port: "8080",
web username: "admin",
web password: "passwordl23"
I
%{
address: "192.168.100.50",
name: "Site-B-Indoor",
port: "8080",
web username: "admin",
web password: "different password"
}

o29% InfluxDB

config :ran _monitor, RanMonitor.InfluxDbConnection,

auth: [
username: "monitor",
password: "sideunderTexasgalaxyview 61"

1,

database: "nokia-monitor",
host: "10.179.2.135"

bl sacls Jlas¥l (usSi pois 1gopadl INFIUXDB welguiilly ouliall oy i duio 3l
St o blus.



wloleoll i

auth (auus )l olalS)l a05ls)

wle adsrbanl] HkicYl wlly InfluxDB

username: pixiwso wlbws InfluxDB ( "monitor")

password: 5 - alS INfluxDB ( "sideunderTexasgalaxyview 61")
J aundl ralasMe INflUXDB 2.X: jo, 13 0, 28 APL 5 (o Yau

database (String)

w9 wlldl 82c8/gJl ol INfluxDB
aJ=| aousll: "nokia-monitor"
InfluxDB 1.x: oLl 62c8 ol
InfluxDB 2.x: gJJ| ol

a8l 0 c2u Jud ojlini] wxy isliiYI RAN

# InfluxDB 1.x
influx -execute 'CREATE DATABASE "nokia-monitor"'

# InfluxDB 2.x
influx bucket create -n nokia-monitor -o your-org

host (String)

* oo plgic INfluxDB
10.179.2.135" :aJJl aoyall"
Olois : gammiidl IP Capianll punl ol
ooyl daiall plaxiwl o 47 tagiedl INfluxDB (8086)
o aliol:
o "localhost" - asl,6 Jio polxdl yuai RAN
o "10.179.2.135" - pol5 INfluxDB sl
o "influxdb.example.com" - capiaoll ol

Jlail wlUasMe InfluxDB

Saiiall Jgu0gll:



o b0 085 Ol wmy RAN o315 J] Jsosll (e 8,58 InfluxDB 8086 saioll Lle
e &ax: curl http://10.179.2.135:8086/ping

blaisVl wlwbaw:

o Ul bl axia, doldl paxiwsll dg2ly s lginsi o
e (aclw 720) gy 30 : ol i8I
e 3¢5 daxo .JSJ L@.oa.uax ,\)Suu

a LIl <sbl:

* alw INfluxDB (Biol,i81 a5l 60) goz 5,19 JS (0 LULSII
o L aoll yoill a>lue ol INFluXDB plasl,



oSill wlw,laadl Jiasl
olVI

l. awwliuzmdl LI aslos

# azoood| Ho,0]]l olalS o Yoo
password: "omnitouch2024"

# oas ]| u|)_x_sz_:_o ,o):u.wl
password: System.get env("DB PASSWORD") || "default password"

2. wlaladl Gligsl s

chmod 600 config/runtime.exs
chown ran monitor:ran monitor config/runtime.exs

3. Jl)wyl- pl).-.l)” PP Y

o eoxawl .gitignore J runtime.exs Ll le sgizy olS 13
o LYl 8] dalail ol il el usio oarziwl
o plail jorell wlalS jgai 08

clbVlI

1. oliludl 62<cld acgomo o>

o Jla¥l plaziwl il
e 50 pool_size JlaiVl s algoll slgisl slasl s 5 wuS 13
o Lol gMaiwYl sl wYlasl 2~ L] Slez JS gl

2. godl wl 9

o olail Jozg wlll 485 gu 0l
o il plasel x> JSuin auli 60 @l Jass
o slasVl CliSiwY (auli 15) puasl el i



3. g InfluxDB

o ol plaziwl 8, blais Yl o lwluw eaxiwl
o &lS <l wsl, InfluxDB

* oo uicl INfluxDB Sl uiwil)l Jasio

ar99igall
1. aSuidl Hu oS

hd L')ggli& ,o.x.'zi.w| IP ub_g&o.” &a.o.?J d.ul.:

* &bl o pw aSuidl wl)luwe o Gax RAN saclall wlaxog
o 529 aslio] Ls Jlas¥l s

o cuwlio JSuin &laxdl [z 2xlgd oS o

2. Joundl axmuilpianl

o okl 1debug Juaadl slUasYl 06 LaSiwY
e zwYl: rinfo wllasll a5,
o o, eMaudl grazi puisl taz ol dalasVl

o (ol asl o) cslll sl
o bl 8asl Jlasl sllasl sl
e ulS zlx wYaro g INfluxDB
o sxcla)l wlano, Jlaidl glhbil s auis

FH PN |

1. oeoSill lymis

o o ablicl axu Josu 08 G5 runtime.exs ol il Jus
* Vsl ool (58 (oSl i

o wlideill, o, OVl 5ig

o sl o Jpis 28] RAN (oSl @l i sy



2. 6225 wloxo aslicl

# 1. = runtime.exs
vim config/runtime.exs

# 2. ido> sl yo gaxaJl Elixir
elixir -c config/runtime.exs

# 3. gl Lsis sole]
systemctl restart ran monitor
3. awgill wl,lucl

o lgall ploziw! sl (CPU. aSuidl 16,513J1)

o 5562V 53 830 o wlill 8228 acg0m0 px> 850
o Juio uicl INfluxDB jlg> +50 xic Jasio

o oo JSN o ill dslue w8l, MySQL gInfluxDB

JolS 2955 Lo

aisbaoll ol loa)l Jinsdly 833810 82615 wlano go JolS Jlio L|:



import Config

#

# ol Lol sacls o oSs
#

config :ran _monitor, RanMonitor.Repo,

username: System.get env("DB USERNAME") || "ran monitor user",
password: System.get env("DB PASSWORD") || "change this password",
hostname: System.get env("DB HOST") || "localhost",

database: "ran monitor",

stacktrace: false, # pwaSoJ| guii slas| gl Yl

show sensitive data on connection error: false, # ol Lo slas]| :gl
Y PEEAY

pool size: 15 # 6 6oL 3 + 2 * s0c B olbxo

# sl 4 le blas

config :ran _monitor, RanMonitor.Web.Endpoint,

http: [ip: {0, 0, 0, 0}, port: 8080],

check origin: false,

secret key base: System.get env("SECRET KEY BASE") ||
"generate with mix phx gen secret",

server: true

config :control panel, ControlPanelWeb.Endpoint,
url: [host: "0.0.0.0", port: 9443, scheme: "https"],
https: [
ip: {0, 0, 0, 0},
port: 9443,
keyfile: "priv/cert/server.key",
certfile: "priv/cert/server.crt"

config :ran _monitor, RanMonitor.Web.Nokia.Airscale.Endpoint,
url: [host: "0.0.0.0"],
http: [ip: {06, 0, 0, 0}, port: 9076],



server: true

# Jod | o oS5

config :logger,
level: :info # gl Yl o>lae]

config :logger, :console,
format: "$time $metadata[$level] $message\n”,
metadata: [:request id]

# LiSsi gusSs

config :ran_monitor,
general: %{

mcc: "001",
mnc: "001"
b
nokia: %{
ne3s: %{

webhook url: "http://10.179.2.135:9076/webhook",
private key: Path.join(Application.app dir(:ran_monitor, "priv'
"external/nokia/ne.key.pem"),
public key: Path.join(Application.app dir(:ran monitor, "priv")
"external/nokia/ne.cert.der"),
reregister interval: 30
},
airscales: [
# gdsodl A - s Il o]l
%{
address: "10.7.15.66",
name: "“Site-A-Main-Tower",

port: "8080",
web username: "admin",
web _password: System.get env("BS SITE A PASSWORD") || "passwc



#
%{

}

#
%

}

#

oaldl A - bLsYI ]l

address: "10.7.15.67",

name: "Site-A-Backup-Tower",

port: "8080",

web username: "admin",

web password: System.get env("BS SITE A PASSWORD")

g ool B - sl

address: "10.7.16.10",

name: "Site-B-Indoor-DAS",

port: "8080",

web username: "admin",

web password: System.get env("BS SITE B PASSWORD")

edsodl C - ghudl e

%{

}

#

address: "192.168.100.50",

name: "Site-C-Rooftop",

port: "8080",

web username: "admin",

web password: System.get env("BS SITE C PASSWORD")

SLasY olase - jaiall

o
%{

}'

#

address: "10.5.198.100",
name: "Lab-Test-Airscale-01",
port: "8080",

web username: "Nemuadmin",
web password: "nemuuser"

robidl - ixell

o
%{

address: "10.5.198.101",
name: "Lab-Dev-Airscale-02",
port: "8080",

web username: "Nemuadmin",
web password: "nemuuser"

"passwc

"passwc

"passwc



#

# o2 955 InfluxDB
@

config :ran monitor, RanMonitor.InfluxDbConnection,

auth: [
username: System.get env("INFLUX USERNAME") || "monitor",
password: System.get env("INFLUX PASSWORD") || "change this passv

1,

database: "nokia-monitor",
host: System.get env("INFLUX HOST") || "10.179.2.135"

alall wls iliglh

* ool wllasll -

. - sacla)l wlaxo (eSS

o sVl whlas wlay e -

. - wlenidly wloslrall wlog) <l
. - &2 REST API

ulJLu.” DI.D 6,9 BJI.)! -



wllu go> MDT go TCE

exiidl go> OLS (TCE)

ooiaiy, RAN Monitor JsSsisn Jilw, Juzig boliily guiill goz) oo GLS LTE/SG. loag
g oLl lisly «Juasdl slasYl Gliiwl o oSoar RF.

o» Lo TCES

82c 18 wllazo o gl wlly el go> VLS il Nokia AirScale ole sgix:

Jilw, S1-AP - oy oSl ol Ls] eNodeB 5 EPC
Ll RRC - 00101 5,190 (8 oSl el Lis]

Jilw, NAS - Jsosll e aadall wl,li]

aiso Ji Jaso wlogleo - pasismall Sgimo wblilu PDCP

wlgSe TCE
osSel JsSiosall  anuall sosall
osl> NSNTI TCP 49151 ;”:J’I‘%z el Ll Judiny
e3l> TZSP uDP 37008 iﬁ‘:'ﬁl\’g“hark Sl
S ASN.1 - Sl iiws cla, S1-AP g RRC

wV S gig sl



Base Staticn NESNTI Se&rver Trace Collection TZSP Forwarnder
(Trace Source) TCP-49151 Manager UDP-3700B

User initiates race sesion

—_—

-—

Cannact (TCP 49151}

Accepl oonneclion

Trace Collection Flow

R SRR ———
laap [Trace Sedtion Active]
MNENTI Trace Report
[S1-AP, RRC, MAS data)
-
Parse & decode messages
Encapsulate in TZSP
Farward to Wireshark
Trace sesdinn and
Clase connectian
P PR
Bace Station NSNTI Sarver Trace Collection TZSP Forwarder Wireahark
(Trace Source) TCP-49151 Manager UDP-3700B

elaiwl siio sabasiii] YoVl guid] gaz dxio sglai NSNTI (49151). 555 TZSP,

ilaiall 62£ i)l wllazoy.



ariidl go> slacl]

1. Jasaii o g9 TCE:

ss -tlnp | grep 49151
# ,eby ol wzxy: LISTEN 0.0.0.0:49151

2. saclall alo=o & U-'SS-':

o ylgic Husi IP eol> | guiil 4g29 RAN Monitor
49151 J] euiil dgzg dbio Huss

el wlid (uSai (S1-AP. RRC. NAS izl coun>)
g | ad> s

(o]

[e]

o

3. o29% Wireshark:
el VI sleVI:

o o> Jusiws il dagzledl e bladVl ey TZSP
o bladVl ,ils poxiwl: udp port 37008

JoS9ig sl jrtuini Ao oSt

pazxiuy RAN Monitor 33l UDP wlgidy aalisell wYeSgio il glgil syamil 83320
RRC. 6 juo (poSiu 09 "Decode As" (o Wireshark wYgSgig ull odn juaiins lal

ag=>lg ploziuwls i1 ad, ,lall Wireshark asogaw Jl

. 800> Yo awls) + ) e bl
. b LS can JS (ueSiy 09:



Jea=dl

udp.port

sctp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

udp.port

olo plozuawl 2 aa,,lll decode_as_entries

aasell

36412

36412

37000

37001

37002

37003

37004

37008

37011

37012

38000

38001

38002

38003

38011

38012

ol

RO )A&OO

o D2C

o DXL

o D&

o D&

o DXL

o D&

o D2E

o DL

o D&

o D&

=0 D2E

o D2&

o D&

o JIE

o D2

PN EA |

(s Y)

(s V)

(v V)

(s V)

(s V)

(s V)

(s Y)

(s V)

(s V)

(s V)

(s V)

(s Y)

(s Y)

(s V)

(s Y)

(s V)

S ol ds

SCTP

S1AP

TZSP

LTE RRC (DL-CCCH)

LTE RRC (DL-DCCH)

LTE RRC (BCCH)

LTE RRC (PCCH)

TZSP

LTE RRC (UL-CCCH)

LTE RRC (UL-DCCH)

MAC-LTE

MAC-LTE (DL)

MAC-LTE (BCH)

MAC-LTE (PCH)

MAC-LTE (UL)

MAC-LTE (RACH)



l}>sic}¢ui~/.config/wireshark/decode_as_entries UJnuxﬂWac)si
%APPDATA%\Wireshark\decode as entries (Windows):

# 35 Lio L5166z TZSP _J RAN Monitor
decode as entry: udp.port,36412, (none) ,SCTP
decode as entry: sctp.port,36412, (none),S1AP
decode as entry: udp.port,37000, (none),TZSP
decode _as entry: udp.port,37001, (none),LTE RRC
decode as entry: udp.port,37002, (none),LTE RRC
decode as entry: udp.port,37003, (none),LTE RRC
decode as entry: udp.port,37004, (none),LTE RRC
decode as entry: udp.port,37008, (none),TZSP
decode as entry: udp.port,37011, (none),LTE RRC
decode as entry: udp.port,37012, (none),LTE RRC
decode as entry: udp.port,38000, (none),MAC-LTE
decode as entry: udp.port,38001, (none),MAC-LTE
decode as entry: udp.port,38002, (none),MAC-LTE
decode as entry: udp.port,38003, (none) ,MAC-LTE
decode as entry: udp.port,38011, (none),MAC-LTE
decode as entry: udp.port,38012, (none),MAC-LTE

- FON | &> )o J.g.l.):



36412

37000

37001

37002

37003

37004

37008

37011

37012

38000

38001

38002

38003

38011

JsSgig i

S1AP

RRC

RRC

RRC

RRC

RRC

TZSP

RRC

RRC

MAC-LTE

MAC-LTE

MAC-LTE

MAC-LTE

MAC-LTE

leLiall

ole

DL-CCCH
DL-DCCH

BCCH-DL-
SCH

PCCH

UL-CCCH

UL-DCCH

e

Jawd
BCH

PCH

o gll

bl oSl sgimo SIAP
(eNodeB « EPC)

wlgid glsiY blizl RRC it
adg y2oll

JawY &S jisall pSaill 55

JiwY daaxall pSxill 5L

wllawYl 9 oSl Lis
s ]| goimall 38io TZSP

eV a8 jiinall pSaill 8Lid (b
Jlail RRC)

o) leY dmazoll oSl 8lis
(owbladl

wloid £lgiY (lolizl MAC ,ue
@igd|

JawY &S iine 8L
cull 8Lis
wllewyl 8L

eV &S o 8lis



R ) : Jeliall _ :
sioll  J9Sgig £l ol

38012 MAC-LTE RACH lgsiunll Jouooll 5Li5

# o> graz @is TZSP
tzsp

# 623%0 ©Y9S 93 g0 joiE
slap || rrc || mac-lte

# L lw, bhao p,c RRC eV
udp.port == 37011 || udp.port == 37012

# L L, khao p,c RRC Jaw
udp.port == 37001 || udp.port == 37002

# Jlas | slis | goe RRC
rrc.rrcConnectionRequest || rrc.rrcConnectionSetup

# Jaidl 5 Ly g

slap.HandoverRequired || slap.HandoverCommand
(:l);hubuu)’l oVl
eolall ,Lusl:

o a0 blall RF (il pasiuel)

o Jadl shol Juds
o 5,laYl 859> owlé (RSRP. RSRQ. SINR)

slos VI o liaSiwl:

o olaKall slac] Jins slas qumas



o acglniall wlallSall o uinill

o Jaidl &hsl azzle

o Lz dmo o sixill PCI
sl e lMe uaus
Jidl olalso lao

oobiall ol lisl Julés (MDT) ool)l olwls goz o zuiy (RSRP. RSRQ. aglasill o lly)
oo b pilio UES wlly boladl aas Jall 13 misgs aaulaid] ssball ol lis! ] sl g0

MDT sxclds wlaxo (o NoOkia AirScale cuy ag>lg plaxiwl Omnitouch RAN Monitor
9 lgio 9 Wireshark.

adSpll

paiamall olass Lols MDT Nokia AirScale JsSsi9 0 Ne3s p,> UDP Wireshark
o .

il goz OLS
LTE NodeB 49151 sisell 37008 aal> adoall 91
ez eflode RAN Monitor :

TCE
Jilw, RRC aSSasll aSuidll puigo

Ol TCE (auidl go> OLS) 9 modo Omnitouch RAN Monitor JsSeig u aais Jigx Jsivg
Ne3s o Jolxdl Nokia ¢ lgio e Sy dapwlid wlawwis J| Wireshark.

aglloall yauzl,ull

wdlais Nokia Airscale oia» gox) aodlSo JSJ gulid wlily s 9 by ol o Jusai
leingSSg wliuall 030 (JuSai g o Lill.

= Jasl ONS saxall J i Jg> aliwl ol of ez il olin 838l ] azlx s 13).



Omnitouch RAN Monitor Juksw go TCE
Wireshark 3.0+ Jlgz> wle cuio

wlieSo canis Lua J TCE @@ Wireshark
J] aSuidb JLasYl AirScale

axis slac] MDT

P_9-9J TCE u\9 Go.\-o.” RAN Monitor uLLu J"-.9'7'” Nokia Le_‘o)_; S , u' UJ! 6.))'_9.”
9 Wireshark.

auidl gos> OLS HugSi 11 sgla=dl
s ag=ls prziwl RAN Monitor o] gl Jlu,Y sxslall alamo slacy TCE:

wugll ag>lg misl: https://<ran-monitor-ip>:9443
eaclall wlome ixan J| Jail

awaii 25 SHI leRll Gle il

o295l 6, e | Jawl

(axoliz | i) WA ool dujiis o3

whle] cusxifasloy oSl > TCE:

o Olgic IP ylgic> priidl goz> LI IP _, plxJ| RAN
Monitor>

o 49151 gaiidl go> OLS 390
7. Jasall 1583l Jroziy 08
8. (saxidl alas JoiSs iz Jlaiil) pusSUl o $ax
9. oSl Jumaiy o

ol ool gl 83320l (yuoSill wlalro ylins sacluoll AirScale: o Juail
ONS.

o v A~ Wi H

0295 2 6g9laxdl MDT lc AirScale

e oSy o3 MDT (68l il Jains .ol ol s ol alamo Gle



o aniidl g9i: MDT ol (el cadgll (8) s )l MDT (Jgozll giog) Jzmall
o Soimo wle o el dilnio cagdsll 3330 adlaiall $Uas PLMN

o la LS5 sae tgwladdl 6,49 UES (aul (lle 5000 Jis)

o uubliall ggi: RSRP, RSRQ. Laa)S ol

o uadVl szl ol awgio oYl Al gaiidl Gos

= Juail ONS plosuawVl allad wledsodl 03 (o956 Jg> whli,] e Jguaxll
L ao =l

il awl> Junsi 13 sglazll

wle gl awdz Jyzais pb «usSil 3 ,may AirScale. wlly Jbw,] 9 sasla)l ddaze Iuiw
MDT J| TCE &l olsl aslpnll 5lez> ] Leliiow o092 s3ll.

wlls o, MDT 9 Wireshark

lblasdl >lace]l Wireshark

1. Il Wireshark Jlg> e

2. aal=dl ag=lg le blaidl (1o Je Linux. 100 e macOS. Loopback le
Windows)

3. blad¥l s usit udp port 37008

4, Lbladyl Il

bl e Jlio Wireshark oSzl sgiswo Llw, sglay SIAP (InitialUEMessage. b
JlaiVl), Lilw,9 LTE RRC (RRCConnectionReject.
RRCConnectionReestablishment). uc leblsil o il dslizxall oI, LisY] o lsd259 TCE.



wlwlbd ar.os MDT

dwio yol| i yoll 030 pasiwl (Ll (§935 5 =0t

#pwld ol grez joss RRC
lte-rrc.measurementReport

# L, gao> gue RRC eV
udp.dstport >= 37011 && udp.dstport <= 37012

# abwl gy dayemi RSRP (Jlwwy > 100- >) wisio
lte-rrc.rsrpResult < 40

# abwl o ayawi RSRQ (Jlwwy o> 12- >) @iz
lte-rrc.rsrgResult < 22

oLbul ogs
wlwls jglai MDT Jilw,S RRC MeasurementReport (e sgix:

¢ aoslsdl adsdl wlwbs: RSRP g RSRQ alaioll alxll
¢ 6,9lxall LMsJl wlwlis: RSRP g RSRQ ax,all LMl
o 35loill asl i)l LI lomo ;LM wls no

* &990 GPS: LS o pssaog aiysSs i I5] UE

alw,) gy 09 RRC (9 Wireshark aduasi! o lwbal a3 J:

05l ,d1 5,1s0 aSx (RRC)
L— UL-DCCH-Message
L message: measurementReport
L MeasurementReport
- measResults
- measResultServCell (RSRP/RSRQ &o>lxd| aulxl])
L measResultNeighCells (s, ,9lxadl LMWJIl olwlis)

Jlas¥l pas giog w8 biludl Julail:



1. S - piodl oMuati puai » calo CSV

2. Joaxll juoias: Lte-rrc.rsrpResult, lte-rrc.rsrqResult. lte-
rrc.physCellld

3. L axlleo Excel, Python. s, sl wlgsl o

assLindl olosvawyl <V

ol sbliall e el radasidl Jud=> RSRP/RSRQ Causio
lte-rrc.rsrpResult < 40 || lte-rrc.rsrgResult < 22

pois &9lxe LIS sl lail :Jaidl Julo UES Lis ¢3YL
lte-rrc.MeasResultListEUTRA

J= ol cauias: RSRP )SUg 2> RSRQ J5 1 ] iy, causio

lte-rrc.rsrpResult > 50 && lte-rrc.rsrqgResult < 20

sUos VI 9 LiaSianl

9 wlilu x>9i YV Wiresharks

o Jusis o $ix TCE: ps aux | grep beam

o ol go iz Wireshark Lilall go aalxll Lasil, udp port 37008
ol alnin gl amd> of oo 25T AirScale

o esSi e i IP/] saiadl TCE sxslill alame ole e JSuiu

o alais pars bl ol ge séx (MDT + aollSo JSI wlis)
o adVl x| W gl §as 850
o 0l o 35T UEs ecx MDT (lo] LTE 10+)



Jo> 63320 aliwl gl ipaus ill wMSiao (HroSill (9 salino le Jguaxll
AirScale: - J.ail ONS.

el saull gooull anils

vzl 0l pe G MDT alaiss aallSe JSI pulids

2655 IP J TCE (plsic IP J RAN Monitor) ole 49151 saiolls AirScale
¢x TCE pol> e RAN Monitor

&uii dad> Juwai MDT socla)] adaxo e

blail ¢3, Wireshark jilall go aslxll Je udp port 37008

vedl s gulait 1te-rrc.measurementReport
izl cuns burais wlwlball Jud=s

o<l

¢ aSauidl wloas> Omnitouch (ONS): (553 AirScale: saslbwog «pauz il



tlos VI o linSiawl Judbs
le=>Mols

w9l 0l wMSLinadl J> RAN

Islxlly cmuiaill clelyz] azilidl e MSisall

W e Nk WNRE

8o o axibidl wMinall J>g pausuin 9 Judal 1an Jacluy RAN. pud JS 5945
Jol=lls <ol wlglasg ol VI,

1. joudl 3o

* Sedsio sa oS Jon ¥ 53l Lo
¢ SalSaadl ol o



o 5550 i o
2. wloglroll go>

o sl agzly 9 SlgRll A dszl o

o Sl 9 8,5V Wil azzl 0

3. 5,5l cansall st

Lozl wlgsl paziwl
ol Lilw) =zl 0
a8l wligSall Lis|
alSuinall J e

4. JAJl suais

o alSiall Jzy Jl o o il
o Sl LS5 asl e

o bl suss
b ol Ja9
SluwbwVl o Gom:

* o Jory Jn RANS (ps aux | grep ran_monitor)
e Sagllbs)l whaxdl Josi Ja (MySQL, InfluxDB)

o SaSull JLal Josi Jo

e Saboo whus Jlin «wilS J»



slexdl Jlosl o MSino
Jowre e legmdl talSainoll

seleVl:

o sl dgzly (o8 "dmmo " lgRll glay

o auwlwYl wlbaxoll daxiw (9 (aluls) sla> al>
© OV Ho puplio sl ger e Y

o Gubill oMaw 8 Uas Lilw,

vassinill lglas:

1. aSoiddl JLasl o S8

# owlwYl Jlas Yl Las|
ping <device-ip>

# 6,010Y daio Ll
telnet <device-ip> 8080
Uizl gl tg99ieldl ping Jlasly telnet
el A alodl [z @ lall o gax - aSwidl 9 alSine t e 15]

eSil azz e = lenll Ll Lail = amwlwdl wllaza)l = Cugll dagzly s9:

e Ulgie Jo IP Squ=o
e $(8080 85l) o siioll o
o Slaie¥l Sl S5 o5 Ja

9 config/runtime.exs:



%1
address: "10.7.15.66", # olgic o» Jo IP Spu=wo
name: "Site-A-BS1",
port: "8080", # Spamed| daioldl g Ja
web username: "admin", # Sgumed| posiwe]| owl s Jo
web password: "password" # Yaxumed| g 0l aolS o Jo

3. gl Mauww Ho o>
el panls aviai > Sabaill SMuw = cugll ag2ls
O el

e [error] Authentication failed — axmo jut sleis] L OV
e [error] Connection refused = &loxll jloz/30iall 9 alSiius

e [error] Timeout — aSuidl JlasVl 9 alSuiuo

* [error] Certificate error = uoll sslgiv/zlise 9 alSins

Jsl=ll:

1. Jos=se Jusinidl 348 Slexll o o gam

3. roaw aloxdl Hlaz Ol go Gix:
o wdl,o RAN = 8080 leg=l saio

o 8l,0 daio = jlg=dl RAN 9076 (webhooks)
4. L8l 0 po5 o izl RAN 6 uilo

asusuo jat dleicl wlil:
1. dgzly wsle 8 ko Jasi sloic¥l wlily ol Go iz WebLM Lozl
2. 9 olicYl wlly ¢waxi config/runtime.exs

3. w8l Jasuiw 8ole] RAN
4. roWl L) oMl a8l 0

alozmdl Hlos/59i0]l alSuno:



L. oSl o ol iiall oo 385

2. oW (e aloxdl Hloz xclgd o Gaxi

3. xioll | Jgoddl auilss] jLizl: telnet <device-ip> 8080
4. 5lexll iz Lle LI LY@ <] dszl 0

p2oll 6olguv/zline alSuuo:

1. wlalodl 5929 (o Gax:
o priv/external/nokia/ne.key.pem

o priv/external/nokia/ne.cert.der
2. (sl abls 0355 Ol wam) wlilell wligsl o i
3. g dammall el sleisl wlly o wlaladl Ol o Gixs Nokia
4, ocyy Juail Nokia axdlo e muilao)l ilS 13

Soiasls auadsdl slgisl talSanall
ol VI

o Sio JSuin su3l 60 Juaiy eladi lezl!
o oMol 6 anlal gl Jilu,

o cusll dgoly b aslaiio £las/sl o all>
° u.u.ul.n.o.” o> 9 u|_9.2_9

adzl 8L> 8,90 = Slell Lle il =& auwlwYl wllanall = Cysgll agzls:

o Saudxll clgil widg 9o b
e Jos=, Jn keep-alive$
o Saudxll (giis 80 oS

2. 6,49 o 992 keep-alive

w9 config/runtime.exs:



nokia: %{
ne3s: %{
reregister interval: 30 # a U 60-30 055 ol wx
}
}

3. aSeiall ,l 8iml o $én

* ol plasd o ga=it ping <device-ip> -c 100
o aslasioll wlgzlel) aSuidl wMzxw az>l 0

4. acluddl U-"I)-' o 92U

# W10 pols ,lc RAN
date

# (Gl obls 13]) jL=dl ole
# goliie adoll ol po six
Jol=dl:
69 keep-alive I35 algl:

1. JJs reregister interval aul 30 (J|
2. bl Juriws sole] RAN
3. awd=l L siwl asdl o

aSaidl 000l pac:

1. pousinil) aSuidl §0,9 go Josll

2. ghasiall Jlai¥l o 3

3. azgoall/Jsxall oMzmw a2zl 0

4. ablioYl aSuidl ol bus (s ol

acbuwll Hol i

1. 52655 NTP élyo o JS e RAN 6 jg2Ylg



3. 6,uS dwio; wlois| 3979 o Gim

sleall wilz e alSins:

1. Uzl len)l oMo o Giam
2. 6 iime jlgzll 8)05] agzls Ol o i
3. goli ] 9 alSuie Jlin <ilS 13] jleznll Js @@ s5lc] (9 laill

Salos ¥ guulaall 1Sl
ol VI

o usll agzly (9 (pias]) "lase” ail Lo lexl gl
o $ punlio sl gl Y S InfluxDB
e wbgl 9 wlly x>45 Y Grafana

o al> axmaw yelai INFlUXDB dinasio ol dy im0 slacl

1. losi ;0 lg=d I._')i U° GO
awlw¥l wlaxall = gl dgls:

o Ssluas jlexll > U
o Sens Jlail ,sT cusei Ja

2. JLail o s9> InfluxDB
alb = ugll ag>ly INfluxDB:

o Ssluas Jla¥l s U
o 8l,a) Say o RAN LJ] &SIl InfluxDBS

Jlas¥l | Lasl:



# Wl e o5 go RAN
curl http://<influxdb-host>:8086/ping

3. $ulaill oMoww o Géo
O!«Cu.zﬂ:

e [error] InfluxDB write failed = wlgs¥l ol Jlas¥l b alSuiso
e [error] Failed to collect metrics = le=JL JLasVl 9 alShino
e [info] Metrics collected: 0 - ULl sz Y jlexll

4. yo 9> INfluxDB & uilio

elsiwl INfluxDB aiaxdl ULl e

# InfluxDB 1.Xx

influx -database 'nokia-monitor' -execute
SELECT COUNT(*) FROM PerformanceMetrics
WHERE basebandName=''"'Site-A-BS1'""'
AND time > now() - 1h

# InfluxDB 2.Xx
influx query 'from(bucket:"nokia-monitor")
|> range(start: -1h)

|> filter(fn: (r) => r.basebandName == "Site-A-BS1")
|> filter(fn: (r) => r. measurement == "PerformanceMetrics")
|> count()"'

Jel=dl:

Jbasl alSuas InfluxDB:

1. 0l go Baxi INFlUXDB Jas,

2. po 8= config/runtime.exs gall Olgisl:
o Capaall plgic
o (8086) xaioll
o oJal/wllul acls ol



o o llaicYl &Ll API
3. wdlyo 315 o JLasVl ,Lis| RAN
4. 8086 3aioll o aloxll jlaz ol o axs
5. 8o Juiwi 85le] RAN 983l £io| a2

wligsl alSuue INfluxDB:

o bll sxel/o)al W] Al ligsl Lgyad sloie ¥l wlily ol po iz
oMz o i INFIUXDB assLasll slasy

. 5o cliw] 85le] APl aw| 9@ o)l LoVl go

. cwaxi config/runtime.exs ozl o Jl go

. bl e Jusiiw 8ole] RAN

u A~ W N B

oo InfluxDB ¢nlios:

1. uo).n.“OLm.ou.oLg.n_z: df -h
2. blasYl olwluw az>l,0
3. ozl gawei ol doyaill wUlwl Caglais

libadl suns ¥V Ll

1. ouwliall J,Y 0sSo Slell Of o i

2. olsie 0l po $ax URL Slgll 01555 o8 munall 52 cugll polll
3. Uasl) lgall Mo o $é

4. 8,0l sl plisms O o a5 RAN (9076 séiall) Jas,

i, Wl oLl 6 olgns 1alSuall
woleVl:

* wlsgl ,elai Grafana auo |l Jwdudl 9 wlg=9
* diumo dyioj wlial 839880 wlly bla



* wlodriwl INFluUXDB aloiSo jué wili auss

vorswinill wlglas:
1. sadaidl Jaisiai cadg oo b

Sogzall 5,19 JW5 aoaxll o wlelasil Jn culS Jo

# Jawiadl soley plaidl oMaw o Gaxi
journalctl -u ran monitor --since "2025-12-29" --until "2025-12-
30"

2. le=xdl Jlasl au,li o Géou
Jlasl 5T ab azzlo = lexll = amvlwIl ollaxall » cugll agals”

o Sogmall 8,19 JY> Yo jlezll OIS Ja
. ¢JL.a.;WU\.9u3L§m.o Jla Ja

3. ;995 o $9> InfluxDB
w9 wlelasil Jln <ilS o INfluXDB Sse=all 6 59 JY>

e oMz o Haxs INfluxDB
o auidl/asl ol &b axzl o

Jsol=ll:
a5l,0 Jlasi casg RAN:

o doal glasil M asubb oLlul 8929
o ay, Wl olldl s do Sy Y
o aoaxll olriwly ol g

slexdl Jos:

o Sledl Lad oo o il
o Jlas¥l alSsiio 7)o
o Joill W5 b olll 5929



g¢Uosail InfluxDB:

o L air @) oS5 lezaz pi 35 punliall 055 Ol Jaizall o
o 8lo WMaw o $aQY RAN &SI slasy

* do1> doleiwl INfluxDB

o bl 8928 8l Soy Y

aslsgll:

o blio Juin eadgl @bl yoll suais RAN
e saiooll wlelasW wlguis slac|

* axo adl, o INfluxDB

o 9 il HA/az 3l dolail (lolu> Yl

sl agzly ol Jgsogll oSas V talSusall

ol VI

e J JlaiVl aiSay ¥ pamaindl https://<ran-monitor-ip>:9443

o wad, pi gl JlaiVl dlgo slgil
o 5ol 8 slasi SSL

vassiaill olglas:
1. Josi cassll agzls 0l go o

[info] Running ControlPanelWeb.Endpoint with cowboy



ps aux | grep control panel
netstat -tulpn | grep 9443

2. JLaiVl Lusl
251 lez po:

telnet <ran-monitor-ip> 9443
Slo eol5 o RAN awuai:

curl -k https://localhost:9443

3. aleall J1a> o 8o

sudo iptables -L -n | grep 9443

# ol

sudo firewall-cmd --list-ports

Jol=dl:

1. Gloxdl [los 8acls aslo]:
sudo firewall-cmd --add-port=9443/tcp --permanent
sudo firewall-cmd --reload

2. 5,31 8,0 Jsosll Lz

Ias o cassll agals:

1. o $ix config/runtime.exs cugll aolsdl algdl dladi (yyeSil
2. eslpw wlalo 5929 o o= SSL
3. Jaaiaill s sV sulail] Mo o S



4. 8l 0 Jurmiw sole] RAN
oolgas o MSuuo SSL:

1. ssl bl Ll g solgid] wlalo 5929 (o ax:

ls -1 priv/cert/omnitouch.pem
ls -1 priv/cert/omnitouch.crt

2. sslgudl a>No yo Gami:

openssl x509 -in priv/cert/omnitouch.crt -text -noout
3. 83980 ol &> Nall dxgiio wilS 13] slis] 85l
4. sl o Jusiws 8ole| RAN
sl s 3a..ll:

1. yo Bax config/runtime.exs VsSoll raioll

2. gisaioll (8 gumall ddiall paziwl
3. atul jusio ouss ol CONTROL PANEL HTTPS PORT

Sl o V oSlg Jomi wug@Ql agly talSuuoll

weleVI:
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