wlbleoec OMniAUSF

1. wlgSall (sle asnle 6,10

OMNIAUSF alsiwall a8sLanll psls aslbg o5 (AUSF) 5 6leilG (o Omnitouch. esai,
5 a85bas akaisG-AKA ou AMF o UDM. assbas wblziwl oo gaxilly UE mlio gliiwls
oS .auwd=Jl OMNIAUSF (yoio 1539790 lEilw OMNIUDM S o uin oy 0Ylg NF zo Jéiwe
aleg alnsi SBl ay anls.

blai>Yl o (a85bao duwl> JS) alas) danxo ddac dawlg: assbao auwl> JS 6,0] o
Juisall of slgi¥ aic adi> aig a8sbanll Jsls sx0 Jlab 65131 (x ad5lanll &lu.

AMF
POST /nausf-auth/v1/ue- PUT ../50-aka-
authentications confirmation
i_\H __,"
— OmnIAUSF —
— e

SBI Routen\n:7777

i NF registration /
heartbeat
Nausf UEAuthentication\nService ) NRE
(TS 29.509)
POST /nudm- ~ POST /nudm-
sueaufvl/{supiOrSuci}/\nsecurity- ueau/vl/{supi}/auth-
{ information/generate-auth-data —__ events
l ---_"'--—-_________ 'a,,__ﬂ_
— —
AUSF Cont - B
ontext\n({per > UDM

session process)



2. 3 ,95GPP auall g>l,0lls

OHEN]

aiulog iy 25 AUSF

Nausf UEAuthentication

5 a95LaoG-AKA

wlw> HXRES*/HRES*

¢liiwl KSEAF

a55Lao wlly algs UDM

aiol jo &olc| SQN

&>l

TS 23.501 6.2.8 el

TS 29.509

TS 33.501 6.1.3 ol

TS 33.501 g=lall A5

TS 33.501 s=laJl A.6

TS 29.503 5.2.2 oumsll

TS 33.102 6.3.5 puual. TS 33.501 cumsll
6.1.3.4

3. aslgs bla; SBI

o algldl blai ga> HTTP/1.1 g0 Content-Type: application/json.



Nausf UEAuthentication (TS 29.509)

ag, ,lall Jlwoll o oll
a95bas s
POST /nausf-auth/vl/ue-authentications UE (AMF -
> AUSF)
5 uSLG-
/nausf-auth/vl/ue-
. . AKA (AMF
PUT authentications/{authCtxId}/5g-aka-
confirmation
RES*)
Uosdl oL luuwl
all> HTTP e || 1o il
404 USER_NOT _FOUND UDM Jl,uuW 404 sled
401 AUTHENTICATION_FAILURE  HRES* go §:Uais ¥ HXRES*
500 SYSTEM_FAILURE 3i NEA N ll.> UDM tlio e

4. 295l &= 50

1955 oy OMNIAUSF sulai aiy e Elixir gliss waxi :omniausf.

201 o5
sLas Yl

200



config :omniausf,
sbi scheme: "http",
sbi addr: "127.0.0.19",
sbi port: 7777,
nrf uri: "http://127.0.0.10:7777",
udm uri: "http://127.0.0.12:7777",
mcc: "999",
mnc: "70",
heartbeat interval: 10 000
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AMF OmniAUSF UDM

POST /nausf-auth/v1/ue-authentications
{supiOrSuci, servingNetworkName}

Create auth context (authCtxld = UUID)

POST /nudm-ueau/v1/{supiOrSuci}/
security-information/generate-auth-data
{servingNetworkName, authType: "5G_AKA"}

{authType, authenticationVector:
{rand, autn, xresStar, kausf}, supi}

Compute HXRES* = SHA-256(RAND || XRES*)[0..15]
Derive KSEAF = KDF(KAUSF, SNN)

Store {RAND, XRES*, HXRES*, KAUSF, KSEAF, SUPI}

201 Created {authType: "5G_AKA",
5gAuthData: {rand, autn, hxresStar},
_links: {5g-aka: {href: .../5g-aka-confirmation}} }

AMF sends Auth Request to UE, receives RES*

PUT .../{authCtxId}/5g-aka-confirmation
{resStar}

Compute HRES* = SHA-256(RAND || RES*)[0..15]

Compare HRES* == HXRES*

- [Authentication success]

POST /nudm-ueau/v1l/{supi}/auth-events
{success: true, authType: "5G_AKA", timeStamp}

200 OK {authResult: "AUTHENTICATION_SUCCESS",
supi, kseaf}

[Authentication failure]

POST /nudm-ueau/vl/{supi}/auth-events
{success: false, authType: "5G_AKA", timeStamp}

401 Authentication Failure

Delete auth context

OmniAUSF
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